WO 2025/085851
124

AN
9B
\/

Computing Device 104

Data Obscuration Platform 102

108B

"' 110

FIG. 1

PCT/US2024/052120



WO 2025/085851 PCT/US2024/052120
2/24

Computing Device 200

Display Mechanism 206

Memory 204
Data Obscuration Platform 212

Processing Module 214

Training Module 216

Processor 202 Obscuration Module 21

Routing Module 220

GUI Module 222

Communication Module 208

[
Device 210 Device 210

210

lus}
o
=

Devic

FIG. 2



PCT/US2024/052120
3/24

WO 2025/085851

v0€

80€ Jouusp|

Ve OIAd

0c¢ ayhusp|

\L

c0¢

90€ Jousp|

O
ol



PCT/US2024/052120

4/24

o€

WO 2025/085851

80¢ Jaynuap|

€0e

qa€ "OIAd

02€ Jouguap|
\L
A
)
)
0
)

90¢ Jayhusp|

o
‘ e0ze
Jsynusp| piyd

(e
LO)|
o



PCT/US2024/052120
5/24

WO 2025/085851

€ "OIA

0¢€ J3yRusp|

\L

80€ Jajusp| 90¢ Jaunuap|

¢CE Jaupuap|

\L \/\ ¢0t

_
e

0C€ Jouusp|

\L

| 1€ Joyjusp|

60€ Jounuap|

L ]
@l/‘ L0€

~
50¢

LO)|
N
(a0



PCT/US2024/052120

WO 2025/085851

POOY Wiokeld

r——

=
—

J90F w.ogeld

r—

6/24

——
=

q90Y uLiogeld

r—

B90Y Wioke|d

r—

Vi "OIAd

801 Jounusp|

POy JouBuap|

O N\ pzoy

0P Joupup|

C

O N\ ozop

ap0y 134Busp|

O \azop

B0y Jounusp|

_J

O \ezop

O
<



PCT/US2024/052120
7/24

WO 2025/085851

qav ‘OId

7l Joynusp|

[

990f Wiokeld

Cly saynusp|

r—

@

[

0l Jouiusp|

Q901 w.oge|d

T—

(

@

B90 W.oKE|d

B0y Jouusp|

r—

)

O ezop

[
<



PCT/US2024/052120

S °DIA
01G uoneoIuNWWO)
/ - 805 Jaunuop|
& x
0O0O0
-
o
= \
906 wiofe|d 0§ Jaunuap|
@ L
W

O N\ 206

WO 2025/085851

[
LO)|



PCT/US2024/052120

WO 2025/085851

9/24

V9 "OIA

~rewb@)|ewspealiw
woojebie)

Jobie]

lewb@)|rewspeslAw
Wo9 uozZewe

uozewy

llewb@)|rewspealAw
WooHewem

Hewlem

-

“rewb@)|rewspealAuw

woo Ajnods

fypodg

y

%, \

pafesry seq Aqos

(Ciews) (siequny suoyq) (suibo7) :Lm sennuepl moys

(fanuspr moN ) (esodwiod Jel)

s O
sanpuap| Iy

yoless O

oo 60 +

deH @

sbumeg » JUNOOOY

YoM @
joAel] @
[elog @
Buiddoys @
smoN @
selen) @
Juswiueusaug @
sellobsjen
ysell @
paloub| &
sjsonboy ¢@
SlIeD N
spe] O
sllews =

IV =2

Aoy

ysell @
SojlIoNe] &
Sonpuspl Iy =:
senusp|

>E

i@ &

ssauishq

19dONYAWNB/ssauIsng/dde-ssauisng InoA ﬂ_u 89 &« >

+ \x 960099 ope

[
[
O




PCT/US2024/052120

WO 2025/085851

10/24

q9 ‘OIA

[lewf@)|rewspealAw
woojebie

106.1e]

o

lewb®)| rewspealiw
W09 uozewe

uozewy

2]

rewb@)|rewspeslAw
W09 Lewem

Hewjepm

“"llewb )| lewspeslAw

woo'Amnods
fynodg

7

]

paesy o1eq :Aqlog

(irews) (siequiny suoyd) (suibo) :ywm sennusp moys

(Aanuspt moN ) (esodwiod Jel)

i VAR -
sanipuap| Iy

Yoless O

®c0 006 +

disH @

sBumes % JUN0ooY &

YoM @
ARl @
[erog @
fuiddoys &
smMeN @
sewe @
JuswuepsilUg @
sauobeen
ysell @
peloub] &
sisonboy ¢
SIED ™

sxe] O
s|lewsy =

IV ::

Aoy

ysed]
sajllone &
sanpuspl Iy =z
sonusp|

* [wy]

@ &

ssauishq

19dONS AN B/ssauIsng/dde ssauisng noA ﬂ_u 8 9 >

+ |x_ dbsf coe

[
—
Ol




PCT/US2024/052120

WO 2025/085851

11/24

J9 ‘OIAd

uozewy :
ssauisnqojny dojg 1N
[ ——
& (Xx3anv) 506 =1
fynods
| & obed snjejs **°$58UISNQOINY

QUO3WOoS

uoifas Jo Auno)

aweusas

9Jyo.d

MIIMBA0 JUNOIIY

ssalppy @
slyoidipy @
Alweq wniweld @
sued s|qejeAy @

MBIAIBAO JUNODY &

JO0J BUO JOpUN SIBqIBW AJILB) JOf SJUNOII. WNIWdl] 9

Ajwe4 wnjwaig

a9|l0Jd @ | peojumog woddng  wniwsid

Kynods 7%

@ &%

JMBIAIBAOAUNO0B/SN/WO09 Aods mma/:SAjy _m_v ) R

[ % pewem \\N__x 1061 £33 || % uozewy

__ x Amods 7%

i

x  ssauishq

[oX X J

9




PCT/US2024/052120

WO 2025/085851

12/24

a9g ‘oId

uozewy [gouen
XN
[ ——
(Xamw) geo6™
& = poyaw JuswAed InoA sbueyo ueo no A “seseyoind
fynods nduosgns ‘seb.eyo ainyny Joy poyiaw JuswiAed InoA
\.\\\s\ hodg 0} Juasuo9 noA ‘eseyaind InoA Bunsjdwios Ag
i | | AN
| & obed snjgjs $SOUISNGOINY | apoo Aunoes a1ep Audxg
_ 0000 0000 0000 0000 == |
Jaquinu pie)
™) s|iejop juswied
P i WA
pi1ed Jigep 10 JIpa.)
g spJed Ap
"MBIAISAO JUNoday 0} of ‘uondiiosgns Ajyuow JnoA oy sjiejep wswiAed
abeuew o] ‘seseyaind swip-suo Jo} s|ielep JuswAed INoA sbeuey
sp.eo juswhed paneg

sidieosy @

sisijAeid Jonoosy @

spJed JuswAed panes g

sbupes Aoenld @

sBunjes uoneoyioN @
piomssed sbueyd g
spoyjew uibo] @
uoneoyien dois-z @
ssalppy @
alyoidyp3 @

Alwe4 wniweld @
sued sjqejeny @

MBIAIBAO JUNODY @

@&

/SpJeo-juswAed-panes/unoooe/sn/wiod Ainods: mmmy/:sapy _m_u 89 <>

[x vewem 7z |[ x jebie] ¢ || % uozewy

x Amods #%

o

x  ssauishq coe




PCT/US2024/052120

13/24

A9 "OIA

sidieosy @
sisijAeid Jonoosy @
spJed JuswAed panes g

sbupes Aoenld @

® yeeT " EET
fynodg sbumes uonesyioN @
S

\\\\\\\\\\\\ plomssed sbueyn @
| <& obed snjgjs $S3UISNQOINY spoujew ubo @
uoieollien dojs-z @
pied ppy AN 0000 =] sselppy @
sjyoidp3 @

ajle( 82120 1 vS8T " %55 0%
Al Alwe4 wniwsld @
= spJed Ap sueid s|ge|lery @
"MBIAISAO JUNoday 0} of ‘uondiiosgns Ajyuow JnoA oy sjiejep wswiAed MBINBAC JUNCODY &

abeuew o] ‘seseyaind swip-suo Jo} s|ielep JuswAed INoA sbeuey

sp.eo juswhed paneg

@ Qﬂy /SpJeo-juswAed-panes/unoooe/sn/wiod Ainods: mmmy/:sapy _m_u 89 <>
[x vewem 7z |[ x jebie] ¢ || % uozewy X sSsoulsng  oge

x Apods 4

o

WO 2025/085851




A9 "OIA

PCT/US2024/052120

14/24

dieH @
sbumag B 1Unody &

JoM @
jorel] @
[elog @
fuiddoys &
S)UN099e aJowW Jodui] g smeN @
soles)
101685 0) ——— woo'|lewb@)lewshu WooHeuem Juswuleyslg @
va0c-1c9 (119) || e O[22 N B | prsna@henopiomfoy (| sc16 gz @) | wewem %] + seL0BelED
015666} R alweuIssnAw - " woojebie} ysell
6156156 (119) S| | semprrrrer | |cauuY01 C SSAPPEIRWO ON B ey €B(|  yoBue) ! © peloud] &
P = (©) sisenboy ¢
#8669 40 A sweuleshAw woo'Ayjods

S5IppE [IBWS 0 i sieD
a651-666 (119) || vvvereres O || orcieostrsny PPe RS ON B || pocr- o €B| | fymodg £ ° oL o
o886 S Woo'|lewb@)rewsAw ! wod'uozewe ©0) sllew] =
1186621 (119) O} | rrreerrr || 222N T || prsno@iomsoreuysin € || sevs s €¥| | wozewy ® v
Ayngoy
Jequinu mco;n_o__ Eo\s%mn_o__ mEmEmw:O__ S5IppE [IPWT O__ pIeo jjnejeq O__ Aynusp _ ysell g
— . - sojLore &
paeerooreq Aquos  (jrews ) (siequny suoyd) (suiBo) :uyym senuep! moys Eewpass O conuopI 1y
ssauisngony sannuap

(Anuspi maN ) (esodwiod JT) Yolesg © E ssauisnq
: @ & 19dONYANINB/sseuisngydde sseuisngunok IG) B @ &« >
[ % vewem 7 |[ x Amods 4% || % 1ebiel ;|| x uozewy #:| \x sssusng coe

WO 2025/085851

099




PCT/US2024/052120

WO 2025/085851

15/24

Vi "OIA

anupuoy 9 39993

uioloyeals) e
s)jeuaq pue
|00} SSOUISNG SAISN|OXS Jaquisly e

sold
Joyying weJboud Ajjehoj spwoH e

anupuoy 3 3998S

S)s1| 9ABS pue Jonpold s)LioAR

SI9J40 SAISN|OXS UM SJOW SABS

Jnox08Y0 Jsjse) Aolu

ssauIsng Aw Joj seseyoind Buiyew w|
JUN022Y qor o0id

wros CED>

JlesAw Joy Buiddoys wi |
JUN0YJY [RUOSIOd

D

oeg >

"sposUl INOA S)INS 1584 ey} odA) JUNodge 8U} 10893

JUN02JY Ue 9Jedl)

(]
O
M~




PCT/US2024/052120

WO 2025/085851

16/24

qa. "OIAd

- )
anssi ue Joday I_

[lew? ajesouds

m
g

spiay [[e djesousn AY

<ssauisng 4o uinj ssauisng
\. J/

Moys

JUN02JY Ue 9Jea1)

Cai>

O
—
N~




PCT/US2024/052120

WO 2025/085851

17/24

IL "OIA

s a
Q) fnvepiiueieyp e srepdn

m FRRFF R HRRHHRH RN @

C 1581589819 V)

m_o_.w:n>E©Uco_n.0cm_a.mao_ NU

pajeald Ayjuapl moN )

ur ubig ¢Junodoy Ue sAeH Apesly

JUNOJJYy Uk 8jeald

‘Aldde Aew sajel ejep pue sbessajy

[leo suoyd Jo ebesseul jxe} elA Jequinu e|iqow AW Auep [

20IA8p paleys Jo olgnd e Buisn JI yosyoun
© U! peubis ew desy pQ

15€1-689 (81.9) _

auoyd

| mous

plomssed

pI'sngAw@puojq-oueid-adol _

SSaIpPY [lew

soeg >

JUN02JY ue djeats)

[
N
N~




PCT/US2024/052120

WO 2025/085851

18/24

al ‘oid

G

JUno29y A\ ajealn R MoN 10} diys _

pesjsu] apo 3y} YUM SN [[eD

apo) Jejug _

dWoH wouy abessapy

812108
8p09 UOWILUOD

8p0Q) UONIEOLLIS

‘LGEe-0 @ e-00 0 O] DS]XS) OM SPOI LONRINLISA U} JS)UD 8Ses|d

JaquinN auoyd Jnox Ajuap

(e
o)
N~




PCT/US2024/052120

WO 2025/085851

19/24

AL "OIA

’ N
Q) fnvepiiueieyp e srepdn

A FHRRNF RN RN H %v

( 1561589819 )

m pr'sngAw@puojqoueid-ado. _N_v

BWOH %

pajepdn fyjuop) )

C

juno29y ajepdn

‘Adde Aew sejel ejep pue sbesssi

[leo euoyd Jo ebessaw Ixe} eIA Jequinu sjiqow A Ajliep []

201A8p paleys Jo olgnd e Buisn JI yosyoun
© Ui paubis Wi desy P

15€1-89 (819) _

suoyd

_ moys

piomssed

pI'sngAw@puojq-oueld-adol _

$SaIppY [1EW3

yoeg >

JUN02JY Uk dJeat)

[
<
N~




PCT/US2024/052120
20/24

WO 2025/085851

8 DI

SMO|SHOM
9)Nosxs 0}
paseq-sAnoa[qo uo
JoALIp 0} sdajs Jo sousnbas 552q 1USBE JULEld
passed sdajg N Uy pejesaush | Pesedd _
Mmojpom [esodold € 2jealo Ol Iy
aAlelausb sjsanbay
2
SMOIOM
9AR99[q0
wsbe Jeuued
suononsul sdeys usAIb
Jash 0} }senbai jo|id 0} dejs Yyoes
aApas(go pIinga: 0} yusbe -00 B 9]2a0 ‘palinba yoeq Jodal OINoXS |
gjo|dwo) Jauue|d yym JoaUU0d N ndlul Uewny N MOISLOM Nl ‘mopppom [
‘Buiey s| days e §| Jhal il WA Ul ApuaLing §|
ul Apualino J|
Januq
ejeq Josn ddy doyysaq pleoquseq EJEp 2IN0Sq0
pardAioug €1V SeUep! e J uolsuaxg R Juswabeuey < 0] SJUBM JoS)
Jasmolg
ejep Josn
pajdAious
$S800B
0} Jled-Aey
81n09s §j80)

[
[
[ee)



WO 2025/085851 PCT/US2024/052120
2124

904

906
/\/
908
/-\J
910
Y~
2
914
r\/

FIG. 9

| ®

£
5
=)
v}
o
o
o
=)
©
.
S
o
(2]
<o
(@
N
(=) E
» ©
1 (]
[
[

[op



WO 2025/085851 PCT/US2024/052120
22/24

—
(=]
o

1001

Receive a first request to obscure a first communication
identifier associated with a user on a target platform

1002

Retrieve a second communication identifier from a database

1003

Assign the second communication identifier to the user for the
target platform

1004

Receive a second request to direct a communication via the
second communication identifier

1005

Determine that the second request is associated with the target
platform

1006

Direct the communication to the first communication identifier
associated with the user via the second communication
identifier

FIG. 10



WO 2025/085851 PCT/US2024/052120

23/24
1100
1101
Retrieve a user profile that includes credentials associated with
auser
1102

Retrieve a set of instructions for obscuring the credentials
associated with the user on a target platform

1103
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