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relates to the transfer of data between electronic

devices in an unsecured environment. In a particul ar

form the present invention relates to the transfer of

dat a between an unsecured conbuter and a secured

conmputer. It will be convenient to hereinafter
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20 input into the secured computer, a floppy disk or other similar storage
device is inseried into an unsecured computer. The unsecured computer
then stores the data onto the floppy disk. Next; the floppy disk is removed
from the unsecured computer and then transported to the secured
computer. Finally, the secured computer reads the data.

25 o The above described method is not considered optimal. Firstly, because
the method involves insertion and removal of ﬂoppyfédisks, the: method is
difficult to automate: While robots may be programmed to perform such
tasks, robots are quite expensive. In addition, because of the delays iri
transferring floppy disks, the secured computer will not have access fo

30 real-time or near real-time data. Further, once a floppy disk is inserted into
a secured computer, the floppy disk becomes "classified" and may never
be used in an unsecured computer again. Hence, if Iarge‘ amounts of data



transferring fl oppy disks, the secured conputer wll

not have access to real-tinme or near real-tinme data.
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20addr es $s rdfRBerRed B FiguR T s BEMbRIod M8 §a5sfERing 83@ from one
data (():omputer to another is to use a network (LAN). Each computer has a
network interface card (NIC). The most common type of NIC is an-
Ethernet card. All nodes on an Ethernet network, i.e. clients and servers,
are connected to the LAN as branches off a common Iine.' Each node has
25 a unique address. When a node, a PC or server needs to send data to
another node, it sends the data through a network card. The card listens
to make sure no other signals are being transmitted along the network. It
then sends its ‘message to another node through the network card's
transcelver. Each node's network connection has its own transceiver.
30 o The transceiver broadcasts the meésage in both directions so that it will

reach all other nodes on the network. The message includes the



anot her node, it sends the data through a network

card. The card listens to make sure no ot her signals
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its nmessage to anot her node through the network card's
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and without fequiring any additianal computers.

A further object of the present invention is to alleviate .at least one

disadvantage associated with the prior art.
SUMMARY OF INVENTION
25 The present invention provides a method of and device for transferrmg
data from an unsecured computer to a secured computer.

In one aspect of ihvention-, there is provided a hardware or digital isolator
connectable to a LAN using the standard Ethernet protocol that requires 2 way
communication in order to operate, but ohly.allows data to flow in one directfon,'

30 thereby preventing ahy data from the destination node from passing to the
trahsmitting node. '
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25 The present invention has been found to result in ai'numlber of advantages,

such as: ,

. Any of the methods as hereln disclosed may be implemented by
programming a general or special purpose computer. The programming
may be accomplished through the use of a program storage device

30 readable by the general or special purpose computer énd encoding a
program of statements executable by the computer for performing the
operations described above. The program storage device may take the
form of one or more floppy disks, a hard disk, a CD ROM or other optical or
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indictor, not a data path, thus further preventing a
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201 NeRBYdiRBntéId thelRGHBN, 3RO BIVBAbyY way of illustration only, since various

changes and modifications within the spirit and scope of the invention will become
apparent to those skilled in the art from this detailed description.
BRIEF DESCRIPTION OF THE DRAWINGS

Further disclosure, objects, advantages and aspects of the present

25 application may be better understood by those skilled in the relevant art by

30

reference to the following description of preferred embodiments taken in
conjunction with the accompanying drawings, which are given by way of
illustration only, and thus are not limitative of the present invention, and. in which:
Figure 1 illustrates an unprotected (prior art) network,
" Figure 2 illustrates a protected network according to one embodiment of
the present invention, |



fromthe detail ed description given hereinafter.
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200ne’ f offiis tan tkeahgiforen bbmagnetit sigoali ismatlor that incorporates an
-actual air gap or silicon chip such as a NAND gate that acts as a virtual air gap as
it only allows a signal present on the input to flow to the output. This can take the
- formsof a UART or a combination of such silicon devices in a serial or parallel
configuration, as described in this invention. |
25 A further embodiment of this invention is the use of a separate port (shown
by the vertical line on the block labelled DigiSecure in fig 2) on the hardware
isolator that is not connected to the transmitting WAN or the receiving WAN, to
set the IP address of the network that is permitted to receive data.
Although, hardware, such as NIC and UART are not new, however the
30 manner of connecting such devices together such that standard network
protocols can be used, whilst at the same time ensuring there is no possibility of a
bi directional data flow is the basis of this original claim.



data path between two NIC cards. Each NIC card fulfils
the WAN requi renentfor bi-directional communicati on,
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a _network interface, and a secured conputer.
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computer, undesired data disclosure is not possible.
While numerous variations of the magnetic isolator are possible, an
integrated circuit device, such as Analog Device's AduM100AR/BR digital isolator,
25 may be optimal in certain circumstances. A circuit for converting serial data into
magnetic transmissions is shown in Figure 4. Circuits for converting serial data
into magnetic transmissions are known in the art.
3.3 Magnetic receiver
Referring again to Figure 4, a magnetic receiver is placed so that it may
30 receive the Enagnetic transmissions from the magnetic transmitter. Typically, the
magnetic receiver is separated from the magnetic transmitter by an air gap.
However, an insulating barrier between the two coils may separate the magnetic
receiver and the magnetic transmitter. The device combines high-speed CMOS



Any conputer or device will suffice as long as it
contains an output port that can be coupled to a
W@ ednsoedsn4 Conmon out put ports are networ k adappP€r/auii®s/001288
usi ng Ethernet protocols. 3.2 Digital isolator
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3.5.1 Transmit the data
25 Referring to Figure 3, the first step in the method is transmitting data from
the:unsecured computer. Proprietary software on the transmitting computer pipes
any data directed to a designated folder on the unsecured computer to a network
adapter card. The data stream has the network address of a network adapter
designed to listen for Ethenet packages addressed to it. It is designed to pass
30 any data packages it recognises to the data input port of the magnetic digital
isolator. The isolated data stream is. then passed to a second network adapter
which is connected to a secure isolated network.



recei ving UART and the data out port of the receiving
UART is connected to the data in port of the

wWo e@asnisdd i ng UART. I n this enbodi ment of the PCT/AU2005/001288
invention, there is no connection between the data out
port of the receiving UART and the data in port of the
transmtting UART1 thus there can be no return data
path fromthe secure network. gMul tiple UARTs can al so
be connected in a parallel configuration to allow for
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3.5.2 Receiving the data

Referring again to Figure 3, the next step in the method is receiving the

transmitted data. In this step, the translated unidirectional data is converted into .
25 electrical signals that pass to the secured computer via a bi-directional WAN,

In accordance with the invention, a ‘clear to send’ signal is used to indicate
that the data has been received correctly and / or has been verified. The ‘clear to
send’ signal is a status indictor, not a data path, thus further preventing a path
through which unwanted (or unsecured) data can pass between computer and

30 network.
3.5.3 Retransmitting the data

If a checksum error is detected at the secured computer end, a request to
re-send the packet of data with a detected error is signalled to the unsécured



Parity bits, checksuns, error detection codes, and

error correction codes are known in the art. In
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of transmitting data and then receiving the data. For
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3.5.8 Storing the data
If nb errors were introduced when the data was transmitted and received,
then the receivéd data may be stored in a storage device in the secured
25 computer. Similarly, If ho errors were introduced when the data was retransmitted
and re-received, then the re-received data may be stored in a storage device in
the secured computer. Common storage devices include floppy disk drives, hard
disk drives, CD ROMs or other optical or magnetlc-optlcal disks, and magnetic
tapes.
30 3.6 Alternative embodiments
While the method as disclosed herein indicates retransmitting the data only
once, the data may be retransmitted multiple times.  These . multiple
retransmissions and their corresponding receptions increase the opportunities for



data fromthe unsecured conputer is again converted
fromelectrical signals into unidirectional
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While this invention has been described in connection with specific

embodiments thereof, it will be understood that it is capable of further

20 modification(s). This application is intended to cover any variations uses or

25

30

adaptations of the invention following in general, the principles of the invention
and including: such departures from the present disclosure as come within known
or customary practice within the art to which the invention pertains and as may be
applied to the essential features hereinbefore set forth.

As the present invention may be embodied in several forms without
departing from the spirit of the essential characteristics of the invention, it should
be understood that the above described embodiments are not to limit the present
invention unless otherwise specified, but rather should be construed broadly
within the spirit and scope of the invention as defined in the appeﬁded claims.
Various modifications and equivalent arrangements are intended to be included
within the spirit and scope of the invention and appended claims. Therefore, the
specific embodiments are to be understood to be illustrative of the many ways in
which the principles of the present invention may be practiced. [n the following
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times. These nultiple retransm ssions and their
correspondi ng receptions increase the opportunities
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6. A method as claimed in claim 1, further including the step of:
(h) storing the received data on a storage device coupled to the secured

computer if an error was not introduced when the data was trensmitted or
received.



by the unsecured conputer or received by the secured
conputer, 2. A nethod as clained in claim1, further

WO p@bogkisng t he steps of: (e) retransmtting theCTAU2005/001288
(f) re-receiving the data; (g) determining if an error
was i ntroduced when the data was retransmtted by the
unsecured conputer or re-received by the secured
conputer. 3. A nethod as claited in claim1, wherein
the validating information is a check-sum 4. A nethod
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cl sétrevdmittedoiver an dir gap. 2, further incl ud| ng the step
of: (h) storing the re-received data on a storage
devi ce coupled to the secured conputer if an error was
no®. i ntA owithnsiceswdeimed frecldian &, wieateindha data i trarsdhitted, at least in
e A nmethod as claimed in claim1, wherein
1d Eggg?%{\% tiyansmtted and retransmtted over an air
gap 9. Anethod as clainmed in claim1l, wherein the
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(iii) a receiver for receiving data transmitted from the transmltter and for re~
receiving data retransmitted from the transmitter;
(iv) a secured computer operatively coupled to the receiver, and

20 (v) means for verifying the validation information.

11. A network as claimed in claim 10, wherein the transmitter is a magnetic
field transmitter.

25 12. Apparatus adapted to transfer of data from an unsecured computer to a
secured computer, said apparatus including:
processor means adapted to operate in accordance with a predetermined
instruction set, - |
' said apparatus, in conjunction with said instruction set, being adapted fo
30 perform the method as claimed in any one of claims 1to 9.



data retransmtted fromthe transmtter; (iv) a
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information. 11: A network as clainmed in claim 10,
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