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WHATIS CLAIMED 1S:

I. A method for determining whether to allow a network user communicati
with a first access location within a privately controlled computer network including m
access locations to migrate from one access location to another access location wigfout re-
authentication, the method comprising:

providing a plurality of network access locations configured , one or
more user device’s access to a privately controlled computer networ

defining migration permissions for migrating betweedividual network
access locations in the plurality of network access locatiog where the migration
permissions establish migration rights between individual, etwork access locations in
the plurality of network access locations without requi #1g a user to re-login;

allowing a user device to migrate from cog unicating with a first network
access location in the plurality of network accesggfocations to a second network access
location in the plurality of network access loghitions without requiring the user to re-
login; and _

requiring the user to re-login migrating from the first network access
location to a third network access :-_.:':

2. The method of Claim 1, w erein the network access location is a port.

3. The method of Claim Z#wherein the port is a VL.AN port.

4. The method of wherein the first and second network aceess locations
are comprised in a first zone of twork access location and the third network access location
1s comprised in a second zong network access locations.

5. The u of Claim 4, wherein the first zone comprises network access
locations located in physical area and the second zone comprises network access
locations located ingl second physical area.

6. T method of Claim 4, further comprising assigning a first SSID to the first

zone and a - nd SSID to the second zone.

The method of Claim 1, further comprising assigning a first SSID to the first

hd network access locations and a second SSID to the third access location.
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8. A system for providing computer network access in a secure computer g
network including a plurality of computer network access points, the system comprising:

one or more network management devices configured to provide netfork
communications services for one or more network enabled devices; and

a plurality of network access points configured to provide comgfunications

portals for facilitating communications between the one or pfore network

management devices and the one or more network enabled devicesg'the one or more

network access points are controllable by the one or more ggtwork management

devices to allow or deny communications via a second netwgrk access point of the

plurality of network access points based on an authorizatfon to use a first network

access point of the plurality of network access points.

9. The system of Claim &, wherein the network gfcess points are organized into a
plurality of zones, wherein each zone includes at least ongghetwork access point.

10.  The system of Claim 9, wherein at le ne SSID is assigned to at least one
zone in the plurality of zones.

11.  The system of Claim 10, whereigfat least two SSID’s are assigned to the at
least one zone in the plurality of zones.

12.  The system of Claim 9, whef€in the one or more network management devices
allow communications via the second g€twork access point if the first access point is in the
same zone and deny communicatigfis via the second network access point if the second
network access point is in a diffeggnt zone.

13.  The system of im 9, wherein the one or more network management devices
define the zone of the access point as a home zone and allow communications
with other access point the plurality of access points corresponding to a second zone if the
home zone is definegéto allow access to the second zone access points.

14.  Th¥Fmethod of Claim 8, wherein the network access point is a port.
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15. A method of providing a user the ability to move between different locations
of network access without requiring re-authentication comprising:
defining one or more zones, each zone including a plurality of network acc
focations;
allowing a network user to move from a first network access locatio
plurality of network access locations to a second network access locat#n in the
plurality of network access locations without requiring re-authorizatio access the
second network access location, where the first network access Mcation and the
second network access location form part of a first zone in the onedor more zones; and
requiring re-authentication from the user when movin om either the first or
second network access locations to a third access locatigf, where the third access
location is not part of the first zone.
16.  The method of Claim 15, wherein the networlgfaccess location is a port.
17.  The method of Claim 15, wherein re-ays rization is required to access a
network access location forming part of a second zone,
18.  The method of Claim 15, wherein ning comprises assigning one or more
network address locations to a zone. '

19.  The method of Claim 15, wh frein re-authentication comprises using a login

SCreen.




WO 2011/005710 PCT/US2010/640971

20. A system which provides access riglits to a secure computer network based on
a physical location of a user, the system comprising:

a network interface configured to communicate with one or more netw
enabled user devices and to communicate with other network devices, the net# rk
interface configured to provide communications between the one or more Metwork
enabled user devices and the other network devices;

a database configured with location dependant network access rights; and

a processor in communication with the network interface angdfthe database, the
processor configured to allow or deny network communications ghrough the network
interface based on a first location dependant authorization for#l network enabled user
devices at a first location to communicate through the netwgrk interface, the processor

further configured to allow communications for the negfork enabled user device at a

second location without re-authorization and requirgfreauthorization for the network

enabled user device at a third location.

21.  The system of Claim 20, the locatio the network enabled user device is
determined based on a port accessed by the netwonabled user device.

22.  The system of Claim 21, whereir fne location dependant network access rights
are configured to provide access without reffuthorization between ports that form part of a
first zone, the first zone including one o re ports, and to require re-authorization when the
network enabled user device migratesgflo a port in a second zone, the second zone inchuding
one or more ports. _ .

23.  The system of ' 20, wherein authorization comprises one or more of a
login, payment of fees, a reqyf t for access, or entry of a code.

24.  The syste r Claim 20, wherein authorization comprises the payment of a

fee.
25.  Theg ystem of Claim 20, wherein a first SSID is assigned to the first location.
26. system of Claim 20, wherein a plurality of SSIDs are assigned to the first
location.

27, " The system of Claim 20, wherein a first SSID is assigned to the first and

scconcations and a second SSID is assigned to the third location.
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28.  The system of Claim 27, wherein a third SSID is assigned to the first, second
and third locations, and wherein a second network enabled user device configured to accesy’

the third SSID-is allowed to access the first, second and third locations

authorization.




CLAIMS

1. A method for determining whether to allow a network
user communicating with a first access point within a pri-
vately confrolled computer network including multiple
access points to migrate from one access point to another
access point at a different location without re-authentication,
the method comprising:

providing a plurality of network access points configured

to provide one or more user device’s access to a privately
controlled computer network;

defining migration permissions for migrating between

individual network access locations in the plurality of
network access locations, where the migration permis-
sions establish migration rights between mdividual net-
work access locations in the plurality of network access
locations without requiring a user to re-login;

allowing a user device to migrate from communicating

with a first network access point in the plurality of net-
work access points to a second network access point in
the plurality of network access points without requiring
the user to re-login based at least on the location of the
first network access point; and

requiring the user to re-login when migrating from the first

network access point to a third network access point
based at least on the location of the first network access
point.

2. The method of claim 1, wherein the network access point
1s a port.

3. The method of claim 2, wherein the port is a VL AN port.
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4. The method of claim 1, wherein the first and second
network access points are comprised in a first zone of network
access points and the third network access point is comprised
in a second zone of network access points.

5. The method of claim 4, wherein the first zone comprises
network access points located in a first physical area and the
second zone comprises network access points located in a
second physical area.

6. The method of claim 4, further comprising assigning a
first SSID to the first zone and a second SSID to the second
zone.

7. The method of claim 1, further comprising assigning a
first SSID to the first and second network access points and a
second SSID to the third network access point.

8. A system for providing computer network access in a
secure computer network including a plurality of computer
network access points, the system comprising:

one or more network management devices configured to

provide network communications services for one or
more network enabled devices; and

a plurality of network access points configured to provide

communications portals for facilitating communica-
tions between the one or more network management
devices and the one or more network enabled devices,
the one or more network access points are controllable
by the one or more network management devices to
allow or deny communications via a second network
access point of the plurality of network access points
based on an authorization to use a first network access
point of the plurality of network access points.

9. The system of claim 8, wherein the network access
points are organized into a plurality of zones, wherein each
zone includes at least one network access point.
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10. The system of claim 9, wherein at least one SSID 1s
assigned to at least one zone in the plurality of zones.

11. The system of claim 10, wherein at least two SSID’ s
are assigned to the at least one zone in the plurality of zones.

12. The system of claim ¢, wherein the one or more net-
work management devices allow communications via the
second network access point if the first access point is in the
same zone and deny communications via the second network
access point if the second network access point is in a differ-
ent zone.

13. The system of claim 9, wherein the one or more net-
work management devices define the zone of'the first network
access point as a home zone and allow communications with
other access points in the plurality of access points corre-
sponding to a second zone if the home zone 1s defined to allow
access to the second zone access points.

14. The system of claim 8, wherein the network access
point is a port.

15. A method of providing a user the ability to move
between different locations of network access points without
requiring re-authentication comprising:

defining one or more zones, each zone including a plurality

of network access points;
allowing a network user to move from a first network
access point in a first zone in the plurality of network
access points to a second network access point in the
plurality of network access points without requiring re-
authorization to access the second network access point
based at least on the zone of the first access point; and

requiring re-authentication from the user when moving
from either the first or second network access points to a
third access point at a third location based at least on the
zone of the first access point.
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16. The method of claim 15, wherein the network access
point is a port.

17. The method of claim 15, wherein re-authorization is
required to access a network access point forming part of a
second zone.

18. The method of claim 15, wherein defining comprises
assigning one or more network address locations to a zone.

19. The method of claim 15, wherein re-authentication
comprises using a login screen.

20. A system which provides access rights to a secure
computer network based on a physical location of a user, the
system comprising:

a network interface configured to communicate with one or
more network enabled user devices and to communicate
with other network devices, the network interface con-
figured to provide communications between the one or
more network enabled user devices and the other net-
work devices;

a database configured with location dependent network
access rights; and

a processor in communication with the network interface
and the database, the processor configured to allow or
deny network communications through the network
interface based on a first location dependent authoriza-
tion for a network enabled user devices at a first location
to communicate through the network interface, the pro-
cessor further configured to allow communications for
the network enabled user device at a second location
without re-authorization, wherein the allowance of com-
munications at the second location is based at least on
the authorization at the first location, the processor fur-
ther configured to require reauthorization for the net-
work enabled vser device at a third location based at
least on the authorization at the first location.
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21. The system of claim 20, the location of the network
enabled user device is determined based on a port accessed by
the network enabled user device.

22.Thesystem of claim 21, wherein the location dependent
network access rights are configured to provide access with-
out re-authorization between ports that form part of a first
zone, the first zone including one or more ports, and to require
re-authorization when the network enabled user device

migrates to a port in a second zZone, the second zone including
one or more ports.

23. The system of claim 20, wherein authorization com-
prises one or more of a login, payment of fees, a request for
access, or entry of a code.

24. The system of claim 20, wherein authorization com-
prises the payment of a fee.

25. The system of claim 20, wherein a first SSID is
assigned to the first location.

26. The system of claim 20, wherein a plurality of SSIDs
are assigned to the first location.

27. The system of claim 20, wherein a first SSID is
assigned to the first and second locations and a second SSID
is assigned to the third location.

28. The system of claim 27, wherein a third SSID is
assigned to the first, second and third locations, and wherein
a second network enabled user device configured to access
the third SSID i1s allowed to access the first, second and third
locations without re-authorization.
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