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_METHO.D AND APP~TUS FOR PE~FORMING 
DRIVE-BASED UPDATES TO.DISK ARRAY CONTROLLERS 

BACKGROUND OF THE INVENTION 

1.· Field of the Invention. · 

This invention ·relates in general to mass storage systems, and more 

· particularly to a method and apparatus for performing drive-based. updates to disk 

· . array controllers. 

. . 

2~ Desc~iption of RelB;ted·Art. 

Modern mass storage subsystems are continuing to provide increasing 

. storage capaciti~s to futfill user" demands from host cqmputer system applications. 

· . Furt~er, it Is very important that a eomputer storage system perform_ re.Uably. For 

example, ·some real time computer storage. system~ are.used· to control complex 

and sometimes·d~ngerous production processes. Failure withi_n ~torage systems of 

this type may have adverse consequences both for-the products being .produced: as. . . . . . .. 

-well as for the health.and safety of the surround.ing environment. As another 
I . . 

. exa·mple, computer storage systems are oft~n used in mission cntical roles~ b~ce 

. ·ag~in,·failure within these types of s·torage systems may have extremely serious. 

consequences. Of course, even in cases where the fa1h.ire. of a computer system is 

not dangerous, faUure may still be inconvenient and/or expensive. 

_ · · Various storage device configurations and 9eometries are commonly applied 
. . 

·.to ~eet the demands for higher storage capacity while maintaining or enhancing 



A555J•• 

2 

. . 

reliability of the mass storage subsystems. A popular solution to these mass storage 

demands for !ncreased capacity and reliability is the us~ of multiple smaller storage 

modules configured in geometries that permit redundancy of stored data to assure 

data integrity in ca$e of various failures. In many such redundant subsystems, 

recovi::fry from many common failures can be automated with.in the storage 

subsystem itself due to the use of data redundancy, error codes, and so-called "hot 

spares" (extra ~orage modules which may be activated to replace a failed, 

previously active.storage ·m~dule). These subt?ystems are typically referred to as 

redundant arrays of in.expensive (or independent) disks (or more commonly by the 

acronym RAlD). The 1987. publication by David A. Patterson, et al~; froni University 
. . . 

of California at Berkeley. entitled A Case for Redundant Arrays of lnexpe_nsive D!sks 
•' • r 

. _(RAID.), reviews the fundamental con~pts of RAID. technology .. 

Tfu~re. are fiye "levels" cif standard geometries defined in ttie. Patterson 
.. 

. publication. The simplest array, ~ RAID level .1 system; comprises one or mo~e disks 

for stating data and· an equal number of additional."miri'or" disks for storing oopies .of 

. the ·information written to the data disks. The.remaining RAID levels, id~ntified as 

RAl_D levels 2; _3, 4 and 5 systems, segment the data into_portions for storage.across 

several data ·ctisks. One or more additional dfsks are utilized to .store error check or 

parity information. Many other varieties of RAID levels exist, with many being 
. . 

proprietary. Yet, tlie general aspect of providing protection against storage system 

failures is the goal. 

RAiD storage subsystems typically utiiize an array controller that shields the 

User or host system from .the details of man.aging the redundant array. The controller 
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makes the su_bsystem appear to· the host -computer as one (or more), highly reliable, 

h\gh capacity disk drive. In .fact, ·the RAID controller ma:y dlstribu.te the host computer 

$ystem supplied data across a plurality of the small independent drives with 

redundancy and error checking information so as to improve subsystem_ reliability. 

Frequently RAID subsystems provide large cache m~mory structures to further 

improve the performa_nce of the RAID subsystem. The cache m~mory is associated 

· with the control module such that _the storage blocks on the disk array are mapped 

to blocks in the caphe. This mapping is also transparent to the· host system. The 

ho~t sy~tem simply requests :blocks of data to be read or written and the RAID 

··controller manipulates the disk array and cache memory as required. 

· Each of these_ configurations (geometries or RAID ·levels} maybe pre_ferred 
. I . 

over the others __ in. particular applications ~epending upon performance or reliability 

requirements. It is vital to prop¢r op~ration pf-the RAID storage· subsystem th~t the . . . 

·configurat_ion information be maintained. E~ch_disk drive of the disk ~rray must be in: 

· a· known address and/or physical position with respect to the various interface and 

. control busses. The order of the various disk driv~s in their respective groupings is 

·critical to proper operation of the RAID subsystem. Furthermore, ma.ny RAID storage 

subsystems per_rilit a·plurality·of groupings of disk drives to be simultaneo_usly 

operable within the supsystem. Each grouping may be operating under a different 

RAID geometry to satisfy the needs of a particular applicatlQn. 

Initial implem~ntations of RAID were in the form of softwa·re d~vic~ drivers 

. that" had to be added to the host computer system. It quickly became apparent that 
J • • • • I . • 

.the ove~head invo_lved in managing· the RAID was significant," a·nd made the 
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computer run mt,ich slower .. Bec~use storage demands weigh heavily on a 

.processor, executing all the read and write operations on the disk system· results in 

a huge number of 1/0 interrupts. If these were to be processed by a host ·CPU, then · 

the host would be doing little els.e. T9 ease.this burden, storage vendors and 

motherboard designers have contemplated alternative methods of processing 1/0. 

One alternative to host based 1/0 control is to implement an 1/0 processor 

directly ·on the storage c~ntroller to handle most of the 1/0 to its connected drives. 

This is called a controller-based RAID. In the host•based 110 control, all the RAID 

functions are .handled directly ~Y the file ·system and device drivers of the ·host . 
. . 

operating system. However, with a RAID. control1er, most of the RAID functions are 
. . . . . . . . . 

. . . 
passed ~n to the RAID controller to manage. There is still 1/0 betWeen the host CPU 

and the controlferi but a ·Sig~ificant portion ofthis is reduced With conlroller~based 

sy8tems. This hardware RAID controller concept provides Q.reater performance while . . . . . . . . . . . . 

. m~intaining all the benefits of the RAID technology. ,Thus, a RAID controll~r · . 

·:0rgariizes the dis~ drives. into the RAID config.uration and eontrols the inte~ction 

between the individual dis~ drives. 

Anpther problem with. the ·u~e of ~rray controllers arises from the difficulty of 

. testing and ·monitoring the dynamic operatio.n of the disk drive system. In-depth 

testing is normally performed as part of final assembly quality cbntrot The 
; 

. throughput of array manufacture is litnited by the length and Complexity· of ~uch 

testing and the availability of dedicated testing stations. In addition, such testing is· 

often desirable for r:nonitoring the live operation of.the disk drive array system and 

.for evalua~rig the cause of any pr~mature f~ilure. 
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Traditional.controller environments requir~ that some s'!rt of host tool be 

used to perform controller.diagnostics and/or to update a contrQller's configuration 

or firmware. This step requires tools to be written for many host operating systems. 

The toots result in extra maintenance costs as long as ~he controller remains in the 

field. These prior methods also require some sort of in- band or out~ of- band . 

connection for the. host utility to· use in communicating with the controller. In the 

event that the controller or host is not able to communicate with the controller, there 

are no pra.ctical means of performing controller updates. · 

ft can ·be seen then that there is .a need for a simple and very effective 

method of performing Disk Array Controller (DAG) updates . 
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SUMMARY OF THE lNVBNT.tON 

· To overcome the limitations in the prior art described above, and to overcome other 

limitations that will become apparent upon readi.J:lg and understan~ the present 

specification, the present invention discloses a method and apparatus for performing 

drive-based updates to disk array contro1:J.ers. 

The present invention solves the above-described problems by providing a simple and 

' 
very effectiye method of performing Disk Array Controller (DAC) diagnostics and updating 

.Di;-sk Arµy Controller (DAC) ~ware or oonfiguration in·any iri.temal or elemal enclos:ure 

ci>nfiguration. · 

· A method in aceotdance·with the :Principles of the present invention includes forinatting 

a re~erved data area in a update disk dtive with an upda~ for a disk may controller of a _disk · 

~ve array, remOving a spare disk drlv.e ftotn a bay of the disk drive ~y, inserting the :u¢.ate 

· disk drive.in 1he bay, detecting the inserted update disk drive and the update in the reserved data . . . . . . 

afea: and updating the disk drive ~troller according to the update provided on.the inserted 

update disk drive. 
. . 

bth~r embodiments of a .m.-ethod. in accordance with_ the prjnciples of tb,e invention · 

may inclu~ 8Itematl.:ve or optional additional aspects. One stich aspect of the. present 

invention is that the update inclu~ diagnostics. 

Another aspect of the present invention is that the formatting ~er includes storing an 

indicator in a hea"- of the reserved data~ for the disk.array controller to perform diagnostics. 

. Allother aspect of ~e present inv~tion is that the ~pdating further includes perfomiing 

ruagnostics for ~e disk array. · .. , 
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Another aspect of the p~ent invention is that the updating further includes storing.the 

·results of the diagnostics in a data section of the reserved data area. 

·Another aspect of the pres~t invention is that the metho~ further includes removing the 

update disk drive and processing the r~ults of the diagnostics in the data section of the ~ed . . 

. data area. 

Another aspect of the pi-esent invention is that the proce~sing the results further includes 

·displaying the results. 

Another aspect of the present invention is that the update.includes one of the group 

~~ting of a co~oo ~and a firmware image update. 

Another as~ of the present invention is that the formatting ~er includes storing an 

indicator that ·a configuration update is to be performed in the header of the reserved data area 

and a co~on for the disk array controller~ the data ·sections of the resei:-ve<t data area 

·whoo~ u~ iticludes-·a ~on update. 

Another aspect of.th~ ir.esent fu~ention.is tliat the updatiµg ~er includes performing 

a eonfiguration update for the disk array controller. 

· · Another aspect of the present inv.entlon ~s that the u~g further includes· updating the 

reserved data area ~d ~ 001Jl.pleted operatloris lis~ ~the data sections of the res~ed 

data area· as being· completed. 

Another aspect of the present invention is that the method :further include8.removing the 

update disk drive. 

Another _aspect of the present invention is that the formatting further includes storing an 
.· 

indicator that a configuration update is to be per.(ormed in the h~ of the re8erved data area 

. ~d a new finnw~ image for tb,e disk array cmitroller and flags in ih.e data sectioiis of the 
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reserved data area when the update includes a firmware image update. 

Another~ of the present invention is that the updating further includes perfonning 
.. 

a firmware image update for the disk array controller. · 

Another aspect of the present invention is that the updating further includes updating the 

. . 

reserved data area and marldng completed operations listed in the data sections of the reserved 

data area. as being ctimpleted. 

Another aspect of the p~ invention is that the ~ethod further incllldes removing the 

update disk drive ... 

Jn another embOdiment"of the present invention, a disk drive is provided. The disk drive 

includes a data: storage area and a resmed data area, wherein thC? reserved data area further 

includes"ui>date instructions ·and information for a disk array controller. 

Another aspect of 1he present invention is that the u¢.ate further includes an in.dicafi?t: ·fu 

·. a he8der of the_re8etyed data area for ~cting the disk a.tray controller to ~o!ID diagnostics. 
. . 

Ano~er.aspect: Of die present invention is that the reserv~ data~ further inc~es a 

data section for storing the results of the diagnostics. 

Another ~pect of the prese11:t invention is that the Update further incJ.udes an indicator in 

a head~ of tlie reserved data. area for ~tructing ~e disk array c~troller to perfon:n a 

configuration·update· or a firmware image· update . 

. Another aspect of 1he present invention is that .the update further includes a 
. . 

configuration for the disk array controller in the data section of the reserved data area when the . 

. update. includes a _configuration update. 

Another ~ of the presen,t invention iS that the reserVed data area is updated and 

operations liSted in the data sections of the reserved data area are niaiked as being completed .. 
( 
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Another aspect of the ~nt inventi~ is-that tlie update further include8 a new 

finnware ilnage for the disk array controller and t1ag8 in the data section of the reserved data 

area when the update inclutb a finnware image update. 

Another aspect of the present inv~tion is that the reserved data~ is updated and· 

operations listed in the data seetj.ons of the reserved data area are madreclas being completed. 

In yet ano1her embodinient of the present _invention, a ~tem for performing 

drive.b8sed updates for a disk array cpntroller ill a disk array-is provided. The system includeS a 

plurality of disk.drives arranged in p~el to provide a redundmi.t array of disk drives, a disk 

array controller for communlcatfug with the redundant array of: disk drives and a data bus 

ooupling the disk array controller to_ the ~undant array ofdisk: drives~ wherein ·one of the 

redundant array of disk drives ~ludes ·a spare disk drive, the spare disk drive including a data 

Storage area and a reserved data area, formatted to includ~ an update for updating the disk array 

c:Ontroller. 

These and various o~ ·advantages ~d feaiures of novelty which charaeteµze the 

inventi9n are painted out with parliculatity in the claims annexCd heret9 and fomf a par_t hereof._ . 

However, for a better lindei:$tanding ·of the inventi,on, i~ ~vantages, and the objects ·obtained 

. by its use, reference should be made to the drawings ~bich fonn a further part hereof; and to 

aecompanying descriptive matter, .jn which there are illustrated and described specific examples, 
. .. 

of an apparatus in accordance with· the ~vention. 
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BRIEF.DESCRIPTION OF THE DRAWINGS 

Referring now to the dPtwings in which like reference numbers represent. 

corresponding parts throughout: 

Fig. 1 illustrates the traditional approach to performing ~k array updates; 

Fig. 2 illustrates an operating environment for performing drive--based updates to .disk 

attay controllers accord;,ng to the pi-esent invention; 

Fig. 3 illustrates a enlarged view of a disk drive illustrating a.Reserved Disk Area for 

·storing update information according to the present invention; 

Fig. 4 ill.Ustrates a hlock diagram of a uniquely formatted Reserved Disk Area (RDA). 

according to the present invention; 

Fig. 5 illustrates a flow chart.(){ a first embodiment whereill controller diagnostics are· 

performed without the need for host-tools or external oonnecti.ons~ and 
. . . . . . . 

Fig 6 illuStrates a fl.ow chart of a second embodiment wherein a cc;mtroller' s firmware 

is updated without the n<~ed tor host tools or extern.al connections. 
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DETAILED DESCRIPTION OF THE INVENTION 

In the.followiilg description of the exemplary embodiment, reference is made to the 

accompanying drawings which form a part hereof, and in which is shown by way of 

illustration the specific embodiment in which the invention may be practiced. It is to be 

understood that·other embodiments may be utilized as structural changes may be made 

without departing from tlie scope of the present invention . 

. Fig. 1 illustrates the traditional appro~h to performing disk array· updates 100. 

Traditional controller enVironments require that some sort· of host 110 communicate with a 
. - . 

disk aqay controller.120 to perform contt:ollet updates 130, su<?h as to perform diagnostics or 

. to update the contiguration or firmware of a controller 120. This step requires tools tO be. 

written for many host ope111ting systems 110. Thus, these tools are platform and operating 

:system·depen~t Further, these tools result in e~tra maintenance eosts as long as the 

controller .120 remains in the ~eld~ Th~ host-base methods also require some s~rt of in~ 
. . . . 

band .or out- .of- band connection (or the host utility 110 to use in communicating with the 

controller .1~0. The controller 120_ must"handle the.protocol and be able to communicate with 
. . . 

the host 110. In the event that the host 110. and the controller 120 'Catlllot communicate, there· 

are no practical means of updating the con~ller 120. 

. . 
·Fig. 2 illustrates~ operating environment 200 for performing drive-based updates to 

disk array controllers ~ccording to the present invention. Jn·-Fig. l, a disk array controller 210 

is coupled to a bus 212 for_ communicating wi~ an array of disk drives 220-228. In Fig. l, an . 

array of five disk drives 220:.228 ~e illustrated. Accoromg to generally implemented : 

. , procedurest the spare di$k dri.ve 228. may be ·,4hot swapped,, or removed. According to the 
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present invention, the removed drive is repbiced with a drive 228 coiita:j.ning the updates: 

. However, those skilled in the art will recognize that the present invention is not meant to be 

limited. to any particular number of drives. 

In Fig. 2, in contrast to the traditional approach, a ·disk drive 228 is us~ to update the 

array controller 210. The disk drive 228 may be programmed ·to store the upgrade. For 

example, configuration data, a new firmware image or controller diagnostics may be stored· 

oil the disk drive 228. Further, the disk drive 2~8 may be c0nfigured to iildicate that an 

update is to be performed. Since disk. array controllers 210 always Communicate with disk 
. . . 

drives 220-228, the comm.uriications path between the controller 210 and the disk drive 228 

will always be suW<>rte4 . 
. . 

Fig. 3 illustrates a enlarged view.of a disk drive 300 illustrating a Reserved Disk Area 

for storltig update inf~on according•to .the pres~nt itiven~on. Disk drives generally 

. include space for storing data 310 available to the user an4 a fixed mount of space that i~ ' 

. kept in ~erve 320 for storing data unaVanable to the user. Servo writing the disks in the· disk 

drive provi~·positional information for' fuidirig a particular track oi group of tracks. Critical 

inforination: may be stored in the reserve ~ 320. The critical :int:ormation is typically used 
. . I 

to operate the disk drive 300 an4 is·used by the operating s}rstem or b.8rdware in the ope~on 

of the drive 300. The controller determines the Reserved Disk Area 320. Thus, the reserve 

area 320 is protected and provides a suitable a;rea for storing critical system data . .However, 

·acconting to the present invention, the Reserved Disk Area 320 is used to provide the update 

information. The Reserved Disk Area 320 informs the controller that diagnostics are desired, 

that ·an update to .the configuration is needed; ?I that a new firmware image is to be installed. 
. . . . 

The· ,same RDA area 320 is used for conJ'.iguration and other controller data storage and is not 
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used for storage of user data. 

· The present invention therefore provides a number of very distinctive advantages for 

controller updates. For example, the drlve-based updates provides a known path that is . 

. always available for controller updates. This approach provides a very simple step for 

. performing controller updates. One specially formatted disk 300 can be used over and over 
. . 

. . 

· 8:g$. to perform the controller updates, such as configuration and/or ~ware updates or 

di~ostics. Moreover, no host or operating specific tools are required for performing 

controller updates. 

Fig. 4 illustrates a block diagram of a uniquely f~rma~ed Reserved Disk Area (RDA) 

400 aceordini to $e present invention. The RDA is updatecl ~have a header 410 with 

·nunierous fields -420-430. One of the fields 420 is used to ~cate the purpose of the RDA. 
. . 

~s ·purpose fi~ld 420 is "set during the formatting of the RDA 400 on ·the drive being used 

· , f~r perfoimfug_"tlie contto~~ updates. ~ p~se field 420 is fotmatted to indicate that tlie 
. . 

·. RDAwas formatted for uP<Jates, such as configuration and/or firmware updates or . . . . \ . 

. diagnostics. The ·RD~ 4Q9 is ·also coDtigured to include a data area 440 incfoding a variable 

nuniber of data sections 450-458. These·cia~ sections 450-458 are us~ to. store the 

configuration data,. a new finnware image or-diagnostic infonnati~n. The RDA 400·is at a 
. i 

fixed offset from the end of the disk:. For example, the RDA start is always equal to the di.St 

size .. 
·' 

.. 
Now referring to both ·Figs. 2 and 4, the controller 210 is configured t<? process the 

IIDA header 410 and RDA dilta sections 450-458. The RDA header 410 will be processed 

dUring the controller's handling of disk drives. That is, the RDA area 400 Will be handled 

much like how configuration on di~ks are currently handled. When a new drive is inserted; 
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the controller 210 performs a cbatmel scan and finds the new disk drive 228. The RDA header 
. . . 

. . 

410 is read from the drive 228. The RDA header 410 will then be processed and the controller 
. . 

· 210 will perfonn the update as indicated in the purpose field 420 in the RDA head~r 410. The 

controller 210 also updates the RDA data sections 450-458 as appropriate: For example, if 

(fulgnostic are performed the co~troller updates the RDA data sections 450-458 with the 

· _diagnostic results. Also, in the ·case o( configuration or firm.~are updates, the ·RDA data area · 

440 may be updated and certain operations, possibly indicated in the data sections 450-458, ··. . . 

are marked as completed. This prevents these. completed operations from bemg_performed 

~ultiple times. Once the update has been co~ple~ the special drive 228 can be removed. 

Any drive can be formatted to oo~tain a special RDA header 410 to ~onn the 

desired operation. This drive can then be used multiple times to perform the satne operation, 

or refo~ to Perform a new operation. One utility can be used to.fonnat the disk drive . . . .. 

228", and .tl;lat utility can be ported tO appropriate openlting systems and/or used to interpret 

the resUJ.ts. 

·Fig. 5 illustrates a flow c,hart·500 of a first embodiment wherein controller diagnostics 

are performed without then~ ~or host tOols or exteI11:31 connections._ F~ a drive's RDA is 

formatted to indicat~ ~t controller diagnostics are to be Performed 510. This drive is then 

inserted into a channel accessible by the controlle~ 512: The controller scans the disk channel 

andfuids the drive 514. Thedri.ve's.~Ais processed 5.16 and the controller penorms 

diagnostics Sl8. The results of the diagnostics are stored on the disk ~vein one RDA data 

section 520. The drive may then be removed and brought to another results processing system 

arid·so that the RDA header and data section may be processed 522. The diagn~i;ti.cs results 

may then be displayed"for analysis 524. 
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Fig 6 illustrates a flow chart 600 of a second embodiment wherein a controller's 

firmware is updated without the need for host tools or external connections. In this example, 

. ;a controller operating in an eti~losure with lO·drives is updated~ Further, in tbis·example, the . . . 

controller is configured to have a configuration with a logical 8+ 1 RAID. 5 volume and one 

hot spare. The first step is to update the RDA. area of an 11th drive 610. The RDA area's 

~is formatted as a firmware upgrade RDA and will cont:aln special flags and the new 

. ~ware image 61~. The next step is to pull the hot spare of the current.enclosure 614. The 

11th drive is then inserted 616. The ·fimiwaie recognizes the insertion. of the new drive and 

~its ·RDA header 618. ~e RD~ indicateS that this is a firmware upgooe·RDA and the 
. . 

· conttoll~r proceeds to update its firmware image 620. A special flag could .then indicate that 

the controller $hould proceed to use the new image immediately by whatever means it needs 

tO take 622, e.g., by rebooting. 

Thus. Jhe present invOO.tion provides a method and apparatus foi; perfon:irlng 

driv.~based updates tO disk array q>ntrollers. The present jn.vention provides a siinple and 

very ef;fectiv~ method of performmg ~sk Array Controller (DA.C) diagnostics and updating 

Disk Array Controller (DAC) firmware or configunition in any futem.aI or external enclosure 

co~ation. The di~ driv~· is used as the medium for updattng the controller. 

The foregoing description of the exemplary embodiment of the invention has been 

pres~nted for the purposes of illustration and description. It is not inten~ ·to be exhaustive 

or to limit the invention to the p~ise form disclosed. Many modifications and variations are . 

possible in light of the above teac~. It is, intended that the scope of the µivention be limited 

not with ~ detailed description, but rather by the clahns appended hereto. 
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WHAT IS CLAIMED IS: 

1. A method of updating a disk array controller of a disk drive array, comprising: 

_ formatting-a reserved data area in a update disk drive with an update for a disk array· 

controller of a disk drive array; 

removing a spare disk drive from a bay of the disk drive array; 

inserting the update disk drive in the bay; 

detecting the itise~ update disk drive fill:d the u:Pclaie in the reserved data area; and 

- updating the disk drive controller aceording to the update provided on the inserted 

· update diSk drive. . 
i. 

2. The method of.claim 1 wherein the update comprise~ diagn.os~cs. 

3. The method of claim 2 wherein the formatting further coniprlses storing an . 

:indicator in a head of the reserved data area for the disk may controller to perform 

diagilostics. 

. . 
· 4. . The method of claim 3 wherein the updating further comprises performing 

diagnostics for the disk array. 

· 5. The method of claim 4 wherein the updating further comprises storing the 

results of the diagiiostics in a data section ~fthe reserv~<l data aiea. 
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6. The method of claim 5 further ~mprises :r:emoving the update disk drive and · 

processing _the results of the diagnostics in the data section of the reserved data area. 

7. The method of claim 6 wherein the processing tlie results further ~mprises 

displaying the results. 

. . . 

8. The meihod of claim 1 wherein the update comprises one of the group 
.. 

. consisting of a configuration update atid a fimt~are image update. 

9. The method of claiµi 8 wherein the formattbig furth~ comprises stO.ring an 

. : indicator that a configurauon update is tO be performed in the h~ader of the reserved data ·area 

and a configuration for the.disk array controller in·the data sections of the reserved .data· area 

when the update comprises a configutation update. 

10. ··The method of ci.mi:n-9 wherein the updating fu:rth~r compris~ performing a 
. . 

configUnition update for the disk array controller. 

11. Th~.method of daim lO whereiri the updating further .comprises up~ting the 

reserved data area an4 marks completed openit.ions listed in the. data sections of the reserved 

data area as· being comp1eted.·. 
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12. The method of claim '.11 further comprises removing the update disk drive. 

13. 'The method of claim 8 wherein the formatting further comprises storing an 

indicat<)r that a configuration update is to be perform~ in the heade:i; ~fthe reserved data area 

and a new firmware image for the disk array controller and flags in the data -sec:tions of the 

reserved data _area when the update c?mprises a firmware image update. 

14. The method of claim 13 wherein tii.e updating furthef comprises ~nning a 

. firmware 1~nage u,pdate for the dlsk array ~ntroller. 

15. The_ method of claim 14 wherein the updating further comprises updating the 

reserv.ed data area and marking completed operations listed in the data secuons of the . . . . . . 

. . 
reserved data area as being completed. 

16. 'fl:le method of claiin _15 furtlier compnses· removing the update disk drive. 

17. A disk drive for perfonning drive.-based upd~es to a disk ari:ay contr;oller in a 

diSk array, comprising: 

a data storage area; and 

a re.served data area, wherein the reser.ved data area further comprls~s update 

instruetions and in:formation for a disk arr:aY con~ller. 

l·;tllllllJlllEllDm11111~,llf 
* c L M S * 
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18. The diSk drive of Claim 17 wherein the update further comprises an indicator 

in a header of the reserved data area for instructing the disk array controller to perfonn . 

diagnostlcs. · 

19. The disk drive of claim 18 wherein the re8erved data area further comprises a 

data section for storing the results of the diagnostics. 

20. The disk drive of claim 17 wherein th,e update further comprises_ an indicator 

in a header of the reserved.data area for illstructing the disk" array controller to perform a 

·"CO:trfiguratlon update Of· a firmware linage update. 

· · 21. The disk drive of ~laim.20·w1ierem th¢ update further com:Prl,ses a 

.~tion f~ the disk mray controller in the data section of the reserved da~ area when . . . . 

the itpdate comprises a confJ.gUiation update . 

. 22. The disk drive of claim 21 wherein the reserved data ·area is. updated and 

operations listed in the data· sections of the reserved data area~ ~ked as being completed. 

23. 1'he d;isk drive of claim 20 wherein ~e update further comprises a new 

firmware image for the disk array eontro~ler and flags in the data ~ection of the reserved data 

area .when the update comprises a firmware image update. 
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. . 

. 24. The disk drive of claim 21 wherein the reserved data area is updated and 

operations listed in the data sections of the reserved data area are marked as being completed. 

25. A ·system for perfomiing drive-based updates for a disk array controller in a 

~array, comprisillg: · 

· drives; 

a pl~ty of disk drives arranged in parallel to·provide a.redundant array of disk 

a: disk array conm:>ller for communicating with the redundant array of disk drives; and 

a data bus coilPling the disk array controller to the redundant array of disk drives, 

wherein one of the redundant array of disk driv~ comprises a spare disk drive, the 

. spare .disk dtive comprising a data storage area and a reserved data area, ·fonD.a.tt;ed to include 

an update for updating the disk array ~troller. 

· 26. The system of claim 25 wh~ein the update further comprises. an mdicator in a 

. header of the reserved data area for instructillg the disk array co:ntroller to perform 

di8gnostics. 

27. The system of claim 26 wherein the reserved data area· further comprises a 

d;:t.ta section for storing the results of the diagnostics. 

28. The system of .claim 25 wherein the update further comprises ·an indicator in a 
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header of the reserved data area foi: fustructing the disk array controller to perform a 

cotifiguration update or a firmware image update. 

29.· The ~ystem of claim 28 wherein the update further·comprises a configuration 

. for the disk array controller in the data section of the reserved data area when the update 

comprlses a configuration update. 

30. The system of claim 29 wherein the reserved data area is updated and 

operations. listed in the data sections of the re8erved data ~ea are marked ~s being completed. 

~ 1. The system Of c~ 28 wherein the upda:te further comprises a: new firmware 

. ~ge for the ·disk array controller. arid fl~gs in the data section o( the reserved data area when 

. the update compris~s a fiimware image update. 

32. The system of claim 29 wherein the ~rved data area is uixta:ted and 

o~tiOn.s listed~ the data sectloris of the res~ed ·data area are mar)ced as be~ completed. 
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