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METHOD AND APPARATUS FOR PERFORMING
DRIVE-BASED UPDATES TO.DISK ARRAY CONTROLLERS

BACKGROUND OF THE INVENTION

1. Field of the Invention.
This invention 'relates_ in general to mass storage system,s, and more
‘particularly to a method and apparatu's for _pe‘rforming driverased._updates to disk

- afray controllers.

2, bes_crigtio_n of Related Art.
| Modem mass storage SUbsyStems. are continuing to provide increasing
_ .s'torage, capacities to _futﬁtl user demands from host computer system ap'pl'i_ca'tio'ns.
e -'Further, itis vei'y important thata computet storage _system pe_rfonn_ reliably. For
. example, some real ti'rn'e computet stora'ge: systems are used to control complex-
.and sometlmes dangerous productlon processes. Fallure within storage systems of
this type may have adverse consequences both for the products bemg produced as.
'well as for the health and safety of the surroundlng envuronment As another
, example computer storage systems are often used in mission critical roles. Once
. ‘again, failure WIthm these types of.storage systems may have extremeiy serious.
consequences. Of course, even in cases'Wher'e the fa'itUre_ of a computer system is - :
not dangerous, failure may still be inconvenient and/or expensive.
..~ Various storage device conﬁgurations and geometries are commonly applied

. to meet the demands for higher storage capacity while maintatnin_g or enhancing
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reliability of the mass storage snbsystems A popular solution to these mass storage |
demands for increased capacity and reliabllity is the use of multlple smaller storage
modules configured in geometnes that permit redundancy of stored data to assure
data integrity in case of_van_ous failures. In many such redundant subsystems,
recove'ry from many common failures can be autornated with_in the storage

suhsystem itselt du‘e.to the nse of data redundancy, error codes, and so-called “hot

"spares” (extra storage modules which may be actlvated to replace a falled

previously active. storage module). These subsystems are typlcally referred to as
redundant arrays of in_expensive {or independent) disks (or more commonly by the
acronym RAID). The 1987. publication' by David A. Patterson et al., from University

of Callforma at Berkeley entitled A Case for Redundant Arrays of lnexpensnve Dlsks |

' (RAID) revrews the fundamental concepts of RAID technology

There are ﬁve “Ievels of standard geometnes defined in the Patterson

| publ‘catlon The SImplest array, a RAiD level 1 system comprises one or. more dlSkS |

for stonng data and an equal number of additional “mirror” disks for storing _copies of

. the information written to the data disks The-remaining RAtD levels, identified as
' RAID levels 2,3, 4 and 5 systems segment the data into portions for storage across

several data disks. One or more additional disks are utlllzed to store error check or

parity mformation Many other vaneties of RAID levels exist, wrth many bemg .
propnetary Yet, the general aspect of providing protectron against storage system
failures i is the goal.

RAID storage subsysterns_:typicaily' utilize an array controfler that shields the

user or host system from the details of managing the redundant array. The controller
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makes the subsystem appear to'the host computer as one (or more) highly reliable,

| 'high capaclty disk drive. In fact, the RAID controller may distnbute the host computer

. system supplied data across a plurality of the small independent drives with

redundancy and error checking information so as to improve subsystem reliability.

 Frequently RAID subsystems provide large cache memory' structures to further

improve the performance of the RAID subsystem. The cache memory is associated

- with the control module such that the storage blocks on the disk array are mapped

o blocks in the cache. This mapping is also transparent to the host system The

host system simply requests blocks of data to be read or wntten and the RAID

: -controller manipulates the disk array and cache memory as requrred

Each of these confi guratlons (geometnes or RAID levels) may be preferred

Ll

over the others in partlcutar applications dependlng upon. performance or rehablllty

- requirements iti rs vrtal to proper operatron of the RAID storage subsystem that the
| -confi guratlon mfon'nat|on be mamtamed. E__ach _dlsk drive of the disk array must be in:
: a'known address andfor physical pos‘ition.with respect to the various interface and
) control busses The order of the various disk drives in their respectrve groupings is

-cntrcal to proper operatuon of the RAID subsystem Furthermore, many RAID storage .

subsystem_s permlt a pluralrty of groupings of disk drives to be srmultaneously
op’erabte within the subsystem Each grouping may be operating under a different
RAID geometry to satrsfy the needs of a partlcular application.

Initial m’rptementat:ons of RAID were in the form of software devrce drivers

. that'had to be added to the host comp_uter system. It quickly became apparent that |

the over_head' involved in managing the'RAlD was sighiﬁcant,' and made the
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computer run much slower Because storage demands weigh heavily on a

.processor executing all the read and write operatrons on the disk system results in

a huge number of /O mterrupts if these were to be processed by a host-CPU, then -

the host would be doing little else. To ease this burden, storage vendors and

,' motherboard designers have contemplated alternative methods of processing I/0.

One alternative to host based 1/O control is to implement an 1/O processor

dlrectly oh the storage controller to handle most of the /O to its connected drives.

| This is called a controller-based RAID. In the host-based I/O control, all the RAID

functlons are handled dtre.ctly by the file system and device drivers of the host -

operating system. However, with a RAID controfle, most of the RAID functions are

passedonto the RAID controller_to manage. There is still /O between the host CPU

and the controller- but a-signiﬁcant portion of this is reduced wlth controller4based

- systems Thrs hardware RAID controller concept provides greater performa'nce whlle

. malntalnlng all thie benef' ts of the RAID technology Thus a RAID controller

organrzes the dlSk dnves into the RAlD conﬁguratlon and controls the mteractron

o between the individual dISk dnves

‘Another problem w1th the use of array controllers arises from the diffi culty of

' testrng and monitoring the dynam;c operation of the disk dnve system In-depth
'testlng is normally perfonned as part of fi nal assembly quahty control. The

' throughput of array manufacture is llmrted by the length and complexrty of such

testing and the avarlabrllty of dedicated testing stations. In addition, such testing is

often desirable for monitoring the live aperation of the disk drive array system and

for evalu_at_ing the cause of any prema_ture failure. |
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Traditional -controller environments require that some sort of host tool be

used to perform controller diagnostics and/or to update a controller's configuration

" or firmwére. This step requires tools to be written for many host operating systems.

The tools resutt in extra maintenancé costs as long as the coni:'roil_er rernéins in the
field. These prior methods also require some sort of 1n band or out- of- band
connection for the host utility to use in communicating with the controllef. In the
event that the coﬁtroller or host is not.able t.o' corﬁmunicgte with the Eontroller, there -
are no practical means of performing controll_er_ updates. |

_ it can be seen then that there is a need for a simple and very effective

method of performing Disk Array Controlier (DAC) upc'ia_tes.'
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SUMMARY OF THE INVENTION

-Té overcome the limitations in the prior art described above, and to overcome other

. limitations that will become apparent upon reading and understanding the present

speciﬁcatioh, the present invention discloses a metﬁod and appérauls for performing
drive-based updates to disk array controllers.

The present invehtion solv_és the above-desctibed problems by ﬁroviding a simple and

very effective method of performing Disk Array Controller (DAC) diaghosﬁcs and updating\ | ,

Disk Array antroller' (DAC) firnware or configuration in any iriternal or e emaI enclosure
cbnfigﬁraﬁon. ' |

" A method in accordance with the pr_inciples_ of the présent invention includes formatting

a réserved data area in a update disk drive with an update for a disk ai_:ray controller of a_disk '

drive array, removing a spare disk drive from a bay of the disk drive ariay, inserting the update

" disk drive in the bay, detecting the inserted update disk drive and the update in the reserved data

atea and wipdating the disk drive controller according to the update provided on the inserted
update dlsk drive,

"Othér embodiments of a method in accordance with the prmmples of the mventlon

may include altematlve or 0pt10nal addmonal aspects One such aspect of the present

invention is that the update mcludes dlagnostlcs
Another aspect of the present invention is that the formattmg further includes storing an
indicator in a head of the reserved data area for the disk. array controller to perform diagnostics.

* Another aspect of the present invenuon is that the updating further mcludes performmg

d1agnost1cs for the disk array. -



| Another aspect of the present invention is that the updating further includes storing the
_-res'ults of the diagnostics in a data section of the reserved data area.

‘Another aspect of the present invention is that the method further includes removing the .
update disk drive and processing the results of the diagnostics in the data section of the reserved
. data area. |
Another aspect of the present invention is that the proces_sihg the results further includes
displaying theresults |

Another aspect of the present mvenuon is that the update includes one of the group
eonsistmg ofa eon_ﬁgurauon update and a firmware_image update. |

Anothei'_ aspect of the present invenﬁon is that the formatting further ineludes storing an
indicatorthat'aconﬁguraﬁonupdateistoheperformedinﬂleheaderofthereserveddataarea
and a eoriﬁguration fot the disk array eontroller m the data sections of the reserved data area
'When the update mcludes a conﬁguratlon update ..

Another aspect of: the present invention is that the updatmg further mcludes performmg
4 configuration update for the drsk array controller. | S

Another aspect of the present invention is that the updaung further includés updatmg the
mserved data area and marks completed operatrons hsted in the data sections of the reserved
data area as being: completed N

Another aspect of the present invention is that the method further mcludes removmg the
update disk drive. | |

Another aspect of the present invention is that the formatting further includes stormg an
mdrcator that a conﬁguratton update istobe performed in the header of the reserved data area

. .and a new firmware image for the disk atray coritroller and flags in the data secuons of the



resertred dam. area when the opdate includes a ﬁrrnware image update.
© Another aspect of the present invention is that the updating further includes performing
ﬁa ﬁrmwate image update for the disk array controller. '

Another aspect of the present invention is that the updating further includes updating the
reserved data area and marking completed .operations listed in the data sectrons of the reserved -
 data area as being completed. B |

Another aspect of the present invention is that the method further mcludes removmg the
update drsk drive..

In imother embodiment of the present invehtion, a disk drive is provided. The disk drive
_ihcludes a .data-storage area and a reserved data area, wherein the reserved data area forther
" includes update mstructlons and mformatton for a d1sk array controller

_ Anorther aspect of the present mventron is that the update further mcludes an mdrcator in

‘a header of the reserved _data area for mstructmg th‘e drsk array controller to perform dlagnost:tcs. |

Another aspect of the present invention is that the reserved data area further mcludes a
: data section for storing the results of ﬂle dlagnosucs ; |

| Another aspect of 1he present mvenuon is that the update further inctudes an mdrcator in -

a header of the reserved data area for instructing | the dlsk array controller to perform a
. configuration update or a firmware image update |
Another aspect of the present mvennon is that the update further mcludes a
| conﬁguratron for the dlSk array controller in the data section of the reserved data area when the
_update includes a conﬁguratton update. .

Another aspect of the present invention is that the reserved data area is updated and

operations lsted in the data sections of the reser:ved data area are marked as being completed. -



9

Another aspect of the present invention is -thaf the uypdate further includes a new -
firmware image for the disk array controller and flags in the dafa section of the reserved data
area v;rhen the update includes a ﬁrinwaré image update.

Another éspect of the preseht invention is that the reserved data area is updated and
operations Jisted in the data sestions of the reserved data area are marked.as being completed.

in yet another embodinient' of the present invention, a system for performing
drive-based updates for a disk array controller in & disk arrayis provide&. The system includes a
plurality of disk drives arranged in parallel to pmﬁde a redundant array of disk dnvw, a disk

. al:tay controller for communicating with the redundant arfay of disk dnves aﬁd a data bus
| coupling the disk.array oonﬁbﬂ& to the redundant array of dis_k.dri\.res', wherein one of the
- redundant array of disk drives mcludes a spare dIsk drive, the spare disk drive ihcluding a dam
storage area and a reser\_red _data area, formatted to include an update for updating the disk array | -
| comoller. R B
| These and vatious other 'édvantdg'es and features of novelty which characterize the
invention are pomted out.wiih pafﬁculaﬁty in the claims annexéd heret§ and form a part hereof.
. However, for a better inderstanding of the inventi_on; its adv.antages, and the objects obtained | '
by its use, reference sl_mulfl be made to the., drawings which form a-fmrther pait hereof; and to
" accompanying descriptive mauer in which thee are illustrated and described sbecific examples

of an appatatus in accordance with the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference numbers represent
correspoﬁding paits th'roughoﬁt:
Fig. 1 illustrates the traditional approach tol performing disk array updates;
Fig. 2 i_llus&ates an operating environment for performing drive-based updates to disk
artay controllers according to the p'resentﬂinvenﬁoﬁ;
: Fig 3 illustrates a enlarged .view of a disk drive illustratiﬁg a Reserved Disk Area for
'stormg update information according to the present invention;
| Fig. 4 iltastrates a block dlagram ofa umquely formatted Reserved D1sk Area (RDA)
according to the present invention;
Fig. 5 iflustrates a flow cha;rtof a first enibodime'nt wherein contt;oller diagnostics are
* performed mthout fh_e need for hqs_t_-too!is or extereal connections; and
 Figé ﬂlustrates a flow chart ef a second embodiment wherein a conﬁ.‘oller’s firmware

is wpdated without the need for host tools or external connections.
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DETAILED DESCRIPTION OF THE INVENTION

In the following dgscription of the exémplary embodiment, reference is made to the
accompzinying drawings which form a part héreof, and in which is shqwn Iiy way of
iltlustration the specific embodiment in which_ the inventi(_)n may be practiced. It is to be
understood that -otiier eml_)odilhents may be utilized as structural changes may be made
without departing from the scope of the present invention.

Fig. 1 iliuétrates the traditional appmaqii to performing disk array updates 100.
Traditional controller environments require that some sort of host 110 communii:até witha
disk array cdiltroller, 120--to ﬁetform controller updates 130, suc_:ii asto berform diagnostics or
to update the conﬁguration or firmware of a controller 120. This step requires tools to be.
wiit'tgn for many hosi operating systems 110. Thus, these iools are platform and operating
systemdependent. Further, these tools result in extra mamtenance costs as long as the
controller i_zb remains in the field. These hi)st-bése methods also require some sort of in-
band or out- .of; band conneeticin for th'é host utility 110 to use m communicétfing with the .

' conu:oller 120 The contro]ler 120 must handle the. protocol and be able to communicate with
the host 110. In the event that the host 110 and the controller 120 ‘cannot commimicate there
are no practical means of updating the cqnt_roller 120. | |
| "Fig. 2 illustrates an operaﬁng t;nvironment 200 for performing di:ive—based upciates to

: d1sk array controllers accordmg to the present mvention In Fig. 1 a d1sk array controller 210
is coupled to a bus 212 for commumcatmg with an array of disk drives 220-228. In Fig. 1 an .
array of ﬁ_ve disk dnves 220-228 are illustrated. According to generally unplemenhed :

K i_)rocedures, the spare disk drive 228_ may be “hot swapped” or removed. According to the
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present invention, the removed drive is replaced with a drive 228 cohtaitﬁng the updates,

. However, those skilled in the art will recognize that the present invention is not meant to be

limited to any part:icular numbeh of drives

In F1g 2, in contrast to the ttadmonal approach, a d1sk drive 228 is used to update the
array controller 210. The disk drive 228 may be programmed to store the upgrade. For
example, configuration data, a new firmware image or controller diagnostics may be stored '
on the disk drive 228. Further, the disk drive 228 may be configured to indicate that an
update is to be performed. Since disk atray controllers 210 always communicate with disk

drives 220-228, the commuriications path between the controller 210 and the disk drive 228

will always be suppotted.

Fig. 3 illustrates a enlarged view of a disk drive 300 illustrating a Reserved Disk Area

for storing update inforhxal_i_on aceordmg to the present invention. Disk drives generally

.include space for storing data 310 aw}ailable to the user and a ﬁxed ameunt of epace that ie -

: kept in reserve 320 for storing data unavailable to the user. Servo writing the dlsks in the dxsk

dnve prowdes positional mformauon for ﬁndmg a parucular track or group of tracks, Critical
mformatlon may be stored i the reserve area 320. The crmcal mformatlon is typically used

to operate the disk drive 300 and is-used by the oper-aung system or hardware in the operation
of the drive 300 The controller detenmnes the Reserved Dlsk Area 320. Thus, the reserve |

area 320 is protected and prowdes a smtable area for stonng critical system data However,

- -according to the present invention, the Reserved Disk 'Area 320 is used to provide the update

mformatxon. The Reserved Disk Area 320 mforms the controller that dlagnosucs are desired,
that an update to the conﬁguratlon is needed or that a new firmware image is to be instatted.

The same 'RDA area 320 is used for conf_iguratlon and other contreller data storage and is not
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used for storage of user data.
" The presént .invention therefore provides a number of very distint:tive adv;'mtages for
controller updates. For example, the drive-based updates provides a known path that is
..always available for controller updates. This app:oach provides a very simple step for
. perfonnirtg contrqller updates. One specialty formatted disk 300 can be tlsed over and over |
-'ggai_n to perform the controller updates, snch as configuration 'and/or firmware updates df
: diztgndstics. Moreover, no host or operatmg specific tools are requited for performing
| donttollér updates.' |
P;ig. 4 #llustrates a block diagram of a dniquely formatted Reserved Disk Area (RDA)
400 acoording to the present invention. The RDA is updated to have a header 410 with
umerous fields -420430 One of the fields 420 is used to indicate the purpose of thd RDA.
Thxs purpose field 420 is set dnrmg the formattmg of the RDA 400 on the dnve being used
- for performmg ‘the. contro]ler updates The putpose field 420 is fonnatted to indicate that the
| * RDA was formatted for updates, such as conﬁguranon and/or ﬁrmwate updates or |
" diagnostics. The RDA 400 is also configured to include a data arca 440 including a vatiable
numiber of data sections 450-458. These data sectiotts_450-458 are used to, store the
configutation data, 2 new ﬁnnware image .ox diagnostic jnfomaﬁpn. The RDA 4001s at 2
: '. ﬁxed offset from. thd end of the disk. For dxample, the RDA start is always equal to the disk
Size‘- | : . .
Now refetring to both Flgs 2 and 4, the controller 210 is configured to process the |
RDA header 410 and RDA data sections 450-458. The RDA header 410 will be processed
during the controller’s handlttxg of disk drives, That is, the RDA area 400 will be h’andled

* much like how configuration on disks are currently handled. When a new drive is inserted,
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the controller 210 performs a channel scan and firids the new disk drive 228, The RDA header
4-1'0 is read from the drive 228, The RDA header 410 will then be .proces.sed and the conﬁoller
* 210 will perform the update as indicated in the purpqee field 420 in the RDA ixeader 410. The
' confroller 210 also updates the RDA data sectione 450-458 as appropriate. For example, if
di_agnosﬁe are performed the controller updates the RDA data sections 450-458 vﬁth the
" diagnostic results. Also, in the case of configuration or ﬁmee updates, the RDA data area °
| 440 may be updated and certain operations, possibly indicated in the data sections 450-458,
are marked as completed. This prevents these cbmpleted operations from being performed
: multi_ple times. Once the update has been coﬁlpleted, the special drive 228 can be removed.
Any drive can be formatted to 'obgtadn a special RDA header 410 fo perform the
desired opefatioﬁ. This drive can then be used multiple dmes to perform the sane operation,
or r_efefmatted 0 perform a ﬁevi.r operation. One utility can be used to fox_:in::cit the disk drive
- 228, and that uuhty can be ported fo appropriate eperetmg systems and/or used to interpret
thorosulis. | o |
fig. 5 illustrates a flow chart-500 of a first ezﬁbodiment wherein controller diagnostics

are performed Withblit the need for hoet tooIs or extemal connéctions. Fxrst, a drive’s RDAis '
Ifonnatted.to indicate that éonjroﬂet diagnostics are o be pecformed 510, This drive is then
inserfed into d chennel accessible by tﬁe controller 512. The controller scans the disk channel
K and ﬁnds the dﬁve 5 14 The drive’s RDA is -processed 516 and the oond:oller petforms

: diag_ndstics 518. The r_e.éulfs of _the d;'agnostics are stored on the disk drive in one RDA data
| section 520. The drive may then be reﬂm\}ed and Brought to another results processiﬁg system
and-so that the RDA header and data secuon may be processed 522 The dlagnostlcs results

may then be dlsplayed for analys1s 524.
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Fig 6 illustrdtes a _flow chart 600 of a second embodiment wherein a controller’s
firmware is ui:dated vrithout the need for host tools or external connections. In this example,
- a ‘controll_er operat_ing in an enclosure w1th 10 drives is npdated; Further, in this-example, the
| controller is conﬁgured to have a configuration with a logical 8+1 RAID 5 volume and one
: hot spare. The first step isto update the RDA area of an 11th drive 610, The RDA area’s
header is formatted as a firmware upgrade RDA and will contain special flags and the new
-firmware irnage 612. The next step is to pull the hot sphre of the current enclosure 614, The __ |
11th drive is then mserted 616. The ﬁrmware recogmzes the insertion of the new drive and
. reads its RDA header 618, The RDA mdrcates that this is a firmware upgrade RDA and the
' ] coniroller proceeds to update its firmware image 620. A specral ﬂag could then indicate that |
the controller should proceed to use the new rmage 1mmed1ately by whatever means it needs
, totake 622, e.g., byrebootmg
Thus ‘the present mventlon provrdes a method and apparatus for performmg
dnve-based updates to dlsk array oontrollers The present mventron provides a s1mple and -
very ef_feenve method of performmg Disk Arrey Controller (DA_C) diagnostics and updatmg :
| . Disk Array Controller (DAC) firmware or conﬁguratlon in any intemel or extemal enclosnre
conﬁgurauon. The disk dnve is used as the medmm for updating the controller
The foregomg description of the exemplary embodlment of the invention has been
presented for the purposes of illustration and descnptlon. Tt is not intended to be exhaustive -
or to limit the i invention to the precrse fonn dlsclosed Many mod:ficatrons and variations are -
possible in light of the above teaching. It is intended that the scope of the invention be limited

not with this detailed description, but rather by the claims appended hereto.
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WHAT IS CLAIMED IS:

1. A xﬁethod of updating a disi: array controller of a disk drive array, comprising:
. formatting a reserved data area in 2 update disk drive with an update for a disk array
controller of a disk drive -aﬁay; _ |
removing a spare disk drive from a bay of the dlsk drive array;
| inserting the updéte disk drive in tﬁe bay;
detecting the inserted update disk drive and the update in the reserved data area, and
_ updatmg the disk drive controller accordmg to the update provided on the inserted
- update disk drive. . o r

2. The method of.claim 1 wherein the update comprises diagnostics.

' :3. _ The method of claim 2 wherein the formattmg further compnses stenng an
mdlcator in a head of the reserved data area for the d1sk array controller to perform |

| dlegnosncs.

4, . ’I'he method of claim 3 wherem the updatmg further compnsee petforming

' d:agnosucs for the disk atray.

-S. The method of clalm 4 wherem the updating further compnses storing the

results of the dlagnostlcs ina data section of- the reserved data area

RN
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6. The method of claim 5 further eoniprises removing the update disk drive and

processing the results of the diagnostics in the data section of the reserved data area.

7. The method of cla1m 6 wherein the processing the results further comprises

dlsplaymg the results

8. ~ The method of claim 1 wherein the update oofnpzises one of the group

.cdﬁsisting of a configuration update-an'd a firmiware image update.

9. . The method of claim 8 wherein the formaitting further comprises storing an

o '; md1cator that a conﬁgutanon update istobe performed in the header of the reserved data area

: and a conﬁgumuon for the d1sk array controller in the data sections of the reserved data area

: when the update comprises a _conﬁgu'ration update.

'10.  "The method of claim 9 wherein the updaﬁng further comprises performing a _

configuration ui)date for the disk aﬁay controller,

LIt The method of claim 10 Wherem the updatmg further compnses updatmg the ..
reserved data area and marks compleﬁed operatlons listed in the data sections of the reserved

data area as bemg completed.
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12.  The method of claim 11 fuither comprises removing the update disk drive.

13, 'The method of claim 8 wherein the formatting further comprises storing an
indicator thét a configuration update is to be performed in the headef of the reserved data area
and a new firmware image for the disk array controller and flags in the data 'seqﬁohs of the

. reserved data area when the update comprises a firmware image update.

14.  The method of claim 13 wherein the updating furthet comprises performing a

- firmware image update for the disk array controller,

15, The m_ethdd of claim 14 wherein the updating further comprises updating the
reservéd data aréa and marking completed operations listed in the data sections of the

| reserved data area as being Coﬁpkteé
) 16. The method of claim 15 further comprises removing the update disk drive.

17.  Adisk drive for perfornting drive-baséd updates to a disk ﬁay coﬁujoller ina
disk atray, comprising: -. -
. adata storage areé; .axlld
| a' reserved data area, wherein the reserved data area'furtﬁer-combﬁsgs update

instructions and information for a disk array contrb_ller. |

W
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' 18. The disk drive of claim 17 wherein the update further comprises an indicator

ina header of the reserved data area for i instructing the disk array controller to perform -

| diagnostics.

19.  The disk drive of claim 18 wherein the reserved data area further comprises a

data section for storing the results ef the diagnostics.

20.  The disk drive of claim 17 Wherem the update further compnses an indicator
in a header of the reserved data area for mstructmg the disk array controller to perform a

o -conﬁguratxon update or a firmware image update.

21, The dlsk duve of clmm 20 wherem the update further compnses a
"conﬁguratlon for the dlsk array controller in the data section of the reserved data area when

the update compnses a configuratlon update

22.  The disk dtive of claim 21 wherein the reserved data rea is updated and

' operations listed in the data sections of the reserved data area are marked as being oonipleted. |

23.  The disk drive of claim 20 wherein the update further coulprises anew
ﬁnnware lmage for the disk array coniroller and flags in the data sectmn of the reserved data

. area when the update compnses a ﬁrmware 1mage update,
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24.  The disk drive of claim 21 wherein the reseived data area is updated and

operations listed in the data sections of the reserved data area are marked as being completed.

25. A system for performing drive-based updates for a disk array controller in a

disk array, comprising: -

a phurality of disk drives arranged in parallel to provide  redundant array of disk
' | drives;
_ a‘disk'array controller fon communicating with the redundant array of disk drives; and
-. a data bus oouphng the disk amray controller to the redundant array of disk dnves, :
wherem one of the redundant array of disk drives compnses a spare dlsk dnve the
_ _spén'e disk drive compnsxng adata storage area and a reserved data area, formatted to mclude |

_ an update for updating the disk array controller.

~ '26. The system of clann 25 wherem the update further compnses an indicator in a
_ header of the reserved data area for i instructing the disk array controﬂer to perform

dmgnostlcs

27, . The system of claim 26 wherein the reserved deta area further eompzises a

data section for stormg the results of the diagnostics.

28.  The system of claim 25 whereii the update further comprises an indicator in a
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header of the reserved data area for -ihs'tructing the disk array controller to perform a

configuration update or a firmware image update.

29. The é_,y_ste_m of claim 28 wherein the update further "comprises a donﬁguration

- for the disk array controller in the data section of the reserved data area when the updatc

comprises a conﬁ_guraﬁori update.

30.  The system of claim 29 wherein the reserved data area is updated and

. pperations listed in the data sections of the reserved ,data area are marked as being complefed. _

31. The system of claim 28 wherein the update further compnses anew ﬁrmware

_ 1mage for the disk array controller and ﬂags in the data section of the reserved data area when

“the update comprises a firmware image update‘

32,  The system of claim 29 wherein the reserved data area is updated and

opgraﬁdns listed in the data sectiors of the reserved data area are matked as being completed.

L




