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present iFOW3I1BY rel ates to a term nal conmuni cati on system which enabl es
a plurality of comrunication termnals to perform communi cggi@QT 2005h ot her
termnals through a network, and each comuni cation term nal perforns |ocal
communi cation with other comunication terminals without a network. 10
Background Art El ectronic comrerce, SUCFI as, ordering books or reserving
tickets, is generally perfornmed in daity life by transmtting a request
froma portable term nal through the Internet. In electronic conmerce, a
goods order is 15 transmtted to a virtual store, nore specifically, to a

server connected to the |Teghiigd] CIieRuni¢@don, Sydtem as tickets, are mailed
to an orderer or to a store, such as a conveni €nce store. In the case of a

store, an orderer needs to visit a store to obtain the tickets. Electronic
commerce is performed through a conmunication network, such 20 as the

I nt er net Teohhidal #igldunber of people can comruni cate, therefore, a sender
(E.g. a user ) and a receiver (E. g. a server ) nust be identified to

prevent i nflérespresenonnvdntiohirelaes toaatteresl aomnenticaaionosystest arhich
utilizing a public key encryption systemis known. In an authentication
process, eaabksnaepluralatys wift comnpumicatoretermnalsc to tpdrfamn ecamrhonidayionThen,

a certificate 25 authority generates an encrypted public key_by encrypting a
publ i ¢ k&itlniathern tegamads thegugh a netvork; endeeagh wommynication degmiral o a

sender, a c rtif'caie I ncl udi ng an enc@/{pted uhlic key. A receiyer also
obtai ns R® sthocal goppgpmgation, with pther coy ypieatign tepmdnals wibouta and a
recei vern%%<\%gﬁ£1ge a certificate with each other over F0520/3154 18 OCT 2005
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Background Art
Electronic commerce, such as, ordering books or reserving tickets, is
generally performed in daily life by transmitting a request from a portable
terminal through the Internet. In electronic commerce, a goods order is
15 transmitted to a virtual store, more specifically, to a server connected to the
Internet. Then, goods, such as tickets, are mailed to an orderer or to a store,
such as a convenience store. In the case of a store, an orderer needs to visit a
store to obtain the tickets.
Electronic commerce is performed through a communication network, such
20  as the Internet, which any number of people can communicate, therefore, a
sender (E.g. a user ) and a receiver (E.g. a server ) must be identified to
prevent impersonation. To this end, a two-way authentication system utilizing
a public key encryption system i1s known. In an authentication process, a
sender transmits a public key to a certificate authority. Then, a certificate
25  authority generates an encrypted public key by encrypting a public key with a
secret key of a certificate authority, and returns to a sender, a certificate

including an encrypted public key. A receiver also obtains a certificate from

the certificate authonty .

Then, a sender and a receiver exchange a certificate with each other over



the Internet before transmtting noney data or personal data and the I|ike,
and decriyps20/8e5exchanged certificate by utilizing a public key of the
certificate authority to performtwo-way authentication. TRIHCTR00D® say,
two-way authentication in electronic comerce is performed by exchanging a
5 certificate over the Internet. Wen two-way authentication is perforned
successfully, electronic comerce can he perfornmed. Then, a receiver
transmts goods to a sender, and colle€ts noney froma sender when
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tickess, cerdfidawnboadihef Ingemetsoftware are performed under control of a
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However , i &allBHSates®e I QIUIC a§ AEEA $&nieBE Idh6Fe is well-known. In this case, a

service terminal is connected to a communication network; and functions as a

kind of a vending machine. When a user operates a service terminal and

15 inserts coins equivalent to services, such information is notified to a server
through a communication network; and services, such as issue of concert
tickets, and download of game software are performed under control of 2
server. Then, a user is able to obtain concert tickets, game software and the
like from a service terminal.

20 So far, two modes of electronic commerce have been described, but while
each have their advantages, they each also have their disadvantages.

In the first example of electronic commerce, transmission and reception of
information is performed through a communication network; thus, a user is
able to obtain goods without using actual money(coins). However, a portable

25  telephone itself has no function to issue tickets or the like, and a user 1s
therefore only able to obtain goods by mail and the like. Aécordingly, a user
must wait for a period of time to obtain goods.

In the second example of electronic commerce, a user has only to visit a

store to obtain desired goods, as the goods are issued or provided from a



t wo-way aut hentication between a user and a server, and nor transm ssion and
recepti orF@20idh®y data is perforned. Accordingly, a user is not able to
obtain goods w thout paying noney. 5 In el ectronic comrergg.otiheop®ans such
as, two-way authentication through a conmunication network, and

transm ssion and reception of noney information, are not utilized, because
it is difficult to protect a user and ecei ver (a goods provider) by the
above neans. That is to say, a user feelP's insecurity in inputting
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15 Disclosure of Invention
In view of the foregoing, it is an object of the present invention to provide
. means which makes electronic commerce possible through a service terminal
without inconvenience (E.g. using money ).
Specifically, the present invention makes electronic commerce possible

20 between a portable terminal, which a user carries, and a service terminal by
utilizing one to one local communication. To perform such electronic
commerce, solutions must be provided to prevent impersonation of a service
terminal, and to prevent money information being left. The object of the
present invention is to provide solutions for the above problems.

25 The present invention provides a terminal communication method wherein a
portable terminal obtains specified data from a server, a service terminal
obtains from a certificate éuthority, a server certificate encrypted by a secret
key of the certificate authority, the portable terminal obtains the server

certificate from the service terminal and verifies the server certificate on the



basis of the server certificate. 5 In a preferred enbodi nent, the server
utilizes popalpkhggakey of the certificate authority to verify a server
certificate obtained fromthe service termnal; and transqgtgciraopge
portable term nal, a comrunication application for executing a process to
transmt the specified data to the service termnal in the case that an
authentication result is obtained showing that the service ter-Mna] is lo
aut henticated; and the portable termnal4transnits the specified data by
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In another preferred embodiment, the portable terminal obtains from the
certificate authority, a client certificate encrypted by a secret key of the
certificate authority; and the service terminal obtains the client certificate from

15  the portable terminal, verifies the client certificate on the basis of a public key
of the certificate authority, and performs local communication with the
portable terminal in the case that a positive authentication result is obtained.

In another preferred embodiment, the portable terminal performs
communication with the server via a radio communication network.

20 In another preferred embodiment, the portable terminal decrypts the server
certificate by utilizing a public key of the local authority to determine
authenticity of the service terminal.

In another preferred embodiment, the service terminal decrypts the client
certificate by utilizing a public key of the local authority to determine

25  authenticity of the portable terminal.

In another preferred embodiment; communication between the portable
terminal and the service terminal is performed by infrared radiation
communication or close distance radio communication.

In another preferred embodiment, communication between the portable



The present invention also provides a term nal communication system 5
conpri si Epso@meis4 ficate authority; a server; a service termnal; and a
portable termnal, and the service termnal conprises neang defr Hpg'i ng a
server certificate issued by the certificate authority; and neans ftor
transmtting the server certificate to the portable termnal in response to
a request fromthe portable termnal; and the portable term nal conprises
means for obtaining to specified data fPomthe server; means for obtaining

the server certificate from, the service termnal: nmeans for verifying the
server céf %M%%ﬁﬁ‘l‘ﬁeﬁﬂ&“&a 1S FRCTEPHEY COMUIPHBICAHOR{ | cat e aut hority:

o s ol RR R P e A S BRI oL gk
e vl MR Tea ARnEr FUACASE SO, Lhe server

aut hentic server cer rom Service term nal by

For  tr anamTTE iy crcan RRBUdIE 86, pIOViBE? 2 ReHARKAL XorRRink R ORI

for trans e porta rmna comruni € Ion for

execug| ”%o%ﬁléaif%sé ckRifi¢ABSUthokiRP é@@ﬁéﬂ, aGertdiictterthihB AR ¥l SGrtastem nal

in the case an aut henticati orf resu is obtained 20 show ng that the

service tenfiinil and e heiatesnimidcoprivest st €61 ftating! maRefdrs the
specified data by executing the communication application. Th€ service

term nal cepiificate isbeed biyetie certifiateatuthbrioyy ahé rpeanalfbe ttatsmitdhg the
verifies the client certificate by utilizing a public key of the certificate
aut hor i t genaardcerntifjvaies ¢s theapsrtable perminat ingresponte donauequest tromithe t he
25 portable terminal in the case that an authentication result is obtained
showi ng pontable Herremalj endt thenposiabie teminaht¢ermpeges imeanpder erbteihing
enbodi nent, the server functions as the certificate authority, or the
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showing that the service terminal is authenticated.

15 In a preferred embodiment, the server authenticates a server certificate
obtained from the service terminal by utilizing a public key of the certificate
authority, and comprises means for transmitting to the portable terminal, a
communication application for executing a process to transmit the specified
data to the service terminal in the case that an authentication result is obtained

20 showing that the service terminal is authenticated; and the portable terminal
transmits the specified data by executing the communication application.

The service terminal obtains the client certificate from the portable terminal,
verifies the client certificate by utilizing a public key of the certificate
authority, and comprises means for permitting local communication with the

25  portable terminal in the case that an authentication result is obtained showing
that the service terminal is authenticated.

In a preferred embodiment, the server functions as the certificate authority,

or the certificate authority functions as the server.

The present mvention also provides a portable terminal compnsing means



5 nmeans for transmtting the specified data to the service termnal in the
case thatgpa/augfentication result is obtained showi ng that the service
terminal is authenticated. In a preferred enbodi nent, the IE%P%QO%Sterm' nal
utilizes a public key of the certificate authority to verity the server
certificate obtained fromthe service io termnal, and conprises neans for
obtaining fromthe server, a comunication application for performng a
process to transnit the specified data €o the service termnal, and
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communication application.

In another preferred embodiment, the portabie terminal comprises means
15 for obtaining from the certificate authority, a client certificate for certifying
authenticity of the portable terminal, and means for transmitting the client
certificate to the service terminal.
The present invention also provides a service terminal comprising means
for transmitting a server certificate issued by a certificate authority in response
20 to a request from a portable terminal; means for obtaining a client certificate
issued by the certificate authority from the portable terminal; means for
verifying the client certificate by utilizing a public key of the certificate
authority; and means for performing communication with the portable
terminal, and obtaiming specified data which the portable terminal obtains
25 from a server in the case that an authentication result is obtained showing that
the service terminal is authenticated.
A program transmitted from a server to a portable terminal via a network,
and executed by a control computer of the portable terminal wherein a

program for enabling a control computer to perform a process for requesting a



In a preferred enbodi nent, the programincludes the specified data and the
public kgps2@masaresent invention is also perfornmed in the foll ow ng node. A
server performs comunication with a portable term nal, tHqapfHbhgoan
application 10 programto a portable termnal, and stores the application
programin a storage nmedi um which can be detachable to a portable term nal
and conput er-readabl e when det erm ni ng7to provi de goods or services with a
portable term nal user through a service termnal. The application program
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bet ween a portab e m na a service termmnal, the service termnal is

aut hent i gadwihd tHAYEB copsRbnf@TBIbaRRERTS authedtitard.fi ed data is
transmtted to the service terminal fromthe portable termnal in the case

that an aulhgjref@trédenirsdibientstinbprograch sidudeg théepesied datal andithel s
authenticated. In this case, the storage nediummy be a 25 HDD(Hard Di sk
Drive), puplickelpl e term nal nenory such as, a RAM a U Mcard, or a SIM
card. Brief Description of the Drawings Fig. | is a block di agram expl ai ni ng
t he over al The gresentr avemtiosf 15 alser perfarmedsno the Sollowiagorpde0os server
comuni cati on system according . to a first enbodi ment of the present

i nvent i operfermys communigatier Withga speiableaternigabntransmutseanf application
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computer-readable when determining to provide goods or services with a
portable terminal user through a scrvice terminal. The application program is a
program for enabling a computer of a portable terminal to perform an

15  authentication process of a service terminal, and a process for transmitting to a
service terminal which is authenticated, goods or necessary specified data for
providing services. A user visits a place which is possible to communicate
with a service terminal by local communication, and operates a portable
terminal to perform application program in storage medium. As a result, local

20 communication is performed between a portable terminal and a service
terminal, the service terminal 1s authenticated through local communication,
and specified data is transmitted to the service terminal from the portable
terminal in the case that an authentication result is obtained showing the
service terminal is authenticated. In this case, the storage medium may be a

25  HDD(Hard Disk Drive), a portable
terminal memory such as, a RAM, a UIM card, or a SIM card.

Brief Description of the Drawings

Fig. 1 is a block diagram explaining the overall configuration of a terminal



system Fig. 5 is a sequence di agram expl ai ning an exanple of an operation
of a 10 fesyamakqgcommuni cation system according to a second enbodi nent of
the present invention. Best Mdde for Perform ng the | nvenyg@ycTRe05

enbodi nents will now be described with reference to the drawi ngs. 15 The
fol |l ow ng enbodi ments descri be exanpl es of the present invention, but are
.not to be taken as limting; and the scge of the present invention is open
to a variety of nodifications. <l . Fir Enbodi ment > 20 <1-1. Configuration
of the first enbaodj.nment> <l -]-1. eragll_cgnfi §:on_Qf [ m.nal
conmuni ca‘fqlﬂﬂ"wg?{éﬁﬁ By e ?%c]ogdﬁ/ c@ a?aﬁ?%m%@t%%‘y%q[ﬁg O?hiﬁ%vgf:‘%ept
confi gur 5""%5“3%1 a termnal conmunication systemaccording to a first
enbodi e the present invention. As shown in this figure, the term nal
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comuni cation, for exanple and nay be the Internet or a private |ine. Local
certifi cat dFigutdiy atsequeAcanliagrans exphainie aneexamplkcof dnt eperationnof the on
network 1A. Mobile 5 communication network IB is conprised of a plurality of
base st atsysteam. exchange stations, and subscriber process device (not shown
here); and performs radi o comunication with portable term nal M. Gateway
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present invention.

Best Mode for Performing the Invention
The embodiments will now be described with reference to the drawings.
15 The following embodiments describe examples of the present invention, but
are not to be taken as limiting; and the scope of the present invention is open

to a variety of modifications.

<1. First Embodiment>
20 <1-1. Configuration of the first embodiment>
<1-1-1. Overall configuration of a terminal communication system>
Fig. 1 is a block diagram explaining the overall configuration of a terminal
communication system according to a first embodiment of the present
invention. As shown i this figure, the terminal communication system is
25 comprised of communication network NET 1, local certificate authority CA,
[P(Internet Provider) server 20, gateway server 30, mobile communication
network NET2, portable terminal MS, and service terminal T. In the figure,
one portable terminal MS and one service terminal T are described, however,

the number of portable terminal MS and one service terminal T is greater than



comuni cati on network | A and nobil e conmmuni cation network 1B is perforned
by functippsombigat eway server 30. Portable term nal M5 can comunicate with
| P server 20 through nobile conmunication network 1B, gat §¥gycyepwsr 30,
and conmuni cation network 15 I A Also, service termnal T can conmuni cate
with local certificate authority CA through conmunication network | A.
Portable termnal M5 and service termnal T can they performone to one

| ocal conmuni cation without the need f8r a network. In resource includi ng a
comuni cati on appl.ication, URL corresponding to 20 resources is installed.
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browser, dxphanber StatinbOrdnb|sabkOfBeY Piotedd devic@O0Qiotl8hober hdia); Maduser

can view a pagé of |IP server 20 (resource). Al so, browser installed in

por t abl e pegfoinaradi® diagmancaven with gortablé eerndimad MSp iFatbwaynserwiee 30
portable term nal M5 views a WAV page, Java applet designated by tag may be
downl oaddd ardnpeuteorsystenbyingidlida atsegats rétiyi ekohaige statoon ol eohrecti nal
MS al so functions to performvarious applications downl oaded fromI|P_server
20. Ser vicsanmamadataon etwonk ubAl yntinmcd:ni)fzad:oanmns@an@ siswark d Bearagbini ence
store, or_in a station yard; and issyes,.concert or train_ tickets, or

t r andfi t PthereAcepripgnts, thefresentt § imeat) drta conyBunigaAtion hehvesn Vs

Al so, service io termnal T hals intgrfa e.to %arfor.m dat a c?wm'rugi (iﬁion W th
| P ser vercORMWnICAt, | netdyarks leht andu il yCoRmUpIgaRap RETWREK il B rigr ed

radiati Orfaeir SEd S fhfctions of gateway server 30.

Portable terminal MS can communicate with IP server 20 through mobile
communication network 1B, gateway server 30, and communication network
15 1A. Also, service terminal T can communicate with local certificate authority
CA through communication network 1A. Portable terminal MS and service
terminal T can then perform one to one local communication without the need
for a network.
In resource including a communication application, URL corresponding to
20  resources is installed. IP server 20 abstracts URL including a GET request
obtained from communication network 1A, and returns resources
corresponding to URL, to communication network 1A.
Portable terminal MS may be a portable telephone, PDA(Personal Digital
Assistants) and the like if it is a portable terminal which is possible to carry, in
25  this case, portable terminal MS is a portable telephone. Then, while portable
terminal MS performs data and sound communication through mobile
communication network 1B, portable terminal MS also performs data
communication with service terminal T by infrared radiation. Further, portable

terrninal MS has a WWW (World Wide Web) browser, therefore, a portable



performone to one |ocal conmmunication with portable termnal M5. In the
enbodi menggsehz16! | ow ng el ectronic commerce will be performed by the
above described descriptions. Firstly, IP server 20 transmgpé&iadpgaction
15 data (E.g. noney data, issue data for issuing tickets, obtalnment data
for obtaining game prograns, or coupon data worth for exchanging with
goods.) in response to a request fromportable termnal M. Upon

transm ssion of the transaction data td%ortable ternminal MS, a billing
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confirms that ser ermnal T is the authenticated tefmnal _

18 OCT Zoggjﬂélﬂﬁ(ﬁ,s MR dded FbhRIRP 36V P@at a owned by | P server 20 is
transmtt to authenticated portable termnal MS, and the transaction data

i s transni tS&ericd terfmiaal Teptuseallodnpailedbdte stordisnah ¥ tons&iienee siqel nal
T. Firstly, A Means will be described. Local certificate authority CA has a

5 functi oor e Ppaetdtiormyardj ghtlalsseegrancest, oandainotisketspror tanahetaghhes i ty
CA has a pair of its own public key and secret key. Al so, when | ocal

certifi caprgaanisprnugic Gataobndi the dikeetpgurtdblonteamiok] MdSe pAdssoserviozal
certificate authority CA _issues an electronic certificate_to the person. In
nor e 1@et dierminal dzas wierfpee sameriome kista cpnonunisation veith PPssarver 280ohol der

"t he oplecal CERBFAERIPBLERA, GRSOIFEH et hEsR deb G b mieaaRe, 1 | y:
and 2 conuuBLLY: %o BLOYA Mo SELYIiESh Wil pBr@814 ARhSLFRRSNal M user.
In the embodiment, thc following electronic commerce will be performed
by the above described descriptions. Firstly, IP server 20 transmits transaction
15 data (E.g. money data, issue data for issuing tickets, obtainment data for
obtaining game programs, or coupon data worth for exchanging with goods.)
in response to a request from portable terminal MS. Upon transmission of the
transaction data to portable terminal MS, a billing process to a portable
terminal MS user is usually performed. Next, a portable terminal MS user
20 visits a store where service terminal T 1is installed, and performs
communication for electronic commerce with service terminal T by portable
terminal MS. In the communication, transaction data is transmitted from
portable terminal MS to service terminal T, and service terminal T provides
goods, more specifically, a process for issuing tickets and the like is performed
25  if transaction data is authenticated.
Two means will be described according to the system of the present
invention to perform such safe electronic commerce.

A. Means that portable terminal MS confirms that service terminal T is the

authenticated terminal.



authority CA issues a certificate to a claimant on condition-that the
certificapg@sogizasgant is authorized as a nmenber of the comunity. 15 Al so,
| ocal certificate authority CAis a certificate authority wgigérhassa tree
| ayer structure. In the tree |layer structure, a certificate authority is
authorized by a host certificate authority; and has a route certificate
showing a certificate authority is authorized by host certificate
authority. The route certificate is isdlied by host certificate authority.
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certificate authorit Signature”algorism: This'is an encrypteéd

al gori sm@AI bbtfifls Wheeqhat afront er téltdllat sersoi hdsddlycérfifiune iwgharisy QDAL ure
to a certificate. For exanmple, 5 SHA-1 as hash al gorism RSA as means of
encrypt i desugsdas elevtronié ceRificatet ta thEhpersoa. Inmmoreadewml, raelpaatiicegtiicper son
to be certified, such as, a person's nanme, a conpany name, and a country
code. (5)auwhority tGA: haldes, sHRvsemvepe2 dwldér andea fserviehi temmanaledt hbldeate i s
valid. (6) Signer : This is the name of l|local certificate authority CA,
conpafly remstituteo mwtiple yparsaas gach: 166 whee 1n( the ropgratione pf Ktheppreserti s i s
the public ke()j. for local certi icq%;c;e aut fff(it CA. The infarmation.above
conpri sesThhedBent e cyniested anfidradipliyy aid a community, for providing

services with a portable terminal MS user, is configured. Local certificate
auihority CA issues a certificate to a claimant on condition-that the certificate
claimant is authorized as a member of the community.

15 Also, local certificate authority CA is a certificate authority which has a tree
layer structure. In the tree layer structure, a certificate authority is authorized
by a host certificate authority; and has a route certificate showing a certificate
authority 1s authorized by host certificate authority. The route certificate is
issued by host certificate authority. Then, when certificate authority authorizes

20 lower certificate authority, certificate authonty issues to lower certificate
authority, a certificate showing lower certificate is authorized by certificate
authority and its own route certificate.

In fig. 1, service terminal T is under control of local certificate authority CA.
Accordingly, local certificate authority CA issues server certificate Cs which

25  service terminal T 1s authorized by local certificate authority CA, and its own
route certificate Cr.

A message and a message digest are included in server certificate Cs. Firstly,
the following information is included in a message :

(1) Version number : This shows a certificate version.



nmessage. The nessage is encrypted by secret key KEYS | of local certificate
15 aut hompgspoasand may be decrypted by public key KEYP1 of
loca,|..certificate authority CA A nessage digest is theggseiabas

i nformation that nmessage is conpressed by a hash function, and conpressed
nmessage is encrypted by secret key KEY S 1 of local certificate authority
CA. 20 I P server 20 has functions to perform comrunication by a public key
encryption system and digital signatur®e and is conprised of a pair of

B
bl i EYP2 t key KEYS2. Al | P 20_j thenti cat ed
Dy | oca 2L Serdl i apgeb ot £ Soromiey falilely il 18 eaeh, SEiBCRteCs o
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comerce, ~ and portable termnal Msconfirtns authenticity of service

t er mi nal apepyorP's piabheé, G sempihYRfarbeand Aeocutitty Eébdate is transnitted. Then,.
portable termnal M perforns conmuni cation for electronic conmerce with
servi ce (&) ValidityT ThisIshows 4 iperiogsef amehfortwhidhya ecbrtshcateas wadidri nal T is
confirmed. Next, B Means will be described. In the enbodi nent, portable

t er mi nal (§Signeanskiisds she setre of logal xeriifsataaathenityi GAd companiyPngmreser 20
only by utilizin 1o, a communi cation application downl oaded from | P server
20, Hhd &0eB F2 8 ?heabbﬁ cation transnmits transaction data outside after

confirm t her nicati.o artner. i s authenticated service
Corm nal (9, PHBRC ey Rar OPT T Tigd i S bl ke oY noeRb e ioE coithpBey
Fi rstly,ﬁéaﬁ server 20 transmts to portable term nal MS, comunication
appl i cat I ncl udi ng

The information above comprises the detailed contents included in a

message. The message is encrypted by secret key KEYS1 of local certificate

15 authority CA and may be decrypted by public key KEYP1 of loc%}_vcertiﬁcate
authority CA.

A message digest is the generated information that message is compressed
by a hash function, and compressed message is encrypted by secret key KEY
S1 of local certificate authonty CA.

20 IP server 20 has functions to perform communication by a public key
encryption system, and digital signature; and i1s comprised of a pair of public
key KEYP2 and secret key KEYS2. Also, IP server 20 is authenticated by
local certificate authority CA; and has a certificate. The certificate includes
route certificate Cr issued by local certificate authority CA. Further, a

25 management body for IP server 20 is the same as that used for local certificate
authority CA, for example, it may be a convenience-store chain which
manages convenience stores.

Portable terminal MS obtamns public key KEYP1 of local certificate

authority CA from IP server 20 when obtaining transaction data from IP server



15 transaction data, public key KEYPI of |ocal certificate authority CA, and
each rouppfep/Bes4process for obtaining a server certificate from

communi cation partner, performng authentication of serverg@éiridppgate by
utilizing public key KEYPl and transmtting transaction data to

communi cati on partner when an authentication result, which conmmunication
partner is authenticated, is 20 obtained. Then, portabl e termnal M5
perfornms conmuni cation appI [ cat i on. F0|1 exarrpl e com‘rum cat ion appli cat i on
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data is prevented. Next, configuration of portable termnal M5 w |

descri bechpliytif the casé ateiaRidity bf Service fansR@WT isrcdrfimhédiur e, por t abl e
termnal M5 according to the enbodinment is conprised of control unit 100,

infrared taast;® Meansivill Beddesorisbido Ih the snebodiment| pottable terstinat vISn
input unit 130, crystal display unit 140, and bus 1 50 which connects each
unit for tramsmis ssindeamansantiopt datn ai:ftauwt?lafronuIRlaer\wr Abonhyf bynsidizing
transceiver unit 110 perforns infrared conmunication with service term nal
T undér coneemmaticatinnr Aipplivationoodownkeadedadirerm réRsc,ssmferr i tandoa
perforns radi o ¢conpuni cag.ion with a base station of co cation network 1
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example, it may be performed by following procedures. Firstly, IP server 20
transmits to portable terminal MS, communication application including
15 transaction data, public key KEYP! of local certificate authority CA, and each
routine for process for obtaining a server certificate from communication
partner, performing authentication of server certificate by utilizing public key
KEYPI, and transmitting transaction data to communication partner when an
authentication resuit, which communication partner is authenticated, is
20  obtained. Then, portable terminal MS performs communication application.
For example, communication application is a Java applet. In general, Java
applet is limited to communicate only with a source performing a download
when communication is performed through a network, however, local
communication with service terminal T is not communication through a
25 network, and local communication 1s consequently beyond the above limit.
Thus, portable terminal MS communicates with service terminal T by
performing communication application, and transmits transaction data to
service termunal T only in the case authenticity of service terminal T is

confirmed. According to the above method, transaction data is only



operation signal corresponding to input operation when a user perforns an

I nput oper@tamais4r ystal display unit 140 is configured by a display unit,
such as a crystal panel; and displays a variety of inform;gi@@rr?q)ggr
control of control unit 100. 20 Control unit 100 is conprised o
CPU(Central Processing Unit) 111, ROMRead Only Menory) 112, RAM Random
Access Menory) 113, EEPROM 114; and controls each unit of portable term nal
MS. Various commruni cation applicationsl4uch as, a control conmunication
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in ROM 112'rfRAM 113 is utild zed as work area,for. CPUE‘.% |1, for exaj,rlple
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by utilizing random nunbers, and stores common key KEYX I n general-purfpose

storage Fa&n frhhBceiNVextuniCPPO] Gistiction Ripuaimit ¢80t erystaledisplay uhi$4(,
described with reference to fig. 3. As Sshown in fig.” 3, service termnal T
accor di ngndobi:id Srbddéheohnests ddthconitr foradandmizgidre andareceptionnof d2go,
infrared interface unit 210, conmunication unit 220, input unit 230, display
unit 240 mimaradlydi sk 250, and issue unit 260. Communication unit 220
perfornms data conmuni cation _through communicatjion network |A.  Service
termlpal TIipfered transceivies kil b9 pertormes dprared epmnunisationavithvserviaep

server 20 by, the data 1 cqmunt cal on NS AT oM et 5,290,181
performs radio communication with a base station of communication network

1B under control of control unit 100.
Instruction input unit 130 is comprised of various types of buttons, such as
15  PB(Push Button), and cursor keys, and provides with control unit 100, an
operation signal corresponding to input operation when a user performs an
input operation. Crystal display unit 140 is configured by a display unit, such
as a crystal panel; and displays a vanety of information under control of

control unit 100.

20 Control unit 100 is comprised of CPU(Central Processing Unit) 111,
ROM(Read Only Memory) 112, RAM(Random Access Memory) 113
EEPROM 114; and controls each unit of portable terminal MS. Various

?

communication applications such as, a control communication application,
WWW browser described above, a communication application in accordance
25  with public key encryption system and the like are installed in ROM 112.
RAM 113 1s utilized as work area for CPU 111, for example, HTML data
and a communication application downloaded from IP server 20 are stored in
RAM 113 temporarily.

EEPROM 114 is compnised of a communication application storage area



here); and functions as the nerve center controlling each unit of service
term nal FO528/3D54 a conmuni cati on application in accordance with public key
encryption system secret key KEYS3 and public key KEYP3 whi qﬂc?r

utilized while perform ng a conmunication application, and the ke are
stored in Hard disk 250. Infrared interface unit 210 perforns data

comuni cation with portable term nal NE by utilizing infrared radiation in
accordance with public key encryption @stenl Communi cation unit 220
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i ncluding“server certificate Cs and route certificate Cr. Input unit 230 has
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di spl ays operation details of input unit 230 and™ process in response to
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ti ckets under control of systemcontrol unit 200; and has a print functi on.
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I ncl udes coﬁﬂghhfca’uon unit 220, input unit 230, display unit 240, hard disk 250, and
issue umt 260. Communication unit 220 performs data communication
through communication network 1A. Service terminal T performs
transmission and reception of various data with [P server 20 by the data
15 communication.

System control unit 200 is comprised of CPU, ROM, and RAM (not shown
here); and functions as the nerve center controlling each unit of service
terminal T. Also, a communication application in accordance with public key
encryption system, secret key KEYS3 and public key KEYP3 which are

20  utilized while performing a communication application, and the like are stored
in Hard disk 250.

Infrared interface unit 210 performs data communication with portable
terminal MS by utilizing infrared radiation in accordance with public key
encryption system. Communication unit 220 performs data communication

26 through communication network 1A. Service terminal T performs
transmission and reception of various data with local certificate authority CA

by data communication, and obtains a certificate including server certificate

Cs and route certificate Cr.

Input unit 230 has a keyboard, a mouse and the like; and a user inputs



key KEYP2 and hol der information INF2. Holder information INF2 is text data
show ng th@2@3pabl i c key KEYP2 holder is I P server 20. 20 Next, when | ocal
certificate authority CA confirms that |IP server is aut he@gi(f@fgg 5| ocal
certificate authority CA encrypts public key KEYP2 of |IP server % and

hol der information INF2 by utilizing secret key KEYS 1 which |ocal
certificate authority CA holds, and gengrates public key certificate C2.
Local certificate authority CA returns g% | P server 20, authentication

esPonse SRS indLIBOR Bl fpligader ! {eate, 2 and route certificate
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certificate issue 5 request REQ, local certificate authority CA issues
server cduhtfibgate Cs described above by encrypting public key KEYP3 and
hol der information [INF3, and transmits to service termnal T, as server
certifi cat eli-8sOperatiqoof ¢the RESCembodiment™® certificate Cr. (Step S4) Wen
server certificate Cs is decrypted by public key KEYPI of local certificate
authority €Ag. 445\ sequensetdipgram| explabingran pyanipde lof\arkpematiord ofidheer
information INF3. In this case, local certificate authority CA issues server
certificaW¥8temd only to service terminal T under control of |ocal
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The process has only to be completed by the time a portable terminal MS user
starts electronic commerce.

15 Firstly, 1P server 20 transmits to local certificate authority CA,
authentication request REQ1 requesting a certificate that IP server 20 is a
authenticated server. (Step S1) Authentication request REQ1 includes .public
key KEYP2 and holder information INF2. Holder information INF2 is text
data showing that a public key KEYP2 holder is IP server 20.

20 Next, when local certificate authority CA confirms that IP server is
authenticated, local certificate authority CA encrypts public key KEYP2 of IP
server 20 and holder information INF2 by utilizing secret key KEYS1 which
local certificate authority CA holds, and generates public key certificate C2.
Local certificate authornity CA returns to IP server 20, authentication response

25 RES] including public key certificate C2 and route certificate Cr. (Step S2) IP
server 20 transmits route certificate Cr to portable terminal MS if necessary.

On the other hand, service terminal T transmits server certificate issue
request REQ2 to local certificate authority CA to certify that service terminal

T is authenticated. (Step S3) Server certificate 1ssue request REQ2 includes



termnal T authentication by |local certificate authority CA. 20 Next,

el ectronigpmaBesge perfornmed by a request fromportable termnal M wll
be described. Firstly, when portable termnal MS accesses WR&etrvghs 20

t hrough conmuni cati on network 1A and nobil e comruni cati on network iB, d
transmts downl oad request REQB to IP server 20 (Step 5), IP server 20
returns downl oad response RES3 to portable termnal Ms. (Step 6) 25 Downl oad
response RES3 includes public key KEYPI 1&f |ocal certificate authority CA,

o SRR P TR SO L0 S BT ol o
ot .U S SRUP IR oy ST MR RoR BN SORIEVES BT L,

F0520/ 31 : Qg}l 18 certificate Cs is confirned; and public key KEYPI
S utiliggﬁ‘;lt%g C ﬁ%ﬁrsnr server certificate Cs. Further, portable term nal M
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and transmt encrypted billing data to | P Server 20. Next, when a user

vi sits aIBR¥,eandndnopétsateesenace adiginab Myiagaderier certdfiedte idsué Besponse
communi cation application obtained at Step S6, portable termnal M starts

per f or m RESDewtith avate dertdicatonBun{Stepi 54) wihers eservee destificatd Js big
utilizing infrared radiation. In this |ocal comunication, firstly, portable
t er mi nal deBryptedshytpublec ey KENdH iofaldcah ceetjlicste REQonty €Ay iseevicer ni nal
T (Step 7); and service termnal T returns server authentication response
RES4185 termisal dbpbtains public ks KESBP 29y Igddesintsmatione BNE3Cs i s i ncl uded
server aut RIS ERIoOBRNEERTICR SRSy EA JHUES o ERSPEIBERR GaIONS
cor i1 i oif ceibtorfemyinel T waden kel St el Bnedlestouiuing €. For
example, a portable terminal MS user may access local certificate authority -
CA to request authentication with his’her own PC, however, local certificate

15 authority CA refuses the request, which is not from service terminal T, for
issuing server certificate Cs. Accordingly, a user cannot obtain server
certificate Cs.

This description solely concerns IP server 20 authentication and service
terminal T authentication by local certificate authority CA.

20 Next, electronic commerce performed by a request from portable terminal
MS will be described. Firstly, when portable terminal MS accesses IP server
20 through communication network 1A and mobile communication network
1B, and transmits download request REQ3 to IP server 20 (Step 5), IP server
20 returns download response RES3 to portable terminal MS. (Step 6)

25 Download response RES3 includes public key KEYP1 of local certificate
authority CA, route certificate Cr, a communication application for performing
communication with service terminal T by infrared radiation, and transaction
data, such as coupon data. A communication application permits to transmit

transaction data from portable terminal MS only in the case specified server



20 nessage. Secondly, portable term nal M5 conpresses the nessage using a
hash funcrpsrp/apsel generates a nmessage digest for conparison. Thirdly,
portabl e ten-ninal M conpares a decrypted nessage di gest W@QﬂCTgﬁO ssage
di gest for conparison, and determ nes whether the nessages are identi cal
Fourthly, in the case that they are identical, portable termnal M

aut henticates 25 that service term nal T S authentlcated and starts
perform ng data connunlcatlon I f not, %ortable termnal MS finishes data
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t he | nternet ariotds certificate authorities exist; and comuni cati n |s

usual |y pafliAhrggshblikey K EYPRGT ERidepPen20 obtbined ﬁbhh@ﬁbtl&ﬁ{ Sifelroutaly
certificate(s). However, illegal copying of transaction data issued fromIP

server ZQm@y;btdbﬁhngedh‘tal attdcheidnto podlie ket ertificate U2 byt bylizirfg publienpl e,

a portable terminal M5 user obtains a certificate fromcertificate

aut hor i t ykelyyKit¥P2 zamd) trahsiieendi@ptedh billingadesaitod Pt seawsnli on data to the PC
fromportable termnal MS. In this case, portable termnal M would
transmit tM¥ertantienna uaervisits thetors nd eperatesporable teeminak MS d:caIsmraa t he
PC obtains the certificate issued by certificate authority

t r andfict ICOMBBNICALION aanbﬁaﬁl@ré@htalrtqﬁleabétm S{Gu}aomlhlﬁewnnmﬁb@és ﬂaﬁyl ng

of transactijon data woul d be peﬂéorm&d easi IféI pr event |Ileg Iéioﬁia ng of
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say, transac
T (Step 7); and service terminal T returns server authentication response RES4

15 to portable terminal MS. (Step 8) Server certificate Cs is included in server
authentication request REQ4.
Then, portable termir:al MS performs server authentication process. (Step 9)
Firstly, portable terminal MS decrypts server certificate Cs by utilizing public
KEYP1 of local certificate authority CA, and abstracts a message digest and a
20 message. Secondly, portable terminal MS compresses the message using a
hash function, and generates a message digest for comparison. Thirdly,
portable terminal MS compares a decrypted message digest with the message
digest for comparison, and determines whether the messages are identical.
Fourthly, in the case that they are identical, portable terminal MS authenticates
25 that service terminal T is authenticated, and starts performing data
communication. If not, portable terminal MS finishes data communication
since service terminal T is not authenticated.
The above authentication process is performed on the basis of public key

KEYPI1 of local certificate authonty CA; and it is important that public key



not transmtted to service termnal T which is not authenticated, and

t her ef or rogd0kEgRd copyi ng of transaction data can be prevented. Next, when
service termnal T is confirmed to be authenticated, portalig CT?E } nal M5
perfornms data conmunication with service termnal T. (Step ‘8 ta
comuni cation will be performed according to follow ng procedures. Firstly,
CPU I'll of portable term nal MS generates random nunbers to generate common
key KEYX. Secondly, CPU IIl encrypts co n key KEYX on the basis of public

ey KEXPRAVAICTY RGO PP PRLSAR AL e %9,
por ehl e Lernab, MRKERES Spenth VoL SOTENY HRME Kk eNSe
KEVX oL dihinloalod 66T 8 AYctOUSH0 APSEAdeL 18ARTRY FelfuExiicatdd bYh! V.

portabl e term na service ter erforns encryption
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personal data are transmitte m portable termnal Mt I c€ term nal

T, if5a the bsRUSPBofmmEsidadonipli@Riorpuch data, such data is encrypted
by common key KEYX, therefore, it is very difficult for a third person to

i nterpret Adetrdingato Hbementieitione endthiod nalizing reertifichtesnoni thexdntighat,and
ganme programto portable term nal MS, or issues concert tickets on

condi ti ovatipas certificate twathontids Exmht ahdcdmansacitian islatsaallyspedohyed P
server 20. According to the present enbodinent, it is .Fossi ble to prevent

i nper sonathana consvnricadiarepaitnet 1sTauthdnticateddly sopyrentgioate(s ndoweven dat a
as 15 service termnal T is authentjcated on the basis of server .
certifi chilegabcopying elyansaciion: datai rsued drem: Hosemvier A rould,beimade in
communi cation perforned between.  portable term nal and servi term nal
T. Af t hehe abpve apbendeapr dnetiad: T XA Pl a?qrgivlmeaﬁlmidﬁ’%ﬂbﬁ%d
shoppi ng enter where radi o waves.can n net rat.e. -paoriabl e m nal MS
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only to
portable terminal MS would transmit transaction data to the PC by confirming -

the certificate as the PC obtains the certificate issued by certificate authority.

15  When transaction data is transmitted to the PC in this manner, illegal copying

of transaction data would be performed easily. To prevent illegal copying of

transaction data, in the embodiment, local certificate authority CA limits a

partner to give server certificate Cs; and a communication application permits

to transmit transaction data only to specified service terminal T by confirming

20  server certificate Cs with public key KEYP1. That is to say, transaction data is

not transmitted to service terminal T which is not authenticated, and therefore
illegal copying of transaction data can be prevented.

Next, when service terminal T is confirmed to be authenticated, portable

terminal MS performs data communication with service terminal T. (Step 10)

25  Data communication will be performed according to following procedures.

Firstly, CPU 111 of portable terminal MS generates random numbers to

generate common key KEYX. Secondly, CPU 111 encrypts common key

KEYX on the basis of public key KEYP3 of service terminal T attached to

server certificate Cs to generate encrypted common key KEYX’. Thirdly,



aut henticated service termnal T. In addition, a managenent body for IP
server 20pps2@/mgsgane as that used for |ocal certificate authority CA; that
is to say, a certificate certifying a 25 communication panggrscrhens

comuni cation, and data utilized for comrunication are issued by the sanme
source. Accordingly, according to the enbodinent, comunication is
performed with a conmuni cation partner authenticated by the source for
issuing a certificate, and by utilizi ngzeata obtained fromthe source for
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The over aédmﬁﬁ,ﬁgéﬁgﬁs | il el &rithit kEPRIERDCati on systemin the second

enbodi ment I's to t ame as that of termnal conmmunication systemin the
first enbodijgefhisicase,f é@updn dattdahdgeabondl @xhl AeafrhRsmined fRSmOopoiaBIE: | n
t he enmbodi nent, | ocal certificate authority CA issues a certificate to

port abl e teghialaM Mo servied terafinakTyifethied pebsn friesGry iritéroept suchshitgd to
portable termnal M5, includes client certificate Cc and route certificate
Cr. 15 Csuehtdateris iehtpgited by ¢amtitvn key KEYChtthefaeforeat is vgiyndiffivadt fmr t abl e
termnal M5 is authenticated; and includes a nmessage encrypted by secret
key KEYS]a tiod persms tainterprge such datp. Bhern, servimgutenndnal Adramsmitpimisicng an
exanpl e of an operation of a termnpal comrunication system according to a
secorld erffsdianshgame pregranotgpes@ahle ferpamgl HS; AT JrBiesseoRsat licketh Onvween

aut henticati on request REQL to. server certificat.e respanse S2 (Step | to
aep d) 1onRBoRIRET SeIRATBRIER. OPIADE EHIRIAR HAtBNSR R PYE Server

conmuni cajd on systemin fig. 4.

According to the present embodiment, it is possible to prevent
impersonation of service terminal T and illegal copying of transaction data as
15 service terminal T is authenticated on the basis of server certificate Cs issued
by local certificate authority CA in local communication performed between
portable terminal MS and service terminal T.
Further, in a case service terminal T is installed in an underground shopping
center where radio waves can not penetrate, portable terminal MS performs
20 local communication with service terminal T to obtain server certificate Cs.
Therefore, portable terminal MS transmits transaction data only to
authenticated service terminal T.
In addition, a management body for IP server 20 is the same as that used for
local certificate authonity CA; that 1s to say, a certificate certifying a
25 communication partner for communication, and data utilized for
communication are issued by the same source. Accordingly, according to the
embodiment, communication 1s performed with a communication partner
authenticated by the source for issuing a certificate, and by utilizing data

obtained from the source for issuing data, therefore, security is improved.



In the enbodi ment, portable terminal MS needs to obtain client certificate
Cc from |lpgedo/geE4ificate authority CA since service termnal T

aut henticates 25 portable termnal MS. As a result, portaqh%¢frj%§al VS
transmts client certificate issue request REQG to | ocal certificate
authority CA. (Step 21) dient certificate issue request REQ includes
public key KEYP4 of portable termnal MS, holder information |INF4 and the
like. Holder information INF4 is text data showing that a public key KEYP4
hol der is port ble(ter I nal MS, P0520/3154 18 OCT 2005 22 for exanple, it
may be a te$i:pfﬁﬁ?é‘ OAIMERthortabl e terninal MS and identification

nunber. Wh |.ocal certificate aut Ity CA.obtains client gertificate issue
equest  ravext otesorckembpRBeat bf e mresanEalie Wil B, o8l Bk &2,
to which a, 5 digital signature is | |lbzin ret. ke YS |
wni on | odafergaft tp; B, &HA0REST Fo " (BRRE Sonhutlcdil ] A9sRAE el Gihelto

t erm nal , | ; i e.l n LLAC ' cl.i
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t erm pal P ' EQ6
(5t op 223 RFACHRE ol servicktlerfiing P o BBAMICh 16 (RMALRSSerniT AIS™
termnal Mehedtiftes 24brfieun hoafliniat SPRNSONRERE | dheHOGand! T #1S3C {eiflaf 2
such as coupon data described in the first enbodinent, a’ communication
appl i cat i QfinmRfdcaidN s9stéayaddortingio tge aécrl éhﬁ&ﬁﬁﬁn&?@ﬁﬁblé terfainall > A
process executed between server authentication request Q4 to server

aut hent i odS and( Seericé - @reindl) T perfiermat®oasay habithdasicatipad The t beerallr st
enbodi ment. After conpletion of server authentication process (Step 9),
servi ce teanfiguahtidntofaesminal cimeninieatibpsystaniinthesgeent drERBdimenbrst abl e
termnal M5 (Step 25); and portable term nal MS returns client )

aut hant i dheisemeras thatpintesmRred 7comoniicay on| systam dartheffixsa emimedimentsiar vi ce
terminal T. (Step 26)_. Next, service termnal T perforns client

aut hent i di.i brangt thesgfore explanaiygn willrhe pinitiedr vice terminal T decrypts
client certifjcate Cc,.by utilizin blic y . KEXP1.of |ocal certificate
authority (Lliﬁ t%&%‘ﬁﬁ’d’{ts ]%cﬁﬁeggﬁggcq}?g@ggoéﬁ%%‘q Issues a certihcate to

portable terminal MS as well as service terminal T. Certificate, issued to

portable terminal MS, includes client certificate Cc and route certificate Cr.
15 Client certificate Cc is the certificate for certifying that portable terminal MS
is authenticated; and includes a message encrypted by secret key KEYSI and
a message digest.
Fig. 5 is a sequence diagram explaining an example of an operation of a
terminal communication system according to a second embodiment of the
20 present invention. A process executed between authentication request REQ1
to server certificate response RES2 (Step | to Step 4) is the same as that of the
first embodiment of terminal communication system in fig. 4.
In the embodiment, portable terminal MS needs to obtain client certificate
Cc from local certificate authority CA since service terminal T authenticates
25 portable terminal MS. As a result, portable terminal MS transmits client
certificate issue request REQS to local certificate authority CA. (Step 21)
Client certificate 1ssue reqhest REQ5 includes public key KEYP4 of portable
terminal MS, holder information INF4 and the like. Holder information INF4
1s text data showing that a public key KEYP4 holder is portable terminal MS,



nmessage. Secondly, service termnal T conpresses a nessage using a hash 25
functi on, Fandotsaaar at es a nessage digest for conparison. Thirdly, service
termnal T conpares a decrypted nessage digest with the neggaserdipggst for
conparison, and determ nes whether the nessages are identical. Fourthly, in
the case that they are, service termnal T authenticates that portable
termnal M is authenticated, and starts perform ng data comruni cati on.
Fifthly, in the F052013154 1 8 OCT 200523 case that they are not

i denti cal ¢ _seryi termnal T ta ngcatl [ - NQr I
term nal ﬁ% ?’égwg’?e’aﬁt ﬁ}eaﬁt #jga? gtg}ei#ﬂ) esgﬁ'gmggt g& @8%%$§%gﬁaqowa%%n
per formed: i | odinent is perforned only in the case that
portabl e {dee?%mr}%ltf%%ﬁggnfi rmed to be authenticated. 5 (Step 10) As

described apgy 1@_&%& 'iﬁaafeoaﬁmc?itgzig dbﬁﬁﬂhs_o?féhttac@rﬁﬁbﬁferr'lﬁ%lﬂc\)@;leéﬂd

service termna orm t wo-way entication in one to one

communi CaRiFRNs, [kl feflifcate"REHDPRFLCAN i¥ues Alient cdrfifidhftd Ccl andhienh tabl e

terminal MSTs prevented. 10 In addition, server certificate Cs and client
certif5i cadipifat. sipahture! iwWhipphied, eby uiitili deefeta KEY&! ovhicd dotabued
by the sane sourcCe (Local rtificate Aut ority CA), therefore,

veri fi caté@tiffoate laotdedrityeCA Hotds,earsdittiuarsintiys €A poeeable tetmirealchS i eldemut by
utilizing a certificate issued by a host certificate authority- Thus, a
server autédréifidacatissue pespess RIAQE! irciudamg harritc aertuicate o€es andr eoutks
simplified. <3. Modifications> The first and second enbodi nents are

descri bedcexbificate RoweStep 22)he present invention is not linmited to the
enbodi ments; and may be perforned in_ various mdifications dSscri bed bel ow.

20 (1) Accofbemgwhen perablodereimal M8 casasseesaiByacrvssriGhradt apsmals Mvs

o g AL Rl RS I B Y s Gl ey

per or meckEy o e POreP S EALNES | PSR, AL R AR BRr S RISE FRebRs Wi 1

a transaction data such as coupon data described in the first embodiment, a
communication application, and public key KEYP! of local certificate
authority CA.

15 A process executed between server authentication request REQ4 to server
authentication (Step 7-Step 9) is the same as that described in the first
embodiment. After completion of server authentication process (Step 9),
service terminal T transmits client authentication request REQ7 to portable
terminal MS (Step 25); and portable terminal MS returns client authentication

20 response RES7 including client certificate Cc, to service terminal T. (Step 26)

Next, service terminal T performs client authentication process. (Step 27)
Firstly, service terminal T decrypts client certificate Cc by utilizing public key
KEYP1 of local certificate authority CA, and abstracts a message digest and a
message. Secondly, service terminal T compresses a message using a hash

function, and generates a message digest for comparison. Thirdly, service

o
[ )

terminal T compares a decrypted message digest with the message digest for
comparison, and determines whether the messages are identical. Fourthly, in
the case that they are, service terminal T authenticates that portable terminal

MS is authenticated, and starts performing data communication. Fifthly, in the



25 base station may be used as one for radi o conmmunication wth service
term nal Foskystbaer, Bl uetooth, perform ng close distance radio

comuni cation by utilizing 2. 4Ghz band, may be applied asq g(g »g

comuni cation system (2) According to the enbodi ments descri agove
server 20 and local certificate authority CA are described as a separate
unit, however, |P server 20 F0520/3154 18 OCT 2005 24 and |local certificate
authority CA may be a conbi ned unit Th&d is to say, if a server for
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si gnatsur gﬁtl The first node is that IP server 20 generates transaction
data encr pted its own secret key KEYS2, transmits it to portable

term nal MAs &micﬁ‘béﬂa%@ve tedooraalg M thiy éﬂmlﬂm ponabhd e&thial VM

service termnal T by- uti i zi ng encrypted transaction data. In this case, a
di gital sirghsétvieeitermppdli Fdpddorm twensaytauthenitatidy inPoserteeon@local
therefore, service termnal T is able to confirmwhether transaction data

i s defi niccmhmuygsranenethdaypfon, smpersogidy of mesvice keaynikaYA anid portableer 20
obtai ned in advance. The second node is such that portable term nal M and
service ttermingll MB isgprgyveatafl.gi tal signature to transaction data to be

transmtte ot her. For 0 exanpl e, when a .conce i cket i,ssued,
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Thus, a server authentication process and client authentication process are

15  simplified.
<3. Modifications>
The first and second embodiments are described above, however, the
present invention 1s not hmited to the embodiments; and may be performed in
various modifications described below.

20 (1) According to the embodiments described above, portable terminal MS
and service terminal T perform communication by infrared radiation, a
communication system on the basis of I'DA (Infrared Data Association) may
be applied besides that using infrared radiation. Also, communication is
performed by radio transmission. In this case, a communication antenna with a

25 base station may be used as one for radio communication with service
terminal T. Further, Bluetooth, performing close distance radio communication
by utilizing 2.4Ghz band, may be applied as a radio communication system.

(2} According to the embodiments described above, IP server 20 and local

certificate authority CA are described as a separate unit, however, IP server 20



portable term nal M5 generates random nunbers to generate a session key,

and encryggs2emspsage with a session key. Fifthty, portable term nal M
encrypts the session key on the basis of public key KEYP3 9§ (Rt 206%
terminal T to generate an encrypted session key. Sixthly, portable term nal
M5 F0520/ 3154 18 OCT 2005 25 transmts an encrypted nessage di gest,
encrypted nessage, and encrypted session key to service termnal T. Service
termnal T which have obtained the abov 4rressages wi |l decrypt the nessages
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conpar es decrypted nessage di gest message o gest “gener at ed by hash
funct Kon,gepidsdet er m nes whet her both nmessages are identical. Sixthly, if
the both ones are identical, service terminal T authenticates that the

nmessages af8) Acc@iding renthe ehfbdimemntd desetibed tshove)adathcohminichtien, when

transaction data is transmtted fromservice termnal T to portable

t er m nal béBveehpamtatde pennmalMS and $ervicepterfronak®. (Stép 18anchgi 4gnidofighe

second enbodi nent descri bed above, service termnal T performs client

aut hent i éatisoperfoomedsbufutdizipgr $9b! €Seaurei Seckavdpyer)o every wedigital

aut henti cati on process at  first, it nay be perforned that portable, 20

ter mi nal SEErE derdransmissionand receriion of granastions date mayvbeaitilezed.nal T

perfornms client authentication process at .first.. Specifical lEgIB In a sequence
e
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terminal MS performs data communication with service terminal T by -
utilizing encrypted transaction data. In this case, a digital signature 1s applied
15  to transaction data by IP server 20, therefore, service terminal T is able to
confirm whether transaction data is definitely generated by IP server 20 by
public key KEYP2 of IP server 20 obtained in advance.
The secorid mode is such that portable terminal MS and service terminal T
give a digital signature to transaction data to be transmitted each other. For
20 example, when a concert ticket is issued, firstly, portable terminal MS
generates identification data, and date and time data showing transaction date
and time along with money data and coupon data as a message. Secondly,
portable terminal MS compresses a message on the basis of hash function to
generate a message digest. Thirdly, portable terminal MS encrypts a message
25  digest on the basis of secret key KEYS4 of portable terminal MS. Fourthly,
portable terminal MS generates random numbers to generate a session key,
and encrypts a message with a session key. Fifthly, portable terminal MS
encrypts the session key on the basis of public key KEYP3 of service terminal

T to generate an encrypted session key. Sixthly, portable terminal MS



above node, transaction data issued by the other server is utilized as well.
For exarphso/8thserver 20 is the server which nmanages a convenience st or e,
and other server, which nanages ot her conveni ence store, g(ﬁbfa ovi ded-
Furt her, F0520/ 3154 18 OCT 2005 26 a host server which man ges éach server
for each store (That is to say, a server which nanages a conveni ence store
chain) is provided; and it is supposed E? a host server issues conmon

transaction data for each I P server 20.“fn this case, portable termnal M
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(6) Accor, 5§’igntl&yt{be &qp(%dﬂ IERLS) fescri bed above, transaction data is

transmtte rom’server to service termnal T through portable term nal M,
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and transmt’s to por abl e term nal M5, 15 a communicéation application for
transni t temginalsT ctol@blainPar sexion taym Sedordby psehdcesteaminahtinidetty Etrs
application. Portable terminal M5 obtains an encrypted server certificate
from ser enceyptednineasage, oantheabakisnof sassen key.hEhindly,t yerfics demnaealt Er ni nal
T in the process of perfonning a comunication application. Then, an

aut hent i campnessessdearyptad-message by zsh Smation torgenerate Aenessageedigeshat i s
to say, only in the_case encrypted server certificate_is decrypted,
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present invention urt er prevents
.both ones are identical, service terminal T authenticates that the messages are

surely transmitted from portable terminal MS.
15 Further, when transaction data is transmitted from service terminal T to
portable terminal MS, the same procedures will be performed.
(4) According to the second embodiment described above, service terminal
T performs client authentication process after portable terminal MS performs
server authentication process at first, it may be performed that portable
20 terminal MS performs server authentication process after service terminal T
performs client authentication process at first. Specifically, in a sequence
diagram shown in fig. 5, process for Step 7 to Step 9 may be performed afier
process for Step 25 to Step 27.
(5) According to the embodiments described above, portable terminal MS
25  performs data communication with service terminal T by utilizing coupon data
issued by IP server 20, however, the present invention is not limited to the
above mode, transaction data issued by the other server is utilized as well. For
example, IP server 20 is the server which manages a convenience store, and

other server, which manages other convenience store, 1s also provided. Further,



copying of transaction data which portable term nal Ms obtained from
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met hod, wherein: a portable term nal obtains specified datgaotmomes server;
a service termnal obtains a server certificate froma certificate
authority; said server certificate being encrypted by a. secret key of said
certificate authority; said portable term nal obtains said server
certificate fromsaid service termnal 26nd verifies said server certificate
on the basis of a puil:iic key of sabd cer ificgte aué ority; said portable
terminal &RAFHsSEYEr Which BREREes SAChaCRY $oty faghsilons chhatdsitp Y, a§§TYRy | ocal

i catj.on without twork in th that. saj d ice terminal i
aut hent | 4G BRIARES BAGRYeBfencs tose chaim)dswpyidesh anckitig SUppossd dadt i zes

PP il et oo oMAOROh Y fr Gt BerP Al BT
commum < SREblEREko AL S AL bELRTARLA f 4B BaobSed S BB hot on

Car o bor SEV: PR TAPHPACLT) SRNEECE IR BrEPRle Whichd MERL s

comuni cqgg;}d%g_ application. 2. A term nal communication nethod according to
Claim1, erein said portable terminal obtains fromsaid certificate

authority @acy! ABBérdifg {0 the aiBbBakh¥RiC UeliriBed Adile, K@MnSctivl Hata is
certificate authorityT and said service term nal obtains said client

certifi catamshiipedsfrioth Berverbice setvae&iteghinal €T ithrRggle ?bﬁta{bﬂé eatmiiRiltMg cat e
on the basis of a public key of said certificate authority, and perforns

| ocal coimwdwat soopsvioftapplicdtioor bhlbhe presentnaventiontibenctalimitdthto auphsi tive
authentication result is obtained. 3. A termnal comunication nethod
accot@i ngistoib@itemof fransaction data.
The present invention may be applied for distribution of specified data
except for transaction data, such as music data, image data, or text data.
For example, the following system may be performed. A server
authenticates a communication partner, and transmits to portable terminal MS,
15 a communication application for transmitting music data. Portable terminal
MS performs a communication application. Portable terminal MS obtains an
encrypted server certificate from service terminal T, and authenticates
authenticity of service terminal T in the process of performing a
communication application. Then, an authentication result which service
20 terminal T is authenticated, that is to say, only in the case encrypted server
certificate is decrypted, portable terminal MS transmits music data to service
terminal T. Service terminal T playbacks music data only once.
According to such a program, illegal copying of music data is prevented.
As described above, according to the present invention, when one to one
25  direct communication is performed between portable terminal MS and service
terminal T, safety of electronic commerce and the like are improved by
preventing impersonation, and the present invention further prevents illegal
copying of transaction data which portable terminal MS obtained from

specified server.
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wherein said portable termnal perfornms communication with said server via a
radi o communi cation network. 18 OCT 2005 28 4. A term nal communi cation

met hod according to Claiml, wherein said portable term nﬂ;d&;ﬁ #§ s said
server certificate by utilizing a public key of said | oca uthority to
determ ne authenticity of said service termnal. 5. A termnal conmmunication
nmet hod according to Caim2, wherein said service term nal decrypts said
client certificate by uti i zi ng a public key of said |local authority to
determine authenticity of said portabl@7terninal. 6. A terninal

communi cati on net hod according to CI a| m_1. wherein comruni cati on between
said portable term nal and said serf Mﬁmnal Is perforned by infrared
radi ati on conmuni cation or close dist ance radi o communication. 7. A

term nal communi cation mtﬁemlmcmﬂhngldagoﬁllﬁemas wh@ﬂ@mel n conmmuni cation
bet veen sai d, BRF&BR ferkithdl hirdcEAldl SRR IGHR 4 &hgbnal 1s  encrypt ed

conmuni cati on

Whor o1 n_ sai ob seried ] GHatTa S g P eertitiqate. fedn &ﬁ"ﬁﬁﬁ"f‘ Apoufy:
certi f saigtseTveiesrsHicate being coreynisd dyi o ssexelkey of said ecrtificats a%b%ﬁ)fm cati on
syst em conpr saidngortable eterifinalatabtamisheeid yseruesecartificate sfowi csaid esenvaed ;

and 3gepAitaAbird tvairifibdlsaidhRieéh ceati fica®y vhCthd eapisnal £oublicskey sRanRl for
storing @ Eﬁtrevaelfthﬁﬁf);" fi | cat e issued by said certificate authori ty and '

means for Lran mtt| erver certlalcat ‘i?‘f &portab e. ? i
ecponse. {0 SR chAERSy Rapmind] | BaTY ot S o e s, Tyming
por t abp@ngelqup gpnyg%}qagg)sp without a network in the case that sald service termlnal
is authenticated on the basis of said server certificate;
said server utilizes a public key of said certlflcate authority to verify a
server certificate obtained from said service terminal;
transmits to said portable terminal a communication application for
executing a process to transmit said specified data to said service terminal in the
case that an authentication result is obtained showing that said service terminal is
authenticated; and
said portable terminal transmits said specified data by executing said

communication application.

2. A terminal communication method according to Claim 1,
wherein

said portable terminal obtains from said certificate authority a client
certificate encrypted by a secret key of said certificate authority; and

said service terminal obtains said client certificate from said portable
terminal, verifies said client certificate on the basis of a public key of said
certificate authority, and performs local communication with said portable terminal
in the case that a positive authentication result is obtained.

3. A terminal communication  method according to Claim 1,
wherein said portable terminal performs communication with said server via a
radio communication network.



means for obtaining specified data from said server; neans for obtaining
said server certificate fromsaid service termnal; neans for
verifying-said, server certificate by utilizing a public kgyocaf2e d
certificate authority; and neans for transmtting specified data to said
service termnal in the case that an authentication result is obtained
showi ng that said service termnal isguthenticated wherein said server
aut henticates a server certificate aobtal ﬁed frtorq sai d,18 tCI“C]i 2025 29
Servi 86 terminal by utl ﬁiﬁnw%; rHRCl” e R B el PR Py hori 1y

and cYApTaIB&a1d prssahledterminel SRiPLY FRjdise Tt STBFRISME UHEZ g R PUOHC
comukéxaf said lappl awthoridy t6 deteraxiae rithenticipy of eaisl seoviaeatesmiinalsai d

specified data to said service termnal in the case that an authentication
resul tz i s obtained show ng.that said.servige terni.nal, | aut henti cated; and
Sard por t abPe B renm g iaopgtelod XehtidiRe L CRIT 2y berd stihy oat d
comrusere ffei termapib idecatptovaidlflicnA ceeti fitatalbyoaihizing capultlic kyy bésaaclooadi ng t o
d ai mghorhabeidiefdink agfhdmciteofisand poplabldsersin@]cl i ent certificate from
said portable termnal, verifiées said client certificate by utilizing a
public key of said certificate .authority,.and c i ses ans, for, .

perni ting local communicattrBinal; t‘ft‘i’ngﬂ}l?f\émb%‘?tglﬁ?gg ef“ﬁ‘?‘ﬁgﬁlg nt% h(élag’é_sé’ t hat
an auvhergin ceemprmniesion beiwssnaptidd peHshlendermme! and cadd, sarvice demuingl i s
aut herst ipafexned 1 byA in€raredalradoatemi caminomn ispsiomm ac colodenglistanCeairad
wher etdmaRirdcs@syer functions as said certificate authority, or said
certificate authority functions as said server. 12. A portable term nal

conprising: means for qQbtaining specifi.ed.data froma server; ns fqr
obt i fing & server cert Y| RPN SRTUMUNERHQL DA -#oRRTiog (8] daate ailg
encr yphede e cpgimpatagtionc hebvesn sHd pedabledermindcand spigysegvies tamingl tat e

aut hemicryptaikamainiwricatéon.f yi ng said server certificate on the basis of a
public key of said certificate authority; and

8. A terminal communication method according to Claim 1,

wherein said server functions as said certificate authority, or said certificate
authority functions as said server.

9. A terminal communication system comprising:
a certificate authority;
a server,
a service terminal; and
a portable terminal,
wherein said service terminal comprises:
means for storing a server certificate issued by said certificate
authority; and.
means for transmitting said server certificate to said portable
terminal in response to a request from said portable terminal; and
wherein said portable terminal comprises:
means for obtaining specified data from said server;
means for obtaining said server certificate from said service
terminal;
means for verifying said, server certificate by utilizing a public key
of said certificate authority; and
means for transmitting specified data to said service terminal in the
case that an authentication result is obtained showing that said service
terminal 1s authenticated
wherein said server authenticates a server certificate obtained from said



means for transmtting said specified data to said service termnal in the
case that an authentication result is obtained show ng that said service
termnal is authenticated, wherein said portable term naly §U¢Téﬁ§sa public
hey of said certificate authorlty to v {)Ify said server certificate
obtained fromsaid service termnal, an conprises nmeans for obtaining from
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10. A terminal communication system according to Claim 9,
wherein said service terminal obtains said client certificate from said portable
terminal, verifies said client certificate by utilizing a public key of said certificate
authority, and comprises means for permitting local communication with said
portable terminal in the case that an authentication result is obtained showing that
said service terminal is authenticated.

11. A terminal communication system according to Claim 9,
wherein said server functions as said certificate authority, or said certificate

authority functions as said server.

12. A portable terminal comprising:

means for obtaining specified data from a server;

means for obtaining a server certificate from a service terminal which holds
said encrypted server certificate on the basis of a secret key of a certificate

authority;

means for verifying said server certificate on the basis of a public key of
said certificate authority; and

means for transmitting said specified data to said service terminal in the
case that an authentication result is obtained showing that said service terminal is

authenticated,

wherein said portable terminal utilizes a public hey of satd -certificate
authority to verify said server certificate obtained from said service terminal, and
comprises means for obtaining from said server, a communication application for
performing a process to transmit said specified data to said service terminal, and
transmits said specified data by executing said communication application.

13. A portable terminal according to Claim 12, wherein said
portable terminal comprises means for obtaining from said certificate authority, a
client certificate for certifying authenticity of said portable terminal, and mecans for
transmitting said client certificate to said service terminal.



