METHODS AND APPARATUSES FOR COVMUNI CATI NG PRESERVATI ON NOTI CES AND SURVEYS
RELATED APPLI CATI ON | NFORVATI ON This application clains priority to U S
Provi sional Application No. 61/164,276, filed on March 27, 2009, and

entitled "El ectronic Di scover stem "™ That application is incorporated
herein by r YREEREADSIAND ARRARATUSES FOR COMYEINIGATINGt 5 of the
present invention PRESERVAFIONNOTIGRSAND SERVIBYSTNagi ng

el ectroni c discovery, and nore particularly, for conmunicating a
preservation notice and/or a survey to and/or froma custodian in an

enterprise. BACKGROUND Electronic discovery, commonly referred to as
~e-di scovery, refers t oREDATHRAFPLICATION INIFORMAIION ¢ data i s sought,

| ocat ed, secured and. sear.ched wth i ntent. of .usi.ng, it jgence in a
| egal - pr oceddsprlaic s ol & RieVisipaL Rpgliph Noss Pise th.S36F

i nvest ipg aldreR 2707000 Néhd dniiBed EERLSGAY Bidtot@s NSt MheChppUtatRinfiki ne on a
particul ar conputer or it can be acconplished in a network environnent.

The natngospasfted hepeinddy hrenosak #s eptirelxt remel y wel | -suited for
investigation. In particular, digital data can be el ectronically searched
W th ease, whereas paper docunents be scrutinized manual |l y.
Furthernore, digital data is difficult or inpossible to conpletely
destroy, pailh gendralf éybodimeiiwe of diegprésentsinoemtibniralate to eetliods aaduppapatosnat . Thi s
is because the data %p(gears on multiple hard drives, .and because digital

files, [ABANASMEFFCUOBY, SIsQuRARYY a4 POrCHRrERIaThy &TsraanunicRing &PreseRaEtion y
[ el DRl sufRghs Nd/BOMOG dRlodfiAiR ah Snfefhrighysi cal 1 y destraoy any and

all hard drives wher I's stored. In the process of electronic discovery,
data of all types can serve as evidence. This can include text, inmage,

cal endar event data, databases, BACELROEML, audio files, nultinedia
files, web sites angd conputer pr.oqgrans. Electronic il (i.e., e-mail) can
be. an’ especiHFS TR Yo ChmPRS HRRE et RV eEr ST dp ¥ pincfigin

li ti gatieh elb@fAUSEtPRABLENt Aoeated, lsefirb® &S] seahed WithitRe tnb® 6f @¥£HARGEs t han
in hard copy correspondence such as witten nenos or postal letters.

E- di scéVidence ig ajegad pricoeding. fapapditaneeuriférsdnyestigaiione adoressies vesiiggliogy. |t

hcamp! & BRI, ESC R e e TR Yt Wl DRI e Bl b B8R S0 ect
| ocat i agedniiRish@pinapidtabdsk @eirophettat a t hat has been identified, and
retrieving the data once. it has been identified and |ocated all pose
probl ens in The nature of digital data makes it extremely well-suited for investigation. In

particular, digital data can be electronically searched with ease, whereas paper documents

must be scrutinized manually. Furthermore, digital data is difficult or impossible to

completely destroy, particularly if the data is stored in a network environment., This is

because the data appears on multiple hard drives, and because digital files, even if deleted,

generally can be undeleted. In fact, the only reliable means of destroying digital data is to

physically destroy any and all hard drives where it is stored.

In the process of electronic discovery, data of all types can serve as evidence. This
can include text, image, calendar event data, databases, spreadsheets, audio files, multimedia
files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an especially
valuable source of evidence in civil or criminal litigation, because people are often less
careful in these exchanges than in hard copy correspondence such as written memos or postal
letters.

E-discovery is an evolving field that goes far beyond mere technology. It gives rise to

multiple issues, many of which have yet to be resolved. For example, identifying data
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and of thenselves. This is especially evident if the data that is being

identified, |ocated and retrieved cones froman evol ving or disparate

enterprise, such as a corporation that has experienced nergers,

acqui sitions, downsizing and the |like. Mergers and acquisitions nean that

t he t eceqiieddy satisty aigivendisoeernmdoes, lopatingibeapropiatassy of daty thaghag kegat i n

the interi. ver. e-discover. st b | ocat.e d retrieve. data
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~ sonet i ag oMHehiselveyEhi®fs sspeiallynsident Fehé @aglthasistiedy idaamsdslocated aaHi ti on
to identifying, locating and retrieving digital data, the nost critical

part ofretrigygd @messtiosman eyl viag ve dipparaterpicrprises gich 26 psArneratipatthat hami ch

| nvol V%ﬁ{)%@écﬁiﬂ@} H éﬁég;ruﬁ)s;i%ﬂs“@éwnﬁﬂ fid &Qﬁ’ilée.aﬂzf}ﬁgé@%d;&q' it mean

preservation purp heri ng ocessi ng. S econes a

daunt i nigat tlastkcimiogyiafrastivetups acessIys tetanpribainag vannpilsast &n thernterimd of

di fferent tecggology inféastrHctures and the |ike refore, . a need
[

. Th
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proc es%ﬁéasﬁ%éﬂﬂ?&?@a‘ tidfelly Padhibh! SR Tnds Witlth Qlys s eh@hEfREdS AcqiStisn | ncl udes
di sparate technology 1 hfrastructures and the |ike. As previously noted,

e-di scovemy., as opposed as conventional discovery of printed nmaterials,

provides for_the.ability.to filter or, search th ta,so as to reduce the
Do une of _da et tsditiie: loiite e PERGEADHR 3B d0f bl 60
sear Chighg clegtréiPifabiery wﬁegﬁke@m of Bt YhEIHTHhPO1RE: RaimBshf b oflghgl range
for the request, providing key words relevant to the case and the I|ike.

| pr ov eense somhandraéoringsis faforesemieti b Nefpases of fatheripgiproagesiiae. t Bhis hot her add

efficiency to the..overal.l - dj ver [ . . n
Cot 1+ oosomis ARG B RLR K iz SBERE I BEESRonieEs AN aBF S | i
may be tgchvbleps thibistrhditres and aRtlikey Eidréfors, ahuehedsts & ndrodd they securities

commi ssion or the like. While |large requests are generally suited for
onl i ne idefifisgiion; pcatiom fefeieval and areservatiel RFAcessess eyceigBninisnses i whish adds

effici . Vi }Hﬁﬁ Yrufdk i t cost of the
reviemﬁ%%%gégggnﬁﬁgﬁb#ﬁﬁggg@H%?%gg%%ﬁggk$% t ghnanng¥??ﬁlﬁ%hich data is
present ed f ots previvesly acted ad-Siscalesy, aabpmsad ascomvansomf disewesasi printef f i ci ency

and reducing costs.. Last|y, once the digital data has been revi ewed, data
i dent i fRAENAL Pf%ﬂlfi?ﬁafﬁ’f &ﬁ&bﬁ%@dﬁhﬁwr el e geiecoi ARur PEME Y at  f or
furthers,ang 'o}ﬁ%) tBatQhibk 88kl eo¥t46 i rédues L'S&‘H%@érchiﬁﬁ & tgﬁfcﬁﬂ'#‘ &%nﬁiﬁ%{ﬂe nts
nmust be properly identified and i nclude necessary redactions and

conf i déntdetdnninmgraspecifysdat@rapge tortthd request, prodidimgdier mordenetayentdn thencase been
conduct e

SRR R TN R
efficiency to the overall e-discovery process.

Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entity, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the
manner in which the data is presented for review adds efficiency to the review process and
ultimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs.

Lastly, once the digital data has been reviewed, data identified as relevant may need
to be produced in a tangible format for further analysis or legal evidentiary purposes. The

produced documents must be properly identified and include necessary redactions and

confidentiality markings.



managenent does not allow for finer granularity in the nmanagenent of a case
or for links to exist between different cases for the purpose of
| everagi ng the e-discovery related to one case to another new or
pre-existing case. Therefore, a need exists to inprove the manner in which
cases are nifegdd nawde-dispoysy tasegenrent hes/been skidngtedia aRssebyoaseasisnanaged

dependi ng _on Se.requirenents the | ke, | EF
evpoD! AR e e RPN Db irveBlTo Sout M SoClonsl Moshent s on
r el at e nidap@hdin dseitd aBPP A6finks @lanubirity froyha gianggedhat bf 90iwe odifedbikery, and

nore particul arlg_, for conmmunicating a_preservation notice and/or a survey
to andesist betysemdigigeanbensahior theprraerco hrvcragingihe exliscapery relafed 4o ppe case
enbodi O t i i j ided. In
cuch  CrRserel e ot S iRe] NIk PARUUIIBIAGRIR T hipRERY

di scovevhichedstsedre madhgeickahidnig partionlest lowli gasking atth evoelkfbot memhanagedcovery
matter; and,(3) conmunjcating, via.a network, information associated with
a presdf @PW?E‘“@“F‘B‘“FW%%‘&&F@%M at a data storage device accessible
to the custodian. In some enbodi nrents of the nethod, conmunicating, via the
net wor k, BRIEF KBV R 2 OFSHHFEEMBGINIM PR TRIGB TR RSEND INGENTUON T

i ncl udes comruni cating, via the network, the preservation notice to the
cust odi an atEmtvdindentactthe peagentdevention rélatesomsthodb onid apnaraiuses iy et hod

further_includes cammunicating, via the network. infor. i.on_associ at ed
with a mEHEPEFEEoRdree srardte Dert ST T Sy G b e §RG

enbodi FBAtSarlortdRrvEsttH afld/or HEMMAKIsGian’i8 an ¢hRrgrie. Fet weidple, imEaneat i on
associated with the survey further includes conmunicating, via the

net wor lembpgisnentsy, ¢ ajethast fopelestyenie disgpveny mapggemenhisqroyidek fee. In still

ot her ¢ i t f j nc . C{: ' .

Fur e oA, e OB BRS¢ (Bflng BEAUARHCHSRERIMIE, OV,

pr eser \castbdian Bothie Grectrbiiic disreveayhnmtierrant §3) dohenurdtdting, $iamtearorkncl udes
receiving, via the network, infaormation associated with an acknow edgenent
{1 om t PRISHDAOASERTIatYd WD APTERBEHPREALSE to he @ISt A AraiR HERes SRtFdes

recei Vigdtheoi¥iedo EaRRaar k, information associated with a survey response
fromthe custodian. I n some enbodi nents, the nethod further includes
communi cat i rig some ambbdinretswdithke methbdy comtmari catigpin dheaktwoptkh iromeationder
notice to the custodian at the data starage device,. and that infofmation

[ ncl ud@ssesiadhw e Areseraien peties BiRerinelydet SompHiuE: Va e Reptalton

not i ce prdetatifh NoticcafRRARRALR @ thd d¥ea §iBlaBOdevitd)eini sohR oo SIRC at ed
with the preservation notice includes information associated with a status
of one nwthedbfuethpr inslud¢sseommunieatinge viadhe negwerlo infpnasiosuassajated with sone

embodi rgeup\;[ejsf to Eh@%u&t%ﬁﬁ %ie %Qtaas%osrgé:é &[V‘ia(%. Wn tscr)]rné gl%bgﬁi%'?e%{svo%ttﬁé) Ilplethod,

communicating, via the network, information associated with the survey further includes

communicating, via the network, the survey to the custodian at the data storage device. In
still other embodiments, the method further includes creating the survey. Further, in some
embodiments, the method further includes creating the preservation notice.

In some embodiments, the method further includes receiving, via the network,
information associated with an acknowledgement from the custodian. In some embodiments,
the method further includes receiving, via the network, information associated with a survey
response from the custodian. In some embodiments, the method further includes
communicating, via the network, information associated with a reminder notice to the
custodian at the data storage device, and that information includes a reminder for the

custodian to acknowledge the preservation notice.



notice includes a link to the preservation notice. In sonme enbodi nents of
the nmethod, the information associated with the preservation notice

i ncludes functionality (e.g., selectable button, fillable field, |ink,
etc.) configured to permit the custodian to identify one or nore other
cust odi ans fwothdderhbodimente o€ thermethed, dhsindrmagionasspeinted withothe prastivatiothe
preservati on otice. lL.n sone enbodi ts,~the nethod furt.her .Includes

Pl bkt nioisrangpSurfinelih FEoTeBTren { RS AL iore A RaeiP TS ot

di scovehy ofbicfurvedBdhi fnd érfibddi@ehth &he SR idhiagddcRedd wih iR priiervatibst odi an
further includes automatically triggering communi cating, via the network,
the i npbenincludes aliwoleithe pressivetipnnndicpr Extomegmbndinents ettheanethed, ghiest odi an

at the.data stor evige. Simlarly. |J i: ts, t hod
Fur t noP P e e i fifprelsPirih nbricd HoRRFR RIS sclepBufER 00

di scov &utordittable, fickd) dinkhétc.) cordiguged toepesmit vieycustodidnao cdestibdoraor thetet her

i ncludes autonatically triggering comunicating, via the network, the

i nf or metthes pustedians dp a@%a) e ElectariC discowsyy MBtEene 18 (eIehif AR PV AiOdat a
storagg,gdevice. In sonme enbodi ments, the nethod further includes

communi cati ng, via the network, the preservation notice to a holds portal
accessi bl e fwsdhecwbsdioghanthe Asetlanriofuttber iexladgd lenkingths prasesatiadnoteetts of t he

present inventiaqn, an el ectronic discover nagenent systemj.s provided.
'nsucHhastBRdiardnis cletionis ity msdricnddie HekRg e arspTboR rafifeb e
oper at it §bdiak Bﬂﬂﬁﬂrﬁﬁ;d%@a&oﬂﬁﬁ&ﬁ’l&&?g@g%oﬁﬁﬂﬁﬁ@éﬁ@ AR Al eiW8ikytheconnect ed

to the comunication interface. . in such erbodi ments, the processor
is comifoygoatie assnciatdd with gt mestnvagion evtioniodhel testaslia 3t theadatestorage) add a

custodi,an to.t he el ectroni di sgover t.er,; an 3). jnstyuct the
communtERer oNiFE: Fasaas g s Hotn 15fe Mol B s Srvaon
assocl ﬂi@&st@d_ﬁéﬁ 18 thY @e@fondd disddvesithaiter] zﬁxd_ttheliﬁkiﬁg &l safveito ﬂldiﬂlf&;t@dﬁhor age
devi ce accessible to the custodian. As still another exanple, in sone

enbodi ferthes insluden auiomatieally riggering eoymmuniexsinguyiethe prtwgkathejnBanation
i ded, | ' . i nck.
P onput arorialbeHLETRRA BB Susbifin SO R PRI LB EL hBGIHESS,  ©

st or ed thd fMethed furtifed idcheles comnauhtienvidiheretwsrk tthe preserpaticer natice euid abl e
program code portions include; (1) a first program code portion configured
to credpkspqrial aceessibls o the wstRd#y matter; (2) a second program code
portion CoansqangﬁQr &M@& igs&ﬁét-;ﬁ&@b@iﬁwh&&f@ﬁeg &t IRRhGor bl CRYREN. MRETer;
and (3) a third program code portion configur g to communicate, via a

net wor Kiscdveérp hamaginain spsso dd moeided Inhsugh pmbsdimeats, dre systeingeclindestahe

custodi an at . a _data stor agﬁgdgvi ce ?gl;:essi ble to the custodi an. lAs a

f ur t he CORRHRAaEON MierdasmOPERRHYEY FRRRSICHT ARSMATESAE RIRYRIMAT BRI et hod  of

connected to the communication interface. Further, in such embodiments, the processor is

configured to: (1) create an electronic discovery matter; (2) add a custodian to the electronic
discovery matter; and (3) instruct the communication interface o communicate, via the
network, information associated with a preservation notice to the custodian at a data storage
device accessible to the custodian.

As still another example, in some embodiments of the present invention, a computer
program product is provided. In such embodiments, the computer program product includes
a computer-readable medium having computer-executable program code portions stored
therein. Further, in such embodiments, the computer-executable program code portions
include: (1) a first program code portion configured to create an electronic discovery matter;
(2) a second program code portion configured to add a custodian to the electronic discovery

matter; and (3) a third program code portion configured to communicate, via a network,



using an el ectroni c discovery nmanagenent systemis provided. |In such

enbodi nents, the nethod includes: (1) establishing a network connection
bet ween the el ectronic discovery managenent system and a data storage

devi ce accessible to a custodian; (2) creating an electronic discovery

mat t er infardat{@) assocsaiehivith iapgesenviab pmraoticsrio desasiodiandt widata storagardeyicef rom t he
electronic.g%§§®¥qa% ganagenent systemto the custodian at the data storage
devi ce 2R CHBS 1ftents, the nmethod further includes comuni cat i ng,

vi a the net vy KfurthBiCexaHiphs ¥n sdnie @mbedifiente OF HRl praehi€insédtlon, 4 MetHd@ ofust odi an.
BRI EF DESCRI PTI ON OF THE DRAW NGS Havi ng thus described enbodi ments of the
i nvent jugingian elpstienig|disceyery managemnea s¥stera s pravided elmavgh embodimentic Bhenpanyi ng
drawi ngsimd BHuled )] SHBEGMES 0 Abhot Hoaes A QLo AnTEl 0otk fcsagmuni cati ng
a preservation noti'cé an a survey to a custodian, in accor ce with
an enbaghinagéthembydtéi apd e slatatstorkgeidavide@ceskibiitoa stolliatsE) ateatingarb| ock

di agram of an enterprise systemin an enterprise environnment, in

accor d&ifsEonicdiscayRry mades: rash (3)dransmiting wfemmation paseciatd: with g spraeyfrom

illustrg M X i . j in
accor dnc ooty S8, B Aol IRl IR oplaidhy Y GAPHAE. SYALE

i |l ust same sndbodiatents; heenethodfurthet inclndeheahmtthieatprgy emybesetdeds thdxadvdyer ei n
are iqglgnFnted, acco.g;ng?to one enbodi ment of the invention; Figure 5

i |1 ust F&f8elds PEIY ACCH R QG EUSI ect roni ¢ di scovery manager server, in
accordance wth enbodi nrent of the present invention; Figure 6 illustrates a

bl ock di agram of a dat abase server, in accordance with an enbodi nent of
t he present inventi on; BRIGUPESTRIPTHIN Qi EHEDRABAINGE agr am of a col | ecti on

server, in cordance wi.th an enbodi pent._of .the present invention; Figure
51| Pust r ot SOSTIEIERS Sretijhed AoBRRS PTG rtabr B REal Homba s Birent
struct %b&,bdrﬁa@qgmmgﬁpﬂﬁﬁgm\@[%pdi ment of the invention; Figure 9
illustrates a flow diagramof a nmethod for initiating a case or matter

i ncl udi ng criégre halleseraies b Tosy diggragy ol mpgod for cormanmeptine asesgaation noti ces,
sendi ng_r.em r I ngd -cr j endi r S ust odi ans,
T R B T T

i Il ust ftedo® fl ow di agram of a nethod for custodi an managenent in an

el ectroni c di scoyery mana%errent_ system in accordance with an enbodi nent of
the present Figure 2 illustrates a block diagram of an enterprise system in an enterprise

environment, in accordance with an embodiment of the present invention;

Figure 3 illustrates a mixed block and flow diagram of an enterprise system, in
accordance with an embodiment of the present invention;

Figure 4 illustrates a network environment in which the processes described herein are
implemented, according to one embodiment of the invention;

Figure 5 illustrates a block diagram of an electronic discovery manager server, in
accordance with embodiment of the present invention;

Figure 6 illustrates a block diagram of a database server, in accordance with an
embodiment of the present invention;

Figure 7 illustrates a block diagram of a collection server, in accordance with an
embodiment of the present invention;

Figure 8 illustrates block diagram illustrating electronic discovery management
structure, in accordance with an embodiment of the invention;

Figure 9 illustrates a flow diagram of a method for initiating a case or matter

including creating search terms, creating and sending preservation notices, sending reminder



invention; and Figures 11 and 12 illustrate flow di agrans of nethods for
harvesting different data types in an electronic discovery nanagenent
system in accordance with an enbodi nent of the present invention.

DETAI LED DESCRI PTI ON OF EMBCDI MENTS OF THE | NVENTI ON Enbodi ments of the
pr esenmotiessand icrating pipd srodingsuiese o tetwdings.dn retdrdanee vathrrrthadiments ef
reference onpanyi ng drawi ngs, in which sone, but not all
enbodi@gﬂgégggﬁﬁﬁ%ﬁ&bresent i nvention are shown. |ndeed, the present

i nvention n#ygie 1@ithethesa iflowdingtamtiffafeethod foreustedian ehaphigomaht R04n be
construed as |limted to the enbodi nents set forth herein; rather, these
embodi Fisstranis discpyesy masasesent pysierp.ip dceprdancs suthan gmbodiygent of thepgpient apl e
legal rRAULs.eFNts. Where possible, any terns expressed in the singular
formherein dre meant to also include the plural form and vice versa,
unl ess expl iFegurésyl Isdrelt i@dllostreee o wealiaghimoof msthudefbr hiveeding, diffaent datan " a"
and/or "an" shall nean "one or nore," even_thouggmthe, hra%% "one of nore
i s al sOYRFSSYAREPETNIC sty R MpmEsMERt Bitep, 1 peR EnERPREEELET As
will be,anpiafiRt@fbrdy one of ordinary skill in the art in viewof this

di scl osur'e, the present invention nmay be enbodi ed as an apparat us

(i ncluding, for exanple, a system nachine, device, conputer program
product, and/ETARELDESCRIBPEINIQEEMBRIPRENTSHF AHiEWgY VERNGIONxanpl e, a

busi ness pr ) [ er-inpl.enent ed .process, and/or a t her process
andl or et neBoRmEROR B presERuRTRL0E il pOFE st Moy ML P eliy

enbodi REiH efedénck i@ theRicesiBpdnyinpvd iwings, ifahidadoind, Bt dddall) @hbadimentt bf gley

sof tware enbodi nent (i ncluding firmvare, resident software, mcro-code,

et c. ), Prsertinysndipy arpashawar dndaed.olie measent inyengian giey dgicrbedied de manki ng

sof t war r . . rr .ein as a
"syst e%&f&%&r es(rj%n@rsgl?ﬁe %@gg‘? Fr‘%[{r%?g e%@lgxﬁ@%{o?éé%@gﬁﬁv&gﬁﬁ Sgﬁgﬁt%lgl e{}%&e the
f or m ofrather, thespethbrdipeng aenprpridedied thaathindisdosupawill eatisfyealibitde Rigalr age
medi um hayi ng conput er - gﬁecutable progr%nlcode p rtionﬁ enbodied in the
medi umfePRICHERL- EF ROSSEPIf 1 AHY LTS5 CXRIEYSC B%thecgéﬂﬁ”ﬁ' ] Jpiayhergin Fereaiiip a

certai g %ﬁ&@t‘ﬂeg A YA bfd VicOlerdaYHiesh ?gél%%itbﬂée{atfea Bthef¥REPAS0, Buscliavi ng

one or nore general-purpose circuits per unction by ekecuti ng
parti chewmin, tleoepot'ei asitadanabial peangoamor owbee, € mxndhewgh the phmpeitere-oreadabl e

nmedi um_ and/or b avi ng.one or nore application:specific circuits perform
The. T USEF off A58 e REHR, SHRE WRNSArUr POk ST LTIty be ut1 | | 7o, The
conput er - r eagabiitre ApPEHcHRIBY oo dr@iha§sRIPInGhO i lew! dfhik @fkcloSure e

el ectronic, magnetic, optical, electromagnetic, infrared, or sem conductor
syst empresppdneantion mig\hecmbodiedms ap agparpivn (inpludingnior saraplepessistans  exanpl es

of the niad nlé:[ (?é’vié’e?g(grggllltgr pr’lr% gl!aynni‘)rlo&(i\’ét,ua(?n or%lrjlgz oftlef aﬂp%’atus), method (including,

for example, a business process, computer-implemented process, and/or any other process
and/or method), and/or any combination of the foregoing. Accordingly, embodiments of the
present invention may take the form of an entirely software embodiment (including firmware,
resident software, micro-code, etc.), an entirely hardware embodiment, or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product having a computer-readable storage medium having computer-
executable program code portions embodied in the medium. As used herein, a processor may
be “configured to” perform a certain function in a variety of ways, including, for example, by
having one or more general-purpose circuits perform the function by executing particular
computer-executable program code embodied in computer-readable medium, and/or by

having one or more application-specific circuits perform the function.
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limted to, the followi ng: an electrical connection having one or nore
wires; a tangible storage nedium such as a portable conputer diskette, a
hard di sk, a random access nenory (RAM, a read-only nenory (ROM, an
erasabl e programmabl e read-only nmenory (EPROM or Fl ash nmenory), a conpact
di sc read- odiny spisahle gompieREmablomediuemay pe pkitedor Thaeaypat¢raeadableage

devi ce;_qr_transm ssion i ch those. supporting the Jnternet or an
i nt rangie&%fné"yt frat” ?)hagnpéqgﬁ%ﬁ%ozlrﬁ-n}lteegg%fbalnee?er%rgfl%mmg%qtl ’%é/.hecﬁf’be paper or
anot heglestbrnag efic, iR aieddriseMicontliiebr dyRRnR) apEHratIs, dBviRe] ditpRebagasort he program
can be electronically captured, via, for i1nstance, optical scanning of the
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Some embodiments of the present invention are described herein with reference to
flowchart illustrations and/or block diagrams of systems, methods, and computer program
products according to embodiments of the invention. It will be understood that each block
included in the flowchart illustrations and/or biock diagrams, and combinations of blocks
included in the flowchart illustrations and/or block diagrams, may be implemented by
computer-executable program code. The computer-executable program code may be
provided to a processor of a general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a particular machine, such that the
computer-executable program code portions, which execute via the processor of the computer
or other programmable data processing apparatus, create mechanisms for implementing the

functions and/or acts specified in the flowchart and/or block diagram block(s).



i npl enent the function/act specified in the flowhart and/or bl ock diagram
bl ock(s). The conputer-executabl e program code portions may al so be | oaded
onto a computer or other programmabl e data processing apparatus to cause a
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the co ter -executahl e program code ich,execut es he_ conput er and/ or
ot b R Ple aRRia ey B sy B PRt et e e S Er et B e pry TR

functi Qppdrast $o fReGdd inebpdriicul fiendneyehict thaemeitrubliagktdtdi thechhp@ld-s) .

Al ternatively, conputer-inplenented steps and/or acts may be conhined with

oper at aeadahlgmaemerypaeduce ap peiekeiaganegiere apdyding Hiirdction medanisms Wughy y out
an enbadi f . ool [ ' the term
Mat a S0pEnt B hilGioRaEp bR LR ol WY, Aok SGEIFRELEY, "G, (LT |
wi || be undétgtconguichakeciabigppregraal caliztparising maxyealsbedd loaded ontd adempetesonal
conputers (for sinplicity, sonetines referred to herein as "PCs"), . servers,
dri ves,or ST FEogramigalle dafa peeceseug BTEATHAAULsa SPESS ohpnsTationghtiensdo bpager s,
gam ng ones,
omput &8 B HBELRBRRY ol B dBtr prf i fpa e B B e,
and/ or impkendnked. prédwessiset the tled computer-dxecutalile psigoain ande whichresedubesangbe son

who has access t0 ta on a ta storage device.. ln addition,to havin
ACoess COMPFE A BeOti P Bet AP s B QU PPN o |t o5
cr eat eSun&loRt/8&s spkel RUSR theldwRiart MBARBRRL IILER %&_@ﬁqu.ﬁlﬂ%ﬂlﬁﬁ%liﬂ,er W se

mani pul ates data on the data storage device. For sinplicity, it"wll be
under stcomgutehamplementet steps andiocantsmay be cembinied wath opgragirandion duinai e

o ee el s 4B 0 U5 RN TR AT e o0

stated ot herrgre@s As used herein, the term"enterprise" refers to a
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data storage device. In addition to having access, it will be understood that a custodian
usually reads, writes, creates, stores, deletes, alters, changes, processes, and/or otherwise
manipulates data on the data storage device. For simplicity, it will be understood that the

2% %k

terms “access,” “accessible,” and/or the like collectively refer to any and all of the many
different ways a custodian may interact with data on a data storage device, unless it is
explicitly stated otherwise.

As used herein, the term “enterprise” refers to a business, organization, association,
and/or some other entity that usually includes one or more data custodians. For example, in
some embodiments, an enterprise is a major corporation that employs several thousands of
employees, some or all of which may be data custodians. As another example, in some

embodiments, an enterprise refers to a small business having a single employee who is also

the only data custodian. Unless explicitly stated otherwise, it will also be understood that the



that, in sonme enbodi nents, data is not typically preserved if the data is
del et ed, mani pul ated, nodified, overwitten, added to, changed, and/or
altered fromits original or previous form However, it will be understood
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data and/or data storage devices to which the one or

the enterprisc may be referred to as an “enterprise mobile phone,” and the personal computer

owned by the custodian and used for employment purposes may be referred to as a

“custodian PC.”

PRESERVATION NOTICES AND SURVEYS

In general terms, embodiments of the present invention refer to methods and
apparatuses for electronic discovery and, more particularly, for communicating a preservation
notice and/or a survey to and/or from a custodian in an enterprise. As mentioned previously
herein, a critical part of any electronic discovery effort involves identifying, locating, and
preserving data so that the data may be later collected and/or processed. To facilitate this
effort, some embodiments of the present invention relate to communicating one or more
preservation notices to one or more custodians in order to notify them of a responsibility

and/or an obligation to preserve data and/or data storage devices to which they have access.
9



nore custodi ans have access. It w || be understood that sone of the

enbodi nents descri bed herein that relate to preservation notices and/or
surveys are only part of a larger effort to manage el ectronic discovery.
For exanpl e, sonme enbodi nents take the formof an el ectronic discovery
managedeiditionpBy enaltamatively, suné pgbeditents of thereseat wyentin telail wcover y
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ent er pregaadidgthese othmags@e@téof hepresant inygriion ipdasciibedriamupse Ketailldgeain s t he
Internet. Refer r%‘r}q % A ? Figure 1, an electronic discovery nmanagenent
system R%\lﬁ anfvﬁ %‘g eral” process flow 1 is provided, in accordance with
an enbodi nemt wilf alkdBe Midesndd thatBe@id dndibdirfénts Gf)ﬂleii)eﬂbﬁdnbantﬁh@ﬁﬁ( 2, the

el ectroni c di scover managl enent _systemis configured to create (and/or
faci | i vae@tiyelysepnesieditpanended Wﬁhmcaluii/%r@ém%}e h gapfprmalipgytechinolagycr eat e)

an el egaﬁgt%%coﬁh%ﬁ Yt 'Tﬁ%&xﬁé L&Hﬁ%ﬂgs ghg ﬂ&fb&ﬁfdﬁﬁﬁgg BftforANI C

di scovery matter udes, or ta formo ronlc data, such
as, forinclu@mhé/,or arovidee fm‘rmanj,ahffamnt typesofamtworybodibreéats stordghdeelcect r oni ¢
di scovery errent stem d/.or_user) reat.es. the el ectroni scovery
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enbodi ment s e systemprovides a user wth a user interface that the user
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the el dE¥iFEHIEY BPLREDEP S 155 Xl solt a3t

electronic discovery management server is operatively connected to one or more custodian
data storage devices and one or more enterprise data storage devices, all via a public network,
such as the Intemnet.

Referring now to Figure 1, an electronic discovery management system having the
general process flow 1 is provided, in accordance with an embodiment of the present
invention. As represented by Block 2, the electronic discovery management system is
configured to create (and/or facilitate a user of the electronic discovery management system
to create) an electronic discovery matter. In some embodiments, the electronic discovery
matter includes, and/or takes the form of] electronic data, such as, for example, a file or
document. In some embodiments, the electronic discovery management system (and/or user)
creates the electronic discovery matter by using an application and/or other software stored in
memory in the electronic discovery management system. For example, in some

embodiments, the system provides a user with a user interface that the user may use to create
10



nunber, profile, and/or other identifier. In sone enbodinents, this
Identifier may be assigned at random or based at |east partially on the
nature of the matter, the user creating the matter (if any), the date the
matter was opened, the enterprise associated with the matter (if any),
and/ or as cleetrastindiscexsny matierndéor parfame pee or meregfithe athersveats im thermsewssy t hat |
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and cases, tl(j}ec r%lnaltttgp gcg%gr ﬂ%rrglf ﬁé’)rsﬂﬂ reﬁr ese ?t%rst stage in
an el eetleowise. di scovery process, and the el ectronl c di scovery case nmay

represent a | ater and/ differen e.in the electronic discovery
process. Fopti ﬁe%aﬁ?ﬁ}eeﬁm OFragH ¢ ‘é‘H{l}é thgtweteﬁé‘ Bt e tger&’?aé’ Ery
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i n suchrQEbaHE MM &irodic discovery matter may represent the overall legal proceedmg, and

one or more clectronic discovery cases may represent one or more underlying discovery
issues related to the overall legal proceeding. As still another example, in some
embodiments, a matter is managed by a legal team, whereas a case is managed by an
electronic discovery team.

As still another example, in some embodiments, including some embodiments where
there is a one-to-one relationship between matters and cases, the electronic discovery matter
may represent a first stage in an electronic discovery process, and the elecironic discovery
case may represent a later and/or different stage in the electronic discovery process. For
example, in some embodiments, the electronic discovery management system is configured
to communicate a preservation notice to one or more custodians added to an electronic
discovery matter. In such embodiments, the electronic discovery management system may

also be configured to collect data from one or more data storage devices accessible to one or
11



custodian will receive a preservation notice if the custodian is added to

the matter, but the data associated with the custodian will not be |
col | ected unless the custodian is added to the case (sonetines referred to
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pr of i | eustodian mainher” Pl inl acgrapticabiubér ihrlerfuw:leﬁﬂmdmbrtehahph iosstedi an

rofile |ncI de the custodian's n cont act |n rmation | oyee
p RIS, Sher oM AT VIR § BiFr JUSRICAPERRRY hotR B IBRS BYand t hat a

nunber ©
mat t er Hﬁ[{ﬁlfglal &lsraaranh&'&rtmﬁt& PRattbBHERITES, sriarrrss oMK anpie b?nﬂya?%mg@ﬂ& act
information for the e-di scovery manager in charge of and/ or

ot her |Mmmﬁtth©msaskwdamt@br\mtp lthe mettmdmﬁer Thus, in some enbodi ments
rher e 2. CUSLogLaneh R gfieg, Wheg TR Rkl FHah Bt BRoARY |2
aut omatyifiedhk Yusieded (., medhasdien’ lﬁfhhﬂfesﬁnpl@?édlﬁhﬂie@ cbomarchm&‘criﬁlaﬁaﬁ 1tBé
protil %m%er and/or nature of other matters (and/or preservation notices and/or surveys) with
which the custodian is associated, etc.) may also be added to the matter by the user and/or by
the system. For example, in some embodiments, an e-discovery manager uses a user
interface provided by the electronic discovery management system to add a custodian to a
matter by linking a custodian profile to a matter profile. It will be understood that a custodian
profile may include the custodian’s name, contact information, employee number, and/or
other information associated with the custodian, and that a matter profile may include the
matter’s name, the name and/or contact information for the e-discovery manager in charge of
the matter, and/or other information associated with the matter. Thus, in some embodiments
where a custodian is added to a matter by linking the custodian profile to the matter profile,

all of the information in the custodian profile is automatically added to and/or otherwise

associated with the matter profile.
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Further, in sone enbodi ments, after a custodi an has been added to a natter,
the custodian's name, profile, and/or other infornmation takes the form of

a link or other path that nay be selected and/or followed to view,

recei ve, and/or otherw se access information associated with the custodi an

and/ or assoErdhadingome embodimends. niesa Fypiesdian hag bepraddedtoaimatten s i | arl y,
. . o ; o )y
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flow 1 is also configured to create (and/or facilitate a user of the system
t 0 cregtesynting matseandatustodianst Ferexampls omsoresesobiodimants, the eerpatefagevat i on

notice is autonmmtical l.y create by .one nor rt.ions stem
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added gedthe somblbehl of heQubtediat Phstled®ited to andisiedth@lvidehBsdriéemtidst
I nstruct one or nore portions of the el ectronic _discovery nmanagenent

syst enpeicelapaatien prefilsrase wiewableotelgstrble; and/phacgessitle.ot her embodi nents, a
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i ncl uderaeys fikivnd ivted confipuEsdnd craate (and/or farilitate a uker cfoixesyerthor aread)s, t he

preservation _notice includes_ informati on regardi ?L%_the preservation of
data. PESCREGRNQIICE; i specBhoBECRENhS Prospryafeaiichds pyamaticlly ceeatedst r uct s

the cu %ﬁ)’f&gé @Pmb%]ﬁﬁrﬁélﬁr ﬁ?gﬁg%ﬁﬁgﬁ&%%gé% HKref@bienhSls Ofoﬁgﬁarﬁiﬁ&i dtfep the

accessi to the cust ot her di ments, the preservation notice
i nst r uctigodilmeiscaddedthi the ntatter. pinextear embodinyents p ua¢rof dheet syswnohhost instfugt dat a on
certain data stora%%_q%evi es. For. in sonme enbodi ments, the

|

|
pr eser Y3 POROTFRIY dhe EQ@W%@‘S%EE%HSWWHHQQQW&IW‘T ®data written,

or in $ANE-WEM Atic! BstilP¥thbNEnKdiimests ausel bf b 8Ysterh nQRRy GRRedbREat s, the
preservation notice includes information notifying the custodian that he or

she i s mubpertions of the greg¢myptigrasotiveen rel eased from (e.g., a preservation

"rel ease" nof.i L...gnhe, or re legal holds. 1n. enhodi ment s h
preservati oit ‘ﬂgﬁec@%glégfé)s(’dttﬂge{ ?J%rteged-?’ Eghont%)%lf:%lg}?? i“?@‘q%naen@g(rlgdn%r}dg&ﬁoén?
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alternatively, in sone enbodinents, the preservation notice nmay include
backgr sessling Hearessaveiian of datei far examds, imsqrapembediments, the presevabion e, a

descri phloNn@udtd e Gudb&iGe Yoeﬁrgsé?% 55 on BRY of AErd Wit §ibrage devices accessible

to the custodian. In other embodiments, the preservation notice instructs the custodian to
preserve only certain data and/or only data on certain data storage devices. For example, in
some embodiments, the preservation notice instructs the custodian to preserve only data
written, or in some way altered, by the custodian. Further, in some embodiments, the
preservation notice includes information notifying the custodian that he or she is subject to,
and/or has been released from (e.g., a preservation “release” notice), one or more legal holds.
In some embodiments, the preservation notice asks the custodian to identify one or more data
storage devices to which the custodian has access. Additionally or alternatively, in some
embodiments, the preservation notice may include background and/or administrative

information, such as, for example, a description of the e-discovery matter; why the matter
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13 specifically, and/or the e-discovery process in general, is inportant;
the identity of, and/or the <contact information for, the people involved
in the matter, such as, for exanple, one or nore attorneys and/or one or

more paral egal s working on the matter; what actions and/or omi ssions the

cust od rsmﬂiqa&iw andfauites e-fliseonerp Prospsae Eeneral isamporeihg rdansity of, anddenthen:
and/or t |.i Lt 0 0 he
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notice may identify and/or describe the matter and/or the custodian,

descr i BENRFIONEFE LT 5 may be related to the matter and/or the e-discovery
effort, andiogi dlMé-‘tﬂﬁlefb‘t&ﬁlttthnﬁl doffe doh¥odiH St heprebasfbndoticE A5t

parti aI ly on the custodian's enpl oynent experience, job description,
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di scov @éaxt p’@ﬁﬁll%foxﬁﬂiy BhttdrNBe cG45i08lIadb/or béins Bffer EHFRHIAFRNSFaméte [Forst em
havi ng the process flow 1 is confi gured to custom ze a preservation notice

for a etanplgithe pirsewation nqtisasnaypdentifiand/onfesaris e matiseand/orthe ghdedipms
pr evi Oﬁg% ibe ?v%%t %( c?un%n{% dﬁaﬁftﬁ Vl%iatté’d‘to’lﬁé e ﬁld}}((:{??ﬁe d ﬁ sc#&%%@er ¥ fyopatter,

for I n general ood t hat

thl S pﬁ:&ﬂmdwﬁiesudr@c@i thedust@-haswswm ehst Ijbﬁlttiaﬁ? on$hel’ afswidiants émploementn as
"anot her" preservation notice). For ex sonme enbodinents, the

syst enCKRETEBES i W%ﬂﬂﬁtﬁ)%ﬁl@éﬁ?ﬁ?q lexely @dé@re%&n@ Oéhe;sﬁééréﬁt\f;laftffdﬁnﬁeﬂtpé%ﬂ for a
cust odi-godifln afh SRR M AR W Bystert RoRH ANGhicaty adtofiBlahg1 nes

that tfe custo as preV|ou y receive anot er pres rvat|on notice. In

sone epbadivaton ﬁotum basaeisat laaat paptiallynat the electremt dtscoverpmattbbamelorahed f or m
serves as rem nder notice (described in nore detail |later herein).
Furt heFSPHaone enbodi ments, the systemis configured to custom ze a

pr eser vat i ot BRhé ERLERRRAsAhe s GASH bR hbc8 floher RUShAgRM:S familiarity

with the preservation notice and/or efectronic discovery process. For
exanpl eustbmrze@mma@ns nptiesior awiistbdian ased at leest portodlyos, whatleerdyest em may

create (gnd/o faC| tate a yser to reat vation n ethat

Gi vos ERaprELes e RBT sl e A Haese BB Palie: Bubr BRShERUIaR et Wy e

r el evaphother thhtgerCandtir§6AYE EdnePA1 OCB Sl be understood that this previously received
preservation notice is referred to herein as “another” preservation notice). For example, in
some embodiments, the system is configured to automatically create a preservation notice for
a custodian in an abbreviated form if the system (and/or user) determines that the custodian
has previously received another preservation notice. In some embodiments, a preservation
notice created in an abbreviated form serves as a reminder notice {described in more detail
later herein). Further, in some embodiments, the system is configured to customize a
preservation notice based at least partially on the custodian’s familiarity with the preservation
notice and/or electronic discovery process. For example, for custodians less familiar with the
process, the system may create (and/or facilitate a user to create) a preservation notice that
gives examples of the types of data storage devices and/or data that may be relevant to the e-

discovery process.
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14 Further, in some enbodi nents, the preservation notice includes a |ist of
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notice (and/or are or will be associated with the sane matter) as the
custodi an. I n sone enbodi nents, the preservation notice requests the
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understood that the preservati on notice may include and/or take any form
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that the preservation notice may include one or _nore characters, nunbers,
wor ds, commyskcateihgpEespoptipneticeyp Hise pus o1 e adfitioral cugiedians orgsdhey ke, |1t
will al 1 L Ly or alternatively, in sone
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dser | e F Bettders et e SHEPEregioe Teect By BRI POE B o e
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preservation notices to one or nore custodian profiles and/or to one or
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certain tasks. The legal hold may include any type and/or amount of information. The legal

hold may also take any form, including, for example, an electronic stop executed by the e-
discovery manager, an instruction from an attorney issued in a physical memorandum, and/or
the like.

It will also be understood that, in some embodiments where the system having the
process flow 1 provides a user interface for linking one or more custodian profiles to one or
more matter profiles, the system or a system user may link one or more preservation notices
{o one or more custodian profiles and/or to one or more matter profiles. In some
embodiments, the system provides a user interface that implements a hierarchical method of
presenting matters, custodians, and preservation notices, such that when a matter profile is
selected, some or all of the preservation notices added to and/or otherwise associated with

that particular matter profile are viewable, selectabie, and/or accessible. Similarly, in some
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that particular matter profile are viewable, selectable, and/or accessible.
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sonme or all of the preservation notices associated with that particul ar
custodian profile are viewable, selectable, and/or accessible. As

r epr es embedinoptspwben a gustodipreprsfiteis selspted.dogesy al ! therigernation 898¢8m havi ng
the process .f]. 1. is.alkso ' . i ( ylitate a
user of praedy it QAR BOAR oGO B Ic BAOAlecl Rl

cust odi an. IAs répresented HyrBletis 4aptheteh@trohid€listysérg Managymaen sysierh havieg diey

nunber of preservation notices to any nunbg; t%fe_pustodi ao%s. For exanpl e,
i n sonPrasppolnvidat dso eondignyadte PR RRUBT Hidade puseh t]ilessyém Pgured to
cr eal @ colnfiflile) iGlrblehHifn AoHSAD thO ottt SAYBE EhdRNBSAYAKL ARl | cOS
for a single electronic Iscovery matter, such that any one custodi an may
r ecei venayremmiumeiteanf minies of presereatiat naives tochy oesbet of astodiaanbbai nent s,

the system.is configuyred to communi cate the sane reservation notice to
two or em@e(lérsoﬁllele)n%é’a’é’?%> gﬁsgysm tﬂ? Hro(gﬁﬁg}&éﬁ%%nﬁgmea,to FIF8® syst em
IS Congmr%gciﬁﬁféh ﬁéeﬁo %e?t{emv&uﬁ Rekr-AfFonRited BE & sield dlectoaie

preservation noti ce. al so be understood that the system nmay
comunidisabecra npittes enchethatomy oo icugodian imay regejvcfanerar afore ofithesd prasdrgiionsuch

as, for exanple, an e-mail oi ce mail ut ted call, nessage,

i nst anPHESs fyeome 5.‘3‘3,80%35168?5’ %‘ﬁaysg?mf%%dqf?%%q%ﬁ??lﬂq - ateﬁlel‘_g g%%sl? em may
COMUNILERERaBoPhGRRNY &b BPMBES (of 811} usdianky FBwelerfiRVithe enitiv@imelitsghe f or
exanpl €, a personal conputer, nobile phone, conventional phone, personal

di gi t alsysiemiiseanfiguredsuchiiehnntvo pustpsians everigraiye s samp RESSCIVAHOERGES| e, in
sonme enbodi ReNt the ervat | gg[E ipn the
cust odi an' querlrgﬁﬂfo }i’en%rgdf?&osoﬁlctﬁyttﬁg?%?%é812?@{8 gl [ anca?réh@&§3 ei‘?‘:tfcg1 gﬁ)él cgpen t he
Mes s ag@sing afy G@n éfrodth@ESatiohesieh s goy atdntple, nntelaail, voivesnail; aetvhdédrent s,
the system having the process flow 1l is cog{?i ured fo _communi cate a

pr eser valli B¥ Mes#EeeISNEMELHaEs di¥a Ragk AR Ok Bisdiket Furhes, ResyEammAY  he

cust od ic@%{%%ntftt%%eei @;Q&Gﬁﬁﬁi MotiSe Iiooas.rénggé YBA&Re, fiRTudfE2 ot eRampl2, ?ﬁé;t@onal

enbodi e stem has acce a custodiandirectory l1sts the
cont actcompfiter, mébitephboe, coavdntionstphdng ipersonalrnligitd essptars efax mmchimacpugers,

nbodi t t odi an .di r ect may . i ncl ud | tipl t t act
Ut OB oF thelikeo F R eI IA ST RRDRIA b e ats B phiseaPpess A oo
secondaf IRt aSufodEAN Bfhil idBdx, SRABhANROListRIMSma Psdhsct bndBishe Y enters

a
some or aﬁﬁof the contact information for a custod)faan into the systemin
or der tnpessagerinipideateadekss the presgrvatidnomwtisot i ce to t he custodi an. As anot her
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automatically conmunicate a 1g‘r eservation notice_to the custodi an upon or
af t er 4hatis aggessiigto the system. For example, in some embodiments, the system has access to

a custodian directory that lists the contact information for each custodian in an enterprise. In

such embodiments, the custodian directory may include multiple ways to contact a custodian,
and/or may include information regarding preferred and secondary methods of contact. In
some embodiments, a user manually enters some or all of the contact information for a
custodian into the system in order to communicate the preservation notice to the custodian.
As another example, in some embodiments, the system uses contact information from a
custodian profile to communicate the preservation notice to the custodian.

In some embodiments, the system having the process flow 1 is configured to
automatically communicate a preservation notice to the custodian upen or after a triggering
event. Examples of triggering events include, but are not limited to, the preservation notice

being created, the custodian being added to the matter, the preservation notice being linked to
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event. Exanples of triggering events include, but are not limted to, the
preservation notice being created, the custodi an being added to the
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stored, written, and/or otherwise manipulated by the custodian relates to the e-discovery

effort. According to some embodiments, the survey may include one or more questions in

the form of yes/no, true/false, multiple choice, matching, short answer, and/or essay

questions. In some embodiments, every survey includes one or more of the same questions

as every other survey created by the system. For example, in some embodiments, every

survey created by the system automatically includes the same five default questions, even

though additional questions may be later added or some of the original five default questions

may be later removed.

It will be understood that, in some embodiments, the survey is relatively generic
and/or may include boilerplate information and/or questions, whereas, in other embodiments,
the survey may be customized for, or in some other way based at least partially on, the

matter, the custodian, and/or some other configurable parameter. For example, the survey
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and/or may include boilerplate information and/or questions, whereas, in

ot her enbodi nents, the survey nmay be custom zed for, or in sone other way
based at |east partially on, the matter, the custodian, and/or sone other
configurabl e paranmeter. For exanple, the suryey 17 may identify and/or
descri Beaytifentifnerdpr daserils the mattelandden the cusiedian, idseriRp Fehabideymshisdi®ay  be
rel ate =i e : | el ude
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form sér @%él‘ ggt “gh?) gﬁnﬁggrgp%no I gl{e{gg%g}soggllyﬁgéf\{&%ﬁns no tﬁ%gét’rgﬂ%ll%%g Esher ein).
Fur t her‘andthers eufe@irifod exmnpls, intshmesytiodimérss, tlendysigor ie dotnfigurediot om ze a
survey based | east partially on.the custfodjan's famliarit ith the
survey au@ﬁ&ﬁl&ﬁw&tﬁ A gy st B aBarevisi (85 e v <gm Fodi ans
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hat " habgiors SEEE YEA Tesntbre st bRt 8 i e e sE S Wi 1
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custodi ans. In sonme enbodi nents, the functionality
process.

Further, in some embodiments, the survey provides a list of the custodians that have
received (or will receive) the same survey (and/or are or will be associated with the same
matter) as the custodian. In some embodiments, the survey requests the custodian to identify
one or more additional custodians that the custodian believes should also receive the same
survey and/or be associated with the same matter. In some embodiments, the survey includes
a selectable button, a fillable field, a link, and/or some other functionality that permits the
custodian to identify these additional custodians. In some embodiments, the functionality
permits the custodian to directly add the one or more additional custodians to the matter
and/or communicate the survey to those additional custodians. In some embodiments, the

system having the process flow 1 is configured to automatically communicate the survey to
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permts the custodian to directly add the one or nore additional custodi ans
to the matter and/or communicate the survey to those additional

custodi ans. In sonme enbodi nents, the systemhaving the process flow 1l is
configured to automatically communicate the survey to 18 these one or nore
addi t i 8iea¢ orsenmereadditionaleustadipnhance thesekavedeen idenidliedand/aselesicd by 8¢ by t he
cust odi an, izlr& w Il be understood that, in sone enbodi nents, the survey
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Al ternatively,. .in sone enmbpodi nents, the survey | | i nked to and/ or

et udespambeT R oL fRetis Sped and G Fusert of fegus o Tiongt sote

preser \éﬁ’lﬁob%enfkoﬁﬂecsﬁrdeg mdy1k8ddd SnSBrdhofe d[u@ﬁiolﬂg 8latéd td e dranst@e or nore
surveys. It wlf also be understood that the survey may include and/or take
any f opreserFation eotaaphiel/on mattrsreABervatialprin some hmbgdimests, theshugEds and/ or

t akes t.h orm,of .a.voice-mail, e- mil, fax e, lext ssage,.. i .nst ant
ros s agUIe DR iHATES A Toiteh et iR mosest Mion B Andr BF GG Turcy

physi cabti@ndliaked RNEIIRK ercieRy B8Rk to 8AClSOMotearddyke. 1t will be understood
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under st 0od .t hat dditi:onall v 0 |, ti ' Lhents, the
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precl ugeill e, parl Rdt MBsshiq Aot axSidpg, ken@andior itdattawst pigagdedwices
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comunivosd decunent. ilysiedpeion tangthle ferumsihiagtior - BevEhptderstPoady ¢ he
cust odigan e?fé-}élz{ﬁgglgﬁitg oﬁ@@a(ﬁ&%t (%g}afcé%, ngl;fﬂgﬂg,l Hords NinRREE auGiBHRAidENt S,

the survey inclu or takes orm a docunent “havi ng one or nore
fill ablviadebipettitms, likshartdhatthé hiee. clu stilb disabe nagerstocd wf, addiphaiyeer save, and/ or

communi cat et he . rve i.th one or nore.apswe ck.ta th t i
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the survey. In sone enbodi nents, the survey response is returned after the
passagendbr perforedeg enavrmetepaski.od of tine, after the custodian verifies the

survey response, and/or after some other.tri rin vent. Jn i |1 .other
enbodi nent s?“%m ?((ﬁm[eﬂ{g, @‘ﬁts%ﬁyFgm%ﬂﬁagf&ggghet%lgggwgr’%arﬁ%e Oglu ured
conpl et&de canpleRd RS EGRIdish 8iAGERIENed to the system. For example, in some

embodiments, the survey includes and/or takes the form of a document having one or more

fillable fields, such that the custodian may access, complete, save, and/or communicate the
survey with one or more answers back to the system having the process flow 1. In some
embodiments, the survey is configured to be automatically returned to the system after the
custodian has responded to the survey. In some embodiments, the survey response is
returned after the passage of a predetermined period of time, after the custodian verifies the
survey response, and/or after some other triggering event. In still other embodiments,
however, the survey is configured to be printed out, completed, and/or physically and/or
electronically returned to a user of the system having the process flow 1.

It will also be understood that, in some embodiments where the system having the
process flow 1 provides a user interface for linking one or more custodian profiles to one or

more matter profiles, the system or a system user may link one or more surveys to one or
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electronically returned to a user of the system having the process flow 1.
It will also be understood that, in sone enbodi nents where the system
having the process flow 1 provides a user interface for |inking one or
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syst em havi ' _ o
embodiments, the survey appears as a message in the custodian’s e-mail inbox, such that the

custodian may select and open the message in order to access the survey.

As with the preservation notice, in some embodiments, the system having the process
flow 1 may be configured to communicate a survey to a custodian using contact information
for the custodian that is accessible to the system. However, in some embodiments, a user
manually enters some or all of the contact information for a custodian into the system in order
to communicate the survey to the custodian. Also, in some embodiments, the system having
the process flow 1 is configured to automatically communicate a survey to the custodian after
the survey has been created, after the custodian has been added to the matter, and/or after
some other triggering event (e.g., the survey being linked to a custodian profile, the system
receiving an evidence request, etc.). In still other embodiments, the system having the

process flow 1 is configured to facilitate a user of the system to manually communicate a
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the process flow 1 is configured to automatically conmunicate a survey to
the custodian after the survey has been created, after the custodi an has
been added to the nmatter, and/or after sone other triggering event (e.g.,
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and/or how many preservation notices and/or surveys the custodian has been sent. As

another example, in some embodiments, the information includes which and/or how many
preservation notices the custodian has acknowledged and/or not acknowledged, to which
and/or how many surveys the custodian has provided a response and/or has not provided a
response, and/or other information associated with the status of one or more preservation
notices and/or surveys.

In some embodiments, as represented by Block 4B, the system having the process
flow 1 is additionally or alternatively configured to receive (and/or facilitate a user of the
system to receive) an acknowledgement from the custodian. It will be understood that the
acknowledgement may include any amount and/or type of information. For example, in
some other embodiments, the acknowledgement includes an assertion by the custodian that

the custodian has received, opened, read, understood, and/or manipulated the preservation
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I n sone enbodi nents, as represented by Bl ock 4B, the system having the
process flow 1l is additionally or alternatively configured to receive
(and/or facilitate a user of the systemto receive) an acknow edgenent
fromthe custodian. It will be understood that the acknow edgenent may
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to the one or nore questions included in the survey that was transmtted

to t he fiors i ddaditionatly wi hlteradtbe]sbeondigureddoe oeseivetand/or facilitate a user of the

system to receive) a survey response from the custodian. It will be understood that the survey

response may include any amount and/or type of information. For example, in some other
embodiments, the survey response includes one or more answers to the one or more questions
included in the survey that was transmitted to the custodian. It will also be understood that
the survey response may include and/or take any form, including one or more of the forms
previously mentioned herein. For example, in some embodiments, the survey response takes
the form of a custodian- and/or system-created e-mail, document, voice mail, text message,
instant message, and/or the like. In some embodiments, the form of the survey response is
such that the system is configured to read and/or process some or all of the information

provided in the survey response. However, in other embodiments, some or all of the
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the survey response may include and/or take any form including one or nore
of the forns previously nentioned herein. For exanple, in sone

enbodi ments, the survey response takes the formof a custodian- and/or
systemcreated e-nmil, docunent, voice nmil, text nessage,  instant
messagafoamationrprevided inkdhe surrestspronspitgl beamernally wateragy inpiited it ey

responge is._such.that.the t i i I and/ or process sone
or all %1?) SYPIRE T ef %errn%rttlh%)s St‘%}rfﬁow g@éﬁ?’ﬁpﬁg‘%gﬁlfe&é‘?%%gg‘gnse. However, in

ot her enbodiFgRhéSin SeFEnBodahintfthé HetedRisicohfigurad tcomsepnforhativh fromtthe survey
response nust be manually entered and/or inputted into, the systemin order
for thEURGRTSRONSS i exlgr rassesiate pryrouslyipkno W datastorege depiges pd/or dafp ©one

enbodi @mﬁmd&ag.e Iﬁgaﬁ@e?nhédiﬁ&m‘si oA &eﬁ@ﬁtﬁﬁm&&s hifRihn fHeQmlege  survey

response i n order to associ ate previous nown data storage devices
and/ or rekpbasetto colidve data $oraddiacnvetynpieposes éddsaibadentmre détail Sfetteninkes t he
information fromthe surve response toeﬁgllec data for e-discovery

pur posé&sc(’é!é%?? 8 qi’ﬁ‘e’ﬁtﬁﬂr © getan s qonfigpref & BTy 0N AF §TC PP mec
enbodi éné (e ENGn 8RBy SndnQPdr) GBSt HRr f&bivir{agftﬁ@ SurQky fARRpéhse Ednbthel t he

system{e.g., an e-di scovery nmnhager) upon or ter receiving the survey
r esponsestbdiem Ithvell bewsderstioad thar thiwnétifidation mag taesos of thetforrhs, sndotayfecat i on

may take any.of the forms, and nay. b communj cat ed by any of the neans,
pr evi OGQW‘%’&‘ :b[yea&yﬁé&%rﬂganﬁrpr_g%lﬁgﬁgﬁg%c&n%h?r&n-the survey response
(and/or i nf g 6Bhé BRbAGERRAIsAhe duiel Reshbifse (BrtyEMfdRaRONSR ihted Wit tueled i n
and/ or associated with the survey. For exanple, in sone epbodinments, the

sur vey sirvey eespensehistingledgdon and/er asspeiated sridtha survey.cBoRsFarple HHSOMSO muini cat e

a survey,response to th | ect.roni ' i tem having the
proces §X¥W§W%fts(’ gaﬁds%\%eygncﬁgcge% 1%&&'[6&%@ f§’§ g}egc%(t.o Hl?ﬁ @%ﬁ%%b%égi ments, the
sur vey chalfiidaiea siredyesionaditocthe elec@miic dikoowse nianigiongsysien bavinpthe

fillable fields, such that the custodian may, respond.to the ur\é}ey and
comunipeegess flow 1dard/ena s pothaksystsmn dn sqras enbedipicnly. thasurvgy BEESRCT | ow 1

for prages §{§19?1eétfbn%@£&ug{é§gﬁdt e ortnlz&e%gu;im@ﬁénfs, SRR EsstRidAe

aut omati ca ransmtte system and/or to a user of the system once
t he cuskadiesponddothelsetvey ahd eommmmnpte the sweearrespdisd intuetsgstem bevimgdhe r esponse

for one matter may serve as._ a survey.respopse for.one.or mnore ot her
mat t er PLOYEHS ﬁ‘b‘?@mfgmﬂ?sﬁ’é‘ﬁt {o S‘flﬂ%e@gé@mﬁﬂﬁi e SPYEY I PIgHsd d2RBnt syst em

havi ng 4f,Rn tiEél%Pﬁ'érﬁn{iﬂtéH’\fojthé %/sﬁ'e?rﬂ EAD B3 dser sREEYsEent BA tHBLISIGiASSOCT at ed
with the aczkno edgenment and/or the survey response instead of, or in

addi t i enmipletestthe sageualn saglkreowiodihgenis atsurred reponseciotiene wattarayay wsysose. For
exanple, in t.he s% temis configured to receive an

sone e%odi ment s h
e- mai | RN GCWRBSGOT fRs & POIQOT IAREY ot her paths) that the system and/ or
a user of thgomY sin@oifRNs Dol tirbicaliReseryinihapalian wadd daeing tiend/ or

survey response. In such
process flow 1 is configured to receive information associated with the acknowiedgement
and/or the survey response instead of, or in addition to, the actual acknowledgement and/or
actual survey response. For example, in some embodiments, the system is configured to
receive an e-mail having one or more links (and/or other paths) that the system and/or a user
of the system may follow to access the acknowledgement and/or survey response. In such
embodiments, the actual acknowledgement and/or survey response may be located in and/or
on a web page, file server, a holds portal, an intranet and/or Internet location, and/or some
other network location. As another example, in some embodiments, the system is configured
to receive information associated with an acknowledgement and/or a survey response that is
configured to be read by the system only and not by a person.

As represented by Block 6, the electronic discovery management system having the

process flow 1 may additionally or alternatively be configured to release (and/or facilitate a
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enbodi nents, the actual acknow edgenent and/or survey response may be

| ocated in and/or on a web page, file server, a holds portal, an intranet
and/ or Internet |ocation, and/or some other network |ocation. As another
exanpl e, in sone enbodinents, the systemis configured to receive
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comuni cate t he survey to the custaodian. not he SOMe

. I
enbodi rgtpmaaticathy ercats apd/qr g%%ﬁg?am%wex torfRe cugt %E ﬁ%ﬁbﬁ ex¥ePiedNand/ or
a Surveym, gteﬁlb%dﬁﬂe?{tso Gh@tpzﬂoé Qfs m}éﬂﬁﬂé llﬂkygf)reb&%ﬁdnf Adfticd and/BEa SH9E Jem i's

configured to autonmética ni cate preservation notice and/or the
sur vey t¢ ardstodian pfodilereenidm o&h’m; uteht:iﬁaﬂ, the hﬂt@nwst donfiguretl e agtoskbdliln at a

dat a storage.devjce accessible to sto anot her exanpl e,
o 2 oeou s (o erosgnanon ntosll ot Do foriiaing pss Rl o Y o The
case, ttﬂ&ewﬁ)uerﬂlé &ISMﬂ AR f6ragdiansd a&adsime f0tht 86stodiadt. aa kM one or

nore devices to which the custodi an has access. As used herein, it will be

under stapother éxampde, in so1ge mb@@m@n@ﬂcemcmw irelgaseq fromy thg geattentorthe gger ed
o A TRt SRR EENY pols S o B taan . ror
exanpl eyhitithe@iEodaihadideat S, once an e-di scovery manager rel eases a
custodian rXsr?xs%g hgll'eienc, titrxgirllli t?e Snidgrcs?o\g%rtf'{at a “triggering event” may automatically

trigger a triggered action immediately, nearly immediately, or sometime after (e.g., within the

same day, week, month, etc.) the occurrence of the triggering event. For example, in some

embodiments, once an e-discovery manager releases a custodian from an electronic discovery

matter to an electronic discovery case, the system is configured to immediately and

automatically collect data from one or more devices to which the custodian has access.

However, in other embodiments, once an e-discovery manager releases a custodian from a

matter to a case, the system is configured to automatically collect the data after a three day

waiting period. Of course, it will also be understood that the triggering event in some

embodiments is a predetermined time and/or the passage of a predetermined period of time.

Further, it will be understood that the number, type, and/or order of the steps and/or

events represented by Blocks 2-7 are exemplary and may vary. For example, in some
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matter to an electronic discovery case, the systemis configured to

i medi ately and automatically collect data fromone or nore devices to
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el ectronic discovery team”As still another exanple, in the event of a
cri m nabt knoweshoutythieieedisconmoredfarhe cust odi an is a suspect, the system may be

configured not send the,custo t ey
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dat a sto lg&gse%evrngoegd gci%g Ipncohﬂ ctuﬁ 1]@91' an.jpThis aspect of the

i nventio Iscussed in nore ere nin connectr on with Figures
4-12. As an@tshﬁbtlﬁxaimhﬂe, 111 mmembeahrbmdtsnﬂietsystemhecamm@ tb somammiggter ed t o

comuni cate a nmessage to the informatio chnol o gr oup
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cust odlahg a@@gﬁ@ @‘gpgra@tpee&e&al&%haso&eﬂ@&ﬁteepr@wa%n AWHAEII/RAARY |

subj ect sone enbodi nents, the nessage iInstructs and/or
aut hor |aﬂd>’9r ishsabjedt tgradegal holdndniséroe emlbedlmmtsoﬂleanéssa@onstmetswndhw or to

i npede and/.or de t he custodian acgess to ert Vi ces
and/ or 2glpgzes the gﬁ( wpéwart%tﬁrgusf?‘ﬁan Sﬁﬁté‘é‘é’ ?’éF%BP% 5 aﬁg{"f gf}lyg@ﬁber s of
the 'eQﬂétoéraﬂééHesﬁroCEeaﬁlﬂ\(ﬁfaystéﬁgawfwésQﬁd/@& aatasrrpéther@nwdlmmg apef the
custodi an"s | egal holds and/or associ ated preservation noti ce(s) and/ or

sur vey (essage lﬁgweemmifxe membegorfghelegaldindion egliscomeryrieas gfheisityspfose or

not | co BRaPERecanaycAteh o aR R e AR AT RA BN BB o

comMmuNiFeabadnplt dn tsb@e ShHbeincac ﬂﬁrméﬁéﬁgbahclﬁﬂestlhﬁ)rmaﬂd)rs sRvesyd witham  an

acknow ed enment and/or a survey response.
er the system has sent a preservation notice and/or survey to the custodian, and/or

whether the custodian has communicated, to the system and/or member of the e-discovery
team, an acknowledgement and/or a survey response.

As another example, in some embodiments, the system is configured to use a “do-not-
contact” list that includes, for example, information regarding the responsiveness of one or
more custodians and/or the appropriateness of contacting one or more custodians, For
example, where the custodian is president of an enterprise and questions in a survey would be
better directed to someone else, the system may be configured, in accordance with some
embodiments, to communicate the survey to an agent, associate, assistant, secretary, and/or
some other person associated with the custodian. It will be understood that, in some
embodiments, the “do-not-contact™ list may be used in connection with communicating

preservation notices and/or other information as well. However, in some embodiments, the
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As anot her exanple, in some enbodi nents, the systemis configured to use a
"do-not- contact" list that includes, for exanple, information regarding

t he responsi veness of one or nore custodians and/ or the appropriateness of
contacting one or nore custodians. For_ exanple, where the custodian is
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enbodi FERirder hdiRe IR AremBidet for S18S MBfodiad tb provigk arddn@ cous@tdaddat hat he or
she is subject to (and/or has been rel eased fron) one or nore |legal holds

and/ or ackeovdedgesrent rdéerey PaYSYORSHIDES todthe ayityre (ansprye g iser|of thesiystem).
embodi ment s, LG, ohaAdal, &%&&%ﬁ@&‘%&%@&l&&%@o o Rodiftés &itakAMLAN Lo
provi de and/ BrOCB IR Cat e’ an S acknow e genent and/ or a survey response to

t he sysiramof @Rdégdl hblds andisessotiatol preyshio) notides andrer wnxgdipreisly t he
rem nder notice Includes _information associated with sone _or all of the

| egal  Ivemumunigaindde andien eiharvege psedated atthdhe Aettodian Eorarample i ope _
DI €1 OUSl S ITWY ARty haAN Al PLTGINiSE A0S ARRLMD of B ot ol an.
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For ex I n’sone odi e rem nder notice provides an overvi ew
and/ or caststliahisPastfand@mprasentdbgal bblds hed/ocassoaatied preseyation rotittpanddoresent
| egal hol ds and/ or assaci at ed iglri]l%ﬁervati.o pnoti.ces and/.or surveys. |In sone

enbodi FEREYS: ¥oR G RodHRER TSNS Y| ﬂ’ﬂi@g’nvbﬂ?rlﬁ eSarFRypn W%Wny preservation
not i ces, anf/-Abn AHEMS ¥R /oPSurtARIREbRR dAShARAREN SR Iwhih hdlo@it#¢ ManflOW Many

preservation notices the custiodi an has acknow edged and/or not
acknowlpeehgaaiion aotideis the custadianrhak avknosdsdgsd nudps netraskearsledgiidate whaish pr ovi ded

crbod HRPE By RER Yas RS et PR A onSe g S HT mrokPeh Ve on
not i Cegedfoflée)btcS HotRNEr, i bieRbihodieRis £t @dthindeCRNEy it idaitRdl fownkle
custodian. In still other enbodinents, instead of being identical, the
r emi ndapoma@réseeatian aetices and/or surveys initially or previously communicated to the
custodian. In still other embodiments, instead of being identical, the reminder notice takes
the form of an abbreviated version of the one or more preservation notices and/or surveys
initially or previously communicated to the custodian. In some embodiments, the reminder
notice provides one or more links to and/or identifies the location at which the custodian can
access one or more preservation notices and/or surveys associated with the custodian (e.g., a
holds portal).
It will be understood that the reminder notice may be communicated manually by a
user of the system having the process flow 1, and/or may communicated automatically by the
system upon or after a triggering event. In some embodiments, the triggering event includes

one or more predetermined times (e.g., at 3:00pm on Monday, September 18, etc.) and/or

periods of time (e.g., one week after originally sending a preservation notice to the custodian,
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the formof an abbreviated version of the one or nore preservation notices
and/or surveys initially or previously comrunicated to the custodian. In
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external hard drive 19 and the custodian i ]
custodian PC 21, and a custodian 29. The enterprise external hard drive 19 and the custodian

PC 21 are not operatively connected to the enterprise network 11. However, it will be
understood that the custodian 29 has access to the enterprise external hard drive 19 and the
custodian PC 21, as well as to the enterprise mobile phone 20 and the enterprise PC 22. For
pulrposes of the embodiment shown in Figure 2, it will also be understood that the custodian
29 maintains the custodian PC 21, and the enterprise maintains, but provides the custodian 29
access to, the enterprise network 11, the enterprise external hard drive 19, the enterprise
mobile phone 20, and the enterprise PC 22. It will also be understood that the enterprise file
server 18 is configured to back up some or all of the data stored on one or more of the
enterprise devices at predetermined times. Thus, while the custodian 29 does not have access
to the enterprise file server 18, some or all of the data written, read, and/or modified by the

custodian 29 is stored in the enterprise file server 18.
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PC 21 are not operatively connected to the enterprise network 11. However,
it wll be wunderstood that the custodian 29 has access to the enterprise
external hard drive 19 and the custodian PC 21, as well as to the
enterprise nobile phone 20 and the enterprise PC 22. For purposes of the
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di scovery application and an | ectronic di scovery, dat asto 17. The
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communi cation interface described herein, including the conrunication
interface 13, generally includes hardware and, in some instances, software, that enables a

portion of the enterprise system 10, such as the electronic discovery management system 12,
to transmit information to and/or from the communication interface of one or more other
portions of the enterprise system 10. For example, the communication interface 13 of the
electronic discovery management system 12 may include a modem, server, electrical
connection, and/or other electronic device that operatively connects the electronic discovery
management system 12 to another electronic device, such as the electronic devices that make
up the enterprise PC 22.

Each processor described herein, including the processor 14, generally includes
circuitry for implementing the audio, visual, and/or logic functions of that portion of the
enterprise system 10. For example, the processor may include a digital signal processor

device, a microprocessor device, and various analog-to-digital converters, digital-to-analog
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interface 13, generally includes hardware and, in sone instances, software,
that enables a portion of the enterprise system 10, such as the electronic
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the el ectronic discovery application 16 is configured to manhage electronic
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connected.t e ent.erprise ne rk 11..For, exanpl | n ne di nent s,
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of t he spdr@tinaiashishabCameioimeBs) a gedpbidal user interface, and/or some other user

interface for managing electronic discovery. In some embodiments, the electronic discovery

application 16 is configured to create an electronic discovery matter, add one or more
custodians to the matter, and/or the like. As another example, in some embodiments, the
electronic discovery application 16 is configured to scan one or more devices connected to
the enterprise network 11 for data related to an electronic discovery matter. As another
example, in some embodiments, the electronic discovery application 16 is configured to
transmit and/or receive information associated with one or more preservation notices,
surveys, acknowledgements, and/or survey responses. It will be understood that, in some
embodiments, the electronic discovery application 16 includes computer-executable program
code portions for instructing the processor 14 to perform any one or more of the functions of

the electronic discovery application 16 and/or electronic discovery management system 12.
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i nformation associated with creating_ _custom zed preservation notices
parameter. As another example, in some embodiments, the electronic discovery datastore 17

includes custodian contact information for use in communicating preservation notices and/or
surveys. As still another example, in some embodiments, the electronic discovery datastore
17 includes information associated with if/when/whether one or more preservation notices
and/or surveys have been sent to the custodian 29, and/or if/when/whether one or more
acknowledgements and/or survey responses have been received by the electronic discovery
management system 12 from the custodian 29.

Additionally or alternatively, in some embodiments, the electronic discovery datastore
17 includes information associated with the electronic discovery application 16, one or more
portions of the electronic discovery management system 12, and/or one or more portions of
the enterprise system 10 and/or one or more portions of the enterprise environment shown in

Figure 2. It will be understood that, in some embodiments of the present invention, the
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(not shown); an’Internet browser (not shown), the word processing

appl i cdiscoverf hanagmidant systere 13t her sof t ware and/ or hardware conponent of
the enterprise.PC 22 to r i.ve. apnd/ or Atransm {. I. [ r ryvation
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the el ggd &stbfise HlcSERULIY atPihad SRR Hse SidbilePhdiZs 20, serve to illustrate that a

variety of devices may be operatively connected to the enterprise network 11. It will also be

understood that the inclusion of the custodian PC 21 and the enterprise external hard drive 19
serve to illustrate that the custodian may have access to, and/or the electronic discovery effort
managed by the electronic discovery management system 12 may include, some devices that
are not operatively connected to the enterprise network 11. It will be understood that these
devices typically include a communication interface, a processor, and a memory, and/or may
be similar to, or the same as, devices previously described herein.

Although not shown, it will be understood that one or more of the devices shown in
Figure 2 (and/or included in other embodiments of the present invention) may include one or
more user input devices. In some embodiments, the one or more user input devices take the
form of a mouse and/or a keyboard, such as those commonly associated with a PC. In other

embodiments, the one or more user input devices may include one or more buttons, keys,
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It wll be understood that the inclusion of the enterprise PC 22 in Figure

2, along with the enterprise file server 18 and the enterprise nobile

phone 20, serve to illustrate that a variety of devices may be operatively

connected to the enterprise network 11. It will also be understood that
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el ectronic discovery application 16, is configured to create a
network 11, an acknowledgement and/or a survey response sent by the custodian 29 from the
enterprise mobile phone 20 (and/or the enterprise PC 22). As a further example, in some
embodiments, the electronic discovery management system 12 is configured to collect data
from one or more of the enterprise and/or custodian devices shown in Figure 2 when and/or if
those devices are placed in operative communication with the electronic discovery
management system 12.
It will also be understood that some or all of the portions of the enterprise system 10
(and/or other portions of the enterprise environment illustrated in Figure 2) may be combined
into a single portion. For example, in some embodiments, the electronic discovery
management system 12 and the enterprise PC 22 are the same device, such that the custodian

29 may access the combined device to perform work as an employee for the enterprise and an

e-discovery manager (not shown) may access the combined device for purposes of electronic
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preservation notice and/or conmunicate the preservation notice to the
custodian 29, as represented by Blocks 4 and 4A in Figure 1. As stil
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ot her patfir afehefothdiauaitetrapdios eyrebvi doncsnhdiok batitasat ed in Figure 2) may
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types of devices and/or entities. Referri n%@now to Figure 3, a mxed bl ock
t

and f| owtveirhdnetrshown)s dt wiilhklsolbe nodssstped that thesg daviwes smydpduden 30 i s

provided, in.accordance with an enbodi nent of  the present invention. As
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under stood that each of the i ] ] ]
discovery management PC 34 is configured to perform functions associated with managing

electronic discovery. The electronic discovery management PC 34 is also configured to
distinguish between matters and cases, such that when a custodian is added to a matter, the
electronic discovery management PC 34 is configured to create a preservation notice and a
survey to send to the custodian. Further, when a custodian is added to a case (and/or
released from a matter to a case), the electronic discovery management PC 34 is configured
to collect data from one or more data storage devices to which the custodian has access.

As represented by Block 38, an e-discovery manager uses the electronic discovery
management PC 34 to create a matter profile. Then, as represented by Block 40, the e-
discovery manager adds a custodian profile to the matter profile. Then, as represented by
Block 42, the e-discovery manager uses the electronic discovery management PC 34 to create

a preservation notice and a survey, either or both of which may be based at least partially on
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devices of the enterprise system 30 are operatively connected to each ot her
via an enterprise network (not shown). It wll also be understood that

t hese devices may include a comunication interface, a processor, and a
menory, and/or may be simlar to, or the same as, devjces already
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represente e ele oni c I SCovery nmana al so uses the
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the preservation notice and the survey to the cust odi ofile. Then, as

r epr esévitrerrersitedginoBleck 48, thy eusodien ot esidhe EFRre Wﬁﬁﬁ@&r’@’rﬁ%ﬁ@f@g i s
config ) : bdo| el to
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pr eser P&t 34us anmotckoewladgenaentti hksdnoe ¢rhisodimenteythe Mestediammustgpkesort astioby Bl ock

46, the custadjan es .the enterprise nohi.l hone 36 t en.the e-mail
2nd 1 oo BHREbIETC TEGFIE (e dsioni paonapiin il rutep pafedriR it poe <
st or ed endhd R, BERQAMERAPenih P 8ndl6l AAdRQ iR bresiyatid@ rotity Altémhcallye
custodian (e.g., the custodian nust use a usernane and/or password to

access tiggerotratsgritting tiaksrepd racaipy toothe eleetromic discoyrsy mapagamenbBCidbl i ¢, such

e one RS Bk e ARSI kIO MRSy

phone 3fd bpa pRAdierthined peesEsiaht efleritnb@etiagth the @0soditn theremdil hevdag pt to
the electronic discovery nmanagenent PC 34 as an acknow edgenment. In sone
enbodi #emiinks to He RreserEdion Aokt HREY s . the elegtfonic discovery management PC

34 is configured to automatically transmit a reminder e-mail to the custodian that reminds the
custodian to provide a survey response to the electronic discovery management PC 34 (and/or
the e-discovery manager), as represented by Block 50. After receiving the reminder e-mail,
the custodian uses the enterprise PC 32 to open the reminder e-mail and follow the link to a
holds portal where the survey is stored, as represented by Block 52. In some embodiments,
this holds portal is the same holds portal where the preservation notice is stored, but in other
embodiments, there are one or more holds portals for storing surveys and one or more
separate holds portals for storing preservation notices. Then, as represented by Block 54, the
custodian uses the enterprise PC 32 to read the survey and to provide a survey response that
is automatically transmitted to the electronic discovery management PC 34. It will be

understood that the survey in this embodiment may be a fillable survey and that the survey
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to transmt the read receipt (e.g., select a button within the preservation
notice), but in other enbodinents, the custodi an openi ng and/ or reading
the preservation notice automatically triggers transmtting the read

recei pt to the electronic discovery managenent PC 34. After a triggering
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represented by Bl.ock 56. It _w || be understood that this, step/event/act is
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54 1 5 CBRFRy BN P SHETRARE ot ecut e some o all of . the Steps.
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in addition to, the e-di scoverg_ manager . . .

events described in Figure 3 may be different in other embodiments. For example, in some

embodiments, the electronic discovery management PC 34 is configured to collect data after

the custodian communicates the survey response to the electronic discovery management PC

34 and before the custodian sends the electronic discovery management PC 34 an

acknowledgement. As another example, in some embodiments, the custodian does not

receive a survey (or a reminder e-mail prompting the custodian to provide a survey response)

until after the custodian has been released from the matter to the case and/or until after an

evidence request has been submitted to the electronic discovery management PC 34 from, for

example, an electronic discovery team.

Further, it will be understood that the enterprise system 30 and/or the electronic

discovery management PC 34 may include and/or implement any and/or all of the

embodiments of the system having the process flow 1 described in connection with Figure 1,
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As anot her exanpl e, sone enbodi nents of the present invention may include
nore, fewer, and/or different types of devices, custodians, and/or
net wor ks than those shown or described in connection with Figure 3. For

exanpl e, in some enbodi ments, the custodian perforns the events
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accessed via a web browser. In one particular embodiment, the electronic discovery

management server 110 is an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing
the electronic discovery process and all processes described herein that are inherent thereto.
For illustrative purposes, it may be assumed herein that the primary user interacting with the
user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As
discussed in greater detail below, the e-discovery manager may utilize the user interface 118
to manage cases, custodians, collections, and collected data. It should be appreciated,

however, that any individual could use the user interface 118 to perform the manual functions
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area, enterprise e-mail servers 160, a conversion services server 170, a
short-termstaging drive 180, and a |ong-term network storage network 190
are all in comunication over a comunication network 102. The

conmuni cation _network 102 nmay be a wide area network, including the
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dat abase server 120 is discussed in detail below. It should be understood
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collections data 126 could be stored in another database server,
custodian} is accessed by the electronic discovery management server 114 in the Unified

Directory 122 in the database server 120 and linked to the particular case, rather than
manually input by the e-discovery manager into the case.

Furthermore, in addition to separating (but allowing linkage of) custodian
management and case management processes, and as discussed further below, data
management processes relating to the collection of data from custodian storage locations
during electronic discovery are also separated from case management and custodian
management processes. In this regard, the data collected from a particular custodian is stored
separately from both the custodian information and any relevant case information (as
discussed below, it is stored in long-term network storage network 190), but is linked to a
custodian, which is in turn linked to one or more cases. This is advantageous because in the

event a particular custodian is assigned to multiple cases, data collected from the custodian
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Regar dl ess of the nunber of database servers enployed, it is an object of
enbodi nents of the present invention that data relating to custodi ans and
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used by the For example, the electronic discovery management server 110 or the database server

120 may interface with the computer databases of the human resources computer systems of
the enterprise to copy the information from the human resources databases into the Unified
Directory 122. In some embodiments, the electronic discovery management server 110 may
also reach out to a network directory, such as Windows Active Directory, to identify network
resources related to particular custodians and integrate this information into the custodian
entries including the copied human resources information. Information for the Unified
Directory 122 may also be obtained from the managers of the information technology
network, i.e., those individuals responsible for setting up e-mail accounts for custodians and
managing the various file servers of the enterprise. Furthermore, in addition to retrieving
information in the manners described above, in some embodiments, information in the

Unified Directory 122 is generated through tools initialized and/or deployed by the electronic
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cust odi an, including Shared Drives and HoneSpaces, work history, related
persons (such as nmanagers, team nenbers or subordinates), and any other
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may include several user o _ _
configured to crawl the communication network 102 and examine the enterprise file servers

150 residing on the communication network 102 to locate and identify the path of any
personal network storage arca on each server. As used herein, a personal network storage
area is a network storage area associated with a single user who reads data from or writes
data to it. Personal network storage areas may be in the form of network storage devices or
folders or other resources within a network storage device and may be referred to hereafter
for clarity purposes as “HomeSpaces.” According to different embodiments, the mapping
tool 114 may be run on the electronic discovery management server 110, the collection server
130, or another server in the communication network 102. In some embodiments, the
mapping tool 114 is a Windows service that is scheduled to execute through use of Windows
Scheduled Task, As the mapping tool 114 crawls the communication network 102, it is

configured to examine each file server and transmit to the database server 120 the path of any
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identifications, to link the particular conputer to the custodians in the
Unified Directory 122 associated with those user identifications. The

dat abase server 120 may al so record in each custodian's entry in the
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| east one user identification and those user identifications are the
i ndi cattleg parti¢ider user identification and the path of the HomeSpace. When that information is
received by the database server 120, the database server 120 uses the user identification to
link the particular HomeSpace to the custodian in the Unified Directory 122 associated with
that user identification. In some embodiments, the mapping tool 114 is also configured to
recognize and transmit, and the database server 120 is configured to house, an indication of
the last time the HomeSpace was accessed by the particular user, for example, the last time
any data was read from and/or written to the HomeSpace. Additionally, in some
embodiments, the mapping tool 114 is configured to recognize when multiple paths map to
the same network storage area. The collection server 130 compares paths for the same user
to determine if duplicative entries exist. This advantageously enables avoidance of multiple

collections of the same data. Thus, the profile scanning tool 112 ultimately generates a list of

HomeSpaces used by each custodian, and this list may be presented to the e-discovery
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the e-discovery manager and store the path in the Unified
According to some embodiments of the present invention, the file browsing tool 116

is configured to be utilized by the e-discovery manager through the user interface 118. The
file browsing tool 116 gives the e-discovery manager elevated authority within the
communication network 102 to access, in a limited manner, the enterprise file servers 150
within the communication network 102. While the file browsing tool 116 may not allow
access to the actual files stored on certain file servers, it allows the e-discovery manager to
browse through the directories of the file servers 150, locate files that have been accessed by
the custodian, and determine the size of the files. In accordance with some embodiments, the
e-discovery manager may initially have a general idea of a particular file server within the
enterprise file servers 150 that the custodian has used in the past. For example, the custodian
may communicate to the e-discovery manager a particular folder name and/or drive name on

which he/she has stored files. Additionally, in some embodiments, the e-discovery manager
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connection wth one custodian (and in particular in relation to the
data from the human resources databases and Active Directory and any other relevant
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sources, such as information technology directories or lists, as well as deploy the profile
scanning tool 112 and the mapping tool 114, at regularly scheduled intervals. Alternatively,
rather than periodically retrieving data from the various data sources such as the human
resources databases, the system 100 may be configured such that the database server 120 is
continuously interfacing with the data sources such that the Unified Directory 122 is updated
in real-time as the data within the data sources change. In either instance, each of the feeds of
information into the Unified Directory 122 is regularly updated to ensure that the data in the
Unified Directory 122 is current.

In some embodiments, the database server 120 is configured such that all historical
data relating to a custodian is stored in relation to that custodian’s human resources identifier

in the Unified Directory 122. Thus, when the feeds of information into the Unified Directory
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custodi an's human resources identifier) a list of the personal conputers,
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identified. In this way, the custodian profile within the Unified Database
122 nayermiedtedigatys and inquiring as to whether the manager would like the terminated

=

custodian’s data collected. In the event the manager responds in the affirmative, the
electronic discovery management server 110 is configured to automatically initiate the
various collection processes of the present invention. Therefore, the custodian’s data may be
advantageously collected prior to any destruction or unavailability that could be caused by
the termination. Alternatively, in other embodiments, the electronic discovery management
server 110 may not communicate with the manager and may automatically initiate collection
upon recognizing a change in employment status.

CASE

With regard to case management processes, according to some embodiments, a case
may be initialized by the e-discovery manager utilizing the user interface 118. In this regard,

the e-discovery manager may enter into the user interface 118 certain information about a
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hi story of the personal conputers used by the custodian. Such information
may be relevant at the tinme of investigation or collection of the
custodian. One feed of information into the Unified Directory 122 which is
particularly relevant to electronic discovery is enployment status.
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case i RgdnugichBeink kntbRE, )y Oh&Bikst@Man in the Unified Directory 122 may be a match. On
the other hand, in the case of a name being entered, multiple custodians may be a match.

The electronic discovery management server 110, after searching the Unified

Directory 122 with the input identifying information, is configured to present through the
user interface 118 a list of all custodians matching the input identifying information. In the
event only one match was returned for a particular set of input identifying information, the
electronic discovery management server 110 is configured to automatically select the
custodian to be added to the case or matter. On the other hand, in the event more than one
match was located for a particular set of input identifying information, then the multiple
matches may be presented together to the e-discovery manager through the user interface 118
and marked so that the e-discovery manager must review the multiple custodian profiles
associated with the matches to determine the correct custodian that should be added to the

case or matter. In doing so, the e-discovery manager may consider the other information in
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Once the matter and/ or case has been initialized, the e-discovery manager
may add custodians to the natter or case. In sone enbodi nents, the

el ectroni c di scovery nmanagenent server 110 is configured to add nunerous
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According fo sone enbodi ments, upon addi ng custodians to a matter, the
el ect r gplagon to the relevant custodian in the case profile in the case database 124, Furthermore,

the electronic discovery management server 110 may be configured to store all or a portion of
the data received in the survey response in the Unified Directory 122 in the custodian’s
profile.

According to some embodiments, each transmission of a preservation notice and
survey to a custodian, and each corresponding response, is tracked in the relevant case profile
in the case database 124. The electronic discovery management server 110 may also be
configured to transmit reminder notices if responses to the surveys are not received within a
predefined period of time. The electronic discovery management server 110 may also be
configured to schedule reminder notices to be sent to custodians to periodically refresh the
custodians’ memory of their duty to preserve files/documents pertaining to the matter. In

some embodiments, once a preservation notice has been sent to a custodian, the electronic
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di scovery managenent server 110 is configured to initiate the transm ssion
of preservation notices and surveys to the custodians. In this regard,
preservation notices and surveys relevant to the particular case or nmatter
are stored in or linked to the case profile in the case database 124.
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to preserve files/docunents pertaining to the matter. Tn sone enbodi nents,
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t echnol ogy managenent group. In addition, the survey responses received
from cwetegyPBles serve to informthe collection process. For exanple, one

survey nmay 4 I t_ne k. i e odi an uses
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Uni fi ed Database_ 122 that nay be used later .in collection. .
data to locate data responsive or relevant to the underlying issues in the case. Storing the

search terms within the case profile is advantageous as it creates a record of the searching that
is to be undertaken with respect to the data and aids in organization of the data, as discussed
further below.

According to some embodiments of the present invention, when a decision is made
that it is time to collect from certain custodians in a matter, the e-discovery manager may use
the user interface 118 to release the custodians from the matter to the underlying case. This
release triggers the commencement of collection of the custodians’ data. In some
embodiments, the electronic discovery management server 110 is configured to allow all
custodians assigned to the matter to be released to the case at the same time. In addition, in

instances where the e-discovery manager has previously created groups of custodians within
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According to sone enbodi nents of the present invention, the e-discovery
manager nmay utilize the user interface 118 to add attachnents, notes,
tasks, and search terns to a case or matter. In sonme enbodi nents, the
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machine identifying information supplied by the electronic discovery management server 110
to be deployed to the identified custodian computer. According to one embodiment, the local
collection tool 132 is configured to be automatically installed on the target custodian’s
personal computer. The local collection tool 132 is further configured to generate a snapshot
of the data residing on the local storage of the personal computer 140, for example, by using
a commercially available tool such as the Volume Shadow Copy Service, store the snapshot
in a storage area on the personal computer, and transmit copies of the files included in the
snapshot to the collections server 130. By transmitting the data from the snapshot of the data
stored on the hard drive of the personal computer, the local collection tool 132
advantageously allows the custodian to continue to use her machine without substantial

interference from the local collection tool 132 and even interact with the data stored on the

hard drive as the snapshot of the data is being transmitted to the collections server 130.
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managenent server 110 accesses the custodian profile of the custodian to be
collected inthe Unified Directory 122 and determ nes, fromthe
information stored therein, the different |ocations of data storage for
the particular custodian that nust be collected. There are many different
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net wor k, 51§39 Wafnfiie bR EoIHREbn .be?véisli?w'ﬁ%s shown in Figure 7). The file server collection
tool 134 is configured to access the file server located at the given path, whether the file
server is a HomeSpace or a Shared Drive, copy the data residing on the file server, and
compress, hash, and transmit the copied data to the collections server 130. The file server
collection tool 134 may be programmed with preset instructions that allow it to only copy
files meeting certain criteria, for example, files that have certain file extensions.
Alternatively, the programmed instructions may prevent the file server collection tool 134
from copying files having certain file extensions or other attributes. Either of the foregoing is
advantageous if the e-discovery manager is not interested in copying executable files or
source code, for example. In some embodiments, the file server collection tool 134 is also

configured to generate a size estimate of the files residing on the targeted file server. In one
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enbodi nment , | e server collection tool 134 may automatically begin the
col | ectCDMtlopﬁ% &'@@§3Ocopy| ng and transmitting data) if the size estimte

fal s bel owyg brpdeb prm et LIV EShBLS o il Ak By 15l S BRcGEPOMhEent s.

the file server o PO E38 'S con i gure ermne”’ “her a

parti cyghajcufaebyerof db@tbeldg dotieted, ltRetaliegtibisaahar (30 B8 cdefiyeed tngbredes nor e
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to avo'pgrtf?:ﬁﬁﬁ' LoRtiBg i &%ﬁ&é,va?{ach a barcode to the set of data resulting from the

particular collection, and then copy the data set to the long-term storage area network 190 for

permanent storage. Furthermore, the collections server 130 transmits the barcode
information to the electronic discovery management server 110 to be stored in the database
server 120, for example, in the custodian’s profile in the Unified Database 122, in relation to
the stored information about the particular collection, whether it was a local collection, an
active e-mail collection, a file server collection, etc. Therefore, the barcode can be used for
reference at a later date to determine the origin of the data. Afier the data has been copied to
the long-term storage area network 190, the collections server 130 compares the hashing of
the data in permanent storage to the original data in the staging drive 180 and, if the hashing

is identical, purges the data from the staging drive 180.
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Therefore, according to different enbodinents, the file server collection
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whi ch thabér 8F asé @b h BehRd o tbr HiBBAtidrosuppert haRtidseaalvharia@ods H2. Aet wor K
190. Therefore, according to sone enbodi nents, the data may be copied to
t he described above, the e-discovery manager may enter into the user interface 118 certain

information about a particular matter or case, such as a case name and/or number, a short

description of the matter/case, a legal identifier, the particular requester (i.e., who asked for

the case to be opened), managers or contacts for the matter (i.e., individuals involved in the

substance of the matter rather than the process, like the e-discovery manager) etc.

It is noted that custodian information is stored separately from the case information
allowing for the same custodian in multiple cases. This provides for the electronic discovery
system of the present invention to have scalability, whereby evidence associated with one
custodian may be used in multiple cases.

The electronic discovery management server 110 stores this information in the case

database 124 in the database server 120. The case database 124 houses this information such

that all information relating to a particular matter or case is related within the case database
50



conversion services server 170 where a series of decryption and

standardi zati on functions may be applied to it. After the data is
decrypted and standardized, it is returned to the long- term storage area
network 190 and may remain there to be accessed for review purposes. Wth
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di scovery 1ty, whereby

evi denee nasepslsatald withihthenrese musiceticaicampyrinas deadnstratadtyt Blotls 208sad. The
el ectroni c_di scovery managenent server 110 stores this infaor magt@i O{I i n the
case ddDalhse-disEavEny Manase AT H5ASCARIC) BF MEnYRer 13K vsG e viskigtrEaee B/ onouses
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or case‘'Is re W n the case dat abase and a user, such as a
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Do PR oL 0L 005 1 R 5538 b SR0Re RRRATRT L o
as shoyfyohBh BleQfskr id@4facd 118. Mise dROAiEhatibh e Riutts D¢ Ei¢&ir¥sent invention are also
processes that are categorized as case management processes, as shown in Block 212. In this
regard, the clectronic discovery management server 110 utilizes a cost estimation tool to
determine the cost of harvesting and reviewing data, based on a number of factors including,
for example, number of custodians, amount of harvested data, data types, etc. Finally, case
management also includes a number of tasking and workflow processes that are represented
by block 214.

Moving now to custodian management, certain processes falling within the category
of custodian management arc shown in Block 220. While the processes involving generation
of the Unified Directory 122 certainly could be categorized as custodian management, the
processes shown in Figure 8 include those processes involving management of custodians
within the scope of a case or matter. In that regard, the first process of custodian

management included in Figure 8 is the addition of custodians to a case or matter, as shown
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manager may, through the user interface 118, either generate a new
preservation notices or surveys relevant to the particular case or matter
to be stored in the case profile in the case database 124 or,
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prof i | doatiensof da4 at charfdseedrigxdccessing the custodian’s profile in the Unified Directory
122. Alternatively, the e-discovery manager may manually make the same determination by
accessing and viewing the custedian’s profile. Finally, as with case management, custodian
management also includes a number of tasking and workflow processes that are represented
by Block 232.
The last category is data management, represented by Block 240, One major set of
processes within data management are the processes relating to the harvesting of data, as
shown in Block 242. These processes include the collection of data from all the different
storage areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s e-mail, and any other
areas, as are described herein. All of the data in the various storage areas is copied and

transmitted to the collections server 130, as described in detail for each particular collection
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processes within custodi an nanagenent is the transm ssion of preservation
noti ces and surveys to custodians, as shown in Block 224, and the
presentation of the surveys to custodians, as shown in Bl ock 226. The
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harvesting of data, as shown in Block 242. Thes rocesses j nclude the
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particular collection is tenporarily stored in the short-term staging

dri ve 8¢ armpatter ispreates byetheicadisqoyery manager and stored in the case database 124.
Next, custodians are added to the case, as shown in Block 304, by linking the custodian
profiles of the Unified Directory 122 to the case profile. Next, as represented by Block 306,
the e-discovery manager and/or the case contact or manager adds search terms to be applied
to data harvested for the case, including instructions as to applying the search terms to
particular data types or custodians. Block 310 represents the determination that must be
made as to whether there is a matter or just a case. If there is no matter because preservation
notices are not required, for example, for an audit, then the process will move straight to the
initialization of data collection. On the other hand, if there is matter, rather than just a case,
then the creation of preservation notices is required, as shown in Block 312.

The preservation notice, as shown in Block 314 is transmitted to the custodians added

to the matter, perhaps using e-mail. As shown in Block 316, a reminder notice module may
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conplete, at which point it is stored in the |ong-term storage area network
190 in association wth a specific identifying barcode. The foregoing
process is represented by Block 244. The data may require decryption or
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i NSt r ughvedns baprdsentedil igvivyetdfor aedysi terms to particular data types or
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t] f t] j i i red h in Block, 312.. Th
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rem nder notice nodul e may be enpl oyed. As shown in Bl ock 318, the
r eni nd@herefarecthe pulisbeety mansgénmayenterouiyddentifying information about the

custodian, whether it is the custodian’s name, network user identification, e-mail address, etc.

The custodian search module will take the input information and search the Unified Directory
122 for a match. If more than one match is obtained, the user interface 118 will present all
matches and allow the e-discovery manager to browse the associated profiles to determine the
intended custodian. In this way, the correct custodian is identified and the profile of that
custodian is linked to the appropriate case or matter.

As represented by Block 406, the electronic discovery management server 110 may
determine whether the particular custodian added is a member of the enterprise “do-not-
contact list.” In this regard, there may be an indication in the custodian’s profile in the
Unified Directory 122 that the particular custodian should not be contacted regarding

collections, and an alternative contact should be used, such as an administrative assistant of
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rem nder notices to custodians. The notices may be sent over e-mail and may
rem nd custodi ans about the preservation notice and/or rem nd custodi ans
to fill out surveys. Wth regard to surveys, in the event a survey is

required or desired, according to Block 320, a survey is created. The
sur vey thespstediasa diemativelyethersmay be  seraraipde-nat-eepizct gk sipradintho. As  shown

in Bl ogk . i i.hl | r to and
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dent | (gfogales ot erribaian. o pUTPATH A RO i O | ot o
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required, it may become a component of the preservation notice and, thus, accessed

simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with
a preservation notice, and the answers are collected by the electronic discovery management
server 110 and stored in the database server 120, as shown in Block 416. Reminder notices
for the preservation notices and surveys may also be transmitted to the custodian, as shown in
Block 420. Next, once it is time to collect data, the custodian is released from the matter to
the case, as shown in Block 418, and the various collection tools are initialized by the
electronic discovery management server 110 for collection of the custodian’s data, as shown
in Block 428. In this process, the custodian’s profile in the Unified Directory 122 is accessed
in order to determine the various locations where the custodian may have stored data.

Finally, as shown in Block 430, the custodian’s data is collected.
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the custodian. Alternatively, there may be a separate do-not-contact |ist
stored in the database server 120 that nust be accessed and searched to
determ ne whether or not the custodian appears on that list. In either
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preservation notice. In such alternate enbodi ments, if the survey i's
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accessg (? he3 o%&t}oﬁngm%%rrgythég 18&'@&1%@1'3%"(&' Joll@ctﬁ)lﬁ% g(%)gelj (a%%)e? hé g—ﬁlaﬂ' tis

transm I'n cohj unctron Wt reservation no e ansvers are
col | etheHed‘Diymttditﬂ 1£hle@bz{pabiemfdmpkemtmg b‘alkagqameﬂstand f(&rCﬁHECﬁh.'ng—mBﬂi ostaored in

t he dat abase rver 120, s shown in Bl ock 4 em n C for the
preser\?gil‘i%ﬁ}? ﬁ’éﬁ‘ﬁsc%*g éﬁéﬁlﬁ)’ur mgil gollg °§‘8n6‘é’ AN Ié&aR cf’fg’elf’@stodl an,
as shown k%ﬁhg%@&@ OfGRsinb sbﬁle{' id%ﬁuﬁé}s 6PIeakL t@l adifct tige
CUStOdIaPI IS rel eas ‘fnromt e

tter to the case, as shown in Bl ock 418,
and t hectraré-oad. dothiscgaghthecesinsil aolkqtmnttcvoél(lﬁédemys !torreduwlse@trrtsonslc

di scover e rver, 0.for | ec n_of t e cust odi an’, s _data, as
Shown 1 o BrUGDeREEL0. R Bintaivk Joe) Lirufiora Sl AT ik e oo R L A otthe
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| ocati ons wheré the custodian may have stored data. Finally, as shown in

Bl ock 4#8Hectiohe Tha barsdideindata dhen ¢opiasiandcormwaunica@l to the long-term storage area

network (1990) for permanent storage. Furthermore, the collections server (130) transmits the
barcode information to the electronic discovery management server (110} to be stored in the
database server (120), for example, in the custodian’s profile in the Unified Database (122),
in relation to the stored information about the particular collection. Therefore, the barcode
can be used for reference at a later date to determine the origin of the data. After the data has
been copied to the long-term storage area network (190), the collections server (130)
compares the hash values of the data in permanent storage to the original data in the staging
drive (180} and, if the hash values are identical, purges the data from the staging drive (180).
As such, barcoding is performed without the need to execute the barcoding tool on an

exchange server and, as such, no human intervention is needed in the barcode process. In
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Referring to Figures 11 and 12, flow diagrans are presented of a nmethod 500
for harvest data fromvarious data sources, in accordance w th enbodi nents
of the present invention. At Event 502, the collection of data ensues and,
at Event 504, the type of data is identified. Data Block 506 signifies
act i ve agcordancetwith emisodimkite of the piesont iamerdioohenedurends tiean begissighasl perideta At
Event 508 the torrat?% ctl ve ection ooI :)s i npl emented to

-mai |
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server |dentt| r| ersergx &Sl ike to collect the active e-mail. In this
r egar d TOTUFEORTHATTer 81 4%B61%n t ool (136) serves to reduce security risk. At

Event 510, iaBiisng si@ﬁieslo‘@hdrlﬂibh% %Qs@bex%a@écﬁ@hﬁﬂ siRBak eQfail Such as
short- termstaging drive (180) to attach a barcode to the set of e-mail

r esul t iadeespeddhraugh aslient-servess collgborpidye anphicatinme susdiras d o Netes® psthetida. copi ed
d t
ot or ag R IMPEE N A1RF ol SIAGT Hirds B5c A AR Bldated el Blse &L CERCT

i nf or Mahaibie nhabitehalenéd fomandnte@yer gtadEnage verver anvgcollabd)ivé o be

stored in _the m#abase server (120), for exanple, in the custodian's
prof i | €2papilities, sichres ad-ots Aeyaine servsber thejliker o ation to the stored

| nf ormati O”fpgt;%elhéce 2% alt dolifr lt%ll&%}%}@l@%ﬁl@@ﬁt J&ﬁ@ﬁ%%&hoﬁ Qﬁclfésr %Lgﬂ can be

used for re ater date t eterm ne origin o dat a.
Aft er ttéren stagiagdase (188¢to attaph edvatocodé hethe eetg}fmenmshangagﬁvareemaﬂ e¢snliinlg

190), the coIIec i ons serv 1 s t he hash val ues o e data in
o o TRt CEpaiar g0 piony e haicoed SAIE B (Lo aRe R por I S8 ghS and. i
the haq&g&lnﬁ%%ra%@areﬁﬁa%ﬂ@dwow 988ndna: dsthge.f F@RASeStRELNE RS Ve

(180) such arcoding i s performed wi thotit the need to execute the
bar codisagyet 030) transamts tbe(baxatv@emﬁema@on tontbie clestrenie Hiscorer nenagamenbsereert i on

s neecltﬁio)ltg b% gt%rf%ain%) JathbalS S&ver (550),5?0r example, in the custodian’s profile in the
Unified Database (122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the
data. After the data has been copied to the long-term storage area network (190), the
collections server (130) compares the hashing of the data in permanent storage to the original
data in the staging drive (180) and, if the hashing is identical, purges the data from the
staging drive (180).

At Event 526, the collected non-exchange server e-mail data may be associated with a
specific search term set or sets. When the search terms are applied, a listing of the files and
documents including those terms (the “search term hit list”} are presented to the reviewer and

also stored in the database server (120). The reviewer may provide an indication of this to
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accordance wth enbodi nents of the present invention, one barcode may be
assigned per data set, per custodian, per data type, and/or per event
(i.e., case, matter, etc.) At Event 512, the collected e-nmail data may be
associated with a speC|f|c search term set or sets. Wien the search terns
are ap phe eectrogiq disgovery managh@emﬁ seesr AHY vduelumey thenimakicdatgminatios éhater ms
(the, o SR A EOM Didbin S Leslatesty BE SSEALGEL RV, feNGENRR NG, al S0 stor ed
in the “HATADESE server The raviener pr ovi 1598 "8 %t ndi cati on of
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from af” %‘fﬁ‘é‘?"élﬁ’dg éﬁ%gggmal | server having collaborative capabilities,
such as a LoituseROs90N theSRhMKEhze k&%el &-KRlil data Jo¥ RNbaded Znto hdRHaBRAI A t ool
is inplemrented at a staging |ocation, such as short- termstagi'ng drive

(180) tnd.at Exent B2bde dodsct is cxpastedep thyf regenstasieviewefefos aralysis. e- mai |

and comuni CRLRIE PR ol B S ol PEPRET RURR B st Blp et

stor ageepoﬁudsﬁyﬁamieq:arpowef&ghﬂa&@ﬁ icofpliaserty eégulatid@)botlicasuioh hsthehe bar code
information to the el ectronic discovery nmanagenent server _(110) to be

st or ed Seppritics apd Exphanee Soppripsion C) qrdhe Jék@an*bq Bvent §3¢, [setegiads exiragieds
fil
P:ns) olr ;ng%ﬁ)gﬁsc}’utéﬁ‘l %ﬂgﬁhg lafh’%rged((:l(})l 2dl%)es 'ﬂe(.ﬁ %I?jf#ea?tg’f g&s&qtgﬂgétg ger%g%vé € can be

used for refAmraes3s; ﬂ‘& Haadodingdadles tmpkéeieﬁirediane sthpiag dsdagion, suéh adshortdat a.
After the data nc0|edto e term rage area network (190),
t he céﬁz%%%a%gﬂ 5@ *O(ﬂi agfy a éefﬁaé ?ﬁ Oﬁmaﬁsdo %@ftgfqﬁﬁfﬂ&gt@m ﬂ’epermanent
St or a9@aftRufaPBolRictigh."Rhe bé}é&c?cd' datd {8 thed! 3Bl Ind h¥fiuhid @% 10!8%

hashing 1's identical, purges the data fromthe staging r| ve
Event 5@83gectdnen mwomﬂw fooperenanbratrstperage rAddEvent H#, IthajraﬂlacueMyncbbara@bdm at ed

with a. specific search terms entesarchterms are
appl | odoBEFd di puS T s BEh 2 e SarEdn G S8 g t hose terms (the
"sear ch ter MtHvend 342 sohrcR6-pRERSEME RArmipfentidheed 8 ARYSIhab loddeSHeSirer ed in
t he database server (120). The reviewer may provide an indication of this
to properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as g PST file or the like. The metadata associated with the non-standardized
files is retained and remains with the reformatted data files. Source to processing file
conversions may be required on EML formatted files, MSG formatted files and the like.
At Event 544, the journaled data set is loaded into the analysis tool and, at Event 546,
the journaled data set is exported to the requestor/reviewer for analysis.
Referring to Figure 12, data block 548 signifies data from a local Personal Computer
(PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be

autodeployed thus, obviating the need for any manual entry by the e-discovery manager or
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57 the electronic discovery managenent server 110, which may then nmake a
determ nation that other docunents within the search termhit list are
nore likely to be responsive. At Event 528, the NSF files or any other file
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one enbodi neMtEvent 558 theilokad RE s thabae be prayptad arcdesryipirddisigra r el evancy

and, if : I | . ; fl.le or
the 1| ebSRfER0L iFARGRELEw i RABGEn R} fr e Bl inBHith. " Pacebiioh
r et ai nesblatdws éraletspiibi bf the @ fikodam twtiddutiht &ndwledge ofShunse/choryptepcessi ng

file conversions be required on EM_ fornmatted files, MSG formatted
files dhg dF%P‘Il‘i’fk@g%&ldsé%ﬁlﬁs Bl oxis ARy rer A RS edPEsSyBters C1%8is8@d i nto t he

anal ySigg, %%'Qf@ﬁedmg s 2560 fareiHle daa ejvﬂmle%lger%&@rg&?ﬁnd &b%é(ﬁgf.ﬂfd to the

requestor/reviewer for a ysis. Referring to Figure 12, data ock 548
si gni f idesrypiattlee datam a | ocal Personal Conputer (PC), such as enterprise PC

Col et dat g 2h0s i e ety R apfih i e e o) e RS RL P! ¢

hard  gid j4eal PRCEAL St ggeﬁﬁane@a) gRbaficslptevifwdr T8 dnaMant i on, the |ocal
e

collection tool may ]
Data block 564 signifies data from network storage, such as a shared drive or

HomeSpace. At Event 566, the file server collection tool (134) is implemented to
automatically collect data from shared drives and/or HomeSpace. According to one
embodiment of the invention, the file server collection tool (134) may be autodeployed thus,
obviating the need for any manual entry by the e-discovery manager or the like.

At Event 568, the barcoding tool is implemented at a staging location, such as short-
term staging drive (180) to attach a barcode to the set of network storage data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.

At Event 572 source-to-processing is implemented to insure that any loose files are

properly formatted in a standardized format. In this regard, according to one embodiment of
59



aut odepl oyed thus, obviating the need for any manual entry by the

e-di scovery manager or 58 the like. In other enbodi nents of the invention,
the local collection tool (132) naybe enployed to collect data from
network storage. At Event 552, the barcoding tool is inplenented at a

st agi nghd owventioonfoostifiles are exhmined foerehvaneyindgifdelevant,st@ed it » properddta a

barcode. to .t he, set ocC C data resulting. fromdthe articul ar

ool 1 oo ot hen 354 RS G S e Tp ¢ ThimicRRElsiastRia Wk I oSSt At

| ong- t §7168 is $dtQihed nPreBRAIMREHNPIHK réfdBRAtddat RS BSG e plfb&gsng file Event 554,
the coll ected and barcoded |ocal PC data cr@% be associated with a specific

sear ch cpryarsiges may be eayiredion EVHn formgtied fles MSCofoprgtedtdpn dPP dommbicé nent ed
to ins t | oose files are properly formatted in a standardi zed
f or mat .%%antg%%ﬁ?yégar d, according to one enbodi nent of the invention,

| oose fil es mr®reaxsm, dethehwsrkrseregefiley thanshay bé enidlyptedate, desiyptetiising 2 pr oper
data format, such as a PST file_or the |ike. The netadata associated with

t he noresyaRemIog]: 2 accordanse with epbodinrads ofifie pesselt iveition Thedscaiorat t ed

data fi . ' ' V, ' I j red on EML
For mat 1o Mo P Relyibh OF RS frk soPage AREIRUPRT FRKIRRCTEM 10 Miee
Event s&/enchetdrodab dRTyptidretsot fuats IDefyleb thaberdstygpyeticrane tidenteyptised usi ng a
decryption tool,

I, i ccor dan i th enbodi pents of t resent invention.
e dbsyyam: Gamtes banasies GRDD Hab desiate: b e pEbip LEr SR Shous i he

know edggse ﬁerﬁl%egaﬁfsltﬁ@gétxpt er. The decryption tool finds ID files that
exi st anywhere’in the enterprise system creates a database of the ID

files, assoditdivest 376 itatctiberkestonigendatheet issloadagrivioythe analymigitooldrslequent | y

decryp t data. At Event 0, .the |l agc C dat et.is lLoaded .into the
anal 3 yepoge Bisdierviri e Bt iy eonetn heefifaBue R kBRRENG o 1 ne
request or/ r gydt£hREk 580 sighidcy sSlestror?8 Hata Wor0fokensed. At BOEIS83, dRkénsic om net wor k
storage, such as a shared drive or HoneSpace. At Event 566, the file

server cebedtertoploichas|EnCasely may beregeareherederdsvice ldnigrastal doflegidlaldect dat a
from S%%S%[ixgéﬂo;’oﬁ% e%ﬂ)%f?ﬁen%gﬁaﬁg@fe%ﬁoéﬁﬁé’FOQ%%&%()%%@?BOO?HE;;J%' ment of the

I nvent i on, e server ¢ i 'On 100 € au ogepl oyed t hus,

obvi at iaa@nidicalieéshldyad cartile d@anitEd ! ietdsy witholthke enchilsdgevetle daicgser. dh t he

| i ke. At Event 568, the barcoding. tool is inplenent e%ﬁ% a ftagi ng
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bar coded ne{(work storage data may be associated with a specific search term
set or NEBYEX

At Event 584, the barcoding tool is implemented at a staging location, such as short-
term staging drive (180} to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.

At Event 588 source-to-processing is implemented to insure that any loose files are
properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized
files is retained and remains with the reformatted data files. Source to processing may be
required on EML formatted files, MSG formatted files, IPD formatted files and the like.

At Event 590, the forensic files that may be encrypted are decrypted using a

decryption tool, in accordance with embodiments of the present invention. The decryption
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At Event 572 source-to-processing is inplenented to insure that any | oose
files are properly formatted in a standardi zed format. In this regard,
according to one enbodi nent of 59 the invention, |oose files are exam ned

for relevancy and, if relevant, stored in a proper data format, such as a

PST fi teleHowhoridegmptiamel thepamlastamdaatvg&lw the ktﬂﬁé’lﬁﬁlﬁﬁﬂﬁth&ndar di zed
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net wor k stor@% files that may be encrypted are decrypted using a
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I nterest without the know edge of the device user. In accordance with
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i npl emented, at a_staging |ocation, such ort- termstaging drive (180)
to att&ERodinE ebide enips tb%@lsweﬂbﬁl@r@ﬂlect%ﬁoal sdlegis thedpimshisand the

part O Ybidled G BE! rlse e nRALGRAE dufiplBichily IAGRCeAPRIRA and communi cated to
the long-term ge area netwo per manent storage. At Event
586, the coIﬁtmmwmmebmaodd@ioolfm[mpismentédmaa stagingdocatiemauelt adshortt h a
specific search term.set or 8 source-to-processing.is
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At Event 604 source-to-processing is implemented to insure that any loose files are

properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for releiancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized
files is retained and remains with the reformatted data files. Source to processing may be
required on EML formatted files, MSG formatted files, IPD formatted files and the like.

At Event 606, the discovery site data set is loaded into the analysis tool and, at Event
608, the discovery site data set is exported to the requestor/reviewer for analysis.

Thus, present embodiments herein disclosed provide for improvements in electronic
discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery system
that provides for data to be identified, located, retrieved, preserved, searched, reviewed and
produced in an efficient and cost-effective manner across the entire enterprise system. In

addition, by structuring management of e-discovery based on case/matter, custodian and data
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required on EM. formatted files, MSG formatted files, IPD formatted files
and the |like. At Event 590, the forensic files that nay be encrypted are
decrypted using a decryption tool, in accordance with enbodi nents of the
present invention. The decryption 60 tool allows for decryption of the
net wor land porvadjeg Satlimkege bedecen the sinewihdbiyefisiondies argrpalizashiotgpisad. The
decrypt.,on.t.ool. fi.nds LD.fil.es.that,exist.an ere in.the gnterpris

Syst mdRREHERdosiag g rabviFe i B bl RS o pt i B AR PRl 1

t he usenfBmMGEyRERI and subsequently decrypts the data. At Event 592, the
forensic data set is |loaded into the analysis toql and, at Event 594, the
net wor k st orhide epstain exemplary smbedimeanty @V@%@en esoabadgnd skowa s ther or

Lvsi bl ' o .
oot it ek SESpREH 0B pfia GOl bROIA B et iR
598, a offiand avtaestristitecorcibk baakafivdncioh, amdythdiehis imseatibrenbtdie linfieeddevheces of

interest to collect data. According to one enbodi ment of Hgg t(%nvention,
Cr.

the di $BEREF gonshrpehiansjand atrahgepieasenows agd dpscHopd, SIN5E VRTINS anggscovery
site ' : - AL S o i ' |

et si SRERTIDRe 0P RS, SRR d SRR Tont 1 MO A L BRYEERE ool
quer i estbagaparsgrapiseantgosdiblee Thosededliadan wWeatrt iy eppraeiert thatoratieus et ri eved,

t hen copies.those files based on e result, of the query. t adat,a

bor t ot AAQRIGTS A EORS bf sieh der Bt o Rk s EE SPUR abl es.
I'n aCCQfeEﬁﬁﬁgﬁ%ﬁt’ﬂe@&ﬂJe%ﬂ spRBPHeBRAntioh. ThEciddy, 8k t®Be uhdiestdbtayery site
coll ector tool collects the docunents and the related netadata and uses

t he netwitian thetssoparfoheeppeatied claisrmaths inventiph sy besragiged pthe0than ahe bar codi ng
tool is i Iﬁ@g&t%g)ﬁ%_a.staging | ocation, such as short- term staging
drive @E%%?C PYHCA "SYhr code to the set of discovery site data resulting
fromthe particular collection. The barcoded data is then copied and
comuni cated to the long-term storage area network (190) for pernanent
storage. At Event 602, the collected and barcoded discovery site data may
be associated with a specific search termset or sets. At Event 604
source-to-processing is inplenented to insure that any | oose files are
properly formatted in a standardized format. In this regard, according to
one enbodi ment of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or
the like. The metadata associated with the non-standardized files is
retained and renains with the refornatted data files. Source to processing
may be required on EM. formatted files, MSG fornmatted files, IPD formatted
files and the like. At Event 606, the discovery site data set is |oaded
into the analysis tool and, at Event 608, the discovery site data set is
exported to the requestor/reviewer for analysis. Thus, present enbodi nents
herei n di scl osed provide for inprovenments in electronic
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di scovery. Enbodi nents herein disclosed provide for an enterprise w de
e-di scovery system that provides for data to be identified, |ocated,
retrieved, preserved, searched, reviewed and produced in an efficient and
cost-effective manner across the entire enterprise system In addition, by
structuring managenent of e-dVEBATIRYCIARMEDdR: case/ matter, custodi an and
data 61 and providing for |inkage between the sane, further efficiencies
are realized in terns of identifying, locating and retrieving data and

| ever agi ng riesul tnRfhodrsvéledtfontc discsemenefeiieht) theGhéthetompitigst s. Wil e
certain exenplary enbodi nents have been descri bed and shown in the
acconpanyi ngrefiiagianglectronic discewrpmafifer st ood t hat such enbodi nents are
merely illu Y sti Gl 1 broad i nvention, and
that this i%@gﬁéiaé%mﬁg{angg%e%(r?r%cturggi%t(%éct% %éer\ﬁ%%{e%é’l I'c constructions and

ar r angenent soshtidicating, Ve s aeivaskl, infirmeorassdcatsd etither predvavigien notice to

conbi nati ons, om ssjons, nodificatio anﬂ substitutions, in addition to

t hose d@¢cusidign atg datfestorggpdeyvisacssis i’ tha restoiadki pl e, Those skilled in
the art nmay appreciate that various adaptations and nodifications of the
just described enbodi nents can be configured without departing fromthe
scope and s@.rit Tife mdthod meertingt. cldihel,efleren commusidibngeiathd@estabd t hat

within . the scope of the. ended cl ains, the invention may be.practjced
ot hor | RRAmEEOT Speried BARTES REsY R poRes Biter EP iSRS Cr BRI R TS

met hod feRorR! @€ bfRBEtSH SARYES Yhe RBRERARNMhe datiestdBEO@SI&ONPT i Si ng:
creating an electronic discovery matter; adding a custodian to the

el ectroni c discovery matter; and comunicating, via a network, information
associ at ed \gth restﬁra/ati Odé" n tilce f%ﬁl@ﬁhe cust.odi an_at .a, .data ﬁ{%or age
devi ce accessi bl € FEITHE EET0Y Qe LAEnLSPHBHSHE SRy 2HBe 1,
wher ei meBRsRLIAFSGRiation assytiatetl RAHEiHMMEto the Afseidiat dtaRe &85 Q6taatddvive.t h the
preservation notice further conprises conmunicating, via the network, the

preservation notice to the custodian at the data storage device. 3. The

met hod accordi ng I . . | S %’gq i i iL.a the
network, i nf4gr matlfh%ﬁﬁ éé@éd&%#cg%ﬁéé%ﬁ%nﬁﬁ?ﬁ%%yﬁﬁgﬁ? ?&gﬁ%%ﬁrﬁ "the data
storage device. 4. The nethod according to claim3, further conprising

creating the survey. 5 The nethod according to claim.3, wherein
communi cati g, viderRahodacserding to gy $yayrerin SQUBINAHRE Wi hemsvatky vey

furt herinfb?xﬁﬁ’t'iérﬁis&g&ﬁ%%‘iﬁé LG %@eﬁ QnpREY S tmundchiEngS WaBY nbi@voti®

cust odi an at ata storage dev
the survey to the custodian at the data storage device.

6. The method according to claim 1, further comprising creating the preservation

notice.

7. The method according to claim 1, further comprising receiving, via the

network, information associated with an acknowledgement from the custodian.

8. The method according to claim 3, further comprising receiving, via the

network, information associated with a survey response from the custodian.

9. The method according to claim 1, further comprising communicating, via the
network, information associated with a reminder notice to the custodian at the data storage
device, wherein the information associated with the reminder notice comprises a reminder for

the custodian to acknowledge the preservation notice.
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6. The nethod according to claim1, further conprising creating the
preservation notice. 7. The nethod according to claim1l, further
conprising receiving, via the network, information associated with an
acknowl edgenent fromthe custodian. 8. The nethod according to claim 3,
further conprising receiving, via the network, information associated with
a survey T eqRonSeLr M LG Shalad m O wnlis MRUABHBEGOLIING. Quilal m 1
further conprising conmunicating, via the hetwork, I nformtion associ ated
Wi t h apr@sivatder ndtideicomptieestihformttéaisadiatet withe: datvotémrageoredevi ce,
wherein the inforpation associated with the rem nder notice conprises a

r emi nd®FESEHRIOR RRLICEE 8F ORA YANYTS SEEHdbW edge the preservation notice. 63 10.
The net hod according to claiml, wherein the information associated with
the preservation notice conprises information associated with a status of
one or nor e 11pr eSéwwatth@haceotdingete obaimoh evhercimtheenfoumatiysassddated vethriet hod
according to . claim wherein the.informati on associated with the

pr eser PEEFOAARRecs Thrher campEgss ineto the presgrvatienoliotr eser vati on noti ce.
12. The met hod according to claim1, the information associated with the
preservation notice conprises functionality configured to permt the

cust odi an t d2i derfthiefmetisvbaccordingoelamhle theinfirodiiomasspeatgd avithghe he

el ectroni c _dji.scovery matter,or.to.receive the reservati.on natice. 13. The
et hod PREGRAHIR GL e comaT om0 D el R e Haod REiRAET oae o
not i ce ok thdrOtherGisRidian td Hdd fdehéEblesik RO HRcAicHERMBENbr I8 Edceive tiRNd Wher ei n
l'inking the preservation notice to the custodian further conprises

aut onatpresaivialion pdlgger i ng  communi cating, via the network, the information
associated with the preservation notice to the custodian at the data
storage device. 14. The nethod according to claim3, further conprising

| i nki ng t he 13ur véhetnfethidieaccotdsiomd ckaimi 1) fintieer ebmptisiag liakisp sleopeservatimht er
and wherein |jinking the survey to_the custodian Lur_t er .conpri ses

aut omatPHes 1oythe pysiestian wghe elgeinme disceigry waten prd Waerg lking{8e nf or mat i on
associ b ; V. t#m% i 3 i orage device. 15.
The ne %%%%%P%gﬁ%ﬁg ﬁétglh%n , %ﬁh@%%&%‘ﬁ‘iﬁ%ﬁ%@rﬁgcam ng, via the
net wor kominhmiqariag.eny dieinetwork; the nformatidnalssteigat wih thegquressvatios npocd toe
custodian. 16. An el ectronic _di.scovery managenent system the system
conpri§h%ﬂﬁkﬂ§mﬁﬁ#WU%W%ﬁPﬁﬁﬁd?ﬁf%rface operatively connected to a network;
and a processor operatively connected to the conmunication interface and

configured to:
14.  The method according to claim 3, further comprising linking the survey to the

=

custodian in the electronic discovery matter, and wherein linking the survey to the custodian
further comprises automatically triggering communicating, via the network, the information

associated with the survey to the custodian at the data storage device.

15.  The method according to claim 1, further comprising communicating, via the

network, the preservation notice to a holds portal accessible to the custodian.

16.  An clectronic discovery management system, the system comprising:

a communication interface operatively connected to a network; and

a processor operatively connected to the communication interface and configured to:
create an ¢lectronic discovery matter;

add a custodian to the electronic discovery matter; and

64



create an electronic discovery matter; add a custodian to the electronic
di scovery matter; and 64 instruct the communication interface to

comuni cate, via the network, information associated with a preservation
notice to the custodian at a data storage device accessible to the
custodi an. 17. Theteyishe noranuoicdiienintesfact & eanigunigtterds thettiggverkocessor i s

further_confiqured. to instruct the co icatiqn interface to,conmmunicate,
via t heieasessaciniol Wil F sreseyetgt raedd et din e fhiestainr 4o an at
t he datgcesiiplcadthcd@V¥iodRn. 18. The system according to claim 16, wherein the
processor is further configured to create a survey. 19. The system
according to claim 16, wherein the processor is further configured to
create the eseryat i i G . Th . i l.al

wher ei n theeZ'omTu FS%S??%% ‘:’;Orrl lglg%%glguﬂ%g’ ‘?%er?%lﬁg%@]g%%slg%{t}rgg&ﬁegc% Ive, via
t he netybkituctithd @mmtmioficasiareied onirhimieme, victho adtvedkdnfontmafiorom t he
custodi an. 21. The system accordi ng tFnO claim 16, wherein the comrunication
i nt er f asseciated with 2 pEVeX rihe guttedan ¢ thedap sloraggidsvicke network, information
associated wth a survey response fromthe custodian. 22. The system
according to claim 16, wherein the processor is further configured to

i nstruct thd8comThrisgat ancdrdingtd elagn tl 6, whernmriheproegssen ia furteer wen fugréd
information associated with a rem nder notice to the custodian at the data
st or agél HEHCASIBerein the information associated with the reninder
notice conprises a rem nder for the custodian to acknow edge the
preservation notice. 23. The system according to claim 16, wherein the

i nf or mat i on 18ssodihasgdemiactording to plais d pyahéremn theplogessenispwithre soufigusedat i on
associ E$ed vviltlh a ste%t us of one or nore preservation notices or one or
more s (E6E NGBESFAVARA0UGE T em according to claim 16, wherein the
processor is configured to link the preservation notice to the custodi an
in the electronic discovery matter, and wherein |inking the preservation

notice to tRE. cudtheaysiomagcusdimeite slairy 16, Whgeinghe pemppppicatiaointarBos st r uct
the co WA %gﬁfé%ﬂed grgggigmé\; that t?lﬁ SN ik hatidd fss%aﬁe@% k, the

i nfor i"Oh assocl a e preservation notice to the custodi an at

t he datgkiiwled@tedeftbmahe dstodlie system according to claim 17, wherein the
processor is configured to |ink

21.  The system according to claim 16, wherein the communication interface is
further configured to receive, via the network, information associated with a survey response

from the custodian.

22.  The system according to claim 16, wherein the processor is further configured
to instruct the communication interface to communicate, via the network, information
associated with a reminder notice to the custodian at the data storage device, wherein the
information associated with the reminder notice comprises a reminder for the custodian to

acknowledge the preservation notice.
23.  The system according to claim 16, wherein the information associated with the

preservation notice comprises information associated with a status of one or more

preservation notices or one or more surveys.
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the survey to the custodian in the el ectronic discovery matter, and wherein
linking the survey to the custodian automatically triggers the processor
to instruct the comunication interface to comunicate, via the network,
the information associated with the survey to the custodian_ at the data
storage devi2de. Jde SYﬂemgly@Ctréilﬁgé@@]@hﬂilﬁgW gein|the proessonis epefigirede lgkocessor

f h f h
communiBersse PP i G RS GHE heBLF ORIV B ESP el BARRERR o o

accessilpkRigtthe bleSerCatidnatitian to thé cuﬁodi@xﬁfﬁutbﬂfaﬁ@dl@ghgg@rptl@qjiﬁéesstﬁm@fﬂsﬁ‘hdftg a
conput er - reada | e medi um havi ng conputer-execut abl e %r am code portions

st or ed theeamemunicylirariaterfacnte pmpIete. sdethgnghyeak, the mj"? ivB@ssosiad ons
conpri §8e, tﬁe}{résélfva&&{)%t?c@u?%%u&%ﬁfah%? éq%% a!s@c%%éjdév(? Create an el ectronic
di scovery ma nd program co portion configured to add a
custodian to the electronic discovery matter; and a third program code
portion configured to comunicate, a et,vvo k, information ssoci at ed
with a presédvat iloW SHEFRAEcadingie Cbﬂgﬁadwgﬂe‘&tt{‘%p’a’%s&mé]ﬁ&@é@@’ l&"g(
accessi i f0haRe e1é8ronld\@sCRARHhSicrPAR0K RFLRI Rt thegaoedi Ng to
claim 51?4 &fr%%ttﬁtéfr?@%l%kr%?rl sl ng % foourtrsl pr ogr an?rcf:)ode porltl on confi r}Ceid to
comunite ﬂtea:uswﬁ'mntahmmmm:aw i ggens oy pratéssor toastoict te ednwmmicauos interéaget o t he
custodi an at the dat ﬂ(:ﬁjev ce..29. The g ro r@ 19 uct
accor di'h§oPBUBicgicn Vl? f edBtPﬁ?’Fg?%@SngatF Nis PO PO EEIEEH i on
confi g%ﬁggapdég(gﬁgége@cesurvey 66 30. The conputer pr ogr am pr oduct
according to claim27, further conprising a fourth program code portion
configured to create t he preservation notice. 31. The conputer program

product accordi ng.,to Ia|m27 f.ur C r|s n r r ode
or t1on contgur cipecseR el lmays S o SMRSIRbE Presshbl i BREATET

W th ane aslrievhe saaimiicafisromtdriage mmﬂumate &aa thEhetwaikpilic eresprvatc@m
product according to claim27, further conprising a fifth program code
port i omotiento Eghﬂlg‘tﬂ)(tr@l peqeasible to theguptdiapet wor k, i nf or mati on associ at ed
with a survey response fromthe custodian. 33. The conputer program product
according to claim27, further conprising a fourth program code portion
configured tXy. conautmpatteprogiam productebmprikingiardoarputdrireslablessaliumtheding t h a

rem nder notice to_the custod an at the ﬁﬁa Stolg:é devi ce,t Wheﬁﬁ@ﬂ t he
i nf or rré’PP’é’Hteé‘§§€f&’it RrORIaTh 95 POFERRS AR TS REBHS SO PRI  or
the cusfodh@Anoli® portions comprise:

a first program code portion configured to create an electronic discovery matter;

a second program code portion configured to add a custodian to the electronic
discovery matter; and

a third program code portion configured to communicate, via a network, information
associated with a preservation notice to the custodian at a data storage device accessible to

the custodian.
28.  The computer program product according to claim 27, further comprising a
fourth program code portion configured to communicate, via the network, information

associated with a survey to the custodian at the data storage device.

29.  The computer program product according to claim 27, further comprising a

fourth program code portion configured to create a survey.
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acknow edge the preservation notice. 34. The conputer program product
according to claim27, wherein the information associated with the
preservation notice conprises informati on associated with a status of one
or nore preservation notices or one or nore surveys. 35. The conputer

progr am prodlct dbeconpuigr progoinapradadt acterdingde claanpyi Birthgr eomifrising g pr ogr am

code paerti.on configured.to |ik.nk the preservation. noti.ce to the custodian in
the  orelignERR R ahticr sealBlel MR MR PRARSEE or ogr am code
portion automatically triggers the third programcode portion. 36. The
conput er program product according to claim 28, further conprising a fifth
progr am codé porffﬁéﬁomﬁﬁgﬁ?g@@li’@dwtrﬂ@c@rﬁ@gwﬁm 27 of o ther QuarsiNgh in t he
el ectreni L.Scover t eLn ' 4 rtion
aut o) pbRRL O bof Bheg O WRBEEL b UE debucel, BERMLAM 6008881 Ver

pr ogr amigh ek hovaledgontknd Gotrothe lcastodidr., further conprising a fourth program
code portion configured to conmunicate, via the network, the preservation
notice to a holds portal accessible to the custodian. 67 38. A nmethod of
using an el gstronie cGih3aRY ROBRREor N6 W aith 0, ABHER w4 sing:
est abli shing a net \/\/g%ﬁconﬁ%}?ﬁﬁgﬁ bet wee% t e g}aclactrbnl C dl&sr?:%iv%g%
manage figiht progyst cede aodioa cdafignred tir mgaivelevd the natoek sinfirmation assecisteddi an;
creati 2‘8 an electronic.di s over%jé.matter; and transmtting information
associ JFHP TS TESROmsS YRS YA | ect roni ¢ di scovery mmnagenent system
to the custodian at the data storage device. 39. The nethod according to
claim 38, further conprising communicating, via the network, information
associ at ed st h dhpremprigapiogrannpradoet acoording te giimdi7afvrther eavepriingea st or age

device. 40. The method accordin o claim38, further conprising creating
the. sufoilh prognT BB R a0d o adnEyMeid: v S NPl EREROB, < ng

recei Vighciawdavitin@renfiali®iokice tothe ciRbédign aixhis asth ioeshcct ite awhdiemale  esponse
fromthe custodian, 42. The method according to claim38, further

conpr i difagnatimrassiciaied wigh the rempnder npidgagomprispn wpader dor the sexediatd with a
rem nd I todi an at the data storage device, wherein the
infornépggﬁhgggg%?g%ggv%ﬁﬁﬁﬂkCg rem nder notice conprises a rem nder for
the custodian to provide a survey response to the survey. 43. The net hod

according to claim 38, further conprisin i nki the survey to
J 34.  The computer program plq)%uct accgrdgn gto cPa?m 27, w?lere}/n %e

information associated with the preservation notice comprises information associated with a

status of one or more preservation notices or one or more surveys.

35.  The computer program product according to claim 27, further comprising a
fourth program code portion configured to link the preservation notice to the custodian in the
electronic discovery matter, and wherein the fourth program code portion automatically

triggers the third program code portion.

36.  The computer program product according to claim 28, further comprising a
fifth program code portion configured to link the survey to the custodian in the electronic
discovery matter, and wherein the fifth program code portion automatically triggers the

fourth program code portion.

37.  The computer program product according to claim 27, further comprising a
fourth program code portion configured to communicate, via the network, the preservation

notice to a holds portal accessible to the custodian.
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the custodian in the electronic discovery matter, and wherein |Iinking the
survey to the custodian further conprises automatically triggering
comuni cating, via the network, the information associated with the survey
to the custodian at the data storage device. 44. The nethod according to
claim 38, further conprising communicating, via the network, the survey to
a hol ' : .odi an.
ds por t3§| a%l%%ﬁ{oglo?ugiggtag %le%tlf'grglg {s%gverj(? r8nanagement system, the method
comprising:
establishing a network connection between the electronic discovery management
system and a data storage device accessible to a custodian;
creating an electronic discovery matter; and
transmitting information associated with a survey from the electronic discovery

management system to the custodian at the data storage device.

39.  The method according to claim 38, further comprising communicating, via the
network, information associated with a preservation notice to the custodian at the data storage

device.
40.  The method according to claim 38, further comprising creating the survey.

41.  The method according to claim 38, further comprising receiving, via the

network, information associated with a survey response from the custodian.

42. The method according to claim 38, further comprising communicating, via the
network, information associated with a reminder notice to the custodian at the data storage
device, wherein the information associated with the reminder notice comprises a reminder for

the custodian to provide a survey response to the survey.

43.  The method according to claim 38, further comprising linking the survey to
the custodian in the electronic discovery matter, and wherein linking the survey to the
custodian further comprises automatically triggering communicating, via the network, the

information associated with the survey to the custodian at the data storage device.

44,  The method according to claim 38, further comprising communicating, via the

network, the survey to a holds portal accessible to the custodian.
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