| NFORMVATI ON ENCRYPTI NG TRANSM SSI ON AND RECEPTI ON METHOD TECHNI CAL FI ELD
The present invention relates to an information encrypting transm ssion and
reception method which is substantially a perfect method having no danger
that information is decrypted by a person other than a sender and a receiver
of the information in transm ssions and receptions of plaintext information
of various contents in use of conputers connected to a web networKk.
BACKGROUND ART As conventional, an information encrypting

transm ssion and reception nmethod is ig&é enent ed by various proposed

crypt osyst eABFORNATEON ERNGEUE TdNFp L &&Pstid s IoN ﬁN@SBEﬁﬁgﬁé§§dN§§§¥%hs is an
RSA (Rirest-Shamr-Adleman) . In the RSA, sender's information is encrypted
in use of receiver' s "public key" before transmtting, and al so, the sender
and the receiver transmt and receive their electronic signatures so that
t he recei VHCROEIGAT i BBELilhe i dentification of the sender and the validity of
the transmtted information. Such doubl e processes are required in the RSA
(for exanple, sermelppasest ipatent caplcadd ooanliaifibropan d¥oendr#3di 353280
and No. 2001-052125). DI SCLOSURE OF THE | NVENTI ON

transmission and reception method which is substantially a

perfect method having no danger that information is decrypted

by a person other than a sender and a receiver of the information

in transmissions and receptions of plaintext information of

various contents in use of computers connected to a web network.

BACKGROUND ART

As conventional, an information encrypting transmission
and reception method is implemented by various proposed
cryptosystems. The best known cryptosystems of those proposed
systems is an RSA (Rirest-Shamir-Adleman). IntheRSA, sender’s
informationisencryptedinuseof receiver’ s “publickey” before
transmitting, and also, the sender and the receiver transmit
and receive their electronic signatures so that the receiver
certifies the identification of the sender and the validity of
the transmitted information. Such double processes are
required in the RSA (for example, see Japanese patent

applications laid-open No. H11-353280 and No. 2001-052125).

DISCLOSURE OF THE INVENTION



PROBLEM TO BE SOLVED BY THE | NVENTI ON The present invention has an
object for providing an information encrypting transm ssion and reception
met hod in transm ssions and receptions for exchangi ng encrypted information
bet ween a sender and a receiver. In the nethod of the present invention, it
is not necessary to transmt and receive electronic signatures separately
fromthe information to be exchanged as the above descri bed conventi onal
cryptosystem Accordingly, in the nethod of the present invention, the

sender and the recei vexoprEM b FRGOHIECD tRy drisc| oseeNTtEdN key i nformation
to each other, and further, it is very difficult or substantially inpossible

for a third persg to-ddu@r PlBfedthitokeyad HPIERd ON Q- theseNeT Pt o4l
information while the information is 100% reproduci bl e by the receiver.

MEANS FOR '%\4 f&@%@é ting A d A0 B 4,0N, aCE YL LN rﬁﬁﬁé‘fﬂ&ésiﬁn and
reception lrne‘t ongﬁaccor i ngy olrtl%e pr esenét@% nvent(iri]on (ﬁaﬂé ?%e ol I owi ng

structure,,_as first characteristic,: in an information transm ssi on
and recepttiroannsﬁré %/\%)lr?(nsczoa}r%%slée oé lao?ﬁ ufr%ﬁi?@c%?n%le%%eer%c%ter%cei vers

havi ng conputers being connected and co ni cating eac her via a web
net wor k amnd* O]a%ﬁtal%rég}e&we}%\/ianﬁe%dgﬁr acBﬁﬁEHégrf orﬂ? g’&\ﬁ W?ﬁbogl Bttronic

key data of bit data fornedby the senders and receivers and personal data
such as addt®B5CEBRFEeSYEAFING t - LAERT NRITIN EOkERNgHLE ! FREPLYRr the
serer conputer and certifying the senders and the receivers with each
personal duatecteumeisigrptures separately from the information to be

exchanged as the above described conventional cryptosystem.
Accordingly, in the method of the present invention, the sender
and the receiver are not required to disclose their key
information to each other, and further, it is very difficult
or substantially impossible for a third person to interpret the
key information or the encrypted information while the

information is 100% reproducible by the receiver.

MEANS FOR SOLVING PROBLEM

An information encrypting transmission and reception
method according to the present invention has the following
structure, as a first characteristic,:

in an information transmission and reception network
composedof apluralityof senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbit data formedbythe sendersandreceivers

and personal data such as address corresponding to each



by one of the senders, firstly decrypting bit data of original information
such as plaintext to be transmtted to one of the receivers by perform ng an
exclusive OR operation in use of the bit data of the registered electronic
key of the sender and transmtting the firstly encrypted data attached with
personal data of the sender and the receiver to the receiver; by the
server conputer of the data center, decrypting the bit data of the

el ectroni c key of the sender by perform ng an exclusive OR operation on the
transmtted firstly encrypted bit data in use of bit data of the key data of
t he sendereéertrpnéd kantdathsopaaietalr e aeopridpnpsdirdesnd seedidiving
encrypting the decrypted data by perform ng an exclusive OR operation the in
use of bittHat acoflerheandgibteredeéivetsrwnicb keghoberhenmécdiaver certified
with transmtted personal data of the receiver so as to form secondly
encrypt ed botpdasangand transmtting the secondly encrypted bit data to the
recei ver; and by the receiver, receiving the secondly encrypted bit

data fromthe dapg 6ﬁ€tef,tﬁ€dséﬁQéY§§iﬂgrEB@ySQ§@B9$YiﬁQCbY@taétaibfdata in
to the original information such as plaintext by performng an exclusive OR

operation B@il;!%ﬁa@fir@férrﬁ%’%?or@fsub'ﬂea@pq(é_tirn‘%@xq: k8%t rhhSmi €€eHVES one
According to fhe above encryption transm ssion and reception nethod of the

present | nuenti onke 306 4 05 SENAS, AN abhe s roel veloap BofLE eek) ¥ caanect ed

via the server conputer _ center provi network, a
congest i onof joformatian traf {i.c, JEyhe causeduhen ;eneLyp £d 1d Ansmasi ons

from senders are concentra

and transmitting the firstly encrypted data attached with
personal data of the sender and the receiver to the receiver;

by the server computer of the data center, decrypting the
bit data of the electronic key of the sender by performing an
exclusive OR operation on the transmitted firstly encrypted bit
data in use of bit data of the key data of the sender certified
with the personal data of the sender, secondly encrypting the
decrypted data by performing an exclusive OR operation the in
use of bit data of the registered electronic key of the receiver
certified with transmitted personal data of the receiver so as
to form secondly encrypted bit data, and transmitting the
secondly encrypted bit data to the receiver; and

by the receiver, receiving the secondly encryptedbit data
from the data center, and decrypting the secondly encrypted bit
data in to the original information such as plaintext by
performing an exclusive OR operation in use of bit data of the

electronic key of the receiver.

According to the above encryption transmission and



Accordingly, in order to cast aside such concern in advance, the present
invention is provided to include the follow ng structure, as a second
characteristic,: in an information transm ssion and reception network
conposed of a plurality of senders and receivers having conputers being
connected and conmuni cati ng each other via a web network and a data center
havi ng a server conputer for receiving electronic key data of bit data
formedby the senders and receivers and personal data such as address
corresponding to each electronic key data to register the serer conputer and
provi di ng reecphianamiihad o Pee paeseind {8vertioni edndsstbe srrdempindity in
use of the registered data as certification data, conprising:

provi di ng theendeeiserverecdnpatetyf opnheansdi vianghandereeei vongudatra of

t he senders and a receiver server conputer for transmtting and receiving
data of theoreteryweHathhaéntse praviedkdntthd hebnwebtwet Wprkcongestiohi rstly
encrypting bit data of original information such as plaintext to be

transnmi ttegfﬁh@@rﬁt@;@i@hﬂﬁ@fﬁm@%§e@u@%@vﬂ‘fer{ 8ecrpseéyeranbiniReibaikm ng an
exclusive OR operation in use of bit data of electronic key of the sender

and transnkttindenbibesf Lret k¥nenpty¥Ried bit data attached with personal data

of the receiver to the sender server conputer; by the sender server
conmput er, receiyj ! ta. o I ronj t i y
subr 11 ng por sonarrabpat8s It A Sl B o E o e ST oric] 2 2L SRaRY

encrypting,.the firstly.encrypted.bit dat y,perform.ng, excl.usive . OR
operation Fheugéeg?n&e&8¥$8¥ Pt &gtgrSVl?ﬁg & e&PFgHQS EE? SPihﬁglpgceiver,
and transmtting the secondly encr%pted bit data attached with personal data
of the sendEFUShHTEhedPelerFEP o PREFECELFELCsérver conput er;

in an information transmission and reception network
composed of apluralityof senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbitdata formedbythe sendersandreceivers
and personal data such as address corresponding to each
electronic key data to register the serer computer and providing
the data only to a person who is certified his or her validity
in use of the registered data as certification data, comprising:

providing a sender server computer for transmitting and
receiving data of the senders and a receiver server computer
for transmitting and receiving data of the receivers that are
connected to the web network;

firstly encrypting bit data of original information such
as plaintext to be transmitted from one of the senders to one
of the receivers by performing an exclusive OR operation in use

of bit data of electronic key of the sender and transmitting



by the receiver server conputer, receiving the secondly encrypted bit data,
receiving bit data of the electronic key of the sender by submtting
personal data of the sender to the data center, thirdly encrypting the
secondly encrypted bit data by perform ng exclusive OR operation in use of
receive bit data of the electronic key of the sender, and inform ng the
recei ver about the reception of the thirdly encrypted bit data O
transmtting the thirdly encrypted bit data to the receiver; and by
the receiver, obtaining the original information such as plalntext fromthe
sender by tﬁé@ffdrl‘rﬁmlgy #m i ues] e tORabper bt 2@medrivitite petrisadial daceypfed bit
data in use of the bit data of the electronic key of the receiver.

Mor e pref etladl yecenvehetprekensendeenseovert bemgerger conputer of the data
center uses electronic key data set by each sender and receiver as

el ectroni ¢ per samaltiseakndataséove autdigniticagt irerecdaid nasbi bfdatatdfonhbi di ng
data for hiding data transmtted and recei ved between the sender and the

receiver. gwéth%mi@ha@% dfimege dataiokerfmacd@imit@igey ¢rirddrsusedaf 6 the
el ectroni c personal seal data and/or the information hiding data . It is

further pr@ﬁ@&%@%%déF%o&ﬂ%(&ﬂﬁQ%eQQEQ'é%éEHHIWeHéE?ptlngthefh?sﬂﬁyn
reason of enploying such particul ar ki nd of i mage data is"that the data can

be rePrOd\‘,’\ﬁhﬂ@%&%ﬁ@%é"tﬁa@g ;?&%’fﬁmﬁ%’é%ﬁ'u%%‘v 8Keéprré;1ta%fgrpr 558“

security aos | mage or novi ng |1 racta
o0 a2 £SIALL TI0S 90, IOEN, | TRGE) 2 Mped s TGe e diuent g o the
techni que), and decode t %ﬁQ”'sgcon&wv'er%'c?_l/gtgéoﬁfﬁS'dQQa attached with
personal data of the sender and the receiver to the receiver
server computer;
by the receiver server computer, receiving the secondly
encrypted bit data, receiving bit data of the electronic key
of the sender by submitting personal data of the sender to the
data center, thirdly encrypting the secondly encrypted bit data
by performing exclusive OR operation in use of receive bit data
of the electronic key of the sender, and informing the receiver
about the reception of the thirdly encrypted bit data or
transmitting the thirdly encrypted bit data to the receiver;
and
by the receiver, obtaining the original information such
as plaintext from the sender by performing an exclusive OR
operation on the thirdly encrypted bit data in use of the bit
data of the electronic key of the receiver.

More preferably, in the present invention, the server

computer of the data center uses electronic key data set by each



technique) in order to be prepared for a case that a troubl e happens and
re-cal cul ation as | egal (objective) evidence is required in the future. In

t he encode techni que and the decode techni que, an anal ysis visible
processi ng technique (a patent application regarding this technique is going
to be filed) maintaining a calculation accuracy, sinply based onmat hemati cal
t heories, beyond a comon practice in the conputing engi neering and an
"invisible processing technique" reversely applying flow of the processes of
t he processing technique (process task) are enpl oyed as a conpl enentation
system Furerniey am@ retehsdrt yasfekbactymiomantbractusatcly ditavidence can be
maxi mal |y i nproved by using the above described nonlinear iterative

cal cul at i cnuthersgecatat en Faskdsofnfoeabcibath i h@giar { dogohitihnyy dhteh
cannot be easily generated by a third person. Further, according to
the presentrimsentt &, arddeceeligictifbet REeh M é Werkdih aa%l phai nkextives.
prelimnary encrypted by perform ng an exclusive OR operation on at |east
each bite gf rther Oldiidtakmbgbosaes inrkacHae Qladanrden nYnbesy Hdr data in
advance of firstly encrypting of the original data in use of bit data of the

el ectroni Ceié?é’t:‘?éni@@e%%ﬁgi-se%fltd‘%{tatQx%/oij%é i’f@érlﬂ%tgi?rﬁﬁid’ir‘? gLypted in

use of the ectronic key data of the sender. The bit ta of the random

nunber s feo stered i L AULhAN Gallondata ol Lig.seader. Lot e, ger ver

conput er er and provi o an “aut’henti pEr Son.
According to the_present invention, encryptiopn may be preferagbly.perforned
N the oo way B RS ARSI TP PAT AR kbl GoiBage
encryption with each el ectronic key. Further, the data of the

prel i m nar§2%&t ekt ridkte B8 drhp seruded repragrgibieanitheéPPEnpECBAZEY Op.

at a practical level of information security when chaos image
data (still image or moving image) and fractal image data (still
image or moving image) are used since the inventor of the present
invention employs an encode technique (invisible processing
technique) and decode technique (invisible processing
technique) in order to be prepared for a case that a trouble
happens and re-calculation as legal (objective) evidence is
required in the future. In the encode technique and the decode
technique, an analysis visible processing technique (a patent
application regarding this technique is going to be filed)
maintainingacalculationaccuracy, simplybasedonmathematical
theories, beyond a common practice in the computing engineering
and an “invisible processing technique” reversely applying flow
of the processes of the processing technique (process task) are
employed as a complementation system. Further, the intensity
of encryption and accuracy of evidence can be maximally improved

by using the above described nonlinear iterative calculation



EFFECT OF THE | NVENTI ON According to the present invention,

el ectroni c keys of each sender and receiver are registered in a data center
on a web network. In the data center, transmtted data encrypted by the
sender in use of own key is decrypted with the sender's key and then
encrypted in use of receiver's key. Accordingly, authentication of the
sender and the receiver and encryption of the transmtted data addressed to
the receiver are sinultaneously performed. Therefore, as a conventional

public key;syst et d hesPhAreseaqbuIGRAAl Bbyid @@g@&%hﬁg WHEcs 8AdA6 S

el ectronic signature to the receiver in order to authenticate the sender is

not requirg% %Qs&f t?thpégggegxpgog§§§hngekgoé(ansnissions and receptions
n [ .

of encrypte ocu can be achi eve urther, since transm ssion

and reception of keyhinfornati nAare . nat Perforned bgﬁm%eq:the sender, and
S

t he receiver, itF?E %ﬁéﬁ95pﬁii%%§%}ﬁf§9 esent 1nyen ey dﬁ?aglglgééording

to the presegt i nvention, "doubie.ﬁgoc sses” of .electronic si?nat%re
val i dati ontBEOEABRACTnSERB 288nPeALPEREF Lhf BFRatTORESnfliAF ¥REFEn ¥an be
avoi ded. This is because , as conventional docunent exchanges i nvol ving
"notary of PEEEOYMARIOR] REG WS YERYAR OPedéhdO R 38i M5t P St §ift al
notary office" may store processing history (CRL --> CR2 --> CR3) of
i nf or mat i okheophuaitali ohfermatient bn thee Plesandommuniper dddr daga 1n
regi stered personal seal and tally inpression (obtain as a comunication
record). Fadvhere ©h fhesthyreptedrinigreodttilon drandingrl epada dut et iodat | on
function (notarization) wth objectivity beyond conventional arts,
"di st ur banbéetptacess oheidilferimdnion'kelyi &€ Shukkhdeg .pl Ayt ag tdards daftiach i s
necessary in conventional encryption process is replaced wth hiding of
i nformati ona(exe! fsi yel PRMPBFHdPAOlise of the electronic key data of
the sender. The bit data of the random number is registered
with authentication data of the sender to the server computer
of the data center and provided to an authenticated person.
According to the present invention, encryption may be
preferably performed in the same way as the above described
preliminary encryption in any encryption with each electronic
key.

Further, the data of the preliminary electronic key may

be used as data of an electronic envelop.

EFFECT OF THE INVENTION
According to the present invention, electronic keys of
each sender and receiver are registered in a data center on a
web network. 1In the data center, transmitted data encrypted
by the sender in use of own key is decrypted with the sender’s

key and then encrypted in use of receiver’s key. Accordingly,



particular i mage data and i nformati on data, which has an el ectronic persona
seal (personal seal or registered personal seal))by chaos imge (still image
or noving image) and fractal imge (still inmage or noving i mage). Therefore,
according to the present invention, a information security network system
can be established, that is not requiring "double process" while |egal

evi dence adm ssibility having an objectivity beyond that of public key
encryption within shorter period of tine than the conventional comon key
encryption, and al so, having an advantage of steganography encryption. BRI EF
DESCRI PTI CREERETTHEC TR NS the sendsgizang jthea rgCgdredi agLafishyRAgla frame
format of a transm ssion and reception systemand a nmanner of transmtting
and recei vWwhgthe braesphbitedrdetareddressddngot bhehbeped¥ent arfventi on;

FIG 2 is an explanatory table showng a relationship between a transm ssion
sour ce andsantlboasedesi ppedgstimeat.i ofihemedorearsnhssiroreranicbralcppbilon net hod
according to the present invention; and FIG 3 is an explanatory

di agr am shloaw 3y s& ehr, atike fprowais 06 £ s qpartatefl veaehnbni t dahg the sedderte
explain a relationship anong a plaintext, an electronic key, and an

encrypt ed é%&ti:cﬂni@esijr@é@ﬁ&éﬁi&'ﬂh@ngeééﬁeéki D Jmidod cagGehehBgcheet he
present | nvention.
the sender is not required so that high-speed processing in
transmissions and receptions of encrypted document can be
achieved.

Further, since transmission and reception of key
information arenot performedbetween the sender and the receiver,
it is superior in security.

Inotherwords, accordingtothepresent invention, “double
processes” of electronic signature validation as shown in the
conventional information communication can be avoided. This
isbecause, as conventional document exchanges involving “notary
office,” anobjective legal evidence admissibilityasa “digital
notary office” may store processing history (CRl1 --> CR2 -->
CR3) of information communication similar to the presence of
the record of registered personal seal and tally impression
(obtain as a communication record). Further, in the encrypted
information having legal authentication function
(notarization) with objectivity beyond conventional arts,
“disturbance process of information” like shuffling playing

cards which is necessary in conventional encryption process is

replaced with hiding of information (exclusive OR operation of



BEST MODE FOR CARRYI NG QUT THE | NVENTI ON There will be detail ed bel ow
an enbodi nent of the present invention with reference to the acconpanyi ng
drawings. FIG 1 is a block diagramshowing a frane format of a transm ssion
and reception systemand a nanner of transmtting and receiving in a second
structure according to the present invention; FIG 2 is an explanatory table
showi ng a rel ationshi p between a transm ssion source and a transm ssion
destination in a transm ssion and reception nmethod according to the present
invention; and FIG 3 is an explanatory diagramshowing a frame format of a
part of ed%%F%ﬂ@uh%fa?m%g%r@%?at%n%xbmg?ﬁm%ﬁ%%@a@?%ﬁshw%l%hnhgsaablaintext,
an electronic key, and an encrypted text in the transm ssion and reception
met hod accoFRECT BC HIeE Sonadeftal n\Rgitsoml seal oy gepligtered perpeppésents a
web network. To the web network 1, a data center 2 including a main server
conput er 2%¢33) doyrdotasd imaghe (ol bl sierags oconpuiey iveads) eowf Fyacedlt o

regi ster electronic key or the like of a sender or a receiver, which is used
for a transmagsi @t ialnd imeeepbiromomehothade X he Threaseanir &, nwerbiraingot o

aut henticate the sender or the receiver. To the web network 1, a plurality

of conput etise Praseits A FENAR S AN floreRitiRnS sakarakyoneensest edstbn FI G
1, for the sake of conveni ence for explaining, a sender 3 having a conputer

3A and a regrinkessdahaViNgd A AP 86t 4A A€ SIPWAo U P tdie Bl nghveek 1, a
server conputer 5 (hereinafter, also referred To as a sender server 5) for

conmmuni catig(ggl %itcié%c%eggﬁﬁsgﬁgig@?rﬁlae&ir? TRUS egtﬁ%g{ﬁi drftf £ngkso
referred tO as a recelver server 6) for commini cations by’ the receiver are

ConneCted'of public key encryption within shorter period of time than the

conventional common keyencryption, andalso, havinganadvantage

of steganography encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a frame format of a
transmission and reception system and a manner of transmitting
and receiving in a second structure according to the present
invention;

FIG. 2 is an explanatory table showing a relationship
between a transmission source and a transmission destination
in a transmission and reception method according to the present
invention; and

FIG. 3 is an explanatory diagram showing a frame format
of a part of each bit data in order to explain a relationship
among a plaintext, an electronic key, and an encrypted text in
the transmission and reception method according to the present

invention.



The sender 3 and the receiver 4 register electronic key data used for
encrypting and/or decrypting their transmtting or receiving docunents,
personal data such as their residence, and addresses of the sender server 5
and the receiver server 6 to the server conputer 2A of the data center 2.
Necessary data is provided based on a request froma person who is

aut henti cated by checking with each data registered in the server conputer
2A. The registration of each data to the server conputer 2A of the data
center 2 is inplemented with bit data. After registering electronic
key data and residence respectively to the data center 2, the sender 3 and
the receiver 4 send and receive information encrypted as descri bed bel ow vi a
t he sender server 5B&Sd MOPEr ¢O& CARRYENGeOUG MTEEpadVEWEIIYN The encrypti on
wi |l be described below. In the follow ng exanple, for the sake of

conveni ence of tTieesendan, bé letparlsenatldatan esbexdphannest aser psedence data
(address), however, the personal data according to the present invention is

not |im t eth¥en ¥ £sh denge Mterence to thRe aRBERa N %lfn'gr sirby ie86r.Y PEsG by

perform ng an exclusive OR operation on bit data FD of plaintext to be
transmtted jid Use ek Qh&ggéﬁlasﬁgw% q WY BIRCIHQMG K8Ya €P§n§ﬁﬂg§£o§ adds

resi dence data tag 3ad and receiver'S residence data tag 4ad to the firstly

encrypt ed %arg%%t%% Eifﬁ'pé ghﬁar{ﬂéé%gy%PM£rxp% ﬁ%tn?i ?géa%gl%lgt he

sender server sender server ransm
sender 3 and thg ﬁ of t he rece ver nthe re elved ata t

server corrputer 53\% e da %accecn lnég FSrtlé% Enthéht 3T o °bF vg |d| ty of
t he sender_ 3, and the Lecelver gd obt aj ns eIechonlc key data and address
data of the t2c®Pve¥PLRRTEPTE LRPth SheWRgi 3tEreatbyneh r‘%%%‘i“%? 4. The
sender server 5 secondly encrypts by perform ng an exclusive OR operation on
t he f|rstIVr@%%my%$b@nd%@%ﬁ@ﬁﬂa¥@c@|Vé@n$mbﬁ$%%@ depberaBien LBe2of the bit
data CS of the receiver's electronic key obtained fromthe data center 2.
The sendertraeenhvesisnaddd réecsehderinsthedi depceding at ¢ agh8adrasaednt he
receiver's residence data tag 4ad to the secondly encrypted bit data CR2 and
transmts imeediatan CRMZd 8IGhe3 riecan wetplsarateyrybdiagram showing a frame

format of apart of eachbitdatainorder toexplainarelationship

among a plaintext, an electronic key, and an encrypted text in

the transmission and reception method according to the present

invention.

InFIG. 1, “"1” represents awebnetwork. Tothewebnetwork

1, adatacenter2includingamainserver computer 2Ais connected.

The main server computer 2A is configured to register electronic

key or the like of a sender or a receiver, which is used for

a transmission and reception method of the present invention,

or authenticate the sender or the receiver. To the web network

1, a plurality of computers of users as senders and receivers

are also connected. In FIG. 1, for the sake of convenience for

explaining, a sender 3 having a computer 3A and a receiver 4

having a computer 4A are shown. To the web network 1, a server

10



When receiving the secondly encrypted data CR2, the receiver server 6
transmts the tag 3ad of the sender 3 and the tag 4ad of the receiver 4 to
the server conputer 2A of the data center for and authentication of the
validity and obtains electronic key data or the sender 3. The receiver
server 6 thirdly encrypts by perform ng an exclusive OR operation on the
secondly encrypted data CR2 in use of the bit data BP and fornms thirdly
encrypted bit data CR3. The receiver server 6 notifies to the receiver 4
that the tdungiteercreired ifittdgt 81633 rieFerireceictveds dhssnieti §&gaéion may
be inplenented by directly transmtting the thirdly encrypted data CR3 to
the recei ver for communMenidie peceiyelefaPerd M d arexel ushyer &R 6
operation on the transmtted data of the thirdly encrypted data CR3 in use
of bit dat s, el i e ir \/ becones
the origi ng}eq%%ant ext’ sagfgt%g{]é]?%ﬁle%? a%gntae%(Péi n %PF%% o%ﬁi%ﬁzémﬁt% by the
sender 3 ca e .obt.ai ned. The. above descri bed process in which the

pl ai nt ext %?%g@%nﬁl‘%b%tglao?%rbﬂt%%e sre%gelrv%riasr%n%?rﬁlrb?ce%e%y t he server conputer
2A, the sender (;Ig}fgut er, 5, .and the receiver conputer ransrritteg to the

6, h

recei ver 4, and F5EFSCo PR BF i i TtV & AEERCTEY BRECFERBEGeFSY will
be explained with reference to,a diagram showing a frame format of bit data
in FIG 398134 Leat @ FRYRHEI PRY ShelReaYRtdada tARdENE T 3RFTI EF AT to
expl ain encryption and decryption according to the present invention.
In FI G 3,0FDeiceigdngxdapreedtsa grirsondl glagiansegh 4 thearareshdeneebi t
data, an uncolored bit represents "0" and a bl ack-colored bit represents
"1." When an eddusises R dper atdrnoled seperefrobneddohhéheepbavaresérber data
in use of bit data BP of the electronic key of the sender 3, a firstly
encrypt ed ditto datea dRIveshaywindltay tAre dattheBRaits e@lhaiered.. Necessary

data is provided based on a request from a person who is

authenticatedbycheckingwitheachdataregistered inthe server

computer 2A. Theregistrationofeachdatatothe server computer

2A of the data center 2 is implemented with bit data.

After registering electronic key data and residence

respectively to the data center 2, the sender 3 and the receiver

4 send and receive information encrypted as described below via

the sender server 5 and the receiver server 6 respectively. The

encryption will be described below. In the following example,

for the sake of convenience of the sender, the personal data

is explained as residence data (address), however, the personal

data according to the present invention is not limited to

residence data.

The sender 3 firstly encrypts by performing an exclusive

OR operation on bit data FD of plaintext to be transmitted in

use of bit data BP of own electronic key. The sender 3 adds

11



When a further exclusive OR operation is performed on the firstly encrypted
data CRL in use of bit data CS of the electronic key of the receiver 4, a
secondly encrypted bit data CR2 shown bel ow the data CS i s obtained.

Next, an exclusive OR operation is performed on the secondly encrypted data
CR2 in use of bit data BR of the electronic key of the sender 3, a thirdly
encrypted bit data CR3 in which the sender's key data BP is decrypted is
obt ai ned. Here, an exclusive OR operation is performed on the thirdly
encrypted data CR3 in use of bit data CS of the electronic key of the

recei ver 4residrneecdtartag Hdeandomecekeprisat 1eesdesceedliadtagd4ffie
thirdly encrypted bit data CR3 is decrypted into a plaintext bit data FD.
In the above x| Gvast by, ercrepived dappuiRl drdconposeitofthéef sesvby
conputer 2A of the data center 2, the sender server conputer 5, and the
recei ver sanoeyptedpddes GR1 and ebehsemdleri seshar edl. by t he server conputer
2A of the data center 2 and the server conputers 5 and 6. However, in the

informati on encrygd igehddaratives ontaadsnecepthondether odfcenedsagdee t he
present invention, the roles of the sender server conputer 5 and the

receiver sewR{d €RRPULEr4&d ey the Peréorard; By the S&fvBre& Y @b 2RAeOf the
data center 2. As descri bed above, according to the information

encryptingsd fA0e MmNt LeCERb @R MBI Of; e BheagPhohBYention,
encryption of transmtted information and authentication are perforned

i mul | ¥ |  mpl ' oL pw
PPN SR o e NG E T A SR U

2. The processes are: .
P efectronic key data and address data of the receiver server 6

which are registered by the receiver 4. The sender server 5
secondly encrypts by performing an exclusive OR operation on
the firstly encrypted data CR1 received from the sender 3 in
use of the bit data CS of the receiver’s electronic key obtained
from the data center 2. The sender receiver 5 adds the sender’s
residence data tag 3ad and the receiver’s residence data tag
4ad to the secondly encrypted bit data CR2 and transmits the
data CR2 to the receiver server 6.

When receiving the secondly encrypted data CR2, the
receiver server 6 transmits the tag 3ad of the sender 3 and the
tag 4ad of the receiver 4 to the server computer 2A of the data
center for and authentication of the validity and obtains
electronic key data or the sender 3. The receiver server 6
thirdly encrypts by performing an exclusive OR operation on the
secondly encrypted data CR2 in use of the bit data BP and forms
thirdly encrypted bit data CR3. The receiver server 6 notifies

to the receiver 4 that the thirdly encrypted bit data CR3 1is

12



the sender 3 transmts information which is firstly encrypted with the
sender's electronic key data to the sender server conputer 5 via the web
network 1; t he sender server conputer 5 is authenticated by the data
center 2, secondly encrypts the firstly encrypted information, and transmts
t he secondly encrypted information to the receiver server 6 via the web
network 1; the receiver server 6 is authenticated by the data center
2, thirdly encrypts the secondly encrypted information with the sender 3's
el ectroni c&ksyiwat.a, Tand noftarfisatthenr eayi ber ihpdleowh tielie byeceptdai yof t he
thirdly encrypted information or transmts the thirdly encrypted information

to the receiarsymidtiang the thirtibg dreeeymedd 4artecerseso e tbcedkgrencr ypt ed
information and decrypts the information into plaintext with the receiver's

el ectronic key. when thePseadi®&H U, paegekfknant 8xthesi vaNSRI §5é LAt BHE
reception nethod of the present invention, exchanging digital signatures

bet ween t hg, senpden Anghithed eGelay Ttﬁea%ﬂ%H‘lzycéhér%gg\e&aﬁé%t&R@fiﬁhe

sender is not required as shown in the conventional system and such

trouble c i .n th t.ho t he
invgntion?ﬂs gga%QEﬁgggiFﬁaag(3§p§§%?ggfgﬁci%§ gﬁ¥§i?P?EF%gd%B%§§§€%?ng
recei not ., det erni ne

| mA0) 1 4560 % B3R40L Pheckioni o kan, LR ecel YRt coBpnol, detpLpl e |
viruses, ffﬂ ggé;%&ééﬁéggggéfgkegHg?fgﬁg sender 3 can be obtained.
The above described process in which the plaintext
transmitted formthe sender 3 is encrypted by the server computer
2A, the sender computer 5, and the receiver computer 6,
transmitted to the receiver 4, and changed into the original
plaintext by the receiver 4 will be explained with reference
to a diagram showing a frame format of bit data in FIG. 3. Each
bit data in FIG. 3 is shown in data amount sufficient to explain
encryption and decryption according to the present invention.
In FIG. 3, FD is an example of a part of plaintext bit
data. In the bit data, an uncolored bit represents “0” and a
black-colored bit represents “1.” When an exclusive OR
operation is performed on the plaintext bit data in use of bit
data BP of the electronic key of the sender 3, a firstly encrypted
bit data CR1 shown blow the data BP is obtained.
When a further exclusive OR operation is performed on the
firstly encrypteddata CR1l inuse of bit data CS of the electronic

key of the receiver 4, a secondly encrypted bit data CR2 shown

below the data CS is obtained.

13



S

information, or just a noise. Accordingly, in the present invention, the
receiver 4 is informed by so called an electronic envel op function fornmed of
a still image or noving inmage with sound that the receiver server conputer 6
receives mail fromthe sender 3. When the sender 3 and the receiver 4
regi ster their encryption keys data to the server conputer 2A of the data
center 2, bit data used for the electronic envelop function is registered as
one of the above described personal data (including address or the |ike).
The registered bit data is attached to data of communi cati on docunent and
transmtted to tNextrecs wetclseriver omudarert in Hrepdihe megkiorertiserver 6
transmts the bit data to the receiver 4 as an electronic envel op. The data
used for tde®ldct enorgpeadelaap FRNCHIUGR R ibelate@Bbered ¢ bedteoniat a
center 2 as a common key of particular sender 3 and receiver 4. | NDUSTRI AL

APPLI CABI IdekY oAstHessehbed Bbevenhiaaegr 8hbgyp el el ereiepted thansidissi on
and reception nethod of the present invention, processing speed is fast

si nce the yyarherm &bl tigey MAte B8 I 8 "dcrypted is obtained.

Here, anexclusive ORoperation is performedon the thirdly
encrypted data CR3 in use of bit data CS of the electronic key
of thereceiver 4, thereceiver’selectronickeydataCSisremoved
and the thirdly encrypted bit data CR3 is decrypted into a
plaintext bit data FD.

In the above explanation, a server computer is composed
of the server computer 2A of the data center 2, the sender server
computer 5, and the receiver server computer 6, and each role
is shared by the server computer 2A of the data center 2 and
the server computers 5 and 6. However, in the information
encrypting transmission and reception method according to the
present invention, the roles of the sender server computer 5
and the receiver sever computer 6 may be performed by the server
computer 2A of the data center 2.

As described above, according to the information
encrypting transmission and reception method of the present
invention, encryption of transmitted information and
authentication are performed simultaneously and inseparably by
implementing the following processes serially via the server
computer 2A as an authenticator in the dater center 2. The

processes are:

14



I nformati on such as plaintext and the nunber of bits in the encrypted
I nformati on do not change no matter how many tinmes the information is
encrypted. Further, since the encryption processes are perfornmed in use of a
plurality of electronic keys, there is an advantage that security is nore
robust in the present invention. According to the nethod of the
present invention, when a chaos inmage data or a fractal image data of noving
i mage is used as key data, the key data can be changed as many tinmes as
needed not every communication but every small period of tinme such as 1/100
second. Thus, i tthe adndearall ytjarposisi bl i Farmat tdn rvhpdr sioh fiorglol wonet hi ng
di shonest .

encrypted with the sender’s electronic key data to the sender

server computer 5 via the web network 1;

the sender server computer 5 is authenticated by the data
center 2, secondly encrypts the firstly encrypted information,
and transmits the secondly encrypted information to the receiver
server 6 via the web network 1;

the receiver server 6 is authenticated by the data center
2, thirdly encrypts the secondly encrypted information with the
sender 3’ s electronic key data, and informs the receiver 4 about
the reception of the thirdly encrypted information or transmits
the thirdly encrypted information to the receiver 4; and

the receiver 4 receives the thirdly encrypted information
and decrypts the information into plaintext with the receiver’s
electronic key.

As a result, according to the transmission and reception
method of the present invention, exchanging digital signatures
between the sender and the receiver to authenticate the validity
of the sender is not required as shown in the conventional RSA
system and such trouble can be avoided.

However, in the method of the present invention, when a
chaos image or a fractal image (still image or moving image)
is used as data of electronic key, the receiver cannot determine

whether the received information is correct information,

information with viruses, falsified information, spoofed

15



Further, since the receiver is informed in advance, by the electronic
envel op function, that a comuni cation docunent encrypted in use of the
above nmoving inage data as key data is to be transmtted to the receiver,
any probl em such that the receiver confuses the data with other data or does
not recogni ze the reception of the comrunication docunent will not occur
even when the communi cati on docunent transmtted to the receiver is highly
encrypted data by the decryption nmethod of the present invention. The
invention claimis: |I.An information encrypting transn ssion and reception
system i n ARfprmaEAaD) 0ATt DBASMRSBPdAcandR¢eept i dhY netmoklke corpdeed of a
plurality of senders and receivers having conputers being connected and
comruni cat ingesachnottter recaizeweb isetmorknethtyss dlatd ledmee leatinogia server
conputer for receiving electronic key data of bit data forned by the senders
and recei venseang pensohah flatraes uch sastaddr éssgeosr espaitdy Ngndge eddcih

el ectronic key data to register the server conputer and providing the data

only to a peusantnhe tBeCestéived ddsver hefpwadd B tneddt wese nfi it Feom

regi stered data as certification data, conprising: providing a sender server
conput er feptzapgaALtiing and receiving data of the senders and a receiver
server conputer for transmtting and receiving data of the receivers that

are connected toyhhig weh oehworks Lhisthy emecypLing bibdata ef.q¢i oi nal

information such as plarntext to be transmtt ( he sénders to
one 1 TeGEEGSLITER X, PRLLENT DAL S0 UELE, R APSESHIOR L s 0f D1
pit data abtached W L0RYSonel Hate O LN ase Mol d01 08 23R Sy Ve
conput er;

as one of the above described personal data (including address

or the like). The registered bit data is attached to data of

communication document and transmitted to the receiver server

computer 6. Then the receiver server 6 transmits the bit data

to the receiver 4 as an electronic envelop. The data used for

the electronic envelop function may be registered to the data

center 2 as a common key of particular sender 3 and receiver

4.

INDUSTRIAL APPLICABILITY
As described above, according to the encrypted
transmission and reception method of the present invention,
processing speed is fast since the number of bits in the original
information such as plaintext and the number of bits in the
encrypted information do not change no matter how many times
the information is encrypted. Further, since the encryption

processes are performed inuse of aplurality of electronic keys,
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by the sender server conputer, receiving bit data of the electronic key of
the receiver by submtting personal data of the receiver to the data center,
secondly encrypting the firstly encrypted bit data by perform ng excl usive
OR operation in use of received bit data of the electronic key of the
receiver, and transmtting the secondly encrypted bit data attached with
personal data of the sender and the receiver to the receiver server
conputer; by the receiver server conputer, receiving the secondly encrypted
bit data, rece|V|ng bit data of the electronic key of the sender

subni tti ngtPRFRdiFatn @VR TGP IeHN e SESM TS Yt he @& Rkt e D he Parey%ent
encrypting the secondly encrypted bit data by perform ng exclusive OR
operation invemeler.received bit data of the electronic key of the sender,
and informng the receiver about the reception of the thirdly encrypted b|t
data or transm tA¢cogrdbegt hordhy macthgpt el bhé dataetd fheenttenver; and by
the receiver, obtaining the original information such as plaintext fromthe
sender by \plemﬁcsr khag sanmeyel dst & @ rOR Opecedl dmaee theatdf ndwi rengmppieed bit
data in use of the bit data of the electronic key of the receiver. 2.

The i nf or mag i 0fe® i Yk Bgthl ANBET &S} QA tANEaheBePEh SN SY H L MAGL RHHeRY t O
claim1, wherein the orlglnal informati on such as plaintext is prelimnary

encrypted By RIJLf Hb@%w%kf&@hﬁlﬁh!(@a%oﬁﬁﬁ!@%b@? Al beasbaeaeh 1Riet of
the original information in use of random number glt data i n advance of

firstly encryptidg pfo g *Eeecgj’do%' ”%ugat el Ng ”ﬁr&ﬁaf‘]‘# nqﬂ}oasﬁbltg'%oetl getronic

key of the sender. he I'Rf6r Tat 10N €ner ransm ssi on and
reception systemaccordino o chatmi gy Wighehse .

Further, since the receiver is informed in advance, by
the electronic envelop function, that a communication document
encrypted in use of the above moving image data as key data is
to be transmitted to the receiver, any problem such that the
receiver confuses the data with other data or does not recognize
the reception of the communication document will not occur even
when the communication document transmitted to the receiver is
highly encrypted data by the decryption method of the present

invention.
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bit data of the random nunber and/or electronic key is a password

random nunber
pseudo random
nunber, or a f

of the n bit including 6 to 10 digits of 64 bits, a
nunber based on the random nunber, a chaos random
ractal random nunber. 4. The infornmation

encrypting transm ssion and reception system according to claim 2,
wherein the server conputer of the data center uses el ectronic key
data set By. gashionenggrns:and receiver as el ectronic personal seal data
for authentication and as information hiding data for hiding data

transmtted an

d recei ved between the sender and the receiver.

5. The infor mﬁf I on ﬁﬁ‘ﬁ{ m%ﬂ%a‘n%l%‘ eﬂc@%’é‘t?ﬁ%ﬁﬁs %‘H‘anf %Sﬁa%h‘ggslté%{ $i EV‘

according to c

aim erelrn

is used f mrfonmaeorehmshﬂﬂm:mnﬁee&pnm n@@adk adaatpaseaimf/aqxi urallrt@ oif aértdenmhd on

hi ding d
receptlon”§V§?

éhffﬂgg% 89!‘&5)%&5@&1?%2&%%8 no\ge..(gc?ré% 1%1'029: g eac 1 ot e;svsizli a(‘)(}vegnd

network and a data center having a server computer for receiving electronic key data of

bit data

formed by the senders and receivers and personal data such as address

corresponding to each electronic key data to register the server computer and providing

the data only to a person who is certified his or her validity in use of the registered data as

certification data, comprising:

providing a sender server computer for transmitting and receiving data of the
senders and a receiver server computer for transmitting and receiving data
of the receivers that are connected to the web networle

firstly encrypting bit data of original information such as plaintext to be
transmitted from one of the senders to one of the receivers by performing
an exclusive OR operation in use of bit data of electronic key of the sender
and transmitting the firstly encrypted bit data attached with personal data
of the receiver to the sender server computer;

by the sender server computer, receiving bit data of the electronic key of the
receiver by submitting personal data of the receiver to the data center,
secondly encrypting the firstly encrypted bit data by performing exclusive
OR operation in use of received bit data of the electronic key of the
receiver, and transmitting the secondly encrypted bit data attached with
personal data of the sender and the receiver to the receiver server
computer,

by the receiver server computer, receiving the secondly encrypted bit data,
receiving bit data of the electronic key of the sender by submitting
personal data of the sender to the data center, thirdly encrypting the
secondly encrypted bit data by performing exclusive OR operation in use

of received bit data of the electronic key of the sender, and informing the



the image data in claim5 is noving i mage dat a. 7. The

I nformati on encrypting transm ssion and reception system according to
claiml, wherein the receiver server conputer inforns the receiver
with an el ectronic envel op data that encrypted comruni cati on documnent
I s received. 8. The information encrypting transm ssion and
reception systemaccording to claim?7, wherein bit data of the random

number, bit data of.lhg, %(ﬁ[ﬁl{qudg‘ﬁti&gé’ t1é‘glqil'td énc%%é%]tmcdatt St

el ect ronic envel op are registered to t or the server
conputer set as an tawshigng bathirdsecagtedoitets edbatskevenhiyd by an

aut henti cat ed lg/%ﬂéspegéiver, obtaining the original information such as plaintext from the
sender by performing an exclusive OR operation on the thirdly encrypted

bit data in use of the bit data of the electronic key of the receiver.

2. The information encrypting transmission and reception system according
to claim 1, wherein the original information such as plaintext is preliminary encrypted by
performing an exclusive OR operation on at least each bit of the original information in
use of random number bit data in advance of firstly encrypting of the original data in use

of bit data of the electronic key of the sender.

3. The information encrypting transmission and reception system according
to claim 2, wherein
bit data of the random number and/or electronic key is a password random
number of the n bit including 6 to 10 digits of 64 bits, a pseudo random
number based on the random number, a chaos random number, or a fractal

random number.

4, The information encrypting transmission and reception system according
to claim 2, wherein
the server computer of the data center uses electronic key data set by each sender
and receiver as electronic personal seal data for authentication and as
information hiding data for hiding data transmitted and received between

the sender and the receiver.

5. The information encryption transmission and reception system according
to claim 4, wherein
chaos image data or fractal image data is used for the electronic personal seal data

and/or the information hiding data.



6. The information encrypting transmission and reception system according
to claim 5, wherein

the image data in claim 5 is moving image data.

7. The information encrypting transmission and reception system according
to ¢claim 1, wherein
the receiver server computer informs the receiver with an electronic envelop data

that encrypted communication document is received,

8. The information encrypting transmission and reception system according
to claim 7, wherein
bit data of the random number, bit data of the electronic key, and bit data of the
electronic envelop are registered to the data center or the server computer
set as an authenticator so as to be readable only by an authenticated

person.
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