M CROPROCESSOR PROVI DI NG SELECTABLE ALI GNMVENT CHECKI NG ON MEMORY REFERENCES
Ft ELD CJ:;I'HE I NVENTION 5 The invention relates to the field of

sem corn,d'u tor. m croprocessors. BACKGROUND OF THE INVENQ?\I%% The

pr esenty fiiventi on covers a schene for having alignnment checks controlled by
"node bits" within a mcroprocessor. Using this concept, the programrer is
allowed to select whether a fault will be-denerated if a nmenory reference

is to a misali gnedm@#bﬂﬁbcmﬂ' mvmlM@eS@LBLEVW'GWEHT
i ncorporated int 139 mmrgbﬂgmﬁid,jggﬂ&'

al so known as the 486[err] -cessor IS an
| mprovenent over Intel's 80386 m croprocessor, also referred to as the
386TM processor. (Intel, 80386, 386, 80486, and 486 are trademarks of Intel

Cor por ati on). ThEIBLDSAFNTHEQINVENIION i s a 32-bit, high-performance nenber

of 20 the x&b6 fam'Iy of processors. It is object code conpatible with the

menbor S of the-i am | Jmecaienih S8 10 b 5B S EnRRRIidhrobroteRiso oso

architecture with the aimof providing at least a 2.5 tines performance
| nprovenent as rreasured by the average nunber of clocks per instruction.
The present 25 BAk4 RVND OB (ENMBRIN f eat ure of the 80486

m croprocessor which contrl butes to th| s performance i nprovenent.

ment i oned ahgye, thi sor of
bei ng able t0o sel ect m&rﬁgf%mZﬂpﬁ%#@%é%gﬁg@é&&yqé@gﬁ%ﬁhﬁvﬂpgﬁee& nce in
a programis to gortioléd by vAEdABIE" Within &aNNrRpidcesstr! WUsingthistddnaspt] fies of a
datumis considered aligned if it is a multiple of its length. A one-byte
datumis al ways prlogmmyrer inaliowedipisslaghwhethes adaulignid deigenpratediifiar ess is a

\“/. LAY iomoRttetonbhoendsib rmbisalighed A08iash.. Thh BufSath Didendds......

embodiment of the present invention is incorporated in the architecture of

15 the Intel 80486 microprocessor, also known as the 486 ™™ processor. The
486™ microprocessor is an improvement over Intel's 80386
microprocessor, also referred to as the 386T™ processor. (Intel, 80386,
386, 80486, and 486 are trademarks of Intel Corporation).
The 80486 microprocessor is a 32-bit, high-performance member of
20 the x86 family of processors. it is object code compatible with the 80386
processor. As a result it can run code developed for the previous members
of the family. Generally, it is a reimplementation of the 80386 architecture
\ with the aim of providing at least a 2.5 times performance improvement as
| measured by the average number of clocks pef instruction. The present
25 invention represents one such feature of the 80486 microprocessor which
oontributes to this performance improvement.
As mentioned above, this invention adds the capability to a
microprocessor of being able to select whether a fault is generated if a
memory reference in a program is to a misaligned address. Conventionally,
30 an address of a datum is considered aligned if it is a multiple of its length. A
one-byte datum is always aligned. A two-byte datum is aligned if its';

address is a multiple of two. A four-byte datum is aligned if its address is a



-2- nultiple of four, and so on. Data, therefore, is generally aligned when:
the address is a nultiple of its size. The significance of aligned nmenory .
ref erences becomes nore evi dent when one considers the internal nemory _
architecture of a 5 nicroprocessor. In nost conputers the nenory is™¥- f _
organi zed In such a way that the data size is equal to the nenory mndth | f

you have a mem)r¥ or gani zed by 32=its, this neans that U can access a
32-bit item MuliPleakionr aaddrons Dpactheredors, ingenpmits a!ﬁneﬂéﬁlﬁeﬂ/\ihﬁhl n one

menory cl OCKPE%?ééég}éh%Efs%w is frequently referred to as a

doubl eword o bei ng conprised of four separate bytes,

e.g., 0, 1, 2 andrrd sighifiédhcet a aidry Rfer8AdEithdebies pedrgl t T ef erenci ng

to data at arbitrary addresses f the penalty which is nmanifested by
addi ti onal newdem\sl}enwmmw lawwsnmorr@rdmm@m data. 15
Consi der menory referepc dwor d nni at ,address 3. In
past appr%lac Hggogqoﬁ%ssgr o@’ @g W?ercfs hﬁ @Pmyes?gwggﬂ sycl} ¥Fhe dword
begi nni ng at th%@ﬂfee&éiaglzb%éﬁﬁa!ﬁﬂhe%@n@o&m&heﬂybb%am%rﬁ&?' nni ng at

address 4 to extract the renmaining bytes 4, 5 and 6. After accessing the
requi red byt emanhed;hycaaemsothlmaustlraemoecaeeecespuae%%bmnemttharhasoget her to

reconst ruct the ata r erence. Thus rior approaches
suffer at | e88@d |ae'§{"T?’f)°¥lf ‘Y’@%P?%W@W%F‘g‘éhw s&‘ |
addi ti onal ﬂemm&u%ﬁaquea.wréfa)reatasgawubw%werm dramtoget her™ of

the data Itemin a new storage location. To avoid t sever al
alternati9e heupg@empasedraﬁﬁeubmparaébymste.gptoed 2 land 3).nBothrthe 80386 t he 80386
al i gnnent checks can br‘-}}'p rforrred the insertion of an.in-line code

pr oceed| ng P%'F“é’rf&@' "Pfﬂgsmcq?&%ab%h@ﬁ&@'%ﬁ?eﬁdmﬁ%s Into a -

operat ion is | rrpl ement es g taEl ng

penalty which is mamfested by additional memory cycles needed to access

or reference the data. _
15 Consider a memery're__fe_rence to a 32-bit dword beginning at
address 3. In past apprcaches.:the processor would.re_ference 2 dwords;
first the dword beginning at address 0 _io extract byt_e _3; then the dword -
beginning at address 4 to extract the remairring bytes 4, 5 and 6. After |
accessing the required bytes the processor would then somehow:piece
20 them together to reconstruct the data item or memory reference. Thus, prior
approaches suffer at Ieast tv)o penalties: (1) the requirement of et least two. _
additional memory cycles, and (2) a reconstructmg or piecing togethef‘ of | | ('
the data item in a new storage location. - _ ' '
To evond this drawback. several alternative approaches have been -
25 attempted. For instance, in the 80386 alignment checks can be performec_i-
by the insertion of an in-line code procee'ding..'every-_memory reference.
This code generates an address into a register and then masks out the lower
bits of the rieg_ister.' The meskihg operation is irrjplemented by taking the
same register components and adding an alignihg displacement. -Basically.
30 aseries of .-thr'ee separate .instructions must be executed proceeding every

memory. reference-using'this approach. Since half of the instructions in a




sane regl ster

conmponents and addi ng an allgnlng di spl acenent. Basically,
a seruﬁs of three separate instructions rust be-executed proceeding every
menory_r&ference using this approach. Since half of the instructions in a

3 tprcéT programreference nenory in sone way, this represents an

unaccept abl e

overhead -- degrading performance as nuch as 20 to 30

percent. Several machines, the nost notably #he new R SC processors, .
require all nmenory references to be aligned. These machi nes always fault on
references to n1sallgned data. However, the faults are not select?ble SO

that faults

si nce many
COBOL) benefit
category of

AP LERY arPERPEAT g RIS MOARYY  HesEAE  ¥3¥robFB
repregehtéi ciaal  unatekptgblee evwerlwemdnt s--( esdegraliing

r&§%8 ﬁggcgbg% ﬁxcﬁoasr?BGESnQE pi-8ahigned data. Another

ned re €reénceés, however ,with the

nes

per f or mance penalty descrlbed above. These machi nes include t he Intel
80386, Digital's VAX (Eegeshe’ fRdchinds, Mehe) mosthotldly €& Rdd) Rrisc

(Regi stered Trade WMark). Consequently, a new nethod of providing optional

m sal i gned ad

RERCEFIRFEs, © ﬁﬂ?&ﬁe ddkl RePOXYf FefereBAes h§°p€f3f aligned.

30

penal ti es descrhése AkeHEneks alkvalysi Tataedesh iretdenced dtolmivhahligheaseen,

the present i
sel ect abl e by
the invention

YRR oY ot P cE ShapE RO BT (RIS T B, SROFBBYer

fapbbst sateo invaeriablynagénegated. This presents a
problem since  many non-artificial intelligence
environments (especially COBOL) benefit from the ability
to reference misaligned data. Another category of

the performance penalty described above. These machines
include the Intel 80386, Digital's VAX (Registered Trade
Mark) and the IBM 370 (Registered Trade Mark).
Consequently, a new method of providing optional
misaligned address faults, which does not suffer from
the performance penalties described above, 1is what is
needed in the field.

As will be seen, the present invention provides
a means for alignment checking which is selectable by
the wuser and requires no additional instructions.

" Moreover, the invention supports two levels of masking

for the alignment checking procedure; one at the
application level and the other at the operating system
level. With the ability to mask the trap or the fault
itself, this invention offers the user two opportunities
to control alignment checking.

Accordingly, the object of the present invention
is to provide a means for detecting inadvertent
misalignment of data. For purposes of program

<-machines:: permits:.misaligned.::refexrences,.. however,. with. .. . . .



B s s Sk o o

for the alignnment checking procedure; ‘one at the aprication | evel and the .

other at the operating systemlevel. Wth the ability to mask the trap or
the fault itself, this invention offers the user two opportunities,to 3

control alignnment checking. Accordingly, the object of the present "m§§é?
invention is to provide a nmeans for detecting inadvertent m salignnment.  of
dat a. For purposes of program -4- debugging, aligning data can

increase performance substantially. Another object of the present
invention is to provide a neans for generafting alignnent faults in certain
~artificial intelligence (A) programs which use | ower order address bits to -
|dentify ty -&%i&g' ntgny. n@.'?\%t asecappl |4l S0l 46 eMBRk chiarRd Ust
out" these tag |t" to ggf an a |gne§ addr ess. The present
i nvention prusERRtEBIAYer type checking without a substantial performance
_ Experinmental neasurenents indicate that the present invention realizes

a thirty percent performnce_hoost o erage Al _prqgrang .,running.on the
80386 ni cropr ocessohPOERRE, RI§H%sCha Z‘eskgﬂﬁs%ng Ve ST K ease on

other nachigévide a means for generating alignment faults in
certain artificial intelligence (A1) programs.which'use'
lower order address bits to'identify types of pointers, -
and.then use smallsdisplacements to "adjust out" these
tag bits to get an aligned address.  The: present
invention provides pointer type checking without a
~Supstantial.. . REEformance .. PENALLY .. .. EXPSEimONtal

T SRR W3 T o aiesr o ot IR

measurements indicate that the present invention

realizes a thirty percent performance boost on average
Al programs running'on the 80386'microprocessor4 ‘other
studies have shown é twenty percent increase on other
nachines. ' '




SUMVARY OF THE | NVENTI ON A m croprocessor which includes a neans for
detecti.pzg m saligned data reference is described. The detecting nmeans is
sel ectqpl'e such that 5 when the detecting neans is enabled and reference
IS madé Fo a msaligned data object, a fault is produced which interrupts
execution of the current program The detecting neans is part of the
segnentation unit of the presently descgibed m croprocessor. In the

preferred enbod! Essﬂ i Et;e Eﬂgpr&ﬁgsaﬁ al so has a protection nmechani sm
for granting ac ' jects at various |evels of

privilege. The detecting means conprises two node bits stored within the
m croprocessor. The £ iigbp roEP%r%khﬁﬁ&Mdé?é n%ﬁk'f&gdet&f:n rig'RishfigHed at the

| east privileged | evel of execution (1.e., appl |cat|ons | evel) while
t he second rmdedatatrefarmuedsedesmbhd n'@’aeodeted:tmgfmeﬂns istsetectablepsuchithatyi | eged

| evel (i.e.,_the 15 eratin stem | eye Thus, ,access to .t

mask, E)I ts-1& pVhes %?c‘t“ﬂd‘??ﬂ’% %P@?’RQJEQ%F%‘WGBS?F’HB t‘b?t'@sqqggggbe set
to "1" in order r t wo
separate node b'f’%ta ir op@'@ﬁ% ﬁguenagﬁ'f:hgtg ﬁ%gélﬁﬂmﬂ-eg?:&érjlg pér}{)w des

opti mum pr ogr anprogearh. The Hetecting means-i§ paitiot the saghiehtaidh Ghit 6FtheHE DRAW NGS
The present invention will be understood nore fully fromthe detailed

descri ption gi vErespetyigserieed minropracesser olfhe preferred ambadiment, thee 5
preferred enbodi en ver 0 t be taken
tolimt the i n%ﬁ?é@ﬁ‘gﬁs@ ?lﬁg rﬂ‘?%%e#’?@%"%%ﬁ“%% 1&"“2‘?@ #’%:gs% | anat i on
and under st endi g&nAR dita fﬂjéﬂié&tﬁaﬁdubll&&dls'iéﬁﬁnﬁlbﬁefour privilege |evels
provi ded by the 10 invented m croprocessor. The nost secure |level is shown
as \}vel 0 and The detecting means comprises two mode bits stored within the

- ieroprocessor:: -“Thefirst:mode:bit-provides: maskmg of. the fault.at.the least ...

privileged level of execution (i.e., the applications level) while the second

mode bit provides masking of the fault at the most privileged level (i.e., the

15 operating system level). Thus, access to the mode, or mask, bits is

provided at two different levels. Both mode bits must be set to *1” in order

for the detecting means to be enabled. The use of two separate mode bits

for optionally enabling élignment checking provides optimum programming

flexibility.



B o e e T I S e P T S Y

the | east secure level is showmn as level 3. Figure 2 illustrates the EFLAGS :.
register located within the invented m croprocessor. The EFLAGS register '
has an extra bit (the AC bit) defined 15 in the upper 16-bits to-;_-supp“(ir,{y
faults on access to msaligned data at privilege level 3. Figure 3 ~ 7
il lustrates the machi ne status control. gegi ster (CRO which contains an

al i gnment e P AM v e CPRE Brawieg8er the AC bit 20 in EFLAGS
can al l ow an~al'T gnnen or no rgure 4°1s a general block diagram of

t he microprocessor of the present invention. 25 Figure 5is a

di agram showi ng how alﬁii[%nrr_ent checking is | ogical Lfﬁ I npl enented in the
currently preferr &Re PHASSAT iResAtiogwill he Usdemstaod maredilly fsom the detalled=TA| LED

DESCRI PTI ON ) r incleudi ' Sfar ' whet-her a
fault is to @ee%@r%@ﬁmt\?ﬁaewnea@grﬁbgd ﬂw&%ﬁﬁ%ﬁ”ﬁ@&’?‘@hﬁ‘g{’@gnce is detected
is 5 deseri lpzeterrbd enibodinvdrit @fthdindertion| whichlhowevse] shouldastdd | ¢ detai | s
are set forth, such as specific bit lengths, register contents, |ogic

di agranms, et dakenta lgittsp inventiomta the specifio e@bedimentibutare fnriexglapatiame present
i nvention. It \gl | | bei O‘ﬁVi §Hﬁ{ however, to oné skilled in the artthat

t hese specifiaé1 dﬂ}dgﬁgﬂ e bt be used to practice the present invention.
In other instances, 10 well-known structures and circuits, have not been
shown in detail in order not-to unnecessarily obscure the present : :
i nvention. Prior Figurestillustratgs the fdet privilegedevals providedi by the benefical to-

t he understandi ng of the present invention to first consider several
e T ootiD alnvaRthd risoRpoRstRr. o B BIos! $4c lsvaLiz shows g5 level 0 and
' the least secure level is shown as level 3. _ S

uﬂlﬂ%ﬁiws‘ﬁﬁfﬁﬁﬁm’%w$&%54ww Bl v" AT

e S R R T R R T
Figure 2 illustrates the EFLAGS register located within the invented
microprocessor. The EFLAGS register has an é_xtr_a‘ bit (the AC bit) deﬁn_ed
15 in the upper 16-bits to support faults on access to misalig_néd data at |

privilege level 3.

Figure 3 illustrates the machine status control i'egister. (CRO) which
contains an alignment masking bit (AM) which controls whether the AC bit
20 in EFLAGS can allow an alignment fautt or not. |

Flgure 4isa général block diagram of the microprocessor of the B - )

present invention.

25 Figure 5 is a diagram showing how alignment checking is Iogic%ally;

implemented in the currently preferred embodiment of the present invention..




BASI C M CROPROCESSOR ARCHI TECTURE As the role of conputers in our society -
beconmessi:ncreasingly significant, nore mcroprocessors are inplenmenting a
pr ot ect~g .virtual address node (prot ected node). The protected node

i ncorpoxated into the 20 80486 mi croprocessor allows nultiple applications
to run concurrently, but isolates themfromone another so that failures in
one application do not affect any other appLif£ation. The central feature of
a protection WWL Rat her than directly accessing any
part of the.system a programdeals with a selector which grants access to
a systemobject. 25 Associated with each object is information about. it,
for exanple its | ocatA wicroprogassor inchudingta masnsofer selectingtwhether a favltdots6

nm cr opr ocessor t he ratin as access to the data referenced
by thg sel ect or O‘%&%’W’@B&ﬁ"@&‘%ﬂ@ 'BPm°f¥e@ ?‘Eﬁedﬁé’ewz%ﬁﬁbe a system
obj ect i n detgi | joshRHRY Vin ﬁﬂ?@lmn@&é‘scﬁguorp'ﬁ Bc.ﬁaaa@mm g4t - Cher

system obj ects I ncI ude tables that™ supp e prot ct I on nmechani sm

speci al segnent Sotthpsuchtay specifie bitrlengths, qegistententents logicydizgramseteq it he
sel ector the hardware determ nes which descriptor is associated with the

sel ector and wi t9fdente rigyide & therough Eﬂdqfﬁ'é“‘éégé’f thetrsesand inyestionont wilt em t hat

the descriptor i,nd] S e en a
program r equest s%a @ﬁé@ é'?'g%} booé “"ﬁ%%ﬁ" ﬁ%g‘ééﬂéﬁ&? sg’gbﬁgbagy\%ess l's
denied (If the reqsdatdt b’é't@béh@?ra’cuéélim prbsénit thviehidre Clhi dierinstiRedgani sm
control passes fromthe programto a designated routine in the operating

system), accHbs wel-jsawn strugiunes and sircyfisa hawringtchagn, showntin detslljie orders not

currently in nmenp er.at temroutl nust swap the object into

marrbr and ret ur?Pt %BHPP?)‘P grily bsg'%é 9 pyeseqt in %@89"5 I's granted at the
sted EL,H ege Ievelo ds&&xssmg the. dZﬁﬁe@%ﬁ@du%ﬂFﬂ%B&nWR{ ih% f.our

I evel Sof "IHicreast ﬁ“g’*ﬁ’f‘“ i L e

understandmg of the present invention to first consider several archltectural

features of the 80486 microprocessor.
15

BASIC MICROPROCESSOR ARCHITECTURE.

As the role of cbmputers in our society becomes incréasingly
significant, more microprocessors are ihplementihg a protected virtual
address mode (protected mode). The protected mode incorporated into the

20 80486 microprocessor allows multiple applications to run concurrently, but
isolates them from one another s;a that failures in one application do not
affect any other applicatién. The central feature of a protection mechanism
is the selector. Rather than directly accessing any part of the system, a
program deals with a selector which grants access to a system object.

25 - Associated with each object is information about it, for example its focation,
size, restrictions on use, etc. In the 80486 microprocessor only the
operating system has access to the data referenced by the selector which is
called a descriptor.

Descriptors describe a system object in detail. Memory segments are

30 one kind of system object. Other system objects inciude tables that support
the protection mechanism, special segments that store the processor state,

etc. By examining the selector the hardware determines which descriptor is



nunbered 3, 2, 1, and 0 as shown in Figure 1. Privilege level 0 is the nost’
privileged |evel, The privilege |evel of the selector in the code segnnent.
(CS) register i dentifies the precedence of the currently executing routine
and it Is called the current .privilege |evel (CPL). For reliability eV
reasons, 15 only the nost trustworthy=chde in the operating systen1run§ at

t he nost pri assoeipted with ¢he éﬂiﬁoaﬁwutmab}mw%sdhhhb des@rifitod 2i | are run
at the | owest |evel (CPL Various privilege |l-evels are shown as a

series of coP@Bis r‘?’&e 'i‘?"ﬂé'%af “PP fiespriptor indigatesds aﬁ\plpgellm@ggf thennot at es

ht ad a r@ﬁﬁ%# 4 ni, cr opr ocessor, 20
|ro|rgce3u?<ras ru ﬁ{"ngﬁg‘?’p?? nner z)’ess?gé% m%’ﬁ"é@&e‘!@’ z?t%?'?ﬂ?ects I'n the .
outer rings, eithdr accéssris Honied {if ARCAGUES vole©h e O H%e priidttioh! NJ 0D ects
W th greater privil ege0&o|As will be discussed in nore. detail |ater, the

pr eisent i v emerbanism conkol passesfpro the MGQ@ZF:[ @ﬁl}?ﬁ'gﬂ;lg:llomlaain;{l:malt e\?ce)lt h the
(5P g pr " -Ofting fistarn, censH poedt Bt e i 1 SRR or i1 ege

level s al | ovotidifreRflEmanémbryy 8h operatihg sfter WiRHe ;h+§ sWay}hE?BE‘a machi nes

whi ch either always trap, or. never trap, on a msaligne ence. By way
of exanpl e, iato memonpanchtetury contsoldothecprogram)er adcegsisayranteliat thef eat ure may

be d bl ed t there enderlng it 30 conpatible with the 80386
m'ecrIo;?ocess%ﬂueﬁﬁgé’é‘y{f%ﬁ%'%é?%gr anmi ng | anguages, such as C or Pascal, when
the -fp data tﬂi&ﬁBd&sSﬁG&é’é@ﬂsﬂ{?oﬁer d@vetlét Eﬁ“ﬁat a@?& i s.tagged

with that data type fore er. wor és not change
when the pronumbered 3¢2et; endriias SisoveyiarFigurs 15 Prvildge 698100 RUAE nfeseh as LI SP
or_Prol og added erX| b| I | ty | S | ncI uded in run/t| rre type aSSI gnrrents I n .

allows the (og) reglster tdent:ﬁes the. precedenoe of the- currently executmg routine

and it is called the current privilege level (CPL). For_reluabumy reasons,

15  only the most trustworthy code in the operating system runs at the most
privile_ged level (CPL = 0). Applications that might fail are run at the lowest
level (CPL'=3). Vario.us.brivilege levels 'a'r'e shown as a series of
concentric'rings in Figure 1. (The word priirilege_ connotates rights or
advant'ages_ nOt--norrnaIly_ granted. . In the 80486 'micrbpmceésor,

20 proéedureé running at the innermost ﬁng's can access data objects in the _
outer nngs, but outer-nng prooedures cannot access inner-ring objects with
greater privilege.) ' _

As will be discussed in mofe detail later, the present invention'allows '
masking of the alignment check feature at both the apblication level (e.g.,

25 CPL=3)andatthe ope_'rating system level (e.g., CPL = 0). “This selectability
of maskin'g:at two different privilege levels allows the present invention to be -
compatible with those ma'c::h'in'es which either always trap, or never trap, on
a misaligned reference. By way of example, at the operating system Ievel
the alignment check feature may be disabled at reset thereby rendering it

30 oompanble w:th the 80386 microprocessor.

In certaln programming languages. suchés‘ C or Pascal, when the




user to define a function that will operate on nultiple types (e.g., [err]

where x-is either an integer, short real, long real, conplex, etc.). Thus,
depend{ng on the data type at a particular point in the program nultiple
functi ons, can be perforned. 10 In LISP or Prolog prograns the pointer

field indicates both the address and the type of the data. The itemthat
identifies the data type is called the tag. The progranmuses the bottomtwo

bi t f 32-bit i nt th t, ',—Iq'T' t t bits. . [
2ot G2 R Rh e TR A, St R DA .0
or in those Cas?ﬁpé %r%?hnbﬁfar rdstrﬁQ'fa?é'Wl'?B dobB Fot Shange widnAnbyPe to be a

certain type with ove el mng trequency, e user can dJenerate a code that
assunes the tag pragemnyisvexacutirigl dHowieves it seine o lenguagéssudhcaasalliSPay bits. For
exanple, If the tag has a value of 2, then the code would add a val ue of -2
to cancel out trﬁm?oagadsieﬁsﬂex'bwwsismqiw in Fundime HipeaAssighmentsa| IB3hesbown as a

di spl acenent .o | f LShl.ace [ Eﬁ m'm}m{' il be
aligned and the '8%%9(%%@%%&?_&?‘&%%%}é\ns@ﬁ)ér_gatar%é_rg0| ng a ?g{iﬁ%{g to trap.
When executing Alsepte®géfineta funttich thiewill operkts on MMGQEGS (a%g.pr\ﬁr.ef erences
will be aligned as Iong as the displacenent matches the tag. However, If

t he di spl acenmentWhRye if githerancintegpe shag raaldong reahRomplex, 8tdder TS, of t he

Phecurrent - oxccRoRnBRRaty sARNRE bEEoRkiar ol e hrogHdl. il ooc""
regi ster (EFLAGRun@lichsTaH e putorhéd.st ack and controls transfers to a
software routi ne known as an interrupt handler. A specific Interrupt nunber

i s associ at etD wi t h edn hiSFaor Prologrpiograma therpainien fieldimdicales bothtber saved on

"the 30 stack af tcﬂq%sa f utg;m%%cog%%%ﬁe&%p&%é q\%&é%@tﬁ:ﬁ)n t hat caused

theMaul t. Thus,® OPE : A3 WRe hd resume
A 3 e R e SR SRR D e A e R A SRR i S
- 1&hled the tag. The programmer uses the botto bits of a 32-5

executing
as the most significant tag bits. In éases in which the data type must be of a

pointer

be_rtain type or the opera_tion is invalid, or in those cases in which the

15 programmer expects the data type to be a certain type with overwhelming
frequency, the uéer can generate a cod_e that assumes the tag is a given
value. This code cancels the lower tag bits. For example, if the tag has a
value of 2, then the code would add a value of -2 to cancel out the tag bits.
This offset or cancellation is also known as a displacement. If the

20 displacement is correct, the memory item will be aligned and the data can

| be referenced without undergoing a fault or trap.

When executing Al programs using the present invention, memory
references will be aligned as long as the displacement matches the tag.
However, if the displacement does not match the tag the afignment checker

25 of the present invention optionally generates a trap or fault. When this
oceurs, the current execution location (CS:EIP) and the contents of the flags
register (EFLAGS) are saved on the stack and controls transfers to a
software routine known as an interrupt handler. A specific interrupt number
is associated with each fault condition. The instruction pointer saved on the

30 stack after a fault occurs points to the instruction that caused the fault.

Thus, the operating system can correct the condition and resume executing
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the instruction. OVERALL BLOCK DI AGRAM OF “THE M CROPROCESSOR Referring to .
Figure 4, the Invented m croprocessor incorporating the 5 presently ..

-~ described alignnment checking feature is shown in.general block diagraim
form The mcroprocessor Includes a bus interface unit 10 which is ‘C"'d,tr}lﬁ‘ed'
to a 32-bit external data bus 30 and addi hi_onal ly is coupled to an*address
bus 31 and seﬁ,l I %}t"}ﬁ@gr control lines.  BUS interface unit 10 deals with
physi cal (har.dwar addr esses only, so.operand addresses nust first 10

. pass through segnentation unit 14 and paging unit 13. Al so coupled to bus
interface unit OVERALLABLOCK DIAGRAM OF:THE MICHOPRUCESSOR:t ch unit
~continually asks the bus interface unit to fetch the contents of nenory of
the next instructiRefeuinatefigurad, hednvented micrppropessoningamoratingdhees t he

data, it ac Ll W L ¢ . no lwni£quest s
anot her 3Z=bi ﬁr%fghlﬂpﬁeesécgﬁgfﬁ m%%h?g‘{c'%%%}lﬁp (?%gh'% n%:P‘uéBe"Isevét' lﬂ%@‘g cache and
control | er whiialrah® firin0| Thel Microprocessorigcindes & Bus aftéracsrURRI 10 whigh is. t he -
prefetcher 11 and cache unit. 12 are cougl ed via a 32-bit bus to

segnent at i on coupled tp a 82ditextemalsiata hus 30 andadditipnallyds coupled e anaddr esses
into |linear addresses. .20 mentation uynit. 14 Is coupled to paging
unit 13 and cﬁ%ﬁgs‘ﬁﬁ'ﬁ? 3%2-"? ﬁ?‘fﬁjﬁ‘ﬁ’%ﬁ&ﬁ"&f’{ *"Pﬁsnﬁ‘ﬁ'aﬁﬁﬁ%g“‘gﬂ@ dsgls 3l so

cal | ed the Lk hysi Bardubie) S8Erebest 675 so E5GIRY alioksdimb@iy Lhe | | near

addresses generate segnentation unit 14 and converts them I nto physical
addr esses10 | f passyihnapghssegmeatation unit N4 andpagingathilr 18s SAlso oduplédtesbygsrent at i on -
unit becone the 25 physical addre s. ,When paging_is enabled, the |inear
addr esses of M%Agﬁﬁ’i%’?&ﬁ? %%’éifaaﬁ’efﬁﬂk?ﬁ?fg'dji» %P@&@IHWe bl ocks
cal | ed pages. oGraRAHtks 4ROLINTEHAEE Unk 1 Rt 18 tohteRts/orhérhbhy it ing ddr ess.
o, wrrr e et --@@&@@w@;ﬁw Sk { et Sy % R TR T o IO Y b dor IO o R @ SN I S emEh et ar GYIh s bt o e 0]
breaddress. aAs &

may be assunesdestdnituct 6t asithechrefetdiiunicoosives ineldaia,avai | abl e

Intel 30 80386 m croprocessor. The segnentation and paging units for the
Intel 80386 nPlarepitintheuieus apddibthe quag is pot full, requests another 32-bit -

15 piece of memory.

Cache unit 12 includes a.da_ta_cache and comiollér which_ooMfo’Is- N
the accessing gf the cache memory. Both the prefetcher 11 and c__:éch_e_
unit 12 are coupled via a 32-bit bus to segment_atidn unit 14, - Segmeﬁt.ation. .
unit 14 translates segmented addresses into linear addresses.
20 ségmeMation unit 14 is goupled-to.pa_gir_\g unit 13 and cache unit 12 |
through a 32-bit linear address bus '20._.a.tso. cailed the "LA 'bu_é" {e.9., |
Linear Addéss). Paging unit 13 takes the l'_inear _addré#ses gen_erat_ed by L
segmentation unit 14 ahd converts thém into-phys_ical_addresses. if paging v/
is disabled, the linear addresses of the segthentation unit b_ec‘omé_ the |
25 phys_ic_al éddresses.. Wh__an'pag'in.g'is enabled, the line_ar.addresses_ of the
80486 microprobésso_r are divided into 4096-byte blocks called pages.
_ Each page can be mapped into an entirely differ_ent address. Fbr_hurposes |
of understanding the present invention, segmentation unit 14 may be
assumed to be the same as that used in the ébmmerqia!ly available Ihtel- -
30 80386 mig_:'roproces_sor.. ‘The segmentation and paging units for the’ Inte!

80386. microprocessor are described in -




U.S. Patent No. 4,972,338, entitled Menory Managenent For M croprocessor”,
which is assigned to the assignee of the present invention. Wthin the

m cr opfacessor instructions are coupled to the Instruction 5 decoder unit
15. Tﬁ?"...:-.fdecoder unit operates in a manner simlar to that of the prefetch
unit. It ‘takes individual bytes fromthe prefetch queue and determ nes the
number of bytes needed to conplete the pext instruction. The decoder unit
operates with a control unit 19 in which m crocode instructions _are stored;

control I'er 19 providi.nGataagulior &s943,33%nt restitied MemaryiManagament EFor

m croprocessor. The. | 0, NI L S to control
unit 19 while con{}gﬁ%‘lg#g&g' Pgﬂgﬁ%%s'%l%? é@e P %s'@é%\,n@r%ﬁgp Fégggtunl t 14,
data unit 18 and fihgéwtighg point unit 17. Data unit 18 is an arithmetic-
logic unit (ALU) which perfornms ALU functions in a sinmlar nmanner to those
performed by the Intel B theymisrepreeassor)igstructions argreoupleskt3he Nstryetiona| so

Includes a flogtin Lnt U tel? r . 1.0g. f | D0OI

comput at i ons. %e %%@PE%"@%fT@J?%@PSﬁ&ﬁ%%Qg f%%gﬁhhﬁ%"ﬁﬁﬁ% 1“)31 0&@9\,\,@ I
as the other unit sprafetéfgnifll § fkiek Htisdisal bytes frofithe préfbieR quble ARE _
under standi ng the present invention. Signal flow between the various units
of the m croprocestatermines theawumber of bylels neddedito completenthe mextiostruaiioa.0

conprehend the present, i nventjon. DI SGUSSI THE . PREFERRED EINVBODI MENT
Threm sel ect abl e gn pioder Upik opergies; 5F€§é‘?ﬁ'“l‘ﬂ§é’hv’:’:‘!ﬁg MIEracRdR  nal | y

visible to the pr . Jmég ' 5&?‘ b ks IS
| ocated in the EFCL)% reéfﬁ%%@ﬁ%ﬁégﬁg ?évﬁe ??ngnlkg%ﬁen t%?]é'gégsbi t.
The EFLAGS regist efor g shicropretessor. nTie imsiriction alecode bl Sisrshewn doopleduist i on

stream (the EIP register contains the address of the currently executing
i nStpuction) as webanTeR uglt 3 e coptraluoitdd Is ehevmerupies giseomagtation

logic unit (ALU) which performs ALU functions in a similar manner to those
performed by the Inte! 80386 processor.

15 The micrbprocessor also includes a fioating point unit 17 for
performing floating point compﬁtatio_ns. The precise configuration of fioating
point unit 17, as well as the other units of the micréprocessor. is not critical
to the understénding the present invention. Signal flow between the various
units of the microprocessor will be discussed only insofar as needed to

20 comprehend the present invention.

\/ DISCUSSION OF THE PREFERRED EMBODIMENT
The selectable alignment checker of the present invention is
externally visible to_the programmer as two new state (or mode) bits. One bit
25 is located in the EFLAGS register and is called the AC (alignment check)
bit. The EFLAGS register holds status information about the current
instruction stream (the EIP register contains the address of the currently
executing instruction) as well as a number of fields relevant to different
instructions. The other bit, called the AM (alignment masking) bit: is located
30 in the control register CRO.
Referring now to Figure 2, the details of the EFLAGS register is



i nstructions. The other bit, called the AM (alignnent nmasking) bit, is

| ocated 30 in the control register CRO. Referring nowto Figure 2, the
details of the EFLAGS register Is -12- shown. (Note that flag bits Iy 3,
5, 15 and 19 through 31 are "undefined".) The AC bit is |located at’ bit A
position 18. The AC bit enabl es tAé deneration of faults if the menory ™

reference i sho@n2 (NbfethaOmRrbikdd 325515 hed 19 MREUYIE31 &R %neaﬁheaqz caused by a
word access to an odd address, a dword access to 5 an address that is not O

MOD 4, or arft@-Af bl is locatediat bitiposition 48.diThe AG bitienables ihe genp@tlos. Al i gnment
faults are erat only at |evel. that.is.. the AChit setting is .
I gnored (i n&???ﬂ"ﬂ'@gw“ °'¥é?7g19§%fseig,a. 'a'ﬁa"gz‘_e“&&'?@ﬁén 85%%"’?'% descri ptor
tables (for 1higlcaARrcdusad By aWérdl dEBbdstoldniodPadtress, atdvidrd tiedss t8vVen i f the
i nstructions "causing” the descriptor table are. executed at level 3. 10

Al i gned Saulansaddress tbptistneti0 IMOD [4e opamr 8 dytecrdferatizectoramaddréssathatisi nt er r upt
bit 17, with ( de of 0. (Bit 17 ig the virtuyal de (MM bit which
oot to 1) EBAIOPH, Kfnmalt tatits are consiatsp cplanievel dothel Buhe il !
M Cr opr ocessf 't chardP Bl I R Y DATA TYPE
20 DATA TYPEﬁ seﬁ&ﬁ?‘ig’ho&ﬁ&ﬁphc%'%t ieAﬂs cﬁ%&g ﬁu%% r8he5d b e B -
2 DWORD -descriptor tables (for selector loads) are implicifip.level 0 referenciéfevehM - -
4 LONG REAL . L o o 8 TEMPREAL : S
8 the instructions. “causing™ the descriptor table are.executed at level 3.
10  Aligned faults are reporied in the preferred embodiment through interrupt

bit 17, with an error code of 0. (Bit 17 is the virtual mode (VM) bit which - _ _
mmqndm%ah&hemmenﬂywmmmgmsmmmﬂmmngSmd.amben . mﬁ,&\_) B

setto 1.) _ '. o )

" The following table lists the alignment re_quifed for microprocessor

15 data types:

TABLE 1
20 ALIGNMENT REQUIREMENTS BY DATA TYPE
DATA TYPE ~ ALIGNMENT

WORD 2

DWORD 4
25 'SHORT REAL 4 W

LONG REAL g8

TEMPREAL - 8

SELECTOR . 2

48-BIT SEGMENTED POINTER 4
30 32-BIT FLAT POINTER 4

32-BIT SEGMENTED POINTER 2

48-BIT “PSEUDO-DESCRIPTOR" 4

FSTENV/FLDENV SAVE AREA | 472 (ON OPERAND SIZE)

- FSAVE/FRSTOR SAVE AREA 412 (ON OPERAND SIZE)

35 BIT STRING | 4 )




SELECTOR ' 2 48-BI T SEGVENTED PO NTER

4-30 32-BI T FLAT PO NTER 4 32-BI' T SEGVENTED
PO NT& 2 48-BI T " PSEUDO- DESCRI PTOR! 4
FSTEN\//“ﬁ_DEN\/ SAVE AREA 4/ 2 (ON OPERAND SI ZE) FSAVE/ FRSTOR SAVE AREA
4/ 2 (ON OPERAND Sl ZE) 35 BIT STRI NG ' 4

- 13 - Because the alignment check featurg must be separately enabled for
each task, it has been included in the EFUAGS register since each task has
its own "copy" of EMBstase fhafakgnmagt check faatde goust ba, separataly anabled fargi st er

CRO, containingt e5aI| in on ntr ol
regi ster CRO | se¥fiutask. 'E'éﬁ%&?eﬁ% 'E% ‘&%%ﬁ@%ﬁﬂ%ﬁ'%@?ﬁ’gﬂ%ﬁ‘fﬁ’é pagi ng
and nuneric co-p gwhS EFEAng of the m.croprocessor. As shown In
Figure 3, the alignnen control bit is at bit position 18 of CRO. The

AM bit controls \/\hetmaiom‘hbmﬁ(folﬁgum 8, ﬁELoﬁﬁ?ﬁomgustd'IORo containimgtheent f aul t
or not. AM =0 10 disables the check (e.g 386 mcrr%)rocessor
conpati bi | i t%) , algRingmash confrobbit, (AM)s is; §h°WFh&%VPbT°Q'53ﬁI Rhisyoneotaccessed at

privilege |evel r tﬂﬁﬁ% hﬁlﬁc The operating
systemw || set %ﬁr@%ﬁ to %tegc:hé'ﬁg)‘f%mafﬁgﬁkeﬁw gé s only If the
operating syst eco-processte opbiation ppthehicRiprodesssrt rAREhow Al Figure 1R, the Use
of the two bits to enable alignnment checks provides a great deal of

flexibility. Thellgnmqmmaﬁkmnt@éelt@%Mlpt’éﬁye&!awhgﬂgyé?verﬁwbmepmro'Sas it is

| ocated in regi
referenced by tﬁg&hsgﬁgﬁgﬁ gy%ﬂ%ﬁ@%% &F‘?‘?L ?[ﬁ@iﬁt rﬁ mnot he
| 10 disables the check (e.g., 80386 microprocessor compatibility), while AM =
_ K./ ____1 enables |t The AM bit can only be acoessed at pnwlege level O;

bit to 1 to enable alignment faults only if the operating system includes the
appropriate interrupt handler.

15 Use of the two bits to enable alignment checks provides a great deal
of flexibility. The AM bif provides global operating éystem control, as it is
located in register CRO that is global to all tasks, and can only be
referenced by the operating system. it will typically be set when the
operating system is initialized, provided that the operating system includes

20  the appropriate interrupt handler (e.g., bit 17 of CRO).

The AC bit provides application level control. 1t is in the EFLAGS
register that is swapped at a task switch and is accessible by an application
executing at level 3. Since EFLAGS is swapped on a task switch it is as if
each task has a private copy of EFLAGS and, hence, its own copy of the

25 alignment checker. Typically, Al programs need to have alignment
checking only at level 3, the applications level. By having access to the
two mask bits, the programmer has two opportunities to select whether or not
an alignment check is done; one at the applications level (EFLAGS register
can be cleared or set by the program), and one at the operating system

- 30 level (AM bit cleared or set). it should be understood that both bits mask at

all levels. However, AC is implicitly masked at all levels except level 3

presumably only Byt e'.operatmg system The operatmg systom will set this



operating systemis initialized, provided that the operating system

i ncludes 20 the appropriate interrupt handler (e.g., bit 17 of CRO. The
AC bit provides application |evel control. It is in the EFLAGS register~.,
that Is swapped at a task switch and iih accessi bl e by an application_ <
executing at level 3. Since EFLAGS is swapped on-a task switch it is as’ if
each task haswhilgtheAMditeamoniy besetiesetdhe., contralled) atlevaldn copy of - the 25
al i gnment checker . Tv.pical |y, .. Al ograns .need to have alignnment checking
only at |evel 3, t-wg'ﬁ'}? '?%ﬁ?tl" rﬂqﬁ%&‘é@'ﬁ%ﬁﬂ%{w%@ kreenfass: he two nask
bits, the progoandtHe J%sgﬁim'anaeaﬁmuwaféaé&séé‘éﬁﬁﬁss%&r not an

al i gnnent check is done; one at the applications |-eve ' regi ster can
be cl eared orusing thejowaethpeebjtscofithe 32bitdinearcdddréss ys2tfsen Figure dpm 30

| evel (AM bit- c| ear r set). It should be understood that both bits mask’

ed
at all |evd| s8N gagth ofithe Rus cycle 2§ prdgragby. ipatrugtion decpde, unit 180cept | evel

3 - 14- Y - [t st | ' - trolled t
| evel O. Th\gﬂhh&o‘g{r@n‘tﬁ% i|y(3 nMo&?ﬁqlﬁea -<I¥art]€ g"ﬁ?@h"éﬁ‘g‘% %%ﬁ%%rgﬁa?éyﬁlﬁg n'? ea S :
around the resegyrentation wiit 34, shichgisgatrates inGradrosshs. SThe tdumig or med usi ng

the lower three bits of the 32-bit |inear address bus 20 (see Figure 4) 5
and the | engt$pr¥red Ry ceatrolynit 8. as ordered by Instruction decode unit 15 or

the control unit- _ L an . ults are, generated within
segnentation unit ﬁi%ﬁi‘%ﬁ%@%ﬁé@@@%ﬁﬁ%ﬁ a 3@%8 YIRS fault is
servi ced fy cfifferbntUengthsl . torfieofthé VaIE6f the Idviordfrob BRS ofL Abpabbgned dat a

access for bus cycles 10 of different lengths in ternms of the values of
the | ower thrBus eydle lespths/arp determinedi hy dgaodingl tha Jbussrequestdypet falded by

LSE00T0 LN AR S Bt dBBod G 1S o GRRYC S MA BN
TABLE 2
15
BusCycle: { LABus - |
Length (bits - Comments
{in bytes) 2,10 '
20 1 xxx ~ No misaligned access possible.
- xx1 Access 10 odd address is misaligned..
4 -xx3 | Access1o an address crossing 4-byle
x1x - boundary is iﬁisallgned.;
8 xx1 “Access 1o an address crossing 8-byte
25 ' x1x - boundary-is misaligned. . : |
1xx - o B R u
4ND xx1 This Is a 4-byte-not-done bus-cycle. '
ox1x It implies that another 4-byte cycle is coming up
30 1xx - and is therefore treated like an 8-byte cycle. -

Once it is determined that & misaligned access has occurred, it isa .
relatively simple maﬂe_f to determine the other conditions necessér'y_to '
generate a fault. With reference to Figure 5, a d'i'ag.'r;am of the alignmem_ "

35 checking logic circuitry is shown. Logic gates 40-__44: and_latches 31 and 45

are used to decode signals received from segmentation uhit 14 to insure-



Lengt h (bits ' Comments (in bytes) 2,1, 0) 20 1

XXX . No mi sal i gned access possible. 2 xx1 Access to odd
address _is m.saligned. 4 - xx1 Access to an address crossing
4- byte"%ix : boundary I's m saligned. 8 xXXx1 Access to an
address crossing 8-byte 25 x1x boundary-is

m sal i gned. 1xx 4ND xx1 This is a 4-byte-not-done bus-cycle.
x1x it inplies that another 4-byfescycle is comng up 11xx - and

s theref ore ¢ abcill ke dlind bl b6 aBASHE B olds W F b5 TEbAES THEC

m sal i gned access has occurre y sinpl e

determ ne the othes IGwastiorde?bits FLALUSIZD dppedeorelinds51-53.f Théde sighdls
reference to Figure 5 a diagram of the alignnment 35 checking | ogic

circuitry is sh@ihcombiged withibus-raguest-typedisidisignals fram either yait 15&rused t o

uni 021 9 ar v R TR Bl 7 AERE arifhe okl byl e, ap ey T

three | ovest 50r g:720¢dmbiné td-Pproduse et BPSIghald WhidhiAGicatdthe bytblieagthof gnal s

are conbined with bus-request-type field signals fromeither unit 15 or
unit 19 at the ithemisaligned;eeferencrsinangosiancewith Jablec?., Fgraq:@snpla gai®4649, and

- nbi d whi d h I h
of the i sal t onmdleRs A 3 15b o wikE Sonfiet 2 % Brie WsaidsBa e rical ™ gar e
46 produces a Sig@ab7 Bhoduesafynshbfind B0 Bignitpho d Lok rhisdighely oned

reference; gate 67 produces a signal on line 81 signifying a 4-byte
m sal i gned r ef erefetemcepgate ﬁ]pmdtmﬁscaasigaalsmgmawa)whlbh lsmnﬂizsmm &hytei gni fies
an 8-byte '

10 misaligned reference; and gate 49 produces a signal on line 83 which

by gate 47, with the result being stored in latch 50. (The symbols P1 and
P2 associated with the latches of Figure 5 designate the phase in which
each is clocked. For instance, latches 41 and 59 are clocked in phase 2 of

15 the system clock, whereas latches 45, 50 and 62 are clocked in phase 1 of
the next clock pulse).

The AM and AC bits appearing 6n lines 54 and 55 are input to AND
gate 57. Both must be “1" to generate a misaligned fault. The output of
gate 57 is ANDed at gate 63 with the outputs of latches 45 and 50 along

| 20 with the privilege level of the program provided on line 56. The privilege
U - level in the currently preferred embodiment must be at level 3 as determined
by CPL bits in control unit 19. Gates 58-62 also provide an input to AND
gate 63 to insure that the bus cycle type is one in which AC violations are
permitted. (AC violations are not allowed on certain cycles. For instance,
25 they are not permitted on branch cycles since, by definition, it is a single
byte cycle.)

Gate 63's output is coupled to one input of AND gate 65. The other
input to gate 65 is line 66 which provides a signal indicating that the
microprocessor’s pipeline is free before the fault signal is generated'.

| 30 Altogether, in addition to ANDing the AC and AM bits, the logic of Figure 5
is designed to insure that no access to any of the system segments is being

o Si00HG0S.2.4ND misaligned reference. Fach of the signals 80-83areORed ~



AU

10 msaligned reference; and gate 49 produces a signal on line 83 which
signifies a 4ND mi saligned reference. Each of the signals 80-83 are ORed
by gate 47, with the result being stored in latch 50. (The synbol's P1 and
P2 associated with the |atches of Figure 5 designate the phase in whi-c¢"
each is clocked. For instance, |atches 41 and 59 are cl ocked in phase 2 of
15 the systemcl ock, whereas |atches 45, 50 and 62 are cl ocked In phase 1
of the next clock pulse). The AM agd AC bits appedring on |ines 54 and 55
are input_tq AN te 57. Bath must. he. " 1" ey a. kksal i gned fault.
The out pu"f’ag? aﬂ&f@éewgmﬂ%&%’%ﬁgﬁ?’g'ngiev%rﬂs#}héﬁgfﬂégﬁ?g ‘of latches 45
and 50 al o W RINYE Igéyan neaidh unit ikteAupt) ogningep| ovi ded on | i ne
56. The pé}?g?%eggaewﬁgge ?%s;!l?l?éurreéntly [;Irhetferr'egt’enbodi n{ent must be at

| evel 3 awhidieiscoapieditdgordiel ubik 18, whensver albof ieiaboye comditiens 58- 62 al so
provide an input to AND gate 63 to insure that the bus cycle type is one in
whi ch AC &t ons are pernitted. (AC violations are not allowed on .
certaig cycl esy, Y NFE - ' i i anch .cycl es

Si nce,é]by def I%?I'I] éyglr‘lh‘{qs? I'S ,atlhi%}r&tf@ﬁg@{rﬁm@?&}d@??éﬂéﬁtlg&ggﬂgﬁut put is

coupl ed tandtakes sleps toéenisdthja aligrient Checkdfabler Rinseds twengate 65 is [ine 66

whi ch provides a signal .indicating that the mcroprocessors .pipeline is

free bef oPreratign } clacksand m"é@ﬁ%ﬁ-ﬁ'ﬁéﬂpf@ede}ﬂ&?gﬁ‘%wmi. ‘addition to .
ANDI ng t hg. . | &S, P [ Copf oniEd kel Laned to insure that
no acces sgl{@%ae?i‘?/_g%%'%gﬁéé ygﬁﬁdggg’lﬁé}l@sm':é}sﬁggﬁ%eb%v?@' de and that a

| egi ti mat @hindverdy MeCessanbii sigrethe talumedidressiangdnforrd thepusetuces a si gnal

cal l ed SINTR (serant ation unit interrupt) on line 67, which is coupled to
cont rt® uprogramyofthrdaidlyer al | of the above conditions are met. -

s : B,

e A R L SRR, Gy IRy, T LR B SRR

Thus, a microprocessbr providing selectable alignment checking has

been disclosed.



5 On receiving SINTR, the control unit imediately halts all
executi,on and takes steps to service this alignnment check TaultT. Tt inserts
two no operatlon (NOP) clocks and then forces the mcro

entry- pOI nt for alignment check faults. Fromthen on, a ngiﬁle’m#lmls
over doing whatever is necessary to store the return addrwess;c an or
user 10 programof the fault. Thus, a microprocessor providing selectable
al i gnnent checki ng has been di scl osed. I 1111111 111111
111111111212112121221127 * € L M S * - 17 - CLAIMS 1. A m croprocessor
conprising: a menory for storing data; -altontrol unit for executing a
program a neans for referencing data_s ed within said nenory at
~arbitrary addresses; and neans for d ng m saligned data references,
sai d detecting nmeans being sel ectable such that when said detecting neans
i s enabl ed and sai d t.ef erfemidroprocessascomprsingices ni sal i gned data, said

det ecti ng neans gener at es a faul t ich interrupts said program 2. The
m croprocessor accor AMAPALIrSOnng 9ate; ¢ her conprising a prot ection
mechani sm for grant '%%ﬁﬁﬁ?xﬁﬁf&r% SaiRa éﬁguest ed privilege | evel which
i dentifies the precedence 0 salé prog aP sal'd requested privilege |evel

bei ng one of a pl ur a& nteansforlrefemnsing datsd storetirwithin $aid neasdry pt arbittagped to the

nost privileged |level. 3. The mi croprocessor according to Claim2 wherein
sai d addresses; and _

means for detecting misaligned data references, said detecting
means being selectable such that when said detecting means is enabled
w and sand referencmg means references misaligned data sald detectmg

AT RN T A L L PR e W N A R,

means generates a fault which interrupt

2. The microprocessor according to Claim 1 further comprising a
protection mechanism for granting access to data at a requested privilege
level which identifies the precedence of said program, said requested
privilege level being one of a plurality of levels ranging from the least

privileged to the most privileged level.

3. The microprocessor according to Claim 2 wherein said
detecting means comprises a first mode bit and a second mode bit, said first
mode bit being accessed at any privilege level and said second mode bit

being accessed only at said most privileged level.

4. The microprocessor according to Claim 3 wherein said

detecting means is enabled only if both of said mode bits are set.

5. The microprocessor of Claim 4 wherein said detecting means
is enabled only at said least privileged level.
6. 'A microprocessor comprising:

a memorty for storing data;
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det ecting nmeans conprises a first node bit ahw sai d
first node bit being accessed at any privil egetevel and sai d second node '
bit being accessed only at said nost privileged . mg ST

m cr oprocessor according to C aim3 wherein sai H‘mm“l“;“ m is enail'ed
only if both of said node bits are set.~58 - Thesm eropr dcessof of -d&dim4
wherei n said det ecﬁiﬁﬂtraﬁﬂ'lﬂ%rjéteﬁﬁﬂl?'éaﬁ’roﬁmrﬂ' at said | east privileged

| evel . 6. A nicroprocessor conprising: a nenmory- for storing data;  * c .
L M S * a controlmeans forfreferencing watasjorediwithin saig nvaraory at arbitrazy er enci ng
data stored within said nenory at arbitrary addresses; a protection

mechani sm f or 8§dE8%SPHy sel ect ed access to data objects according to the
‘privilege | evel of | Qf : ' ry i ng
segnent ed addr esseg%l?e?lttq gﬁ"ﬁﬁé@r&g d@ggg%ghatgg@g‘ Qgerygkn%%{%té%%a%ﬁs .
conprising a raeofiingoto the privilegadevel otddig peoyramf a + ef erences, sai d detecting

means being optionally enabl ed such that when said detecting neans is
enabl ed and sai d r 8fsepegpiation waihies trapslatingsegmantedaddsersgs dnte dinearsj d

m or opr ovebsonbaERRE SRAF sl SR RBrRbiRl B b sOBL AR e Compr | ces
a first mode hisaRdaaRs RASRESKSalidetdeling ridans belRriSptionaleRdBIed | i ng sai d

fault at the least privileged |evel and sald second node bit controlling
said fault at sunbthaistheprsaid deteclingimeans is enabled apd saidoefesenainghani sm 8.

The m croproceesols @frdicss Wsdignéd 84, LaidBletlifh #3afs G8hurhesh fautt

which interrupts said'pro'g.ram.
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7. The microprocessor according to Claim 6 wherein said
- detecting means cérripﬁse_s- a first mode bit and a second mode bit said first
mode bit controlling said fault at the least privileged level and said second
mode bit controlling 'said"fault at the most privileged level of said protection

mechanism.

8. The microprocessor according to Claim 7 wherein said fault is
generated only if both of said mode bits are set, thereby enabling said

" detecting means.

9. The 'micrbprocessor of Claim 8 wherein said fault is generated
only when no access is being made to the system segments within said

segmentation unit.

10.. ' The microprocessor ac_:t:ording to Claim 9 'funher comprising a
paging unit coupled to said segmentation unit by a bus, said paging unit
coﬁverting said linear addresses into phyéical-addresses, and wherein

_certain bits of said bus identify a misaligned data access to said det-ecting

means for bus cycles of different lengths.



geherated only if both of said node bits are set, thereby enabling said
detecting neans. 9. The mi croprocessor of Caim8 wherein said fault
.generat ed only when no access is being nade to the sysfm
sai d sé‘érrent ation unit. 10. The nicroprocessor accordl

further conprising a paging unit coupled to said segnmen MM@ H”I
bus, said paging unit converting said |inear addresses ihtc phy

addresses and wherein certain bits of said bus identify a m saligned dat a

access to said detecting neans for bus cyches-of different |engths. - 19
- 11. A mcroprocegsor ,petntting access,.to data ,object abtrary

addr esses, said ni gaopr&:@wr Pﬁ%%cﬂeﬁaﬁ‘éf‘%?m*f’ ﬂt?i’lﬁfl&ﬁ

granting accesndteda! g ssbr FEidihd albroldchiBh mbGids m%@ns o
detecting m sa I-ghe a re rences sal et I'ng means belng sel ectabl e

such that wheigrafing d%%ttbrdht {é%tdét@ﬁéﬂélﬁcbrﬂm éﬁ\@l%ﬁéns forade to a
m sal i gned data object said detecting neans generates a fault, and control

means for enalkdeteaiingisdligedd data referdncies, said detectiag meassi hblngmt rol nmeans
conprising a first node bit for masking said fault at a |east privileged
level and a sé@mmﬁéﬂcb|tbatf‘6h9ﬂwﬁ%‘ﬂ|qegeﬁﬁl9d“96@§ is enabledhgad rp fQ'i“FQa@ed

evel 12 AT PR RS es HIS B Sl otiehg b ARE b oRSratioR e it
and oontrol means for enabling and disabling said detecting means, said

control means mhpﬁsing a first mode bit for mésking said fault at a least
privileged level and a second mode bit for masking said fault at a most

2. A midropracesspr substantially as hereinbefore descrihed

with reference to the accompanying drawings.




