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METHOD OF LIVING BODY DETECTION AND TERMINAL DEVICE

TECHNICAL FIELD

The present disclosure relates to the technical field of terminal devices, and more particularly to a method

of living body detection and a terminal device.

BACKGROUND

With the increasing popularization of terminal devices (for example, mobile phones, tablet computers,
etc.), terminal devices are able to support more and more applications and become more powerful. As terminal
devices become more diverse and personalized, they become indispensable electronic products for users' lives.

Currently, iris recognition is increasingly favored by manufacturers of terminal devices. The security of
iris recognition is also one of the most important concerns. For security reasons, in general, living body
detection on iris will be performed first prior to iris recognition. The problem of how to achieve living body

detection needs to be solved.

SUMMARY

Embodiments of the disclosure provide a method for living body detection and related products, which
can realize living body detection.

According to a first aspect of embodiments of the disclosure, a method of living body detection is
provided. The method may include the follows. A first image for a target object is obtained via a camera at a
first focal length and a second image for the target object is obtained via the camera at a second focal length. A
difference image of the first image and the second image is determined. Determine whether the target object is
a living body according to the difference image.

According to a second aspect of embodiments of the disclosure, a terminal device is provided. The
terminal device includes a camera and an application processor (AP). The camera is configured to obtain a first
image for a target object via a camera at a first focal length and obtain a second image for the target object via
the camera at a second focal length. The AP is configured to control to determine a difference image of the first
image and the second image. The AP is further configured to determine whether the target object is a living
body according to the difference image.

According to a third aspect of embodiments of the disclosure, a terminal device is provided. The terminal
device includes a camera, an application processor (AP) coupled with the camera, a memory, and one or more
programs stored in the memory and configured to be executed by the AP. The programs include instructions
being operable to perform the method of the first aspect.

According to a fourth aspect of embodiments of the disclosure, a device of living body detection is
provided. The device for living body detection includes a shooting unit, a determining unit, and a judging unit.
The shooting unit is configured to obtain a first image for a target object via a camera at a first focal length,
and to obtain a second image for the target object via the camera at a second focal length, where the first focal

length is different from the second focal length. The determining unit is configured to determine a difference
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image of the first image and the second image. The judging unit is configured to determine whether the target
object is a living body according to the difference image.

According to a fifth aspect of embodiments of the disclosure, a computer readable storage medium is
provided. The computer readable storage medium is configured to store computer programs. The computer
programs are operable with a computer to perform part or all of the operations described in the first aspect of
the embodiments of the present disclosure.

According to a sixth aspect of embodiments of the disclosure, a computer program product is provided.
The computer program product includes a non-transitory computer readable storage medium storing computer
programs. The computer programs are operable with a computer to perform part or all of the operations
described in the first aspect of the embodiments of the present disclosure. The computer program product can

be a software installation package.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a schematic structural diagram illustrating a smart phone according to an embodiment of the
present disclosure.

FIG. 1B is a schematic structural diagram illustrating a terminal device according to an embodiment of
the present disclosure.

FIG. 2 is a schematic flow diagram illustrating a method of living body detection according to an
embodiment of the present disclosure.

FIG. 3 is a schematic flow diagram illustrating another method of living body detection according to an
embodiment of the present disclosure.

FIG. 4 is a schematic structural diagram illustrating another terminal device according to an embodiment
of the present disclosure.

FIG. 5A is a schematic structural diagram illustrating a device of living body detection according to an
embodiment of the present disclosure.

FIG. 5B is a schematic structural diagram illustrating a judging unit of a device of living body detection
described in FIG. 5A according to an embodiment of the present disclosure.

FIG. 5C is another schematic structural diagram illustrating the judging unit of the device of living body
detection described in FIG. S5A according to an embodiment of the present disclosure.

FIG. 5D is a schematic structural diagram illustrating a determining unit of a device of living body
detection described in FIG. S5A according to an embodiment of the present disclosure.

FIG. 5E is another schematic structural diagram illustrating the determining unit of the device of living
body detection described in FIG. 5A according to an embodiment of the present disclosure.

FIG. 6 is a schematic structural diagram illustrating another terminal device according to an embodiment

of the present disclosure.

DETAILED DESCRIPTION

The terms “first”, “second” used in the specification, the claims, and the accompany drawings of the
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present disclosure are used to distinguish different objects rather than describe a particular order. In addition,
the terms “include”, “comprise”, and “have” as well as variations thereof are intended to cover non-exclusive
inclusion. For example, a process, method, system, product, or apparatus including a series of operations or
units is not limited to the listed operations or units, it can optionally include other operations or units that are
not listed; alternatively, other operations or units inherent to the process, method, product, or device can be
included either.

The term “embodiment” or “implementation” referred to herein means that a particular feature, structure,
or feature described in connection with the embodiment may be contained in at least one embodiment of the
present disclosure. The phrase appearing in various places in the specification does not necessarily refer to the
same embodiment, nor does it refer an independent or alternative embodiment that is mutually exclusive with
other embodiments.

“Terminal device” in the embodiments of the disclosure may include various handheld devices with
wireless communication functions, on-board devices, wearable devices, computing devices, or other
processing devices connected to a wireless modem, as well as various forms of user equipment (UE), mobile
stations ( Mobile Station, MS), terminal device, etc. For convenience of description, the above-mentioned
devices are collectively referred to as terminal devices.

A method of living body detection is provided, in which a first image for a target object is obtained via a
camera at a first focal length and a second image for the target object is obtained via the camera at a second
focal length, where the first focal length is different from the second focal length, then a difference image of
the first image and the second image is determined, thereafter, whether the target object is a living body is
determined according to the difference image.

In one implementation, whether the target object is a living body can be determined according to the
difference image as follows. An image enhancement process is performed on the difference image. A
Binarization process is performed on the difference image subjected to the image enhancement process.
Whether the target object is a living body is determined according to the difference image subjected to the
binarization process. Under the binarization of the image, the gray value of pixels of the image will be set to 0
or 255, which means that the entire image will present a black and white visual effect.

In another implementation, whether the target object is a living body can be determined according to the
difference image as follows. A histogram of the difference image is acquired. The histogram is converted into a
curve diagram. A similarity between the curve diagram and a preset curve diagram is determined and whether
the target object is a living body is determined according to the similarity.

In one implementation of the present disclosure, whether the target object is a living body can be
determined according to the difference image as follows. One or more features are obtained from the
difference image, and whether the target object is a living body is determined according to the one or more
features.

The preset classifier configured for living body is set as follows. A positive sample set and a negative

sample set are acquired, where the positive sample set containing a plurality of difference images for a
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plurality of living bodies and the negative sample set containing a plurality of difference images for a plurality
of non-living bodies. A plurality of features are extracted from the positive sample set and a plurality of
features are extracted from the negative sample set. Obtain a first target classifier according to the plurality of
features extracted from the positive sample set and obtain a second target classifier according to the plurality
of features extracted from the negative sample set. The first target classifier and the second target classifier are
used as the preset classifier.

In one implementation, the difference image of the first image and the second image can be determined as
follows. Obtain a binarized first image by performing a binarization process on the first image. Obtain a
binarized second image by performing a binarization process on the second image. The difference image is
obtained by calculating an absolute value of a difference between each pixel of the binarized first image and
each corresponding pixel of the binarized second image.

In another implementation, the difference image of the first image and the second image can be
determined as follows. A first target image corresponding to the target object is extracted from the first image.
A second target image corresponding to the target object is extracted from the second image. An image
resolution of the first target image is adjusted to be consistent with that of the second target image. A
difference image of the first target image adjusted and the second target image is determined as the difference
image of the first image and the second image.

Another method for living body detection is provided, in which a first image for a target object is
obtained via a camera at a first focal length and a second image for the target object is obtained via the camera
at a second focal length, where the first focal length is different from the second focal length. A difference
image of the first image and the second image is then determined and subjected to at least one of an
enhancement process and a binarization process. Then whether the target object is a living body is determined
according to the difference image subjected to the enhancement process and/or the binarization process. For
details of this method, reference is made to the method identified above.

A terminal device including a camera and an application processor (AP) is provided. The camera is
coupled with the AP and configured to obtain a first image for a target object via a camera at a first focal length
and obtain a second image for the target object via the camera at a second focal length, wherein the first focal
length is different from the second focal length. The AP is configured to determine a difference image of the
first image and the second image and determine whether the target object is a living body according to the
difference image. Alternatively, the AP is configured to the AP is configured to determine a difference image of
the first image and the second image and then perform at least one of an enhancement process and a
binarization process on the difference image, after that, whether the target object is a living body is determined
according to the difference image subjected to the enhancement process and/or the binarization process.

Embodiments of the present disclosure will be described in detail below. As illustrated in FIG. 1A, a
terminal device such as a smart phone 100 including an iris recognition device is provided. The iris recognition
device includes an infrared fill light 21 and an infrared camera 22. During operation of the iris recognition

device, light of the infrared fill light 21 is directed to an iris and then reflected by the iris to the infrared camera



10

15

20

25

30

35

WO 2019/015415 PCT/CN2018/091074
5

22. The iris recognition device is configured to collect iris images. The terminal device 100 may still have a
front camera 23. The front camera can be implemented with a zoom camera.

FIG. 1B is a schematic structural diagram illustrating a terminal device 100 according to an embodiment
of the present disclosure. Referring to FIG. 1B, the terminal device 100 includes an application processor (AP)
110, a camera 120, and an iris recognition device 130. The iris recognition device 130 can be integrated with
the camera 120; alternatively, the iris recognition device 130 can be separated from the camera 120. The AP
110 is coupled with the camera 120 and the iris recognition device 130 via a bus 150.

In some possible implementations, the camera 120 is configured to obtain a first image for a target object
via a camera at a first focal length, and to obtain a second image for the target object via the camera at a
second focal length, where the first focal length is different from the second focal length.

The AP 110 is configured to be controlled to determine a difference image of the first image and the
second image. The AP 110 is further configured to determine whether the target object is a living body
according to the difference image.

In some possible implementations, in terms of determining whether the target object is a living body
according to the difference image, the AP 110 is configured to acquire a histogram of the difference image,
convert the histogram into a curve diagram, determine a similarity between the curve diagram and a preset
curve diagram, and determine whether the target object is a living body according to the similarity.

In some possible implementations, in terms of determining whether the target object is a living body
according to the difference image, the AP 110 is configured to obtain one or more features from the difference
image, and determine whether the target object is a living body according to the one or more features.

In some possible implementations, in terms of determining the difference image of the first image and the
second image, the AP 110 is configured to obtain a binarized first image by performing a binarization process
on the first image, obtain a binarized second image by performing a binarization process on the second image,
and obtain the difference image by calculating an absolute value of a difference between each pixel of the
binarized first image and each corresponding pixel of the binarized second image.

In some possible implementations, in terms of determining the difference image of the first image and the
second image, the AP 110 is configured to extract, from the first image, a first target image corresponding to
the target object and extract, from the second image, a second target image corresponding to the target object,
adjust an image resolution of the first target image to be consistent with that of the second target image, and
determine a difference image of the adjusted first target image and the second target image.

FIG. 2 is a schematic flow diagram illustrating a method for living body detection according to an
embodiment of the present disclosure. The method is applicable to a terminal device equipped with a camera
and an application processor (AP), for example, the terminal device can be the one illustrated in FIG. 1A or
FIG. 1B. Referring to FIG. 2, the method for living body detection begins at block 201.

At block 201, a first image for a target object is obtained via a camera at a first focal length and a second
image for the target object is obtained via the camera at a second focal length, where the first focal length is

different from the second focal length.
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The camera may be a zoom camera. The target object may be a human face, an iris, or other objects shot
by the camera. The first image and the second image are obtained based on different focal lengths, that is to
say, the first focal length and the second focal length are different. Further, the first image and the second
image may correspond to the same scene.

At block 202, a difference image of the first image and the second image is determined.

The first image may have a same resolution as that of the second image. Both of the first image and the
second image may be grayscale images. In general, a grayscale image will contain main outline information of
an image and therefore, it is not necessary to take color information of the image into consideration, which will
reduce the complexity of image processing.

The difference image can be obtained in different manners including but not limited to a binarization
process and image resolution adjustment, which will be detailed below.

The binarization process can be performed respectively on the first image and the second image, with the
purpose of reducing the complexity of two-dimensional images and achieving rapid process. Based on this, in
one implementation, at block 202, the difference image of the first image and the second image can be
determined as follows. The binarization process is performed on the first image to obtain a binarized first
image. The binarization process is performed on the second image to obtain a binarized second image. An
absolute value of a difference between each pixel of the binarized first image and each corresponding pixel of
the binarized second image is calculated to obtain the difference image.

For the binarized first image and the binarized second image, the difference image can be obtained by
calculating the absolute value of the difference between each pixel of the binarized first image and each
corresponding pixel of the binarized second image. In this way, it is possible to analyze whether the target
object is a living body according to the difference image.

It should be noted that the binarization process performed on the first image and the second image is not
sequentially limited. For example, the binarization process can be performed on the second image first and
then performed on the first image and vice versa, or can be performed on both of the first image and the second
image simultaneously.

In another implementation, at block 202, the difference image of the first image and the second image can
be determined as follows. A first target image corresponding to the target object is extracted from the first
image. A second target image corresponding to the target object is extracted from the second image. An image
resolution of the first target image is adjusted to be consistent with that of the second target image. A
difference image of the adjusted first target image and the second target image is determined as the difference
image of the first image and the second image.

The first target image can be an iris image or a detailed iris image. Similarly, the second target image may
be an iris image or a detailed iris image. A scheme used herein for extracting the first target image or the
second target image may include but is not limited to Harris corner detection algorithm, wavelet transform
algorithm, scale invariant feature transform (SIFT) algorithm, and the like. Since there may be a difference in

resolutions of the first image and the second image and the difference may be increased after the features are
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extracted, the resolution of the first target image can be adjusted to be consistent with that of the second target
image. The manner in which the resolution is adjusted can be an interpolation operation (for example, a linear
interpolation operation, a bilinear interpolation operation, etc.) or down-sampling processing, or the like. In
this way, the difference image of the first target image and the second target image can be obtained through
further calculating.

The above mentioned binarization process and image resolution adjustment can be adopted in
combination. For instance, for the purpose of reducing the complexity of two-dimensional (2D) images and
achieving rapid process, after the first target image and the second target image are obtained, binarization
process can be performed on the first target image and the second target image, so as to obtain the binarized
first target image and the binarized second target image. The absolute value of the difference between each
pixel of the binarized first target image and each corresponding pixel of the binarized second target image can
be calculated to obtain the difference image. In this way, it is possible to analyze whether the target object is a
living body according to the difference image.

At block 203, determine whether the target object is a living body according to the difference image.

The difference image may include more detailed features which can be understood as differentiation
characteristics. For the same object, images shot at different focal lengths are different, and the images may
contain different detailed information as well. In the embodiments of the present disclosure, for ease of
explanation, planar images (such as a photograph) and stereo images (such as an iris or a human face) are
described. Images obtained at different focal lengths have differentiation characteristics, and the difference
image can be used to determine changes between images and indicate a living feature property of the target
object. Differentiation characteristics of photographs shot at different focal lengths are different from that of
an iris shot at different focal lengths. Such difference is mainly due to the following factors. (1). Different
spatial scope; for example, a photograph corresponds to a two-dimensional space while an iris corresponds to a
three-dimensional space. (2). Different reflection range. (3). Different biological characteristics; for example, a
photograph has no biological characteristics while an iris has biological characteristics. Therefore, it is possible
to determine, according to characteristics of the difference image, whether the target object is a living body.

With further treatment such as histogram-curve diagram conversion and feature extraction on the
difference image, whether the target object is a living body can be determined, that is, judged. The forging
treatment will be illustrated below separately.

In one possible implementation, at block 203, whether the target object is a living body can be determined
according to the difference image as follows. A histogram of the difference image is acquired. The histogram is
converted into a curve diagram. Similarity between the curve diagram and a preset curve diagram is
determined, and whether the target object is a living body is determined according to the similarity.

The above preset curve diagram can be pre-stored in the terminal device and can be experimentally
obtained through a difference image corresponding to an iris living body. The histogram of the difference
image can be obtained and then fitted into the curve diagram, that is, the vertex of each block of the histogram

can be obtained and then fitted to obtain the curve diagram. The fitting referred to herein can be a linear fitting,
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a Gaussian fitting, a parabolic fitting and the like. Then the similarity between the curve diagram and the preset
curve diagram is calculated to obtain a similarity value. When the similarity value is greater than a similarity
threshold, it can be considered that the target object is from a living body. On the other hand, when the
similarity value is less than or equal to the similarity threshold, it can be considered that the target object is not
from a living body, that is, the target object is from a non-living body. In this way, it is possible to recognize
whether the target object is from a living body with aid of the histogram of the difference image. The above
similarity threshold may be an empirical value, or may be set by default by a system, or may be set by a user,
the present disclosure is not limited thereto.

The above embodiments of the present disclosure can be used to distinguish between a living body and a
photograph. For instance, the living body is a real human body, it corresponds to a three-dimensional (3D)
image and the surface thereof is uneven. In contrast, the photograph is a planar image and has a flat surface.
Therefore, by shooting a living body and a photograph at different focal lengths, there will be significant
differences between a histogram of a difference image obtained based on the living body and a histogram of a
difference image obtained based on the photograph. According to the teaching of such principle, with aid of
the above method, it is possible to determine whether the target object is a living body.

In another possible implementation, at block 203, whether the target object is a living body can be
determined according to the difference image as follows. First, one or more features can be obtained from the
difference image, and then whether the target object is a living body can be determined according to the one or
more features.

Specifically, a positive sample set and a negative sample set can be acquired, where the positive sample
set containing a plurality of difference images for a plurality of living bodies and the negative sample set
containing a plurality of difference images for a plurality of non-living bodies. A plurality of features are
extracted from the positive sample set and a plurality of features are extracted from the negative sample set.
Thereafter, a first classifier can be obtained according to the plurality of features extracted from the positive
sample set and a second classifier can be obtained according to the plurality of features extracted from the
negative sample set. At last, whether the target object is a living body can be determined according to the one
or more features, the first classifier and the second classifier.

As an example, a positive sample set is acquired, and the positive sample set contains difference images
of A living bodies, where A is a positive integer; similarly, a negative sample set is acquired, and the negative
sample set contains difference images of B non-living bodies, where B is a positive integer. Features of the
positive sample set are extracted to obtain features of set A, and features of the negative sample set are
extracted to obtain features of set B. After this, a first classifier can be obtained according to the features of set
A, and a second classifier can be obtained according to the features of set B. At last, the first classifier and the
second classifier, and the one or more features can be used for living body detection.

The difference images referred to in operations at C1 and C2 can be obtained via the operations described
at block 201 to 202. The values of A and B can be set by the user, the positive sample set includes A positive

samples, and the negative sample includes B negative samples. The greater the value of A and/or B, the better
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the classification effect of the classifier. For the manner in which features are extracted at C3 and C4, reference
may be made to the above description. In addition, the classifier includes but not limited to support vector
machines, genetic algorithm classifiers, neural network algorithm classifiers, cascade classifiers (e.g., genetic
algorithm + SVM), and the like.

As can be seen, the methods of the embodiments of the present disclosure are applicable to the terminal
device including the camera and the AP. By means of zoom shooting, the first image for the target object is
obtained via the camera at the first focal length and the second image for the target object is obtained via the
camera at the second focal length, where the first focal length is different from the second focal length. Then
the difference image of the first image and the second image is determined. Thereafter, whether the target
object is a living body can be determined according to the difference image. Thus, it is possible to realize zoom
shooting on the target object to obtain two images shot at different focal lengths, and then whether the target
object is a living body can be determined according to the difference between the two images. In this way,
living body detection can be realized.

FIG. 3 is a schematic flow diagram illustrating a method of living body detection according to an
embodiment of the present disclosure. The method is applicable to a terminal device with a camera and an
application processor (AP). The terminal device can be the terminal device illustrated in FIG. 1A or FIG. 1B.
Referring to FIG. 3, the method for living body detection begins at block 301.

At block 301, a first image for a target object is obtained via a camera at a first focal length and a second
image for the target object is obtained via the camera at a second focal length, where the first focal length is
different from the second focal length. At block 302, a difference image of the first image and the second
image is determined. At block 303, an image enhancement process is performed on the difference image.

The above image enhancement process may include but is not limited to histogram equalization,
grayscale stretching, wavelet de-noising, image restoration, image sharpening processing, smoothing
processing, median filtering, two-sided filtering, guiding filtering, and other image processes. Image quality of
the difference image can be improved after the image enhancement process is completed. Specifically, detailed
information of the image is enhanced, that is, previously insignificant detailed information can be displayed
after performing the image enhancement process.

At block 304, a binarization process is performed on the difference image subjected to image
enhancement.

By performing the binarization process on the difference image subjected to image enhancement, the
complexity of the difference image subjected to image enchantment can be reduced, which is convenient for
subsequent operations. During the binarization process, a binarization threshold can be selected, for example,
a pixel value of a pixel point greater than the binarization threshold can be set to 255, a pixel value of a pixel
point less than or equal to the binarization threshold can be set to 0. The binarization threshold may be an
average brightness value of a difference image subjected to image enhancement process.

At block 305, whether the target object is a living body is determined according to the difference image

subjected to the binarization process.
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For the manner in which whether the target object is a living body is determined according to the
binarized difference image, reference is made to corresponding operations described in FIG. 2 and will not be
detailed here again.

As can be seen, in the embodiments of the disclosure, the target object is shot through the camera at the
first focal length to obtain the first image and shot through the camera at the second focal length to obtain the
second image, where the first focal length is different from the second focal length. Thereafter, the difference
image of the first image and the second image is determined and the image enhancement process is performed
on the difference image. The binarization process is performed on the difference image after the image
enhancement process. Finally, whether the target object is a living body is determined according to the
binarized difference image. Thus, it is possible to realize zoom shooting on the target object to obtain two
images shot at different focal lengths, and further determine whether the target object is a living body
according to differences between the two images. In this way, living body detection can be realized.

FIG. 4 is a schematic structural diagram illustrating a terminal device according to an embodiment of the
present disclosure. Referring to FIG. 4, the terminal device includes a camera, an application processor (AP),
and a memory including one or more programs. The terminal device may further include an iris recognition
device.

The one or more programs are stored in the memory and configured to be executed by the AP. The
programs include instructions being operable to perform the following operations. A first image for a target
object is obtained via a camera at a first focal length and a second image for the target object is obtained via
the camera at a second focal length, where the first focal length is different from the second focal length. A
difference image of the first image and the second image is determined. Whether the target object is a living
body is determined according to the difference image.

In a possible implementation, in terms of determining whether the target object is a living body according
to the difference image, the programs include instructions being operable to perform the following operations.
A histogram of the difference image is acquired. The histogram is converted into a curve diagram. A similarity
between the curve diagram and a preset curve diagram is determined, and whether the target object is a living
body is determined according to the similarity.

In another possible implementation, in terms of determining whether the target object is a living body
according to the difference image, the programs include instructions being operable to perform the following
operations. One or more features are obtained from the difference image, and whether the target object is a
living body can be determined according to the one or more features.

In a possible implementation, in terms of determining the difference image of the first image and the
second image, the programs include instructions being operable to perform the following operations. A
binarization process is performed on the first image to obtain a binarized first image. A binarization process is
performed on the second image to obtain a binarized second image. An absolute value of a difference between
each pixel of the binarized first image and each corresponding pixel of the binarized second image is

calculated to obtain the difference image.



10

15

20

25

30

35

WO 2019/015415 PCT/CN2018/091074
11

In another possible implementation, in terms of determining the difference image of the first image and
the second image, the programs include instructions being operable to perform the following operations. A first
target image corresponding to the target object is extracted from the first image. A second target image
corresponding to the target object is extracted from the second image. An image resolution of the first target
image is adjusted to be consistent with that of the second target image. A difference image of the adjusted first
target image and the second target image is determined.

FIG. 5A is a schematic structural diagram illustrating a device of living body detection according to an
embodiment of the present disclosure. The device for living body detection is applicable to a terminal device
including a camera and an application processor (AP). Referring to FIG. 5A, the device of living body
detection includes a shooting unit 510, a determining unit 520, and a judging unit 530.

The shooting unit 510 is configured to obtain a first image for a target object via a camera at a first focal
length and obtain a second image for the target object via the camera at a second focal length, and focal
lengths corresponding to the first image and the second image are different. The determining unit 520 is
configured to determine a difference image of the first image and the second image. The judging unit 530 is
configured to determine whether the target object is a living body according to the difference image.

In one implementation, FIG. 5B is a detailed schematic structural diagram illustrating the judging unit
530 of the device of living body detection described in FIG. 5A. As illustrated in FIG. 5B, the judging unit 530
may include an acquiring module 531, a converting module 532, and a judging module 533.

The acquiring module 531 is configured to acquire a histogram of the difference image. The converting
module 532 is configured to convert the histogram into a curve diagram. The judging module 533 is
configured to determine a similarity between the curve diagram and a preset curve diagram, and determine
whether the target object is a living body according to the similarity.

In one implementation, FIG. 5C is a detailed schematic structural diagram illustrating the judging unit
530 of the device for living body detection described in FIG. SA. As illustrated in FIG. 5C, the judging unit
530 may include a first extracting module 534 and a classifying module 535.

The first extracting module 534 is configured to extract features of the difference image to obtain a
feature parameter set. The classifying module 535 is configured to train the feature parameter set through a
preset classifier configured for living body detection to obtain a training result, and determine whether the
target object is a living body according to the training result.

In one implementation, FIG. 5D is a detailed schematic structural diagram illustrating the determining
unit 520 of the device of living body detection described in FIG. SA. As illustrated in FIG. 5D, the determining
unit 520 may include a processing module 521 and a calculating module 522.

The processing module 521 is configured to obtain a binarized first image by performing a binarization
process on the first image. The processing module 521 is further configured to obtain a binarized second image
by performing a binarization process on the second image. The calculating module 522 is configured to obtain
the difference image by calculating an absolute value of a difference between each pixel of the binarized first

image and each corresponding pixel of the binarized second image.
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In one implementation, FIG. 5E is a detailed schematic structural diagram illustrating the determining
unit 520 of the device of living body detection described in FIG. S5A. As illustrated in FIG. SE, the determining
unit 520 may include a second extracting module 523, an adjusting module 524, and a determining module
525.

The second extracting module 523 is configured to extract, from the first image, a first target image
corresponding to the target object. The second extracting module 523 is further configured to extract, from the
second image, a second target image corresponding to the target object. The adjusting module 524 is
configured to adjust an image resolution of the first target image to be consistent with that of the second target
image. The determining module 525 is configured to determine a difference image of the adjusted first target
image and the second target image.

As can be seen, by means of the device of living body detection according to the implementations of the
disclosure, the first image for a target object is obtained via the camera at the first focal length, and the second
image for the target object is obtained via the camera at the second focal length, where the first focal length is
different from the second focal length. Then the difference image of the first image and the second image is
determined. Thereafter, whether the target object is a living body is determined according to the difference
image. Thus, it is possible to realize zoom shooting on the target object to obtain two images shot at different
focal lengths, and then whether the target object is a living body can be determined according to the difference
between the two images. In this way, living body detection can be realized.

It should be understood that functions of units or modules of the device for living body detection in this
implementation can be implemented according to the methods in the foregoing method embodiments. For
details, reference may be made to the related descriptions in the foregoing method embodiments, and it will
not be described in further detail herein.

According to an embodiment of the present disclosure, there is provided another terminal. As illustrated
in FIG. 6, only parts related to the embodiments of the present disclosure are illustrated for ease of description.
For technical details not described, reference may be made to the method embodiments of the present
disclosure. The terminal device may be any mobile terminal, such as a mobile phone, a tablet computer, a
personal digital assistant (PDA), a point of sale terminal (POS), an on-board computer, and the like. The
following describes the mobile phone as an example of the terminal device.

FIG. 6 is a block diagram illustrating partial structure of a mobile phone related to a terminal device
according to an embodiment of the present disclosure. As illustrated in FIG. 6, the mobile phone includes a
radio frequency (RF) circuit 610, a memory 620, an input unit 630, a sensor 650, an audio circuit 660, a
wireless fidelity (Wi-Fi) module 670, an application processor (AP) 680, a power supply 690, and other
components. Those skilled in the art can understand that the structure of the mobile phone illustrated in FIG. 6
does not constitute any limitation. The mobile phone configured to implement technical solutions of the
disclosure may include more or fewer components than illustrated, or may combine certain components or
different components. In the following, various components of the mobile phone will be described in detail

with reference to FIG. 6.
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The input unit 630 is configured to receive input digital or character information and generate key signal
input associated with user setting and function control of the mobile phone. In one implementation, the input
unit 630 may include a touch display screen 633, an iris recognition device 631. The input unit 630 may
further include other input devices 632. In at least one implementation, the other input devices 632 may be a
camera, for example, a zoom camera. In one implementation, the other input devices 632 may include, but not
limit to, one or more of a physical key, a function key (such as a volume control key, a switch key, etc.), a
trackball, a mouse, a joystick, and the like.

The AP 80 is configured to perform the following operations.

Zoom shooting is performed on a target object through the camera to obtain a first image and a second
image, and focal lengths corresponding to the first image and the second image are different. A difference
image of the first image and the second image is determined. Whether the target object is a living body is
determined according to the difference image.

The AP 680 is a control center of the mobile phone. It uses various interfaces and lines to connect various
parts of the whole mobile phone, runs or executes software programs and/or modules stored in the memory
620, and calls data stored in the memory 620 to perform various functions of the mobile phone and process
data, thereby monitoring the mobile phone. In at least one implementation, the AP 680 may include one or
more processing units; for example, the processor 680 may be integrated with an application processor and a
modem processor, where the application processor is mainly configured to maintain an operating system, a
user interface, application programs, and so on, and the modem processor is mainly configured for wireless
communication. It will be appreciated that the above-mentioned modem processor may not be integrated into
the AP 680.

The memory 620 may include a high-speed random access memory (RAM), and may further include a
non-transitory memory such as at least one disk storage device, a flash device, or other non-transitory solid
storage devices. The RF circuit 610 is configured to transmit or receive information. Generally, the RF circuit
610 includes but is not limited to an antenna, at least one amplifier, a transceiver, a coupler, a low noise
amplifier (LNA), a duplexer, and the like. In addition, the RF circuit 610 may also communicate with the
network and other devices via wireless communication. The above wireless communication may use any
communication standard or protocol, which includes but is not limited to global system of mobile
communication (GSM), general packet radio service (GPRS), code division multiple access (CDMA),
wideband code division multiple access (WCDMA), long term evolution (LTE), E-mail, short messaging
service (SMS), and so on.

The mobile phone may also include at least one sensor 650, such as a light sensor, a motion sensor, and
other sensors. In one implementation, the light sensor may include an ambient light sensor and a proximity
sensor, among which the ambient light sensor may adjust the brightness of the display screen according to
ambient lights, and the proximity sensor may turn off the display screen and/or backlight when the mobile
phone reaches nearby the ear. As a kind of a motion sensor, an accelerometer sensor can detect the magnitude

of acceleration in all directions (typically three axes) and when the mobile phone is stationary, the
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accelerometer sensor can detect the magnitude and direction of gravity; the accelerometer sensor can also
identify mobile-phone gestures related applications (such as vertical and horizontal screen switch, related
games, magnetometer attitude calibration), or the accelerometer sensor can be used for vibration-recognition
related functions (such as a pedometer, percussion) and so on. The mobile phone can also be equipped with a
gyroscope, a barometer, a hygrometer, a thermometer, and an infrared sensor and other sensors, and it will not
be repeated herein.

The audio circuit 660, a speaker 661, a microphone 662 may be configured to provide audio interfaces
between the user and the mobile phone. The audio circuit 660 may be configured to convert the received audio
data into electrical signals and transfer the electrical signals to the speaker 661.The speaker 661 is configured
to convert the electrical signals into sound signals to output. On the other hand, the microphone 662 is
configured to convert the received sound signals into electrical signals, which will be received and converted
into audio data by the audio circuit 660 to output. The audio data is then processed and transmitted by the AP
680 via the RF circuit 610 to another mobile phone for example, or, the audio data is output to the memory 620
for further processing.

Wi-Fi belongs to a short-range wireless transmission technology. With aid of the Wi-Fi module 670, the
mobile phone may assist the user in E-mail receiving and sending, webpage browsing, access to streaming
media, and the like. Wi-Fi provides users with wireless broadband Internet access. Although the Wi-Fi module
670 is illustrated in FIG. 6, it should be understood that the Wi-Fi module 670 is not essential to the mobile
phone and can be omitted according to actual needs without departing from the essential nature of the present
disclosure. The mobile phone also includes the power supply 690 (e.g., a battery) that supplies power to
various components. For instance, the power supply 690 may be logically connected to the AP 680 via a power
management system to enable management of charging, discharging, and power consumption through the
power management system.

Although not illustrated, the mobile phone may include a camera, a Bluetooth module, etc., and the
disclosure will not elaborate herein. The method of the foregoing implementations illustrated in FIG. 2 and
FIG. 3 can be realized based on the structure of the mobile phone. The functions of the units illustrated in
FIG. 4 and FIG. 5A to 5E can be achieved based on the structure of the mobile phone.

Embodiments of the present disclosure also provide a computer readable storage medium. The computer
readable storage medium may store computer programs which, when executed, can be operable with a
computer to accomplish all or part of the operations of any of method for living body detections described in
the above method embodiments.

Embodiments of the present disclosure also provide a computer program product. The computer program
product includes a non-transitory computer readable storage medium storing computer programs. The
computer programs are operable with a computer to accomplish all or part of the operations of any of the
methods described in the above method embodiments.

It is to be noted that, for the sake of simplicity, the foregoing method embodiments are described as a

series of action combinations, however, it will be appreciated by those skilled in the art that the present



10

15

20

25

30

35

WO 2019/015415 PCT/CN2018/091074
15

disclosure is not limited by the sequence of actions described. That is because that, according to the present
disclosure, certain steps or operations may be performed in other order or simultaneously. Besides, it will be
appreciated by those skilled in the art that the embodiments described in the specification are exemplary
embodiments and the actions and modules involved are not necessarily essential to the present disclosure.

In the foregoing embodiments, the description of each embodiment has its own emphasis. For the parts
not described in detail in one embodiment, reference may be made to related descriptions in other
embodiments.

In the embodiments of the disclosure, it should be understood that, the device disclosed in embodiments
provided herein may be implemented in other manners. For example, the device/apparatus embodiments
described above are merely illustrative; for instance, the division of the unit is only a logical function division
and there can be other manners of division during actual implementations, for example, multiple units or
components may be combined or may be integrated into another system, or some features may be ignored,
omitted, or not performed. In addition, coupling or communication connection between each illustrated or
discussed component may be direct coupling or communication connection via some interfaces, or may be
indirect coupling or communication among devices or units, and may be electrical connection, or other forms
of connection.

The units described as separate components may or may not be physically separate, the components
illustrated as units may or may not be physical units, that is, they may be in the same place or may be
distributed to multiple network elements. Part or all of the units may be selected according to actual needs to
achieve the purpose of the technical solutions of the embodiments.

In addition, the functional units in various embodiments of the present disclosure may be integrated into
one processing unit, or each unit may be physically present, or two or more units may be integrated into one
unit. The above-mentioned integrated unit can be implemented in the form of hardware or a software function
unit.

The integrated unit may be stored in a computer-readable memory when it is implemented in the form of
a software functional unit and is sold or used as a separate product. Based on such understanding, the technical
solutions of the present disclosure essentially, or the part of the technical solutions that contributes to the
related art, or all or part of the technical solutions, may be embodied in the form of a software product which is
stored in a memory and includes instructions for causing a computer device (which may be a personal
computer, a server, or a network device and so on) to perform all or part of the operations described in the
various embodiments of the present disclosure. The memory includes various medium capable of storing
program codes, such as a universal serial bus (USB), a read-only memory (ROM), a random access memory
(RAM), a removable hard disk, Disk, compact disc (CD), or the like.

It will be understood by those of ordinary skill in the art that all or a part of the various methods of the
embodiments described above may be accomplished by means of a program to instruct associated hardware,
the program may be stored in a computer readable memory, which may include a flash memory, a read-only

memory (ROM), a random access memory (RAM), Disk or compact disc (CD), and so on.
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CLAIMS

1. A method of living body detection, comprising:
obtaining (201) a first image for a target object via a camera at a first focal length;
obtaining (201) a second image for the target object via the camera at a second focal length;
determining (202) a difference image of the first image and the second image; and
determining (203) whether the target object is a living body according to the difference image;
wherein the determining whether the target object is a living body according to the difference image
comprises:
acquiring a histogram of the difference image;
converting the histogram into a curve diagram; and
determining a similarity between the curve diagram and a preset curve diagram, and determining
whether the target object is a living body according to the similarity; or
the determining whether the target object is a living body according to the difference image
comprises:
obtaining one or more features from the difference image;
acquiring a positive sample set and a negative sample set, wherein the positive sample set
containing a plurality of difference images for a plurality of living bodies and the negative sample set
containing a plurality of difference images for a plurality of non-living bodies;
extracting a plurality of features from the positive sample set and a plurality of features from the
negative sample set;
obtaining a first classifier according to the plurality of features extracted from the positive sample
set and obtaining a second classifier according to the plurality of features extracted from the negative sample
set; and
determining whether the target object is a living body according to the one or more features, the
first classifier and the second classifier.
2. The method of claim 1, wherein the determining the difference image of the first image and the second
image comprises:
obtaining a binarized first image by performing a binarization process on the first image;
obtaining a binarized second image by performing a binarization process on the second image; and
obtaining the difference image by calculating an absolute value of a difference between each pixel of
the binarized first image and each corresponding pixel of the binarized second image.
3. The method of claim 1, wherein the determining the difference image of the first image and the second
image comprises:
extracting, from the first image, a first target image corresponding to the target object;
extracting, from the second image, a second target image corresponding to the target object;

adjusting an image resolution of the first target image to be consistent with an image resolution of the
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second target image; and
determining a difference image of the first target image adjusted and the second target image.
4. A terminal device, comprising:
a camera; and
an application processor, AP; wherein
the camera is coupled with the AP and configured to obtain a first image for a target object via a
camera at a first focal length and obtain a second image for the target object via the camera at a second
focal length; and
the AP is configured to determine a difference image of the first image and the second image and
determine whether the target object is a living body according to the difference image;
wherein the AP configured to determine whether the target object is a living body according to the
difference image is configured to:
acquire a histogram of the difference image;
convert the histogram into a curve diagram; and
determine a similarity between the curve diagram and a preset curve diagram, and determine
whether the target object is a living body according to the similarity; or
wherein the AP configured to determine whether the target object is a living body according to the
difference image is configured to:
obtain one or more features from the difference image;
acquire a positive sample set and a negative sample set, wherein the positive sample set comprises
a plurality of difference images for a plurality of living bodies and the negative sample set comprises a
plurality of difference images for a plurality of non-living bodies;
extract a plurality of features from the positive sample set and a plurality of features from the
negative sample set;
obtain a first classifier according to the plurality of features extracted from the positive sample set
and a second classifier according to the plurality of features extracted from the negative sample set; and
determine whether the target object is a living body according to the one or more features, the first
classifier and the second classifier.
5. The terminal device of claim 4, wherein the AP configured to determine the difference image of the first
image and the second image is configured to:
obtain a binarized first image by performing a binarization process on the first image;
obtain a binarized second image by performing a binarization process on the second image; and
obtain the difference image by calculating an absolute value of a difference between each pixel of the
binarized first image and each corresponding pixel of the binarized second image.
6. The terminal device of claim 4, wherein the AP configured to determine the difference image of the first
image and the second image is configured to:

extract, from the first image, a first target image corresponding to the target object;
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extract, from the second image, a second target image corresponding to the target object;
adjust an image resolution of the first target image to be consistent with an image resolution of the
second target image; and
determine a difference image of the first target image adjusted and the second target image as the
difference image of the first image and the second image.
7. A non-transitory computer readable storage medium, storing program codes that, when executed by a

computer, are operable with the computer to perform the method of any one of claims 1 to 3.



