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‘:[0001]

The present 1nventlon relates to an electronlc mall

: 31de11very apparatus,. an electrom.c ma:Ll dellvery method and a

SR program storage medlum su:.table to be applled for example, to

':send;ng and re_celv;l.ng »electr,onlc,.malls between companle_s__,

e Background Art SRR

R communlcatlon between companles

| >[oooz]

In recent years w:Lth the spread of the Internet electrcnlc

o malls have become 1ndlspensable as a tool for bus:.ness E

. However, when a person belonging to a company sends an

'r'",‘e“lectronic mail"intended for another :ccmpany, Vt'her:e may be cases

. where the electron:l.c mall 1s :Lnadvertently sent to a wrong .

’*i";desta.natlon because of a human factor (error) ; and 1mportant

- = ’party Thrs. may pos,-s:Lblyvlead,toea .se__rlous 1n'cldent .rela-tedto



the .:s.urvival of the company.

[0004]

To avo:.d :anonvenlence due to such erroneous transmlssz.on

- of electronlc malls, there has been proposed a technlque o

(herelnafter referred to. as a publlcly known technlque 1) Wthh o

}jtransmlss:a.on destlnatlon, ‘and makes a sender (addresser) check,

fthat the mall address is correct and then allows the

transmlsss.on of the electronlc mail (for example -see Patent :

i theratures 1 2)

yCltatlon Llst .

- Patent L:L terature

foo05]

' Patent Literature 1: Japanese Patent Laid-Open No. 2010-134690

. Patent Literature 2: Japanese Patent Laid-Open No. 2013-101684

: Summary of ' In'vention .
fTecth.cal Problem

v[0006]

However, in the publlcly knovm techn:\.que 1, s:z_nce an

- : operatlon for ma:Ll address checklng is completed only by checklng_

- the checkbox, the checklng operatlon loses substance and becomes,
hab:.tual so that transmlss:Lon of the electronlc ma:.l may be. o
:permltted even if the sender does not actually look at and check

' _:the mall add_ress _:_Ln'a ca,reful »manne‘r:,_ ;Whl»VCh ‘may lead to erroneous:



;£ransmissiqn Qf,:"the e‘leet-renie .mail.
[0007] - |
In view of such c:.rcumstances, an object. of the present
1n§rentlon is to prov:Lde an electronlc mall dellvery apparatus, _
an electronlc ma:Ll del 1very method and a program storage medlum
- Wthh can prevent erroneous transmlss:Lon of electronlc ma:.ls :
‘and t,herefore can ,fore_st*a_ll information .leak:age, by provmdlng, :
_ ,‘»E:t‘:C,On'?riVaﬁC?:to prevent ani’oper-ation _f:er:mai:‘l address checking
from :Z}Los‘in_g‘ jshbstanyceﬁ at the time of 'transmiSSi-on 'ef‘ the o

- electronic mail.

= Selutlen to Problem

fF[OOOB]

‘ To achleve such an ‘Obj ect- tvhe inventor has completed ‘the

present. ‘i‘nvention:“by c:enceiving _tha't: when an“:.elec-tronie mail

is to he t‘ransmittie»d :avpart of a mail address is 's‘etto b:e a
: part where a letter 15 hldden { herelnafter referred toasa hldden
'f‘.letter part) and a sender is made to enter the 1etter agaln‘
in the hldden letter part S0 that the ef fectlveness of operatlon‘
"_"for ma:Ll address checka.ng 1s :meroved and the checklng operatlon
”, ’:Ls prevented from 1os1ng substance. » i o e

r;p{ooo9] |

Spec1f1cally, an electron:.c mall dellvery apparatus

- accordlng to the present J_nventlon 1s an electronlc ma:Ll dellvery

o apparatus that prevents an electronlc mail from belng delivered

. w1th 1ts transmlss1on or dlstrlbutlon destlnatlon's mall



address. mi:staken, inc.l,uding: a mail address hidden letter

- presentation unit to present the mail address with a part of

‘the mail address pres'en‘ted as a .h-i.dden letter part; .and a

- selectlve mail dellvery unlt to execute dellvery of the
electronlc ma:Ll to a rece1v1ng server of the electronlc mail

'_“1f a c-o.rrect letter is entered in the hl.dden- 1ette:r part of the

mall address, and to stop dellvery of the. electronlc mail to

- the rece1v1ng server of the electronlc ma:Ll 1f the correct letter

is not entered :m the hldden letter part of the ma:Ll address

| ,[0010]

Desn.rably, the electronlc mail dellvery apparatus of the

"pre_sen_t-inventjion furtherpincludes a »hidder; ;1etter selectioh
unJ.t tc select a letter to be set as the hidden letter part by
' the mall address. hldden letter presentatlon un:Lt wherein the
' ":hldden letter selectlon unit selects the letter to be set as -
'the hldden 1etter part such that :Ln a case where there are a
-plurallty of mail addresses spec1f1ed as transm1ss3.on
”vide_s_trnatlonsor sources of the el;ect_ron}l,:c 'mall,ﬁea_ch of the
‘ plurallty of tﬁaii addresses” 1s not 1dent1cal .to‘.a;nyl cther‘ of
B the pl?urality c.f mail addresses even bif anyletter is ‘e-ntered
v 1nto a column pOSltlon expected to be the hldden 1etter part.
t.[0011] o . N
Desucably, the electronlc ma:.l dellvery apparatus of the : -
vpvre‘sent :.nventlon further J.ncludes a hldeable letter -extractlon:
| unlt to ina case where there are a plurallty of 'mall addresses

- spec:Lfled as transm:.ss:.on destlnatlons or sources of the



electroniic‘ mail extraet f.or each'vof the plurality of mail
addresses, one or more hldeable letters from a plurallty of
| ::letters constltutlng the relevant ma:Ll address by a . |

| predetermlned hldden letter part extractlon loglc wherein the_ :

hidden letter selectlon un:.t selects a letter to be the hldden

~letter part from the hldeable letters extracted by the hldeable E .

letter extractlon un:Lt
-{o0012]

Des:Lrably, in the electronlc ma:Ll dellvery apparatus of the

N ; present 1nventlon, the hldeable 1etter extractlon unlt extracts

the plurality of mail addresses spec:.f;ed as transm'lss:Lon

. destinations or sources of the electronic mail, and for each

- of the extracted mall addresses Selects one le’tter ‘in an
v-arb:.trary column pos1tlon, compares the selected letter Wlth'”'
al.et-ter ;.n the same co.lumn po:s:Ltlon of the other :ma:Ll addresses, :
5vs_e_ts:.the s-ele‘c-ted’letter‘as an unhldeable lette‘r _ivf’ the sahe
letter a'svithe-s'-elec:ted 'levtter does‘not'exi‘st with.respect 'to
any other mail addresses, and extracts as the h:.deable letters,'
a plurallty of letters constltutlng the relevant mall address
except the unhldeable letter » e g B
255:[0013} O I
| ' Des:Lrably, in the electronlc mall dellvery apparatﬁs of the
_present 1nventlon, the hldeable letter extractlon unlt repeats ,

o operat:.on to change the_ oolumn pos,_ltlonv and oompare the selec_:_ted, .

letter with a letter in the same changed column position of the. =



other mail addre’sses, until determining'that the same ,letter

a 'as the selected letter does not ex1st Wlth respect to any other E

,ma:Ll addresses

[0014]

Des:.rably, in the electronlc mail deln.very apparatus of the

v 'present 1nventlon, vthe hldeable letter extractlon unJ.t extracts

E all of ma:.l addresses hav:.ng the same number of letters from,tﬁ-
:the plurallty of mall addresses spec:Lf:Led as transm:.ss:Lon S
‘-destlna’tlons or .source_s :of the ,el.ect'ronlc mall ,antd for, .each

: of the extracted mailiaddres.ses, selects a comb:.natz.on of n '

pos:Lt:Lons compares the selected combination w:.th a comblnatlon ,

of letters :Ln the same column pOSlthIlS of the other mail

:addresses, 'sets the selected comblnatlon of letters as

unhldeable letters :Lf the ‘same comblnatlon as the selected

B comblnatlon does not ex:.st w1th respect to any other mall

‘ addresses, and extracts as the hldeable letters, a plurallty

f letters constltutlng the relevant mall address except the; )

o unhldeable letters

| [0015]

Des1rably, ll‘l the electronlc mall dellvery apparatus of the o

,present 1nventlcn, operata.on to change the column pos1tlons and

T compare the selected comb:Lnat:Lon w:Lth a comblnatlon of letters,
~in the same changed column pos:L tlons of the other ma:.l addresses,
§ i;lS repeated unt:Ll it .‘LS determlned that the same comblnatlon :

- as t}he se_lected comblnatlon does: no_t ex:,st .W’l’thi respect to_: any



other mail addresses.
[0016] |
: Desa_rably, in the electronlc mall del:.very apparatus of the
‘v fpresent 1nventlon, operatlon to increase the numbero-f
| characters n. :anluded :m the selected comblnatlon and cempare
the selected comblnatlen with a comblnatlon of letters in the
: same changed column pos:Ltlons of the other maJ.l addresses, is
repeated untll it is determlned that the ~same comblnatlon as
: -t,he sele_eted combination does not ex_lst with respect to any other
| ma'il \addresses;,. R ) |
;{-‘0,01'7] |
Accordlng to the present 1nventlon, the electronic mail
dellvery apparatus is des:.rably prov1ded in an electronic mall :
. dellve.ry server. | L
' [0018] |
In addltlon, an electronic ma:Ll dellvery method accord:.ng
vto the present J.nvehtlon is an electronlc ma:Ll dellvery method
: that prevents an electronlc mall from belng del:\.vered w:Lth 1ts
: .transmlss:.cn or dls‘trlbut;l.on destlna,tlon's ‘mail address
| mlstaken, 1nclud1ng presentlng the ma:.l address spec:.fled as
: the transmlss:Lon or dlstrlbutlon destlnatlon of the electron:.c_ :
) ma:.l w:.th a part of the ma:Ll address presented as a hldden 1etter
) . part and executlng dellvery of the electronlc mall to a
: rece1v1ng server of the electronlc maJ.l 1f a correct letter 1s
entered :Ln the hldden letter part of the ma11 address, and

stopplng dellvery of the electronlc mall to the recelv:mg server



' 'of the electronic mail if the COIr.ect letter is not entered in

© - the hldden letter part of ‘the mall address

| . [0019]

Further, a prograxﬁ storage medj.um according to the present
inventi-on i‘s a computer readable .storage .rﬁedium in which a
computer program J.s stored, whereln the computer program
vprevents an electronlc mall from belng dellvered with its
transmlss:Lon or -dlStI‘lbU.thn dest:.natlon s mall address
mlstaken, by performlng | mall address hz_dden letter
’presentatlon processing to present the mall address spec:Lf:Led
'a,s the trans.mlsslon or ;dlstrlbutzlon .destlnatlon of the
Velectronic mail with a part ‘of the ma.ilv addresspresente’d ias
a hidde_n le’tterv part; and seleotive_mail de_livery process_ing
_ to ekecute delivery of the elec_tro_nie_mail to a receiving server
of the elestrOnic mail if a oorrect iett.er' is entered in the
hldden 1etter part of the mail address, and to stop del:Lvery
of the electrom.c mall to the recelv:.ng server of the electronlc'
mall :Lf the correct 1etter is not entered in the hldden letterb

"part of the mall address

- Advantageous Effeqts of Invention:_ |
_[0020] . Lo
Accordlng to the electronlc mall dellvery apparatus of the
. present 1nventlon when an electronlc mall is to be transmltted ,
a part of a ma:Ll address 1s ‘set to be a hldden letter part by

5 the mall address hldden letter presentatlon unlt a sender is



“made to enter the lettervagain in theehidden letter part, and
selective mall dellvery un1t executes dellvery only if the
entered letter is correct, so that the effectlveness of operation
for mail address checklag can be 1mproved and the checklng
, operatlon can be prevented from los:Lng substance As a re'sult
derroneous transmission of electronlc malls can be prevented
,and,therefore ;nformatlon_leakage»canvbe forestalled; |

" foba1] . : _ ; .

- '1n addition;‘actdrding to the electronic-mail»delivery
Vapparatus’ of the present inﬁ‘rention, only a part of a mail addreSS
fa:hidden letter part)‘needs,te be eﬁtered at‘the time of
_eiectronic mail transmission. ,Accordingiy, the increased
burden on,a.seﬁderjis inhibited.compared,te a case where a whole
ﬁail address is to be entered, and,furthermore_cepy and paste
:pof a‘ﬁail address‘can‘be prohibited‘uplike‘the:case=where the
whoie mail address is to bevehtered;}eo_that,the Qperation for
, pmail.addressvcheckiﬁg can be'preventedbfrem losing substance,
in thls regard as well | | | L |
[0022] | H

In an electronlc mall dellvery apparatus of the present

' plnventlon, by prov1d1ng the hldden letter selectlon unlt an

dlﬁconvenlence that enterlng an 1ncorrect letter in a hldden
‘letter part c01n01dentally corresponds to a dlfferent correct _v:
vmall address can be av01ded o 3
[0023]

' In an electronic mail delivery apparatus of the present



invention, the processing is simplified by the hidden letter

selection unit selecting a letter to be the hidden letter part

'f:rOm one or more hideable letters extracted by the hideable

letter extract:.on unlt

[0024}

: In an electron:.c ma:.l dellvery apparatus of the present

: :anent:Lon, the hldeable letter extraction unit selects one
e ;letter :Ln an arbltrary column pos::.tlon of an mail address and

_"sets the l‘ette-r'as an unhldeable letter 1f the letter 1snot

1dent1cal toa letter 1n the same column pOSlthIl of other malli

"‘;addre:sses, and sets as the hldeable letters, lett-.ers
vconst‘i:tut:.ng the‘ relevant mail address except‘ the unhideable
; letter so that letters which a sender can easily determine can
” be hidden. 1In addltlon, the hldeable letter extractlon unJ.t
j‘vrepeats the same operatlon while changlng the column posztlon,

, thereby making ylt -ea81er to determ;ne unhideable letters., - :

'"[0025]

In an electronlc ma:Ll dellvery apparatus of the present

inventlon, the hldeable letter extractlon unlt selects a

comblnatlon of n letters in arbltrary column pos1t:Lons and sets
: the comblnatlon of letters as unhldeable letters :Lf the

.comblnatlon of letters are not :Ldent:Lcal to a plurallty of

? and_ sets as the hldeable,letters, le‘tters ‘constituting the
relevant mall address except the unhldeable letters, 50 that '

’ letters which a sender can eas:Lly determlne can be hldden . In



e

- addition, the hideable letter extraction unit repeats the same
i operat:.on while changlng the column pos:.tlon, thereby maklng
1t easier to determlne unhldeable letters .Further,_by-

,brepeatlng the same operat:Lon while 1ncreas1ng the number of

letters :anluded 1n the combination, determlnatlon of

‘unh_’rdeableletters can be ensured,.

10026]

Accordlng to the electronlc mail dellvery method of the

present 1nventlon when an electronlc mail is to be "t-ransmltted

'ba part of a mail address is set to be a hldden letter part by
the mail address h:.dden letter presentatlon unlt a sender is
“made to enter the letter agaln in the h;dee,n letter part, and
: the selective mail delivery unit executes delivery only if the
. e_n,tvered letter is correct, sothat the effectiveness of operation
f:.f_or mail address checking can be improv.ed, and ,the“ch_eckj_‘.ng
3 operat:.on can be prevented from losing substance As a result.
i erroneous transm1ss1on of electronlc malls can be prevented
5 :and therefore 1nformatlon leakage can be forestalled |

; [0027]

In addltlon, accordlng to the electronlc ma11 dellvery :

»‘apparatus of the present 3.nventlon, only a part of a mall address
| ;(a hldden 1etter part) needs to be entered at the tlme of
delectronlc ma:Ll transmission. :Acco.rdlngly, vthe 1ncreased
‘ burden on a‘sender is inhibited compared to a case where a whole
"‘vmall address is to be entered and furthermore copy and paste

- of a mail address can be prohibited unllke the case ‘where the

TR



iWhole mail address is to be entered ,sokthat the-operetion for
:tmall address checklng can be prevented from losrng substance,
“:1n thlS regard as well
'[oozs] |
Accordlng to the program storage medlum of the present
dlnventlon, a computer is allowed to functlon as an electronlc,

lmall dellvery.apparatus_of»the present invention.

:érief‘Description of Drawihgs ;,"
'r[oozsl - B
i_L[Flgure 1] Flgure 1 is a general conflguratlon dlagram
llllustratlng an;electronlc mall,delrvery system according to
en embodiment 1 of the present invention.' B
[Flgure 2] Flgure 2 is a control block dlagram of an electronic
‘mall dellvery'server‘constltutlng the electronlc mall dellvery
tisystem accordlng to the embodlment 1. o |
G [F:Lgure 3] F:Lgure 3 is a flowchart of an electronlc ma:.l dellvery :
'program accordlng to the embodlment 1. |
'ffFlgure 4] Flgure 4 is a schemat;c diagram illﬁstrating a_mail
‘creatlon screen of a maller | | | | |
e[Flgure 5] Flgure 5ds a schematlc dlagram lllustratlng a
‘tprocedure for extractlng a hldeable letter from a mail address
rispec1f1ed as a transm1531on destlnatlon of an.electronlc mail
lwhen a part of the mail address 1s set to be a hldden letter

'part in the electronic mall dellvery system.accordlng to the

B embodlment 1

T 12 .



[Figure 6] Figure 6 is a schematic diagram illustrating a screen

for checking a mail address specified as a transmission

‘destlnatlon of an electronic mail, in the electronlc mall

,del:.very system accordlng to the embodlment 1

, Desc;:iption_ of Embodiments

{00301

Herelnafter, embodlments of the present 1nventlon w:.ll be ;

‘described.

10031]

[Embodiment 1]

The embodiment 1 of the present invention is illustrated

~in Figures 1 to 6.

First, the configuration will be described.

[0032}

As shown in Flgure 1, an electron:.c mall dellvery system L

1 has an electxom.c mail sending server 3 and a plurality of.

~clients 6. These ele-ctronic.g‘mail s‘ending 'seIVEr 3 and clients

6 are interconnected via' a LAN (local area network) 11, and

provided :Ln an organlzatlon 13 such as a company, a central or

' .'_Local government off;ce, a hosp:.ta,l or a clinic. In F;gure 1,

only one of clients'-s is shown, andillustratio’n of other ones

.is omitted. Each cllent 6 1ncludes an :Lnfomatlon process:mg

dev:Lce 61 an :anut dev1ce 62 such as a keyboard a dlsplay dev:.ce:

63 such as a CRT (cathod_e—‘ray t,ube) , a,nd »ak storage devvlce 64

“such as a semiconductor disk, and amailer (mail client software) -

i3



is stored in the stprege device 54.
A [00333 C o

In addition, as shown ‘in Figure 1, the eieCtroniC'mail
edelivery e§stemllvhas an electronicgﬁail receiving server Q, :
,Which iskeennected to the Internet 12. L -
| 50034] = v v
Further, as shown :Ln Figure 1, the electron:.c mall dellvery,
"system 1 has an electronlc mail dellvery server 2, Wthh is
| prov:.ded in the organlzatlon 13 as a gateway connectlng between
- .the LAN 11 and the Internet 12. As shown ;n Flgure 2, th;s
felectronlc mail dellvery server 2 inclndes anmeinJCOntrbi unit
20, which is connected with a mail address hldden letter
_presentatlon unit 21, -a selective mail dellvery unit 22, a
hideable letter extractlon unit 23, anda hldden 1et ter selectlon
'junlt 24. o | |
[0035]
I The operatlon w111 be described below

In the electronlc mall dellvery system 1 having the abovet
descrlbed conflguratlon, when a person belonglng to the |
‘organlzatlon 13 transmlts an electronlc mail to a pluralltybof
":partles (transm1951on destlnatlons), the sender (person) ”
joperates the 1nput dev1ce 62 to start the maller and Clle a‘
lmall creatlon butten (not_shown), e ' |
’tbo36],‘ - - |

Then, a mail ereation screen Pl is‘displayed as shownkin

Figure 4 on the display device 63 of the client 6. This mail

14



vo‘reatrion screen Pl inclhdes a sender fkield (From fleld) 14, a
, destlnatlon fleld (To fleld) 15, a subj ect field (captlon f:Leld),
16, abody f:.eld 17 andasend button i8. .Then the sender enters

:hls/her address in the sender field 14 to spec:.fy it as the B |
transmlss:x.on source of the electronlc ma:Ll enters a requlred
‘num,_ber,» (e_._.gv. , three) of,rln.t_ended mall a-d_dresse_s- in the

':destin_a‘tiron. f‘_:i;eild 15 to specify them_aska_plqrali»ty‘of
" ’vtrehsmis_sionvdestinations of the e;l-ectronicyimeiil,.‘enters an
i‘ntended subject 1n the:suhj ect field 16, ehd ferther enters
a mail body in the body fie‘l‘d.17 as a.ppropriate, and after that
’clicks the send button 18 The clieht': Sv‘then outputs_a mail
ftrarlsmiss:';on command together with the ahove | electronic mail
ihformation (the mail address of the transmiSS_ion source, the
plurality of mail addresses of the transrhi_ssioh destinations,
‘ vt’he_ subject, the maii,body) to the eiect_ro,nio mail sending server
,{0037}

In response to this, the electrom.c merl sendlng server 3
'outputs the above electronlc mail 1nformatlon (the mall address
’of the transmlss;Lon source, the plurallty of mall addresses of
the transm:.ss:ron destlnatlons, the su.'bject the mall body) to
t'the electronlc mail dellvery server 2.

[0033] : . , S

In response to thlS, the electronlc mall dellvery server

2 performs process1ng for dellverlng the electronlc mall while

‘ ,‘excludlng erroneous transmlss:Lon based on an electronlc mail

15



delivery program PRG1l shown in Figure 3has‘described.belowr
[6039] ST ; . R
First, in a hldeable letter extractlon step, the main
Control unlt 20 commands the hldeable letter extraction unlt
23 to extract a hideable letter In response to thls command
the hldeable letter extractlon unit 23. extracts, for each:of
the transmlss1on=dest1nat10ns' malluaddressesv»cne or more
‘hideable letters from a plurallty of letters constituting the
imall address by a predetermlned hldden letter part extractlon
"loglc (Step S1 of the electronlc mall dellvery program PRG1) .
This hidden letter part extractlon loglc follows a. -
procedure_descrlbed below. S '
' [0040] | o
| :First all of’mail addréSses haVing the same number of

' letters ‘are extracted from a plurallty of mail addresses

' spec1f1ed as transm:.ssn.on destlnatlons of the electronic mail.

: »Then for each of the extracted ma::.l addresses a hldeable letter
“fils extracted accordlng to the follow1ng procedural steps (1)
‘to o ; IO _ ;
[0041]

(1) From a target ma:Ll address to be processed one letter
in an arbltrary column_poslt;on (a[sequential positioncof each
. f-letter, w»hich‘ is an e'leme:nt of.the ,mail‘addréss_r t‘.v-"'»i_‘t,hin ,themail '
address) isjselected, o e s | o
{0042] R

(2) Then, the selected letter :Ls compared with a letter in

16



(f\ .

- [0044]

- the same column positionof each of the other mail addresses

{mail addresses except for the target mail address among the

5ma11 addresses hav1ng the same number of letters)

{0043]

(3) Then, if it is determined that the same letter as the

‘ selected letter does not exist 'with .respect to any other mail
, addresses the letter :Ln this column pos1t:.on is determ:med as
"an unhldeable lett.,er.» Then aplurallty of letters constltutlngv
kthe ‘mail address except the unhldeabl_e letter are extracted as

. hideable letters.

{4) On the other hand, if it is determined based on the above

‘ c_omp_arison {2) that the same letter as the selected 1e~tter exist’s

with respect to one or more of the other mail addresses, a

comblnatlon of two or more letters in arbltrary column pos:.tlons

'J.s selected from the target mall address

'[0045]

(5) Then, th:.s comblnatlon of 1etters is compared w1th a

kk comblnatlon of letters in the same column pos:Lt:Lons of each of

the other mall addresses

: [0046]

(6) If the same comblnatlon does not exist w:Lth respect to

'any other ma.ll address-es.,- this comblnatlon of let'te-rs 1s

determlned as unhldeable 1etters 'I’hen, a plurallty of letters
- constltutlng the mall address except the unhldeable letters are

f extracted as hldea.ble letters

71.7 |



[0047]

(7) On the other hand, if it is determlned based on the above
-.vcomparlson (5) that the same combination of letters as the
N,selected comblnat:Lon of letters ex:.sts w:Lth respect to one or

g ;_more of the other mall addresses similaxr process:.ng to the above
;process:mg of (4) and (5) is repeated while 1ncreas:1_ng the number
of letters :anluded in such a comblnatlon (for example ~one by
; one) untll unhldeable letters are extracted

[0048]

‘A reason why this hideable letter extractlon 109’10 is
applled only tomail addresses hav1ng the same number of letters
S is that as formail addresses havrng:a different number of letters,
any letter of them} can be hidden without the need_ to apply the
. hideable letter extraction logic thereto: 'Further,‘- since no

;:Ldentlcal addresses are 1ncluded ina plurallty of transm:l.ssu)n
‘destlnatlons' ma:Ll addresses at the tlme of electronlc ma:.l
, transm1ss1on asa general rule, a s:Ltuat:Lon where any unhldeable
letter cannot be found to the last does not occur under such
“an as,sumpt;on. It ;Ls noted that, with respect toonemail _address,
only one of extractede.lements may be an unhideable letter, or
some or all of extracted elements may be unh:.deable letters.
[0049] : _ S ; : .
" One ,:e_;»c»ample of atechnique for extract_ing‘ ahldeable letter
v :frofn a plurality of let.ters kconstituting eachaddress using the
abo§e described hideable letter e:x.traction‘ logic will be

‘described below. In this example, there are three transmission

. | .18
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destinations' mail addresses which have six-lettex local parts:

_"YAMADA", "TANAKA", "TAMADA", respectively, as shown in Figure |

5. In this example, there will be describéd a cage using search

é:ondjit'ions:, "each mail address is svearc_h’e,d sequentially from

: its first letter (leftmost letter)®, "the number of letters to

be sélected is one at the beg.inning" . :,Zand '".the number of

 unhideable letters is ome".

lo050]

' First, "YAMADA" is compared with "TANAKA" and "TAMADA" in

units of one letter. As a result, since the first letter "y" |

~ of "YAMADA" exists only in "YAMADA', the letter “Y" is set as

an unhideable letter (see Figure 5(a)). Next, since the second

‘letter "A" of "YAMADA" exists aside from "YAMADA" (in "TANAKA"
and "_’_I‘AMADA") , the letter "A" is not set as an unhideable letter

 (see Figure 5(b)). Likewise, since third to sixth letters éf

"YAMADA", that is, "M", "A", "D", "A" exist aside from "YAMADA",

-any of the lette:rs "M", "A", "D", "A" is not set as an unhideable

vi-e:‘tter.k In the end, the u_nhideab_le l_e_vt‘:t‘e‘r_yof "YAMADA" is the

f_irst ‘letter "y". v(seé' Figure 5(c))
[0051]

2 Further, "TANAKA" is compared with "YAMADA" and "TAMADA"

J.n units of one letter. As a result, the unhideable letter of

Y"TA_NAKA" is the thiyr‘d letter "N" (see Figure 5(c)). It is nc}ted

 that the fifth letter "K" of "TANAKA" is not set as an unhideable

ietter here, ‘since there are the sear}chrcondi}tions; "the number

cj_f'letters to be '_se_lected is one at the .beginning‘f, and "the

19



thmber of unhideable letters is‘one"f
[0052] | |
Furthermore, "TAMADA" is compared with "YAMADA" and
;"TANAKA" in units'of one letteru,bAs a result, the one-letter
t'unhldeable letter'of “TAMADAP does not.ex1st (see Flgure 5(c))
i[oos3] | i PO
Therefore thehldeableletterextractlonun1t231ncreases
'lthe number of letters to be selected from one to two
:Accordlngly, this hldeable letter extractlon unlt 23 compares . -
"TAMADA" with "YAMADA" and MTANAKA" in unlts of two letters |
‘First,'when a-comparison operetion is performed about a
~combination (T, A), which is‘aecombination.ofsthe~first letter
.:"T" and the second letter “A“‘of "iAMADA", the letters (T, A)
exist aside from "TAMAD " (i.e., in "TANAKA"), and therefore
’are not set as a comblnatlon of unhldeable letters (see Figure
5(d)) Next, when.a comparlson operatlon is performed about a
| comblnatlon (T, M), whlch 1s a comblnatlon.of the flrst letter
e"T" and the third letter M of "TAMADA“~ the comblnatlon of
'bletters (T, M) does not ex1st,as1de front"TAMADA", andxtherefore
is set as unhldeable letters (see Flgure S(e))
j'[0054] | k
' As a result, the unh:.deable letter of "YAMADA" is the f:Lrst.
’letter"Y" theunhldeableletterof"T%NAKA"lsthethlrdletter
v"N", and the unhldeable letters of "TAMADA" are the letters (T,
~ M), which are the comblnatlon of the flrst letter "T" and the :d

 third letter "M" (see Flgure S(f))
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Iboss]
'fhén, the hideable lie.tter extraction unit 23 extracts as
‘.:hideabvle lettérs, a plurality of lét_ters constituting. each
transmission de;ﬁtination's mail address except the urihid,eable, -
etters. s , v o - ,
[0056]
| Althcﬁgh local parts _of ma-il addresses are addpted in the
| _aioov_e description, domain parts of mailkaddressés may be us_ve;d
as well. | - ‘ - | o
[0057]

In this ;way, fonf eéch mail address, an uﬁhi}deabkle lettér
isv determined firét, andletters except the unhideable letﬁer
are set as hideable letters, so that the unhidéable letter
becomes a‘characteris‘tic part‘ by which the mail address can be
uniguely determined, and‘var';c‘o.rdingly the pQSSibility to hide‘

- this chara_ctéristic part is ﬁavoided‘ As a :Eesult, a situaﬁ.idn
where a sender cannot remember an original éddresé when hi‘ddén’
:vletters are set in the mail address, 'c_:vah'be avoided. Furthermqre_,
s:ane *;:her_et is no deipenden‘cbei on to what exterzit"vﬂothver mail .
'ad-dr,ess‘es have been iprovecv:"l (in other wcp__rds , a hidden letter part
- can be easily filled with reference only to a mail addreéé.in’
:q‘ue's’tio,n’wi:t’:hout using ;other» maii addtr‘esses as a’_c_l‘u_e):,v anb'
: ':vi.nconven,ien_ce thati',a seﬁdér's operétion to detefmine a 'le_tﬁ-et
t‘hét should be énteréd in a hidden letter part bécomés difficult
o aé if to decipher the pu‘:vzzié, can be .avo‘ided. |

~ [0058]
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. After one oY more .hideable letter.s for each transmission
‘destination's address are extracted as described a;bove,- the
process proceeds t_d a hidden letter selectien' s.tepv where the
main control unit 20 commands the hidden letter s_elejctiqn' unit
24 to select a hidden letter. 1In .response tothls :co:mmand_, ‘the
hivdden le’tter sele-ction un:.t ‘24 rahdomly selects.a predetermined
‘number of letters to be set as a hldden letter part from the
prev:.ously extracted one or more hldeable letters {(Step Szvofv
| the e‘lectronz_.c mail dellvery program PRGl'):. At_thls time ,: the
- hidden letter selection unit 24 selects ‘t'he..lettersu:to be set
-d:as thfe'l'»lidden letter ‘,part- such that 'eac;h mail ;address 1s ﬁet
ldentical to any other of the plurality of mail‘addr.esses e‘ven‘
- if any letter 1s entered ir;xto; a coldmn position ex_’peic:ted to be
the hidden letter part. This makes it 'possibl,e to avoid the
| ipsonveniehc.e that even though an inevorre,Ct:letter is entered
in a vhidden letter part, it c_oincidentally cprresponds_to a
’- different 'co.rrect mail address, and trarlsmis;s:‘ign.’is then
’»?érmitted_ , . ‘ _ e _
. {0059] ‘

After the 1etters to be set as the hldden letter part for
each transmlssmon destination's ma:.l address are selected as
: 'descrlbed above, the precess preceeds to a hldden 1etter
| presentatlon step where the main control un:Lt 20 commands ‘the
mall address hldden 1etter presentatlon unlt 21 to present a
hidden 1etter of the mail address. In response to thlS command

as shown in F:Lgure 6, the ma1l address hldden letter presentatlon
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ﬁhit 21 presentysv the respective mail address of the transmission
ézles‘t'iriation witha part of the mail address _,pjvresen.t;ed as a hiddeh
,,ietter part (in Figure 6, letters inptwohpoeitions), in‘order
‘ito'makepthe sehderecheck whether the‘mail eddress of the

| ttanSmission destination,isbincorrect:errnot,_lihereby;.the
‘feiectrenic mail deliVery server prompts thé~sender to enter a

‘eerreetbletter ("n" andv?e“ in Figure 6) in the.hidden letter
‘:part,te Cémpléte the mail addreesv(Step S3 of the electronic
‘mail del’ivery prcgfam PRG1) . In Figﬁre 6, only e.ne mail address
is_illustrated from among avpiurality of trenemissien‘
.destinations' mail_addresees. | | |
.[60601",1; v

‘When the sender enters the‘hiddenbletter part of the mail

addre.ss,v the process proceeds to a selective 'meil delivery step
:Where-the main control‘unit zbfcoﬁmands‘the;selective mail
"dellvery unit 22 to perform_selectlve dellvery of the ma11 In
‘ htresponse to this command the selectlve mall dellvery unlt 22
determ;nes whether-or not the cqrrectyletter is entered in the
hidden‘letter part of the meil addre_ss (Step S4 ofthe eleetronic
mail dellvery program PRG1). Then, *if the'correcthletter is
:entered in the hldden letter part of the mall address,,the
selectlve mall dellvery unlt 22 executes dellvery‘of_the
eiectronicrmail to the eiectrohietmeilbteceiving'sertex'9 (Step
:SS of the electronichmail delivety'pregrantPRGi); 'Ohethe other
hand 1f the correct letter 1s not enteredtln the?hldden 1etter

‘part of the mail address, the selectlve ma:Ll dellvery unit 22
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stops delivery of the»electronic mail to the electronic mail
;receiving server 9 (Step 56 of the‘electronic mail delivery
;program PRG1) . | | | |

The electronlc mail transm1s51on operatlon is termlnated
fhere,
[0061]

As described above, When_an electronic mail is to be
transmitted, a pert_ of a transmissicn destinat:ionv'smail address . -
- is set as a hidden letter part, and the sender is made to enter

'theletterinthehiddenletterpert,therebyallowingthesender
ftodthink about whether the mailjaddress is correct or,not;
e'Therefore, theieffectiveness of operation for mail address
tchecklng can be improved, and the checklng operation can be
~prevented from losing substance As a result, erroneous
transm1551on of electronlc mai 1s can be prevented, and therefore
vvlnformat;on leakege can be forestalledf

[0062] | | ‘

Furthermore, only a part (e hldden letter part) of a:
transm1551on destlnatlon's mall address needs toibe entered at
. the time of the electronic mail transmis.sion. .Accordingly, the
increased burden on a sender lS 1nh1b1ted compared to a case
where a whole mail address 1s to be entered and furthermore
‘Lcopy and paste of a mail address can be prohlblted unlike the
case where the whole mall address 1s to be entered, so that the
opera.t.:x.on foribmall address Checklng can be prevented from losing

substance, in this regard as well.



[0063]
| {Other Embod;i.ménts of the Invention]

In the above de’sCribed erfxbodiment 1, for extraction of
unhldeable letters us:Lng the predeterm:.ned hidden letter part'
:extractlon loglc,i comparison is started from a case where the
' number of selec‘:ted letters is one, but comparlson may be started
k'f.rom any number of letters more than one without »c::ompar,ison in.
units of one letter. e | | |
,[0064] |
Further; in the above descrlptlon of the embodlment 1, for |

‘ presentlng a plurallty of transmlssz.on destlnatlons ma11

’ addresses with parts of the addresses presented as hidden letter

parts, the predetermined hidden letter part extraction loglc
kis yu"sed to extract h.ideabie letters from a plurality of letters
| 'eensti,tuting each mail address. However, any technique using
other than the above described hidden letter part e_rtraction
logic may be used in place of or in combination with it, as long
as a technlque that selects the letters to be set as the hidden
letter part such that each mall address is not :Ldentlcal to any
: other of the_ plurallty of mall addres'ses even if any letter is -
| 'en'tered ihto a column pos’itio'nexpected to be the hidden lletter:
pért‘ _ R . L N . :

:‘~[0065]

| Further inthe above descrlbed embodlment 1, the case where
"anb electron;c ma:_,_l is transmitted to a plurality of transmission

| destinations has been described. However, the present
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fiﬁvention can be applied to a case where an'electronic mail.is
transmltted to one transmlss10n destlnatlon as well. in'this
case, the predetermlned hidden letter part extract :Lon logic does
”.not need to -be used for presentlng a transmission .de_stlnatlon s
: mail address w1th a part of the mail address presented asa hldden |
dletter part ‘and any letter constltutlng thlS mall address may
*ybe hldden . L
~ rb[oossl
: Further, :Ln the above described embodiment 1‘, the oese.@here
ea‘partIOfda transmission destination's mail address is hidden
:haskbee’n desoribed; However, a part of a transmissioh'source'fs
’.ﬁail address (a'sender's own.mail address entered in the seﬁder
field 14’in the mail creation screen Pl) cen also be hidden.
; Thereby, a wrong outgoing mail address‘can be prevented in a
'eoase‘Where a sender uses a plurality of mai; addresses for
‘idiffereﬁt purposes (for ekample, a‘business;use'mail address
dendvakprivate meilleddress). e
| 100671,
Further,1ntheabovedescrlbedembodlment1 thecasewhere
v.a mail is transmltted using SMTP (s1mple mail transfer .protocol)
'has been descrlbed but the present 1nventlon can be applled
‘to transm1s51on of & Web mall as well. In other words, 1n the
‘epresent 1nventlon, an electronlc mall may be an SMTP mall a.
dWeb ma11 or a mall us1ng other protocols
" [0068] ”

Further; in the above described»embodimen»t-_l, the
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electronic mail delivery system 1 has been'described to have

the electronic mail delivery server 2 in the organization 13,

~ but the electronic mail delivery servex'z does not necessarily

need to be placed in the organization 13.

100691

;Further, in the above:described'embodiment 1,ethe

»electronic mail delivery system 1 has been described to have
ethe electronic mail delivery server 2 provided-as a gateway

‘connectlng between the LAN 11 and the Internet 12 However, the

electronlc mall dellvery system 1 may have any conflguratlon
as long as it is configured so that an electronic mail to be

transmitted from the electronic mail.sending'server 3 to the

~electronic mail receiving server 9 surely passes through the

electronic mail delivery server 2 on the way. For example, an

' existingﬁailtransferserver(notshow)canbegmbvidedkmtween

the electronlc mail dellvery server 2 and the Internet 12.

’[00701

Further,1ntheabovedescrlbedembodrmentl thecasewhere

;'the.electronic mail delivery server 2 perferms_delivery
‘processing of'electronic mails has_been descfibed{ However,
‘*sueh electronic mail delivery processing may be performed by
tthe client 6 instead of the eiectfonic'meii delivery'eerver 2,
,vfor‘example by'lncorporatlng'a functlon.of the electronlcinall

' dellvery'process1ng 1nto atmaller of the cllent,6 as a.plug in.

[0071]

‘Further, in the above described,embodiment 1, the
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electronic mail delivei'y system 1 has been described in which
‘ the electronic mail sending server 3 and the ciient 6 are
’interconnected via the'LAN li. and the electfonic mail receiving
server 9 is connected to the Internet 12. However, instead of
the LAN :Ll and/or the Internet 12, a communlcatlon network such
as an e_xtranei; using a VAN or a dedlcated line provided by a
earr_ier may be used. | .
(o072} | |

Further, in the above described embodlment 1, the case where ,
an electronlc mall is transmltted w1thout an attached file has
been described. However, it goes without saying that the
‘ ‘present invention‘ is ‘applicab.le ‘regar’c-ile’ss of the presence or

absence of an attached file .

Iﬁdustrial Applicability
[0073] ; B

The present :anentlon can be appl:.ed to the above descrz.bed
electronlc mail transmission, as well as to 1nput of ID.
yllnformatlon (a user's mall address) in a case where reglstratlon '
of the ugser's mail address is asked as ID :Lnformatlon that' can .
“uniquely identify t'he’_w‘.i:ser iri"a membership service on the

k Internet or the vlike.

- Reference Signs List
[0074]

1 Electronic mail delivery system
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2 Electronic mail delivery server

3 Electronic mail sending server

6 Client

9 Electronic mail receiving server

12

13
20

21

22

23

24

LAN (Communication network)
Internet {(Communication netwprk)

Organization

'Mainrcontrpl unit

Mail address hidden letter presentation unit
Selective mail delivery unit
Hideable letter extraction unit

Hidden letter selection unit

PRG1 Electronic-mail_delivery program
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CLAIMS
[Claim 1]

An electronic mail delivery system, wherein:

a plurality of mail addresses specified as
transmission destination or source of an electronic mail
are simultaneously presented with parts of alphanumeric
characters of the mail addresses presented as hidden
latter parts when the electronic mail is delivered from a
sending server of the electronic mail to a receiving
server of the electronic mail via a communication
network; and

the delivery of the electronic mail to the receiving
server of the electronic mail is executed if a correct
alphanumeric characters are entered in the hidden letter
parts of the plurality of the mail addresses, and the
delivery of the electronic mail to the receiving server
of the electronic mail is stopped if the correct
alphanumeric characters are not entered in the hidden
letter parts of the mail addresses, and wherein:

when the plurality of the mail addresses are
simultaneously presented with parts of the alphanumeric
characters of the mail addresses presented as hidden
latter parts, the alphanumeric characters are set as the
hidden letter parts such that each of the plurality of
mail addresses is not identical to any other of the
plurality of mail addresses even if any alphanumeric
character is entered into a column position expected to
be the hidden letter part.

[Claim 2]
An electronic mail delivery system, wherein:
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a plurality of mail addresses designated as
transmission destination or source of an electronic mail
are simultaneously presented with parts of alphanumeric
characters of the mail addresses presented as hidden
latter parts when the electronic mail is delivered from a
sending server of the electronic mail to a receiving
server of the electronic mail via a communication
network; and

the delivery of the electronic mail to the receiving
server of the electronic mail is executed if correct
alphanumeric characters are entered in the hidden letter
parts of the plurality of the mail addresses, and the
delivery of the electronic mail to the receiving server
of the electronic mail is stopped if the correct
alphanumeric characters are not entered in the hidden
letter parts of the mail addresses, and wherein:

when the plurality of the mail addresses are
simultaneously presented with parts of the alphanumeric
characters of the mail addresses presented as hidden
latter parts, one or more hideable letters are extracted
from a plurality of alphanumeric characters constituting
the relevant mail address by a predetermined hidden
letter part extraction logic, for each of the plurality
of mail addresses, and then an alphanumeric character to
be the hidden letter part is selected from the extracted
hideable letters.

[Claim 3]

The electronic mail delivery system according to
¢laim 2, wherein the hideable letter extraction logic
follows a procedure of :

extracting all of mail addresses having the same
number of letters from the plurality of mail addresses
specified as transmission destinations or sources of the
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electronic mail; and for each of the extracted mail
addresses,

selecting one alphanumeric character in an arbitrary
column position,

comparing the selected alphanumeric character with
an alphanumeric character in the same column position of
the other mail addresses,

setting the selected alphanumeric character as an
unhideable letter if the same alphanumeric character as
the selected alphanumeric character does not exist with
respect to any other mail addresses, and

extracting as the hideable letters, a plurality of
alphanumeric characters constituting the relevant mail
address except the unhideable letter.

[Claim 4]

The electronic mail delivery system according to
claim 2, wherein the hideable letter extraction logic
follows a procedure of:

extracting all of mail addresses having the same
number of letters from the plurality of mail addresses
specified as transmission destinations or sources of the
electronic mail; and for each of the extracted mail
addresses,

selecting a combination of two or more alphanumeric
characters in arbitrary column positions,

comparing the selected combination with a
combination of two or more alphanumeric characters in the
same column positions of the other mail addresses,

setting the selected combination of alphanumeric
characters as unhideable letters if the same combination
as the selected combination does not exist with respect

to any other mail addresses, and
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extracting as the hideable letters, a plurality of
alphanumeric characters constituting the relevant mail
address except the unhideable letters.

[Claim 5]

The electronic mail delivery system according to
claim 2, wherein the hideable letter extraction logic
follows a procedure of :

extracting all of mail addresses having the same
number of letters from the plurality of mail addresses
specified as transmission destinations or sources of the
electronic mail; and for each of the extracted mail
addresses,

selecting one alphanumeric character in an arbitrary
column position,

comparing the selected alphanumeric character with
an alphanumeric character in the same column position of
the other mail addresses,

setting the selected alphanumeric character as an
unhideable letter if the same alphanumeric character as
the selected alphanumeric character does not exist with
respect to any other mail addresses, and

extracting as the hideable letters, a plurality of
alphanumeric characters constituting the relevant mail
address except the unhideable letter; if no hideable
letters is extracted,

extracting all of mail addresses having the same
number of letters from the plurality of mail addresses
specified as transmission destinations or sources of the
electronic mail; and for each of the extracted mail
addresses,

selecting a combination of two alphanumeric

characters in arbitrary column positions,
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comparing the selected combination with a
combination of two alphanumeric characters in the same
column positions of the other mail addresses,

setting the selected combination of alphanumeric
characters as unhideable letters if the same combination
as the selected combination does not exist with respect
to any other mail addresses, and

extracting as the hideable letters, a plurality of
alphanumeric characters constituting the relevant mail
address except the unhideable letters; if no hideable
letters is extracted,

operation to extract the hideable letters in the
same manner with increasing the number of characters
included in the selected combination one by one until it
is determined that the same combination as the selected
combination does not exist with respect to any other mail
addresses.

[Claim 6]

An electronic mail delivery method, wherein:

a plurality of mail addresses specified as
transmission destination or source of an electronic mail
are simultaneously presented with parts of alphanumeric
characters of the mail addresses presented as hidden
latter parts when the electronic mail is delivered from a
sending server of the electronic mail to a receiving
server of the electronic¢c mail via a communication
network; and

the delivery of the electronic mail to the receiving
server of the electronic mail is executed if a correct
alphanumeric characters are entered in the hidden letter
parts of the plurality of the mail addresses, and the
delivery of the electronic mail to the receiving server

of the electronic mail is stopped if the correct
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alphanumeric characters are not entered in the hidden
letter parts of the mail addresses, and wherein:

when the plurality of the mail addresses are
simultaneously presented with parts of the alphanumeric
characters of the mail addresses presented as hidden
latter parts, the alphanumeric characters are set as the
hidden letter parts such that each of the plurality of
mail addresses is not identical to any other of the
plurality of mail addresses even if any alphanumeric
character is entered into a column position expected to
be the hidden letter part.

[Claim 7]

An electronic mail delivery server, wherein:

a plurality of mail addresses specified as
transmission destination or source of an electronic mail
are simultaneously presented with parts of alphanumeric
characters of the mail addresses presented as hidden
latter parts when the electronic mail is delivered from a
sending server of the electronic mail to a receiving
server of the electronic mail via a communication
network; and

the delivery of the electronic mail to the receiving
server of the electronic mail is executed if a correct
alphanumeric characters are entered in the hidden letter
parts of the plurality of the mail addresses, and the
delivery of the electronic mail to the receiving server
of the electronic mail is stopped if the correct
alphanumeric characters are not entered in the hidden
letter parts of the mail addresses, and wherein:

when the plurality of the mail addresses are
simultaneously presented with parts of the alphanumeric
characters of the mail addresses presented as hidden
latter parts, the alphanumeric characters are set as the

hidden letter parts such that each of the plurality of
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mail addresses is not identical to any other of the
plurality of mail addresses even if any alphanumeric
character is entered into a column position expected to
be the hidden letter part.

[Claim 8]

An electronic mail delivery program, wherein:

a plurality of mail addresses specified as
transmission destination or source of an electronic mail
are simultaneously presented with parts of alphanumeric
characters of the mail addresses presented as hidden
latter parts when the electronic mail is delivered from a
sending server of the electronic mail to a receiving
server of the electronic mail via a communication
network; and

the delivery of the electronic mail to the receiving
server of the electronic mail is executed if a correct
alphanumeric characters are entered in the hidden letter
parts of the plurality of the mail addresses, and the
delivery of the electronic mail to the receiving server
of the electronic mail is stopped if the correct
alphanumeric characters are not entered in the hidden
letter parts of the mail addresses, and wherein:

when the plurality of the mail addresses are
simultaneously presented with parts of the alphanumeric
characters of the mail addresses presented as hidden
latter parts, the alphanumeric characters are set as the
hidden letter parts such that each of the plurality of
mail addresses is not identical to any other of the
plurality of mail addresses even if any alphanumeric
character is entered into a column position expected to
be the hidden letter part.
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