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applications and requirements. UMB packet data networks arebased upon Internet

(TCP/IP) networking technologies running over a next generation radio system and is
intended to be more efficient and capable of providing more services than the
technologies it replaces. UMB is intended to be a fourth-generation (4G) technology and
uses a high bandwidth, low latency, underlying TCP/IP network with high level services
such as voice built on top. The much greater amount of bandwidth (in comparison to
previous generations), and much lower latencies, enable the use of various application
types that have previously been impossible, while continuing to deliver high quality (or
higher quality) voice services.

[0004] UBM networks have a less centralized management of its network access nodes,
known as evolved base stations (eBS). For instance, such access nodes may perform

many of the same functions as the base station (BS) and base station controller (BSC) in
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SUMMARY
[0010] A method operational in an authentication server for a wireless communication
network is provided for securing a primary user key. An access authentication request is
received from a wireless authentication peer. A secondary user identifier is generated,
wherein the secondary user key is associated with a primary user identifier for the
wireless authentication peer. The secondary user identifier is the provided to an

authenticator associated with the authentication peer. User profile information may be
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[0014]

and accounting entity (AAA), and the authentication peer is a wireless access terminal
(AT). The authenticator may be a session reference network controller (SRNC)
associated with a base station (BS) serving the wireless access terminal (AT) in an Ultra
Mobile Broadband (UMB) compatible network, and the primary user identifier is a
network access identifier (NAI) for the wireless access terminal. The secondary user

identifier may be (a) a randomly generated number that is subsequently associated with
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[0018] In one example, sending the user profile information to the network gateway
node may include having an authenticator for the communication network send the user
profile information to the network gateway node. In another example, sending the user
profile information to the network gateway node includes having the authentication
server send the user profile information to the network gateway node. The user profile
information may include at least one of a user profile, user policy, quality of service for

the user profile, for communication services of the authentication peer.



the user profile, for conmunication services of the

aut henti cation peer.[0019] Additionally, the nethod
woreysfiensgher conprising: (a) sending a policy PETUSWDS/057280

fromthe network gateway node to a policy control and
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the aut hentication peer; and/or (f) means for sending
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identifier request from a PCRF entity, wherein the primary user identifier is uniquely
associated with the authentication peer; and/or (f) means for sending a reply to the PCRF
entity including the requested the primary user identifier.

[0023] A computer program operational on an authentication server is also provided for

providing user information, which when executed by a processor causes the processor to:



entity including the requested the primary user

identifier. [0023] A conputer program operational on
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[0026] net WOAKPMIP network node is also provided including a processing circuit adapted to:
(a) provide wireless network connectivity to an authentication peer via a first network
access node; (b) provide a PMIP key to both ends of a PMIP tunnel between the first
network access node and the PMIP network node used to provide communications to the
authentication peer; (c¢) provide the PMIP key to a first authenticator associated the first

network access node; (d) receive a request from a requesting entity to reroute

communications for the authentication peer; (¢) verify whether the requesting entity



access node; (b) provide a PMP key to both ends of a
PM P tunnel between the first network access node and

W@ b@sPrMsi net wor Kk node used to provide communi BEL/US2988/057280
to the authentication peer; (c) provide the PMP key
to a first authenticator assodiated the first network
access node; (d) receive a request froma requesting
entity to rﬁro%be comuni cat.i ons for the

KagvA S PR K (Paeroutq @mmwhiFatipnafret Ariond Retyoskaesses prpe if the
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a second network cess node I f the requesting
commnitnycasioue B erohy npivavle gateiwvay node Krtbevsequhsiin@MnBtyk syecessfully

and/ or ( rerpou nrupi cat.ions to a second networ o
riovea iy ST b REG Bl By ReGER a0SH R lablishing
aPRAY Brox NAdbilet IPkiANE YehieecRVhE fik@ PMIRef @WbiEbde and a new serving

communi cations may include establishing a new proxy

ngpitkentify. t unnel between the first PM P network node
and a,new servin twork.ent,ity, 271 ,Con ent |
100271 27\ EOREREY: RENREARLTAGRE S RO SRTFRNE e neans for

predtmgl Witrelpssondthbikg covneetiesston et \Wathknterioe Glebiv ifaya fFidst network
an authentication peer_ via a first network access

aqerse noes (D hraeans feiopropiding P MEP ke toth eydsial afgvi eigel between
tRd ﬁrsﬁgﬂé&\\//fﬁg‘ %%LeSQG&M\d‘;]egglghh ehd 1BNiTP NRIWBAK RAE eESd" e provide

and t net wor used to provide
coonmunidatiahs anthectanthchecaionhent;i(cpmcars foe@rovidiay tieBNHP key to a

or providing the P. key to a first authenticator
frH%'é’é‘@}eﬁfl%adOIi éOCF%tF& eﬁgfk%fwéi@&%eé% nade efCCPiNg oft yEayest from a

rEQRNESS At ReloBRUSh I cAInk i IHR Ju8l@HERion peer; (d) means for
conmuni cations for the authentication peer; (d% nmeans

vieofyimgnilfcieng wigetdtiog entiteduews ithg PAMIP key; Knbwssandhdor rerouting

PM P key. means, for rerouting c ni cations .to a
<X Rrs G ¢ ReORs aot R e L e SRy e b s beesstully
PRONS @B fitlkdotvsPthe PASIPL I3t ahd/oK(FPWRahor PMoftikEYom@AlicSions to a
(f) neans for reroutLFglconnunlcatlons to a second

1

speandotekw gkt sayeyndls if fhetieauasting entityryceastfitly proves that it knows

f ul : i . :
BEPEAPYRY KRl Y S hileetbns MRl FchE AR ey groy mobie
IRewmnet bty cemibiclfest R IPumst@brkoeideaadt athbe skivigt nd®Wbik entity.
networ k node and a new serving network entjty.
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[0028] A" confrut@RPFoBIogHTS vt PR M 8rf MITPRFp s riRes ks ﬁb*e]eprowded,
Wi cRWRnPEQEL LS %gs \gdpbtiégesme BaS4E Gt gl%c_p%o ! Pag gﬁﬁv\glpﬁ wireless

causes the proce . (a) provide wreless
neovork ctannedtivityotoamn authkeeidationtpcon vpeer fingt actavdrk rastess node; (b)

net.wor ess node; (b i de PM P key to bot

neids bV ey i Peffan ot BREE ey en tiETin PSSR aggess node
Q8 PRAP LBV IEMNBIOEIAb brarqdle cotaRbnicidis QY iitCauthentication peer;
communi cations to the authentication peer; (c) provide

(Ehrro PN FhaRMIR kcyatofd first authgritieator ewpoated ghyofdisamnesaotkascess node;
fyrst.network access node; .(d) r.eceive a request.from

&) PR RECRERED O ot bGPl SHRRbIERE or e
authentication peer; (¢) verify whether the requesting entity knows the PMIP key; (f)
reroute communications to a second network access node if the requesting entity
successfully proves that it knows the PMIP key; and/or (g) reroute communications to a

second network gateway node if the requesting entity successfully proves that it knows

the PMIP key.



aut hentication peer; (e) verify whether the requesting
entity knows the PMP key; (f) reroute comrunications

W@ 2008/1315¢Ond net wor k access node if the requeskCTS2008/057280
entity successfully proves that it knows the PMP key;
and/ or (g) reroute communicatfons to a second network
gateway node if the requesting entity successful ly

proves that it kno t he PM Rl CRI PTI ON OF
P Draw nBBTFBORETCRLP T SR ik B R S
[0029] advant\%ﬁ)ﬁs %Xtu%c%%r@‘p% eaﬁ(fatftééé@"kﬁlla lg&Bﬁ‘i' | argnt from the

description set forth bel ow when en” i n conjunction
detatillad tdescrghtiani seg $oritn balemc whimn kd{enerﬁlecrcemwtlolm avidc ther drawings in

ST KO SEPREL L LS Rl 20,

[0030] MOr e ERAUT @S BibciS @iapfagh HIA Uwfﬁélt&%rklﬁ%zhi@h%ﬁlb be ndidfeatures of
pol i ﬁ%‘hdl stribution, and/or PM P key distribution ma

speurf Iewemredlsqopr@ﬁén wgd @h@héls@»baﬁpm eand[@yOIJP Ky whiseribution
nﬁ%,nt% %wpbergev%gd %% pdp eX 151 fig an aut henti cati on

acc%ss identifier (NAl) is

[0031] not tFansdTtib etdﬂ@wedlagﬂam- Aluktratipl N adthBeicdEidkK nd@B®B 8y which a
aut hent| cation between an access term nal (AT) and

Tk agegse ndaneifier OvADalstRb Fposatifteh OV ifc-al cbiingiangptwork access
aﬁ%ﬁ&atﬁﬂtﬂe{\fyeen[ag%% RLOHh 4 (Iﬁgg'ah&' ﬂ){n@t ?Elegtlgg%Mthorlzatlon,

operational 1n an authenti cat serve
ahdrceunting (lRA8 Agentigni catl on network |s provi ded for

securjn mary user 033 gure 4 is a
[0032] p ockFig %gf‘gﬁaﬂhswa%tar anﬂwgi HB%WR}\S?I}& %g@l guthgpicatipn, sepyer (e.g.,

1A AW 980a bRredils AdmARinidatifR NeSy ok XD Rvidel Sor %&ﬂié) a%rimary user
second eBS in a UMB network. [0034] Figure 5

Kely| ustrates how an AGWmay retrieve the User Profile

from new PM P tunnel is, established and
100331 1 g o BRUGESR FAPT g B KRG e nSlef SEVFs g e Provided o

aaNCacRMdvasifrabd Oficst EBOEDY sdcbBUEBS b b UMBIeatRR. how an

AGW may retrieve the User Profile froman LAAA when a

[0034] new PMgPre ointstraies h@@taaleGé’ﬁ amyaaticve diredserietiledmmep LAAA

3T hOE, AT ol isC RSl gl SR, SRR bOHCARER g PCRF in «

dﬁTﬂBmtb@SRNKMdiiﬁtgumnoﬁs part of an aut henti cati on
process and User Policy from a distri

[0035] srNC Eigurs gdltustrptsh howcﬁ@sﬁﬁ"ﬁmgemrétrm? Fhl%@ﬁqr&%re@erf&m g LAAA
R MRYw BN AindSels KiRlibh dddf I%ﬁ{f@s'f iRRr @811&35??110mo{he PCRF in a

centralized SRNC configuration.

[0036] Figure 7 illustrates how an AGW may obtain User Profile information as part of
an authentication process and User Policy from a PCRF in a distributed SRNC
configuration.

[0037] Figure 8 illustrates how an AGW may obtain User Profile information as part of
an authentication process and User Policy from a PCRF in a distributed SRNC
configuration.

[0038] Figure 9 illustrates how an LAAA may push the User Profile to the AGW and
the AGW may request the User Policy from a PCRF in a distributed SRNC
configuration.

[0039] Figure 10 illustrates how an LAAA may push the User Profile to an AGW and
the AGW may request User Policy from a PCRF in a centralized SRNC configuration.



an aut hentication process and User Policy froma PCRF
in a distributed SRNC configuration. [0038] Figure 9

WO R00sg2rsa¢ es how an LAAA may push the User Pr oP@T/€51008/057280
the AGWand the AGW may request the User Policy froma
PCRF in a distributed SRNC cofifiguration. [0039]
Figure 10 illustrates how an LAAA may push the User

Profile to _an AGWVN and the AGW may request. User Poli.c
[0040] ¢ o KigpesrH ﬂWSféatE%ﬁF}eé‘quz%’&“’@RRé Wﬂ?ﬁ‘@l&%*tqnoﬁﬁr‘[%éﬂzraarOVldlng

ol A HeRtidator WM Sdek ?Fcﬁﬁe fhfoBiAied, operational an

aut hentication server for providing an authenticator
[0041] VVI th bHemre b? diusiretes afrogthext fayrproYididg k] ndeivgkr gatdway node with user
Iustrat forfdprow din et wor k

pr(? %IW 18& Z?r aﬂloqui%z: tlfjﬁ &pﬁg{ ?Q:?ﬁa%oélflﬂgﬁ comm%nca%on network.

[0042] aut hepigeAt 30N [R@@fes OREhRtHoANFdr |d@rlﬁllﬁ§rﬂ‘6’bﬂ|t‘ﬁﬁﬁéloi’equests in a
network. [0042] Figure 13 illustrates a nethod fo

wm&maﬁgnqurbnnel requests in a conmuni cation

[0043] net V\D{:ﬁure[ O(M' 3]111 tl%yre ]h4 Ilk%‘rﬁlca? a?crlllitecture found in some
aut hentication arc ure 1T oun sone

o@ﬁﬁﬂiﬂjﬂd:a@lahmeﬁvdﬂﬁd wor ks. [0044] Figure 15 is a bl ock
diagramillustrating an_ authentication server, The
[0044] at he higuEsat ok Serbleik r%%gr%rﬁcllwgatalaoraacég@rzwa&}w cigiyer. The

FARUSAR oy, ALV AT EHLA 11 Sl sevon

coxmmplietioh naeﬂ%MeP netvvork node devi ce. DETAI LED
S PTI 4 the ol | OWI desc
[0045] specCRhgerq?é\'é @@&#é{] RErB 19%%1.118 S| ehgﬁ %E’@MP network node

ddoger st andi ng of the configurations. However, it wll
be understood by one of ordinary skill in the art that
the configurations nmay be practiced w thout these

specific detail. may be shown in
bl ock di agrans i ﬁﬁégﬁﬁﬁgﬁﬁ§gﬁgi&ﬁ t he

[0046] confi pleat foﬂﬁ&zlﬂ%:dé@aﬂpﬁ&ﬁss@ééﬁﬁd%wﬂls-aré @i@‘hh@gprovide a thorough
i nstances, well-known circuits, structures an

undensianding of e candigyrians.i Howevesi it wiH bsrundersipod byeone of ordinary
ﬁl;%ut[‘lrﬁ afkt hl?at anOIl #ﬁr%{lbl%nr%ay %9 831% 1cé%1! \gl(l.)haodt tthesg pé]e%f?cddetall For

e contigurarions nma

dxb@aplel scidefs ahad basstkwi @Ma:rkt dlefgrffIhQWﬂ dd)Iﬂ@If zmm ta obscure the
structure diagram or, a_bl ock diagram Al thou
PNBRHABIES IRAPNERSSTEY Befathdn SHF HsTEReS ébsella}<@§vwéwt§| structures

aBHQ&F%ﬁﬁ'uesrﬁgg‘/ b@EhdWifint Qf%@a[ﬂaﬂh' Ealsg éﬁ)@% &%CLH Eﬂeg rogﬁgulla ons.

par a or toncurrent tion,
[0047] t he Also, it is noted that the conﬁguratlons may be descrlbed as a process that is

depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its termination
corresponds to a return of the function to the calling function or the main function.

[0048] In one or more examples and/or configurations, the functions described may be
implemented in hardware, software, firmware, or any combination thercof. If
implemented in software, the functions may be stored on or transmitted over as one or

more instructions or code on a computer-readable medium. Computer-readable media



operations may be re-arranged. A process is term nated

when its operations are conpleted. A process may
weoarsaspend to a nmethod, a function, a proceduP&l/Us2008/057280

subroutine, a subprogram etc. V\hen a process

corresponds to a function, itK) ternination corresponds

to a return of the function to the calling function or

.the in function. [0048] one or. nore exanp| es .

1%‘389‘% Ogb?ﬁm%?raftt‘?féﬁ%meﬁﬁé“*ﬂ&‘?&%@%‘é&tﬁé '%’é‘&'%&g iy medium
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conbi nat1 on thereof mented in ftmare

nhefhe tiag s almwvbl@bétt orcdd that can beraapssaid bed g@n@al mpmﬂaear special

or nore in tions or coeonacB%t{ -readabl e dabl

PYERRSE rﬂ"“@& F R bt Rt ARY UREatH, e &?Blﬂléeff‘rea able

dd4 3Ge o h% R[AQL/I CROMENEEPROSN OBR@M bE bihdi Bpti@MWisk storage,

nmediumthat facilitates transfer of a comput er program

MEHAIQ dék plaiegs erootherompgictic Atasagsy @Qj@ceﬁe@' zalyrmklerb@e pip that can

baevuaSIG(li ?o ca rroElrdsltore ? {redcparo 1‘%%1 &R esa%g uleeafogﬁ n?ms ructions or data

purposeor specia purpo € conmpu

sexeisend and cidbe h¢o€‘s§eaﬂay@gen51ut‘rbu@6mﬁ @écmle@d@bﬁee;omputer or

medi a_can conpri se RAM ROM EEPROV CD- ROM or ot her

AP AP UEIPSKOISIPEFIAlGRIT PAREHREGSTOT diAd S0, 881 FRIYECHMN i§tPRerly termed

TRORBUEL AU IFedlEH] OFS oBlmA0Y iOUCLoRAL YT &-bRIiE@ from o

to carry or store de program code nean
wdbsithescfver, mrofthernsmbteCSdum’eSusql’[g dadvaidtcabitet ﬁbetsopimdcable twisted

t hat c e ac eral- pose o

Refedigip %@éﬁ@% Zﬁéﬁiror %?Sg@%l Qﬂgleﬁ@%%%mé@red radio, and
rﬁlefcﬁx&a@‘e RIHPAS & oR%IAL 8850 fibd SRic é’eﬂ)\fe CQRAGE HRNDISE., or wireless
properly ternmed a conputer-readabl e medi um " For

teohanimlg@ﬁ suth taly enfwfcd watdw, iagd tmigresyavetasel ifidlededain the definition of

t 1%1; is 2erv 1sq, aB élise E?I‘Flél glgzglidgs Sc{))%rpgci éféscp@q%) laser disc, optical

dilcgidigtal Sv%ﬁ;%ﬁfe' &ie¢ (DVI®, (loppy .disk atd bRI-R§Sdisc where disks usually
technol ogi es such as i nfrared, radi o, and m crowave,
reprefuach alatio anagatieadlyl ewhtle bdiscsopentedecsbideta toptisalby with lasers.
I |
Ao g S 88 S S TRPLEL PR e et
rfmdé um Disk and di sc, as used herein, incl udes
conpact disc (CD), | aser di sc, opti caI di sc,

[0049] v er sanr%)Vér’s"cSt‘{fEﬁﬂj}le lpmdﬁmre@r@ﬁntm O Mpre awﬁqssfer Soring data
%é\élﬁ&lﬁg %ét#é élgbbfy n@@mdgﬁaoglaa&e@%ﬁw FRaxa), WhidnBtic disk

I SCS repro ata optic Wwth | asers
s@(mgﬁ madilums,sopjfcat steragh oncelitense fkllsls och®ry deviogkeahdwrtdtiar machine

of .conput er-r eadabl e medi a. [ 0049] Moreover,
rﬁa@?%ﬂ% U BT RSy 8B %Nt one or nore devices for

[0050] Stori pgritafndre, | &ﬁiﬂgﬂfa!%ﬁ eay OB MmPRARLYed( %%ardmfbdogaftware
access nenory (RAM7, magneti'c di sk storage di uns,

fo*pwactglmsiﬂtﬂm m@mcgd@ ,orfanggionberation thiereolc e&w’handmlremented in

so%t rr(%lgv pee r{lﬁgfje%v%reeo%qcrgggdef e fg’rto%{am Qode or code segments to

perforrn the necessary tasks may be stored in a computer-readable medium such as a
storage medium or other storage(s). A processor may perform the necessary tasks. A
code segment may represent a procedure, a function, a subprogram, a program, a routine,
a subroutine, a module, a software package, a class, or any combination of instructions,
data structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, arguments,

parameters, or memory contents. Information, arguments, parameters, data, etc. may be



[ 0050] Furthernore, configurations may be inpl enented
by hardware, software, firmiare, m ddl eware,

wWorR@sozsde, or any conbination thereof. When PCT/US2008/057280
inpl enented in software, firmware, mniddleware or
m crocode, the program code otl code segnents to
performthe necessary tasks may be stored in a

er - readabl e nedi um such as st or age di um or
TBE¥ar %’W&?d&ae P& yrangmified odg &gy SFPé%P HeNgaB? h¢lpding memory sharing,
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L5 T SOTIERECT 200l T U RBl i, ey

iRRrchanRlaBe dsed aNRtdes a@&ﬂ)ﬂe %1@91@@ r}holﬂfe rhobawivaE® terminal, and/or
circuit by passing and/or receiving information, data,

Oéliteg,j diyiestod rnqbalp amtiked sompunigaher glp;@mw%(pﬂpgble of cornrnumcatlng over

r. et argunents, paraneters, data, etc. may
abvélragsssengltw?ﬂérwar ded, or transmtted via any suitable

nmeans i ncludi ng nenory sharing, nmessage passing, token
passi ng, network transm ssion, etc. [0051] In the
foll owi ng description, certain termnology is used to
describe certain features. The terns "access term nal"
and "conmuni cati on device" nay be interchangeably used
Notwerk énvironmaemtobi | e devi ce, nobil e phone, wrel ess

term I and/ or aqt es _of. bile or fixed
[0052] commﬂﬁ%éﬁar%w egt gel% hedmpiemeBintRived Py P RImetworks,

iRAclMiih A8, a@m@ndhﬁm&paﬁ% APRH®L [0052] The
feat ures described herein may be inplenmented in

[0053] var i obiguteypés oﬂusﬁ@tamraxts amth@ltwdtlmg aBjtestimpAXfouadd in - some

TE b k |1
iR rehrRs MR e ERich sk 400 o ' 4 TIB] RAMAX, or
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1.(4@8 Wokan AvghentirsioncReca 1&%@ Apthepicaf MOGeand aip Auglisgtication
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SER2208 Py RSN APt 808 e s o

Houdutingtiogred i mn Aﬁth@lt{éuﬁoh ar4t)6 caith e Eﬁ@tan&él@z tKle Agithentication
access term na be aut henticated by

S elftPcalty Pnimmwl% Hhe Heithendicaton A¢Ro cﬂw ﬁ@ a session reference
ut%ﬁ”&dlﬁﬁ)ﬁl’ep QSﬁﬁrC\ﬁeﬁndquﬂeo AdtReRREESY YIRS 14188 rnay b?( a home

enti| cat or nay be a session reference networ
aptrhtngltioey al(tW)loandld heodutiteHAAD) i cantySe Addrtloilé,ll}@ IP Nodes
|Cat|0n authorlztlon
0 00 B SR AR SR bbb By S0/ grmolhgs Fabvarkpaities. A

gy FHB, may? i@ | PERB HaP iopd Pbi Bl foRVRY th@ A Rnticati
ot her ng}t, wor k e%t ities. ?Ay%Pol [ ?y 1%%1“)/ 1412 (e.qg., feation

RRORM02may store policy information for the

Aut hept I go%tldlng communication services to an Authentication Peer 1402 in the

[0054]
communication network 1400, a mechanism or method is needed to distribute a user
profile for the Authentication Peer 1402 to both the Authenticator 1406 and IP Node B
(Gateway). This is particularly the case since the Authenticator 1406 is not collocated
with the IP Node B (Gateway) 1408.

[0055] Additionally, when a pseudo-NAI is used to identify the Authentication Peer
1402 to the communication network, it makes it difficult distribute the user policy from a

policy entity (e.g., home PCRF) to the IP Nodes 1404 and 1408.



Peer 1402. [0054] In providing conmunication services
to an Aut hentication Peer 1402 in the conmunication
WO 2a08021544400, a nechani sm or net hod i s neededP@DUS2008/057280

distribute a user profile for the Authentication Peer

1402 to both the Authenticatol? 1406 and I P Node B
(Gateway). This is particularly the case since the
Authentlcato 406 is not col)ocated with the |.P Nod
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ntlt PCRF) to the I P Nodes 1404 and
“{%@]%n%)a?ﬂﬁ@al ly, it is also problematic to
[0057] gener alflcandiodt SkdrhPed BeRinPMal beaMufiRkdesBmt the pbﬁ’lt of view of a
Nodes that need to setup a PMP tunnel. For exanple
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talo Ve Or_a gateway and a | ocal
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[0058] her e| Rigey1 Bea blbtiuglapaheds £ UMB hbwvopleinvhieh ove @Wnﬁ)fre features of
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Caeefsﬁwa? fgnest aesz%ﬁwﬁaeubWewey W@Ev@ﬁgg SHGpn g@sa AP FBS may
c%ﬁﬁ)'iﬂet BE A ioh JF 20PLBHART bh& Matitdh, 3 1§§@t b 5#8d functions of the
entity, such as a Base Station Controller (BSC), to
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be nore re easier to de

raud/mdst be&& coofsﬁétwotlelnﬁaﬁnajtlﬁe bEoconsxladupd ﬁmcndsnsl 1ﬁg”ewerr network
networ ks, the BS, BSC, PDSN and nobile |IP honme agent
coPRpPnEnts. Combiamg: theps funstigns e rfcypmpodes. redngss Hathey. kdscreases
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nso ate unctions in fewer net onmponent s.
Iﬁdemnordehgeﬂdndste-eﬁdlmo& ons into fewer nodes reduces

| aten decr es capjtal mai nt enance costs, and

100591 1 &0 dbis Hamp Buiaia O o (I AoV BEt MULRPY hoThe network
NGRS, $r8vie W iMBEss BB IR a&RREs [0 plurality of access terminals AT 106, 108,
110, 122 (e.g., Authentication Peers) while reusing a core network infrastructure (e.g.,
Home Network 103). The serving network 113 may be the “home” network for ATs
106, 108, 110, 122 but the ATs may also roam or visit other networks and obtain
wireless network connectivity from such other networks.

[0060] In this example, the UMB access network 102 includes a first eBS 104 and a
second eBS 107 (broadly referred to as “network access nodes”) that allow one or more
access terminals (AT) 106, 108, and 110 to connect with the serving network 113 and
home network 103. The first eBS 104 may be coupled to a first session reference

network controller (SRNC) 114 (broadly referred to as “authenticator”) and a first access



[0059] This exanple illustrates how a UVMB access

network 102 and serving network 113 nmay provide
waweehzss4 net work access to a plurality of acceRGEUS2008/057280

term nals AT 106, 108, 110, 122 (e.g., Authentication

Peers) while reusing a core nEtwork infrastructure

(e.g., Hone Network 103). The serving network 113 may

bethe t wo kfor Ts 106, 108, 110, 122 hut
é@’é{ﬁéﬂs@r FFre g ps g‘?q’i@Pr %t%?kélo‘i%é in the serving
&R}B&}knl ] %icﬁs&@%v‘ﬁrﬂﬁem%ﬂ%'rﬁ anfrz{s%bt%i»@ho?t hfﬁﬁnlarly, the

networks. [0060] "I n this exanple, the UMB access
sneindorBS 102 mamdjeucdmsled th |ars§t:omBSRN@?41%@Imhﬂsefusdeé’B3 12. The

thine SFRALH Doy i Beaiqus af e PoTaR) 56T dpgpupted o

tRO et Dti6ATHAE Skthdvidakioh rkﬁidsa@édﬁnﬁﬁg MEAWRN)K 23 13d @Rgkiting policy
honme network 103. The first eBS 104 may be coupled to

canfrply @tld SEsQUren ﬁuéetéme HERCREL WoRk ta ofiaeitisité eqon(rmRu@tlons and/or

114 ro t henti.c [
sPhtt V38 g PR Py PP PRSI T Ehneb B8 e sgent

(HRet M®[ K haaiceNAn (H)MAA) 128, drvea iﬁ@ﬁl\élBﬂRmﬂiB@R}k) ﬂ31)3Add1t10nally,
whi ch couples to the home network infrastructure

03,

g1 4cEF yletwlés d82 orry epsberpumisg tpdhe blipiléel apd/on TAAA 124 10
12, Th

e S A LS M a5 nd b 190

[0061] t hat &Ar eammphqﬂiemcmtztthm&l the dUMButbrert ne@mtorlori)2 may include other

thoriz ung i 124 and .
s Hion adp&af? c@ﬁgﬁﬁﬁ% Igfqa\'@\éé b ‘@atr H’F}Ztﬁrﬁﬂa? ViEsigsy network
chifecifi] 88 bl ATS 199 MTYBIEAIRNP0AN44 0l0 S ARIBE 10k ntonded as
for the eBSs and ATs. The hone network 103 may I ncl ude

aa dxomplcagfen toriHAnica?@) systemo e WARA (nidoxAnore2®ychfedtuacs described

home PCRF hP 130., Addi.ti on I t her ce ) )
e ST PERC st Bl s g o dhs Ris o EESE fgpg evices in
thd¥®ehddtks aprRVIbeRcMi &f BE DL WBTdkE AL tdr\d diffetcdt network)
access termnals. [0061] In various inplenentations,

wiHwut e agieeelsem tleg orerationgad fegiuticn desgeibeddiein. eBSs 116

[0062] and 1}&ZCOrH§?ilg %a?né%g 3&9 e &k Y PIEY _nﬂgaﬁelzz may be

Wi rel ess ANGCL] V|’tyto ot het

wiedlysrdemndifizcatidi HevikOQ, mebikd/ fhiondd) Jviedl&s itﬁhﬁmdgohnasmmr types of
exanpl e, of a communj cation systemin which one or

rwah}l@ andief WielesHESEFPH Y HEPRATH WHERese padiat @nnﬁﬁ%%wa a UMB

Eew ces and/or the functionality of those devices
|n these networks nmay be located in of the other
[0063] net vvoifkseB&saWﬂ 1o, ea1ddljlf6fseplants the UMB lajr indctthoritThe eBSs 104, 107

RERBI b Popisiudeoabhhg f Sodpi ML SRREERT e Tertorm radio

ré&@rcelﬁgnaglaﬂlgnt b RhardkR? Yo denM fa§reS Siphering, and/or IP header
communi catl on devi ces, nobil e phones, wirel ess

comprdspiah ¢.eaR@HEther types of nobile and/or wireless
[0064] deVI “The AQ?\R’S Slliapa%a}orw2berlrla?3§ Ic’)lrorv‘%l ¢ Bayer gnﬁcéoln\{lleét}/vit\gll e home

network 103. The AGW 112 and/or 120 may include various functions such as

authentication, idle state buffering, and/or proxy mobile IP client. For instance, the
AGW 112 and/or 120 may include IP Address Management, Foreign Agent (FA) for
MIPv4, DHCP Relay, Proxy mobile IP (PMIP) client, IP packet classification/policing,
EAP authenticator, and/or AAA client.

[0065] The SRNCs 114, 109 and 118 may control various functions in support of radio

resource control, including session information storage, paging functions, and location



networ k. [0063] The eBSs 104, 107, and 116 supports

the UMB air interface. The eBSs 104, 107 and/or 116,
woregpsiiziskaide UVB physi cal and/ or MAC pr ot ocol sSPERTS2988/057280

performradi o resource managemant radi o channel

managenment, |ayer 2 cipheringl4 and/or | P header

conpression (e.g., ROHC). [0064] The AGA 112 and/or

120 may provi de yer. 3 IP co ctj V|tyto e. hone
WAREPRt: G8S W Rearrions madnopde for fragmp! fct anlg interface session

t S
S, LR Ot eI B nstal 0 Ear

autistaente, forheATAGN THe2 fastd SBNA 20 4menayi nelintgie  Fadio-access-specific

T e

a@&@§§?éd1ﬁ@fn‘f&ﬂ{aﬁ@h if&H tRE A TEA. A@Iﬂeﬁtm&aﬁ&respcﬁgﬂ@ﬂbr Mdhtaining
clien [0065] The SRNCs 114, 109 and 118 nmmy contr ol

thasessios telmencedRs-i #wsgop psmr@geopomtaﬁnrdlergetsﬁad @@-interface context),

SRR L5 DR SRR AR RFS) 9 e

isredle i Thd SRNC ey a&sfcawlr@spoﬁﬁbleaﬂof abé&sﬁﬁﬁt&@ﬁuﬁ‘aﬁﬁﬁ iofRhe AT. The
i nf or matj on storage, g]hng controlle
0

RN G regiioneRay BpdRsted g’ddeF %‘ﬁtewﬂaw@& p& aftaexrbef leated in a
T
ﬁg%?tg- Qg%léé}égs pegcfz%ll\glC Il(&éng%? mﬁ?imor he Aqlglefggtegngmh i a

ct0iBalizethiolr elidtileutsd carfibuSRNG. 107 omyrairaddntaifiguration, a single SRNC
i oaccess- specific info ti or th T 11 A

1é§§N@: GeapCtied MK BTYST @'gs Hevanddy rfifg™ A oo oin distributed

&ﬁﬁgﬁ&ﬁ&ﬁes&@s ineRRIs ANSRNer age point for negoti at ed

alr-interface context), supporting idle-state

[0066] ranag&heAuthetivation, owiliriagtipaghd geaonting A Ad) oivems for the home

the AT The SRNC b
ok DS B R ieed B P DY e REOTAT20 A AR TP ch and o
hoee RAANGSARA)DYS. OrheCRAIAQC AP S Ghadi BdwespodhsBIRSfR thEBYthBXication,

| ocated in a separate (radio-less) entity. Note that
auHherigRNG, BRY agrountind ayvesieted v theisl s 1@@nl(}8allﬂ(iémd/@1r 112 use of

tgé %1% 0?1%J sgulccgp f IAgH&%% ag%ﬁl\(ér}\f 1]&%%%1 HV%(? (ljnovalltltﬁ solution that

ura ron, a sin nnec e

sapprc&fsalforeaaﬁlplé, aClagne MleaM(MN)laﬂ/orl Proay dVishild lutrvdIP) and
configuration, each eBS includes an SRNC. [0066] The
Wfﬂiﬂwfaic’élé%tﬁ gricr-taehnelney78eRiliy. and accounting (AAA)

[0067] Sgtr xlleé hc g?rlté@(ggaggt fgf‘ctevfﬁﬁ(%ﬁooég?CAA{n%? &AA%l( aggglstnb&lte policies

thotie A(-%Al {G:1ABRY) 1 1028nd/dh h22|—|AI@nAon132181prhm1yeM1ome g honsiRSIRF (hPCRF)
) égr t he aut hent '

aut h ation, and.ac
S8 at EPARY H%h%ﬁ*e LeHeg p_’l? gies $1¢) 2t fing %%%3} {)’?g:RF) 132
Rfy B@%@%h%@lrekfo? %%s%'ﬁ% BStwoltk %H@le@geﬂ‘ﬂe KP¥RF 436 SHRYVPCRF 132
provide a nobility solution that
provide local and visiting rules, respectively, to the AGWs 112 and 120. These rules
may include, for example, (a) detection of packets belonging to a service data flow, (b)
providing policy control for a service data flow, and/or (c) providing applicable charging

parameters for a service data flow.

Securing Anonymous Network Access Identifier

[0068] Under prior art networks, such as high rate packet data (HRPD) networks, the
access terminals ATs send their network access identifier (NAI)s over the air during an

authentication process. Such over-the-air transmission may expose the NAI to third



supports, for exanple, Client Mbile IP (CMP) and/or
Proxy Mobile IP (PMP) and may also facilitate
WO paosn2tseéchnol ogy nobility. [0067] A policy coP@F/ub20881057280
resource function (PCRF) may store and distribute
policies for the ATs 106, 108l5 110, and/or 122. In one
i npl enmentati on, a home PCRF (hPCRF) 130 may be
responsi bl e for home network policies and a
PBEHRE {0YPORIIOMESS HRe) SHET e 8h Hs FYNBURISALIGHSS | %ﬂ%&ona . the NAI
nﬁ%{: YOkHKoWPkd ﬂie%sﬁ*}& DRGH 6111% %né( QREy ilé’fﬁex%'l %h@'ﬁle PCREF,

and visiting rules, res ect to the
ﬁM§kmmp&:120 These rul es may |nclude for exanple (a)

det ect.i on of. pagkets bel ongin toas rvi ce dat

100691 '5) CFisharris "o BrT oo Paree a” aaFor kaTangadhod f which o
RAMRIact&) idmeYied (NANARRbE Gangted 8t &LtAg aRaiudinBtaehidwork access
for a service data flow Securing Anonynous Network

angdeatentiod detw donen fcoosdjrnimddA Tprend ﬁloalptauﬂ@mmtm% authorization,

e cket HRPD rks 1h
S0 Bl el 80 AT B! R RSB, e am 202

and DA AR ZIr6 m&y\bm csbvaeﬁ atNgl a:i,sbcﬂtéﬂlvﬂgl e AT 202 This NAI may be
aut henti cati on_proces Such over-the-air transni ssion

stagd Eppdecrilsei 1thr80<ilH‘i= FHPBrerde Soraaramplinpt 9 de202 and known
t3 %L%AAkAn o, tﬂ%o?%g%%ﬁialngﬂs?‘ a ! RSNV 3ﬁis ﬂ%eoé)lt\y\lled during

own to or ‘acdoun repor
thxoimmm stledcripgoaprotessmThh @sRMARANAT aray dx %Erpdareted [b@(bﬁﬁ]:r the HAAA

25'@%%\3%5%% folff%tvgﬂgia%amti b g @@gﬁgéﬁﬂgﬁwdwNAl may be

s d WRA tHNAR) £fdrshORIT 20023 SAA RO EA ANNEI63ING AT 202 can use
during a network access authentication between an

indews: wbsmunal acCAF puthautidaboe pengessent i cat i on,

aut ho t and ac ount i. t F

100701 i oSS oo By AR ki A SRRk eBS0 og R 299 may setup a
A0 A4 216 TRy AHOhlla @ldnadeRd an Mice @ss@bic@ton\RefudshB26a and
AT 202. Thi s NAI K@ e stored in a subscri ber

226k e thoyHAdeuP €0 F8Ithy cBardd4. flde Ascappathenticatine Raues)226 may

e Sulothar RalAERIE, AuRpulch, SAGRITPE RPETHFpP o scoure

aathesticatiohi pmtopbk) agss UMBetopse U 304 eﬁliﬁythble g ayep a;tveld an AAA
by either the 216 or AT 202 and kngwn to both
Ripimgolt s?éh%\ﬁlﬁf%fr o2 Thenduthertiragonkicdnes 2pe maysigelugds éltf pseudo-

%g& )grh@ot%d Eiﬁ’tliné fig 1@%2112&1%5 tfgﬂ%go Rat et r@@ue@%&% 1802 can be

202 can use it during sequent access
identified thiycthe iHA Ardée®s pufpo&A0jf dlichepgtaioni slh other implementations,

conmuni cat | W th a servici e E T

TR avioA M idfh Sbireciut A AARAEn ASEAEE iy send the
aéﬁﬁi ERATAW {REALheRAldaflbn R%qu&% b2@26RwR0E, AEER dde tjﬁs% the first time
HAAA 216 via the eBS 204. The Access Authenticafion
aRd gusstd?Nal fag., provided by the HAAA 216) maybe used subsequently, thereby
limiting the transmission of the actual NAI over the air.

[0071] The HAAA 216 generates a User ID that it may associate with the NAI or
requesting AT 228. For instance, the User ID may be a random number generated by the
HAAA, or it may be a function of (at least partially) the NAIL or (in some
implementations) it may be the NAIL

[0072] The HAAA 216 may also retrieve a User Profile and QoS User Profile (e.g.,
from the hPCRF 214 or vPCRF 208) based on the NAI for the requesting AT 202. In

one example, the User Profile and QoS User Profile may define the type of service,



be sent in an Extensible Authentication Protocol (EAP)

(or sone other secure authentication protocol) over
wor®stisshe eBS 204 and then in EAP over an AAPCT/US2008/057280

Protocol to the HAAA 216. The Authenticati on Request

226 may include the pseudo- NA (e.g., obtained during

the initial subscription) so that the requesting AT

202 can be identified by the HAAA 216 for r poses. qf
SEUVE4FeM AR SR LS CS T tIBRS, S1C- W%Wé t8ﬁ§eq%€\geg 203 In some

R@%Ta‘%hs has Rt A be6 %a%%l% %@“gﬂ%é % % v gﬁt G RAT L 1tAﬁ|Iay send

may send the act ual I cation
tREGUAE 202 26be Hodew eubsequrnsaitberdiontgor) nggtestshe first tine
and a eudox

[0073] may be 865§% é@&%ﬁé rﬁ%tl%)en%{;ﬁ\é)rt%ﬁ%s?g ré:{} Iﬂgy%ﬁlé%e sgnt to the LAAA

A103AKEM K ZQHclﬁﬁe tReURe tpalsdroflee QoShesaiProfile Ofhil{possibly) the
The HAAA 216 generates a User ID fhat it nmay assocl ate

ngim peetde Nl o rtuﬂeﬁl@ésAAﬁgZ I/szzéom%d thensegBe Useh8rofile, and
ener t
(g%ebserrtr)%lgo? X a%df unﬁ/ﬁl W (aety %etggtﬁrggtélbél IW F@% 204 may

PfVide i PVIIP SONEHA Miiglyeoehdé G Wn3)6; istibdeBiyentle, tHeSRWLC. 204 and/or
0072 The HAAA 216 é also retrieve a User Profile
W 286 e pspilys iYser B, §r acepwiing nispeibarg @mwﬁtﬂeval without
d on the NAI for the requesting AT 202.
lﬁ\ﬁn g?(gleqlé%gﬁ the User Profile and QoS User Profile
[0074] may dhfnhn ensttzh&etvgmee e ($er WD dGea sardeinceunpbearts.gs assocaeed with the

t f s %&é)q tﬁ‘fu ﬁé Y %}Cllgﬁit %g p\pliméﬁquﬁgf&gg g_lg C\Lf%]; Wé‘qhggﬁnowledge

ﬂ QﬁkeN%Ie 28 DRMIPSEHHO s MNBInct {Pﬁtre estTRY ATEMEA T R HobSerbver the air
to be used in subsequent authentication requests.

aﬁld @Wl@}omtosmhmésctmuhbenmf esx iMrdfienture aittiten (qesBadgeAR32

[0075] rLTE er I%S]th%glélgtg&eg; tl%le é)h sed}é%%g%are t&%%&ﬁ%ﬁla&%u%ﬂ%y tﬂe HAAA

2(19@& sHehlepind M@wBEANMHAS S HEOrMNittddbviet!thd at th&AA R0
y forward the User ID, User Profile, QS User

[0076] Pr of i Figureaddillispaep awmemdk@per@f@ortahen%\l@u@@mcamh@ server (e.g.,

A0 30 SRS R fipdIBof MM RS SO AEN iy wser

Kelj sAtJaedesd Butheriticatdon udtjuestgis regivdd o apﬁlhﬂeteys authentlcatlon peer
retrieval w thout know edge of the NAli. [0074] In
(F-8s N2 v srendpy %@ﬂev@qréeg UsREM mohdegeretel, Wherein the

t t h
EARERALES LR LRGN it WG HRA L IERETCLD S for th
wlt‘@edswluthemacmonmf 804f Ushr prod;”ﬂ:dn erfermadtioe (cgquést iPngfile) may be
ATsS | is n sent over. the.air a is know t
iy S brhd AD e B e ideaier Rer Re Sy b denyifier may be
p%VMQd td 80 {ethedtitalr Q@%U'S}ﬁ{@ﬁ%%la%%ﬁfe dubh BYatRB peer 308.

the NAI but is distributed by t
The user profile information may be sent to the authenticator (e.g., SRNC). The

communication network may include at least one of an Ultra Mobile Broadband (UMB)
compatible network, a WiMAX compatible network, or a Long Term Evolution (LTE)
compatible network. The authentication server (e.g., HAAA) may be an authentication,
authorization, and accounting entity (AAA), and the authentication peer is a wireless
access terminal (AT). The authenticator may be a session reference network controller
(SRNC) associated with a base station (BS) serving the wireless access terminal (AT) in

an Ultra Mobile Broadband (UMB) compatible network, and the primary user identifier



216 to the serving network and is not transmtted over

the air by the AT 202. [0076] Figure 3 illustrates a
woregdoRazliseper ati onal in an aut henticati on servePCT/ES2908/057280

HAAA) for a wireless comuni cation network is provided

for securing a primary user kEYy. An access

aut hentication request is received froma wrel ess

.aut hentj cation, pe AT) 302. A secondary )
iy aéﬁwquéﬁcqsy ntlgejsé%ﬁﬁ))r W&W’é%leﬁéﬁé?sét g e Sqrving base

stdt®n %‘Il%cé{&?&nth e §e§51§1§§e@&h§&%t%ﬁ<t&oﬁn&ﬁér TBRXC).
user identifier NAI') for the wireless
[0077] aut helhé csattqndmrypemr 1aeh¢1ﬁeUSe¢y be of irdneloimhyf @emnedmumber that is

er be retr.iey on

sficHupyiSyStetat e PHigey Wi SYEEnATRS Separ ser identifir
rh&ledltd bé Bl prmYarPAsRi@itidiefl TRe atoRdtrP afdriigaki®ier i@y Be a functi
SélélBRC) assgm ataég \SNI tlh tlhe aut hentol cati orﬁlpeelr 1£’>O8y %ﬁeunc on
ofi Sl prgnayiuser iderftdierat i on nmay be sent to the
aut hept r.(e. SRNC uni ca Wor K

0078) 7o "R a3 T ecomugbim MR AR Non A b GR er. mhe
aﬁl’sHVBﬁlcdtﬁmaNeb 1 8000 Blayafiduda Wd\deééquoﬁmﬁﬂ 1H0a dvaplsartk a network
or a Long Term Evolution (LTE) compatibl e network. The
COMHEWSAtIeR tinsHace A v e6h- @egprocw) Cipgf bd4gmay be adapted to: (a)

PRI LR R A OB QHH R 1

aaseesdary asen ilehtii&Tssocied awitth arlirlma'ya[seﬂml,enhﬁelafor the ereless
s%(sési.on. ref er'egc)e net.(gr# controller cFNC associ at
APMCRUCAIRSBCE AF) FFPVIES) %e“F?f?“ﬁi@r% HECTGBIIHETS 1) e Q4 entlcator
A IO ith A autilen@Batidnt e@r It@)b['ejtr?evg'h@&qﬁ@ﬁ‘lg ngfgwatlon based on the
conpati bl e network, an e primary user identifieris
peinmrey wear kdendifiess £c)i evite thesxsel( Mafile ihformatien (e the hghenticator.
acces§ term rg? . Tht% ster base si)atl on iY<O be. .  (a)
col | ocGPEGUA Ph R RRIEELE 18‘?1 Fle@hoe PhRY! mprising: (a) means
O RIcERbdgelin a&ERNChuthéMX4dn Té&@eﬁ%&ﬁ@&%e%ﬁ Buthentication peer; (b)
identifier may be a randomly generated nunber that is
IBEADS EQfLESAETAYNG 8 Serondary disol il entiiive aporigiedwithse primary user identifier
fi)ﬂf%g tV\Mele%s autLI 212‘[}0%8%19 E?e?r c% H?‘egﬁ%fog ggbyécﬁgg[he%géon%a%pusgﬁ identifier
tode rahthfehtﬁfatdfaa)ésdmatai Wwithahd anh@adtichiien pder;n@) ynedsefor retrieving user

identifier. [0078] Figure 15 is. a hl.ock dlag am .
nrefilgdefosmatinn basedgp ﬁléenplil@aw BT iepipler; ang{ar (¢) means for providing
BULREBII I atSh Y thekainfiBor ncl ude a processing
circuit 1504 coupled to a network conmunication
[0080] i nt er AacemiBE6 propnen mp@wlsvaalngn @inr muhdzntﬂ:aﬁb(h sEyethér securing a
receive. an ac. henticati o

d dt
17 SRRt (s s A6 DB RHEE Cb by Brecpg) by & processor

GBRE AL PrétcSRE AVIBY) YrebFR ah 8Lt faBlenBSSBR ! RERYt Wohd adwireless
primary user identifier for the wireless

aathehtecmtuonaiem r(b]o eetre‘raté @) seposlaid esar Hdergdco psi@eiptadseith a primary
ug%r h&eﬁ{lh% tf?r Hle p\éférre eQ?e %}1 h%@{l(?&%g?ipeﬁg e{? t) pQr8¥\fth hthte hseecondary user
1HEHOTBd @ hubRAEChtONadsbEatpd WIBT YheUdiRlicnkid@tn pdeef (d) (rkieve user

provi de the user profile information to the
paefilsdpfareatie based on the primary user identifier; and/or (e) provide the user

[0079]

profile information to the authenticator.

Distribution of User Profile and Policy to AGW

[0081] Figure 4 is a block diagram illustrating how wireless service may be provided to

an AT as it moves from a first eBS to a second eBS in a UMB network. In UMB



[0079] Consequently, an authentication server may be

provi ded conprising: (a) neans for receiving an access
wa@eioRamtsk£at i on request froma wrel ess aut henPCTYHS20081057280

peer; (b) nmeans for generating a secondary user

identifier associated with a %?inary user identifier

for the wireless authentication peer; (c) means for

providing the secondary user ideptif.i

r ;
NS &Rt MRk Hncis 7 e edarmgd pear ae éi‘ﬂ’fq‘if‘éﬁt“i“&%?‘?eowltl% dh¢ AT 406.
D) o TBARFuf Qfon§ RUE aBYW e WF06RH Hldvie®r 'r&frﬁ’ B%ebﬁ’ BBSs gle .g., from

based on the primary user identifier; and/or (e)
af st pBHVA 0% gt tilme tusea sgmooﬂlelBé Bmﬂﬁranrattlmmtlb of ttkhaeaccess network

BRI ER R such oy T SPREDS tos BEiRG nEBE Hfy o keep the

HSSityl @Qﬁ@ Afri &% Hid@denaloi® tltbeho%eorYét'Qﬁﬂc 4040 'tHé"lAWﬂlU in the serving
executed by a processor causes the processor to: (a)

neppark A3 @wnag%efggwédumaémthe@arrﬁ@tﬁy m@né@BSf rom a
[0082] W rel & Sllhtlslﬂ%a II% rle% tRE %\%Il\{(g]g) 492e art §F iy ?I{e%tication

user fi ier associ At ed a pring

pré@sd.i Thepath@f thrguthertRbesS reauédd eﬂiassxgatzzem aﬁ@e%b (sf)Fig. 2) and
rovide the secondary user_identifier

thg ursptsiy &Pﬁ‘ﬁm&%@éé|f%\ft5é%gev%3t2hantdh?é4a1§|tﬂllf§ﬁﬁeédﬂ|Fé$}1rf> derlf the AT

4Q)g)1s El?ctcéésﬁﬂﬁr ti {t@& b{; Bhe lgmf% Qﬂfr@@elves the User
primary user i1dentiftier] an / or provi e t he user
1px;, ofsed Ieroﬁl’et QoSdiscoRrdfde, PRI PaMINA Bl kayattbswevdr,sis rah AL holres from

f _Use flle and 0 . AGNV[0081] Figure 4
tﬁff ek e ES aﬂqﬂ?q ffeﬁ%l%‘f %11# ﬁéo Rohimhespms acesss 3?%)%95 BE@ AGW
ma%aﬁﬁqe R A0s AbbARy Hon!MX &S nde R &k fihfrakruBBR 4. 8However, to
second eBS in a UVMB hetwork. I n UvBnetworks, nore

af:cnmphsbrthlsanhe AWM drdnhguldelarowt the Uﬂer Brads anchPelidyainéormation for

't 40 One_ of, these fu ns .S to al
B TG 606 Rov g HesrT eI BRe eRaeriE % Yyefl af service
eftd ¥ bt SBPdAdARSviatd Viake ie@oﬁ@e@smwd eBS-B 410 at a

time ti) of the access network 402 while maki ng such

[0083] nobi | Thiget ﬂhﬁ@@ta\reeﬁnetheﬁ&t H&e haposset st lprmdmgT@hekeJépr profile

AOROIBR W R P43 S Y S AASIRTTE e fom

MAgeB fad WaedPofcyt Grobhe RCRF eﬂtdnya &eWVPMgP &Brﬁlel 1s estabhshed
.0082] As |IIustrated in Figure t he SRNC- A
jgurgy prangs6 Histrafhhesnen é\éiwdﬂasp r%%%estheiﬁ@r ﬁa@ﬂe cﬁfonﬂ e LAAA

vgl%fnaﬁ%&/ EMIP Uhdcf %%%Pa‘iahﬁﬁ‘%%%ﬁ%s%? 58‘11&@01%%6150%?3 Eisgwbuted and

e successful authentication nessage
cEﬁt4alizsdISRNStCDmiﬁ@damGnsFregpﬁoanly | Secoind tl@eTAﬂW 41gt may obtain the

auth nt|cated t he HAAA 41
s Praeiviatng Fofithlict o prores YA EptY miormation

RRfd PeRFPME L[Y@k HAwkE R iITMaY Slow 2% ﬁ@Ve\TmQP\b%%lﬁ MN& Profile
the first eB§g408 to the second eBS 410 within the

is@maam es arfeofnen lautigatication WOWWss 1ahdnbigerh Palecyt ilemATSPCRFE in

(ﬁ )én% (rggrg?rahzed %gltl 1gur1r!a(t10nr§f &%ﬁéc’rn%%lty“ r ”FhlfrIr the LAAA 418

may push the User Profile to the AGW 414 and the AGW may then request the User
Policy from the PCRF. Figures 9and 10 illustrate how an LAAA may push the User
Profile to the AGW 414 and the AGW may request the User Policy from a PCRF in
distributed and centralized SRNC configurations, respectively.

[0084] Note that in a distributive SRNC configuration, the SRNC may be collocated
with the eBS (e.g., Fig. 1 — eBS-a 114 and SRNC-a 104) while in a centralized SRNC



acconplish this, the AGWVN 414 should know t he User
Profile and Policy information for the AT 406 in order

Wa oopn2ises |y deternmine the type of service (e.RCT/US2008/057280
quality of service, etc.) that should be provided via
the second eBS-B 410. [0083] !three alternative nethods
are pr oposed for prOV|d|ng the user profile

ormati on to Fi r st Al 414 may
CPB igyratien, it H% rw qpe@%%ﬁﬁ%g aaqgeraﬁdmwérmore ¢BSs

(E’gta 11 oeNe-PORE A& & SEWERM Prfunnel is

‘ished. Figures 5 and 6 111 ustrate how an AGW may
[0085] retri Engsret helludgetes Rpwafan AGW myantrism/ﬁha/\ﬁ e Rrofilevir@@iviaR LAAA

t.unnel hed Pol | fr .a PCRF,i )
R P Adne S slihel Sttt PRI R e PCRE in o
difsb@aed BR8IY contRuitidn. theadi@iidddbnBycabtan,pobher4)ead 525 may
Profile information during an authentication process

berngrfiogaed mhpicahe dt Pneeniloan Aumac@@RFReqpﬁfg ui@ dhe FAAAdS516. If
tﬁe fAlTl iy Zci tilgﬁtlca{%(a\% %F Qgﬂazg%? O[EeﬁlltAlAcAaJt% ene ates £ User g and other

orna Ion as process an

Iﬂd&e fPr(Hﬂbllﬁﬁ()rﬂlﬁtﬁHﬁ i RehInse.n AN pirt bbticesuthdidicawd raaposed2s, the
SRNC configurations, respectively. Third, the LAAA 418
S 0t reayUsed Vs flisee Prodllg ﬁemA@/MM alli the AGW

100861 7Y o OE0 Bt e TR B b A, M AT mpy rove from
dalsieancﬁhandlﬂlte(DtA(P)teBS AR\ 4héwamdzlmg1€BS\CINemyv geequesBS may send

r om CRF in dis
BT B Oczslﬁft%amsﬁ%ﬁg% éﬁ@éé&ﬁ genra}xy rebgafP (PMIP)
%ﬁt@atfoﬁ?’eqﬂe@t ﬁ(f@bfﬁl&éslggé Sy?@%ﬁ&n%%méeg%%ﬂ R, 50t2|)"?s sent by the

be collocated wth th (e.qg., Fig.
neBScaving 4BAARMERNCHE AGHW S@hiwhach, nn duroestnda ki er“dA Request (User

EERRLL 852 e o RSP, 19, RSP 1SR B ot
idbBma@dd ey, 1 Cer PRefiR BEVIP MMX)HA [I088%]c. )Fdsgdtﬁzﬁedswnh the requesting
illustrates how an AGVVmay retrieve the User Profile

AT snd assndspgatonienA S W e oPMTRe tAGRE 150 smay sais] iasPMAP gpgistration
é%%%? éRl%ﬁgfneE o é%%g BOcH%tE ﬁpﬁ% 403 Fnfhs h&i Q%da DAP Move

ura . aut I catlon proces

ﬁs%&nnﬁﬂﬂmeﬁ;agle %ortheyAtTesqaerfor med where the AT 502
nds_an Aut henticati on Request to the HAAA 5
[0087] t he APUIEE 3 RTALSES e Jthed HYCTVHE 3dalness g or @ﬂ%ﬁglswena%? may be

HEEHA &5h QhéJz‘iqf 5d2Dﬂ?en§ @Kg@g Lgﬁtﬁ B Rdiel ©f ki O5FaD) OR able to

In response. par enti catron response
05)%11 tlteﬂésee IBShG‘;Rfd@tl&OAT rmwciaﬁm‘iewuha thehi@sedBr The KGWe506 may send

onbsdtupt Doy i, 6o thevOBF S0 FeE T g B aia 546 1o the

MTOS l@oBégaugéDtﬁE’)hPQ@@ 5444 ndt REW RS MbE %%Weyﬂ ¢he User ID

new servi ng eBS may send a DAP Move Request 530 via
anf éhad vl gesoviateg veBEShSRINO: Paliqyr txeyrtbén seadiap NAMREuest (User ID)

548 to the HAAA 516. The HAAA 516 responds with a NAI Response (User 1D, NAI)
550 which the hPCRF 514 can use to obtain the User Policy associated with the User ID
and NAI. That is, the hPCRF 514 uses the NAI to obtain the User Policy corresponding
to the AT associated with the User ID. A Policy Response (User ID, User Policy) 552 is
sent by the hPCRF 514 to the vPCRF 508 which then sends a Policy Response ( User ID,
User Policy) 554 to the AGW 506. The AGW 506 may then push or send 556 the User
Policy to the e BS/SRNC 504.



regi stration request (RRQ nessage 532 (including a
User ID for AT 502) is sent by the new serving
WeBBSSRNBI t 0 the AGN 506 which, in turn, sendsPERUSMAS/057280
Request (User I D) nessage 534 to the LAAA 510. The
LAAA 510 retrieves the user ptbfile information (e.g.,
User Profile, PMP M\-HA Key, etc.) associated with
t he requesting AT and ds it _to the AGNSOG The AGWN
[0088] 506 qcog g t gqﬁqusalin@ gfer’étl%]‘? 1;11@%65 B2} mval of user profile
aﬁﬁ/%? 386y RorhRtbh 8y %ﬁ%eﬁﬁ%ﬂ@ MAE Wheh AR 'QIBvé R@gﬁ‘es@nggsage 530.
Move ASSI gnnent messag O to the AT 502
Ther MAC ampy deessated bised hona soreev dtalcad@taesbngnvﬂtbr some dynamic

nfiguration 542 may be ass e t he AT 502
FREmA Bt T FHIRRAIGUGE. OFC RS TORUAG Byfer{tongpfibe derived
fkdin @ﬁ"E@lPrket MsRFchPqb | gc)é kfe9 fronh e ATSIIE S Wi S p¥diti& Root Key)
the User he AGW 5 send a Policy Request
shssé rbetvmensthﬂ Pﬂb 5phend deﬁﬁsﬁ’@@ A8 (@h Lp?a%cAbe Fpp imnatange dhe MAC
Pk thg il o AR S RHE el 0F KB AR gt SRR e AP key

ha@fsmhy e(b ed AAI((tLﬁ f@[ﬁ?Ré{'Jﬁ g;zlée?@ Ifiig ﬁombtfuﬁaiont Redh smobsamO random
uest er to the
felifélop REAG SHAGSNAI Ressproherézafion dlaty mchmqi jin 5@60 DAP Move

%@g@ |Sg?e dagEgtB'%r %%e U@g rsb‘.f% g%g%%k% %re{]ﬂﬁAEAgffo ROEXGW 506.
Unto@Rfacbckdfull sesfitdtion MAIthd ¥ A0] thicr.ARA IdesenBo l:heuyser profile to the
%wg(fﬁoondi ng to the AT associated with the User ID A

Response (User ID, User Policy) 552 is sent by

[0089] the h?&gf 1&%%&1%51*}?0& RRPCRP8: WRIiGR ap B ISENM b used, The key
Pol i cy RespoOnse User ID, User Policy) 554 to the AGW

BObin fhhfecaﬁaﬂh@(lé caay ftdve mhqokrahslmredsleaﬁwe@ﬁﬁletmﬁ aid gre HAAA (a
Pol.icy.tq t / SRNC 504, [008 ordl ng to one
55%‘?/%1 WEX@ n{ff%ﬁi ﬁ% Yeval of user

[0090] pr of i FuaneilfrstreRb hew annA@WmatyqetrMe &K&Uyéilmgﬁl% MM an LAAA
in the DAP Move Request nessage 530. The MAC nmay be

vdreaan aew JAYBY twnck brastablighqdcandategyesallang Palieh fr@@hﬁle PCRF in a
c%%e@eﬁlygg SW 8ge¥ﬁ{éu%{hons %Ipalﬁ en gtefoql @S?GSr %%%4&%? %nd 625 may

I 'oh " may deri v
begyerfognéd ehareahy A(Te6@R senas kleysuﬂreﬁmattm HgRKst to DwTHAIAA 618. If
SpeC| fic Root Kei shared between the AT 502 and t

g ey s cridbaibel v ARy SR Griencrates o
ey IW%H@%%@Q)’[&? ?&r%ﬁ agﬂ)nkﬁly r&??ﬂt\)%' Chyd Part of the

part of the EAP key hierarchy g., AK = RK) ,
anthentecdtion srespmse, f tha cR9G, 6Gu ntalyas:cavp $B6idihe rdseddimfile from the
fu th;&@n i ke HMVAC SHA256). The aut hori zati on data

I'rfh‘gii:‘ d in the DAP Move Request 530 nessage fromthe

[0091] AT 50988YcR& SRMdntlc@idhRasLABA pedBr¥d @ thh & TALY 151@@ rnove from a
Upon successful verification of the MAC, the LAAA 5

dnawhohpoins €PAB) oBS| @4 tv & mew serving eBS. A proxy rnoblle IP (PMIP)
RRQ message 632 (including a User ID for AT 602) is sent by the new serving ¢BS to

the AGW 608 which, in turn, sends an AAA Request message 634 (including the User
ID for AT 602) to the LAAA 612. The LAAA 612 retrieves the user profile information
(e.g., User Profile, PMIP MN-HA Key, etc.) associated with the requesting AT 602 and
sends it to the AGW 608. The AGW 608 may send a PMIP RRP message 637 to the
new serving eBS which then sends a DAP Move Assignment message 639 to the AT
602.



AGW 506. [0089] For policy retrieval fromthe PCRF, a
sim |l ar approach could be used. The key used in this
wea®e/1stseul d come fromthe key shared bet ween PEEUSI08/057280

and the HAAA (a key fromthe EAP EMSK can be generated
simlar as above [0090] Figur® 6 illustrates how an

AGNmay retrieve the User Profile froman LAAA when a
new PM P tunnel is established and request . User Policy

100921 £ om FPcthpERPICTSIgETI WAFHSGH SENES Sof iOgifrsaeyrgi Is the concern,

AU ARG HAFOT. P ACRSR T4Re MRHABLE) BRDeBAAUARY ilPBAP Move
perforned where fhe AT 602 sends an’Aut henticatl on

Regee StPNP RRE #dAkecdI8AA fant tleciiTt Barei ®ndingdks SNAI (laysociated

AR A% Ata SRR CaerBek T s BRIGE Tofor potcy

ihformeshonse. As part of the authentication response,
the SRNC 606 may receive 625 the User Profile fromthe
[0093] LAAA Brong pooodgss Ghedudce asw 1Ruaddesss iangdior sanfigsatinmed38 may be
rfor th 602 ve .from ta.,anch
S5 LTRAR 108 TR 308 T A Gab PR JRTL05D) may e i

toebtaire tHeRU{PoRyy RRGhaRss agecitidd wWiththkudchgDa TieeAGMD608 may
for AT 602) is sent_ b new serving eBS to the

t he he AGW
SG@B&\RHP%R)@?IWSE (ossT H%ﬁ@ﬂﬁ)st%the EROR R Qedhichigy hgdomguded 642 to
. . :
i PP RRATE, SFulE P AR P (R KBy P i Biecon the User
1Deang. the N\dras§ercadtéd ith i PsdviRoHéy  Kemnay eian. spndiss O [aR egest (User
iLth the r est i T 602 and sends it to AGW
1@3@2‘%@6@3‘%@5 ﬁgﬁg éﬁﬂgé PR PR 'ﬁfé@s%@@ﬂg%eﬁpt)%% (User ID,
NAB. QW Rieh YAEPERE MRI &R b e oB@RtGe 1RABYBY Bssociated with the
Assi gnnent nessage 639 to the AT 602.[0092] For the

UsepllBnandt Nl oriBhat |i$,ube hRCGREF bho BsgputhesNAT am@bayn itfe User Policy

security i.s . the.concern, th ' S_Si tur e. g., -a
REEPophens Aok LASPEH At B ViR g RO RY BabSiufle Lustr 1D, User
FREidyE648 s GOk B?IRB@h@mRFt §158 HAGR CRORE hsqokwhﬁ;h hedO5&@ds a Policy
sending the NAI (associated with the reguestl ng AT) t

RavBomsPariser 8D BisarFoliey 0 tasbe ASTWTA08e EIRAGI HOY Fray then push
o'glgg r({ MARYEN olgcglqg g\%e %b%6%@§g&§g§o®2p¥waﬁl gt; snélgﬁvirlfgrmation

ess and/ or “configuration assocl
osuttd tiehBSAF04602, the AGW 608 (with know edge of the
e to obtain the User Policy for the

User I D) nay be abl )

[0094] AT asKtstreaf 8hsiipenhewend@l mey ot Wesngoleraipraatinn 4 part of
oy B PSS a8d, Shorp BT PR oy Yiuea s
doPfiRFatd6 Aloesthoticakiomprddess W (M2Ag 7Dkt Aemay e posfermed where
the AT 702 sends an Authentication Request to the HAAA 716. If the AT 702 is
successfully authenticated by the HAAA 716, the HAAA 716 generates a User ID and
obtains other User Profile information in response. As part of the authentication
response, the SRNC 706 may receive the User Profile from the LAAA 710. The
eBS/SRNC 704 may then receive user profile information (e.g., User 1D, User Profile,
and/or PMIP MN-HA Key) from the AGW 706.

[0095] During a process in which a new IP address and/or configuration 738 may be
associated with the AT 702, the AGW 706 (with knowledge of the User ID) may be able
to obtain the User Policy for the AT associated with the User ID. The AGW 706 may
send a Policy Request (User ID) 740 to the vPCRF 708 which may be forwarded 742 to

the hPCRF 714. Because the hPCRF 714 does not know the mapping between the User



ID and the NAI associated with the User Policy, it may
then send an NAI Request (User ID) 644 to the HAAA
W@ 21®s/1715¢4 HAAA 618 responds with a NAl ResponseCT/USHN8/057280
D, NAI) 646 which the hPCRF 616 can use to obtain the
User Policy associated with tH#e User 1D and NAI. That
IS, the hPCRF 616 uses the NAI to obtain the User
PoI correspond ng to the AT associated with_the
TheRAL a@%ﬂCiaéfgfi yadb psndeer Fobiey. 1 may thegrsepdpi B! Rpgest (User
1b§ 734 s ﬂlEbYHMA% HPERTHE @A}\Q ’71*25% dE’c%E vA#0a N)ﬁllclbesggtgs%t (User ID,

sénds a Policy Response ( User Pol 1 cy)
NAB 7AW BOB theThRCRESK 6 38n may tQ hbﬂaltmlns HUser Psbeydagsheiated with the

GRT J0ctd SRS ot o BBAFLG: HL ks B6 SR o BRfeine g, e poticy

corrcdgod8inbab @i ADWs0ia@W Bhe QeI WSESlickRREpdiRe (User ID, User
information as part of an authentication process and

Radiey) Pt iscyent bynthe hBCRE 71 to hesyREBEIt78Y WIRNIC then sends a Policy
nf t
RIS, 160 AL DERI bt AT AR By 18 g e s

oﬁlséﬂtﬁﬂhbmaﬁPdlftyl?@ﬂmS/SENChﬁMHAAA 716. If the AT 702

I's successf ul lé aut henti cated by the HAAA 716
[0096] HaaA FiegrgHbiskrEes heyv 38 FG OmAR AR Hﬁ%?r@ﬁhé?foa%tﬂon as part of

anr th&tﬁlc'a{’&? dﬂ@(gre'gg rthQIeJE&S EBP%ERI@%; OJGJ ePrCtRI9 finth edlstlrlbll}]ted SRNC

aut henti cati recelive t
dosfigurkriaf.i 1A Iﬁmnfhheicbéké\/huﬁibﬁtlciﬂmﬁ ﬂBSSERNCS(Y@maIyaI}eceive user

ROBIEE OIS, (Cnd/ B oA o iR A YT VBB ARy rofhe SRNC

ﬁo@%%ﬂthpﬂﬁém LndPfHGR rbﬂle"iﬂfo@ﬁaﬁor{‘@% I FsRe0! 88% Proﬁle and/or
and/ or configuration 738 may be associated wth t AT

PAOLP, MMELAARRY )706h¢ WIGW d08owlasdyd AdRequing nussergel 82)8 amdyfecelves an
lL.e to ob licy for the AT
ggéo/% kaqlgsﬁa%ﬁ }%@I f?%hkﬁséjé%? §8§The AGW 706 nmay send a
[0097] Pol i cxnReeieastatioWseocdsPR2Y 404t 824, 2 8uGREe p&3otidChhere the AT
may be forwarded 742 to the hPCRF 714. Because the

&Q@@F&KiS?%AH‘Ei@QU%Pn lPﬁaw:&t e theald piddy 8bet Wedn Ah80Ligerycpessiully

T L

Usk6 Profftie itfidiviatibhGn resppasud SAWpard ofl tﬂ\wutmlpanmereép@eds the AGW
I D, NAI) 746 which the hPCRF. 714 can use to obtal
8l9§éFa>P’éﬂCFlcY9 thesusse ipEafde IWPTAat el gy sar éDaHdeIr\Baoﬁlerﬁa@/or PMIP

1- h 1S USCr proi1iic
NIR-HANEe ggﬁﬁﬁ?ﬁtﬁelg AUSER 1S hMGW%G%%%{ glg‘h%ﬁpﬁéﬁtﬁ th profil

Pol i cy rresponding to t e AT assocl a
iematidd toAhPBRNEYR (Resiniom sy (Cobe 32 fymdJsexl] ¢t toctm 63&804
is sent by the hPCRF 714 t thevCRF708
100981 sends acep%?qe&%/a%@eﬁlaﬁ%l hastheg PPETYSh IRy A )m%qus from a

({ajsﬁeatﬁ@{y P86 gﬁ_ﬂﬁ) YR 6960 AB:wt &%ﬂn@ Usk, %uﬁ&?g@ pt&¥&ss in which a
er Policy to the eBS/ SRNC 704

new IP address and/or configuration 842 may be associated with the AT 802, the AGW
808 (with knowledge of the User ID) may be able to obtain the User Policy for the AT
associated with the User ID. The AGW 808 may send a Policy Request (User ID) 844 to
the vPCRF 810 which may be forwarded 846 to the hPCRF 816. Because the hPCRF
816 does not know the mapping between the User ID and the NAI associated with the
User Policy, it may then send an NAI Request (User ID) 848 to the HAAA 818. The
HAAA 818 responds with a NAI Response (User ID, NAI) 850 which the hPCRF 816
can use to obtain the User Policy associated with the User ID and NAI. That is, the

hPCRF 816 uses the NAI to obtain the User Policy corresponding to the AT associated



[0096] Figure 8 illustrates how an AGN may obtain User

Profile information as part of an authentication
wee@sass4and User Policy froma PCRF in a di stPCusmas/057280

SRNC configuration. As part of an access

aut hentication, the SRNC 806 4%y receive user profile

information (e.g., User ID, User Profile, and/or PMP

. The SRNC 806 the push or send the us
V%”\'!i)meﬂéseri%ﬁwgw nRewopse UseelD per Beliey)Poaris sgnt by the hPCRF
85}@% e R Kb %léﬁet}ﬁltn §hdls Rep o W“@Qﬁoﬂs@ Ametp‘ﬁé\ User Policy) 854

Request nmessage 828 and receives an message
t8 3l AOM 30%e R@NAE{EW 800 0QY |thenpuasit ¢remnd(ﬁ§t6| the UpeoPebsy to the

4. .826, 828 be rf.orned.wher.e th
Ho¥iS0E Wity A s T So ke e e gBS RP%
[0099] t he AFi8R29 iilBustes Boef 4t 1. X Aau quﬁlgm{eegs&yprbh@ tHRAAGW 414
818, the HAAA 818 generates a I D and obt ai ns

apdhibe AGSY o Tequest threoUﬁ@rt Policyi fropespBABE. inAg distribuigfl SRNC
ctOHF gurgglohne% '%u%en%catr StopL ess(sé ’92(? '5;22 G‘Q{ﬁ?ﬁmﬁb}ge oerln}/e% where the

user pro e 1n |on

1 002 |s@1dsaﬂﬂd41§1heﬂ?ivbi?oﬂ\/Ned[UksKtbythe foDA[MQl@ AR &IZS aﬂ'ﬁhentlcated
AGW 808 may then forward thls user profile |nfornat|

byo then BLASRNC BoathaHil AR Aved) 6 cepirate asHpe B and) oer ,[{ser Profile
t n'hlc?t?onlg %g)ﬁse [Qggﬁo%gguﬁgﬁﬁﬁoﬁwsgﬁﬁy aLBRRRIGE r904 may

een per t he nay nove ata ancho
rpm\nst th¢ DAEY) PreBls {8614 thicol. AAeN ()5 eSubsargicetBS.thdUAARG9 B) may push or

B a C@%Qnamgégiﬁﬁézﬂ'ﬁﬁa? g?%ﬁp@ﬁszmﬁgf E\{%}i? % " e acw

Jow tihe KTOW REGRaP Ilcktna%l £624 RcefpRyr fie n@é%kafgetg%(’%@mer Policy

the User Policy for th T aSSOC|ated wththe User
hay, beTMalAal\bﬁd& AW bg nd)r@ce@m;mu}ylr Retha @sacegdds diustried in Figures
:£44 o the vPCRF 810 which nmay be forwarded 846 to the
F 816. Because the hPCRF 816 does not know t he

[00100] MBPpPi RGuketVERRtrAtBe hdisan [LAAANG Y PestNAE (3R Pﬁdfﬁ& €flan AGW and
with the User PO|IC§ it may then send an NAI guest

the&rWimyy Mae&tdheh Ohmﬁiogll%PCRﬁemHAMt@h@dr%@ﬁ nipgfiguration.

A REUSR L LB 08 30 0L DR 0

sbiitﬁ; ahi&&nﬁthb@loaﬁdn R&quesiTioahe HAAANO]L &PEREe 1061 002ds allithemlcated by
to obtain the User Policy corresponding to the

t%%s%%ﬁét @i+t Hnet ﬁ@%eﬂolﬁageﬂewﬁ i ty)URE b ried ?t@@rerUser Profile
ihfrmM3G! 1np1%lh¢d}ﬁ% %213&{1{5 oB Bt a@i’enﬁ@ﬁl&ﬁp on§éL,Q?E %SRE\E@ 1006 may

vPCRF 810 then sends a Policy Responsé
re@jveldbe UsBolPriotile) frt&ﬁ4hct bAARe 1 NAVIBOScquEhity, ABGN. 802\ hEly2 may push

HAPEH ks oase pate: Grerarrisy PUIEANS LS R el e aaw
1obe. afge AO% 106082 aﬁk&%l@dg% 1030USEdi At GSthb A¥s@e H’@Q@‘ The User
may push the User Profile to the AGW414 and the Al

Redigy mesyuless obteined Usethe P Wely R mseseas PORRr ite the process 111ustrated in
b5t 5 BN #dPHNC
[00101] Figure 11 illustrates a method operational an authentication server for providing
an authenticator with user profile information. An authentication server (e.g., HAAA)
may receive an access authentication request from the authentication peer (e.g., AT)
1100 and wverifies whether the authentication peer is a valid subscriber of the
communication network (e.g., UMB network). An authentication server may
authenticate an authentication peer seeking to establish communications via a first

network access node 1102. If the authentication peer is successfully authenticated by the



configuration. An authentication process 920, 922, and

924 may be perforned where the AT 902 sends an
wo\eioRamtSk£at i on Request to the HAAA 916. |f t hRCHUS1088/057280

aut henti cated by the HAAA 916, the HAAA 916 generates

a User ID and other User Prof44 e information in

response. As part of the authentication response, the

eBS/ SRNC 904 receive the User Profile fromt . :

ARG IGN %U@ggéﬁ n F;i‘}lﬁleﬂtéca@me@fb TOHHGY S USRY B?Of‘ﬁ% fpformation

R TRESRISuthiiRhtidPped?Si806 Pridfe! duthenBM BNV @Y dends the

926 to the AGW906. The AGW 906 may acknowl edge 928

userc piqgitle offormeatione $s agect9@6k giteavalyserdePthlat dacihtates bemmunication

obt ai ned, by the. AGW Db ocgss, simlar to.the

s G hiGiaph b Bho S ER1aEh plng Shetcftipyserver may also
sEhd tHetuséPpiolfil dmifsrata@idn i@ wh altheMdtdraNateSiNtat o iinications for
Profile to an AGWand the AGN may request User Policy

the authenteamm peer 4 1¢@ iuch usgrepto BRNTf e wafioymag proinde, Agr example, a
aut henticatio rocess 1022, 1024, .and 1026 be

e i ot RERER RSory B52 R R A e oy e Ry ogpample,  the
ang@uesdtioh Gete A ABe 18 Ifithdnticitivd, AlthdA2x2ions and accounting (AAA)
aut henti cated by the HAAA 1018, the HAAA 1018 ) )
cgEfvethat BspHt oE ke saAHpicHiareRctyeEy [prawei inwlgmgnétion: serling the

PR PR Tl Rl oL ) o RN R PR G heving

aluhaAtiddr2sen Suiixs exgu erufily jnfoimeatioAAé tHOAGwEy gppersdy osde. The user

RO A e B ek o Oyt PR A st
iA¢khow dge 1030 recei pt of the message 1028. The User

Policy may be obtained by the AGNby a process simlar
[00102]t 0 t hBefsrmupasin ol igunedbetdiciprodthsgng escult 150d of aethent@ation server

0P e pE it S8 b tRhRLTS of iR a B G Pkl ¥ establish
AOhdnluni&@bnP KRf 4 IfRst K¥tR6MBEdCOR- nd¥R; bt RadveGabl fofile information

server (e.g., HAAA) may receive an access .
agRRCHEGTH Wéhﬁle&mthe@qg?é@p Pes fe)tshied thgtuserrpilgtinionmpieasy to a network
A6 S AL ARURLE: KGR SRR 2 e pupqicnion per. @

sendrtigniseapiofile edrmarikn (@ ag authehdarettiharfigilitafd communications for
aut hentj cation server. nay authenticate an )
the, pbeRtication BIPTHELFCCEiWE IR NNy usdtidgtifigh request from a PCRF entity,

AR L bl BB S dcaon pcr
aadfohd Nt senet 2 depy té¢ hiea BOREN Cntoptindndisgrtie reduktdd thdr@rimary user
.aut entication server retrieves user profile

Y Chat i on associ ated with the authentication peer

[00103] 1106. cihQqasHiRent LeREARALISL KMSEr e Be PeRHEed étﬁnl?]{gst@ﬁg: (a) means

profile information to a network gateway node that '
fprnaith¢ntigateng eommtheriticatioopees seckingty dstablistheommunications via a first
nticati

2t hg Cee nogn' @Zer 151 293 re iem | aﬁsley protfﬂee information associated with
aut Hent reacPon ‘Servars miy “al’sd’s

the authentication peer; (c) means for sending the user profile information to a network
gateway node that facilitates communication services for the authentication peer; (d)
means for sending the user profile information to an authenticator that facilitates
communications for the authentication peer; (¢) means for receiving a primary user
identifier request from a PCRF entity, wherein the primary user identifier is uniquely

associated with the authentication peer; and/or (f) means for sending a reply to the PCRF

entity including the requested the primary user identifier.



send the user profile information to an authenti cator
that facilitates comunications for the authentication
w@e@s/1215349. Such user profile informati on nay PCDUR208§/057280

for exanple, a grade or quality of service for the
aut hentication peer. In one npl e, the
aut henti cation server nay be an authentication,
aut horj zatj on, and accounting (AAA) entity that is

[00104] par t élfrm P> COMAIST PEASTHR meralienal on #n gpfhentication server may also
He(';[}?l)@a@({‘fd’i‘t @&Hdin%%@gj iRtbrinB8o SElicPhAkh bl foP&sor causes
to the network gateway node may I nclude having the
thait proptssarattor (8¢ nabithdngicatse an prathehteation operat seakitg tohestablish
net wor.k gat ewa ode. The user ofjil e informati ] :
BEBHITR VHek (P e BE orlsnl®) SIS RASHRP e Mormation
as$dciSdd @itk thel dutHenBedtRS pecrl Oc) sEAPHR 2kerRbBIcrih P8MAEM 13 a network
to Figure 15, the processing circuit 1504 of o
cateviie ndde athplo fred Batoe comBUDIcHYN Iservinga pole thet anthgrgiration peer; (d)
szélﬁl(i h%nl}sleﬁsgo%leaﬂlfg ! I‘?lgrrlltté 48 .ta{lt A& tﬁa?[eflf(lcltiﬂ tetsocornrnunications for
eést abl i'sh" conmuni catirons " via a first neftwrk access
thoggther(tlRhtisrepder o¢praseee apridhdrl @sdrrifi@tifRt ke THNE b MORF entity,
with the authenticatign peer,q;wic) send the user o
pestin Ithe PHIMSHMATCT ddFnfifenlsHatqisik 2yasialidWib e qutkgatication peer;

PN S [ ' is £or -

o200 (0} Rty ST REPORE SRLY HfESabg ne Poucpted the primary user

ideftidierrat i on to an aut henticator that facilitates

(001017 oot DSV | Nakgicn e hab P ORI E quaBEry FERYaY pdepvith user

Iﬁm:ﬂl i¥fornMiRmeloP ah REtHRA ERbN pdeed drstefal fi 8%omshunication network.

uniquely associated with the a‘ut%entl cation peer;
Thednethod fpy semgrise: (epdepding at fredicP@Rmcstriromn yhd mativadi gegeway node

b oGRS Snd e ERictet TR FEE ) 2 B iRy reauest
BBTR Fotian@ier pallcyMRAE afliden@datibe PeéC@twIiBh @ network gateway node

aut henti cation peer seeking to establish
fae Hetasicommumentions (B) fondung anpimeryiseicidesisfigigeguest fsym the PCRF

f J: eV r profile information, ... . .
g
asethitdipwith eheuaatienpicatfonl et MY, @t dending @ raplpetom tHe authentication
ateway, node that facil|tates conmuni cati on servi ¢

g rvi ces
P it dha PR entetyt inglyrdpigethe teayestrdapamptyy usee ddemigicr neg06; (d)
The adTen ! - ; ' '

PRSP IL ol BIIREERD chily B A AR pe Bhing the primary
wpeeidenfigdr MEEnand/or (¢)esaidingnie aispr potiayy frasethe PCRF entity to the
identifijier requ froma PCRF entity, wherein the )
RSP G te @ ot §- g ExaPlontng st Policy SHORT PRy be provided
dcBRd R Me] FrahbRIHIRRE mctiRIAd/iRistifel iEaRSed 81105 §Rialfhenticator

a reply to the PCRF entity including the requested the '
i hewrysesgar réfasned h¢teorf oodtomler SPRNICarasociateshpithey base station

rogr am opgrati onal _on .an_a enticati;on serye .
BIER 3 BRGGRIR0R oo, B UritlE Bt IR R ST VIE, coppasiote
NARESTk E¥RE tHeeebnPle i IOGRIFIP s € adERSk access identifier for the wireless

access terminal.

Distribution of PMIP Key to Verify New Tunnel Requests

[00106] As an AT roams or moves to different eBSs, the AGW managing
communications for the AT establishes a proxy mobile IP (PMIP) tunnel to the new

serving eBS. However, the AGW has to prevent other eBSs (or intruders) from claiming



the processor to: (a) authenticate an authentication

peer seeking to establish communications via a first
waoeasoris4access node; (b) retrieve user profilBCT/US2008/057280

i nformati on associated with the authentication peer;

(c) send the user profile inf#rmation to a network

gateway node that facilitates comruni cati on services

for the authentication peer; (d) send the user profjl

tp e GFAALING AVITELeSh ROBRFCHYAY oche oﬁﬂ) phst ﬂ?"é{éﬁ PetafBs AW Foutd be

a%fén'%’{}ir@%'t ops uBQLEth&II?Z%d_aE’ﬁtH? NELGALhAMRIRE e FMIP tunnel binding.

receive a primary user identifier request froma PCRF
Téwtdforg, awmebié-noddhbomeiageanty (MdedA) dent inhy ére iged to secure PMIP

uni guel y assocjate i t.he, aut henti catiqn r;
s e RS R Al o Wb SRS I AR i ng

[00107]t he reR&eSk &dst R RHENBF PMUB @inncfe RIAN POATP thREEIYBdtween an eBS
Figure 12 illustrates a nethod for providi ng a network

agd t AR apd detwipikhP MER turpmelsi legpwparf tandrSRISE and between a first
nticati operati-onal i c ni cat jon . .
REBLIPL bR R FETME A IR el T R Bl g serving

neBopeRta hewnR ANePREP Wanikec] Ak eba yestabshcdobya tHeoABY with the new
control and resource function (PCRF) entity 1202, .
SEREIESES -t PiEnisely; eythe dduBerCesRIyOHBS i 2 ACVigEFesper jeEying network,

thOhoRB AGWERY!ERbIGNa REETork DMHY &RndINGiN ?‘Lv‘ﬁ&lf access or serving
t e) sendi ng a

gateway node facilitates comuni cati ons;
networkry user identifier request fromthe PCRF entity

to the, aut henticati on server, in the pri ,

[00108]; gent fh?rgrarf SSVRIGHEYY o sbie aﬁgﬁtﬁh Koy it can b used o verify
EReRt]GAPMEP tRBEGT stbaflftbe £GAbISRAAbNGn A WP Dhel 1T ARALRB simply
aut hentication server to the PCRF entity including the

pidusstien nunibenaya BYEP tinhehMN Y kag2p®yidesl)t toBteahGWhgSince the
ser policy at the. PCRF entity for.the. , . )

AT R pRouein Khat sk et BT sAenSine hisderis dho LAAA.

Hot08; thaedd 86 nél) fos & aiingioh Ricl S8ImPIRIstrg Fan@omtiughntREReration

entity to the network gateway node 1210. For exanpl e,

iy effigeat. Pt Benerated senvart awmhbery(iise MholiAdkey)amen bdigiyen to the
f : il t edy i Mo Fi
SONCIRIAL APAPACTL 08 LRSS LB LALED A UL B, s

ticlshisulddntesabligied( SRNC) associ ated with a base
ion serving the authentication peer in an Utra

1001091 b | eltgmaiud e MNVE) kewmpathcHreaterbirapy e FHuhieraschy, as in the
ST SR LAETILL, Sor LR RShUSIIARSED IR Wiy or e
IKRK t(Dokam $pecNevk datmy) sRegdibstivect @16 andsheabAAR (e.g., DSRK

t i f B AGW [ :
soRur PRubTE RIvEA it SR EaRPeids oy by b ipstion (e
PsEudoRhEOm triuiRh, SiRhiRHNMAW: SEIAIIBY RS ocHIWRY PUK (iR€ MN-HA
AGWN has to prevent other eBSs (or intruders) from

ke hingy hgtedvaneo phoSRYCrandirthd €8V donmeit sevintng @ BMIRgunncl (c.g.
EAI\)I-IM%Qm{eB.ey are not. The AGW shoul d be

[00110] In some implementations, an MN-HA key may be sent to the AGW together
with user profile. For instance, the MN-HA key may be sent to a serving SRNC via
successful Access Authentication. In yet other implementations, the MN-HA key may be
generated by the AGW itself and distributed to the current serving eBS.

[00111] When a mobile first establishes communications on a serving network via an
eBS, that eBS and its AGW are provided with a MN-HA Key (which may be obtained as
discussed above. When a DAP Move Request is received by the AGW, it may check



able to prevent an unauthorized entity from changi ng
the PM P tunnel binding. Therefore, a nobil e-node
woomsAzgent (M HA) key may be used to secure RM/PS2008/057280
tunnel s between the eBS and AGW and bet ween the SRNC
and AGW [00107] There at lea’t two types of PMP
tunnels, RAN PM P tunnel s between an eBS and AGW and
twork PM P tunnel s between AGW and and tvveen
VQE Hor he TREYPAR R SdaBR AN - His Ka, A?? ﬁg dhq RGN g agree to

tﬁ@m%gec‘rel(‘ﬂ‘gfb@sth'lﬁ H3weFerY {H%Qre{f%ﬂﬁ’% KBS dBe'CW KRON BMVIN-HA Key, the
t unnel be’est abl i shed by the AGNwi th the new

A@Winay delﬁ&he Bavielraqueyt siae thheeqd@stmg\edss annetdmntsustadt Similarly,

e P PR o B oAb T e erh (OB a g oA

[00112]ser Vi Refe Mél\iizgmlfn td 9%1&81 il xamPlcSAY &fcdls Wmal AT-x 122 may
obtain a hat can be used to verify whether

eatahbsh Pivklesy S@h‘ﬁ@fr Vl@mﬁﬂ -d1be Psrinpthicspreersbpf anatdsiing Tisevireless

an, si Fa a
RN TRy T b e i Byl A B R i forh BFlors (e,
a@Qﬁsdil@&d dnd iﬂﬁl@t\médl I\xﬁthk&Yereﬁd’e\,etooF\ﬂgy £n0).t Yn "oie rdx‘eﬂn@ﬁ: (where a
hi s ke Hence, there js no need for

ca@ﬁralva@ %BN o3 1Srﬂ§§d)a asparpelethistaugisgticaiiondnodsanse MN-HA key may be
p?@\qg&ﬁfow EIéA&ra?t% Bw;ﬂh@ "AGWTE‘ $28CPfL ﬁh@ %g@;d Psg%l lea s ﬁ{ded to the

Iven to t
sAGMd SRNGsel lwhumuppwm@em@tﬂgemasac néev Bk P ldtemntired the AT-x 122
e. d be established. ]
r&?\t@ ﬁ&gﬁw WES BY ?? SR b rﬁ"éllﬁg gy PMIP

tihRY KA be %§tablﬁ‘sh%ﬁ' %eﬁz@e%ﬁ tRd ntWeBRU henthgatd &@VIK%YAGW ¢ 120.
For exanple, the M\-HA key may be a function of

Sb8RIKKh¢ BBMK-n 1 &P buows theRAdDEHKdsey (ﬁhwmmlbmlmememtmtlm’ process),

Bk EOFiedRi P ke o A0SR P RCERERCbir he’ i bplyeaues i

\faﬁﬂd@'ﬂnfsém&f'\l/ﬂl\frthe AEW- @$20‘|wge_§ifb‘h%ﬁﬁhe n&b&uﬁ%ﬂl@&ﬁﬂﬁ@g d 117 as
PAK HA key) may be given to the SRNC and/ or

T@WStE\dANfor us in securing a PMP tunnel (e.g. PMPv4

[00113] tml;nnge %neo[tt?eq Q%lﬁfe M 85 ?Lglligﬁa%ﬁrhlg;%rauﬁko E(Ic\!ftm éf_tgé(ess as it

seelstwingless sehgcdviNa HBSk@YOMBQOhJ&qﬁﬁMy AGW-5 BrVanigSIBRNG 1 14 will
via successful Access Authentication. In yet other

knap SifeMNilAnkey thee R HANREY nyAde! gkl subssaualyt pdshes to
C?@A{lhﬁ &l fiaamd_gli '7 rl R ﬁlﬂnélore%[&% f%%%ﬁtecetthec‘g@’(’v RO 18BJowever,

0111] When a nobile firs |s es communi cati ons
iorhis caer tengewn sﬁrwng IKSRN@-baH)9 does not know the MN-HA key (e.g., it was

initially given to SRNC-a 114). Therefore, in order to verify its new tunnel request as
valid, the SRNC-b 109 may obtain the MN-HA key from SRNC-a 114. This allows the
AGW to re-route data to the new serving eBS-b 107 without the need to re-
authentication. Alternatively, the AT-1 106 may simply re-authenticate itself (e.g.,
perform the authentication process illustrated in Figs. 5-10) with the serving and/or home
network.

[00114] Figure 13 illustrates a method for verifying new tunnel requests in a
communication network. Wireless network connectivity may be provided to an
authentication peer via a first network access node 1302. A proxy mobile IP (PMIP) key
is provided to both ends of a PMIP tunnel between the first network access node and a

PMIP network node used to provide communications to the authentication peer 1304.



eBS, that eBS and its AGWare provided with a M\-HA
Key (which may be obtained as di scussed above. Wen a
wo2MsNused Request is received by the AGNV it nRBgI/US2008/057280

checkwhet her the requesti ng eBS knows the M\-HA Key.

If it does, the AGNmay agree2& o the nove request. |f,
however, the requesti ng eBS does not know t he M\-HA

Key t he AGW may t he nmove request since the

ThefdiR lFfﬁ’ngé‘B’S e %cf torfetlist gebenyicatar aspeipicy the ﬁ@t RAGYPp access

oY 198 g] Uﬁqge I’MIP rtﬁ’ﬁlﬁgt @@Hﬁuﬁl%%’(ﬁl%trﬁ%f fh@be routed to the first

ditfere 0112] Referring again to
ﬂétvgcuk@cd@ssnmdeo}ﬁ@é%exarrpl e an access term nal AT-x 122

blish, wireless seryice vi
ootts| Y oSyl W FERT APt eV, €1 B PP pp BRH e from o
r&i{e&tnﬂgzé?ntﬂ?% Rushe Bémﬁlahi@aﬂl&ﬁ,qblf thlatithchti@tiS 8 h¥drNG 18NThe PMIP
honme networks (e.g. di scussed and illustrated with

neézﬁ@kewde may ‘Farg% lsﬂrp@}he fequestiag @;aémfplt@“(smg PMIE key 1312. In
o%gnt ! PI ég? ) %ﬁ%@%@r@sﬁ%&? )oe r%ﬁ_ Eﬁrté g, Secol n eetwglrrko%?cg s node (e.g.,

Iie(i/ éBﬂ) g &H@f@heﬂln}gyéntlt}h @o%éiéﬁﬂlylﬁﬁvesﬁh@t Winbids kiey PVEP key. In
al so provided to the serving SRNC-¢ 118 that supports
anpBCE BFaMe @pTnEnigatpns maYal?e Eroyedfo gispeondiwtuarkyeaiopay node

(ERYo6qi P bty P MRS TREERL, BB PR e PPk

Ra:smahigl schﬂnhubeame nmbhpanciede eBSblikhir/ a amay tpinexys etobilagP tunnel

AGNM ' the SR 18 k .the MN-HA k
b@fw% ?3@%@%}9&5 SR N&% nd annea? g%sg@g)neetwrkc%ﬂye 1314, In one
REQY¥Idqnd PRIMANKEA IKI d Vagen@@{&f: aft 28 filndrgichdon, tahlﬁ{orﬂ:zgﬁon and

new t unnel request d. Consequently, the
ategintiag (A4 l@h’[l‘S’l'Dl’tah@t\M@\kl gatawag| nom:t he BSLIA nmworhsnode may be a

I1|re§v??u?st %aﬁ([énglls] I n anot her exanple, AT-1 106

%rrrs an aut hentication process as it

[00116] S€EKSFipuFEl € $5a PRIK] difprimailleRftiag bddox akipls 804 PMIPYnetwork node
AGWa 112 and SRNC- al 4 wll know the M\-HA key for

detispr TheaMAEIP. ngtivorkTnede) devieq he@ly et ingludp ghetecessing circuit 1604

cggﬂghl % G t e%o&@pﬁ%?ﬁca% ’1nt%er§eV\ﬁ dén nﬁlle r%géjs%%% 11%u1t 1604 may

wever nths

teeidiptod t(SRM:plb)Vﬂ&QNtiIQES rrwt/oﬂkmmmédmlt%b Ialﬂxals’l&&ntﬁ@,tlgn Jpeer via a
it was initially g ta NC-a 114). Therefore,
fgplaBTVOEK pesesy 9;1011%5(% enml% r"i‘ePW%d‘i?é(sttO bath\ends of 4 ﬁé/HP tunnel

b_lé_ﬁ!/\% gt[h%qgarstnﬁ w%hE 3t st RSk eX P ARveRNGE @ 1 to provide

Iovvst GWto re-route data to the new
copmimcptioBS-th t:bﬁ?au/thdzthmalmon lpecme@)d mrovide the PMIP key to a first

reaut.henti cat.i o af[er nati vel t he AT@ 106 may

agﬁﬁatlsﬁ e asgaflﬁfs tthe first petwarl 2 %C@S@ nodgseldy gPT Yha Trequest from a
@(ﬂi Y Ayl R rRbeeesSminhhSidAl R thD AutgSticaioh0 eéll“ &) verify
t ser Vi ng and/ or hone network. g001 4] Figure

whethestthatregueatingeeitdd Knowsvibe ifIFhgene) tamuttelconmue@m@ns to a

st8ond network access node if the requesting entity successfully proves that it knows the
PMIP key; and/or (g) reroute communications to a second network gateway node if the
requesting entity successfully proves that it knows the PMIP key. Rerouting
communications may include establishing a new proxy mobile IP tunnel between the
first PMIP network node and a new serving network entity.

[00117] Consequently, a PMIP network node device may also be provided, comprising:
(a) means for providing wireless network connectivity to an authentication peer via a

first network access node; (b) means for providing a PMIP key to both ends of a PMIP



comuni cation network. Wreless network connectivity

may be provided to an authentication peer via a first
wmeirsoeis4access node 1302. A proxy nobile | P (IRM/PP20k&¢57280

is provided to both ends of a PMP tunnel between the

first network access node and% PM P network node used

to provide comruni cations to the authentication peer

1304. The PM P key is then provided to a first

tuRfch Y A bF é@g serledropsre 1ade sandnBenRVIP Jctrar pRsigeused to

o348 CEmBhunichtidnd ehEMLRhtiHiSh Jpee OB R f ok gg'?@vﬂfiﬁé the PMIP

then be routed to the first netvb’ork access no 1308.

Ke9@d 4 5if st Suthsetepatmtabypciatedrtbe fies netvayk beccsemeicy sdeiat tdhe request

i AR 6r ST B R NI TEAD i Hgelty AREqR peer: (@
B e WeyknneeethBRy r¥@iekiiy frhﬁfov&xshtﬁe rrde&éy:; NG) means for
entity knows the PMP key 1312. In one exanpl e,

reRg icommumatiaay the sespoditnetivark agcess cendlg lrﬁ ehogequesting entity
s%gcegscﬁcﬂl? Sﬁdr Véseﬂ%’t 1t nﬁgzt% Bé% B&I&f\?\gﬁe{yrh:q%ﬁ f:)zgmg A8 | Fot rerouting

SUCCesSs proves
oaﬁmhhﬁéatleﬁﬁfmzh Sccofi® MOWIr @hﬂe%ﬁ nﬁ&é/ ifltBe r@m@utn@danhey Successfully
second networ k gateway nod AGWN if the

YRS dlast ijw@fmthq IMIR é(éiésgﬁli?ml?/g WW@@C@W My Relyge establishing
atelgst%é\ EMXE HSite TRELAM HaEv&R Fﬁlr ylWet&Pl}f(bﬁd'&l 44de, %egv serving

hing a new proxy no tunn etween t
Ife'twakeﬁ’MyP net wor k node and a new servi ng network
entit

) In one exanpl e, ma e .
[00118] yeper étr%l r]é(t a &ﬂmaﬁtﬁhBthFaé%PP?{ﬁ“O”ﬁE% a#ﬁﬁ% @%%O&awaie device may

%CQéJ%dsﬂ@edg AL SMtchtskeBlte@ HYeS ‘ﬁ?&d&s%@tcﬁﬁ@é tﬁ@‘iﬁoceﬂb? to: (a)
PM P network node may be a nefwork gateway node.

Hro0dd 6firdgsy urcewaik C@nactb\htycko di a@glrdmnttlcatiomspfreat\nmgl arst network

exanpl . PM P

FRBp e Aburariti 2 EOS B 6T PATBCBHAT pptveen the fis
&tvﬁ&ﬁ'a&ce@@ﬁéd&eﬁidlﬁh@ PMIP n@t\ﬁtﬁk\h@ﬂ&(u&‘e‘dmfb\@@é ¢dMmunications to the
interface 1606. The processing circuit 1604 may be

agthgptieadion peer; &) evde dee Wﬂé kew & mﬁtamuwe@wm@ﬁwwgd the first

e at i\0 r frrst a S
R0 FBRERRUERICRBRE" p11 B0 AR s ELIBUALBERES 0 o
obnmnﬁhcahehM@mtHehzaltlﬁemlshtmepwr ke)aog g swinakle tha deqdreetmg entity
PM P network node used to pr.ovide conmuni cations

kngws Sy PRE ket Ddﬁmﬁéeeqomr{%l}%wa\% Q@ s¢aqad privork égﬁ%n%fie if the
r&il{e@ﬁn %Z%%E§E@g¥ 3?59&' @hed ﬁd&@vsfﬂhé SliMﬁek%réhld/or (g) reroute

cess no Ive a request froma requesti
centnntrycaions er pstoend ontwonk gatcivepsofiorf thhecquesting entity successfully

aut hent i | ation e) verify whether the requesting
PERYSS hat Stﬂiﬁﬁgﬁwﬁ b‘g&ey, (f) reroute communications

[00119]t1 0 2 ©RERchIIEbMHckoRFoRS s, \RIR, ddd/drBnéRAYSBiskARd in Figures 1,
entity successfully proves that it knows the PM P key

2aRdt.or. 6( §)8. Pet@utle 12 ddmlihpedior bnmay be aeasmmibandéqr\mmbmed into

smgle é’onrfp%%%ntl stetpt1 or function or embodied in several components, steps, or

functions. Additional elements, components, steps, and/or functions may also be added.

The apparatus, devices, and/or components illustrated in Figures 1, 4, 14,15 and 16 may

be configured or adapted to perform one or more of the methods, features, or steps

described in Figures 2, 3, and/or 5-13. The algorithms described herein may be
efficiently implemented in software and/or embedded hardware.

[00120] Those of skill in the art would further appreciate that the various illustrative

logical blocks, modules, circuits, and algorithm steps described in connection with the



requesting entity successfully proves that it knows

the PM P key. Rerouting conmuni cati ons may i ncl ude
w@2i0ahrisshi ng a new proxy nobile I P tunnel bet MEBENS1008057280

first PMP network node and a new servi ng network

entity. [00117] Consequently,3% PM P network node

device may al so be provided, conprising: (a) means for

provi di.ng rel ess netmork connect i y to an

Cga? IHEAHOS ¢! ﬁ%?ﬁegé@rem/ iMAYRDg [ Fmﬁ%tf:&ﬁ? iclegtrenis hagdygpae, computer

s()mfvafée aRScIinkiAY S Bgha A Blk@y if18stRO! hi§Nd&rHangeability of
Pt unnel between the first network access node an

hahiaw%/laﬁ’d neftwarck vanas 1U9adat1tvo Cpmwndés dﬂmhﬂnnmduheam;rcults and

0 the th ntlc on eer nmea oVi n
e i BB el b e B SR PR AR I S bRl ALy [ Bimether such
flihdtohalt§t WOTkp|BHERES ARORRIWARCEH \BftRafcedbiRBHs fupem e particular
requestlngﬂgntlty to reroute communi cati ons for the

applitpeinn ana tpsagn paetrainsdmpaecdran thepvered pysyémg whet her a
[00121] reque t Ofd %ntnlo%exi tﬁ nt?he fo ! e?%ongg'vclzo% le%l’tlol(l egre r%ier&g exgrnples and are
rerou |ng connunlca 1 ons sec net Wor cess

nd0de bef conbeuddesy ﬁﬁﬁm@ tenélhinys. smhe efsdriptioy ¢ v e®nfipattions is
it knows the PM y; and/ or means for reroutin
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first PMP network node and a new serving network

entity. [00118] Simlarly, a conputer program

operational on a PMP network node device nay al so be

provi ded, which when executed by a processor causes

the processor to: (a) provide wirel ess network

connectivity to an authentication peer via a first

network access node; (b) provide a PMP key to both

ends of a PMP tunnel between the first network access

node and the PM P network node used to provide

communi cations to the authentication peer; (c) provide

the PMP key to a first authenticator associated the

first network access node; (d) receive a request from

a requesting entity to reroute comuni cations for the

aut henti cation peer; (e) verify whether the requesting

entity knows the PMP key; (f) reroute comruni cations

to a second network access node if the requesting

entity successfully proves that it knows the PMP key;

and/or (g) reroute communications to a second network

gateway node if the requesting entity successfully

proves that it knows the PM P key. [00119] One or nore

of the conponents, steps, and/or functions illustrated

in Figures 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13,

15 and/or 16 nay be rearranged and/ or conbined into



a single conmponent, step, or function or enbodied in
several conponents, steps, or functions. Additiona

W@b@asss4 conponents, steps, and/or functi onsSPEERYSHNE 57280

be added. The apparatus, devices, and/or conponents
illustrated in Figures 1, 4, 34,15 and 16 nay be

configured or adapted to performone or nore of the

nmet hods, features, or steps described in Figures 2, 3,
and/or 5-13. The algorithns described herein may be
efficiently inplenmented incgof{imgre and/ or enbedded
hardware. [00120] Those of skill in the art would
ﬂurthénﬂappdepﬁaﬁemﬂhmanmhﬁmmamhomsemkﬂﬂxuwwﬁﬂvﬁ(mnnnmﬂeukm

g, bl acks, nodules, circuits, and al gorithm steps
H@ F ngppﬁn%onnectlon with theconfigurations

di scl pgelidpeimnticBesIRYthbetidafBh BSFRBI FbnR S WeleRGS h@Réification peer;
har dwar e, conputer software, or conbinations of both.

To cl gencrajing|d spspndare usdsi igentifics mesoaiatrsiawith jat yriradry user identifier
r various illustrative

P tﬂ%ﬁgdf§aWﬁéﬁ$a(mﬁ%80Ies circuits, and steps have

been pestlinbad abondrg amrlabﬂtmeir Mo ta@raghcdticdtbieadsociated with the

functjonality. Wether such functionality is

Wﬁb@éﬁ@ﬁﬂ&ﬂ¥Q&s har dwar e or software depends upon the

particul ar application and design constraints inposed

on the overall system It should be noted that the

?or egdhe gldﬂﬂﬂlff d)@da'ﬁm ilpndemire thecomhyiuxation eswarkdinatuees at least

Ao eF Al Vo I HEoedng qLAeT Spaprits ReBritkaibIAg compatible

hétwal?ﬁ ofh bR T@Hﬁ ERBLutibR (LTH) dorkREbRGRAGRT the
lain8. As sUch, the present teachings can be readily

applled to other types of apparatuses and many

Iptpg t | Vgho(dhgo cjéugrlk %r%?lhthl%%glt%?]{lc OIR?S'%%G\H/_\Alsl an keJuelthentication
mh&@zin@@ eqat a&eaﬂnmgnerﬁny FANPENEAE B ARhSRICHRIN P& iR a wireless
W rel ess conmuni cation network, conprising: receiving
agscsrciemnisaldiflient i cation request froma wirel ess
aut hentication peer; generating a secondary user
identifier associated with a primary user identifier

fior tiMRe WetiRldes 1wt 3) ertictd@ thcarutlipaetatoPis VdesNidtgrdfdience network
secondary user identifier to an authenti cator

srddien ( RRNG tassqapiedy iitie At basatstaionpddy). sepving e mgrdieng access

I : e c S
R g B U O oL BB L BB NGB RERESnd e
pmntpazt udelr aderetfivorik ,a Wtk acspatiddatien @by Kor the vaireless access
Lon&@Tern1Evolution (LTE) conpatible network. 3. The
of claim1, wherein the authentication server
I's an authentication, authorization, and accounting

entity (AAA), and the authentication peer is a
i r el €sg method of claim 4, wherein the serving base station is collocated with the

session reference network controller (SRNC).

6. The method of claim 1, further comprising:
retrieving user profile information based on the primary user identifier; and

providing the user profile information to the authenticator.

7. The method of claim 1, wherein the secondary user identifier is a randomly

generated number that is subsequently associated with the primary user identifier.



access termnal (AT). 4. The nethod of claim 3,
wherein the authenticator is a session reference

wmeirsoeis4cont rol | er (SRNC) associated with a bRGEUS2008/057280

station (BS) serving the wirel ess access term nal (AT)

in an Utra Mbile Broadband YUMB) conpati bl e networKk,

and the primary user identifier is a network access
identifier (NAI) for the wirel ess access ternminal. 5.

The method of claim4, wherein the serving base

s ati ofe hiufoRldraEAhad wibtdh IHiRcafREhORof REFARLGE the primary user
network controller (SRNC). 6. The hod of clalm f

fdgntifigr conpri si ng: retrleV|ng user profile

i nformati on based on the primary user identifier; and
providing the user profile information to the

aut hemh¢ BRI of ElairhNe w'ﬁ@ielilpﬂle‘%éc&ﬂdﬁl’yrﬂs@r idehefi@ifa FlRtion of the
secondary user identifier is a randonly generated
n@ﬁ@@kwﬁhmbnmgﬂsubsequentIy associated with the

primary user identifier.8. The nmethod of claiml1,

wherein the secondary user identifier is the primry

uger Mdenthchii@tion ServihiachEingachroéessihgicirtdit addpeidabn t he
secondary user identifjier is a function of the primry

user TCGEINE R pegess ahentiqatian 1sevrst Bam owirglgssauthentication peer;

i nclu |

accest o faRERAERS e BhEe 4 QLA Lok BRFANE Bhriier for
ﬁmhhﬁﬂﬁmaamhmmmpeepemgembrate a secondary user

identifie ssoci at ed mnt%' rlna i dentifier

for  t OVHAer BF eSO KanifiHy au ﬁ%rlca%\ﬂsa%lﬁt% with the
SERANAasL Mser identifier to an authentlcator

associ ated wth the authentication peer. 11. The

aut henti cation server of claim10, further conprising

. O RN it QA% 0aPLRC ¢ @%gggo%@gg § communication

HRATRRE aBARe 'Ot 0B rkuni MWt EVer 6O MRGTINB lof a Nt WM dbile Bro@dband (UMB)
Long Term Evol uti on (LTE) conpatible network. 12. The

eQprsiblg @@tWOdﬁ WYy compasitde metr@rkvies dong tlisem Evolution (LTE)
g&%ﬁqﬂﬁé tign server i's an aut henticati on,

orl zat |on and accounting entity (AAA), and the
authentlcation peer is a wreless access term na

&QT) 13. The_ authentication server of claim12,
er e[l"he @W@etatmaﬁ%tspwgq ot clagn 4 Og @dereyp the authentication server is an

authentication, authorization, and accounting entity (AAA), and the authentication peer

is a wireless access terminal (AT).

13. The authentication server of claim 12, wherein the authenticator is a session
reference network controller (SRNC) associated with a base station (BS) serving the
wireless access terminal (AT) in an Ultra Mobile Broadband (UMB) compatible
network, and the primary user identifier is a network access identifier (NAI) for the

wireless access terminal.

14. The authentication server of claim 10, wherein the processing circuit is further
adapted to:
retrieve user profile information based on the primary user identifier; and

provide the user profile information to the authenticator.



reference network controller (SRNC) associated with a
base station (BS) serving the wirel ess access term na

W@ 200p/121%40n Ul tra Mobile Broadband (UMB) conmpak@hle2008/057280

network, and the primary user identifier is a network
access |dent|f|er (NAI) for tHe wirel ess access

termnal. 14. The authentication server of claim 10,
wherein the processing circuit is further adapted to:
retrieve user profile information based on the primary

user identifier; and provide the user profile

information to the authenticator.15. The

dut heihhé eathersivater ververaff ctdimi 19, dheranh dreeiccortdagy user identifier is a

segondary user identifier §& ra dom e

FeDah” e TE M b s Suts BB Btreeh SR e primary user

RichfiBéry user |dent|f|er 16. The aut hentication server

of claim 10, wherein the secondary user identifier is

the primary user identifier. 17. The authentication

PET Veﬁ"Pe aut%le 5cm[1 0] ’ser\(\fﬁé‘regte cl]alnil FH&RN dﬁr yse ndary user identifier is

identifier PURCE T o he’ primary

ﬂﬁqﬁmmﬁya&xléﬁmféﬂ aut hentication server conpr|S|ng.

means for receiving an access authentication request

froma wreless authentication peer; means for

?”er Fhi Q&h&t&%ﬁ@ﬂ ?dfiml ﬂPWheIéu?’Eh[eas%é&{%ﬂaﬂl &8r Ychfier is
rimary user entifier he wre

ﬁumhembfmapnomnpeernmanﬂmneans for providing the

secondary user identifier to an authenticator

associated with the authentication peer. 19. The

@theﬂh%ﬁé&h@&u&ﬁ%&%%r&in&{ 18, further conpri sing:

means for retrieving user pro |Ie i nformati on based on

t he pmicamy yYouseceivagntainf iaeccss amghergmaorf oreqpespvirdinng  wireless

QE er%froflle information to the authenticator. 20.
Al %ﬁﬁﬁ P%fogr am operational on an authentication

servemeh®y fos gewratn% B sdoh B Yis&tSigbnti fibe At dotia@ld, withia GRimary user
when execute &r ocessor causes the processor to:
121

lrd@n@ﬁvéomhea@teé@ga ehfecatipe pedromndr equest from a
W T el S%gnsaf%% 1&18§ &CQ O(Fa\rl‘a? P%‘%Q&Jn%‘f%r £ %%%H&%Xtor associated

user ent it Per as
weteniid sfutlearnntmontﬂeerw reI ess aut hent| cati on peer and

19. The authentication server of claim 18, further comprising;:
means for retrieving user profile information based on the primary user
identifier; and

means for providing the user profile information to the authenticator.

20. A computer program operational on an authentication server for securing a
primary user identifier, which when executed by a processor causes the processor to:
receive an access authentication request from a wireless authentication peer;
generate a secondary user identifier associated with a primary user identifier for
the wireless authentication peer; and
provide the secondary user identifier to an authenticator associated with the

authentication peer.



provi de the secondary user identifier to an

aut henticator associated with the authentication
W@e@s/121544 The conputer program of clai m20, wWhPCHUS1e81057280

executed by the processor causes the processor to

further: retrieve user profil¥ information based on

the primary user identifier; and provide the user

ofile information to the authenticator. 22. A method
gLer af Do RaIDRET @r%ﬁ%?ﬁ el o3- reticlo PN CHREPHES ibpgthe processor
éﬁk&gﬂ&?ﬁﬁ%&@gmgﬂﬁﬁ&ghentication peer seeking to

establish communications via a first network access
node; retrieving user profile information associ ated

ith th t hent j.cat j : d di th .
or of i T RisPrIP A ogmaioibbied R g Hotddgthger: and
faci | hloHRIhE NRYRIFBR nfSha%i8h Y GRS htidAst.

aut henti cati on peer. 23 The nmethod of claim 22,
further conprising: sending the user profile

Khnforgat i.on n_authenticat.or..that facilitates

By eaPPaRG PR b Plic Rhwe Bt b

met hoguthéntich@hdra? 2uthwhiRbedm pédiecekiiih enéstdbiikh @Bm&RIhiations via a
.S an aut hentication, authorization, and accounting
[IRARGTVOHE ReCPSKIPEE: i s part of the conmunication

net woy k. L clalm 22, ' ' :

the  uitiovimpt Bl [imiof s QB wiNEE Hl AR FAH Boor; and
node sandingdds ukavprofjlcamfatiahiemte aatcovork gratdweg node that facilitates
comunij cati on .network send.the user profile
PHPBH RS IPhSrYoEsHEr HEPHOFRIGHPRREY node. 26. The

nmet hod of claim 22, wherein sending the user profile
information to the network gateway node includes

Bavi ngh¢ ethadtofi ehirn @3t fuothes@mymrsiigend t he user profile

information to the ne r.k. gat eway node. 27.. The o
ot hot g e 5, P TR MO LBy pr BHFqrLicsto? that facilitate
tath@uARLGiGH fbinGk de@sntdlatib@psdr. one of a user profile,

user policy, quality of service for the user profile,

for comuni cation services of the authentication peer.

gﬁ Tﬁlﬁe g{%ttlﬂ)%dofo cfl iﬁll fﬂl, m &%ein ftl%'eré I'%ﬁé’nt%gt%onr §e§\lfeg% ?1? ggtihre]lgtication,
a policy request” romthe network gateway node’ to a

Phorézatien,ind Accaméing €5 AW) eatifyuhatis part (REREYmaThidabion network.
sending a primary user identifier request fromthe
PCRF entity to the authentication server, wherein the

@%i maﬂ{% W3lod GEBLIH 128" Wirdip is&%&ﬁx'lg’ RSl ip?(‘ifﬁg Hfotfation to the
the aut hentication peet;
network gateway node includes having an authenticator for the communication network

send the user profile information to the network gateway node.

26. The method of claim 22, wherein sending the user profile information to the
network gateway node includes having the authentication server send the user profile

information to the network gateway node.
27. The method of claim 22, wherein the user profile information includes at least
one of a user profile, user policy, quality of service for the user profile, for

communication services of the authentication peer.

28. The method of claim 22, further comprising:



sending a reply fromthe authentication server to the
PCRF entity including the requested primary user

WO d@at2fsier ; obtai ning a user policy at the PORFI/ES81008/¢57280
for the authentication peer using the primary user
identifier; and sending the u¥er policy fromthe PCRF
entity to the network gateway node. 29. The net hod of

claim?22, the authenticator is a session reference
net m?%%t%ﬂ PQJ}qYéFq‘{*‘S‘ﬁ%@T the Bgh0sk BHOWRY RO% t95pPliCy control and

ﬁ%@&k@ﬁn§ggﬂjﬂggﬁﬁ§%%pthentication peer in an Utra
Mobi |'e Broadband (UMB) conpatibl e network, and the

confidential identifier is a network access identifier

for the wirel ess access termnal. 30. An

authentication server including a processing circuit

adapt gghdir: aa?hﬁﬁ_ﬁt I xet adanifRyt RGNdst CROMOMMPERIRF entity to the
seeking to establi'sh comunications via a first ' '
rehowsicktiercwesy, wherein theprinepeusgs slenipfiestis Leiqhely assegtatagvith the
%ﬁﬁ&ﬁk%ﬁ%g &gfh the authentication peer; and send the

user profitfe’information to a network gateway node

t hat fending 4 adpBsfremnit AlhaitiAfos 8&vbic@®SthE MCRMeéntity including the
aut henti cati on peer,_ 31. The authentication server of
BaHeSis B Imp el ifertHierpr ocessing circuit is further

adapt i Le.i ' 1 O .
ot pear R Ut BRey SehoBICKL, b T ARl Pich hopr using the
pitnhgnisccatntificrpael . 32. The aut henti cation server of

cl ai m 30Q, erein the processing circuit is further

adapt FAIHGr BT By BOUCY %P@ﬁééﬁﬁnrlaéﬁﬁ GV orkegiigy node.
froma PCRF entity, wherein the primary user

helent Tflé Ghethcd G gl 283504 ARG Ehs%ﬁsiotb ég"grence network
aut hentication peer; and send a reply to the

enttiollyr (SRNGHassgeibited wiggadatestatidresqrvingehy authedtication peer in an

jdentifier. 33. henti cati on server. conprising; .. .
h@%@f"ﬂ%&? %é‘aﬁdg%‘ﬁf{i@g% ﬁ@maﬁt}@%flﬁt&r‘?ﬂf’@a i(Rfcqpdidpntial Wentifier is a
RaROHNELEQ 1881 AR} FRIh CRIMN £RLIsAiNd1a @ first _
networ k access node; neans for retrieving user profile

information associated with the authentication peer;
L R A T T T TN et
authenticate an authentication peer seeking to establish communications via a
first network access node;
retrieve user profile information associated with the authentication peer; and
send the user profile information to a network gateway node that facilitates

communication services for the authentication peer.

31. The authentication server of claim 30, wherein the processing circuit is further
adapted to
send the wuser profile information to an authenticator that facilitates

communications for the authentication peer.

32. The authentication server of claim 30, wherein the processing circuit is further

adapted to



facilitates comuni cati on services for the
aut henti cation peer. 34. The authentication server of

w@b@smeB3 further conprising: neans for sendiPQI/UB®08/057280

user profile information to an authenticator that
facilitates conmunications folf the authentication
peer. 35. The authentication server of claim 33,
further conprising: nmeaps for receiying a primry user .
i dent TFI8F & SHTREY L&S%#gﬂ BIRECQRS] %49{11 wn"e@%lf rFiihe Wherein the
?r‘i B?%e#ﬁi%ﬁtiﬁé?%ﬁﬁigh&%} abs® I GUE] Me ATHOREANEH pidr! dhd
he daut hentication peer; and neans for sending a reply
t o t heenBCRREeplt fot hei RERIdEmdy t ineludmguthst eduedtal prad pampry user
gﬁen identifier. 36. A conputer program operational on
14ifi¢"hent i cation server for providing user
i nformati on, which when executed by a processor causes
the processor to: authenticate an authentication peer
seeking to establish conmunications via a first
twonk acc node; retrjieve user profile informtion
ggsocﬁgfg eﬁﬁ%ﬁmﬁﬁgwgh Hent i Gati on peer: and send the
user picals | Rri aidemkdation e authehtiiisn gpeemageckiagde to  establish
that facilitates conmuni cation services for the
ERIMERICRESI Vitha fesé petyprk Jeresscidput er program of cl ai m
36, whl.Giy M?&i@%ﬂ'ﬁg Lﬁ%&gprgﬁleti f’or&%ﬁ&?ﬁs%%mfeﬁ%ﬁ?tﬂefh%thenﬁcation
processor to fur r. send the user profile
pedroamatat i on to an aut henticator that facilitates
conmuni cat jons for the authentication peer.

38. The

CompURSHISIE GPIHE HecHa! RO3ES INGRmAIoR G eludih gy node that
FRBitREOGHIRORI ARHSRiL AT PIE GRHEMcaliBn poitt her : receive
a primary user i1dentifier request froma PCRF entity,
wherein the primary user identifier is uniquely

sociated w.th.the authenticatio eer:.and send a
FEory 1t SithEiisgien Gty SRR et st est ed ¢ he
Pri MampansSRF sdrdaidt the usdr-pré@le inforBitiRcoARuBchOOAdr thik fcilitates
conmunij cation network, conprising: providing wreless
pmmunicatea fecthe epthgnticstiam pegit hent i cati on peer via a
first network access node; providing a PMP key to
both ends of a PMP tunnel between the first network
35. The authentication server of claim 33, further comprising:

means for receiving a primary user identifier request from a PCRF entity,
wherein the primary user identifier is uniquely associated with the authentication peer;
and

means for sending a reply to the PCRF entity including the requested the

primary user identifier.

36. A computer program operational on an authentication server for providing user
information, which when executed by a processor causes the processor to:

authenticate an authentication peer seeking to establish communications via a
first network access node;

retrieve user profile information associated with the authentication peer; and

send the user profile information to a network gateway node that facilitates

communication services for the authentication peer.



access node and a PM P network node used to provide
communi cations to the authentication peer; providing
WO b@sPMsI key to a first authenticator associ aP€HUS1v68/057280
first network access node; receiving a request at the
PM P network node froma requ¥sting entity to reroute
comruni cations for the authentication peer; and
eri fyjng whet her the requestj] tity knows PM P
Kéy Yhe' Lomputs droeramr ofc 1T 390 YiFH REIEN cBRpHE .bafgthe processor
Egﬁggkbggwgggp%nhﬁﬁ&lons to a second networ k access
node 1 f the requesting entity successfully proves that
|t kneond tthe BrPpkailc 4dforrfdtenregbhad efithch@éater3dhat facilitates
further co i Sin rerouting conmmunications to a
S ARG PG AL BSRIFAHBRRST Tt he requesting enti ty
successfully proves that it knows the PMP key.42. The
nmet hod of claim41l, wherein rerouting conmunications
i ncl udes establishing a new proxy nobile |IP tunne
between the first PM P network node and a new serving
network entity. 43. The nethod of claim 39 further
8®Npr Thé¢ REMpLRY tpréEraosMuiaing 836, GrtEch evieheexietiitéd by the processor
networ k access node. 44. The nethod of cl ai m 39,
PSP PSRBT 81 Ighegenerating the PM P key at an

aut he t 0 .

ot ¢ petiE | FRmRL RS ERHERL iRy AGRCHN R, S phorein the
petaryrdsenidetifiis mumqte/l@ ad;soglatedwam tho dethedicatidn EMrPand

net wor k node i ncl rocessi circuit a

to: pitd¥i adpir ﬁ%@ﬁ%@&%ﬂ@d&ﬁ%@%@ et Papest %ﬁﬁle primary user
adhheqtication peer via a first network access node;
provide a PMP key to both ends of a PMP tunne

between the first network access node and the PM P

k d d d h
3t nore Bty o B o) G E R kR e st

aut hepiol fRi® iwiRSE9 GlcBl @ dohBedtivitst ton@ WRhkntRGEES peer via a first
node; receive a request froma requesting entity to

pefPetl eccewsmedni cat i ons for the
providing a PMIP key to both ends of a PMIP tunnel between the first network

access node and a PMIP network node used to provide communications to the
authentication peer;

providing the PMIP key to a first authenticator associated the first network
access node;

receiving a request at the PMIP network node from a requesting entity to reroute
communications for the authentication peer; and

verifying whether the requesting entity knows the PMIP key.

40. The method of claim 39 further comprising:
rerouting communications to a second network access node if the requesting

entity successfully proves that it knows the PMIP key.

41. The method of claim 39 further comprising:
rerouting communications to a second network gateway node if the requesting

entity successfully proves that it knows the PMIP key.



aut henti cation peer; and verify whether the requesting

entity knows the PM P key. 47. The PM P network node
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adapted to: reroute communi cations to a second network
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provide a PMIP key to both ends of a PMIP tunnel between the first network
access node and the PMIP network node used to provide communications to the
authentication peer;

provide the PMIP key to a first authenticator associated the first network access
node; receive a request from a requesting entity to reroute communications for the
authentication peer; and

verify whether the requesting entity knows the PMIP key.

47. The PMIP network node of claim 46, wherein the processing circuit is further
adapted to:
reroute communications to a second network access node if the requesting entity

successfully proves that it knows the PMIP key.

48. The PMIP network node of claim 46, wherein the processing circuit is further
adapted to:



53. The PM P network node of claim 50, wherein

rerouting conmuni cations includes establishing a new
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node and a new serving network entity.54. A conputer

program oper ational on a PM B‘het work node, which when

executed by a processor causes the processor to:

provide wireless network connectivity to a
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PM P key. 55. The conputer program of claim54, which
when executed by the processor causes the processor to
further: reroute communications to a second network
access node if the requesting entity successfully
proves that it knows the PM P key. 56. The conputer
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means for providing a PMIP key to both ends of a PMIP tunnel between the first

network access node and the PMIP network node used to provide communications to
the authentication peer;

means for providing the PMIP key to a first authenticator associated the first
network access node; receive a request from a requesting entity to reroute
communications for the authentication peer; and

means for verifying whether the requesting entity knows the PMIP key.

51. The PMIP network node of claim 50, wherein the processing circuit is further
adapted to:
means for rerouting communications to a second network access node if the

requesting entity successfully proves that it knows the PMIP key.

52. The PMIP network node of claim 50, wherein the processing circuit is further
adapted to:
means for rerouting communications to a second network gateway node if the

requesting entity successfully proves that it knows the PMIP key.

53. The PMIP network node of claim 50, wherein rerouting communications
includes establishing a new proxy mobile IP tunnel between the first PMIP network

node and a new serving network entity.
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54, A computer program operational on a PMIP network node, which when
executed by a processor causes the processor to:

provide wireless network connectivity to an authentication peer via a first
network access node;

provide a PMIP key to both ends of a PMIP tunnel between the first network
access node and the PMIP network node used to provide communications to the

authentication peer;

provide the PMIP key to a first authenticator associated the first network access
node; receive a request from a requesting entity to reroute communications for the
authentication peer; and

verify whether the requesting entity knows the PMIP key.

55. The computer program of claim 54, which when executed by the processor
causes the processor to further:
reroute communications to a second network access node if the requesting entity

successfully proves that it knows the PMIP key.

56. The computer program of claim 54, which when executed by the processor
causes the processor to further:
reroute communications to a second network gateway node if the requesting

entity successfully proves that it knows the PMIP key.



