[ABSTRACT]

A device-to-device authentication method based on a virtual authentication code is
provided. The method includes transmitting a first code, receiving a second code reflecting an
authentication result for the first code from a verification device, wherein the second code
includes a hash value and role information for the client device generated by the verification
device based on the first code, generating a third code that is the virtual authentication code,
based on the first code and the second code; and transmitting the third code to at least one

second device related to the role information.
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