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System and Method for Valldatmg and Measuring Effectiveness of
o Information Security Programs

" Cross Reference to Related Patent Application

This pateht applicatié)n claims priority to applicant’s co-pending United
States- Provisional Patent Application Serial ﬁo. 60/125,298, entitled “System and
Method fg);* Validating and Measuring Effectiveness of Information Security
Programs,” filed March 19, 1999, which is hereby incorporated in full by

reference.

Field of the Invention
The present invention relates to information security (“IS”) programs. In
particular, the present invention relates to a system and method for validating and

measuring the effectiveness of information security programs.

Background of the Invention

Information security includes the practice of pfotecting information from
accidental or malicious modification, destruction, disclosure, or denial of service.
While similar to data security, information security is broader in scope, in that it
encompas#es both electronic and non-electronic information. In the information

security field, it is very difficult to measure the effectiveness of information

‘security programs. Many companies, large and small, employ various kinds of

information security programs, such as installing security products on their
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desktop computers and writing security policies and standards. Companies
perfdnn many different types of security activities and services to ensure that an
inf"ormation environment, such as a technology information environment or a
desktop computer environment, is seéured and trusted.

While many companies have implemented information security prografns
over the past several years, such 60rﬁpanies have no effective method to
determine whether and how the programs impact the security of their information.
They have no effective method to prove, for example, to senior management that
such security programs have been implemented and their impact. For example, if
a technology administrator is gi\}en a software diskette and instructed to install the
diskette on everyone’s workstation in a large corporation, it is impossible to be

certain that the instruction has been carried out for all workstations, especially for

~ anti-virus software and the like. Likewise, it is very difficult to measure the

impact of information security programs, i.e., whether or not various programs
are effective.
A system and method is needed to allow validation and measurement of

the effectiveness of information security programs.

Summary of the Invention
. The present invention provides systems and methods for validatihg and
measuring the effectiveness of information security programs. One embodiment

provides a method for managing information security. Such a method may
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.comprise determining information security data of interest, gathering and

receiving information security status data related to security data of interest,
calculating summary information security data, and generating an information
secufity report having summary .information security data. In an embodiment, |
information security status data is gathered from at least two levels of an
organization, and two informaﬁoﬁ security reports are generated.

There are several ways in which information security status data (also
called information security metrics data) may be gathered. In one embodiment, a
survey is conducted. Such a survey may occur at one, or more than one, level of '
an organizati;)n. Gathering such data may first involve deciding the data (or types
of data) that is needed or desired. Such a decision may be made by, for example,
a corporate entity within an organization that has responsibility for information
security management for the organization. Such decisions may be made
dynamically. That is, the choice of data (or types of data) may be altered on
occasion.

Information security data of interest may be determined in several ways.
For example, such data may be determined by examining prev{ously gathered
information security status data. As another example, such data may be
determined by determining information security metrics goals data that includes,
for example, the desired information security data goals of an organization.

" Generating an information security report, for example an executive

information security report, may involve the determination of needed or related
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data. For example, in one embodiment, such generating involves determining
people management data. Other embodiments such generating may involve
detennining information security gap analysis data, risks sec.tion data, or other
types of data.

Moreover, gathering information security data may comprise receiving
various types of needed c'n' related data. For example such gathering may involve
receiving information security training data, information security awareness data,
informétion security risk data, information security vulnerability data,
information security control data, or other types of data.

| Embodiments according to the present invention also include systems for
managing information Security. Such systems may comprise an informétion

security metrics data determination system, an information security status data

- gathering system, a summary information security data calculation system, and an

information security report generation system. In an embodiment, fhe
information security report generation system is in communication with the
summary information security data calculation system. Such systems are
programmed to carry out their corresponding functions discussed above.
Embodiments of the presént invention also include methods for validating
and measuring the effectiveness of one ore more information security programs of
an organization having a plurality of business levels. The method may comprise
one or more stepg. In one embodiment, a first survey form is distributed to a first

one of the plurality of business levels in the organization, and the first business
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level completes the first survey form indicative of a degree of implementation of
an information security program (or programs). Then, a first database report
summarizing data accumnulated from the completed first survey form is .generated.
A second survey form (preferably a quéétionnaire form) is distributed to a second
one of the plurality of business levels in the organization, and the second business
level completes the questionnaire form based on data provided by the second
business level ar.1d data accumulated from the completed first survey form. A
questionnaire in such an embodiment may be,. for example, a type of survey that
requests data from an individual based on earlier-compiled data available to the
individual. Then, a second database report is generated summarizing data
accumulated from the completed questionnaire form. Based on at least the second
database report, the effectiveness of the at least one information security
programs is evaluated and determined. |

Embodiments of a system according to the present invention include a
system for managing information security. An embodiment of such a system may

include an information security status data receiver comprising network elements,

.8, two computers, associated with at least two levels of an organization, and a

summary information security data calculator in communication with the receiver. -
The system may also include an information security report generator in
communication with the summary information security data calculator. ‘An

example of such calculators and generators comprises a networked computer.
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Embodiments also include a system for evaluating an information security
program. Such systems may comprise a first-level information security status

data receiver associated with a first level of an organization, and a first-level .

summary information security data calculator in communication with the first-

level information security status data receiver. Such a system may further
compﬁse a first-level information security report generator in communication
with the first-level summary information security data calculator. Such a system
may also include portions associated with the second-level of the organjzation.
For example, sﬁch a system may include a second-level information security
status data receiver associated with a secorid level of the organization, and a
second-level summary information security data calculator in comjmunication
with the second-level information security status data receiver, and a second-level
information security report generator in communication with the second-level
summary information security data calculator.

Embodiments according to the present invention provide several
advantageous features. Embodiments allow measurement of the effectiveness of
information secﬁrity programs. Organizations may use embodiments of the
present invention to determine the impact of various investments in information
security.

It is a feature and advantage of the present invention to provide a system

~ and method for validating and measuring the effectiveness of information security
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programs and services vnith an automated tool set for inputting and transmitting
information security measurements.

It is another feature and advantage of thé presenf invention to provide an
information security program effectiveness validating and measuring system and

method which enables a standard metric relating to specific information security

_programs.

It is still another feature of the present invention to provide system
software that is easy and intuitive for a user to use and a graphical user interface

(GUI) that works in conjunction with the system software to prompt the user to

input data and to provide the user with reports.

It is a further feature and advantage of the present invention to provide an
information security program effectiveness validating and measuring system and
method which gives a snapshot view or status of the state of inforrnation security
by business group within an organization, as well as for the organization as a
whole.

It is an additional feature and advantage of the present invention to provide
an information security effectineness validating and measuring system and
method which allows for réporting on local business and country, as well as group

levels.

Brief Description of Figures
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FIG. 1 shows an example of an organizational striscture in which embodiments of

the present invention may be used.

FIG. 2 comprises a flow-diagram showing an embodiment of the present
invention.

FIG. 3 comprises a flow-diagram showing an embodiment of receiving security
status data according to the present invention.

FIG. 4 comprises a flow-diagram showing an embodiment of generating an
information security report according to the present invention.

FIGS. 5-50 show web-based pages embodying an example of gathering and

 receipt of first-level information security status data according to the present

invention in the form of a BISO survey.

FIGS. 51-85 show web-based pages embodying an example of gathering and
receipt of second-level information security status data according to the present
invention in the form of a GISO survey (or GISO questionnaire).

FIGS. 86-95 show web-based pages embodying an example of a first-level
information security repbft according to the present invention in the foﬁn of a
BISO report.

FIG. 96 shows a web-based page embodying an example of a second-level
information security report according to the present invention in the form of an
executive vice president report. |

FIG. 97 shows an example of a system according to the present invention in the

form of a computer network.
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FIGS. 98-110 show pages from another embodiment of a BISO survey.

FIGS. 111-124 show pages from another embodiment of a GISO questionnaire.

Detailed Description

Embodiments of the present invention include systems and methods for
validating and measuring effectiveness.of information security programs. Such
systems and methods include methods for managing information security.
Further description of the present invention is provided below with reference to
the figures provided.

To ease understanding of the present invention, the detailed description
below is organized to ﬁfst provide an overview of an organizational structure in
which embodiments of the present invention may be implemented._ Then, an
overview of a method and system in accordance with the present invention is
provided. Next, a detailed description of an example of a method and system ih
accordance with the present invention is prqvided.

' Embodiments according to the present invention may be implemented in
organizations of a wide variety of sizes and structures. Examples of embodiments
of the preéent invention are provided herein with reference to an example-
entérpﬁse having several levels of management. The example organizational
structure is uséd herein to demonstrate the use of embodiments of the present

invention.
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FIG. 1 shows part of an organizational structure 10 within an oréanization
in wilich embod.iments of the present may be implemented. The organization
includes an executive vice president 12, four éroup information security officers
(GISOs) 16, 18, 20, 22, and sevefal business information security officers
(BISOs) 24,26, 28, 30, 32, 34, 36, 38. The organization also includes a corporate
information security office (CISO) 14.

The CISO has responsibility for a wide variety of information security

functions. 'Among them, the CISO is responsible for defining and maintaining an

information security metrics program for use by business units, designing an
automated tool set for collecting information security metrics on a business-wide
basis, and providing the needed software and training. The CISO is also
responsible for information security (for example corporatg-wide policies on
information security), for developing a métrics data repository for functions such
as repdrt generation, and for maintaining systems in accordance with company
policies. The CISO includes computer systems for carrying out various functions
in relation to information security, including gathering data, making calculations
and determinations, and other computerized functions.

GISOs and BISOs are assigned responsibility for ensuring that corporate
information security programs and services are introduced and implemented
within their respective business groups, and work in association with the CISO.
Three of the GISOs 16, 18, 20 work in separate business groups within the

organization. These “Level 2” GISOs report to a “Level 1” GISO 22. The GISOs

10
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are assigned responsibility for ensuring that corporate information seéurity.
programs and services are introduced and implemented .within their respective
business groups. GISOs’ responsibilities also include managing the distriﬁution
and collection of BISO metrics surveys, assigning BISO identification numbers to
the BISOs, and carrying out various other functions related to the information
secﬁrity systems.

BISOs work within the business groups and are generally responsible for
day-to-day information security in their group(s). The BISOs are also assigned
responsibility for ensuring that corporate information security programs and
services are introduced and implemented within their respective business groups.
BISOs may be a_ssigned to one or more specific business units within a business
group. BISOs are often assigned more-specific, daily responsibilities, while
GISOs often perform supervisory, pblicy, and management responéibilities.
BISOs report to GISOs within their business group. In some business groups,
there are more than one leve_l of BISO. For example, in the structure shown 10,
one BISO 34 is reported to by two other BISOs 36, 38. BISOs have
responsibility for completing various BISO metrics survey forms and transmitting
resulting data to their supervising GISO.

The mission of the CISO 14 is to create a secure culture within an
organization in which information security is an integral part of each business’s

management process and is a fundamental part of normal business procedures and

11
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practices. The CISO 14 manages the organization’s information security program

and related programs.
The GISOs 16, 18, 20 report to a GISO 22. The “Level 17 GISO 22

reports to the executive vice president 12. The vice president 12 is responsible

for the business units to the upper management of the organization for various

aspects of the business group in which the GISOs and BISOs work, including
information security aspects and compliance with policies produced by the CISO. |
It is desirable for the group vice president to have data regarding information
security aépects of the group vice president’s group. Embodiments of the present
invention are used to provide such data in an usable form for assisting in the
management of information security. |
Embodiments of the present invention includes a method for managing
information security. The CISO administers many of the functions related to the
e_mbodimént shown. In an embodiment, referring to FIG. 2, the CISO chooses
information security metrics data, including determining information security data
elements of interest 50. These elements comprise categories of information
related to information security, specific types of information related to
information sécurity, or other, related information. Such metrics data in the
embodiment shown. generally relates to a particular information security process,
task, or service in the organization’s information security program(s), such as
computer-virus protection. Such metrics data comprises data which can be

thought of as “measuring stick” data, and is developed by the CISO in the

12
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embodiment shown to validate and measure the effectiveﬁess of information .'.
security programs. Examples of security daté elements of interest include, for
example, the number and types of awareness activities performed within a
business unit, and whether or not newsletters, videos, and trifolds were used in
such awareness activities. Elements that can be measured, that are reflective of
the information security status of a business, that are useful in validating and
measuring the effectiveness of an information security program, and that have
similar qualities are preferred. Another example is metrics data relative to the
number of awareness activities performed within a business unit during a quarter.
Such metrics data may be chosen by surveying the BISOs and the GISOs

as to various information security inquiries. Such metrics data elements of
interest may also be chosen by an administrator, generated on the basis of past
information security status data, or determined in some other manner. In doing
so, metrics data may be chosen by examining previously-gathered information
security status data or related data. Moreover, such metrics data may be chosen
by determining informatjon security metrics goals data, such as the desired
number or percentage associated with a particular security data element.
Information security metrics data elements of interest may change. For example,
the CISO may change the elements of interest to be inquired about on a dynamic
basis.

. Embodiments of tile present invention may be carried out usiﬁg a

computer network. The network includes network elements (for example, a

13
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personal computer) at various levels of the organization, including network
elements with which the BISOs and GISOs have access. An example is shown in
FIG. 97 and discussed further herein. |

Information security status data (or “metrics data”) relative to information
security data elements of interest is then gathered and received via a computer
network 54. Information security status data comprises data relevant to the status
gf information security. Typically, informatidh security status data is data
relevant to the status of information security of an organization over a pre- .
selected time period, e.g., the previéus quarter or the preVious month. Examples
of information security status data include the status of various information
security projects or programs (&.g., working, under repair, not working), dates on
which information-security-related projects are completed or projected to be
complete, amount and type of information security training, number of employees
in a group, number of information security personnel, number of computers in a
group area, number of computers with virus-detection software installéd, number
of computers with virus-detection software updates installed, and similar

information. Data gathered from the metrics data gathering is used to evaluate

particular information security processes, tasks, or service programs. Reports

generated from the CISO metrics program are used by management to analyze the
success of such programs and to serve as a basis for enhancing these programs, as

appropriate.

14
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Information security status data may be received in a wide variety of ways.
One way in which info_rmation security status data may be received corhprises
gathering information by conducting a survey, such as a survey of at least two
levels of an organization. For example, suéh a survey may be pr§vidéd to BISOs
and GISOs (called BISO surveis and GISO surveys (e.g., GISO questionnaires).
Such a survey may be conducted using a computer network and web-based survey
forms, the results of which are gathered and stored on a networked computer
system. Therein, an automated tool set may be utilized for the collection of

information security metrics organization-wide, and system software is provided

" to use the tool set. Embodiments may also include the automatic gathering of

information security status data, e.g., via a computer network. In an embodiment,
the results of fhe BISO surveys are compiled by the GISO using a computer.
Embodiments of systems and methods according to the present invention
may include system software that is designed to be easy and intuitive for a user to
use and a graphi;:al user interface (GUI) that works in conjunction with the
system software to prompt the user to input da.ta and to provide the user with
reports. For example, the survey forms, such as the GISO and BISO survey
forms are presented to users on a computer screen, such as a personal computer
(PC) monitor screen, and the GUI, in conjunction with _the system software,
prompts entry of the appropriate data by the users. The system automates the
process, and users download the appropriate forms to their PCs, for example,

from a network, such as the organization’s proprietary network or the internet,

15
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complete the forms, and send the completed forms electronically to the next level.
The same activities are repeated at eéch level, and all reports are generate?d
automatically by the system software.

In the embodiment shé’wn, the system receives information security status
data relative to the information security data elements of interest first from one
level of the organization, comprising first-level information security status data.
In particular, the system receives such data from the BISO level of the
organization.

The receipt of information security status data by the system may involve
various steps. For example, in the embodiment shown in FIG. 3, receiving
information security data first involves receiving log-in data 70. For example, in
a survey situation, the iﬁdividual completing the survey (e.g., a BISO or GISO)
first inputs the person’s log-in data, such as a user number and password. An
example is shown in FIG. 5. Next, receiving information security data COmprises
recéiving data indicating the time scope of interest data 72 and receiving general
security information data 74. The time Scope of interest indicates the date range
to which the later-input information rglates. An example of requesting time scope
of interest data is shown in FIG. 7. An exampie of requesting general security
information ldata is shown in FIGS. 10-11. These examples show the réquesﬁng
of such data from the BISOs. The BISOs input such data using a network

element (e.g., a computer, telephone, or other data-input device) in

16
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communicat_ion with the system network. The embodiment shown in these
figures is. discussed in further detail below.

In the embodiment shown in FIG. 3, receiving information security data
further comprises receiving information security training &ata 76, receiving
information security awareness data 78, and regeiving information security risk
data 80. An example of réquesting information security training and awareness
data is shown in FIGS. 13-19. 'Also, in the embodiment shown in FIG. 3,
receiving information security data further comprises receiving information
security vulnerability data 82 and receiving information security control data 84.
An example of requesting information security risk and vulnerability data is
shown in FIGS 20 - 33. An example of requesting information security control
data is shown in FIGS. 34-49.

The above-'cited examples show an embodiment of gathering and
receiving first-level information security status data from the BISOs. Once the
BISOs provide the status data, the system, at the command of a GISO, generates
an information security first-level report using the first-level information security
status data received from the BISOs 55. This first level repbft (called a BISO
report in the embodiment discussed) shows the first level summary information
security data. An example of a first-level report is shown in FIGS. 86-95. The

GISO uses the first-level report to complete a GISO survey, an example of which |

is shown in FIGS. 51-85, thereby providing the system with second level

information security status data. The GISO survey shown comprises a GISO

17
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questionnéire, which inquires of data relating to the BISO report. The GISO
inputs such data using a network element in communication with the system
network. The system receives the second level information security status data
from the GISO 56.

The system then calculates second level summary information security
data 57 based on the second level status data received from the GISOs. Such
calculation includes extrapolation and manipulation of the second level status
data. This segoﬁd level summary information security-data comprises a summary
of all of the info’rmatic')n security status data gathered. Summary data may include
averages, percentage of positive or negative responses, and similar data.

In the embodiment shown, after generating the summary information

security data, the GISO generates an information security report having second-

level summary information security data 58. In the embodiment, this second-
level report compﬁses an executive vice pre_sident (or EVP) report. The
information security report preferably comprises a report showing summary
information security data in a form that allows a reader (e.g., the vice president
12) to judge the effectiveness of information security programs, and allows
business decis.ions to be made about informatio.n security. Such a report is
provided by the “Level 1” GISO 22 to the vice president 12. An example of such
a report is shown in FIG. 96.

Generation of an information security report may comprise several steps.

Referring to FIG. 4, in the embodiment shown, generating of an information

18
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security report comprises determining people management data 90, determining
information security gap analysis data 92, and determining risks section data 94.
The determination of such data 90, 92, 94 in the embodiment showh is made by
using the information security metrics data and the information security status
data; and extrapolatjng and manipulating the data. An example of displaying
people management data is shown in FIG. 96. Likewise, an example of -
displaying information security gap analysis data and displaying risks section data
is shown in FIG. 96.

The GISO 22 and the vice president 12 review the second-level
information security repbrt for deficiencies in information security programs,
desired improvements in information security, and other aspects of information
security 60. Preferably, judgments about the \}alidation and effectiveness of
information security programs is made by the GISO 22 and the vice president 12
while reviewing the report. In embodiments, others (e.g., other GISOs 16, 18, 20)
review the second-level report.

Following the review of the information security report, the GISOs and the
corresponding business implements information security measures to improve or
otherwise alter information security according to security report 62. For example,
if the second-level report iﬁdicates deficiencies in the virus-check aspect of an
iﬁformation security program, the GISO may direct that a specified version of

virus-check software be used, or may direct that various computer procedures be

19
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updated by a certain date. Preferably, this implementation is carried out by the
GISOs and the BISOs.

FIGS. 5-96 shov;/ a detailed example of an embodiment of the present
invention. Thé eﬁbodimmt is one used by a bank. Asan éxample, the bank is
structured as discussed above, with BISOs and GISOs. These figures reflect an
example of a system and method for validating and measuring effectiveness of
information security programs. |

This example is discussed in detail below. As an overview, FIGS. 5-50
show an example of a BISO security information survey used in gathering
information security status data relative to information security data elements of
interest from BISOs. .FIGS. 51-85 show an example of a GISO security
information survey, in the form of a GISO questionnaire, used in gathering
information security status data relative to information security data elements of
interest. FIGS. 86-95 show an example of BISO report (or first level informatioﬁ
security report, or first-level database report). FIG. 96 shows an example of an
executive vice president report (or second level information security report, or
second-level database report).

First, the CISO chooses information security metrics data of interest by
choosing imetrics elements of interest. Then, the system receives information
security status data relative to information security data elements of interest. The
information security metrics data, including informati_on security data elements of

interest, and the information security status data is reflected in FIGS. 5-85. The '

20
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CISO creates sui'veys (or forms) that ask the BISOs and GISOs for the
information security metrics data. CISO uses, for example, Raosoft to create the
surveys.

In the efrlbodiment, the BISOs and the GISOs have access to network
elements (computers with 32-bit processors) that are connected to a network. The
network includes (or has access to) a platform from which the BISOs and GISOs
may download files and tral;lsmit data. For example, the platform may be the
internet or an intranet. In the embodiment described, the CISO manages a home
page site which makes a BISO survey form file and a GISO questionnaire (or
survey) form file available for downloading. The form files comprise web-based
pages containing web-based forms which query the user. Both foﬁn files are
stored as executable files on the CISO home site.

The BISOs download the BISO survey form file to the BISOs computers'
for completion. Preferably, each BISO completes the BISO survey on a quarterly
basis. Also, the BISO downloads from the CISO site a data control file which
cpntains BISO names and identification numbers. The data control file is used by
the system to verify the validity of the BISO identification number input by the
BISO in completing the BISO survey.

In the system described, the BISO security information survey is
conducted on networked computers. _Each figure in FIGS_. 5-50 depicts a web-
based page in the BISO survey. The figures are in the order of the survey

embodiment. Each page is displayed to a BISO on a networked computer, and is

21



10

15

20

displayed in the order shown. The information provided by the BISO in response
to each page is received and recorded by the system in, for example, a database
file or other data file on the BISO computer.

First, referring to FIG. 5, the system requests log-in data from a BISO.

The BISO is asked for the BISO’s BISO Number, which reflects the identity of

the BISO completing the survey. The system confirms the BISO number

supplied by access to a data file maintained by the CISO. FIG. 6 displays a
confirmation page éupplied to the BISO.

In an embodiment of the present invention, GISOs and BISOs are assigned
a number, such as an eight digit number, which uniquely identifies a parﬁcular
GISO or BISO. The assigned num‘ber must be used each time a GISO or BISO
dpens a survey form. GISOs are divided, for éxample, into two levels, such as L1
and L2, in order to accommodate an organization in which GISOs may have
another GISO reporting to them. Numbers assigned to BISOs fall, for example,
below the GISOs and tie directly to the GISO organization within which they
work. Each GISO is assigned, for example, a three digit number by the CISO. In
addition, each GISO is assigned, for example, a m_n'nber for each of their reporting
GISO’s, where applicable, and a range of numbers for their BISOs. |

The CISO maintains a control file with all GISO and BISO numbers. Any
changes in GISO or BISO number status are communicated to the CISO.
Examples of such changes inclﬁde change of the BISO name associated with a

BISO number or a new BISO with a new number assigned from a spreadsheet
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range. When a GISO or BISO first uses a survey or questionnaire form, the
system software displays a GISO or BISO number box, which is a pull-down,

menu-selection box. The system software then prompts the GISOs or BISOs for

'verification of their number and name, and this validation process is used to

maintain a control file.

Referring to FIG. 7, the system fequests time scope of interest data from
the BISO. In the survey page shown, the system requests the quérter and the year
of interest. The remaining data input by the BISO during the survey is preferably
data from the time period selected here. FIG. 8 displays a confirmation page
supplied to the BISO.

As shown in FIG. 9, the system then displays instructions for the
rerhainder of the survey to the BISO. Then, the system requests general security
information data from the BISO, as shown in FIG. 10 and FIG. 11. In the survey

pages shown in FIGS. 10 and 11, the BISO is asked for general information, such

-as the BISO’s division and business codes, date of BISO assignment, address,

telephone number, and other, similar information.

Referring to FIGS. 12-19, the system requests information security
awareness data, in the form of information security training data, from the BISO.
As shown in FIGS'. 12-19, the system requests such data as whether the BISO
attended training seminars during the quarter. 'As shown in FIGS: 13 and 14, the
system also requésts data regarding each of the training seminars attended by the

BISO. The system may ask for information régarding any number of training
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activities, providing such a page for each one. The system allows the BISO to |
indicate that there was another session by hitting the “More Training?” button
130. If the button 130 is éctivated, the system provides another
training/cdnference/ seminars information page to the BISO. For example, if the

button 130 is activated in the page shown in FIG. 13, the page shown in FIG. 14

" is provided to the BISO. If the “No More Training” button 132 is activated, the

page shown in FIG. 14 is not provided.

Further information security training data is requested from the BISO by
the system. Referring to FIG. 15, the systerr-l inquires whether security awareness
activities have been performed this quarter. If the response to the inquiry shown
in FIG. 15 ié “Yes,” the systems asks the BISO to identify the type of awareness
activities performed by providing an awareness activity page shown in FIG. 16,
providing a chec.k list of activities.. Then, for each of the activities that the BISO
indicates were performed on the page shown iﬁ FIG. 16, the system asks if the
activity was helpful and useful, and for comments about that activity. For
example, FIG.- 17 shows a page provided to the BISO if the BISO indicates that
the “Trifold” activity was perfqrmed. FIG. 18 shows a page provided to the BISO
if the BISO indicates that the “Deskdrop” activity was performed, and FIG. 19
shows a page provided to the BISO if the BISO indicates that “Other” activity
was performed. |

FIGS. 20-23 show survey pages requesting information security risk and

vulnerability data, in the form of information security gap analysis data.
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Information security gap analysis comprises reviewing areas of information
security that should be improved (“gaps”). Referring to FIG. 20, the system
inquiries if the current status of the BISO’s information security gap analysis is
completed, in prbc_ess, not done, or other. If the BISO ~se1ects “other,” the BISO
is asked to provide a comment about the BISO’s “other” response. If the BISO
indicatee completed, in process, or not done, the BISO is provided by the system
with a survey page asking for further detail. For ex'ample, if the BISO replies
“completed” in the page shown in FIG. 20, the BISO is provided with the page
shown in FIG. 21 which requests information related to “completed” information
security gap analysis, €.g., a MARS report. A MARS repor_t is a management
awareness rating system comprising a self-assessment of a business group. FIGS.
22 and 23 request data regarding gap arralysis if the BISO answers “in process” or
“not done,” respectively, in the page shown in FIG. 20.

FIGS. 24-29 drsplay pages in which the system requests further
information security risk and vulnerability data. The page shown in FIG. 24
inquires whether the BISO has a process in place to identify information security
vulnerabilities and risks. If the BISO answers “yes,” the BISO is presented with
the page shown in FIG. 25, which requests further data about such process, and
with the page shown iu FIG. 26, which inquires about vulnerability assessment
and the number of high risk issues identified in the assessment.

FIGS. 27-29 request CISO alert / FYI data. CISO Alerts / FYI comprise

bulletins about information security. If the BISO responds “yes,” that the BISO
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has received CISO Alerts, in the page shown in FIG. 27, the sjlstems asks the

BISO for data re]ating to each of the FYTIs that the BISO indicates the BISO

received, as shown in FIGS. 28 and 29.

FIGS. 30-33 show pages requesting further business unit information
.security risk and vulnerability data. Data is requested by the system of the BISO
pertaining to bank products currently under development (FIGS. 30 and 33) and
bank products currently in use (FIGS. 31 and 32). |

Next, the sysfem requests information security control data from the BISO.
FIGS. 34-49 show survey pages supplied to a BISO by the system that request
information security control data. FIG. 34 shows the initial controls data survey
page, which requests data relating to computer hardware usage. The page
requests data regarding the total number of PC desktops/laptops in the BISO’s
business units/sites/countries. Also, the page asks for PC/LAN business support
data -- whether for the BISO’s area, PC and LAN/Server sﬁppoﬂ is provided by
the business, PC/LAN CGTI support data -- whether for the BISO’s area, PC and
LAN/Server support is provided by CGTI, and PC/LAN third party support data -
- whether for the BISO’s area, PC and LAN/Server support is provided by a third
party. CGTI is Corporate Global Technology Inﬁ'astructﬁre comprising central
technology support for the business.

If the BISO’s response to whether for the BISO’s area, PC and
LAN/Server support is provided by the business is “yes,” the syste'm_supplies the

BISO with the pages shown in FIGS. 35-39 (as with all of the figures, they are
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displayed one at a time after the BISO clicks “Continue Survéy”). Reférring to
FIGS. 35-39, which shows requests for PC/LAN business support data, the BISO

is asked by the system for various PC/LAN business support data. For example,

. referring to FIG. 35, the BISO is asked for the total number of business supported

PC desktops/laptops in the BISO’s business units/sites/couﬁtries. As another
example of requ;asting information security control data, referring to FIG. 36, the
system asks the BISO for the number of buSinéss supported UNIX workstations
are currently used by the BISO’s business units/sites/countries. As another
example, the pages shown in FIGS. 37 and 38 ask for the number of issues
identified as high risk, medium risk, and low risk in carrying out certain
information security functions. For example, in FIG. 38, the system inquires .
Iabout the Intemét Security System SafeSuite product (ISS), corhprises a
monitoring system for detecting intrusions. Also, as a further example, referring
to FIG. 39, the system also makes several “yes/no” inquiries of the BISO as to
processes in place related to information security.

If the BISO’s response to the inquiry made on the page shown in FIG. 34
as to whether for the BISO’s area, PC and LAN/Server support is provided by
CGT1 is provided by the business is “yes,” the system supplies the BISO with the “
pages shown in FIGS. 40-44. Referring to FIGS. 40-44, which ._shows requests for
PC/LAN CGTI support data, the BISO is asked by the system for various
PC/LAN CGTI support data. For example, referring to FIG. 40, the system asks .

the BISO for the total number of CGTI supported PC desktops / laptops in the
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BISO’s business units/sites/countries and the Desktop Access Control System
(DACs) comprising software that assists in protecting the desktop, and, referring
to FIG. 41, the systems asks the BISO for the number of certain modems that are
approved and configured to CISO/CGTI standards. As another example, referring
to FIGS. 42 and 43, the system also asks the BISO about running and installation
of certain information-security-related computer applications. Also, as another
example, referring to FIG. 44 the system also asks a series of questions about
processes in place.

If the BISO’s response to the inquiry made on the page shown in FIG. 34
as to whether for the BISO’s area, PC and LAN/Server support is provided by a
third party is “yes,” the systerri supplies the BISO with the pages shown in FIGS.
45-49. Referring to FIGS. 45-49, which shows requests for PC/LAN third party
sﬁpport data, the BISO is asked by the system for various PC/LAN third party
support data. For example, referring to FIG. 45, the BISO is asked for the total
number of “other” supported PC desktops / laptops in the BISO’s business
unité/sites/count.ries and, referring to FIG. 46, the BISO is asked for the number
of “other” éupported LAN servers that are cuﬁently used by the BISO’s business
units/sites/countries. As another ekample, referring to FIG. 47, the BISO is asked
fo identify the number of issues identified during certain inforrn,ation security
procedures that were high risk, medium risk, and low risk and, referring to FIG. -

48, the BISO is asked to identify the number of “other” s'upported PC
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desktops/laptops in the BISO’s area. Also, as a further exainple, referring to FIG.
49, the system requests data regarding processes related to information security.
Finally, referring to FIG. 50, the BISO is given the opportunity by the
system to review the data entered by the BISO during the survey by clicking a
button 502. If the BISO does not wish to review the data (or once the BISO has

finished reviewing the data), the BISO indicates that the BISO has completed the

| survey by clicking the “Save and Exit” button 504. When the BISO clicks the

“Save and Exit” button 504, the systerh saves the BISO’s answers to the survey' |
questions in a data file on the BISO’s computer. Alternatively, the system may
send the file (6r the daté)_ to the CISO and store the data centrally. In the
embodiment discussed, a data file is created on tﬁe BISO’s computer, and each
time the BISO completes a survey, the data file is updated with the new form data
input by the BISO. Also, in the embodiment discussed, each time a BISO
completes a survey, a printable copy of the data input by the BISO is e-mailed to
the BISO’s supervising GISO. |

The data supplied by the BISCS allows the system to generate a BISO
repoﬁ (or “ﬁrst—level.report”). The system generates a BISO report reflecting the
data input by the BISOs. The BISO report is generated in relation to a group of
BISOs working in a particular area, under a pafticular GISO. For exémple,
refém'ng to FIG. 1, once the system receives data from the two BISOé 24,26 ”
working upder a GISO 16, the supervising GISO 16 requests a report, and the

syStem will create a BISO report for their supervising GISO 16. Similarly, once
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the several BISOs 28,.30 working in a differeﬁt group, for a different GISO 22,
completes the survey, the system generates a BISO report for those BISOs for use
by their supervising GISO 22 and/or the GISO 18 supervising their supervising
GISO 22.

An example BISO report is shown in FIGS. 86-95. The BISO report is

" meant for use by a GISO supervising or otherwise responsible for a particular

group of BISOs. The BISO report provided to the GISO is constructed from the
information provided by the BISOs for which the GISO is responsible. As can be

seen, the BISO report di.splays aggregated and analyzed information obtained

-from the BISO surveys conducted as described above. For example, refefring to

FIG. 86, the BISO report provides the number of BISO surveys received, the
status of the information security gap analysis for that GISO’s BISOs, and other
information-security related information reiated to the relevant BISO pool.

The data generated for the BISO report can be seen from an examination
of FIGS. 86-95. The BISO report provides the GISO with data regarding the
information security of the business areas for which the GISO is responsible.

The BISO report is used by each of the GISOs in cor;'lpleting a GISO
survey. The system gathers further informatjon sequrity stafus data by providing
a GISO survey to various GISOs.

In the embodiment discussed, the GISO downloads to the GISO’s PC
connected to the system nietwork, an executable file from the CISO site on the

network. The file comprises an executable GISO questionnaire (or GISO survey)
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form. The GISO also downloads a data file containing GISO names and numbers
that is useé by the system to verify the GISO identification number input by the
GISO. Also, GISOs download a file that facilitates the appending of BISO
survey form result data to the GISO survey results. Moreover, user guide
documents are available to the GISO on the CISO site for downloading by the
GISO.

An example GISO survey (or “second level information security status
data survey”), in the form of a GISO quesﬁonnaire, is shown in FIGS. 51-85. The
GISO survey is similar in structure to the BISO survey. The GISO questionnaire
seeks second level (or Supervisory level) information security status data.

As shown in FIGS. 51-54, the system requests log-in data and time scope
of interest data from the GISO. FIG. 55 shows a page providing the GISO with
instructions for the report. One of the instructions is requésting the GISO to run
the GISQ’s BISO report prior to beginning the GISO questionnaire (01'.~ survey).
The GISO causes the sy.stem to run the BIS.;)- :eport, resulting in the BISO report -
(FIGS. 86-95) as described above. |

Referring to FIGS. 56-57, similar to the BISO survey, the GISO
questiohnaire requests general sec;urity information data from the GISO.
Referring to FIGS. 58-61, the system then requests information security training
data and information security awareness data. As is all data requested in the

surveys discussed, this data is recorded by the system, €.g., on the GISO’s PC.
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Some of the data requested in the GISQ questionnaire comprises data
shown on the BISO report. For example, the survey page shown in FIG. 58
requests the total numbc;,r of BISOs reporting this quarter. This number is shown
on the GISO’s BISO report. In other embodiments, the system automatically
locates and obtains such data from the digital version of the BISO report. As can
be seen, the GISO questionriaire requests management-level infonnation.security
data.

Referring to FIGS. 62-70, the system requests information security risk
data and information security vulnerability data from the GISO. As can be seen,
the risk and vulnerability data requested of the GISO is similar to that requested
.of the GISO, and the requesting structure is similar.

Next, referring to FIGS. 71-84, the system requests information security

control data from the GISO. The GISO is asked to refer to the GISO’s BISO

- report for mény of the responses. Referring to FIG. 85, similar to the BISO

survey, the GISO questionnaire provides the GISO the opportunity to review the
data provided by the GISO. Once the GISO has completed the questionnaire and
clicks on the “Save and Exit” button (shown in FIG. 85), the data provided by the
GISO is recorded by the system, e.g., in a data file on the GISO’s computer.
Once the'GISO(s) reporting to a vice president complete their surveys (or
questionnaires), the system calculates summafy information security data aﬁd
generates a seqond-level information security report having second-level

summary information security data. The system does so at the command of the

32



10

15

20

GISO, but in other embodiments, the system may do so automatically upon, for
example, detecting that the GISO has completed a GISO questionnaire, detecting
that multiple GISOs have completed their GISO questionnaire, or a pre-
determined data. The results of the GISO surveys are used to calculate summary
info-rmation security data and to generate the report. Such reports are referred to
as “EVP reports.”

In the embodiment shown, the CISO metrics program, which generates the
EVP report, is run, for example, quaﬁerly, although it can be run more frequently
or less frequently. Each quarter, the EVP reports are sent to senior managers.
The system organizes the data, performs certain calculations on the data, and
generates decisions based on the responses. Certain items that may require
attention are highlighted, for e;;ample, by presenting such items in red in the
reports. Such items may be identified by the GISO on examination or by the
system by, for example, automatically comparing the data in the report with pre-
determined standards, earlier-collected data, or similar data.

An example information security report for the vice president is shown in
FIG. 96. As can be seen, the report is é single page report capturing the
information security status for the businesses areas for which the vice president is
responsible. The report provides risks section data, for examplé the number of
high-risk issues that were reported for the quarter of interest, the percentage of
business units products that do not have information owners identified, the total

number of security issues report for the quarter, and other information. The
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report also provides people management data, such as the name of the GISO
responsible for the business areas reflected in the report. Also, the report

| provides information security gap analysis data, such as the year-to-date total
approved information security deviations for the vice president’s business units.

Inan embc-Jdiment, a BISO or GISO survey form can be saved and
returned to later. Also, in an embodiment, the BISO ﬁumber and name fields
must be filled in during the survey process, but all other fields are optidnal.
However, since the system generates a BISO database acéording to general
information fields on the survey forms, it is preferable to complete all fields. The
first time a GISO or BISO uses a form, it is necessary to complete all the general
information detail, including inapplicable fields, in which, for example, “N/A”
can be entered. On subsequént uses of the form, the general information fields
are automatically filled for the GISO of BISO, provided their number and
associated names have not changed.

Accoi'ding to an embodiment of the present invention, data collection
involves the CISO notifying the GISO community that it is time to gather
iqfonnation security metrics data, and in turn, the GISOs notify their BISOs. The.
BISOs are given sufficient time to gather their data, complete their survey forms,
and return the forms to their GISOs. The GISOs then complete. their
questionnaires, and the EVP.(exec_utix./e vice president) report is generated.

The EVP report is run by each GISO at the culmination, for example, of

each quarterly metrics program activity. The original of the EVP report is sent,
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for example, to an executive vice president of the organization, with a copy to the
CISO. As the data has been gathered and stored, annual trending reports
regarding information security data are also available.

A networked computer system may be used to carried out the steps
described above. For example, an embodiment of the present invention
comprises a system for ménaging information security. The system may be made
up of two (;r more computers (e.g., personal computers) making up a networked
system. An example of such a system comprises an information security status
data receiver associated with at least two levels of an organization. An example
of such a receiver is a personal computer associated with the GISOs and BISOs.
Such receivers may include a personal computer or other type of computer, a

telephone, or other networked element. The receiver may comprise a network

- element associated with the levels of organizaﬁon (e.g., computer or telephone).

The system also includes a summary informaﬁon security data calculator in
communication with the information security status data receiver. This security
data calculator may comprise the sarhe computer, or be present therein. The
calculator uses the data gathered to construct the data used for example in the
BISO report. The system also includes an information security report generator
in communication with the summary information security data calcui,ator. The
report generator generates, for example, the EVP report by using the data

provided by the security data calculator.
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Systems ac‘:cord.ing to the present invention also include a system for
evaluating an information security program, such as a anti-virus or other
information security program used in an organization. FIG. 97 shows an example
of such a system structure. The system includeé first-level information security
status data receivers 124, 126 associated with a first level of an organization. In
the embodimént shown, the receivers 124, 126 are networked computers that are
used by BISOs 24, 26 of the organization shown in FIG. 1. The network 115
includes network elements 124, 126 used by two BISOs 24, 26, respectively, a
network element 122 (a computer) used by their supervising GISO 16, and a
sewér 120 used by the CISO, which includes various compilter files that the
BISOs and GISOs may download to complete, for example, the information
security surveys discussed above. The system also includes a first-level summary
information security data calculator 124, 126 in communication with tﬁe first-
level information security status data receiver 124, 126. In the embodiment
shown, the calculator and receiver is made up of the same network element, a
computer. In other embodiments, they may be separate. The calculator uses the
data input by the BISOs to generate a data file including the status data provided
by the BISO 24, _26. In another embodiment, the generator may comprise a
personal compufer used by a BISO to complete a BISO survey. . Another example
is a central network computer that receives data from mﬁltiple BISOs. The
generator 124, 126 uses the data provided by the BISOs to calculate the data used

to construct a BISO report. The system also includes a first-level information
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security report generator 122 in communication with the ﬁrst-levél summary
inférmation security data calculator 124, 126. The GISO’s computer 122 may be
used to generate the BISO report from data received from muitiple BiSOs 124,
126. Alternatively, an example is, again, a personal computer used by the BISO,
which uses the data calculated to construct the BISO report.

The .system also includes second-level elements. A second-level
information security status data receiver 122 a§sociated with a second level of the
orgénization is included in the system. An example is a personal compuﬁer used
by a.GISO 16. The computer serves as a receiver of the security status data input
by the GISO 16. As discussed above, in an embodiment, the GISO rGSpdnds toa
GISO questionnaire by inputting security status data. The system also includes a

second-level summary information security data calculator in communication

- with the second-level information security status data receiver. An example is the

GISO personal computer 122 which calculates summary data in accordance with
the data provided by the GISO 16. The GISO;s computer may calculate data
needed to complete the EVP report. Another example is a central networked
computer 120 which calculates such data for the EVP repoft. The .system also
includes a second-level information security report generator in communication
with the second-level summary information security data .calcul_at'or. An example
of such a report generator is the GISO computer 122, which may be use(i to

generate an EVP report as described above. Another example of such a report
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generator is a networked computer at the CISO 120. The computer uses the

summary data calculated to construct an EVP report.

Another example of an embodiment of a system and méthod %llccording to
the present invention is shown in FIGS. 98-124. FIGS. 98-110 comprise pages
from another embodiment of a_BISO survey. FIGS. 111-124 comprise pages
from another embodiment of a GISO questionnaire. The pages shown in FIGS.

98-124 comprise a refined embodiment of a BISO survey and a GISO

questionnaire.

Various embodiments of the invention have been described in fulfillment
of the various objects of the invention. It should be recognized that these
enibodiments are merely illustrative of ﬁe principles of the present in\{ention.
Numerous modiﬁéations and adaptations thereof will be apparent to those skilled

in the art without departing from the spirit and scope of the present invention.

- Accordingly, the invention is only limited by the following claims.
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That which is claimed:
1. A method for managing information security, comprising:
a) receiving information security status data from at least two levels -

of an organization;
b) calculating summary information security data based on the
information security status data from at least two levels of the organization; and
c) | ge'neratiné an information security report having summary
information security data.
2. . The method of claim 1 wherein receiving information security status data
comprises éonducting a survey.
3. The method of claim 1 wherein generating the information security report
comprises determining people management data. -
4. The method of claim 1 wherein generating the information security report
comprises determining information security gap analysis data.
5. The metliod of claim 1 wherein generating the information security report
comprises determining risks section data.
6. The method of claim 1 wherein receiving information security status data
comprises receiving information security training data.
7. The method of claim 1 wherein receiving information secﬁrity status data
comprises receiving information security awareness data.
8.  The method of claim 1 wherein receiving information security status data

comprises receiving information security risk data.
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9.  The mettod of claim 1 wherein receiving information security status data
comprises receiving information security vulnerability data.
10.  The method of claim 1 wherein receiving information security status data
comprises receiving information securify control data. |
11.  The method of claim 1, further comprising reviewing the information
security report for deficiencies in an information security program.
12. The method of claim 11, further comprising implementing information
security measures to improve the information ‘security program.
13. A method for evaluating an information security program, cpmprising:

a) receiving first-level information security status data from a network -
element associated with a first level of an organization;

b) calculating first-level summary information security data using the
first-level information security status data;

c) gcneraﬁng a first-level inforiation security report having first-
level summary information securify data;

d) receiving second-level information security status data from a
network element associated with a second level of the organization, wherein at
least part .of.the sgcond—level information security status data comprises first-level
summary information security data;

e) calculating second-level summary information security data using

the second-level information security status data; and
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) generating a second-level information security report having
summary information security data..
14.  The method of claim 13 wherein receiving first-level information security
status data comprises conducting a survey.
15.  The rﬁethod of claim 13 wherein receiving second-lével information
security status data comprises conducting a survey.
16.  The method of claim 13 wherein generating the second-level information
security report comprises determining people managemerit data.
17.  The method of claim 13 wherein generating the second-level information |
security report comprises determining information security gap analysis data.
18.  The method of claim 13 wherein generating the second-level information
security report comprises determining risks section data.
19. | The method of claim 13 wherein receiving first-level information security
status data comprises receiving informétion security training data.
20.  The method of claim 13 wherein repeiving first-level information security
status data comprises receiving information security awareness data.
21.  The method of claim 13 wherein receiving first-level information security
status data comprises receiving information se'curity risk data.
22.  The method of claim 13 wherein receiving first-level information security
status data comprises receiving information security vulnerability data.
23.  The method of claim 13 wherein receiving first-level information security

status data comprises receiving information security control data.
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24.  The method of claim 13, further comprising reviewing the second-level
infqrmation security report for deficiencies in the information secﬁrity brogram.
25.  The method of claim 24, furthef comprising impiementihg information
security measures to improve the information security program.
26.  The method of claim 15 wherein the survey comprises a questionnaire.
27. A method for validating and measuring an effectiveness of at least one
information security program of an organization having a plurality of business
levels, comprising

distributing a first survey form to a first one of the pluralify pf business
levels in the organization;

the first business level completing the first survey form indicative of a
degree of implementation of the at least one information security program;

generating a first database report summarizing data accumulated from the
completed first survey form;

distributing a second survey form to a second one of the plurality of
business levels in the organization;

the second business level completing the second survey form based on
data provided by the second business level and dé.ta accumulated form the
completed first survey form;

generating a second database report summarizing data accumulated from

the completed second survey form; and
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determining the effectiveness of the at least one information security
programs based on at least on the second dataibase report.
28. A system for managing information security, comprising:

an information security status data receiver associated with at least two
levels of an organization;

summary information security data calculator in communication with the
information security status data receiver; and

an information security report generator in communication with the
summary information securify data calculator.
29.  The system of claim 28 wherein the information security status data
receiver comprises network elements associated with at least two levels of an

organization.

30. A system for evaluating an information security program, comprising:

a first-level information security status data receiver associated with a first
level of an organization;

a first-level summary information security data calculator in
communication with the first-level information security status data receiver;

a first-level information security report generator in communication with
the first-level summary information security data calculator;

a second-level information security status data receiver associated with a

second level of the orgarﬁzation;
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a second-level summary information security data calculator in
commﬁnication with the second-level information security status data receivgr;
and

a second-level information security report generator in communication
with the seconci—level summary information security data calculator.

31.  The system of claim 30 wherein the first-level information sécurity status
data receiver compr'ises a first network element associated with a first level of the
organization.

32.  The system of claim 31 wherein the second-level information security |
status data receiver comprises a second network element associated with a second
level of the organization.

33.  The system of claim 32 wherein the first network element is a personal
computer.

34.  The system of claim 33 where_in the second network element is a personal

computer.
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