EFFICIENT ALGORITHM AND PROTOCOL FOR REMOTE DIFFERENTIAL
COMPRESSION Field of the Invention The present invention relates
generally to updating data objects over 5 networks with limited bandwidth.
More particularly, the present invention relates to a system and method for

the differential trappierCAfFAPIE AR NI RO FORPression
(RDC) methodology. The recurswe aallcatlon of the RDC methodology can

be used to further m HRENIIAL, CAVBRESSION g6 objects.
Background of the Invention 10 The proliferation of networks such as
intranets, extranets, and the mtelgn t hfﬁ eeid to Iarge growth in the
number of users that share infor Thetworks. A maximum
data transfer ratd'ls qmssmlatewbmltbneakalmgysmallmwapdatbwambjbﬁs over

s Dandwialb assRaiRld i s iR Smissian medh S Wel 85, 0lon relats to o
infrastructure relate m| a ons As a reSult of t
usepsteanaht maplevibfica oy tetayslitraptieon gb;mi tlaasfsnmgrmr@ae differential
o A A0 e ey DRLE LTSGR YD M odotocy
become a pop fo trans I large AMOUNtS OF dAatd Across a NEtwor
wnhﬂmbneddubﬂod\‘mdttr iDaianconbpressidth gsagcoegbreralkfahdrhcgeridgdcas
either lossless or lossy. Lossless compression involves the 20 transformation
of a data set such that an exact reproductlon of the data set can be retrieved
by applying a decompressionBa4kErouRE: R ayertiol Hhmpression is most

10 often used to Comﬁ@ﬁl'r(ﬂﬁ@aﬁ‘d?%lf ABtRAE EQQIH%@ iRregreduimthe sAsene
where the recgent of a data object already has a previous, or older, version

of tRAFTBBIARE 153848 1a & gp kiprabisin s BFRREHOEAITEE Biahibaseon iommatigitiagross

Comiessi®bdB DA R RenURRS daRAele raing ARd2batansIRLshysical network
differences between the new and the old versions of the object. Since an

ROETA8rEe SARAIMTO RS AU JramsTBISS kK S diffarahedl as other

betwgefihene v RRd alshiMarONA (R iostesICEmtetNBtR ek Wakl@%idile users can

modification or last access dates, file
15 experience long delays in retrieving and transferring large amounts of data across the

network.

Data compression techniques have become a popular way to transfer
large amounts of data across a network with limited bandwidth. Data compression can
be generally characterized as either lossless or lossy. Lossless compression involves the

20  transformation of a data set such that an exact reproduction of the data set can be
retrieved by applying a decompression transformation. Lossless compression is most
often used to compact data, when an exact replica is required.

In the case where the recipient of a data object already has a previous, or
older, version of that object, a lossless compression approach called Remote

25  Differential Compression (RDC) may be used to determine and only transfer the
differences between the new and the old versions of the object. Since an RDC transfer
only involves communicating the observed differences between the new and old

versions (for instance, in the case of files, file modification or last access dates, file



1 attributes, or small changes to the file contents), the total amount of data
transferred can be greatly reduced. RDC can be combined with another
lossless compression algorithm to further reduce the network traffic. The
benefits of RDC are most significant in the case where large objects need to

be gammunicatgshirenauentlydackmed Jarth B e en D SAPYHIAALigRerred can
and it is difficult or infeasible to maintain old_copies of these objects, so that

lochf &rfarREArSRdofthin SHahn 6P BRIRSE & & PPy BT IES IFR/BRtRH gt ighgprithm
staggd e IHerRBtRvVRNIONIsHhefRierhioR TBetheand aysiamfakdingating the

objects over limited bandwidth networks. Objects are updated between two or

10 FAST&BBIR IBRG REtit 88 sddin T enBI BRI h T SARTHp i snddas between

5 techuligpigm s\ehitRath ROy e gl dranafessiske MMtz aHo I QPSP Etdse
efficient large object transfers are achieved by recursively applying the RDC

algOPiHf 1P iH8bs thetH Bl Erfikhars FAMMETEEsion step(s) may be

used in this case to reduce the amount of metadata sent over the network by

the RDC algorithm. Objects an§llor ngrnat re ai]d chynk 15 length lists can be
.o u 0 vention

chunked by locating boundane‘s%%mgaﬁy%e%aﬂmed locations. A

mathematical furdtiefyevatehtths paslentaluestass ocratedditishimathodiaod system for
wind ‘ﬁ’tirﬁ%%‘ﬂ"eettsoo%}‘?ﬂ%{%é& ‘@.{Hﬁv%ﬁkkngﬁ%r he ggaenbgd MAhos @ideen two o
system Isuserul In a variety of networked applications, suc S peer-to-peer
10 replicatorsmeniaiclients saming eeverts, diitmesidbccanprieryisydiRPIS) techniques such
generAl RUIRASHECRYNIINGS. dRIRRAS S RIIGRLONS: 20 PRIMRIR: F?{E@!"Sﬁ t transf
upglgte g%rv%:es,a fﬁe%réta synchro}r%%ét%h, anc? ot%%res. A more col pletif3 cF HAnSIers
apprecictionedftthecpresealyinpehtiog thaRIRC imtgsotemierits can betebdatinedingle or
by PEIRIENGR I3 (N5 3% I%Tély daingR Fé% c?ué%rlﬁ%)é WIHPSF %%d t
below, t@ the%%b@vllnge%gg?al ed%g%cr?p\){#on oféﬁ ustra%’ve em ogllments g}t ea 4
inventioeatie toetherdgpetd i aatgor 2518 riebPeis aridtiors ghtierDrawitysk
Nop:linaitir Vi 8 ' f ' i r .
15 Nopslimiting.and peRrexhay ROEREMS & G RIS VS RHRMA B cations.
descr%‘éélw?th re?erence to ﬁ&ef?geﬂc;\/\%g rggvﬁiﬁgg. &’y ' gﬁ ee Toeations
A mathematical function evaluates hash values associated within a horizon window
relative to potential chunk boundary. The described method and system is useful in a
variety of networked applications, such as peer-to-peer replicators, email clients and
servers, client-side caching systems, general-purpose copy utilities, database replicators,
20  portals, software update services, file/data synchronization, and others.
A more complete appreciation of the present invention and its
improvements can be obtained by reference to the accompanying drawings, which are

briefly summarized below, to the following detailed description of illustrative

embodiments of the invention, and to the appended claims.

25 Brief Description of the Drawings

Non-limiting and non-exhaustive embodiments of the present invention
are described with reference to the following drawings.

FIG. 1 is a diagram illustrating an operating environment;
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FIG. 1 is a diagram illustrating an operating environment; 2 FIG. 2 is a
diagram illustrating an example computing device; FIGS. 3A and 3B are
diagrams illustrating an example RDC procedure; FIGS. 4A and 4B are
diagrams illustrating process flows for the interaction between a local device
and a remote device during an example RDC 5 procedure; FIGS. 5A and 5B
are diagrams illustrating process flows for recursive remote differential

compression of {he;signatuys And shivi] ﬁ{%géﬁ BR3P ABHAMBIE device;

interaction durlnj_l an RDC procedure FIG. 6 is a diagram that graphically
illustrates an ex %ﬁ‘r%‘t‘h?&v%fef@&&ﬂﬁ@%gﬁﬁﬂ%@%&%%mcedm@

sequence; FIG. FIGS dingrinBlasirditipthiheilniskadhgpricass| dow sufst gerver
appliCAHR Y BIG h %ﬁ%”&?feﬁi GRIoGRAR f Fed5f JA0L 'iﬁiﬁ*@g

a process flow for an example chunking proce ure 15 FIG. 9 is a diagram of
5 exafﬁﬁ‘l’é%‘*structlon code for an example chunking procedure; FIGS. 10 and

| I are diagrams piGS\BAcsRXSBHE dﬁb?gfmuqnmdﬁﬁgrpmeiberoeoselmpl&:urswe
Chuniing Biacediie. Sanded aceaiding [0 ALIast LS ARER O1NE on example

present invention escripti clerred
Vantsasctierbdaimg ats RIPhenoreders; invention will be described in detail with

reference to the £ig\ings dLLenl ¥ %J%ﬁi%ﬁﬁ HGEals sP BRIl RatSIve
and assemblies throughout the several views ference to various

10 o SBMRREHPL 088 RARIGERE SE8PFEFthe invention, which is limited only
by the scope of Hi&clhisms dagadtadHeshtret thetidtitimtiakyo tanylend mygl esrset

foridndiie sRefcAlan A Wb Mol i be limiting and merely set forth

some of the marpﬁgos&ble embodiments for )
8 is a diagram illustrating a process flow for an example chunking

procedure;
15 FIG. 9 is a diagram of example instruction code for an example chunking
procedure;
FIGS. 10 and 11 are diagrams of another example instruction code for
another example chunking procedure, arranged according to at least one aspect of the

present invention.

20 Detailed Description of the Preferred Embodiment

Various embodiments of the present invention will be described in detail
with reference to the drawings, where like reference numerals represent like parts and
assemblies throughout the several views. Reference to various embodiments does not
limit the scope of the invention, which is limited only by the scope of the claims

25  attached hereto. Additionally, any examples set forth in this specification are not
intended to be limiting and merely set forth some of the many possible embodiments for
the claimed invention.

The present invention is described in the context of local and remote

computing devices (or “devices”, for short) that have one or more commonly associated

3



the claimed invention. The present invention is described in the context of
local and remote computing devices (or "devices", for short) that have one or
more commonly associated 3 objects stored thereon. The terms "local" and
"remote” refer to one instance of the method. However, the same device
maybilay beik @iaeah. angkachamatRarolg i Lifere ntdRs iRNGRSIFSBMLSS the
Differential Compression (RDC) methods are used to efficiently update the

corisibafl, AlaueistedespedsviscaremandRifrridacel subandirmaaie Walsin

a dgyieR-NEMINERRERCERAY Di @raRisCtoagissiHRIRIE PrelaKicg Havisdl 3
older copy of the same object, or of a similar object, the RDC method.is

emibEa s Wil SsPamReirRstasedRhigels P Yive DRfER R Y jgnited-
5 netyatkyidih. SRBPILHORY RRGHR R e RIS EI A FBSH SivEpaniy eaeRice

for the transmission of the RDC metadata, to reduce the amount of metadata
trah@tdnseRiolie GaPSE LS sams 2BIEsY 216E4 TRk RRiEHatsoRIAtRARd 15
meghgsldeeine ease tHanspIR el ANfRseRGIa AW tHe BRiasiiiarRNERgoskCAn
that bandwidth utilization is minimized. Some example applications that .

beSEAREHTFIBEL G EdNS B Hh WL FRINEE HURIRB<hder theirstission of
Ferwi@@ﬁlmataaafzie,rt@&@m@@l&ﬁmal Et%MBet\éHHﬂ@-l@ﬁﬁ‘f&ﬁ%dh@i thagstdects, and
arge images, email seyvers, cellular phone and PDA synchronization, | .
10 daﬁgaaée@ém@%%ﬁm g}ﬂ%%m%ﬂ?aéﬁg HRACSHEIGRRY ENforEed With
FIGhé dbjectigasndibistiaiing anexample eperaingieaviranment $onibexample
present invention. As illustrated in the figure, devices are arrapged to
cortRUFRESRs t@%fs\%{lﬁﬁu& ORR ! S%E%%P%WQ éﬁ&%ﬁpm&&e-mer
conyplidtagoiardtec spEtiatrdis pipRsecoyBtiing SMBCernol any @it transfer
appropriate devices that are connected to a work. The network 102 may
oo PR B o) b5 16 B L e BN R ARG e e e ver
15 wiragiannectiondegjugaraliel port, serial port, USB, IEEE 1394, etc), a
wireless connection (e.g., IR port, Bluetooth port, etc.), a wired network, a

wireless network, a local area network, a wide area network, an ultra-wide
are@perating Environment

FIG. 1 is a diagram illustrating an example operating environment for the
present invention. As illustrated in the figure, devices are arranged to communicate
over a network. These devices may be general purpose computing device, special

20  purpose computing devices, or any other appropriate devices that are connected to a
network. The network 102 may correspond to any connectivity topology including, but
not limited to: a direct wired connection (e.g., parallel port, serial port, USB, IEEE
1394, etc), a wireless connection (e.g., IR port, Bluetooth port, etc.), a wired network, a
wireless network, a local area network, a wide area network, an ultra-wide areca

25 network, an internet, an intranet, and an extranet.

In an example interaction between device A (100) and device B (101),
different versions of an object are locally stored on the two devices: object O on 100
and object Og on 101. At some point, device A (100) decides to update its copy of
object O with the copy (object Og) stored on device B (101), and sends a request to
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25 network, an internet, an intranet, and an extranet. In an example
interaction between device A (100) and device B (101), different versions of
an object are locally stored on the two devices: object OA on 100 and object
OB on 101. At some point, device A (100) decides to update its copy of
obje&kie Bt 111 ¢omMtORICRIIOBhsIsadIRAHgNisRR CHHddARChERRER BC

request to 4 device B (101) to initiate the RDC method. In an alternate
embsthaterru i8R peatriktrslevsal biitiated by device B (101). Device A

(100) and devicer3te1A brih) RiREesSs B! (Inrs| oty Rl PIRSE 3h Vit ed
the associated data into a variable number of chunks in a data 5 dependent

fashiorrany devidrikerssesitashier Bie arryieRlsembeiois wstingdlata-
respeiviei) fAHS64 0f. SI0PRAIHKES SUETRS BN JashesRHA)-far thesiuenks,,

are computed Iocall¥ by both the devices. The devices both compile

sepETRIEHEY b thacthg AgRBEeDIAGIRE bRy 69 the) RS Ehfrdthpks are

devis@ FieObLMansnisti sh€apvtdedTist afsianabiiesaanst ieRepkienainsot the
- n to device A (100) over the network 10 102. Device A (100) evaluates this

listOFaHsturBYBREBmpEr SR AR D e tighadarac ot Qb gasmisdy

sigeatiperdistitt-of sismaéshad thing Rapaire-lists dedicate Q06)BvaakR network
differences in the obé)(ects hat rquéJire correction. Device A (100) transmits a

reqtist RS & B P10 8IS HIStHE" QA GRS IR RY\ BRRHNEESAL LBy °d

thesipigmiatabas iwhesignaddre digiturDavice B (109rsabreguemidysignature lists
compresses and 15 trg?ﬁmits the requested chunks, which are then

redSSKTRIGISALY deVit & HTTH5 AR RIS O A e dE SprEESTbn rgice A (100)
acepmptishadcReyick AlELOQ) Beassgmhiasithe Jaaaiveshchenksdagribigified by

with its own matching chunks to obtain a local copy of object OB. Example
et ST R e R R
deviagsihat ibecatanrged thackQradanteavd thdhecpsesabldnveniitned ma lxgiafter

configuration, computing device 200 typically includes at least one
pror(? ggﬂ?él &Hﬁ (856%}13 aSé%tagﬁqaﬁﬁ:é)tgﬁgW%e% BewceA 1(?(% reassembles the

received chunks together with its own matching chunks to obtain a local copy of object

Og.

Example Computing Device

FIG. 2 is a block diagram of an example computing device that is
arranged in accordance with the present invention. In a basic configuration, computing
device 200 typically includes at least one processing unit (202) and system memory
(204). Depending on the exact configuration and type of computing device, system
memory 204 may be volatile (such as RAM), non-volatile (such as ROM, flash
memory, etc.) or some combination of the two. System memory 204 typically includes
an operating system (205); one or more program modules (206); and may include
program data (207). This basic configuration is illustrated in FIG. 2 by those

components within dashed line 208.
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(204). Depending on the exact configuration and type of computing device,
system memory 204 may be volatile (such as RAM), non-volatile (such as
ROM, flash 25 memory, etc.) or some combination of the two. System
memory 204 typically includes an operating system (205); one or more

program modules (3AR)ANdemay J00IHlE, ATOUAD LRI (RO ASIc

configuration is illustrated In FIG. 2 by those components within dashed line

208U EC YA NP HERERPE G SRy isodeRire A00itsNAlTedngladeqdditional data
fungtienalifey e ExaMPIBI CARAIR NG deNi6€BR) snal Alspincladsiaddiiianal

data stor%%e devices (removable and/or non-remavable) such as, for
&g

. . ) such
exahite ORicgheisks csiape ek afdiiony! sipraes icHIusientrshia ElGr2giis
ilustratedin KiGage RS semevakin s1amge2R8anth NoBHemevabla s idda may

210. Computer. storage media.may include volatile and non-volatile,

renRfMHETe ARG ARG SR YARIE i ERO R RS RteRr RN iR dplemented in

technplaemdarcsteaap efinfer Riatinr, Suafasaampiier Keadayeter readable
instructions, data structures, program madules or other data. System memory

20ANSTYGHRRSH A &SP E 5o ARG TS 4151 81es dagR Sy 8fsipgmgmory 204;

exaenpiesé cemRyterd thatarade madicle GRMBUEI (SioéadiecRaathteinstudaputer
but is not Iir%,ed to, RAM, ROM, EEPROM, flash memory or other memor
tecHABIBGNEB: RONP U 08 r B B LGV t§r%"t‘hﬁ?18f) k01 B{dMgROM,

MagREROASHeeMmoMAEN 61 6ttRp e NREN &St Aliske SIUBIRONIOtigtaNagRetik disks
stora%e evices, or any other medium which can be used to store the

deSPPARSMIBSISPLFH SRRECCHRHIE UG CRSEET by RgRTHS AR dBERas 6 disk
Anytdi stichheaprien slorage seeldiddanybampathef aedicen200ich ommingd to

device 200 may alsq have input devi e\éi%)29 12 such as keyboard, mouse,
e AL B 1 AU AU OB DU G R O URRAL S HAERAV0. Any
as quelispiay speskerse prddiarmaicbenairtalsdebiedrciodesmpiltihgsedey @S may
areﬂrn wn in the grt angﬁggiaéj n%ﬁ%e diiguss d at Ien%th here. 20 tdevi h
Co iﬂjﬁ?wvge JERREE0RF oS KSHRAAiCB0UTT RO ORIy S Shde e
allanpthelelavicetto Oampnndeidatesyathiaigr santifing deavdkes, Jhthtsticamay also
Ov%re?ncluded. All these devices are known in the art and need not be discussed at length
here.
Computing device 200 also contains communications connection(s) 216
that allow the device to communicate with other computing devices 218, such as over a
network. Communications connection(s) 216 is an example of communication media.
Communication media typically embodies computer readable instructions, data
structures, program modules or other data in a modulated data signal such as a carrier
wave or other transport mechanism and includes any information delivery media. The
term “modulated data signal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes wired media such as a

wired network or direct-wired connection, and wireless media such as acoustic, RF,



5

10

15

20

25

network. Communications connection(s) 216 is an example of communication
media. Communication media typically embodies computer readable
instructions, data structures, program modules or other data in a modulated
data signal such as a carrier 25 wave or other transport mechanism and

inclygeswany iRfeemationdelyand madiayinesdansaianatidlaiad datpsien@hdable
means a signal that has one or more of its characteristics set or changed in

sudhediARiied etk incdude i et samssimetisigdaompwmagason e,
and not limitationy GosS pHaicalioss mediadnluden Wirrdmadiacautia®f or more

wired network or direct-wired connection, and wireless media such as

acGRBHEARAE, R PRTEFBNWALSHEIIRSYHAErRG AR Sibr v ARfSEmiIgidherpplication
terpreaamier keaclaiEfeRedia asiisedsharaig dnchnd ambaif-atosagrsmedia

and communication media. Various procedures and interfaces may be

im PRI dAeBRE BYSRTLIE SPREARSHIYG Engs theliveuiardiAngilssggmotely
mereiy 2&dmpuene &xacepicg thesapprlicatiom AHig@npis, akempptRation program
differential compression algorithm that schedules file synchronization

bet &R THREEHIM LTS feE Co i Hif R e bthS T xSy f8ee 404 for
COMPRGGSY KRl (@Bond REKYRE)d A ANPHIBRT SxARMP e dhplapPlicaiditation program
program is a compression/decompression procedure that is Erovide,d in

systeht! TR DO FOHTERADIBEISH ShEN FEEISTERSERTRY that ! Stnt device.

another example, the application program 10 is a decryption procedure that is

proi(igggtien]f@tﬁ%mgggﬁ %Qéi%f ggkafg{ device. Remote Differential

Co | . diagrams illustrating an example

RDC procedure d€écordingrtd 3B lamsiiogamas pbestofting sresempinrbfioprocedure

Th f.ch ' ' : [ [

L ey DT T

prmwmu@h@goﬂmﬁbemmmge d@mpdmggoa.ié h'ﬁce_@ﬂ(eﬂe&b@@' pecA Bnduai(lee

B). The RDC proﬁ%‘?@ﬁ%?fé”ﬁ ! t,%!}'ﬁ&%&@?éliﬁ% FYGESI A %@égoﬁﬁﬂé’i}]’ﬁe%c%en two
of t , whic

different instances (or versions e same object or resourc are

idesnifiguting dejaceindtancesd @rdwdasionB) GAQRBOBrotespetiivalys iarligidy that

exquple s Rled B MR T GiRSUIRS AUIRR AR PIL SRR PG FESOHISS or
resource, which are identified by object instances (or versions) O and Og, respectively.
For the example illustrated in this figure, device A has an old version of the resource
Oa, while device B has a version Og with a slight (or incremental) difference in the
content (or data) associated with the resource.

The protocol for transferring the updated object Og from device B to

device A is described below. A similar protocol may be used to transfer an object from
device A to device B, and that the transfer can be initiated at the behest of either device

A or device B without significantly changing the protocol described below.

1. Device A sends device B a request to transfer Object Og using the

RDC protocol. In an alternate embodiment, device B initiates the



20 OA, while device B has a version OB with a slight (or incremental)
difference in the content (or data) associated with the resource. The protocol
for transferring the updated object OB from device B to device A is described
below. A similar protocol may be used to transfer an object from device A to
device B, and thahihe-ransies cae, hrdpilased akipeskgheshakeithar deyice
25 A or device B without significantly changing the protocol described below.
1. Device A send§'@8vice B a request to transfer Object OB using the RDC
protocol. Ip, an altrinatercpabasiment;se\iseiRINVHARS thek /aanrsiapuRdhis
case, the protocol skips step 1 and starts at step 2 below. 2. Device A
partitions Object¥SRAMS SHimREAQ 2 IRnghd UoHES IRy SibRRuFEr SgRICAHE
5 length (or size inibyles) bt X emthpahtiininglints hGINEGPhe dd@ribed
partitioning into chunks will be described in detail below. Device A stores the
list of signatures'8MGRHATKONerdthisq Sigfarct Bizdlft of @rgaiuresnndgiuak
Device B partitiops sajei@B, inta ghunksid . Lang)gomputes a signature
SigBj and a length LenBi for each chunk | ...n of Object 10 OB. The
partitioning algoritAtCaSERAERNS SWiRFd{ Prdln thEsRd st SoamBYes .
Device B sends g disitafdisigprapdierdshtnkesignatyiers anchkhunk Jensyest
((SigBlI, LenBi) .., (SigBn, Lena")) that are associated with ObjectéB to
device A. The ch%k“gr'%?@?ﬁ“m%‘r‘ﬁ?a ST BeFd snstisRddnesidpalidepone
device A to requisitappadbeiar set of chunks by identifying them with their
start offset and their length. Because _of the sequential nature of the ljst, it is
possible té'comd%‘?@lﬁ‘?ég §?§ﬂ?r?g%§ﬁ§£ﬂ%°89’t‘8§t8 gs%ﬁlﬁ%w%%@&&m“

up the lengths  akaithseSigiNgIChIINKS. iBiBE,liBkng,)) that are associated with
Object Og to device A. The chunk length information may be

10

15 subsequently used by device A to request a particular set of chunks
by identifying them with their start offset and their length. Because
of the sequential nature of the list, it is possible to compute the
starting offset in bytes of each chunk Bi by adding up the lengths
of all preceding chunks in the list.

20 In another embodiment, the list of chunk signatures and chunk
lengths is compactly encoded and further compressed using a
lossless compression algorithm before being sent to device A.

5. Upon receipt of this data, device A compares the received
signature list against the signatures Siga; ... Sigak that it computed

25 for Object O4 in step 2, which is associated with the old version of
the content.

6. Device A sends a request to device B for all the chunks whose
signatures received in step 4 from device B failed to match any of

the signatures computed by device A in step 2. For each requested



20 In another embodiment, the list of chunk signatures and chunk lengths is
compactly encoded and further compressed using a lossless compression
algorithm before being sent to device A. 5. Upon receipt of this data, device A
compares the received signature list against the signatures SigAl ... SigAk

that it computed cganioBO R8¢ QAL 55 i%e%kchhi&ﬁ%%i@iﬁ‘étwﬁhlﬁﬁﬁe@@y
the

version of the content. 6. Device A sends a request to device B for al
chunks whose si§KisfufedeRideddrihgaspuiimetievice B failed to match

any of the signaiigis B thOY SRMER A SRR HAT 8RGRJeGuested 8
chunk Bi, the request comprises the chunk start offset computed b){g device A

in step 4 and the"BRERKIRARI S 7 DEfcerBIeEmathe dones? 250 ith
5 all the requested FHpIRKSEPUARMIGEI AsTERE AR RARE RN BYr RN GR BraByike

further 5 compressed using a lossless compression algorithm before being
sent to device ASEIHRIRECK feconstructs a local copy of Object OB by using

the chunigs receiygdde AtRRoniiamtsgvialBops welisciewh ehibgiise of
Object OA that matched signatures sent by device B in step 4. 10 The order

in which the locai AR YEFRORECEATTIED b TBhRFel- 3n Vil fse B qayn chunks
determined by the ljeéabynlasignriwesispaaivackbt slevisecd BlistapyY.

The partitioning steps 2 and 3 may.occur jn a data-dependent 15 fashion that

10 yses a fingerprintig HATEBIMHSE S A ey SRR RBYE PodrHRcthe
associated objecid@A and Qkrieispedively)iftof ahaiviesi pasilien dbeived by
fingerprinting function is computed using a small data window surrounding
that position in e’ B5iEc" $i8RAlue of the fingerprinting function depends on
all the

The partitioning steps 2 and 3 may occur in a data-dependent
15  fashion that uses a fingerprinting function that is computed at every byte position
in the associated object (Oa and Og, respectively). For a given position, the
fingerprinting function is computed using a small data window surrounding that
position in the object; the value of the fingerprinting function depends on all the
bytes of the object included in that window. The fingerprinting function can be
20  any appropriate function, such as, for example, a hash function or a Rabin
polynomial.

Chunk boundaries are determined at positions in the Object for
which the fingerprinting function computes to a value that satisfies a chosen
condition. The chunk signatures may be computed using a cryptographically

25  secure hash function (SHA), or some other hash function such as a collision-
resistant hash function.

The signature and chunk length list sent in step 4 provides a basis for
reconstructing the object using both the original chunks and the identified updated or

new chunks. The chunks that are requested in step 6 are identified by their offset and
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bytes of the object included in that window. The fingerprinting function can be
20 any appropriate function, such as, for example, a hash function or a Rabin
polynomial. Chunk boundaries are determined at positions in the Object for
which the fingerprinting function computes to a value that satisfies a chosen

congliany. The ShBkiSIdoaiYRR PYE CRABLEGG UKD St A AGTHRRNIGRINK

25 secure hash function (SHA), or some other hash function such as a

collidiSif: Tisdiatanse MR iRfABEs trRe g adryishd dRdHie dnigthfiseasnerser-

step 4 provides a\basigéqedaranstiveting e abjastdinabate thewsjeind, can be
chunks and the identified updated or _new chunks. The chunks that are

recifdeietapdsiaias s Bydbniney Py ARisr I didd s senpiucteAon dfadesst- In

recomsiusisi RReHRY G/ ADK usipa epabBiRet OMALERUBKE o WHESE reuse” of
signatures match the ones received by device A in step 4, in the same order.

ArteRiRESeERE At R e e HSHipleted by device A, Object OA can be

deleted and replacedhbye thisj&an\ief Kabie RISEBytoas \WRmERERBSIIUGIRR O FIG. 3A
device A. In 5 gther embodiments, device A may keep Object OA around for

potdiitis *rgRHHar! R AMAG el RrsehdhSRIRS! by gty are very

thechasioRIAEn RERLOGHI dNSiaAcer dddsiratadsind(Gth3AniBGHl S isfonifigant
fixed overhead in Step 4, even if Object OA and Object OB are very close, or
idelHRSH! &&Y SRR AT AR AR RECRIZ4S P ARG LR AR Brarter b EoNeaOs,

traggeoitiedguiendipeoperisikl i Biepifis MDORRIOpaaILILSIZE WhidkiRahe number

o0 RS E s s e co it C )

!engﬁp)mairs trapsmitted in .step 4..For example, referring to FIQ. 6, a Iarge

mage (¢ 2 kel lare ok Je ogn posd s i mace noie .

withagézgs el Byl45Brtirl madt Rive ragai ehikIsize for example, Microsoft Virtual
Server) may result in an Object (Og) with a size of 9.1GB. For an average chunk size C
equal to 3KB, the 9GB object may result in 3 million chunks being generated for Object
Og, with 42MB of associated signature and chunk length information that needs to be
sent over the network in Step 4. Since the 42MB of signature information must be sent
over the network even when the differences between Object O, and Object Op (and
thus the amount of data that needs to be sent in Step 7) are very small, the fixed
overhead cost of the protocol is excessively high.

This fixed overhead cost can be significantly reduced by using a
recursive application of the RDC protocol instead of the signature information transfer
in step 4. Referring to FIG. 3B, additional steps 4.2 — 4.8 are described as follows
below that replace step 4 of the basic RDC algorithm. Steps 4.2 — 4.8 correspond to a
recursive application of steps 2 — 8 of the basic RDC protocol described above. The
recursive application can be further applied to step 4.4 below, and so on, up to any

desired recursion depth.

10
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equal to 3KB, the 9GB object may result in 3 million chunks being generated
for Object OB, with 42MB of associated signature and chunk length
information that needs to be sent over the network in Step 4. Since the
42MB of signature information must be sent 20 over the network even when

the differepoes bebwReMRIESHIA ardSIbicAARIKaRE ithuis R RMAUBhK

data that needs to be sent in Step 7) are very small, the fixed overhead cost

of the protocol is S3EBELES Bignlathis fix&d Bveftfdas) LHEP dasPRve signature

significantly reduggehiy sisix18iAg RS VEsBPPHEAHEN Ofi R tRdCaRIGQER ive chunk
instead of the si%nature information transfer 25 in step 4. Referring to FIG.

3B, additional st&FeRD((BSigareRledtribed BS BitoRl Bl WSt tSpiade step

4 of the basic RPfe\alg®Bitour HRBS hithk ¢ CREMBSRAELIA AréGHASMANK lengths
application of stegig - 8 of the basic RDC protocol described above. The

recursive applicatiotah B tlrtHeiSoptietprd) Ll WUBANR!, ATaLss6rf, tignatures

to any desired regyigiQnsiePHAUBR 2R (BSIIES R PEAQIMS(RSBENIRYeng,)),
chunking of its signature and chunk length list ((SigAl, LenAl) ... (SigAk,

LenAk)) into recOY2fiE igndture chunks, obtaining another list of recursive

signaturesiand reewisvs shiikalenghed (RS9 AL IieeAbnatRSi@A secursive
RLenAs)), where s << k. 5 4.3. Device B recursiv(el chunks up the list of

signatures and cHUK lASHRS (ESigar, REAm .- (&igiser, REReY) {9 PrOMSR-alhe

list of recursive Signatugesrsandcieeitsiyeaeienlktanatss(RSiaBk IRIGASY ..
(RSigBr, RLenBr)), where r << n. 4.4. Device B sends an ordered list of
recursive signat RRMALN SBESRL I BIIHRE BRI ARG E R Bt jossless

(RSigBr, RLenBgyripaeviee Agdit@nlist Rfreassingikerchoidksignatures and
recursive g nk lengths is comgac ly encoded and may be furt

er . .
compresseéd usingf ¥ f<SIESEPE sgg%ﬁmaswwgf%wsﬁw&%ﬂ%wBwnh

device A. its own list of recursive signatures computed in Step 4.2.

4.6. Device A sends a request to device B for every distinct recursive
signature chunk (with recursive signature RSiggy) for which device A
does not have a matching recursive signature in its set (RSigy; ...
RSigxs).

4.7. Device B sends device A the requested recursive signature chunks. The
requested recursive signature chunks may be further compressed using a
lossless compression algorithm before being sent to device A.

4.8. Device A reconstructs the list of signatures and chunk information
((Sigpi, Leng)) ... (Siggn, Leng,)) using the locally matching recursive
signature chunks, and the recursive chunks received from device B in

Step 4.7.

After step 4.8 above is completed, execution continues at step 5 of the

basic RDC protocol described above, which is illustrated in FIG. 3A.

11
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4.5. Device A compares the recursive signatures received from device B with
15 its own list of recursive signatures computed in Step 4.2. 4.6. Device A
sends a request to device B for every distinct recursive signature chunk (with
recursive signature RSigBk) for which device A does not have a matching
recursive signature in its set (RSigAl ... RSigA,). 20 4.7. Device B sends
device A the requested recursive signature chunks. The requested recursive

signature chunks iay.0aBEfe" EQ@Q(’%&%&QH%@8&:&%?1@%&9&%%955@@curswe

algorithm before bew&g sent to device A. 4.8. DeV|ce A reconstructs the list of

sigHERAPLEES AR RHATSK IO mbie(Siyisrasriby 2 freigfequebinghy aysrpe chunk
thesiocql)yieldiapingigatficanty ghadlgnaimbetodnécyaive Signaeatessive-chifokDbject

re(@lvgrﬁiff@g Q?Xf%% c'pOStﬁ% eZﬁé@r %‘?Bn% %rgg&y %3%9 Agltl? chunking

executlon continues at step 50 the basic RDC protocol described above,

wHeFrrashirsated bs mest @Aclfuin}r@& %’sﬂmw AsclorssburiApg khfgpriginal

opelsyé@m ARaN0R e LA LIEHERENBIGRAIE S des oRiaRmMYHriRr @ReRES Be used

re cgnd A g?‘gtor egual to the average chunk size C, yielding a
S|gn]f|canty Smafiéi Rumber of recursive signatures (s << k for object On and

r << n for object OB Yeey prretvalictirimeabersrsdirsére sthes sambectnplicddf §mes,

PaABRIRIS-COHIS be Hesshioskhnkingihe s&nﬁw&e&aﬁiﬁfgqmp kiRth&B&he size of
ori nal objects %@ and OB. In ané%Iternate embodlme kﬂ’é chunking

é%&?é“ﬁ?af{/a PS8 UG PR P8 (11503 e peorst {; c&gfeaagrm%mately
abwemmn@tet@bm l6zispylicdekytiargs, avbensikiFderth af/greger thaméne

SIZG RS S JARUERRGHY ﬁ;gggr@pay%eg%%gtgwe size of 10 the signature traffic

over the network (steps 4.2 throu ga factor approximately
corresponding tSONGTHReH é‘fﬁ/@fﬂﬂ ry&f ZeruivG SRS FY disgienqapically
thaleteriminedhyyordyidideriaggasateters\hay iacheobjecds more of the following: the

expected average chunk size, the size of the objects Oa and/or Og, the data format of the
objects Oa and/or Op, the latency and bandwidth characteristics of the network
connecting device A and device B.

The fingerprinting function used in step 2 is matched to the
fingerprinting function that is used in step 3. Similarly, the fingerprinting
function used in step 4.2 is matched to the fingerprinting function that is used in
step 4.3. The fingerprinting function from steps 2 - 3 can optionally be matched
to the fingerprinting function from steps 4.2 - 4.3.

As described previously, each fingerprinting function uses a small
data window that surrounds a position in the object; where the value associated
with the fingerprinting function depends on all the bytes of the object that are
included inside the data window. The size of the data window can be
dynamically adjusted based on one or more criteria. Furthermore, the chunking
procedure uses the value of the fingerprinting function and one or more additional
chunking parameters to determine the chunk boundaries in steps 2 — 3 and 4.2 —

4.3 above.

12
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In one embodiment, the number of recursive steps may be dynamically
determined by considering parameters that include one or more of the
following: the 15 expected average chunk size, the size of the objects OA
and/or OB, the data format of the objects OA and/or OB, the latency and
bandwidth charagiegighissieh e REMANKHORHRIANGI ey apghiigdce B.
The fingerprinting function used in step 2 is matched to the fingerprinting

furietigmetersidhsrk SR derisnais g upis iy i aRy Derfsitiiditsed in
stepahddss Matshifitne fiRaarpintng lonstiptdatds HseddNasiepaAByiling

fingerprinting function from steps 2 - 3 can optionally be matched to the .

fingerprinting functidMRleAiGEpLA adiustineaberadpdom §igsant tap humking
fingRrpARIARY Hiwclion unes @peasbaaal Winkewe tratQUERERESRMAISHABLAInts, a

the object; where the value associated 25 with the fingerprinting function

depEMeRBASl the IBirReysthBasEtd e origa 4 R RATREN fappecting
wingavee Thesizraté e, dateandny st biaigiactepiyr adivsiarihaseeaie data

one or more criteria. Furthermore, the chunking procedure uses the value of

theRgEoAGK § FERc SRR JAE HrFois aeRd Prass it PetetabRase

to GheteieniRpriagstieRkessndariessistevg, ad3dnephit imdds3 aAbouandple usage
By dynamically changing the window size and the chunking parameters, the .
etk T ﬂma&éﬁsswmtf g8 Ceguiry Bt VALANE g et is

acepsnplsbgd with minimal consumption of the available bandwidth. Example
criteria for adjusting the window size and the chunking 5 parameters include: _ .

a data type asso@?‘ﬁé%eév?ﬂnatﬁ’é‘ sjéemgﬁwgﬁm@mam%% REQEE&agdesult in a
moglahBbedpéantyeane thandwidicahitaaiendies ik theimeiwork gaiiaebng

device A and device B, and other appropriate. model for, determining .
B RS A e TP I s b BB ST Gl Rt is worthy

prosessisgdiasertaiadaseinknag eandpie sushadtt dresaiitatipin stide:shdwsne

ancel)%rr%B[%i’C tf-lrer:] %O%ﬁ@ar%igr)l( %E(’lf Is(lanlé ea ghearacter in a word processing document results
in approximately 100 bytes being changed in the associated file. In another example,
the modification of a single element in a database application results in 1000 bytes
being changed in the database index file. For each example, the appropriate window
size and chunking parameters may be different such that the chunking procedure has an

appropriate granularity that is optimized based on the particular application.

Example Process Flow

FIGS. 4A and 4B are diagrams illustrating process flows for the
interaction between a local device (e.g., device A) and a remote device (e.g., device B)
during an example RDC procedure that is arranged in accordance with at least one
aspect of the present invention. The left hand side of FIG. 4A illustrates steps 400 —
413 that are operated on the local device A, while the right hand side of FIG. 4A

illustrates steps 450 — 456 that are operated on the remote device B.

13



10 model may be where the average number of bytes required in a typical
data transfer is monitored. Changes to a single element within an application
program can result in a number of changes to the associated datum and/or
file. Since most application programs have an associated file type, the file

type is one possiRlejighigrir dNAHEIVARNNA efsonsideaatiey o aling toQing an
window size and the chunking parameters. In one example, the modification

of RBfdransierat st didisPotddaing dodandd receiving tis sppiestinatenAS0-
10¢hyseseing, Granaed sedhe-arsosiatRt - diso thaRIRINBr igdaeRRn N ompute

modification of a single element in a database application results in 1000,
bytBBSHERR E HatgRu R AR At AN Hek ARSPRYPERMHESILIRgISh kS in steps
5 appEPiiRie yndeIc S siEe saath et g BRIAN@iesschayuaR Hifesenieyiahd 453,

that the chunking procedure has an appropriate granularity that is optimized
badsP e particular application. Example Process Flow FIGS. 4A and 4B

are diagrams illugiratipg progessdBwentey thssitiaiaction brineamalaed!computed
device (e.g., device A) and a remote device (e.g., device B{ 25 durin%ﬁ%\

ex&?rfﬁfg’e E PRSIV S a VA AT LY AR UL P A f hesteR

aspect of the preseatpuentipglddaedefi iandmsideiadsile 1dAoillsfiotes SRRsks to
400 - 413 that are gperated on the local deyice A,{ghile the right hand side of

10 i dhaamphydiriraadsiutialass thedmekmeetsh &paton Ssgle dy8vigestgp 406,

13 s Histrateddnd hudh dhelinieiacton stests by deMer d\f6e quRsitiBg@sh from
RDC transfer of object OB in step 400, and device B receiving this request in.
el i iH@SEﬁ%ﬁB‘btmﬁ%Hc?cgaﬁ,&@mé\% Pt delacs ghature Sigsi

indepeneenilyieeriieatingenyiotie siepmaedliaashhiledliidadhaip 403. If it
O e e 02 A 452 S Lol fcun
15 steprabdasieuieadB@RNGs the Signatuceans chnkength list aneputes] A step 409,
SteRR 122N 3 10 device Artich efelves s, 'nformaten in,sigp 404-
In step 410, the local device A tests whether all (signature, chunk length)
pairs received in step 404 have been processed. If not, execution continues at step 406.
Otherwise, the chunk request list is suitably encoded in a compact fashion, compressed,
20  and sent to the remote device B at step 411.
The remote device B receives the compressed list of chunks at step 455,
decompresses it, then compresses and sends back the chunk data at step 456.
The local device receives and decompresses the requested chunk data at
step 412. Using the local copy of the object O and the received chunk data, the local
25  devices reassembles a local copy of Op at step 413.
FIG. 4B illustrates a detailed example for step 413 from FIG. 4A.
Processing continues at step 414, where the local device A initializes the reconstructed
object to empty.
In step 415, the next (signature, chunk length) pair (Siggi, Leng;) is

30  selected for consideration from the list received in step 404. In step 416, device A

14



In step 405, the local device A initializes the list of requested chunks to 10

the empty list, and initializes the tracking offset for the remote chunks to 0. In

step 406, the next (signature, chunk length) pair (SigBi, LenBi) is selected for
consideration from the list received in step 404. In step 407, device A checks
whetexdhe sigaat 8 SiaRkessigsteddncien 496 4ateheh &heidh@e signatures it
signatures it computed during step 403. If it matches, execution continues at
stepPAIO it udREAtERHEh, the tracking remote chunk 15 offset and the

length in bytes LenBiratereddaddodbe domunnisliatieSan A08eAustaR#8Ponding
the tracking offset is incremented by the length of the current chunk LenBiI. In
stely 1 6D s cRPGRIREIAhe e EPARISEn S oeHUnR Myt preryyed and

5 recgiveshpicsten AddbhavaRrenipireasaed tiknretopxesutianisebtinuast ep
406. Otherwise, the chunk request list is suitably encoded in a compact

fashion, compred8&P 2 hibedarthdares ettt ybvids s bty chyk length)
rerpaiR eedre Bifecaiues the c o prseddel of fhwiskecatisieiofifucs at step 415.

decompresses it, then compresses and sends back the chunk data at step
458 I 6N GSTTOO YELEES AT et SeRAsHHRe R foska!dhEMRIASHD on
at gerdiZindsipatbe local copy of the object OA and the received chunk
data, the local 25 devices reassembles a local copy of OB at step 413. FIG.
4B illustrates a detailed example for step 413 from FIG. 4A. Processing
10 cofrnmplatReteprsiv4, Sigie feeVivecgssdifietizes the reconstructed

ge Viveces il

SN d Jt N -a; AKX
object to empty. t Xt (S h t Ir (SigBi,. .
LenBi) is 30 selgi:g%? or c%ﬁs?il egraeti(tcl)ln%%}%t @ﬁ%ﬁ@%ﬁ/&%{%ﬂ%&% %’dgfe frlwlrswe
stefrans B dévivesignarushackshwiletheg tthbssigratgreiSigBREeptect ihustéimt is
417 matehes ARk e SIonaties b O MRHISHAUNG SIRRAO3E ber i
ma%ﬁ%eé%%%gdl}%%négénat?n%ge&s %tgss%é e%%%w%&élghg cgéreﬁs%dndlllr?ggﬁiggglldescnbed
chumkcigdapspentdd wiphed écbatitthetbg abjed rethittd desiwenthat hretlaiempting to
157e '\égg: ap o (pcrg,g.é:tgglbrgg@gte chunk is appended to the
recollgﬁstructgg%gggt% s%ep 418
The left hand side of FIG. 5A illustrates steps 501 — 513 that are
operated on the local device A, while the right hand side of FIG. 5A illustrates steps 551

8

— 556 that are operated on the remote device B. Steps 501 — 513 replace step 404 in
FIG. 4A while steps 551 — 556 replace step 454 in FIG. 4A.

20 In steps 501 and 551, both the local device A and remote device B
independently compute recursive fingerprints of their signature and chunk length lists
((Sigai,Lengay), ... (Sigak,Lenak)) and ((Sigg;,Leng,), ... (Sigpn,Leng,)), respectively, that
had been computed in steps 402/403 and 452/453, respectively. In steps 502 and 552 the
devices divide their respective signature and chunk length lists into recursive chunks,

25 and in steps 503 and 553 compute recursive signatures (e.g., SHA) for each recursive
chunk, respectively.

In step 554, device B sends the recursive signature and chunk length list

computed in steps 552 and 553 to device A, which receives this information in step 504.
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In step 419, the local device A tests whether all (signature, chunk length)
pairs received in step 404 have been processed. If not, execution continues
at step 415. Otherwise, the reconstructed object is used to replace the old
copy of the object OA on device A in step 420. 10 Example Recursive
Signature Transfer Process Flow FIGS. 5A and 5B are diagrams illustrating
process flows for recursive transfer of the signature and chunk length list in

an example RDGpigpedsredbadds aa0RdAGaRIANAI% & dPAT AR ARRGEive

of the present invention. The below described procedure may be applied to

bofHRKs S H1sFEREsteradvnitaline: Wtueking frgals 1ecusiv e terhfRb s
assooigttectabpetschiinkd edt hdnd st 806] Hén SA (HhesldtesgippabOiecbiksdve chunk

thqgﬁé&)%ﬁrgﬁgog erh% Is%%i’é&%@‘fowg SSEB%&%H H%H"gtﬁl?dﬁsp IJEEQ%F?'% step

illustrates steps 551 - 556 that are operated on the remote device B. Steps
502045 ksstep R deviraducheqkrovisthaiie sepsiss signapirdiise segsted in
354_&9 Eéb@néh&;h%@ C;iﬂﬁfﬁ@ﬁeﬁ@&u@ﬂde@'ié@ﬁ@f_@sﬂi%&ﬂﬁﬂh@?ﬂ@ﬁr&@ﬁﬁ 5emqtaé

eVviIC Independently compute re Sl Ingerprints their signature an
iR e R B RS S MO SR ch BE R enolt
(SRR nkeatesitansl yheHan gt indoses Brapuiters rldedgs dea0R gt in step
4524452 '2sp S0V ¥ HR-RIART NG AN AR dFrdeWGRS VAR Y the length of

respective signature and chunk length lists into recursive chunks, 25 and in

stdpS BEFAHTEES Vo riKk T Elrsive signatures (e.g., SHA) for each
recursive chunKpretspediydhe loratde bzl Adesis e Betendd (hecresiyrsignature,

SIgRANR ABRLARYBKIBH B S EABR HERHD USRS B A PraeR eaderiRR, A

which receives this information in step 504. 15 In step 505, the local device

A TFRSHYLE tRBtRISAY RS Ubereie BRIRRE T TRMBRYJSARSE! Hitis
initiatijes tiyeikacdah oanpeissea g seno tis did oertote HeriotcBrecsrgivel 1.

chunks to 0. In sfgp é%otg‘c?&%’é‘éf?e%‘éﬁiVsetﬁé%%‘iawgsgee&iﬁ‘A’Frg&HEi'% chunks at
length) pair (RSigB;, RLenB;) is selected for consideration from the list
reétEned In lgftg%mpressed the list, then compresses and sends back the recursive chunk

data at step 556.

The local device receives and decompresses the requested recursive
chunk data at step 512. Using the local copy of the signature and chunk length list
((Sigai,Lenai), ... (Sigak,L.enax)) and the received recursive chunk data, the local
devices reassembles a local copy of the signature and chunk length list ((Siggi1,Leng;),
... (Sigpn,Lengy)) at step 513. Execution then continues at step 405 in FIG. 4A.

FIG. 5B illustrates a detailed example for step 513 from FIG. 5A.
Processing continues at step 514, where the local device A initializes the list of remote
signatures and chunk lengths, SIGCL, to the empty list.

In step 515, the next (recursive signature, recursive chunk length) pair
(RSiggi, RLeng;) is selected for consideration from the list received in step 504. In step
516, device A checks whether the recursive signature RSigg; selected in step 515

matches any of the recursive signatures it computed during step 503.
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5 504. In step 507, device A checks whether the recursive signature RSigB;
selected in step 506 matches any of the recursive signatures it computed
during step 503. If it matches, execution continues at step 509. If it doesn't
match, the tracking remote recursive chunk offset and the length in bytes

RLenB; are addgg fimtheHegeestlissincsirmueddt Abster SRRebadiaekiNgppends

remote recursive offset is incremented by the Ien%trE of 10 the current

reclifCRATEFRAIIRE dopp! Tieruteiy el £16LG deiclt dotsats RHelnicdipmote

(re USRI SNRHIE cHIaAYTS M Sk eI Paikscfesedved in step 504 have
been processed. If not, execution continues at step 506. Otherwise, the

recursive chunk FBGif@st lidt e Lstlgletisren dotioetifprddseairsivg dehrtye.
theréemaie daVigE1Eh SRS Mol d e siep1sta BRMaR & [R68BEeSItNE not,

compressed list of recursive chunks at step 555, uncompressed the list, then

corfiITELL R s 3¢ HERR te PEIEIVR HifUoK erRYAR ISR SEE PR @1 Gunk

devige iieRsiVESi @d o/coMP(Ssse T i g e Ieatesireckisy 8 ShQUK daiaepts520.
step 512. Using the local cop)%of the signature and chunk length list 20

((STGRFEEARDEN CQBHBAES baRA 9 SRS e Rddéiva recursive chunk data, the

local devices reassembles a local copy of the signature and chunk length list
((SigB1,Len31), ... (SigB,,,LenB")) at step 513. Execution then continues at

step 405 in FIG. #e felarshi Ridstatiesaddaiaiieteaxamiptefoy sitifulB flem
FIG. 5A. Processing.continues at step 514, where the local device A | .
T TG eadu%lg@féﬁ%@&%em@%ﬂ@ﬂﬁg SPERESE i
emptyckisirynsiambilbe the deidtl eelirsiversigabvieusBeassiyd ehumkdesgiive
pair, (RSigB;, RLenB;) is selected for consideration from the list received |
oo Bea

stefl R A BE RS HFREY A SRRRERSSFE Y R s dipscrt
RSigBnlsaleptededusday pdflacnatches a0y aldis4acidhsivothignastiias ibf the RDC

cofute ity oh SO 1o 0 s exeeon o 260 1.
If itrela@sivt vigitaburthstesmai@iciently compressed, the recursive signature list is returned
for transmission between the remote and local devices as previously described.

FIG. 6 is a diagram that graphically illustrates an example of recursive
compression in an example RDC sequence that is arranged in accordance with an
example embodiment. For the example illustrated in FIG. 6, the original object is
9.1GB of data. A signature and chunk length list is compiled using a chunking
procedure, where the signature and chunk length list results in 3 million chunks (or a
size of 42MB). After a first recursive step, the signature list is divided into 33 thousand
chunks and reduced to a recursive signature and recursive chunk length list with size
33KB. By recursively compressing the signature list, bandwidth utilization for

transferring the signature list is thus dramatically reduced, from 42MB to about 395KB.

Example Object Updating

FIG. 7 is a diagram illustrating the interaction of a client and server
application using an example RDC procedure that is arranged according to at least one
17
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received recursive chunk is appended to SIGCL at step 518. In step 519, the
local device A tests whether all (recursive signature, 5 recursive chunk
length) pairs received in step 504 have been processed. If not, execution
continues at step 515. Otherwise, the local copy of the signature and chunk
length list ((SigBl,LenBl), ... (SigBk,LenB")) is set to the value of SIGCL in
step 520. Execution then continues back to step 405 in FIG. 4A. 10 The

reqURsiMG BigR R ANHVGHBE. leRAASNay OBH Yl Y&« FX HAEH d RLient

determine if additional recursive remote differential compression is

netULEHSA IR tinIE A s iibimRRtioX b M a L prRmBIf e sChB &8 Tras so lazy
rechashedsighaiotiecahd fihxunkngingtbviesthiar’be recursively compressed

using the descrigd, s%ﬁé‘él'égtQ{I%%?%rﬁlléyoﬁ%@g%ﬁﬁ Ry &Qé‘g%?‘%% YK fox

another instance of the RDC 15 procedure, and so on, untif the desired
colpreskyistdvelagsbrepelpeadrahEorae degveasisn gy dhdthe didmidiantige the

cofoplasssidgtbecratnisive signature list is returned for transmission between

the remote and lpcal devicgs as, &%‘(‘?‘iﬁb@ﬂ%ﬁ \EQ&S«EAE- 612,830 ¢4 pe
that graphically illustrates an examp &°of recursive compression in an

exepaptedr Btesdignt aed sprverbathariyed thoekisad dthedsaihinte duakaaple

Sm%@éﬂagwiﬁ%mi@%@melaa%ﬁrﬁ%dﬂﬁ }cﬁ‘z tﬁ}@jﬁﬁilﬁglﬁt ebieeqttiﬁe lazy brown
. .01, a Signatuyre a unk ien ISL IS CO | using a chunking,,

o Do R A e e T PEO BRI, s R GHer M he

chelrdd fegratwie disifis 2iBlatedtes: SHAL st rsiveSiidn;, thedsi§haturOnighésserver,

dividedh iR 33etnaRANH £ BYD kSN F UG IHO 1BARGHIRY RIGIINA4EAR BRAvn dog

recursive chunk length list with size 25 33KB. By recursively compressing the
sigfeturesfdezy dhathadidniieetisn iendrhearny AR IR ist fafrRer
draipatioatijisedusedrftaind IR 10 SHAuL B, StkamplediteciUpdating
FIG. 7 is a diag Gyt QH%@E@%%MS'H{Q @&Qﬂrgflﬁtmgnﬁs’%ﬁ%g%@ng a recursive

application using an example RDC procédure that Is arranged according to at
le SEBHEF  CPRBFRSIUT e REOEAtSH deserdsdinhbfielisAtsetRgREes that the
seloiligrdofed sligiature list (SHA ;- SHA 14) does not match the received signature list

(SHA;; - SHA»s5), and requests the missing chunks 3 and 4 from the server. The server
compresses and transmits chunks 3 and 4 (“The brown dog was”, and “so lazy that he
didn’t notice”). The client receives the compressed chunks, decompresses them, and

updates the file as illustrated in FIG. 7.

Chunking Analysis
The effectiveness of the basic RDC procedure described above may be

increased by optimizing the chunking procedures that are used to chunk the object data
and/or chunk the signature and chunk length lists.
The basic RDC procedure has a network communication overhead cost

that is identified by the sum of:
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5

contained text "The quick fox jumped over the lazy brown dog. The dog was
so lazy that he didn't notice the fox jumping over him." At a subsequent time,
the file on the server is updated to: "The quick fox 5 jumped over the lazy
brown dog. The brown dog was so lazy that he didn't notice the fox jumping
over him." As degsripedsiaviausivnthenclient nariodisallnrequests tha filg 1e,
be updated. The client and server both chunk the object (the text) into

chuHRE QOlIEsRAIAC ErPies AldAb tREQUnEHRE Hrés thedaquiRRyR R prignature,
"ovafuiiie] By H) ) aHA dod.the TRECHRA Wasa3R Bnkhaldhm tigtad; aatice”,

and "the fox jumping over him."; the client signature list is generated as:

SHAT 1, SHA12(SHA1S cAHtslangrh, Whth & dBieer etHBERuisrE A Stagatures
quigk,fox jumped”, "over the lazy brown dog.", “The brown dog was", "so lazy
that he didn't notice", and "the fox jumping over him." ; the server signature

list is generated akd SERAPI SHAIZRAGRAIINSAMA24, and SHA25. 15 The

server transmits the signature list (SHA21 - SHA25) using a recursive

signature compression technique as previously described. The client

recognizes that thbe keeaipstertansigabtiure tendSsi Ao a Sugeiavcossschoek size

majeh e RGANEE SIgNAEH 1(SHAR T 'a§&*l%@e@cﬁﬂﬁ<£?ﬂlf@%fﬁ>¥?§of how

missing chunks 3 and 4 from the server. The server compresses an

10 tranbinis arfusiksBaeihake tpebiowhtHeo guebs oAt wetecs) thhe hecglpand remote
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didgel, RQLIGESk abhe: CUERIR GRS SHERARRISRSEH GRUAKS dRCAMNBIESSEhe
them, and updates the file as illustrated in FIG. 7. Chunking Analysis The

efféetioeies dseithe barda R ot e gdeds et Hsbve gy be 25
increased by optifgizinf JRenchuakioR REACE IV B TRA IS BB I ChY kB tting

object data and/or chunk the signature and chunk length lists. The basic
RDUZPFBBBYUre has a network communication overhead cost that is
identified by the sum of: 18 (Si) (Signatures and chunk lengths from Bl = (OBI

* |SigLenl / C,
1. Slack: The number of bytes required for chunks to reconcile between

file differences. Consider sequences s1, s2, and s3, and form the two sequences s1s3,
s2s3 by concatenation. Generate the chunks for those two sequences Chunksl1, and
Chunks2. If Chunks1’ and Chunks2’ are the sums of the chunk lengths from Chunks1
and Chunks?2, respectively, until the first common suffix is reached, the slack in bytes is

given by the following formula:

slack = Chunks,’ - |s;] = Chunks;’ - |s]

2. Average chunk size C:

When Objects O and Op have S segments in common with average size
K, the number of chunks that can be obtained locally on the client is given by:

S *[ (K - slack)/C ]
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where (OBI is the size in bytes of Object OB, SigLen is the size in bytes of a
(signature, chunk length) pair, and C is the expected average chunk size in
bytes; and (S2) chunk length, where (signature, chunk length) e Signatures 5
from B, and signature v Signatures from A The communication cost thus

bengfitssiroap sy lorgeravetage chunk size and a large intersection between
the remote and local chunks. The choice of how 10 objects are cut into

chunks determines the quality of the protocol. The local and remote device

must agree, with@yl| DROF [GEMIBIRIGALION, on where to cut an object. The
following describes and analyzes various methods for finding cuts. The

following characteristics are assumed to be known for the cutting algorithm:
515 1. Slack: The tyimbesiRiRyte S IsHERCTAE FHHRKS IO JRERRGIERRINER the

file differences. Consider sequences sl, s2, and s3, and form the two

sedBREERges 28 M hscatEh Atibriheeltsp AdvandagROMKEO fBTRBYRK RS

sequERfgmC AP kadiand h dfsGhknks F and Chunks2' are the sums
of the chunk lengths from Chunksl 20 and Chunks2, respectively, until the

first common suffix is reached, the slack in bytes is given by the following
form%'gigﬁhﬁé%dmlsll = Chunks2' - Is2l 25 2. Average chunk size C:
When Objects an 3 have S segments in common with average size

10 K, the number ofthGhwakRgterrfanbpisseBneeRn GRS HBISHOR: ~F §rrdn thyt

S *deffriaslagk) Gkl BRidoANdHaR %), @hﬁﬂﬁé&%‘%’ﬁé@ Uﬂ@ie‘s%@@ﬁe‘oution time of

slack)/C1 _ o ] ]
the hash algorithms used for chunking is independent of the hash window size when

those algorithms are amenable to finite differencing (strength reduction) optimizations.
Thus, for a hash window of size k it is should be easy (require only a constant number

15  of steps) to compute the hash #[by,...,bi.1,bx] using by , bk, and #[by,by,...,bk.1] only.
Various hashing functions can be employed such as hash functions using Rabin
polynomials, as well as other hash functions that appear computationally more efficient
based on tables of pre-computed random numbers.

In one example, a 32 bit Adler hash based on the rolling checksum can

20  be used as the hashing function for fingerprinting. This procedure provides a reasonably
good random hash function by using a fixed table with 256 entries, each a precomputed
16 bit random number. The table is used to convert fingerprinted bytes into a random 16
bit number. The 32 bit hash is split into two 16 bit numbers sum1 and sum2, which are
updated given the procedure:
25 suml += table[by] - table[b]
sum2 += suml — k* table[bg]

In another example, a 64 bit random hash with cyclic shifting may be
used as the hashing function for fingerprinting. The period of a cyclic shift is bounded
by the size of the hash value. Thus, using a 64 bit hash value sets the period of the hash

30  to 64. The procedure for updating the hash is given as:

20



5

10

15

20

25

5 Thus, a chunking algorithm that minimizes slack will minimize the number
of bytes sent over the wire. It is therefore advantageous to use chunking
algorithms that minimize the expected slack. Fingerprinting Functions 10 All
chunking algorithms use a fingerprinting function, or hash, that depends on a
small window, that is, affiitecssgaenesgbhytes) Thasxpsitiondmessidhs;

hash algorithms used for chunkingls independent of the hash window size

when those algorithms!df® arffiBnie {0 fithashiittefeicing (strength

reduction) optimizationsyh&hussieradaastywirdaw pf size k it is should be
easy (require only a constant number 15 of steps) to compute the hash

#[o1,...,bk_I,bk] UBiMg HoBRT sxemiso Bher Shiting spihodamgydnaamifyed to
funstinng.can:bg eRMPIOY St sah fAsNRER JURCURITEAMSHEdRaA RelyaMidsied
as well as other hash functions that appear computationally more efficient
badeRpth 1biserpiedddnipeties iy MO SR TERTiaRS hays fopeer
Adlgsrivashrrsedmadhd d pbingueneaksnaantRQ haddsed asahe lsasbing o 11 12
function for fin erj)rintin . This f)rocedugbfrovides a reasonablg ﬁood _
rantfolt AASHRlA t?o%?t%(}l)&éida A tikéd tRutd wt Z56%niries! ddbhag a period of
pre|eapipyterk s¥G-0it random muediesid fispiafaleois 41586k e 8@PUEPermutation can be
fingerprinted bytes inéﬁﬁa random 16 bit number. The 32 bit hash is split into

w B uBE R e Pt elmediardptions dRrERRLT DA e peSitiogy Al the

25 semimtrgtablelhkintéakie[bo] sum2 += suml - k* table[bo] In another
example, a 64 bit random hash with cyclic shifting may be used as the
hashing function for fingerprinting. The period of a cyclic shift is bounded by
tpeﬁbwhﬁstbﬁﬂmsmialm. fﬁhgﬁumfv‘dﬁ@ aaﬁﬁ@iﬂé?ﬁﬁnmﬁums&ame pefi%d Orf1
the hash 30 to 64. The procedure for updating the hash is given as: 20 has

~ hash A ((table[he] 42 KRR U5 ReETIE0 PEpePHiEgfce 1) |
(haghigerpAinling hash with a pre-determined window size k (= 48), and identifying cut

points based on whether a subset of the hash bits match a pre-determined pattern. With
random hash values, this pattern may as well be 0, and the relevant subset may as well

be a prefix of the hash. In basic instructions, this translates to a predicate of the form:

CutPoint(hash) = 0 == (hash & ((1 <<c¢) -1)),

where c is the number of bits that are to be matched against.
Since the probability for a match given a random hash function is 27, an
average chunk size C = 2° results. However, neither the minimal, nor the maximal

chunk size is determined by this procedure. If a minimal chunk length of m is imposed,

then the average chunk size is:

C=m+2°
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where 1=k%64andu=64-1 In still another example, other shifting methods

may be employed to 5 provide fingerprinting. Straight forward cyclic shifting
produces a period of limited length, and is bounded by the size of the hash
value. Other permutations have longer periods. For instance, the

permutation given RyulecoHAIRE G h3 QR BT s dbkabiedB b Diddhinb?

18 19 20 21 15) (23 24 25 26 22) (28 29 27) (31 30) has a period of length

4> FEREP £153 469525 hie WiRGIBIS BhiicARb i SRANiSRRL AR Ab R IEARURMISH CARcséhe
10 smpdteshHRIRG @HIght shiftfalfowea by orefasians thatRalsdiipithe and s, will
positions at the beginniﬁg of each interval. Anm of previgus art for

chisIaRYCRdststeRse ik Bey putter AR BREGI Hadi AIaFRY Pleth ddis srgnaining

5 detprinad)byHRANKINGHR s fingesapnting hash with:Rppte-detesminedhen be

ind [ = A48), and identifyi t points b heth bset of
IhcHFRR A lehch H ple- e Imiad BAAEh iR ahdor HEHGoHER e

patigiimay RS welllse Qviang {hrRiEeyBaiStiSetnmsaa Welte pecaify afixl pfis
the hash. In basic instructions, this translates to a predjcate of the form: 20

CuBERARRI DY Lowehedimatedorthe yemainiigates £idheGHATeOBE B also

thah @@ ttoddemprateheth reaiN&itRinaR e o hapdity;faradmateirMRR & a higher
random hash function is 2-, an average chunk size C = 2 results. However,

10 hei¢BMHE minimal, nor the maximal 25 chunk size is determined by this
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procedure. If a minimal chunk length of m is imposed, then the average

chunk size is: C=m+2 21 A rough estimate of the expected slack is obtained
by CONSIHHT SHEHAS s ANy 05 851 ’éﬁP%’iﬁﬂ??ﬁe Oa%‘?d*s ‘may appear
at arbitrary places. Since the average chunk length is C = m + 2, about (2

/C)2 of the last cut-points in s1 and s2 will be beyond distance m. They will
co llgf—sa?ﬁgﬁge&ﬁfhe remaining 5 1 - (2 /C)2 contribute with
slack of length abbuhking hefHxgpeciedslack Willibantider, which is a sequence of

patterns of length m, and matching the sequence of fingerprinting hashes against the

filter. When the filter does not allow a sequence of hashes to match both a prefix and a
suffix of the filter it can be inferred that the minimal distance between any two matches
must be at least m. An example filter may be obtained from the CutPoint predicate used

in the previous art, by setting the first m - 1 patterns to
0 !=(hash & ((1 <<<¢) -1))
and the last pattern to:
0 == (hash & ((1 <<¢) -1)).
The probability for matching this filter is given by (1 - p)™"' p where p is

2. One may compute that the expected chunk length is given by the inverse of the

probability for matching a filter (it is required that the filter not allow a sequence to
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around (2 /C)3 + (1 - (2/C)2 )*(CIC) _ (2/C)3 + 1- (2/C)2, which has global
minimum for m = 2> 1, with a value of about 23/27 = 0.85. A more precise
analysis gives a somewhat lower estimate for the remaining 1 - (2/C)2
fraction, but will also need to compensate for cuts within distance m inside

s3 e be RN hetBs deiahighehd @stixateed issttherenpeciath Rlantefas
the prior art is approximately 0.85 * C. Chunking at Filters (New Art) 15

B bl R g A ST & & e o B e aebe

of IgRat > apd. meéching dhaiseaHenGe alinaerBinibshhRSNesREMNhEE skilled
filter. When the filter does not allow a sequence of hashes to match both a

prefdiindra AL MEERthE frhotiearnbetifrsredhrdtase tmakiera bripyeks directly

betyele hamywviig Malehescesube BlliaaHadhes\n example filter may be
obtained from the CutPoint predicate used 20 in the previous art, by setting

the first m - 1 patternsto 0!_ (hash & ((1 << c) -1)) and the last pattern to:

25 Onnthanh #((lsealoMaXinl HeENdwheRity for matching this filter is given by
(1 -p)-' p where p.is 2-. One m% compute that the expected chunk length is,

given by the inverSd'tf g b DABNEGH PAsELIn GO PHaE f [ AT gositions

thaghthefdieaxelallowh s sesnigiied RrdinBicheTothh & ke ficand sult) ke
the expected length of the example filter is (1 - p)-m+' p 1. Thiz length is . )
Hsl_aafﬁléum if

minifsed WRAQLANY'S s2v1ihal DS IsRAhRASIHB BEeaidand (8%
averagrsHackiboversreauw)h&-8, as gabde yenliechby fhase skillggdn-here all
art. An alternative embodiment gf this method uses a pattern that works
diré&ﬁ}f‘rmﬁmfﬁs bap m%a? gha%ﬁem%w% n Qs &Rty the left and
LogadtbpaximBbe(Migvy e} (hsurking athesalihasisaisddaste aoehbasisehas that

cut poipts positions . . .
lgcapma?(?ma may be replaced by local minima or any other metric based comparison

(such as “closest to the median hash value”).

The set of local maxima for an object of size n may be computed in time
bounded by 2+n operations such that the cost of computing the set of local maxima is
close to or the same as the cost of computing the cut-points based on independent
chunking. Chunks generated using local maxima always have a minimal size
corresponding to h, with an average size of approximately 24+1. A CutPoint procedure
1s illustrated in FIGS.8 and 9, and is described as follows below:

1. Allocate an array M of length h whose entries are initialized with the
record {isMax=false, hash=0, offset=0}. The first entry in each field

(isMax) indicates whether a candidate can be a local maximum. The

second field entry (hash) indicates the hash value associated with that

entry, and is initialized to O (or alternatively, to a maximal possible hash
value). The last field (offset) in the entry indicates the absolute offset in
bytes to the candidate into the fingerprinted object.
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that are maximal within a bounded horizon. In the following, we shall use h
for the 10 value of the horizon. We say that the hash at position offset is an
h-local maximum if the hash values at offsets offset-h,..., offset-1, as well as
offset+l,..., offset+h are all smaller than the hash value at offset. In other
words, all positions h steps to the left and h steps to the right have lesser
hash values. Those skilled in the art will recognize that local maxima may be

replaced by localminine kAN Sl ReIIGRA TR SOPRRTS O TAB(SHEBR S

“closest to the median hash value'). The set of local maxima for an object of
size n may be c8m1ah't%ahﬁ#'trﬁﬁémsdaﬁ&émtﬁﬁ%ﬁl&@ﬁm@a&ﬁmmycwg

of computing thexsek of local maxima is close to or the same as the cost of

computing the Cﬁhﬁp'milg%ﬁegff%et SRER nél kﬂ% &URKS invoked at each

generated using local maxima always have a minimal size 20 corresponding

to h, with an averde efAborbispréxindatnMand reuoy s tistiestie whether a
illustrated in FIGRaBans 8reediis degssiaed as follows below: 1. Allocate an

array M of Iengt whose entrles are ini |zed h c ax=false,
hash=0, offset=0 CYRET thu en Ff} if &4 Etfn I.hg hdica ca(%epsél\;érll\gther a

candidate can béamaﬂ%aﬂ}mpeﬁh@%mmﬁml‘éwkﬁm +h+1l=
indicates the haabféalq@tﬁﬁsaqiaiﬁdmﬁmaax%@&%m&m%U%%i;tsx)Q {(Here the

alternatively, to aXImaI pssible hash value). TheI st field é 2 T

oty indicates (R0 ABAGH A HERTIR B1ES 18 TR CATAAMETHS MEm<k b, and
fingerprinted obpek B3&. tnitiakizle %6 ffs dsanitianthen aennitisaastey 05t Othe
These variablescpgiidn & Hand aRkCEDeRIS Mg aLa Lah 368,

currently being used. 3. CutPoint(hash, offset) starts at step 800 in FIG. 8
and is invoked 2 ESIER g%f@%PB?‘iﬁ‘@‘b%f@Eﬂ‘é whather MbmirHoash aNpshy ff the
indicating whethemditpartic ttat, @itsedtion aiipoict ke pRE duliersimitsibyet to

setting result = f&l‘ﬁﬁ-ﬁ %%P EQ&Cution the continues at step 807 where M[min] is set to
{isMax = false, hash =hash, offset=offset}, and to step 811, where the
computed result is returned.
If the condition at step 805 is false, execution continues to step 808,
where the procedure checks for whether M[min].hash = hash. If this
condition is true, execution continues at step 807.
If the condition at step 808 is false, execution continues at step 809,
where the procedure checks whether min = max. If this condition is true,
execution continues at step 810, where M[min] is set to {isMax = true,
hash =hash, offset=offset}. Execution then continues at step 811, where
the computed result is returned.
If the condition at step 809 is false, execution continues at step 812,
where min is set to (min+1) % A. Execution then continues back at step
805.

4, When CutPoint(hash, offset) returns true, it will be the case that the

offset at position offset-A-1 is a new cut-point.
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At step 803, the procedure checks whether M[max].offset + h + 1 = offset. If
this condition is true, execution continues at step 804 where the 10 following
assignments are performed: result is set to M[max].isMax, and max is set to
max-1 % h. Execution then continues at step 805. If the condition at step 803
is false, execution continues at step 805. At step 805, the procedure checks
whether M[mln hash > hash If the condition is true, execution continues at
22h S\ bresgdurey, 1y Execution the continues at step

807 where M{minl spiciow S M3 ol pRo fASHhaR I AEreseRQisathiARd dach that

step 811, where the computed result is returned. If the condition at step 805

is fA14RO% ReeRifish Borniad 5l SO Dl e [NR BTG ELtRE Oerach fiipe the

5 whegbesivimnhhasph sobastepédtiis sgabhafndilion iFdienRreertion 6andeuedclete.
at step 807. If the condition at step 808 is false, execution continues at step

809 Nh K1 RIS SSIBE AR PREAESRISERR QPFSIFOL FHEY. P HRISRG HREESITRIARGe,

exegii 60 RifMieR & SaPHR1A.MAere MiRiripEsahio dis M@fagérﬂﬁnmw steps
=hash, offset=offset}. Execution then continues at step 811, where 25 th

contiiadhelanpiat rehsal o it oindishielt! ¥tl§|§sébén@’fﬁ1§eth§>@lfﬂh%°f steps to

co%miﬁﬁea&ﬁtg&ﬁgzs indepesdeiit &F set to (min+1) % h. Execution then
continues back at step. 805. 4. When, CutPoint(hash, %set) returns true, it

10 will be the case hACHBedebRAS BERIBA HrRsEi-on4 desrmdinpriiaiaa
Anglysiscafthpcal Maxinsewinogedtse the @b@g& \WithaRde B ESVISRIDGESREERY (|min

calling CutPoint n times such that tmo n entries re inserted for a given
obje&2Bra %Hﬁ%%%%dﬁ%aa% e e ldb §>£ Sty Gt Sfféc%%een two
repeiieehsuatiitidahtvena ara-3n vanres ihananedotkesatocdel@igl to the two entries. The

average length of such chains is given by the recurrence equation f(n)= 1+ I/n* >4,
15  f(k). The average length of the longest descending chain on an interval of length n is 1
greater than the average length of the longest descending chain starting from the
position of the largest element, where the largest element may be found at arbitrary
positions with a probability of 1/n. The recurrence relation has as solution
corresponding to the harmonic number H, =1+ %+ 1/3 + Y4+ .... + 1/n, which can be
20  validated by substituting H,, into the equation and performing induction on n. H,, is
proportional to the natural logarithm of n. Thus, although array M is allocated with size
h, only a small fraction of size In(%) is ever used at any one time.

Computing min and max with modulus / permits arbitrary growth of the
used intervals of M as long as the distance between the numbers remain within 4.
25 The choice of initial values for M implies that cut-points may be
generated within the first h offsets. The algorithm can be adapted to avoid cut-points at
these first h offsets.

The expected size of the chunks generated by this procedure is around

2h+1. We obtain this number from the probability that a given position is a cut-point.
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chunks gene
from the probability that a given position is a cut-point. 25 Suppose the hash

h diff t ile : th lity } t nedopyk:
e e e VB4R TRS0 (05, RAPATIRY (ARG DY 0

Thus, the processing loop may be entered once for every entry and the
combined number of repetitions may be at most n. This implies that the
average number of steps within the loop at each call to CutPoint is slightly

less than 2, and the number of steps to compute cut points is independent of
h. 3 spoceteahdshayaliu@sliemn passeiemanissiorm tHe pesbbNgycRaiBermined
between min and max, we will see that the average distance between min
an@¥nax (Imin - maxi % h) is given by the natural logarithm of h. Offsets not
included betweew fwo_adjagepygiyries in M have hash values that are less
than or equal to the two entries. The average length of such chains is given

by the recurrence equation f(n) =1 + 1/n * Y-kl n 15 f(k). The average length

of the longest degﬁﬁﬂgmga%glﬂs arHté%'i%‘E}’cﬁl pf length M%@eﬁe;tp@h +1)
the average length of the longest descending chain starting from the position
of tildiraigesicrenhehtliyhehenive insgEstientiméneenay be found at arbitrary
positions with a probability of 1/n. The recurrence relation has as solution
corresponding to the harmonic number H. =1 +'/z + 1/3 +'/, + .... + 1/n, which
can be 20 validaldy byosabstituei#yha cirmy tted soergtivacaredy ot farshitgplifying the
indygtigg.on n. H. is proportional to the natural logarithm of n. Thus, although
array M is allocated with size h, only a small fraction of size In(h) is ever

used at any one time. Computing min and max with modulus h permits

arbitrary growth E)f /H]ahusgd interyals of M as long as the distance between

the numbers remain

cut-points may be generated within the first h offsets. The algorithm can be

ithifT'h. 25" The choice of initial values for M implies that

) {%ﬁ%;}?&ﬁb@ﬁmﬁ%gg@%% ggﬁhptgﬁset& The expected size of the

IS proce around 2h+1. We obtain this number

The only odd Bernoulli number that is non-zero is B; which has a corresponding value

of — 2. The even Bernoulli numbers satisfy the equation:
Hw(2n) — (_1)1’1-1 2211-1 nzl‘l an/ (2n)!

The left hand side represents the infinite sum 1 + (1/2)2n + (1/3)2n + ...,
which for even moderate values of n is very close to 1.
When m is much larger than 4, all of the terms, except for the first can be ignored, as we
saw by integration. They are given by a constant between 0 and 1 multiplied by a term
proportional to #<' / m*. The first term (where B, = 1) simplifies to 1/(2A+1). (the
second term is -1/(2m), the third is 4/(6m?)).

For a rough estimate of the expected slack consider streams s;s3 and s,s3 .
The last cut points inside s; and s, may appear at arbitrary places. Since the average
chunk length is about 2/ +1 about Y4 th of the last cut-points will be within distance % in
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5 Approximating using integration f o <x<m 1/m (x/m)2h dx = 1/(2h+1)
indicates the probability when m is sufficiently large. The probability can be
computed more precisely by first simplifying the sum to: 10 2h+1 2h (1/m)
:0<k<m k e which using Bernoulli numbers Bk expands to: 15 (1/m)2h+1

1/(8Btly, -endks 2T+l kbhehsiked Blt Biahestkaldie @nly adeh BesaRull of the

number that is non-zerg is B 1, which has a corresponding value of-'/2. The
evEASBR RSN RN St d e dititntfol froother Ry ong fistinss da These
B2gohtZBitd ReteiuhpbmSidRraarese Msthenmiinie sumok thd148020tpoints in s,

(1/3)2n + ..., which for even moderate values of n is very close to 1. When m .
is iRl dedndiviange dpige thhé, SRespproiahelankiamesfiieapraynd Vs

5 we725isaw by-integnatiop.ckhey are given by a constant between 0 and 1
multiplied by a term proportional to hk-1 / mk. The first term (where Bo = 1)

simplifies to 1/(20145: (i&*08el5HS A8 oy (BIdSPeRd i RS RIS

rougheEsiimatad #enaxipacieshslacvepnRigeiosuramsssigd and s2s3. The
last cut points inside s1 and s2 may appear at arbitrary places. Since the

average 30 chunk length is about 2h +1 about'/a'th of the last cut-points will

be within distancetaihis2m bathsitaneypar ibeiifwilcantibiie thaeuwtpinisatuting
around 7/8 h. In another"/2 of the cases, one cut-point will be within distance

10, iR BHERHES T R h VR HE S8 &GRS AL A RGRABIARS Hid ik Bp4tyerage
Thenrenmaig g éddtirehboe dast & -9aids for sveangosAivilbe-Nidistansen of length
larger than h. The expected slack will Eferefore be around '/4 5 7/8+'/2 *
1A PSS KPS Bt SRR BV PR ASA RO iene
appreaehtisof an ascending chain within intervals of length 4. We observed that there will

in average only be In /4 such updates per interval. Furthermore, by comparing the local

15 maxima in two consecutive intervals of length /4 one can determine whether each of the

two local maxima may also be an /4 local maximum. There is one peculiarity with the
alternate procedure; it requires computing the ascending chains by traversing the stream

in blocks of size 4, each block gets traversed in reverse direction.

20 In the alternate procedure (see FIGS. 10 and 11), we assume for
simplicity that a stream of hashes is given as a sequence. The subroutine CutPoint gets
called for each subsequence of length / (expanded to “horizon” in the Figures). It
returns zero or one offsets which are determined to be cut-points. Only In(%) of the calls
to Insert will pass the first test.

25 Insertion into A is achieved by testing the hash value at the offset against
the largest entry in A so far.

The loop that updates both A[k] and B[k] .1isMax can be optimized such
that in average only one test is performed in the loop body. The case B[1].hash <=

A[k] .hash and B[1].1sMax is handled in two loops, the first checks the hash value

27



0.66 * C, which is an improvement over the prior art (0.85 * Q. There is an
alternate way of identifying cut-points that require executing 10 in average
fewer instructions while using space at most proportional to h, or in average
In h. The procedure above inserts entries for every position O..n-1 in a

streafinef iengtha i iR RaSifides imthe keI Pie RLOGKIUTENS Sh&NMse can be

update when encountering elements of an ascending chain within intervals

of IRyt husing arieer bat iy iedateinlid R/eusd BrRrgwdts QrH Lja4is

per interval. FUrthgemesR 1Y saranaitguiRe iacal koo mxinmaiidWavrites to A, and
consecutive intervals of length h one can determine whether. each of the two

locHIitRSAMATSHY &S Br/arPRRESPRT G OTHSHO S i) Wagpte to

5 thea @liesaale RERCESPES e WYas GRINRIAIRIYINByassRidINg BRAIATBYrom index 0
traversing the stream in blocks of size h, each block gets traversed in

revEr&EAFREEAH UM o AirRacd b cal e (4de il @150 1RAuisBs T cqppputing the

assYMAakshIBRHEILYsHsaiSH SRMOVIRRIE S g IVBHaaRI ATIREURREAs Ty steps
subroutine CutPoint gets _called for each subsequence of length h (expanded

to ‘HdhssHeintthe Elinedrsh WRAMYS zero or one offsets which are

determined to be cut-points. Only In(h) of the calls to Insert will pass the first
test. 25 Insertion into A is achieved by testing the hash value at the offset

10 5g enefits. of the 1 GHAZOEIAMS |tk AK] and BE

Q . isMax can emﬂm s tﬁzﬁ imrmlyt@@ﬁ)baﬁﬁamﬁcmmeﬂe filter
in the loop hody, The case B E1]. hash <_ Alk] . hash and B E1].. i sMax.is
har’?&fiél??ﬁ ﬁﬁ%{b@fﬂfhﬂ%ﬂ@%ﬁ%@ﬂ?@%}? &i‘ﬁ&t%?oﬁéé‘?ﬂgf%éﬁ‘] §4pinimal
untghifng Bt IRSsiphle-aaepna tdpowieas Alkkrd perathescase can be handled
using a loop that gnly updates A[K] followed hy an update to B E]1 ] . i sMax.

e ol o ot R TS Y AV R L AR A faetatible

15 loopehoisting R stittate cCRfipaiaanis ksl aigurtadindingrosaximevct e lastwiptiathe
to K] . i sMax may he performed by binary search or py traversin
e RSy oS Tee 8 AR B SR BU g methods

CutPoint also re@étes feheampuitiidiichave a locality property of cut points. All cut

points inside s3 that are beyond horizon will be cut points for both streams s1s3 and
$2s3. (in other words, consider stream s1s3, if p is a position > |s1|+horizon and p is a
20 cut point in s1s3, then it is also a cut point in s2s3. The same property holds the other
direction (symmetrically), if p is a cut point in s2s3, then it is also a cut point in s1s3).
This is not the case for the conventional methods, where the requirement that cuts be

beyond some minimal chunk size may interfere adversely.

25 Alternative Mathematical functions

Although the above-described chunking procedures describe a means for
locating cut-points using a local maxima calculation, the present invention is not so
limited. Any mathematical function can be arranged to examine potential cut-points.
Each potential cut-point is evaluated by evaluating hash values that are located within

30  the horizon window about a considered cut-point. The evaluation of the hash values is
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rolling hash at the last position in the window being updated. This takes as

many steps as the size of the rolling hash window. 10 Observed Benefits of

the Improved Chunking Algorithms The minimal chunk size is built into both

the local maxima and the filter methods described above. The conventional
impleveRiatieas jaavirathahthr AninieabrcRUNKLSE Sy isneURR!IR $RP&HRIEN ocating
with an extra parameter, The local max (or mathematical) based methods
protiies FEESYARI S I THEBRAOEARK uHivRgS TR MRINES PR Rorizon,

CORNURSSIRN LYETHRARaWRken Theh lididethadaalse PapgeieaschstierBlagites and

performance than the conventional methods. Both of the new methods have .

a | GORMRS I8 e B EREHBM AL AR YR Hstied thaome pbgbRtthematical
5 hordzQmumutl e et pents for both streams sIs3 and s2s3. (in other words,

consider stream slIs3, if p is a position >_ Is| I+horizon and p is a 20 cut point

in sls3, then it is ISPATHGHEEMR AU FnetnadpropRrt Mprdutie fofaral

dirgediamiSymmIaticphicar IS a-cut printie s£m3wHies JlilsalseraCi theivbject, p

in sIs3). This is not the case for the conventional methods, where the

redSifBATEREEARE IR S Tdeying Bathe Mlfthk WhGHKsh AR SkerRey P <k <
adveigglyodo AlsRRLIVEMathematigrlienciansALPRMEN Wit any other

above-described chunking procedures describe a means for locating

10 oy ipshsatisabianeiion mukavdexiatingiBamsee srideaf thedRYHIR ot so
limited. Any matheatical ipestiacsn be.apanged In@REVNR RRGHpR e

cut-points. Each potential cut-point is evaluated by evaluating hash values
thafesraiRsioned hammmdasiarasnd s nhHSS ABBLT HWorkibe FRYcatiRporifice many

ThegysluaLaR of the iashilves iR M8rcsaRRIRedRY IR MatBematisal scope

function, which may include at least one of locating a maximum value within
theohdpezBHY cRItatinBea RN vdties Wil e RgRsilcrapeRdity a
difference between hash values, evaluating a difference of hash values and
comparing the result against an arbitrary constant, as well as some other
mathematical 5 or statistical function.
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The particular mathematical function described previously for local maxima

is a binary predicate " > ". For the case where p is an offset in the object, p is
chosen as a cut-point if hashp > hashk, for all k, where p-horizon <_k <p, or

p < k<_ p+horizon. However, the binary predicate > can be replaced with
anyathek tmathgmatical function without deviating from the spirit of the
invention. The above specification, examples and data provide a complete
description of the manufacture and use of the composition of the invention.

Since many embosistentooiithiatingerttjectscavebe meds nidtewtdedactihdevice and
froglrt6he %)i({ietvrflcned socogje .of the invention, the invention resides in the claims
hereinaer appericfeg.1 §\Wat is claimed is: 1. A system for updating objects
over a netwakkireforemmalcoglditstBresethantdmeteodeviesrgdmipridifsgt af a first
meg ngcftog C&@Péjrﬂn% efi]rlscte fingerprint function at every byte offset of a first

object on the remote device; a means for chunking the first object on the

remote devinednadedabnrthimgitht fingetgeictt danlotiormatentans: foasedroptimnfrst
a remote ;siilgtr}%}]ucrt%;lor each chunk associated with the first object on the

remote evice; a means for generating a remote signature and chunk length

list on the s@mate fdeviceywingreirttivda siputeisigoatard emchEmasiclietegthviibtthe
is af%%?g't%e (y}/liﬁ]l etfrle n{i(;%t dotv)leg_t; a means for computing a second

fingerpri function a everyeby%e’offset of a second object on the local

device, wherethe firgantitegondobje sigrterassoothted Veitigtliohsg andhkeemote
and where the first fingerprint f on. hed to the second fingerpyi
e e 2o I R 8 RPN e e
on ¢heesiecond fingerprint function, wherein the means for chunking the first

object on g]&gglgg?s? computing a second fingerprint function at every byte offset of a
second object on the local device, where the first and second objects are associated with
one another, and where the first fingerprint function is matched to the second fingerprint
function;

a means for chunking the second object on the local device based on the second
fingerprint function, wherein the means for chunking the first object on the remote
device is matched to the means for chunking the second object on the local device;

a means for computing a local signature for each chunk associated with the
second object on the local device, wherein the means for computing the local signature
is matched to the means for computing the remote signature;

a means for generating a local signature and chunk length list on the local
device, wherein the local signature and chunk length list is associated with the second
object;

a means for negotiating a chunked transmission of the remote signature and
chunk length list from the remote device to the local device over the network such that
bandwidth use is minimized for the transfer of the remote signature and chunk length

list to the local device;
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device is matched to the means for chunking the second object on the local
device; a means for computing a local signature for each chunk associated
with the second object on the local device, wherein the means for computing
the local signature is matched to the means for computing the remote

signatu re;mmf@&&ﬁﬁfﬁg AERAGRRL HeRaltKeIRNG b lanathlistesnd
e

the local device, wherein ocal signature and chunk length list is

asSBersty wAmRAENEsHacHsjese T rrashiehikspetikitigotkh riRely signature

trapgaissign Iehfaeranptesigeatdee@pd chunk length list from the remote
device to the local device over the network such that bandwidth use is

minimizecABICARS fRAASRUCHMBLPaRRsISRyRAbRtleashere iR rsheRiF o shig fhizom
localcdevices 30vaeneras dardAsrtibiea.difenenaes bsjwvesndthe fksbabissiect are

and the second_ object by comparing the local signature and chunk length list

to #96HEHsdRYSIBR MEFEIGHE e hunk length list on the local device; a means

for requesiingdraemissianiafat feast Ras Updardebiesiceheninl Srontig remote
remote device when differences between the first object and the second

objeYisrdoitiertfaldsy B NsE A agiaerk: Athns for transmitting the at least

one updatgehenieebLhuanieidMihe depyaiethiaviceots dhelogr) eyiGR @ehvith the
the network; and a meﬁns fgi{) reassembling a copy of the first object on the
loc&l FavieusHRfaRe AVREESERE updated object chunk. 2. The system of

claim 1, further comprising a means for requesting an update for the first
object from the remote device. 3. The system of claim 1, further comprising a
means foﬁrequelﬁﬁgsgﬁelaa&eaia%rlt@lﬁ?g{ U T EFBL AU IAS an
Thesystefor o< aiso ohj v erain the gatiatingetheechunked transmission of the
remote signature and chunk length list comprises sending at least a portion of

the
3. The system of claim 1, further comprising a means for requesting an

update for the first object from the local device.

4. The system of claim 1, wherein negotiating the chunked transmission of
the remote signature and chunk length list comprises sending at least a portion of the

remote signature and chunk length list from the remote device to the local device.

5. The system of claim 1, wherein one of the local device and the remote

device is a client, and the other of the local device and the remote device is a server.

6. The system of claim 1, wherein the network is at least one of: a direct
wired connection, a parallel port, a serial port, a USB port, an IEEE 1394 port, a
wireless connection, an IR port, a Bluetooth port, a wired network, a wireless network,
a local area network, a wide area network, an ultra-wide area network, an internet, an

intranet, and an extranet.
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remote signature and chunk length list from the remote device to the local
device. 5. The system of claim 1, wherein one of the local device and the
remote device is a client, and the other of the local device and the remote
device is a server. 6. The system of claim 1, wherein the network is at least

one of. a direct Witk ARRARSIARIA PaTALelRAHe theStiAlRRUnMHHRE e

IEEE 1394 port, a_wireless connection, an IR port, a Bluetooth port, a wired

netHUEC Tivrast Fiatiforrsosidbihrati hastsRit CRifftereal orisiican
ultrgoMijis ey e atRatW RAKh AR INKRINGT AR INHRNRY anthabexkaesthdlotal &ice.

system of claim 1, wherein the means for computing the local signature for
each chunk associated with the second object on the local device comprises

a strong hgshingrfungyiaenihat dsapnliechtociRa i mpkssaBriiR i fieigerdces

The system of claim 1, wherein the means for identifying differences,

belFEERChEGLishpRictAn the SSseaA@WsR Qndhehech) davirs fompEssSTises:
a means feheRMPRIREiHaHeNOEsigbRIse anteGiHIth eNatkh st IR thetlrcRcal

signature and chunk length list; a means for identifying at least one difference
betiERM i rdRidBislghEfistand chunk length list and the local signature

and chunk el fistidmEgng tansasnpivditieaideastns difecanse saHeure and
remote signature and chynk length list; and a means for.identifying the at

leaStUHE! ALY Bifdle Ac BRI EHY leﬂgfbvééth the at least one

differenceaandatiiefse meppisig fiaiurecanchabunttdengtdsheSetde systatiretind
claim 1, wherein the means for computing the first fingerprint function at
ev&@"%&??ﬁ SB5ARL first object on the remote device comprises: a means

for providingnaasmnadt wisrdviiahésatataseoaedpiavadigachchyit POSIHBO mapping

eSqociled it e frs ohlecs Nt eens (o 9enelating & ISR i

9. The system of claim 1, wherein the means for computing the first
fingerprint function at every byte offset of the first object on the remote device
comprises:

a means for providing a small window that is referenced around each byte
position associated with the first object; and

a means for generating a fingerprint using the small window at each byte

position.

10.  The system of claim 9, further comprising: a means for adjusting a
window size associated with the small window based on at least one of: a data type
associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the network, a usage
model associated with the first object, and a usage model associated with the second

object.
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position. 10. The system of claim 9, further comprising: a means for adjusting
a window size associated with the small window based on at least one of: a
data type associated with the first object, a data type associated with the
second object, an environmental constraint associated with the remote
device, and environmental constraint associated with the local device, the
characteristics of the network, a usage model associated with the first object,

and a usagb mod@ra¥steaed ¢tk thwhsseshire dhje dingornrintijactiparepmprises at
clajgast onbereining fustfiogaspiing RGHPL EABRIEESs dfcIRaHi AR GksB function, a

hash functign using a Rabin polynomial, a cyclic shifting hash function, a

32 b L LR RMEEHRN12. The system of claim 1, wherein the means for
chunking the first object on the remote device comprises a means for
determiniﬁg at least one chunking parameter. 13. The system of clajm 12,

wherein themeah&rSY LA GG e fithIBjBdReIRSHS fR Nl B ditHeblect

CopRFiReRofB RN RGBT AR ans Tonking haizg R fTen hik ahleashone
chunking parameter; a means for computing hash values at each position
witRIFAME st object; a means for applying a mathematical function to hash
values located within the chunking horizon around each position within the
first object; a means for designating at least one of cut-pqints and chunking

boundarie> whe ek &hAHEA ! rurtRhens T Baer Son g iU gdrSt object

chunkingriieotissicanjectimidr Hoengaisignated cut-points. 14. The system of
claim 13, wherein the mathematica! function comprjses at least one of

determinifg S RAFCURIME RIS %&E&ﬂ“u%?@?ﬁhﬁiﬂd%%%ﬁﬁlwkmg

valpgrmiiigtbr;the horizon, and evaluating differences between hash values
within the a means for computing hash values at each position within the first object;
a means for applying a mathematical function to hash values located within the
chunking horizon around each position within the first object;
a means for designating at least one of cut-points and chunking boundaries

when the mathematical function is satisfied; and

a means for chunking the first object with the designated cut-points.

14.  The system of claim 13, wherein the mathematical function comprises at
least one of: determining a maximum value within the horizon, determining a minimum
value within the horizon, and evaluating differences between hash values within the

horizon.

15.  The system of claim 12, wherein the means for chunking the first object
on the remote device comprises:

a means for determining a horizon, a trigger value, and a list of other triggers
from the at least one chunking parameter;

a means for computing hash values at each position within the first object;
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horizon. 15. The system of claim 12, wherein the means for chunking the first
object on the remote device comprises: a means for determining a horizon, a
trigger value, and a list of other triggers from the at least one chunking
parameter; a means for computing hash values at each position within the

first object shasmaappanaRRMNEAdmMathamaticabilediotoaihe@ahash value;
computed hash value; a means for designating at least one of cut-point

chunking BARFISHRE dHERAIRS A\ ATRYARE CACHIFRAIBhchM Ak agheuRdryss When the

valypdbagivenfefaespneattainsithe athendiogess at atfeoHesrendinge other
offsets given by the horizon; and a means for chunking the first object with

theldaeighakal] eorphonRdingsO RIS ¥R I LrRIZ Whtre the

mathematicalfimqueaIAIREIES Afs1eBRPRARTH BEedicatal thatppaes hash
values into a Boolean value, and another mathematical function that

partitions hash values into a suitable small domain. 17. The system of claim

12, furthen gomprising; stemedrsafal B8ljusting thenaitHeastionenaiiiddR@mprises at
parameter based on at least one of: a data type associated with the first
0

bjl5aE! 8t &/PE HSAHCIRRE RN YBUSH BB ARG ASHAZPther

congikBithabissPRiatedMitht tha tiEtRtBAR VisSRIca Nt A VIRATTEH A Canstmint
associated with the local device, the characteristics of the network, a usage

model associated with the first object, and a usage model associated with

the secondmbjecthd Systba systeim abckifhdr, Jortpakiaemprisiig: farmerpReiethe at
receiving the E}j}#est for transpission of the at least one updated objec

chiffe o e OB EPAERMS RS 02 Péri%%&tr%ﬁrﬁ’&ﬂm i ¥8§P&?§lﬂﬁéa¥éﬁ‘ the
objfed eimuds, fiaindhepsesend ardeatioméhe Jaia ol de\Viae: iy iiespRite ikeaint
received request for transmission of the at least one updated object chunl%;a}l
eI PSP E JBY e AP B LU B AR A Che
Withocal device, the characteristics of the network, a usage model associated with the first

object, and a usage model associated with the second object.

18.  The system of claim 1, further comprising:

a means for receiving the request for transmission of the at least one updated
object chunk on the remote device;

a means for extracting the at least one updated object chunk from the second
object on the remote device in response to the received request for transmission of the at
least one updated object chunk;

a means for sending the at least one updated object chunk over the network with
the remote device;

a means for receiving at least one updated object chunk from the network with
the local device; and

a means for updating the first object on the local device with the at least one

updated object chunk.
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the remote device; a means for receiving at least one updated object chunk
from the network with the local device; and a means for updating the first
object on the local device with the at least one updated object chunk. 34 19.
The system of claim 18, wherein the means for updating the first object is

arranged t@provide ayRew ARieEkAN thevlRsakdavisRnhRseip heHan-aiadbiect

includes the at least one updated object chunk. 20. The system of claim 1,

furfh SFTEBRTISIRE Adnaany BRIFSEaR R tprebiquics: sheGiReaesppbisct includes

chypk frasasthsoapusid vitbcthanlagal device; and a means for assembling
an updated first object on the local device with the at least one updated

object chunk. 21. The system of claim 20, wherein the means for assembling

the updated. firstrpRjegitisi{eftoR:AMangatsushphalibe updated first object
includes at least one unch.angfed chunk from the first gbject. 22. The system

of claim 13WREFRSHARESRTDERS TBF Algatiant e aied hunrkfrgidit aetherk

remate gignaialrgcangd chunk length list from the remote device to the local
device over the network comprises: a means for chunking the remote

signature AMFEHUIRE RSARPIIEEAR tRdaishbtst asl b By dords dr wisE Ay the at

remeie signasdseandjsbletaingth list; a means for computing a recursive
remote signature for each chunk associated with the chunked remote
signature and chunk length list on the remote device; a means for generating

a recursive remofg signaiurefand s k/iesneih thst asatiieforemetatiierewitdated
the recursive remote signatures and the chunked remote signature an
ch H&H%E’Wﬁﬁ‘i i ,%hﬂé)ﬁ?él%?eéf}ﬁﬂE?Hbth‘?euﬂfgé?iigﬁéﬁﬁlgcgﬁﬂc ﬁmwﬁi%%one

list\greibedatahunk from the first object.

22.  The system of claim 1 wherein the means for negotiating the chunked
transmission of the remote signature and chunk length list from the remote device to the
local device over the network comprises:

a means for chunking the remote signature and chunk length list on the remote
device to provide a chunked remote signature and chunk length list;

a means for computing a recursive remote signature for each chunk associated
with the chunked remote signature and chunk length list on the remote device;

a means for generating a recursive remote signature and chunk length list on the
remote device with the recursive remote signatures and the chunked remote signature
and chunk length list;

a means for chunking the local signature and chunk length list on the local
device, wherein the means for chunking the local signature and chunk length list is
matched to the means for chunking the remote signature and chunk length list;

a means for computing a recursive local signature for each chunk associated

with the chunked local signature and chunk length list on the local device, wherein the
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device, wherein the means for chunking the local signature and chunk length
listis matched to the means for chunking the remote signature and chunk
length list; a means for computing a recursive local signature for each chunk
associated with the chunked local signature and chunk length list on the

localdayifs cvhpirindg: RRUNEANRIAN SRMALIING MAJdRUHSNR a6ahs for

signature is matched to the means for computing the recursive remote

sighre e eSS WY esaratinicdd®¥eeirsive local signature and chunk
length list pmhiags ReakdemMerM R DR KRCINSIVE dasalrsignatiaik anshtheist on the

chunked local signature and chunk length list, wherein the means for

f
gehiaity e YBRURS Ve Mg firaHEF Ak sshyik il s shsigidiregnd
thecmgansiemaenerdsnd B BRUIRIVEr TeMaiR SNt WEeuBRE (huankilenatke and
list; a means for negotiating transmission of the recursive remote signature
andPeRkMeRRJH IRtRERChE BRBE R {RESTBRENS AP SRRNEEVGVERPE signature
netwarkhsw&hdhath Rgndwidth use is minimized for the transfer of the
recursive remote signature and chunk_ length list to the local device; a means

for identifAngcaM R NESS iRl BAN R se o RS &AL S g RER IS R R 3he

lengiibdistcuaehthe: reswraive deed signadutetianth cd1wkiengtbrliskartherlogah that
device; a means for requestjng transmission of at least one updated

sigRARAPEUHURR FBHTIRZ RO A AR S RE BiFFSHENE S SRe udiatiniatje and chunk

betwean the tegidriivel viete signature and chunk length list and the
recursive local sig at%e and ch élength list by the local device; a means

for transmitE AL HEALTBAR LHOFATBECSIBRAIENR DSURRYINT IR Y mighature and

deieentolthetlotial slevite Rvardie Retvoidaattierain thenlequesiadesdadstocal
one,_updated signature chunk is associated with the remote signature and
chdir"m féhgth list; and a means for assembling a copy of the remote

signature ancteifds legathtiigt @Mnsmission of at least one updated signature chunk
from the remote device when differences are identified between the recursive remote
signature and chunk length list and the recursive local signature and chunk length list by
the local device;

a means for transmitting the at least one updated signature chunk from the
remote device to the local device over the network, wherein the requested at least one
updated signature chunk is associated with the remote signature and chunk length list;
and

a means for assembling a copy of the remote signature and chunk length list on

the local device with the at least one updated signature chunk.

23.  The system of claim 22, wherein the means for negotiating transmission
of the recursive remote signature and chunk length list from the remote device to the
local device comprises: sending at least a portion of the recursive remote signature and

chunk length list from the remote device to the local device over the network.
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the local device with the at least one updated signature chunk. 23. The
system of claim 22, wherein the means for negotiating transmission of the
recursive remote signature and chunk length list from the remote device to
the local device comprises: sending at least a portion of the recursive remote

signature and chyRk{RRgHbIiI{IRM AN KerRtehd eyiaRsteothairtah dede8mote
over the network. 36 24. The system of claim 22, wherein the means for

chaHRIAGERand AgRK Saethdist ahd e AR FetgtiTTiSPBREESTemote device
comprises; aéngaftsy iQngampeingiaithitdinesrprinkisnstionat ByR¥ideof the

offset of the remote signature and chunk length list on the remote device;

andeipie sl asreRaAIGhhisreot erthstrRdrdermrshgth list on the
remote davigaRasee bt ingerprithiunciionduRrodsahR CiMEdmote

remote signature and chunk length list. 25. The system of claim 24, wherein
thedﬁé%gaﬁﬁdamﬁ Yy EngeTgifhain AP hsthnksdarmote sigppture

devige Gamprisssh &igneans for computing a fourth fingerprint function at
every byte offset of the local signature and chunk length list on the local
device, wherein the fourth fingerprint function is matched to the third

fingerprintfinctiameageienmgansaior£hunkisg the tesalssignatunkiapdieneek
length list on the local device based on the fourth fingerprint function to

proVIE S R AR SaRiBRRn Ae AR bACHRASABIATIRGS  wherein the
means foraGhuinkiTartbenpaahsigratiie fnetghunkulemigi disiverytherdasmet of the

device is.matched to the means for chunking the remote signature an '
chl(ﬂ?@le%qﬁtﬂgﬁi L A g1 %.lﬁ?f @%&W&P&?Mﬁées)wﬂimemﬂnt
thefimeans fomaeshiauiting ibitdinhdergenprinidunctianiand the means for
chunking the remﬁte signature and chunk length cIggiﬁjon the reﬁgote dewc&Cal

employs & MfARSAP RSB RS THETHEE AL S EpA G thaTitas
fingerpenbisaciantedihh Meens for flpunsing e ik wbjesitedhe iemateture
de\elllr(l:g chunk length list, wherein the means for chunking the local signature and chunk
length list on the local device is matched to the means for chunking the remote

signature and chunk length list on the remote device.

26.  The system of claim 25, wherein the means for computing the third
fingerprint function and the means for chunking the remote signature and chunk length
list on the remote device employs a different methodology from the means for
computing the first fingerprint function and the means for chunking the first object on

the remote device.

27.  The system of claim 24, wherein the means for computing the third
fingerprint function and the means for chunking the remote signature and chunk length
list on the remote device employs the same methodology as the means for computing
the first fingerprint function and the means for chunking the first object on the remote

device.
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27. The system of claim 24, wherein the means for computing the third
fingerprint function and the means for chunking the remote signature and
chunk length list on the remote device employs the same methodology as
the means for computing the first fingerprint function and the means for
chunking the first object on the remote device. 37 28. The system of claim
24, wherein the means for com@ﬂin the third fingerprint function at evert)()ird

byte offsetdf the TR EigAHE e WhHSRUEHGRERRE &Y tHRRErTgthe
deviae P MERS: shIeaARS O Ry ovigingransial ywndaw thatisdreferneadth list on

around each byte position associated with the remote signature and chunk
lenh RSO ISR EARY TS enerating a fingerprint using the small window at

each bytea pR&iHofordFoV [ieny:stena] PhveiIw 2Ba i e 6AMRHENEd 2IPEBNE
for adjusting a window size associated with the small window based on at

leaRPBHENG ity Redsmate R RIstuBieeng bt fp
associated wishnthfseemstdiijagingerpeiviienip e aheonatriohaaseeiaide
with the remote device, and environmental constraint associated with the
locBPYEOIEe, the characteristics of the network, a usage model associated
with the first object, and a usage model associated with the second object.
30. The system of claim 24, wherein the third fingerprint function comprises
at least oéeg of. alTSSH T 065 Bheta REBSH SURMEREI ?&W&ﬁf‘&f’rﬁl%mg a

hashinflovenR, R32iéAeHer hrshniinelindew baddiBosyst@ms0bsdadm 2data type
wherein the means for chunking the remote signature and chunk length list
on RO FLHTEY B e Kt ABHSe SHHERS ?5?%%%%%}?@11%?%3%@8 ct, an

recensiven slannki ngneaian etesc iz dTRasisiesmotcirivic 8 landkargivihental

means for chunking the ote signature and chunk length list on the remote
d e&f&%sﬁﬂgm&s%% 0 ?fzgért_%rﬂle ?ocalgdev}ée, t%e characteris‘plgs OP the network, a usage

model associated with the first object, and a usage model associated with the second

object.

30.  The system of claim 24, wherein the third fingerprint function comprises
at least one of: a hash function using a Rabin polynomial, a cyclic shifting hash

function, a 32-bit Adler hash function.

31.  The system of claim 22, wherein the means for chunking the remote
signature and chunk length list on the remote device comprises a means for determining

at least one recursive chunking parameter.

32.  The system of claim 31, wherein the means for chunking the remote
signature and chunk length list on the remote device further comprises:
a means for determining a recursive chunking horizon from the at least one

recursive chunking parameter;
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a means for determining a recursive chunking horizon from the at least one
recursive chunking parameter; 38 a means for computing hash values at
each position within the remote signature and chunk length list; a means for
applying a mathematical function to hash values located within the recursive

chunking horzaR asPEhERARD; Pasitienuvithinibe E@Mﬁ MIRRHE RA Y BKature
length list; a means for designating cut-points in the chunking boundaries

whistftrRIk derghatital function is satisfied; and a means for chunking the
remote signAKe anchppkdangimiistanithl the cdesignaiad eiiRaisised vithin the

The system of claim 31, wherein the means for chunking the remote
SigFREHFRVE T EHIRK DORGEN RSP BRCHARE RpABHEC B VAU ARfhESMQI A FR@argand chunk

meRggtprgdetermining a recursive horizon, a recursive trigger value, and a
list of other recursive triggers from the at least one recursive chunkin

parametef DFABSIY AsSEORiREing R s chrakig BBERﬁ?ﬁiWifﬁhg’?‘EHBe

rengig &gnMreinrRidchwakidasatiadist; a means for applying a mathematical
function on each computed hash value; a means for designatir{ﬁ]at least one

of cut-poirft &SR CAUARING BB IRUIERRLCSIFEATHE AR, HwtHh the
attainsdhedeeupymisigger value at a given offset and attains the other
recursive triggers at all corresponding offsets given by the recursive horizon;
and a means for chunking the remote signature and chunk length list with the

designategcut-poitsy 3dmidiepysiem ahelaimtBe nwheyedhehmaingmatieahote
function comprisgs at least one of. a predicgfe that. maps hash values into

B oBIBAH AL e AT o ABF RRRIEA iSC B YRS hash
values inta méeaitafoledsratidaipaifecursive horizon, a recursive trigger value, and a list

of other recursive triggers from the at least one recursive chunking parameter;

a means for computing hash values at each position within the remote signature
and chunk length list;

a means for applying a mathematical function on each computed hash value;

a means for designating at least one of cut-points and chunking boundaries
when the mathematical function attains the recursive trigger value at a given offset and
attains the other recursive triggers at all corresponding offsets given by the recursive
horizon; and

a means for chunking the remote signature and chunk length list with the

designated cut-points.

34.  The system of claim 32, where the mathematical function comprises at
least one of: a predicate that maps hash values into Boolean values, and any other

mathematical function that partitions hash values into a suitable small domain.

35.  The system of claim 32, wherein the mathematical function comprises at

least one of: determining a maximum value within the horizon, determining a minimum
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35. The system of claim 32, wherein the mathematical function comprises at
least one of. determining a maximum value within the horizon, determining a
minimum 39 value within the horizon, evaluating differences between hash
values within the horizon, summing hash values within the horizon, and

calcpiatingtrimaamainaskviRikes Wi NeEaRRN 305 T DeIsySiEmialthe

claim 33, further comprlsm? a means for adjusting the at least one recursive
ed4'8

chiiRkIARNp SRS 5B NATHES YIRS ROBFOR i G9l5u1akRg & Alean Rithash

thevﬁ[ﬁgpmm adalabe associated with the second object, an
environmental constraint associated with the remote device, and

environmental constraint associated with the local device, the characteristics

of the netwerk, aﬂﬂﬁaa@@télﬂ%ﬁEmﬁﬁﬁmﬂ%iﬁﬁrféﬁﬁ@bﬁ@hr@ﬁ@@&jﬁaﬁﬁg the at
model associated with the second object. 37. The system of claim 29,

%h%?ﬁ@%%b%ﬂwﬂmﬁ@w&ﬁﬁé.% afé?ﬁéttQIﬁ@faﬁﬂ%t?dV%f‘aéﬁOClated

S'Qﬁ@ﬂl‘ﬂEﬁecﬁwﬂbl")}é@pﬁla&wWa@%@&h‘ﬂéﬂk@ﬁh@f@@é@(ﬁ@%ﬁ@é@ A ¢hChtRtental
length list.on the remote device comprises a strong hashin g unction that is .

apﬁﬁ&&tﬁ%l‘%ﬁésé?ﬁﬁ?éﬁgr}é"élﬁHF&?BW%Q%H%?@%ISW&E’%‘%@ QYLraipt gpsociated

claimitR Za§ushe deoinp b Giatatiean i Teeaiving e eAgeshdde! associated with
transmijssion_of tr%&gt least one fdated sgnature chunk on the remote

delite SRR O SArAERTRHR ArRear ASREGQGRRSFE chunk from

the remote signature and chunk length list on the remote device in response

to the received request for transmissijon of the at least one updated signature .
chunk; a méans ﬂ?ﬁﬁwﬁﬂamggw U560 RREPEHLRR Tgareursive

therﬂﬁM@ﬁlgﬂMﬂidfﬁ@r r@@lﬁﬁ@d%ﬁ%ﬁc@ﬂk&ﬁ@&cﬁ@fe@ﬁﬂhlﬂ@ ahleasti @B ote signature
pdat ignature chunk from the network with the local device; and a . )
mge o AR S A SR RIS
on afligiddoal e vieaite thardisleashenanpelateitsignature chunk.

38.  The system of claim 22, further comprising:

a means for receiving the request for transmission of the at least one updated
signature chunk on the remote device;

a means for extracting the at least one updated signature chunk from the remote
signature and chunk length list on the remote device in response to the received request
for transmission of the at least one updated signature chunk;

a means for sending the at least one updated signature chunk over the network
with the remote device;

a means for receiving at least one updated signature chunk from the network
with the local device; and

a means for assembling a copy of the remote signature and chunk length list on

the local device with the at least one updated signature chunk.
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40 39. The system of claim 38, wherein the means for assembling the local
signature and chunk length list is arranged to provide a new copy of the
remote signature and chunk length list on the local device, wherein the new
copy of the remote signature and chunk length list includes the at least one

updated signaturenehyblendt8f JRASYSIOM QEH AN Bearfy I SQTHMHSIMEE Bcal
means for receiving the at least one updated signature chunk from the

nethMUR N thehistalcaethdist dharensed ie FEP Ade ap T BY i o ramete
rengpieafignatrenank ichunkiengthinisioen deeilecalidevicenwitbwhe s R8sk remote

one updated signature chunk. 41. The system of claim 38, wherein the
meSRRABF YU A Thele bl BeluAes iompteasy AatRIaH SHERRIS Rt Hist

is further arranged such that the copy of the remote signature and chunk
length list includes at least one unchag%'%d chunk from the local signature

and chunibngti S 0é doltetd JPEBFCOMRIARSSIN the means for

identifyingadiftargreeseheiveandhe asussy ap@mate SignateR Ay ie network
length list and the recursive local signature and chunk length list on the local

deVidl dniprrlelevicraits for comparing the recursive remote signature and
chunk lengthésid@othsseamlinlye dopgl dignateie andoehtnk ipagthulistlength list on

means for iden_tifyin]%ia least one signature chunk that is associated with a
difféielsa e Hhd Fe AL RIS SO NSRS nk length list and

the recursive local signature and chunk length list; a means for mapping the

at least ong signature chunk to the remote signature and chunk lepgth list;
and a medhs for ﬁwﬁﬁwﬁglme%%t%%% {Eﬁéﬂeg@ G ERBHRE SRRy of

magpirgreedwieattite aideashrMengtgnatutefghhiaanddhesiemaig SIgnaipyef the
d chunk, length list, 41
an re(rzncgjtg sigggt(‘lglre e{rsld chunk length list includes at least one unchanged chunk from the

local signature and chunk length list.

42.  The system of claim 22, wherein the means for identifying differences
between the recursive remote signature and chunk length list and the recursive local
signature and chunk length list on the local device comprises:

a means for comparing the recursive remote signature and chunk length list to
the recursive local signature and chunk length list;

a means for identifying at least one signature chunk that is associated with a
difference between the recursive remote signature and chunk length list and the
recursive local signature and chunk length list;

a means for mapping the at least one signature chunk to the remote signature
and chunk length list; and

a means for identifying the at least one updated signature chunk from the
mapping between the at least one signature chunk and the remote signature and chunk

length list.
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43. The system of claim 1 wherein the means for negotiating the chunked
transmission of the remote signature and chunk length list from the remote
device to the local device over the network comprises: a means for
determining a number of iterations for recursive processing based on at least

one of. a data sizgassaciatetlmih the fisadiakirahaslals: sigeaaaasiaiednitRed
the second object, an environmental constraint associated with the remote

delieBSaIIBrRAitbRREME tgRatasdsdmKensiit thiqBtetsviess deyice to the

chagrgtesticsRbthee Retwenk caisaag model associated with the first object,
and a usage model associated with the second object, a number of chunk

signature< 2B 408 FSHHFNAR SR PBBIRE: O LI PR BEFeF MR SRsRsiR g based
assaciiesknii e chunkest rameiasionatiie-and: 6heok lengihiist add el with

system of claim 43, further comprising: a recursive procedure for processin

a siBnatsPehAR CHuMk BRI RS SRIAIY assArkdRS Wd?hcﬁ]i’ﬁﬁﬁmﬁt‘fHEVlc% and

sigaaishaRdtehetts tenathsist iadaravidal ebunkadcsignaithe anekishuks the
length list; a means for computing a recursive signature for each chunk

asd5OMIEY AntAHECATHRSCAEREIIR Bed B ORCEngt RdtagniBade fspociated

genarating RIGFI YR SRk ser dfid IRk denatasisisadintdd & TBoHEsiet object,
signatures and the chunked signature and chunk length list: a means for
initffZ R tRESSghStiRg SisaEhTetengmicist g e b st agnatypiyend
chunkdengtibtisisvhen additional iterations are required for recursive
processing; and a means for returning the recursive signature and chunk

length list when the recursive procedure has completed the number of

itgrations;zm.megnﬁef@y@éﬁpeﬁsi@‘gnthe,rﬁmmeﬁigmm@anq chunk length list
cignature S/ BOHRCIGF N PAPLTHE B e HHGER DT At REhure
and@hprkitgngth list, and by

a means for chunking the signature and chunk length list to provide a
chunked signature and chunk length list;

a means for computing a recursive signature for each chunk associated
with the chunked signature and chunk length list;

a means for generating a recursive signature and chunk length list with
the recursive signatures and the chunked signature and chunk length list;

a means for initializing the signature and chunk length list to the
recursive signature and chunk length list when additional iterations are required
for recursive processing; and

a means for returning the recursive signature and chunk length list when
the recursive procedure has completed the number of iterations;

a means for processing the remote signature and chunk length list with the
recursive procedure on the remote device by passing the remote signature and chunk

length list to the recursive procedure as the signature and chunk length list, and by
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42 returning the recursive remote signature and chunk length list from the
recursive procedure; and a means for processing the local signature and
chunk length list with the recursive procedure on the local device by passing
the local signature and chunk length list to the recursive procedure as the

SIgRAtkHEngRReGRUMK IRNEHM HR! s R FaieHRRk 18RSI IARE kSiaRaiere

and chunk length list from the recursive procedure. 45. The system of claim
1, RisrSehatitheans for generating the remote signature and chunk length

list on the {eRpgte fRVIERISSHENRE RIEANGeshioreaMPaRibk encekladheitemete

signature and chunk Ieng&h list. 46. The system of claim 1, wherein the

meSAERbY GRnsFAtiHg thdhotogeldgiict by ARt ias Ak Terdtignatars i gk length

deYi@@td}Stlfl@f%&[rﬁ“@ﬁﬁ%d@r@tam@%ﬂgnﬁﬁﬁ@ﬂﬁl%lﬂ@@r@ﬂﬂﬁﬂ @1@@9 returning
chunk length list. 47. The system of claim 22, wherein the means for

g ART TS fecal igratienind dgrsisre B chomdRega e OPrggdure.

remote device is further arranged to compactly encode the recursive remote
signature and chunk length list. 48. The system of claim 22, wherein the

means for'generdfiRGHHETPRFAUR Iothrsyhthc raeanyiensrreratigmhstenote

theslogatile vice deutictharariangadie eaivRatl cencaghdhariesbiediue Jogphctly
signature and chunk |length list. 49. A comp}H:er readable medium having

corsifds Bsdemeis &t efod< Isa&hEshbjects over a communication

medium between a local device and a remote device, comprising: chunking
a first object on the remote devjce; computing signatu%e for each chunk

associatedwith theefRGSBALElThk YARGHS HEREAT I9F AR dERgas local

sigsighaiess 4adasaeioinglaliemetaesionatdseiant el lergibelistoadthigactly

remote deyice from the remote signatures; ..
enco et\fle ?ocal signature an chu%rll engtﬁ list.

47.  The system of claim 22, wherein the means for generating the recursive
remote signature and chunk length list on the remote device is further arranged to

compactly encode the recursive remote signature and chunk length list.

48.  The system of claim 22, wherein the means for generating the recursive
local signature and chunk length list on the local device is further arranged to compactly

encode the recursive local signature and chunk length list.

49. A computer readable medium having computer-executable instructions
for updating objects over a communication medium between a local device and a
remote device, comprising:

chunking a first object on the remote device;

computing a signature for each chunk associated with the first object on the

remote device to provide remote signatures;
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generating a recursive remote signature and chunk length list on the remote
device by: chunking the remote signature and chunk length list on the remote
device; computing a signature for each chunk associated with the chunked
remote signature and chunk length list on the remote device to provide

recursive KraRTStSIGNAIMGS A RESERIINGR KYRIEIINE IR ISR BIBRAUN R e from
and chunk length list on the remote device with the recursive remote

sighStF BRI AEHRINEFS: second object on the local device; computing a
signature {RheaeR£hYBk RSSO cEateth WithdhesaroakhaRReLaEN I 1Rk emote

device to provide local signatures; assembling a local signature and chunk
lendfHifi§Oh the local device from the local signatures, such that the local

signature and cheinlengRdigtifoaichadioalieckenate siBMatye thbdemote
chunk length list when the first object is matched to the second object;

gel&Vating a recursive local signature and chunk length list on the local

device by: chunkisigpinlogal sighaturs aich@hunk lepathlistvaampeingned
signature for each chunk associated with the chunked |local signature and

chiRREh eI oABrbdek St GedhsiErmals S Virtd QRERYIRITRg W stve remote
req;gsjmﬂ@gallrg’gnature and chunk length list with the recursive local
signatures; negotiatin%ﬁransmissiqn of the recursive remote sjgnature and

chunk length list 2GRS BATGHESHS ICB RSt RS IBRAF d8diE fgéh list on the
CORYMJRIGRIGSE RaHithy sdehihatePandyvisaiiiiss is minimized for the

tran_sfer of Hl]l% 1gancu erlssiggmrl%rg tgc?gj nn%[g Iigcg{]ge%?c% nk length list to the local
device; 44° g ) ’
computing a signature for each chunk associated with the second object on the
local device to provide local signatures;
assembling a local signature and chunk length list on the local device from the
local signatures, such that the local signature and chunk length list is matched to the
remote signature and chunk length list when the first object is matched to the second
object;
generating a recursive local signature and chunk length list on the local device
by:
chunking the local signature and chunk length list;
computing a signature for each chunk associated with the chunked local
signature and chunk length list to provide recursive local signatures; and
assembling a recursive local signature and chunk length list with the
recursive local signatures;
negotiating transmission of the recursive remote signature and chunk length list
from the remote device to the local device over the communication medium such that
bandwidth use is minimized for the transfer of the recursive remote signature and chunk

length list to the local device;
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identifying at least one difference between the first object and the second
object by: comparing the recursive remote signature and chunk length list
and the recursive local signature and chunk length list on the local device to
identify a difference; and mapping the difference to at least one chunk

associategqaitiriiie; 32 toRd o iBste RACURERERY therfitsbeRiect RkRadesad object

device by: requesting transmission of at least one chunk from the remote
de\]ﬂXe; receiving a transmission from the remote device over the

communication gaggikihgvhersintfiecdrenvnRissiamineudesnig atleastiangd the
chunk; and assembling an object with the at least one chunk. 50. The

corffSHEEN Flaaliie RABH R AR b F i g R R RIS YRS fiRdlatiiet on

thegigretr dlevige comprises: applying a fingerprinting function to the first

object to generate a first set of fingerprints, and partitioning the first object

into a first set of &FRMRE BeHF Fne A Sattrhr iR Baled path the second
coppieter de@dable medium of claim 50, wherein chunking the second object

on the local device comprises: app(lf))éinéq the fingerﬁri_nting function to the
second objRERiGgELEORISELem S de e sy SiDR¥ts, and partitioning the

second object iniqaeseaendsehieliohwiks Rasesheribiskseeantsaimbte device;
fingerprints. 52. The computer readable medjum of claim 49, wherein the

communication FRETNIAT & SR 1ERAtS ML B BRI S AER ARG, cgmmunication

parnauelga/tBeseiiahporinantksBnaactuass HhE &t 133ddperthankirgiass
connection, an IR port, a Bluet(i)oth port, a wired network, a wireless network,

a local area netviSTRTR B ALPRICHENASRICA 15354 WRIENSH A network, an

internet, an intranet, and an extranet. 45 53. The computer readable medium

of claim 5% wherein the fingerprinting function comprises: providing a .

window thilis relBFeHUBBUTE A MR SSHIBHL. wherein chtinking the first
object on the remote device comprises: applying a fingerprinting function to the first
object to generate a first set of fingerprints, and partitioning the first object into a first

set of chunks based on the first set of fingerprints.

51.  The computer readable medium of claim 50, wherein chunking the
second object on the local device comprises: applying the fingerprinting function to the
second object to generate a second set of fingerprints, and partitioning the second object

into a second set of chunks based on the second set of fingerprints.

52.  The computer readable medium of claim 49, wherein the communication
medium is at least one of: a direct wired connection, a parallel port, a serial port, a USB
port, an IEEE 1394 port, a wireless connection, an IR port, a Bluetooth port, a wired
network, a wireless network, a local area network, a wide area network, an ultra-wide

arca network, an internet, an intranet, and an extranet.
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the first object; and computing a hash from the byte values that are located in
the window. 54. The computer readable medium of claim 53, further
comprising: adjusting a window size associated with the window based on at
least one of. a data type associated with the first object, a data type
associated with the second object, an environmental constraint associated
with the remote device, and environmental constraint associated with the

local devige, theyghasasistielicsaahtie AOMNRYBICAHRR SHQHARI NS BtBerprinting
motglel associated with the first object, and a_usage model assQcia e&lﬁwith

the ‘ESESR S BHRAT B P PR WA SR TR AR TSR R eIfhoAeh RyigRgsition of
idehtfiingobi deq sindrentpiitrecbash tvaentitt bytesralbfschamat¢hecsecbindhe
objgglfiwther comprises: identifying an updated signature chunk on the

remote device based on the difference; requesting transmission of the

updated signature chunk from the remote device to the local device over the
communidédtion Misdusinpiecereidiytemyadiade dfitiial 9o filrthek conipredingal

dey;j . nicati edium; and i .

S S L AS TR R Rl M ot da
sigiReAesesinier wish thielushobifet Adaiabresastnaieiest vishthssegomdrehiect, an
mappipshihentdifteienetniaaidaamidonChiesasaogivicd, Wik dha saemitial
object comprises. cqmparing the updated signature and ch length list tQ.
R S T I R e R A I om
chmsdismilscupegeonodeliseod@ Klrwith sheding nbieebatalriasagel nadelf asisdemated

A9wvhereiseetninkjecthe remote signature and chunk length list on the

remote device comprises: applying a fingerprinting function to the remote
signature and chunk length list to generate a first set of fingerprints, and
partitionir@Pthe r€hecterspyitertrradable oiediknerftiaiist4Piovheliedn identifying at least

one difference between the first object and the second object further comprises:

identifying an updated signature chunk on the remote device based on the
difference;

requesting transmission of the updated signature chunk from the remote device
to the local device over the communication medium;

receiving the updated signature chunk on the local device from the
communication medium; and

assembling an updated signature and chunk length list on the local device with

the updated signature chunk.

56. The computer readable medium of claim 55, wherein mapping the
difference to at least one chunk associated with the second object comprises:
comparing the updated signature and chunk length list to the local signature and chunk

length list to identify at least one updated chunk on the remote device.
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set of chunks based on the first set of fingerprints. 58. The computer
readable medium of claim 57, wherein chunking the local signature and
chunk length list on the local device comprises: applying the fingerprinting
function to the local signature and chunk length list to generate a second set
of fingerprints, and partitioning the local signature and chunk length list into a
second set of chunks based on the second set of fingerprints. 59. The

computer §gadalifBeRiHI-PTEIaNN SheWRa! P IRETIBG SRHNING HHIGHE he
comprises; providing a %?%?gvﬂt&%j is referenced aéound each hyte pos tlon

of "RV FiERatus Al Fé\y i RS SEAL ST TR e RRRINIRE 2
froﬁnmepbrytmlg/élmesqha@ the locatedignttersvand @vuigOlehigth donpgenerate a first
e ARl R OB Ao e RMBNia AU A AN Feiiro o first

associat h the window based on at least one of. a data type associated
witiftRE shepksbhesedradhs st sstebBagstPiiitis the second object, an
environmental constraint associated with the remote device, and
enwronmggtal CHQstralnt gssougtgg Wlt the chal degLe ﬁhe chahac}(erlstttﬁe local
of the cormmunication ium, a usage model assomategwn fthe 1
obfé&?taﬁm and shyakhength dist 08 the dosaltHerie seBREEH; @eplmgrthe
mtga@tﬁﬁﬁcgaﬁiﬁcﬁadtu ﬁh@f&iﬂlm@aw‘ifé‘ ehAIBHMNKIGHIR! £8 @E?I&ate a second
nat and chttmk I F?ah ItFt on the deV|ce CS”}F”?&S o%tﬁ r{’mqln
t 1668t SRETREINSE'C w?éuB%rame i Sd%‘t’élrn"ﬂenln eas {70
reeecswé Sm.)nﬁehuakel kaskahen Hrrespecndsiebafi Qgettrmatm from the at Ieast
one recursive chunking parameter; 47 computing hash values at each

position within the remote signature and chunk length list; ap .
mathematidal fun QS BRUEIF RIS e Has AL AT %é’@ﬁf l%t?%‘?‘&?wntmg

bofimgtine s evigenis thepratideng atwaidowcthen iatiefersibedairdead eactebgeurssigon of
t”gﬂ@fe\fﬂ&'@ s@é@aﬂﬁ’@%ﬁf&%ﬁ@%ﬁgﬁ list; and computing a hash value from the byte

values that are located in the window.

60. The computer readable medium of claim 59, further comprising:
adjusting a window size associated with the window based on at least one of: a data
type associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

61.  The computer readable medium of claim 60, wherein chunking the
remote signature and chunk length list on the remote device comprises:

determining at least one recursive chunking parameter;

determining at least one of a recursive horizon and at least one recursive trigger

value from the at least one recursive chunking parameter;
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chunking the remote signature and chunk length list with the designated cut-
points. 62. The computer readable medium of claim 61, where the
mathematical function is arranged as: a predicate that maps hash values into
Boolean values, a first function that partitions hash values into a small

domain, acgeganthfunionihel ateleHpnesa RAKIMWN AU Withimtkend chunk
horizon, a third function that determines a minimum value within the horizon,

a fé?ﬁﬂtuhfﬁ}ﬁtétion that evaluates differences between hash values within the
horizon, adfish fupctiaatHatsenshashyalescwibinphed MEgeaand a sixth

function that calculates a mean of hash values within the horizon. 63. The

computer FESEAMIE SRAYRIHNSLOMRIAEES bTchesratirengcal dinsting iaigs the at

leaghonehtacdisiyeeaiivBking RRAMIeEPasRE: Oahat least one of: a data type
associated with the first object, a data type associated with the second

object, anBHUHBA S TS LEae s8d Shrol [RAtHEStariBih e dordanatrdcut-

enysagental constraint associated with the local device, the characteristics
of the communication medium, a usage model associated with the first
object, and a usage model associated with the second object. 64. A

computer gmplenmarteshipaibog{aitlpaating o biedtsA\A! heamArRigatMatical
channel between a Iﬁ]cal device and a remotEd vice, comprising: chunking fa
a&% 1rst

first AR BrRTHE RSBt dEGILE b IR SesiyHatie iy Baeframyakies. 4

assosiates hathp thetfosd phjEehardheoenig deviemhia prevideussiotethat
signatures; 48 assembling a remote signature and chunk length list on the
rerfGIE RRAEE TS THH P &&fﬁﬁ%‘%ﬁ&%}%ﬂ%ﬁ%&%&%&%}ﬂ% a

localifleyics Reasedvanithe castsied fogermiinttivnaioryveRimpy iifedences between

signature for each.chunk associa ith the second object on the local
q 3 %éjt‘éa e 1thy égpshaﬂsa?&ré]s%%?h\%unctiont at sumstﬂas% values within the

horizon, and a sixth function that calculates a mean of hash values within the horizon.

63.  The computer readable medium of claim 61, further comprising:
adjusting the at least one recursive chunking parameter based on at least one of’ a data
type associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

64. A computer implemented method for updating objects over a
communication channel between a local device and a remote device, comprising:

chunking a first object on the remote device;

computing a signature for each chunk associated with the first object on the

remote device to provide remote signatures;
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assembling a local signature and chunk length list on the local device from
the local signatures, such that the local signature and chunk length list is
matched to the remote signature and chunk length list when the first object is
matched to the second object; providing a recursive procedure on both the

local deviggsapih e raRiRtRcdeyiGeurdvhRr e ARESaU B R PIREeEHIRC Bevice from
arranged to process a designated signature and chunk length list by:

chihkisgere B&¥GHated signature and chunk length list to provide a

chunked sigpatuie 28c6hwokjlRpghtlstocarIRItRG AsEAGH SecSlapaitgiferprint
each chunk associated with the chunked signature and chunk length list;

getBRSHAR a recursive signature and chunk length list with the recursive
signatures aingHiggCAbizkes igoAtde shehehidbiclendth liatiHpiilbHIGBRRt on the

designated signature and chunk length list to the recursive signature and

chifrelelryinais AL IRstichErHLFstions are required for recursive

processingssh¢h it e IR FaaHESIA SiandtlesanHsebunkdengthdbstwasin the
the recursive procedure has completed the required number of iterations;

genrAtHgNAHEER 8GR Tthitie ISReh SteRatUrTRBA GHRIEATRRINI G e bR the

devighdpy PAsEING HAd temM eesignatireRatishan enethilishiecHed feewsiend
procedure as the designated signature and chunk length list, and by

retﬁm%ﬁ the recursive remote signature and chunk length list from the

recursive procrihe; QensiadipgoadReySiVolnaabsignativarnmemnielasgtbevice,
list on the lgcal device by passing the local signature and. chunk length list t
the YBEHE 5?88@&%&@@&%@4@ YrngRoiePUGRu A HRBHLHRIBHYefnd chunk

list]emaghhisreturning the recursive local signature and chunk length list from

the recursive proceduyre; sen ing the ﬁec.ursive rer‘r(liot slgnature and chunk
length list from ﬂ,?éufg ngthe designated signature and chun length list to provide a

chunked signature and chunk length list;
computing a recursive signature for each chunk associated with the
chunked signature and chunk length list;
generating a recursive signature and chunk length list with the recursive
signatures and the chunked signature and chunk length list;
initializing the designated signature and chunk length list to the recursive
signature and chunk length list when additional iterations are required for
recursive processing; and
returning the recursive signature and chunk length list when the
recursive procedure has completed the required number of iterations;
generating a recursive remote signature and chunk length list on the remote
device by passing the remote signature and chunk length list to the recursive procedure
as the designated signature and chunk length list, and by returning the recursive remote
signature and chunk length list from the recursive procedure;
generating a recursive local signature and chunk length list on the local device

by passing the local signature and chunk length list to the recursive procedure as the
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device to the local device over the communication channel; identifying at
least one difference between the first object and the second object by
comparing the received recursive remote signature and chunk length list to
the recursive local signature and chunk length list; identifying at least one

updaigchsidkoaaaaciaf Wik RRSRIBADIRCIIASRA: Bl Bt IRaRI@ane

difference; and updating the first object on the local device by: requesting

traftgiedie Ak thwok: Irneth bkt Ahsd sk TRIRF e Femote device:

receiving gef{ansmssiQn o harRueiR feyiarI ¥Rk R FAMNMUGANAR remote
channel, wherein the transmission includes the at least one updated chunk;

andeESSMmiy st Ybjiccc it e aMBRGIGHiOR poaRBe chunk. 65. The
computer j@afiapigsaertixnoat damkrdtc whereln ahunkingoibe: first tebitebMi object

the remote device comprises: applying a fingerprinting function to the first
ObjBLCRIPAHBRAR 19HLY ST SRAHYB SIS SRRRPAFRARhRAY e disjeerthe

inteca fitstcSet Af chnkehagethank thadirstiset of fingerprints. 66. The
computer readable medium of claim 65, wherein chunking the second object

on the locH B HEISRS HPHN tha virgeriftnY HiaseaBiiett based

secandohjesistogeaaratenaseadnd set of fingerprints, and partitioning the
second object into a second set of chunks based on the second set of

fingerprintP & R BINR RIS IAR MG M S WYEHRBY: of claim 64, wherein the

communication Ghginaeis aideastwoe dftir dirrativredisonsechank Irparalie!
port, a serial port, a USB port, an IEEE 1394 port, a wireless connection, an

IR BPL'S 9% BRietooth port, a wired network, a wireless network, a local area

network, a wide asedvimgiweatasaiisstiafriaeiareannebneikcan sterbebramunication
intranet, and an extranet. 68, The co pute%lai?m
|

gglemented néeth d of I'aimd64,
whEPBTH TeNRAUHTY BE EsPURLoRHIAR' 9SS BN P SE r‘f&ﬂ%e%‘?
based on the at lgastndniagdifiesBjreewith the at least one updated chunk.

65.  The computer readable medium of claim 64, wherein chunking the first
object on the remote device comprises: applying a fingerprinting function to the first
object to generate a first set of fingerprints, and partitioning the first object into a first

set of chunks based on the first set of fingerprints.

66.  The computer readable medium of claim 65, wherein chunking the
second object on the local device comprises: applying the fingerprinting function to the
second object to generate a second set of fingerprints, and partitioning the second object

into a second set of chunks based on the second set of fingerprints.
67.  The computer implemented method of claim 64, wherein the

communication channel is at least one of: a direct wired connection, a parallel port, a

serial port, a USB port, an IEEE 1394 port, a wireless connection, an IR port, a
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comprises: identifying at least one recursive chunk of the received recursive
remote signature and chunk length list that is different from the recursive
local signature and chunk length list; mapping the at least one recursive
chunk to at least one chunk of the remote signature and chunk length list;

requrRihGisnemisaien REtNER! A8pRbREE IIMNBKOh e AeRABSIBNRIU § RlRChrea
chunk length list from the remote device; receiving a transmission from the

reriBtY Y&viEUTAMTHE @5TARRIYICHH SR IRFARFe RIVABASRT tRAPAFKNSon

includes the at least one chunk of the remote signature and chunk length list;
and assembling an updated signature and chunk length list from the received

atleast of& chuhRSF P HEEHBRRISTgRRIRH & SHP LR R 1Nt WEEred, i¢eiifying at
comasiehieRipmagissration efcleimnadbideririantifying akieasiaeence

chunk assoqiated with the second object based on the at least one difference
corffJiBEE*comparing the updated signature and chunk length list to the local

signature jaagigfidbkieagtvlistieidentiththe of lpastaiecdpdaiagvendntorn

the remote device. 70, The computer implemented method of claim 64,
wh AR ARG IensdiyliskBsi Adtarenh A b RIS e RbiHpratus. and

apphing rdagargrinting function to the designated signature and chunk
length list to generate a set of fingerprints, and partitioning the designated
signature SHARIABARTIBhGHT 1R TkS W 4ae BPEﬁd‘ﬁ et e HBicRl B remote

fingarpitnis.adll dunknerg@miiter implemented method of claim 70, wherein
the fingerprinting function.comprises: providing a window that is referenced
around eafeﬂusﬁr@%%ﬂ%aﬁsag%eé%oamS&P&a82}5%{ PSRt & ghgure and

chunkhengibtidisefgncompuiiog adash value from the byte values that are
located in the window. 72. The computer im IerrAen.ted method of claim 71,
further Coﬁ%ﬁgiwé.atransmlssmn rom the remote device over the communication
channel, wherein the transmission includes the at least one chunk of the remote
signature and chunk length list; and
assembling an updated signature and chunk length list from the received at least

one chunk of the remote signature and chunk length list.

69.  The computer implemented method of claim 68, wherein identifying at
least one chunk associated with the second object based on the at least one difference
comprises: comparing the updated signature and chunk length list to the local signature

and chunk length list to identify the at least one updated chunk on the remote device.

70.  The computer implemented method of claim 64, wherein chunking the
designated signature and chunk length list comprises: applying a fingerprinting function
to the designated signature and chunk length list to generate a set of fingerprints, and
partitioning the designated signature and chunk length list into a set of chunks based on

the set of fingerprints.
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adjusting a window size associated with the window based on at least one of.
a data type associated with the first object, a data type associated with the
second object, an environmental constraint associated with the remote
device, and environmental constraint associated with the local device, the

characterigfics offfieceaipieiigplianeslRaniehql bTug Mmool Rseeriaed
with the first object, and a usage model associated with the second object.

73 frgerBHRIBE M iRtOR SRIAPSESH SFRYAG S Paing R W hdrisi RedeigRksdg tAwnd each
degigiRaied irianatdeaartaitle lengthdist tndravidatbe shnnked migsatne

and chunk Iength list comprises: determinin&ét least one recursive chunking
pametEingaBashinmy el e oo alvet HiRigEcHsrish i st rigger

value, and a list of recursive triggers from the at least one recursive chunking
parameter; computing hash values at each position within the designated .

signature &hd cHOSIERRRRITSRRIBMCAtS AnsiBAdeh SHa) fulndBdheto AmeRising:

valpgsdasated mithin ihe stysoking WRAZRO QWM RR6D POstIeAVIIRS: a data
designated signature and chunk length list; designating at least one of

cut PSR A ehi A EBEheAE's Ik bR avsaraiettdd) finseerpssobiect, an
satishednancenuokingithewesigrRatadisite atnetaidd\ebeink dengidishwith

the designated cut- points. 74. The computer implemented method of claim .

73 QSR sRatHeh NG A g Yicsr AR GRAr Al USHS LS SAAIAGsation
hasharmleles iRt Ben@anssaiiesdaditstbeitncigathatdpaditigasiddshassociated

valuemnto a small domain, a second function that determines a maximum
valteibisinceah8RESH. a third function that determines a minimum value
within the horizon, a fourth function that evaluates differences between hash

values within the_horizon, a fifth function that sums hash vajues within the .
horizon, antt a skl APEHGTHRPIEMSNSLE SRt S R G VANFES g the

hordgeignated signature and chunk length list to provide the chunked signature and chunk

length list comprises:

determining at least one recursive chunking parameter;

determining at least one of a recursive horizon, a recursive trigger value, and a
list of recursive triggers from the at least one recursive chunking parameter;

computing hash values at each position within the designated signature and
chunk length list;

applying a mathematical function to hash values located within the chunking
horizon around each position within designated signature and chunk length list;

designating at least one of cut-points and chunking boundaries when the
mathematical function is satisfied; and

chunking the designated signature and chunk length list with the designated cut-

points.

74.  The computer implemented method of claim 73, where the mathematical

function is arranged as: a predicate that maps hash values into Boolean values, a first
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75. The computer implemented method of claim 73, further comprising:
adjusting the at least one recursive chunking parameter based on at least
one of: a data type associated with the first object, a data type associated
with the second object, an environmental constraint associated with the

renpeie: BRVIER, RREtRINIHREMENRL £ROSaRN ARsRaIRIEdVHRItAMIRA that
device, the characteristics of the communication medium, a usage model

asSEEERASH RN P oBfde VAR dhehRj& Ap adh ddgariien thafdaisemines a
seqpnghakieckiOwlihmeasmitesampiemantestmetied of 4laies Al etRes between

comprisingl: determinin%é[he required number of iterations for recursive

pratsisial enedtiarhs TesizeoAdigh Fasienibatavsscharbavalirsiidthigthe

objesti-afalaisizexassaciatetit e8RS AN AP IR a GNVANWECHAMAAE horizon.
constraint associated with the remote device, and environmental constraint

associated with the local device, the characteristics of the communication

channel, 7gsager iasdphpsee Gipeshivif dhaddinst Aierinang, FkgrRECoMAGahg:

associated with the second object, a number of chunk signatures associated
witA U AR FelCRsh ABCA FHmbE CrEk ARGl sk R gt hirnGng 2 data

chupkeasseniatal wigh aiberarbiebtnkienaipdistsdoiatbthevednaiiesond object, an
implemented method of claim 6_&?\%herein the required number of iterations

for FREGPIRSTHROERRERPEBT S ETLY HE H9&aRobnecisen . @y ironmenta

constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

76.  The computer implemented method of claim 64, further comprising:
determining the required number of iterations for recursive processing based on at least
one of: a data size associated with the first object, a data size associated with the second
object, an environmental constraint associated with the remote device, and
environmental constraint associated with the local device, the characteristics of the
communication channel, a usage model associated with the first object, and a usage
model associated with the second object, a number of chunk signatures associated with
the first object, and a number of chunk signatures associated with the chunked remote

signature and chunk length list.

77.  The computer implemented method of claim 64, wherein the required

number of iterations for recursive processing corresponds to at least one iteration.
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