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Preferably, the assessnment signal includes, for each type of assessnent
made, a positive, negative or inconclusive signal. Preferably, said control
system uses the assessnment signal to classify, or contribute to a
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assessment signal being made. The aspects to be assessed by the assessing user or automated assessment preferably includes at least one

of the following assessments:

o  Actions assessment- e.g. whether or not said entity’s prompted performance is a valid response to said prompt.

Thus, the assessment signal may be used as an indication of whether the entity in the video recording is the same entity present

when the access request was made and therefore provide other users with the reassurance that the person they communicate with

is the entity shown in the video recording.

It will be appreciated that the assessing user may determine the validity of the prompted action based on a number of factors,

including:

o the response time of the entity to the prompt;

o the accuracy of the performance to the corresponding prompt instructions;

e any personal prior knowledge of the appearance and behaviour of the user corresponding to the accessed user account,
and/or

o theirintrinsic human assessment of the genuineness of the performance.

Thus, for example, if a persona that corresponds to the accessed user account is known to the assessing user, the assessing user

may be able to discern that errors or even high accuracy in the entity’s performed prompts are in or out of character with their

knowledge of the persona. Consequently, the assessing user's interpretation of an entify’s prompted performance may differ

according to any prior knowledge of the corresponding persona.

o Visual assessment — e.g. whether or not the entity has been assessed as having a characteristic the same or similar to at least one

identifying characteristic of said accessed user account.
An assessment may, by way of example, be made by comparing the entity in the video recording with a profile image, name,
gender, residence location, occupation and/or other identifying characteristic of the accessed user account. Thus, other users may
be reassured that the entity they communicate corresponds to the persona portrayed by the accessed user account and not an
imposter.

o  Persona assessment — e.g. whether or not the entity is recognised as corresponding to the persona of the accessed user account.
Thus, while the assessing user may believe the entity validly performs the prompted action and matches sufficient identifying
characteristics of the accessed user account (i.e. a ‘positive’ Actions assessment and visual assessment), the assessing user may
not recognise the entity as matching the persona portrayed or expected. This may indicate that the entity does not match the
persona that the assessing user anticipated, e.g. there may be many entities genuinely purporting to be users having the name
“John Smith” that the assessing user may assess as having valid actions and matching profiles, but are not recognised by the
assessing user.

o  General assessment — e.g. the video recording may be assessed for authenticity to determine if the video appears tampered with or
is otherwise suspicious. A general assessment may also be made of the entity to assess any other factors not covered by the
actions assessment, visual assessment or persona assessment.

Preferably, the assessment signal includes, for each type of assessment made, a positive, negative or inconclusive signal.

Preferably, said control system uses the assessment signal to classify, or contribute to a determination to classify said entity.

Preferably, the classification of the entity is determined by the assessment signal. Examples of potential classifications are outlined in table 1
below.

TABLE 1

Actions Assessment Visual Assessment Classification
Positive Positive Positive




Positive

Positive Positive Positive Positive Negative |Inconclusive Positive

Negati ve Positive Negative Positive Negative Negative Negative Negative
Positive Positive Inconclusive Negative Positive Negative Negative Negative
Negat i ve

Positive Negative Negative

Negative Positive Negative

Negative Negative Negative

Preferably, the assessment also includes an indication of whether the assessing user recognises the entity and the classification of the entity is

as outlined in table 2 below.

TABLE 2
Actions Assessment Visual Assessment Persona Assessment Classification
Positive Positive Positive Positive
Positive Positive Negative Inconclusive
Positive Negative Positive Negative
Positive Negative Negative Negative
Negative Positive Positive Inconclusive
Negative Positive Negative Negative
Negative Negative Positive Negative
Negative Negative Negative Negative

It should be appreciated that the classifications above may be altered to suit a particular application or security policy, e.g. in one embodiment,
a negative actions assessment in table 2 may lead to a “negative” classification.
In some circumstances, an assessment signal may include an indication that an “inconclusive” assessment has been made, thereby indicating
that a positive or negative assessment has not been made for some reason. An “inconclusive” assessment may occur, for example, where:
e apoor quality or incomplete video recording is received;
« there are insufficient or incomplete identifying characteristics in the accessed user account, and/or
o the entity is not recognised by the assessing user.
It should also be appreciated that different positive and negative assessment signals are not both required, e.g. the absence of a positive
assessment signal may be interpreted as a negative assessment signal or vice versa.
According to one aspect, where a negative persona assessment is made (e.g. if the entity is not the person expected by the assessing user)
then the control system may be configured to request the assessing user provide additional feedback about the entity. The assessing user may
for example recognise the entity as corresponding to another persona known to the assessing user, the assessing user thereby identifying the
entity as matching that other persona and not the persona portrayed by the accessed user account.
The control system can have numerous configurations for processing a negative classification. Example configurations may include one or
more of the following procedures, whereby the control system may;
i) record to the accessed user account that the entity has had a negative classification;
i) invoke a warning notification for other users attempting to communicate with the entity that a negative classification has
occurred. Other users will thus be warned that the entity may be an imposter and should not be communicated with, or at

least should be treated with caution;

block the entity from communication with other users;

)
iv) suspend or cancel the accessed user account;
v) repeat steps b) — d) of the aforementioned method;
vi) repeat steps b) — e) of the aforementioned method;
vii) send a warning notification to a network administrator or other authority to investigate the entity and/or negative

assessment;
viii) selectively restrict the type of communication allowed between the entity and other users. The control system, by way of
example, may prohibit sending of photos and videos while permitting text-based communication;
iX) selectively restrict the type of access allowed or the extent of access, e.g. access to certain data on the data network
may be restricted.
The control system can alternatively, or in addition, have a number of different configurations for processing negative classifications resulting
from multiple user assessments or multiple negative classifications. As examples, these may include one or more of the following procedures

whereby the control system may:



Positive Negative Negative Negative Negative Negative It should be

appreci ated that the classifications above nmay be altered to suit a
particul ar application or security policy, e.g. in one enbodi nent, a
negati ve actions assessnent in table 2 may lead to a "negative”
classification. In sone ci rcunstances, an assessnent signal may i nclude an

: Rg: g:t : re}cord r?ﬂtthe accessgclé igcrgcg:(gmtga?slhydemuh&% n. Vgatlve claésgtgtlsorﬁs,eaﬁ r%ﬁt%porﬁ%%ogﬁ oF negatlve (ggés:ﬁfatlons
some r eason ma%ﬁ”d'c"i“’ﬁd%m @’9’?”\/%*33%@ €38 SN frilgpsus C'ctigrvalicity ?5rtr“5é5@5§m)‘rf geenffhigree  a
poor qual i t yreatr thd norgerriqplighdr @opuriiog) @idegrti@Cagressients) pdtestially belesh tuealorthy tie ety eey & €

i nsufficj @mateqrwaﬂmﬁgcr@tmaatloﬂoeombrd%t hd D6EiEREBn FHAMAGE BUkpR highi%e daRindafOR nRVe 6RS RRE USer

account, q{)ggmentgtgrﬁpts%ﬂﬁe e@)ﬂ The%ot.%%tow g.ﬁcﬂgé@éta%s i by the assessing user. It

shoul d aI o) rent positive and negative assessnent
signal s are not l%’thl“eéﬁKﬁc’?sé’Efa“"”é g. the absence of a positive assessnent
signal may be b ntnemgpfetodich classifications esgarpronan ofipllpestje s ndgatisicigaseptionsr vi ce ver sa.
Accordi ng to ofe aaspesi ninyaha toihe BRERbthevBerPer sona assessnent is made (e.g.

if the enti ty a S tngeoéaterarn@r Iopa@Jnﬁgﬁégaﬁ%R@Gtarﬁgwmyclatsﬂ%noﬁsﬁér@%%é Qrg/oruser) then the

control system nma request t he assessing user provide
addi ti onal feedbé’ié/"ll“l%}3 San%ctmﬂm"at'msff "$$°*The assessing user may for exanpl e

recogni siresrEée effsiagegss wen @G?efe@@fﬁdiﬁdﬂﬁ'gfeﬁc%d‘éﬁ%%w: persona known to the
assessing userg tiveer sisgeieskngaioser thereby identifying the entity as
mat chi ng that Ot Revber FaLSiRABssRAGHs thtpmaomofmrp&m@andpéast.terc@smstorby the accessed

user account. Thgaggg}eﬁt?}m a%éfg? d%rpegn'ﬁnby '€ nunerous configurations for
processing a neg g ‘anpl e _configurations nmay include

one or nore of%t H{&> ‘?aﬁla’ld’ﬁr\}%tﬁ‘@thb'iegfévéﬂﬂ?ré@p“'@\’fl?é?sgﬁﬂf"st“ﬁrém@%md’f’rol system nay; i)
record to the @coeesunos adbermaeicnefitabpviat t he entity has had a negative
cl assi f i igabpknd bt candel the adcdIA6OKE adBouM@d Frévéhfacda® tvkeh 4 Eoadidmnad thrddiold @ teliv@dd orldBEBe8 of:

attenpting to QOWQHQ%&I@ECM\ASIECQIOJSI’]G entity that a negatl ve classification
has occurr ed. tity may be an

t he
i nposter and s%oufmﬁer%(ﬂ?gat'be C'asé’%ﬁcﬁ‘ﬂ”uﬁsaer%‘t"rg"(ﬂw%{aﬂ’ﬁsqveﬁ'g "R C@sﬂg’%}m’%houl d be treated
with caution; i |a)':'3315f”6’é{€“”€ﬁ@”@l‘?ﬁ*ﬁet’"yfy‘wt@fﬁsﬁ%mmm cation with other users;
i v) suspend ord cansebmettigasioess éd enig B otharG/es e thowe) otherepe abntrisitie psthetetitys trd)  of
t he af or enent i onegingeldRRfled byhdresh-RIRARE rarkil € Be Bokibming@9ersOf  t he af or ement i oned
met hod; vii ) Seane dawgt{’dprlloc nmgr]%e Lve %@/‘Br ar@FosuEvcha%slf&%%strlé !ﬁad?%%”' strator or

ot her authority to’ negati've assessnent; viii)
sel ectively relst rp?”E“fat"’PSr‘Féd"’f%?'bbé‘at'ﬁrF @Bﬁ%nl cation allowed between the entity
and ot hevreg gersh) o Theb) ted pithe adremejasedariod fihen aggegeteryineddieatio b achedrgrgxeqadeddii bi t

sendi ng of phos osunaaenasitidensiiobis] € perm tting text-based comruni cation; iXx)

sel ecti vel y re§t ﬂnﬁgroftnéaﬁlve CMJQI%&&% as%% rﬁoﬁof"taolallpgjsmqw%’gatlyen@ss:ﬁégﬂgrgnt of access,
e.g. access to ce etwork may be restricted. The

control systenf c§ﬁss%ﬁm[e’$?a%%ﬁsﬂ'}egf°ttee”8 VPt e”‘?tdsdl tion, have a nunmber of
di ff erent conf$ gare®esPesH $Lw GHEIEE Bé‘éﬁ’ﬁty Wgothﬁégatwrwhoeq e d/pefs| P ristheraady§ Inesi ng
frommul tipl e usenkinas sesdeBNtbeses@ttiverrust brkih e congigatsusee cl assi fications. As

exanpl es, thesg mRYdale HRbYEEN BORgaPE B pddifive ddicalion O MdcBighar Ocedur es wher eby
the control Syt.St %gpﬂutal s:and/or combinations of the above;
vi)A warning notification may be sent to a network administrator or other authority to investigate the negative assessment when a
predetermined threshold is reached or exceeded of;
a.  number of negative classifications;
b.  number of negative classifications as a proportion of total positive and negative classifications;
c. aassessment rating assigned to the entity by other users;
d. a assessment rating assigned to the entity by other users where those other users’ contribution to the entity’s trust
ranking is determined by the respective trust rankings the contributing users;
e. time, date and/or location the negative and/or any positive classifications were made; and/or
f.  permutations and/or combinations of the above.
The control system can have a number of configurations for processing a ‘positive’ assessment classification. As examples, these
configurations may include one or more of the following procedures whereby the control system may:
i) record to the accessed user account that a positive classification has been made;
ii) invoke a notification for other users attempting to communicate with the entity that a positive classification has occurred;
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v) selectively restrict the type, format or medium of communication allowed between the entity and other users. The control

system, by way of example, may prohibit sending of photos and videos while permitting text-based communication;
vi) selectively permit/restrict the type of access allowed or the extent of access, e.g. access to certain data on the data
network may be restricted;
vii) advise the entity of the reason for the inconclusive assessment (e.g. poor video quality, “please enter gender”) and
prompt the entity to correct the problem.
The control system can alternatively, or in addition, have a number of different configurations for processing inconclusive classifications from
multiple users or multiple inconclusive classifications. As examples, these configurations may include one or more of the following procedures,
whereby the control system may:
i)record to the accessed user account that multiple inconclusive classifications have been received. The number, or proportion of
inconclusive classifications received can be used as a measure of the reliability of assessments of the entity or problems with the
accessed user account or first user terminal, i.e. the greater the number (or higher proportion) of inconclusive classifications,
potentially an assessing user is less able to make a satisfactory assessment;
iijgenerate a notification for other users attempting to communicate with the entity that multiple inconclusive classifications have been
received for assessment attempts by the entity. The notification may include details of:
a. number of inconclusive classifications;
b.  number of inconclusive classifications as a proportion of total classifications;

c. anassessment rating assigned to the entity by assessing users;
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assessment, the imposter may be able to deceive the assessing user with a single such recording. However, requiring a sequence of multiple

visible prompted actions greatly reduces the risk of the assessment methods of the present invention being circumvented by an imposter
obtaining pre-recordings of single actions.

In a further embodiment, the prompts may be provided in a time-delimited sequence so that the entity is required to perform each visible
prompted action in a particular time sequence. By way of example, the timing of the prompts may be in synchronisation with a song, beat, tune
or timer or may be provided at preset intervals, e.g. five seconds between each prompt.

Preferably, said prompts are provided to the entity with a time delay between each prompt. The time delays between each prompt are
preferably selected from the range between zero seconds and five seconds.

In a further embodiment, the time delays between pairs of consecutive prompts differ and are preferably of an unpredictable length within a
predetermined range, e.g. the time delay between first and second prompts may be five seconds while time delay between second and third

prompts is ten seconds. This further minimises the risk of falsified pre-recordings being used to deceive other users as a pre-recording would
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i) record to the accessed user account that an inconclusive classification

has been nade; ii) invoke a notification for other users attenpting to
communi cate with the regi stered user that an inconclusive classification
has occurred; iii) permt or restrict comruni cation between the entity and
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may be repeated for each individual pronmpt, e.g. a first pronpt could be

i nvoked (step b)) and then recorded and stored (step c)) and then a second
prorrpt |nvoked (step b)) and recorded and stored (step c)) It wll be
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Preferably, said pronpts are provided to the entity with a tinme del ay

bet ween each pronpt. The tinme del ays between each pronpt are preferably
selected fromthe range between zero seconds and five seconds. In a further
enbodi ment, the tinme del ays between pairs of consecutive pronpts differ and
are pr ef er abl y of an unpredictable length within a predeterm ned range,
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c) invoking storage of at |east one video recording of said pronpted action
performance fromsaid entity in a data store; d) invoking an automated
assessnment of said video recording; e) generating an assessnent signal

i ndi cative of said assessnent. According to yet another aspect of the
present inventi on there IS provi ded a control system capabl e of assessing

an entlt])é ?t é:’l i rst r te m conne a data network, said
Pre rab sa| control dllste aSSI ies, or con ributes tfnadetermlnatu%n oclassﬁy sar_ij entity.
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assess ssment by a gesture recognition system wherein

sai d aéme'esglvehaeﬁflt'plggf%ﬁ%fe"p espectively includes a positive or negative
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assessnent

of whet'ffaf ¥ af‘lff‘thasé’afi” aerfemd Pt %9"* Py RS §’é?fi"'t%ies”ahﬂ?fl°hﬁ angthey ’%{‘Z‘,’P‘é‘i Sa'& ﬂséi‘sﬁfée’{”éﬂa’ t“st ic
t he samneforpranoéryisibleaactiop. Ghus gdithel thatl erevidingf nyitiregrrarbiain a etedeleimisddi tive-seq@enesf e eptlolysystes aned

i dent i foydrg widd @ Bt pept Slrdq@red baGA ShkR PerBrmdeesponss Qi tdQRlvidlSTREEL, ThY toptIGysle@ BhbudieNg

and/ or T;@er%fy%ﬁfgprédqc{"@& e ecn gﬁr%p?wutﬂﬁ i@ Eire-limit FnEiheSHfe AR Mamptﬁc?the%byq&ﬁﬁs hOhsk SYPLBM

br of or GBI AR PO %fg}"%fe%eﬁd RO eate e P B PatghReFon syt em
Pr ef er dtnojer esgqinggntdhg fagial eaoandsp Sypteshay ecnigeresdo agairedre FREPHI r ecogni tion system
e identify entities accessing the data network that have similar facial characteristics to each other, e.g. an entity may have access to
multiple user accounts with one or both accounts being an alias, wherein the face recognition system can assess the video
recording to identify any matching identifying characteristics to determine such duplicates and thereby provide administrators with
the ability to remove; and/or
e compare the facial biometrics in the video recording with identifying characteristics stored against user accounts to identify the
corresponding entity in the video recording. This method allows the control system to automatically recognise and retrieve user
identifying characteristics which match the entity in the video recording. This method may also allow the control system to suggest to
a user that other users with similar reference identifying characteristics may be genetically related or otherwise connected in some
way.
The aforementioned automated methods, software and systems, may provide an assessment having many of the benefits of the earlier
aforementioned methods requiring user assessment but without the requirement of an assessing. Thus, this automated assessment system
may be useful in applications where an assessing user is not available and/or where other users cannot or should not be trusted as an
assessing user. In banking applications for example, an ATM or online banking system may incorporate the automated control system, method
and software as aforementioned to allow users to securely access their bank accounts.
Similarly, other applications where such an automated system may be useful may include:
= logging on to a computer, mobile device or other user terminal;
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In an alternative enbodi nent, the autonmated assessnent may be conducted
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It should be appreciated that the various aforenentioned nethods, systens
and software nmay be conbi ned together in various iterations to suit a
particul ar application. The aforenenti oned aspects of the present invention
may thus provide an enhanced form of entity assessnent that negates many of
the problens inherent in text-based user-assessnent systenms or Iive vi deo
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control, button or other visible/audible notification. The notification
(19) may remain in effect until the entity (15) conducts the video |ogin
process (109 111) The V|deo Iogln process (109 111) may also be bypassed
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Preferentially, this access process (100) is also completed by the assessing user (16) and each other user accessing the communication

network (10) such that all, or at least most users have video recordings (21) for assessment.

Figure 4 shows an example of a second stage (100b) in a preferred embodiment of the present invention following the video login process

(100a) of figure 3. This second stage (100b) includes the assessment process of the entity (15) by an assessing user (16). Hereinafter this

embodiment shall be referred to as a ‘peer assessment’ embodiment reflecting the process of using an assessing user (16) i.e. a ‘peer to

assess the entity (15).

(step 114) The entity (15) and assessing user (16) have logged in (105) to the network (10) whereupon the assessing user (16) makes
an access request for communication with the entity (15) or the entity (15) requests communication with the assessing user
(16). The access request may take the form of an instant message, email, blog, forum posting, picture tagging, voice chat or
any other communication. The access request (114) to the server (11) also contains user data identifying the entity (15) and
assessing user (16).

(step 115) Upon receiving the access request, the server (11) queries the database and accessed user account to determine if a
timestamp (generated at (109)) exists for the last video login recording (21), and if so determines whether the timestamp is
within a preset range, i.e. the accessed user account has a recent video login recording (21).

(step 116) If a timestamp does not exist or the timestamp is outside the preset range, i.e. there is “No” recent video, the server (11) is
configured to generate a warning notification (19) (e.g. as shown in figure 8) or retrieve a previously generated warning
notification (generated as per step (112)), notifying other users that the accessed user account does not have a login video
(21).

The server (11) may also be configured to require a new video login (21) from entity (15) before the entity (15) can
communicate with others as the entity (15). The requirement for an updated video may thereby reduce the opportunity of an
imposter illegitimately accessing a registered user's account after the genuine registered user has already completed the
video assessment process (100a) and then pretending to be the genuine registered user.

The assessing user (16) may also choose to avoid/cancel communication with the entity (15) if the accessed user account
does not have a recent login video (21).

(step 117) If a recent video login (21) is available the server (11) provides an HTML file or similar to the assessing user (16) with the
unique identifier for the recent video (21). The video retrieval module (67m) pre-fetches from data store (61a) the recent video
recording (21) (or part thereof) that matches the unique identifier. A still image of part of the video (21) is displayed to the
assessing user (16) who may then activate a ‘VIEW’ button or other control which is interpreted by data store (61a) as a “view
request” of that video (21). It should be appreciated that the “view request’ may be controlled by the user terminal (14), data
store (61) or server (11) depending on where the video recording (21) is stored and how the system is configured.

(step 118) If the assessing user (16) makes a ‘view request’ this invokes the transmission of the video (21) to the second user terminal
(14) from data store (61a). The unique identifier is also used to retrieve the corresponding prompts (18) from server (11) for
simultaneous synchronised display overlapping the video (21). Examples of the display of the video (21) and prompts (18) are
shown in figure 7 and figure 9. It will be appreciated however that the prompts (18) will not be displayed together and instead
are displayed singularly in sequence with time delays between consecutive prompfs. It should also be appreciated that the
video (21) need not be pre-fetched and may instead be streamed or downloaded when the view request control is activated.
The assessing user (16) is thus able to assess whether or not the recording (21) shows the entity (15) performing the
predetermined actions in the correct sequence as is shown in Figure 7, or in an incorrect sequence such as shown in figure
9.

(step 119) The assessing user (16) can alternatively choose not to make a view request. The server (11) may then allow (123) or block
(125) communication over the social network (8) between the assessing user (16) and entity (15) depending on the security
policies of the social network (8).

(step 120) After viewing the recording (21) the assessing user (16) is asked to assess the entity (15) in the recording (21). Additionally,
the assessing user (16) is preferably provided access to identifying characteristics of the accessed user account, e.g. the
name and a profile picture of the registered user. If the assessing user (16) chooses not to assess the entity (15) the server
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(11) determines (119) whether or not to allow (121) or block (132) communication over the social network (8) between the

assessing user (16) and entity (15)

(step 121) If the entity (15) is assessed, the assessing user (16) provides an assessment signal which includes a positive, negative or
inconclusive indication of whether or not they consider the video recording (21) and recorded entity (15) to be ‘trustworthy’ or
potentially an ‘imposter’. The assessment signal may be generated by selection of a button or other user control.

The assessment signal is preferably composed of a number of individual assessment signals corresponding to the different

possible assessments to be made. Examples of the assessment types preferably include the following:

a) Actions assessment- i.e. whether or not the entity’s (15) actions (20) are a valid response to the prompts (18), e.g. did
the entity (15) perform the correct actions (20) in the correct sequence given the prompts (18) made?

b)  Visual assessment — i.e. whether or not the entity (15) has been assessed as having the same or similar characteristics
as the identifying characteristics of the accessed user account, e.g. does the entity (15) appear to match the profile
image stored in the accessed user account?

c) Persona assessment — i.e. whether or not the entity (15) is recognised as corresponding to the persona of the accessed

user account, e.g. is the entity (15) the person who you expected?
The accessed user account may portray a particular persona through various identifying characteristics such as name
and location indicating a particular person. However, in some circumstances the accessed user account may be created
by an entity (15) attempting to portray themselves as someone else, e.g. a famous actor/actress or politician. The entity
(15) (who may be a valid registered user) may have common identifying characteristics (e.g. age, appearance, gender)
to the persona portrayed and so the assessment at b) should have a positive result. However, the assessing user (16)
may make the additional assessment that while some of the characteristics match, the entity (15) is not who was
expected based on the persona portrayed. This persona assessment may also apply where the persona matches a
relative or personal acquaintance of the assessing user.

d)  General assessment — e.g. is the video recording (21) suspicious?

The assessing user (16) may select from a range of assessments that provide differing information about the video recording

(21) and entity (15). For example, the assessment signal provided may be processed by the server (11) as a “classification”

for the entity based on the results of the above various assessments made by the assessing user.

The following Table 4 shows one example of the assessments made and potential resulting classifications:

Action Visual Assessment Persona General Assessment Classification
Assessment Assessment
Positive Positive Positive Positive Positive
Positive Positive Positive Negative Negative
Positive Positive Negative Positive Inconclusive
Positive Positive Negative Negative Negative
Positive Negative Positive Positive Negative
Positive Negative Positive Negative Negative
Positive Negative Negative Positive Negative
Positive Negative Negative Negative Negative
Negative Positive Positive Positive Inconclusive
Negative Positive Positive Negative Negative
Negative Positive Negative Positive Inconclusive
Negative Positive Negative Negative Negative
Negative Negative Positive Positive Negative
Negative Negative Positive Negative Negative
Negative Negative Negative Positive Negative
Negative Negative Negative Negative Negative

The classifications can of course be altered to suit particular applications and security policies.

(step 122) If the server (11) makes a positive classification, the server (11) may be configured to then record to the accessed user
account that the entity (15) has been assessed positively. The server (11) may remove any existing warning notifications (19)
and/or add a “positively assessed” notification (not shown) such that other users are able to see the entity (15) has been
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positively assessed. The server (11) also records to the database in the accessed user's account the total number of positive
classifications made.

(step 123) Once a positive classification is made, the server (11) can allow the entity (15) to communicate with the assessing user (16)
over the social network (8).

(step 124) If the server (11) makes a negative classification, the server (11) then records to the accessed user account that a negative
assessment has occurred, e.g. an imposter may have tried to communicate on the network (8). The server (11) may then
generate a warning notification (19) for other users attempting to communicate with the entity (15). The server (11) also
records the number of negative classifications made to the accessed user account in the database (50). An alert may also be
provided to an administrator to investigate.

The server (11) also queries the database (50) to determine the total number of negative classifications made and if the
number (or ratio of negative to positive classifications) is over a preset threshold.

(step 125) If the server (11) determines at (124) that the threshold is not exceeded, the server (11) may automatically prevent (‘block’)
communication between the entity (15) and assessing user (16) for the duration of the first users login period or other
predetermined time period. The entity (15) is blocked from interacting with the assessing user (16), but as sufficient other
users have not marked the entity (15) as suspicious (i.e. negative classification threshold not exceeded), the entity (15)
remains logged in as the registered user and has the opportunity to interact with other users as per (130). Alternatively, the
entity (15) may be asked to repeat the assessment process from step (109), i.e. they are given the opportunity to create a
new login video (21).

(step 126) If the server (11) determines at (124) that the threshold is exceeded the server (11) may automatically block communications
between the entity (15) and any other users for the duration of the first user’s login period or other predetermined time period.
The server (11) also records to the accessed user account that communication has been ‘blocked’.

(step 127) The server (11) then queries the database and determines if the entity (15) has been previously blocked.

(step 128) If the server (11) determines that the entity (15) has not been blocked previously, the server (11) may be configured to
automatically log out the entity (15) and require the entity (15) perform the video login process (steps 107-111) upon their next
login, i.e. the entity (15) is returned to step (101).

(step 129) If the server (11) determines that the entity (15) has been blocked at least once previously, the server (11) may be configured
to automatically suspend the accessed user account and/or notify a system administrator or other authority to investigate.

(step 130) After assessment is complete at step (123) or if communication has been blocked (125) for the first time, the server (11) may
be configured to determine (130) whether the entity (15) wants to communicate with other users, in addition to, or instead of
the assessing user (16).

(step 131) If the entity (15) does want to communicate with other users, the server (11) queries the database (50) for the accessed user
account to determine if the number of positive classifications or ratio of positive to negative classifications is over a preset
threshold.

(step 132) If the accessed user account indicates that the positive classification threshold is not exceeded, i.e. the answer at step (131)
is “No”, the assessment process (115 onwards) is repeated for each additional user (replacing the assessing user (16) in the
process with the additional user) until a sufficient number of positive classifications is reached.

Alternatively, step (131) may be performed for every additional user or for randomly selected additional users.

(step 133) If the accessed user account has a sufficient number of positive classifications, the entity (15) may be allowed to freely
communicate with other users. However, such other users may be notified that the entity (15) has sufficient validations and
the other users may still be able to request the entity (15) re-verify themselves and any other users for the duration of the first
user's login period.

In configurations where the entity (15) does not require communication with any other users, no further action is required in
the process.

(step 134) As an alternative to step (131), if the entity (15) does want to communicate with other users, the server (11) may require the
assessment process (115 onwards) to be completed by the other users, i.e. the entity (15) is substituted with an ‘additional
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] the order in which the prompts (18) are provide
= atimestamp with the date/time when the TBL_ACTIONGROUP record was created;

= auser D of the accessed user account on the social network (8);

= acorresponding ‘ActionGroup’ key;

o  TBL_ASSESS. This table is populated with the /assessment script. Once the recording (21) has been viewed by the assessing
user (16), the assessing user (16) assesses the entity (15) and selects a series of buttons respectively indicating positive,
negative or inconclusive assessments for the ‘actions’, ‘visual’, ‘persona’ and ‘recording’ assessments, each button generates
a corresponding positive, negative or inconclusive assessment signal. Each TBL_ASSESS record includes:

= the ActionGroup key;
= the userID of the assessing user (16);
= apositive, negative or inconclusive assessment classification as determined according to Table 4 using the

received assessment signals. Any received ‘inconclusive’ signal received results in an ‘inconclusive’ classification.
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Figure 5 shows an alternative peer assessnment nethod 100c that uses the
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exi stence of pre-recorded bionmetrics extracted froma calibration process
(213) that anal yses the face and gesture bionetrics of the regi stered user
of the accessed user account when first registering. If no pre-recording
exists the entity (15) is treated as the registered user and is asked to
performthe calibration procedure (213) after step (206). (step 207)If the

control s S ates existin cs_a sequence of unpredictable
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recording devi g (o éZ fdred| usrer%m.s a%%(d nr%rg%’%%lhb%ﬁop g&gdu%hﬂﬂé( Qe{pl i .S eX Pressions.
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creat e Lo oo el S R AL Lt loned, Lo Pﬁw%é;@dwﬁw@fipif?%ﬁ he

entity (15) ismMoyyeaiddfcdecy®e data network. (step 214)The entity is |ogged
i nto t e et worle racdddy is dunchngdsed wingledhestue cegsitiort Pstemhighe@a@itns @ padionckd AGheleg@I(15)aeicrount
if the entitys efedR) oobidd RomBilikh W hShdhE 1B EHIRNR Rfe GerBPRESERRE R Qlehck, R Fpodd N

respect to r Ief g{sgé}%ﬁ dggg,@qu’ra e% %r LA gffo;%%’ssés&e% E%H%Ccﬁ' egstr%%?on%’éﬁ eap%iig&o?efﬂéh% he

entity (15)

cal i bration pr S%Q%H'Séectfdﬁt d°956?t ”‘ati'] BBRTEEEIN A 1RO BFrs CARECNFP
assessnent s (22 09@%k bsesirwnt egyal B 1Byroteg fockeegdlioris prsadsmantties O éndicating the reambptpdtagtion§ 4¢e) perforied
deni ed access intordctyend Bebginedquedt d dehiedtBies: i ncorrect credentials received,
no vi d?s% 51%(30" %engor&#ﬁ\i{s tfef? ar‘B@sgnSl%Fbt the facBh r%gﬁﬁ Ey\sltgn ﬁ‘q:hg Ifa&:n(? th@'gfrﬁ&ﬁﬁ rFEtﬁEtrecordlrﬁ 21)

negati ve visual ass
9 surpasses aﬁwegqcﬂevel of correlation to identifying characteristics (e.g. the reference biometrics) stored in the database

aﬁ sequence then

(50) then a positive assessment signal is generated indicating the entity (15) is visually assessed positively as correlating to
the accessed user account.

(step 212) The system also captures and updates the reference biometrics if a positive classification is made.

(step 213) The calibration process (213) may involve two sub-procedures (not shown in figure 11), namely:

e Requesting the entity (15) present their face to the video recording device (17) from varying angles and with various
expressions. These reference videos are analysed by a face recognition algorithm to extract face
biometrics/parameters, e.g. distance between eyes, nose size etc. These biometrics and the video are stored in the
database (50) in the accessed user account, and
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The aforenenti oned net hod (200) provides an automated system of entity
assessnent that does not rely on an assessing user (16) to assess the
entity (15). The use of facial and gesture recognition systens instead of
an assessing user may thus prove useful in many applications where an
entity does not wwsh to, or is not required to, provi de vi deo to other
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cor r esperdly g Theses of @daCaUgRbtyre réchpaitioe kyyten® nstéaditt Brnagsedshyasan @@ thut (o vesushipih anyiBgitaliadre
and passQh ehi iedsitish 8l odis nof¥edul rtaardwae%éé to dinbEiseR Bt YeGlires (adkesd to rrayatarnuworkztoﬁ P§ as
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recei vinagrk@in. access request fromat least one of: said entity, an
asSes SiiNFalbtefk enbbairdnt 8 BEBIMGtedd (265 b @rsprhhsater @@m@e&tueglept © cabth}a rrta)toamaa@& mperntry 15p)
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to sai
st or agd™® Eﬂ‘"y %’t mtyé?a%‘t’maéﬁ'e '°QﬂFdd'€63°?e§é'B FHPSPRENG o' g et ‘*ﬁi‘*@ﬁ?ﬁtﬂt@ﬁh%}&eﬁ f°6ttp'3ﬁJéer"F’t‘Frahdance
from sasehoEerienyals Aterativelattesenat (t) ey ) steprei?07) tor(319) png use thexrided repordim adpiuresto ofronly identify user

faci | i taabuhtin da@based50f it MonThgbBinediB deifbut SigditckietsriniakDthe a6 vl fagbmfed QiBlyS Blisthe @ikl &n 84 OF ©

and detk%ehﬁnggalsggar,%”grp%mgda&,gségseégjcond user termnal for view ng and
assess

n
B 6 CoaINTE = PR PR Rt 1 P PO PR A BT SR e 8 ol |
gestureﬁymh@h@m#N@P%@Wﬁmﬁewmﬁﬁévﬂﬁé@mwres 3. The nethod as clained in
claim1l or claim2, wherein the data network includes one or nore rel ated
user records collectively formng a 'user accoutir in a database in a data
stare accessible by the control. system and wherein said user account
includes a set of identifying cherecteristks relating to a registered user
4. The nelted as clainmed in any one of the preceding clains, wherein the
data network includes a .virfuel nehvorK formed from connecti ons between
mul tiple 1188113 connected to the data network, said virtual network
enbodied in related data records in a database, each data record
corresponding to a registered user are user termnal. S. The nethod as
claimed in claim3 or claim4. whereupon reechoi ng the access request at
step ak the control system determ nes a user account (hereinafter 'accessed
user account") corresponding to credentials provided by the FS user

Semnal. . 6The nethod as clained in any one of the preceding clains,
wherein the control systemat |east partially controls data transm ssion
bet ween said usertenninats via the data network. . 7. The nethod as cl ai ned

in any one of the preceding clains, wherein at |east one audi o recordi ng of
said visible pronpted action is recorded and stored. 8. The nethod as
clainmed in any one of the preceding clains, wherein the first user term nal
i ncludes a touch screen CO a gesture recognition system and sai d net hod

i ncl udes t he further step of recor dr ng a sequence of touch or

oy = ~ =l - Y N L I



10." The method as clained in claim9, wherein the pronpt is provided as
text or images. 11. The nethod as clained in any one of the preceding
clainms, wherein the pronpt is only provided to the wilily for a

predeterm ned duration. 12. The nethod as clained in any one of the
preceding clains, wherein multiple pronpts are provided for the entity to
perform corresponding actions, at |east one said action being visible. 13.
The met ho&AM& clained in claim 12, wherein at least three said pronpts are
provi ded. 1. 14 metiftptassergs bnadty AAsfistybeetimne/cnriedtyd e 4 dati netatiReiqyyethad biiyingrmecd! systogtpeerelisitn t he
pronpts am bewpreewitied in a tine-delimted sequence. . 15. The nethod as
clai med i n anyecodhgn Gkss eatkavteddnedd, Wherein said pronpts are provided to _
the entity w th @eduiyie del ay between each pronpt. 16. The nethod as cl ai ned
in claim 1S, whepgbeinduldfrsbddiBicMalnmlediR GlRat 'S Of consecutive pronpts
differ. "17, Tm.,g@:%L..mgma,ﬁssmgLf@wﬁgunwa&w"m skiPentiphor Glackhahl o Lisivie PRl T e

tinme del ay Q .M@S%Qﬁhﬁéaerfv.deGQc@rﬁrSS%Lﬁ!m%ﬁeaW&M&M%m‘?m%zy.maém@r ectictabie
dlength with % eterm ned range. . The met hod as claimed in any one of

age _?_Lgcrerglt Eg d-C an mvo«iadon m%(auon opa trangm%QOn cfl:? d wye'% xﬁc?r) ?blr‘n%m dga store anfrr?etaﬁs §I¥a1qg\%hmrét82?ﬁ8|a¥
step b) the cont‘l"’@']"”‘%‘ ’E'f’g‘l‘ﬁ'ei”'?‘i\/‘& ?m“ftﬂé"‘ﬁf” I’OVI di ng

conput er - &xd¥AEALT Eneldra o5 e BIITCETS- ’P‘@&&&W’é”"’ﬂﬁf’ %f‘”f g geetree "Bt he fir st
usert enri nal%Pl ¥t hen generates the pronpt accordingly. 20 The nethod as
‘claimed ik dMyetetreceitd inchie! offfsin @ iy g ndiofEcde oPrat it et o sfoms cdlcliy prfe g he
cont rol sy stuemeputne]dastes ing P sigrraesesebls bydhs cogfred tyiem preb heptin ey sep@rougt inolpde et ot daryifess t 1mm
sai d assessicnepeissadetngo angigand sai d vi deo recordi ng. 21 The nethod as cl ai ned

i N any . one afe rétReaspriee @iy g oCle kg cleink @¥e@d he dath ewoliitcBdesd "aeneiway oBdidim Ng t he
Sea recor di _gredi@s bpved itpl€shrs SEPRY tatbe@it\ictio® sol vitiS Slvor(Btb@Rd G HI@E Gts GOMinakAbRg a

dat abase of cuEREecadzERpbiting td:@GBRLSroraddr ki@ Met hod of any one of the preceding
cl ai ms, WBEMRinthod@diathed®SGRESIIR A Wheloon RQHKido B 43l reddif! a1Sidhl a e SHBARE dRXGIniddsSQFer AL - A
second USer L aMheR ke SRRIEE bBthbdosdoldR toddibotbis PRIV et uiblaA@i N At step dt the
control  sysbhRMud¥ AleRSn 9{ onioa&;plese&n@th@& whe PRSP ite .egipa@@'co%@/Jadﬁaﬁ;m.nsssr uiting

fromsaid d%&vﬁen%%&mﬁa@ 0k 1% del e sal d pronpt to said second user
term nal f70rThetm£ as clel m eny one u§ tl?eep%c% !ms glleaq onae‘§u%loe éc%r!img gf sal'ésvgbi;e pg‘np gd JanCJ udes
the further 3 Iving rom sal asseSS| ng ussran assessnent

si gnal’. 23'51‘??“ o ﬁod of cI aim21 or wherein the assessrrent

Si gnal i ncI U’("f melhod fs clfnéed in fny ane éf the %)regedl%g clalms u%eren the {im usg tenmnell udeb F] l&lfh scr?en of a sess ment
24 The met h&&""“&')“i"”ifﬂ’“é’l"?ﬂ"?@‘”'Wé‘?eéf"ﬁ'“?é' 'eﬁ”d'f?dh’f"f’"&el""°§‘?/§?°§1’ﬁ°ﬂ‘§ es t he assessnent
si gnal t o%cI™§&gries Ehmed i £1P o thegpeding phims, W U8 PPRPF AP 2 PR Sefefied o frsspur iy ent ity
and sai d - c| FSPESNP OB PEFStoB P g SR EP PB4y PSR ssrent  si gnat
25 The mefhdbtmepd spdeigid ipridng, vhagh Bar@ratt Pofied ey Pg%e ( syst em makes a negati ve

cl assi fi cak iTksmethodagelailitd én angygng oftes eteceding cleisaiperrin Pepromplffpeinpryides tofhyeatity o deterhinedsiyraiine m
records t arheagetssiad nas e Seoatingceibdviteninfige ponvs bt yordadis hdvaitito adormegatomdme

cl assi fi cat is@ds, atighf ond daicactrdiinp@dle. Of cl ai m 25 or cl aim 26, wherein the control
Syst em i NYOKRSetiad a\indd in B 1) GHerbif ol 1GsBtkde QB prdmpare @bviR@r USers attenpting to

COMUNI Cake THimbitds ot JaMea® Biint 1b ¥ cialneMbersi 1 YREALark b6 Broviel AR bkt has occurred. 28
_The _ITEt hOds Qf'é ety as Gldiked |pﬂcny ogel o?élaumiz 25%6%] sardmﬁlpgvedtdmm@mn‘ Qame JSMS&#MJ&J acks
the entity fram communication with other users 29 The net hodof any one of

cl ai ms 251@§hemm&£ﬁ|mmmmﬁs GRgL edeﬁymgmm%uﬁgsmémQnmcancel 5 an accessed

user accoqp control

Th lehod a-ls- a|em in cralm QS o( cgrm 16 nXem Qle i%e 8& be ween Igi(rs of cansq Ve pm\{n\@s ategflan unpre (?ab!eher

system send " M Pe%m.rl? i fi1cation
aut hori ty to he entit r ne at| ve assessnment 31 The

met hod of anTHg metma"°"f“g’8f"é7"?fé ”%”?G'B'XS\/W”F‘ &P P98 EEREP BTt em sel ectivel y
restricts 't HE "EPHE el BT PecPapivg feims e eeP e Goargl et He A fit frK) MRt her
users. 32 THEPREEeFR cufor capRyerespoRle gt selregiote irbuasgiqminal b hed pepr et e @R FEFEY syst em

.selectively restricts the type of access slowed or the extent of - access..
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33 'The nethod of any one of clainms 2242, wherein the assessnent sips/

provi des an indication of at |east one of the follow ng assessnmentsi to
Actions assessnent- wherein the endlys pronpted perfornance is assessed to
determine if it is a valid response to said pronpt Visual assessnent-.
wherein the entity is assessed to determine if the entity has a
characteristic the sane or simlar to at | east one identifying :
char act er PstTie@etf o gapedivareraecstlt rereday ceint Keeieire sep &) Proedthirkm geske ad pgares 9 wher ei n
the entity irgingaegiensmgaiop g0 elerig psprio ke sfefideq prengnt ity is recogni sed as
correspondi ity methed at daied jy ey il preyfdinaisims pbee e el o Iy Stpring e W@ Eppbiting is prédised eepagibly to
assessnent - sveresfsgrarontifinges detpbglextyser clgrreddivng | S. assessed for authenticity. 34
The met hoek Ofe m@thdi aAfloid @ ihe prkreny Gimel wic kIS SB@B BRI ned Sy sgHdBdssing dRe2dt LebaB yserfedirer €aCh
type of assess@mbibe EEhN, wireidb d) hat@io sREEjRIkIs Vi BoilRbs G ORNE labiGiboveesabjreitad . 35
The net hod o#s sﬁrls'ﬂtjdmi!s]of said R Rt 18 daiblsedd userBln@dDiordwing ahddBesmehi by &i@isseﬁ%sge@mini;ltﬂe\’m(es an
aut omat ed asaesgeent of said video recording and generates an assessnent
signal indi cat kdifhg Rh sa Rlellingdn s Waitrer 36 The nethod of claim 35, Werein

sai d aut opRtRMBRRGS SRR 22 Rk HAGS AP HHADIE Hees Ve posite, AL un.c@ndxs.ﬁqggmnt i on
system whergi,n said assessment SI gnal respectively includes a positive or

neg ative b4n qaegught«l o cg ‘I_?qm %a‘%dt:le k usegfe aasessmg:&;gn%@tclgs%l&/ or con%gtgqo a¥ le%matmng clgs‘l?ﬁd sai d

glrjtogpn;tegdac Idem"ya"ds"dc'a ’?"f”’tofe"'"’”s"ete""'"e&?‘r%”1“"6"’"“5"“1‘aC| al recognle{ |e02 gsls?emto

a
anal yse t fie §h°ﬁ§’“"|3f°“§"'?5&"@'“*"‘?"??'“’?%" pé“f“’”t""éd’é%"l dentify-nu chs,acteAthc in en
accessed ffs 1P "B SRR MR AP RTRIPRT TP 1 R ST ol e prifahed p nseel sty
i ncl udes & PBSMP(FE™ B Apgatert e o RartFeo tete "iFrter Brafer vaer otpesths lecatrEnt i ty i s
assessed as "RAVTHE srepircrgiaionm st dder i stic the same or simlar to said
Cidentifyi g Tkemsedaiew et dams 27, e theltngl sypiet teeseihe oty fioh imanc8 T wihgthveeei N sai d
Cidentifyi Py Teehetedataw e §f dimp 2526 whiesh Bichentol sgetepauegents @ epridiekesseprag@corny | deo recor di ng
ant her st &r @ midiodmt dh obcleplids-20. wiioinzhe fodr@ Brstem3@ds = Vimdg fBsenOCk neffork ednigiitna @Gher Wher ei n
sai d cont r olusy s et el piecegi@iabssg@st ur e recogni tion system 40. The
et hod  as 31C IN@imérB0b ahylane Grloigs 29-58 Vher the EohtitlsypRm3 EectivelMABiEt e fpe e EhnGRIHioha berwsey Bd €M
i ncl udes saiefly éxasdrads. r ecogni tion system 41. The nethod as claimed in any
one of cl &i ﬁ‘ﬁm%ﬂ'ﬁﬂy onéMﬂ&éFnEi.Sﬂ‘l Inbé ﬂ@%t@%@eﬂﬁeﬁ&ﬁrﬁ@“&ﬁ;d dosdss GINCLIGL B4k of €O €l y
to said contg@l system while being invoked by said control system 42. The

net hod as 3 lT@'mgﬁgof Iant;| or@@(%hllgs%ézajhereﬁlﬂglas%n;t srgﬁ&rwnd%ﬁ rno%Lhﬂ oxhﬁastqﬁﬂru tFeQJﬂowiﬁgy stemls
configured tQ.assess the video recordi ng using sal d aci al recogntion .

‘system and COWB e%sesttm-vyhgcgl dbg/s plomﬁ?gp rloWI e@ as(sjeesgltt det lne' lsavah%r %‘a%steggalld Srt;[ml cs of
user accounts Jn ke ol ,El ned | S( Bne of
sual assessmem wh

claims 1-42 ShE cfaﬁ‘gf"s‘ﬁ”‘?”“ il s‘{""a'u”é BY " whi ch
the entity can 'B%"g"”d"gﬁ"imi°f""’é°d”"dﬁf°4’”°“f"he met hod of claim43. wherein the

prompt is proVFUBATB HEERET o1 RGP G AT HH et e Bite P Uet=up vof f er of
contract. 45. "PHE'4PEEPEd of claim 44, wherein the contract is selected from
the group cdmﬁeﬂe'gf‘ffg'"e“‘aﬁ‘e‘ﬂwmﬂm‘"‘H’ese“d"ml"n"e'm produet, software, |icense,
service, #oipetedofclini. wieBin theXsseseyprt srdlincludey. bteesttypf dhessedsraes indds, ek, Megatie pr fngorfeiysive
assessnent @ntan entity at a first user termnal connected to a data

net wor k, gaing merodvtcriol, winitst @a), i veholbgblemigyokes aC@iBtATaSdssmBibS:biO a0 Wiotil) ard gef:@BP UL er
Processor Cedbakseeh dpi ndaSptii@ReAmor y and programed with conputer readable
I NSt T UCT i 68N Fhe MURE A Lisddb, Relei®) sald Bloh R §13edsrkd® indiuith bs@WiheR By, P RELMR SyatemBherdin@ELL ' NQ

and processiaRGmbhkh rebottallibifdd a boShiveR hegRiteG@iitdn o G EHAGSHbt sela o Neidy perdold Sdhs pitp OF
said entity,4na8n asseasing user* a second usertenrinal connect ed to the

data net V\@lr Iﬁ'he mQr))d o‘ cQM glﬂ clgrg% %em«tn SIEJUtLHlGQLﬁ&JSJAgI( lrtclﬂdg qg@n&ﬁ)& 8 q@u Qcogm%& syslarﬁ Q%E one
u npr edi ct ablth? nW QoenRJ\m _Feg{o amdgv'biymi ¢ araden\;cYn an csgguseraccou argwherel saljjl aCt I on,

{40
c) invoking storage o east one video. recording o 537"6'87 0 r'ﬁ’f ed action
performance fromsaid entity in a date store;

l%ls assessed to t{ﬁtermme i
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d) performng: invocation or facilitation of transm ssion of said video .

recording fromsaid data store and details of said pronpt to an second user

terminal for view ng end assessnment by an assessing user. 47.- The control

systemas clainmed in any one of the preceding clains, wherein the visible

pronpted action includes facial gestures, hand andl or other body gestures.

48. The control Systemas clained in claim46 or claim47. wherein the data

net wor k i ncYeretPeBin & nesive pisyion of pratectt WA GEET L B PYY ° BB RE Bl bery oPBE M ng a

'user accouppervcrtiabase in a date store accessible by the control

syst em an¥t \Wiaesthesiotyiain & wierej) 38 flentifs CBARPRTStd inplydds @ pftcresordyd inaget videy frecording] apdieyyipridoipnietripg

char act eri stseeigkeee| ati ng tea regi stered user 49. The control system as

cl ai'nmed: i 1. aHe @etrmotdi8n 36. wiveis sgid convdl shyem igiatbsasicpetwsitonsiael. udes a ' virtual networ k'

fornmed freMrieomuectinonein shekinsamenis biplenr uaes sdicorretbegtho t he date

net wor k, @aimemahbd'al dbitild in[3@ bidkrcikims @5t) raietd altoRatehl Blefbeat@ cdtlBdedredioRC1O aibl Gontb! Bystsah

dat abase, eamdeigabras bf s@ololysemr r espondi ng tea regi stered user or |1 -

user | enni pakne 2dhod sd diRed Q@ brb O bisins YrSd, BHoRIAR cobtr @stbiBiLonkglRed to Gas bl 1 ViddSecéting Githg@dia 49, |

wher eupon 1 GGt Gyetertatd Somfdfe hsonied Bl RiSilyingthern @it 3R aco s 4. QeapYSt €M i S

confi gur eg b Qe Yaiaeitin &) ob QW ohirhs AR hdbin B foddirg Busid et S fue BGHA mm,m(ahe rdstﬁta after
accessed“ushete.m&t?ﬂu@tmtmttagtnr,,sw@tagmafytgn,ugcta%tmtntm@tts"gtom ded by the first

user ted cO i.ne 47-50,.
wherein t e(?he ma"“"i’;nq‘ Cem e ct"“?éées"%m"'mﬁffr Wmm'('igoar't'ta '""ie'x G ES ?’ amt drucgtr’fs'w m'ssion
bet ween sai (:f""se S BT na s via the data net wor k The control stem as
claimed i ff TS RO AT S 1 YA GUTEY °‘E"8°’°f)t°6€ﬂ’&ﬁé’°"t ﬁ’é%’f" in a

f orm sel ect E‘él’ B P STREHERT D& BIH PR RYPS § EXTT gRA SRPEAr O] erre "”"é'y’nbol s,

r epr esent at i"B7E™ et e Sotlre™*4/F*deo, ani mati ons. comhi nations and

per mut at i on® t‘*l“fe'fge'tﬂfms'"g‘@sf"“’""m@“““‘t’sr“t?te‘”s'y%‘t"em‘és clainmed in claimb52,

wherei n the prorptetys text or inmages. 54. The control systemas clainmed in
any one of C ai rnmasdingdd pts eONkeGhethrdia oitngpoleeor facilitate transm ssion of
t he pronpt H0fnvoeng Pre@eiet-@imidof@diead tht @ireki@ble prompbiBsaid hiy® p@@id visilpopytiem as cl ai med
in any one of ki odiRastomt videS@bding @ddil ;ﬂdptetl &tiorl pEHHRKR frofd Eeid EnyGr o e b2 .

transm si onyOfedbimkyt i pl € said pronpts. 56. The control systemas cl ai med in
slain 55. confli Q&b orbatarod WM Raoidd bt sela Aed rbobrdinfofsas taattmaests%m%patm kals three
said pronpts. 57m,,m§,,ogm;moam§,¥nsbtgggwg§ &l aimed in any one of claims 55-56,
conf i gur eg tfh(e) bg\ly%%s cglmed in ﬁ[&h%e?edx %@m%&%e v(l;)rg?e pgmpe{ btsn th desrfTaR; g%stures ha% ‘

time-delimt cf!'segue ce. he conb system as clarnmed.in any one of

gl‘ glrrpnf S 5,[5485 { fﬁ contral r{ftesz ¢l almeg ;[n ﬁlalm 4'6 {r] él/a(l?n&? H%Fm Q}Teg Initwa 1% ud%s o:[te rme‘t“rgrs rI;Tl]at % t?slfrg%@soczueﬁs,' cont r ol

system as. cl°§i"°rfe”&"“°ﬁt>"/‘d'l " ’W&F’%"F%’ "F Fre’ f’f"’ﬁé’"’ H}%T"é’g "%"f%@?‘t‘“b%ﬁ“u"s of
consecutive ﬁWfﬁff‘é‘”ﬂf’T’“f‘"é‘P%’”“’%m’The control systemas claimed in claim
659, wher i M fR@ SPTRRces nfpim Mot 945 4TrPTE Ny e scmewfrwwpmw@e*ewe of an
unpr edi ct abimded errgrictOp Pedye wtvitr e PRk proefied e tiRtgdsts 83rs inPidgbbaconth Bs=eogly st em as
cl ai med in gomyrogméra pfisteredugionygeer@in0, configured to performsteps b) and -
C) synchr ofe0 i leagto! sfafeh as Jdved iC int4s @ klains4p Jbe@Mpnageivigel i@ ieqaa@Clegien atatp\s). BN @fystelsal N6
48-61, Wher enfgurosth st @Eitddd debriie s Ga-abdDhoreBRE br@idiEMOKES orbefbaingds IS plyaed

provi di ng, eaemubkeEmaxeost abl e code or conputer-readable data to software
on the fi §StmeUsitRilsystiPis BlmdA anp¥ £ &bint NENWHIENR AR NBast REANRAroAGRE RN Y. 63.
The control \Q¥sl@M@mnekledl ABMHwi«n any one of claims 4642, wherein before
step d) the e Qb «iad G I dndor GRINE4s gutged«, L RSB GroR A PIPESSS ndll
relating to,g b b AR S stnt.,etn,u%.ae' Shof o%mtoﬁtqgmtta@t orh B il 27! d video

recor di ng 3 Th800nbol;ryshem ime lnc%ul:nms\t)‘e lstextonm In any One of al s 46- 83
wherein tfie a contro! [ gnf Sé'i{arfwd m a one cla(r-f conﬁ ured to volie %Oruﬂatqu rmselo { thev defor a
separatel y t uge d con al WYL 88 SHELE B & B IRTUR

recor ds. 65Pmﬁﬂ®“éﬁﬁtrol systemas claimed in any one of clains 46 64,
wherein said assessment is perforned by said assessing user et a second
user termnal connected to the data negwork, wherein at step d) the contro
systeminvokes or facilitates transm ssion of said video recording from
said data store and details of said pronpt to said second user tenninef. for
view ng and assessnent by said assessing user and includes the bather step
ot e) receiving fromsaid encasing user an assessnent signal. 66. The
control systemas claimed in claim®65, configured to use the assessnent
signal to classify, or contribute-to a determnation to dassify said entity
and wherein said classification of the entity is determned by the
assessment signal .



67. The control systemof claim46, configured to invoke an automated
assessnent of said video recording at procedure d) and generate an
assessnment signal indicative of said assessnment 68. The control system of
claim67, including e gesture recognition systemand wherein said automated
assessnent includes assessnent by said gesture recognition system 69. The
control systemof claim®68, wherein said assessnent signet respectively

i ncl udes & PO PRI S GimefiapppeioATEm s &vt Fopiarieq ikt feciifedansmiston yultivlg epid rrasneft d enti ty.
val i dl y p#r fitgronfeefstagragcieimepip <aimb enthucgddofnyols pr facip@treafjesionciatiest tesk seidgpatsem of any one of
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The conirof sysfem as claimed in any ene of claims 46-63, wherein the data store for stonng the videa recording is provided separstely to

a userdala sfore containing a database of uger account records.

"65.  The control sysfem as claimed in any one of claims 46-64, wherein seid assessment is performed ﬁy said assessing user at @ second
user terminal connected to the dafs network, wherein at siep d) the éontrol system invokes or facilitates transmission of said video
recording from said data store and details of said prompt to said second user terminal for viewing and assessment by said assessing user '
and includes the futther step of:

e)’ recewmg from said assessing useran ésaes_sment signal. ) .

66. The controf system as claimed in claim 65, configured to use the assess)nent signalto classify, or contribute to a determination to classify
said enlily and wherein said classification of the entily is determined by the assessment signal. ‘

67. The control system of claim 46, configured to invoke an automated asxessment of said video recording at procedure d) end generate an
assessmen( signa! indicative of seid assessment ' ‘

68. The control system of claim 67, including a gesture recognition system and wherein seid sutomated assessment includes assessment by
said gesture recognition system.

69. The controf system of claim 68; wherein said assessment signal respectively includes a pasitive or negative indication of whether or not
said entity validly performed said prompted action. )

70. The control systam of any one of claims 67-69, including a facial recognition system and wherein said automated assessment includes
assessﬁt ent by said facial recognition system to analyse the enﬁty’é face with respect to an identifying charactenstic in an accessed user
account. , .

T1. The controf system of claim 70, wherein said idehtifying characterigtic includes a pre-recorded image, video recording andior stored
biometric data of a face. ]

72. The control system of claim 70 or claim 71, wherein seid assessment signal respectively includes 8 pasitive or negative indication of
whether or not the control system assesses said enlify as having a facial characteristic the same or similar to said identifying
charactenstic.

73. Computer software for performing the method as claimed in any one of claims 145, said computer software embodied in computer-
readable instructions executable to perform the steps of said method. ‘ '
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