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METHOD AND APPARATUS FOR SECURITY I N A DATA PROCESSI NG
SYSTEM BACKGROUND Fi el d [0001] The present invention
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specifically, to nethods and apparatus for security in
a data processing system Background [0002] Security
in data processing and i nformgation systens, including
comuni cati ons systens, contributes to accountability,
fai rness, accuracy, confidentiality, operability, as
well as a plethora of other desired criteria.
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Asymetric _cryptosystens are also called.public key . .

cr yptSeewEy éﬁré@ta,&r?ﬁe%ll‘%ﬁ?dg?&g{@“@h SW%&?‘QAI@ coimithunications
' ; L&irady, ebniidRBRS! Serability, as

sPUEL PR 1 RocolraB R R B B SRR ERgy perabiity

vidilerse plstharandethel desiredseiteriee Ensoypsioni aritbpgeneral field of

provi sionin f secret key between a sen . an .
cPRREERR, ' BERASS FOBDST BV Gu HErT i S GisiorbPadcgsting
a?lé dhessudiifi PN S ot ApBdattRedsn f¥ctRineyEdhmgrea, dRtyidn is used

or security in a dat'a processing system [0006] In
to pevestfentd, in andeetifydinaseid] frasagiany & ¢atp REPCEH I TEETS.

key to recejve broadcast servyi [ i

t t
Pl S5 VoS B RAT LA, IR BB asd o proven
HaEME Q,rﬂrSt%@tOW@b PagdsOahdiprePért Medees toryonfidanial docugnents.
secret key encrypted by the public key;

Asymmetric encryption system, often referred to'as a cryptosystem, uses a same
key (i.e., the secret key) to encrypt and decrypt a message. Whereas an asymmetric
encryption system uses a first key (i.e., the public key) to encrypt a message and uses a
different key (i.e., the private key) to decrypt it. Asymmetric cryptosystems are also
called public key cryptosystems. A problem exists in symmetric cryptosystems in the

secure provision of the secret key from a sender to a recipient.

[0004] Therefore, there is a need for a secure and efficient provisioning of a secret key

between a sender and a recipient.

SUMMARY

[0005] Embodiments disclosed herein address the above stated needs by providing a
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method for security in a data processing system.
Tn one aspect, a method used for provisioning an access key to receive broadcast

services in a terminal storing a private key comprises distributing a public key
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decrypting the secret key by the private key;

recei ving the access key encrypted by the secret key;
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to receive broadcast services in a termnal storing a
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YO 1n astill another aspect, apparatus for provisioning an access key to receive
broadcast services in a terminal storing a private key comprises means for distributing a
public key corresponding to the private key; means for receiving a secret key encrypted
by the public key; means for decrypting the secret key by the private key; means for
receiving the access key encrypted by the secret key; and means for decrypting the
access key by the secret key. An alternative apparatus for provisioning an access key to
receive broadcast services in a terminal storing a private key comprises means for
distributing a public key corresponding to the private key; means for receiving the

access key encrypted by the public key; and means for decrypting the access key by the
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recei ve broadcast services in a termnal storing a

private key conprises neans for distributing a public
wlegospamweespondi ng to the private key; neans fRECT/US2004/021847

recei ving the access key encrypted by the public key;

and nmeans for decrypting the access key by theprivate

key. Another alternative appgr atus for provisioning an.
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storing a secret key conprises nmeans for receiving a .
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a secret key encrypted by the public key; codes for decrypting the secret key by the
private key; codes for receiving the access key encrypted by the secret key; and codes
for decrypting the access key by the secret key. An alternative machine readable
medium used for provisioning an access key to receive broadcast services in a terminal
storing a private key comprises codes for distributing a public key corresponding to the
private key; codes for receiving the access key encrypted by the public key; and codes
for decrypting the access key by the private key. Another alternative machine readable
medium used for provisioning an access key to receive broadcast services in a terminal

storing a secret key comprises codes for receiving a public key corresponding to a
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medi um used for provisioning an access key to receive

broadcast services in a termnal storing a private key
w@eopniees codes for distributing a public keyPCT/US2004/021847

corresponding to the private key; codes for receiving

the access key encrypted by the public key; and codes

for decrypting the access keg by the private key.
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Vari ous enbodi nents will be described in detail with
reference lo the follow ng drawings in which |ike
reference nUPEREBSDESORIPIOON &F BHEMRRAIYINGS! ei n:

Various embodiments will be described in detail with reference to the following
drawings in which like reference numerals refer to like elements, wherein:

FIG. 1A is a diagram of a cryptosystem;

FIG. 1B is a diagram of a symmetric cryptosystem;

FIG. 1C is a diagram of an asymmetric cryptosystem;

FIG. 1D is a diagram of a PGP encryption system;

FIG. 1E is a diagram of a PGP decryption system;

FIG. 2 is a diagram of a spread spectrum communication system that supports a
number of users;

FIG. 3 shows a simplified system for implementing BCMCS;
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[0014] FIG 1A is a diagramof a cryptosystem [0015]
FIG IBis a diagramof a symretric cryptosystem

WO 2309663 G 1C i s a di agram of an asymmetri c PCT/US2004/021847
cryptosystem [0017] FIG IDis a diagramof a PGP
encryption system [0018] FIG IE is a diagramof a
PGP decryption system [0019]5 FIG 2 is a diagramof a
spread spectrum communi cation systemthat supports a

nunber of users; [0020] FlI shows i ified

sy st Big-fothopisys terpaingl %ga@@&%,%f“égm% tfﬁ?m 5V
e abl e of subscribing to BCMCS to receive

m‘ﬁﬁ{'{{%dr?r%%?g&gbntent; [0022] FIG 5A and 5B show

prh OVIFEG.GA gl 8B shows poovédioniay of mseardtkky if QUIRE FIG 6
shows_provi sioning of an access k ' Uvl; [0024
FIGF -%W%Pﬁo\@ 1gmg@?ﬁggwgasslfeg%6;@ﬂ,\?;si o\rgi ng[ a !
secr FfG.kﬁMldv& da%fééérbﬁ%le[rﬁaﬁé& ffrpfRvidosing Wee@Bokdyah a UIM;

exanpl e et ho rovisioning a secret key in a U

and FOB.26§homts@nothes bxamsplamethodpl Rromisidning 4 gncret key in a 5
I%{Eovi sioning an access key in a UM

a¥ETAI LEDDESCRI PTI ON [ 0027] In the fol |l ow ng

descE®!9 bwsReKafnple Hehad f& paswasighivgnantaocess Ruy thea HIM.
t horough understanding of the enbodi nents. However, it
wi || be understood by one of ordinary skill in the art
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oper atlk@nisistatedibatpes éroboritients myarbel destrite as a process which is

SRt B DR B g 5 R A
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operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination corresponds to a return of the function to the calling function or the main
function.

Wireless communication systems are widely deployed to provide various types
of communication such as voice, data, and so on. These systems may be based on code
division multiple access (CDMA), time division multiple access (TDMA), or other
modulation techniques.

A system may be designed to support one or more standards such as the
"TTA/EIA-95-B Mobile Station-Base Station Compatibility Standard for Dual-Mode
Wideband Spread Spectrum Cellular System" (the IS-95 standard); the “Global System
for Mobile” (GSM) communication standard based on TDMA; the “Universal Mobile
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subroutine, a subprogram etc. When a process

corresponds to a function, its term nation corresponds
wo 2008/06stir n of the function to the calling fumCT/UsIw040621847

the main function. [0029] Wreless conmunication

systens are w dely deployed to provide various types

of conmuni cati on such as voi ge, data, and so on. These

systens may be based on code "di vi sion nultlple access
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original message. As illustrated in FIG. 1A, the plaintext message is encrypted to form
a ciphertext. The ciphertext is then received and decrypted to recover the plaintext.
While the terms plaintext and ciphertext generally refer to data, the concepts of
encryption may be applied to any digital information, including audio and video data
presented in digital form. While the description of the invention provided herein uses
the term plaintext and ciphertext consistent with the art of cryptography, these terms do
not exclude other forms of digital communications.

A cryptosystem is based on secrets. A group of entities shares a secret if an
entity outside this group cannot obtain the secret without significantly large amount of

resources. This secret is said to serve as a security association between the groups of
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within the specific group of users allowed access to

the nmessage. The original nessage is referred to as a
w@b@sno@xs nessage or plaintext. The encrypt edPEEESHGL021847

is called a ciphertext, wherein encryption includes

any means to convert plaintext into ciphertext.

Decryption includes any neans to convert ciphertext

into plaintext, i.e., recover the original nmessage. As

illustrated in FIG A the plaintext nessage i . .
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cryptanalysis.

PGP then creates a session key, which is a one-time-only secret key. This key is

a random number that may be generated from any random event(s), such as random
movements of mouse and the keystrokes while typing. The session key works with a
secure encryption algorithm to encrypt the plaintext, resulting in ciphertext. Once the
data is encrypted, the session key is then encrypted to the recipient’s public key. This
public key-encrypted session key is transmitted along with the ciphertext to the

recipient.
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Adl eman (RSA) which is discussed herei nbel ow. The RSA
systemis used in the popul ar security tool referred

w0 eoasoderetty Good Privacy (PGP). [0036] PGP chOUSme4/021847
features fromsymetric and asynmetric encryption.
FIG. IDand IEillustrate a PGP cryptosystem 50,
wherein a pl ai ntext nessage %33 encrypted and
recovered. In FIG 1D, the plaintext nessage may be

conpressed to save nodem transit ssion.tine and K

spackor degryphien g disipicdiy FF@T@ RS ASERSFE D APRY %fe‘g‘ﬁf 1S @

by . addi . i P h
L L
caRRtcaly yairgpteé ciphexeres Tax pbmbinagien oeenesyrtionmoethedsttakes

L S encr gk 1P LT O G S Ghi
ergcgzéglﬁ)éa %ﬁl}l/’ﬁé%ﬂ@ ENRY R i¥ $biferall PRABA fdsteP tidagiublic &ef efrgption.

n Key, which'is a One-time-only secret key. This

Pilsiic ey eactyaticioin tmumprevideh asolutign iekeyedgriapiden mddalany

random event (,s), such as_random 20f.
Ry BROE R EUE R AR gy oty B g infofed
wWithblt Sor¥BEME Saceifics uPdscarityal gorithmto encrypt the

plaintext, resulting in_ciphertext. Once the ata.|§ K

encr PEPatores the kepsioity filesy ope farmpuhlie keysandage dor pryate keys.

eci pi ent’ I ' ' 5 £Hds the publi

T35 15E Dk 1 b it el BAOE PRSI AR e ool
kb dfargemetipleattto (R0@TlerFopublie dkeyying. obhe seader’s péYatakey are

in FIG IE _the recipient's copy of PGP uses a private
stoesfl qrothp eGP PHINYC KB ary sessi on key, which PGP

then Aléscﬁsscugs%g}‘aﬁ&f&’ ﬁ:{;ﬁ Hh&8 & 8NSHbuaRa ke ﬁﬁe\dﬁbgdlcryption and

ci phértext. The conbi nation of encryption nethods

deakpsorachnantcagplioited.Ehe Skeeenchaege RrpblsuB [inolkasfirst ensuring

encryption and the d S tric cr [ .
they et aep gxchap ggﬂostulcla ?]kpa{% 50@3{\% F%‘HF’&/E a%rg&&?%rsc%ﬁg &)E{fﬁ%rh encryption
ahd %érg%tlﬁﬁﬁ’ rRP&tvELy AR foPBRbirectioa)] nehinEtatisn, suchtthatnhe sender

provides a solution to key distribution and data

ahd asvsivies sandmth esarggt andrdeeypbiopssesen Fusber drigdatiddhas key

key distributiqgn are | i hani £

cxdnet P ertormeddn fo b Bfe b tBlty S @Pled pary.
tWo TRIGES ser98Easi@rexatipld 6f k@ysmaiidativme system 200 vizat eupports a
keys. These files are called keyrings. In application,. "
ranfePofsersyandiinerpahleret AmpEEHRG ataRit Semk éilgec an?sp%@fhmen s
reci pi ent ' by ' bBEof cells 202A
TR, e RO PR e IOl BumbBe ocll
tRfou¥RRe2® exth Bfwhich is serviced by a corresponding base station 204A through

204G, respectively.

Terminals 206 in the coverage area may be fixed (i.e., stationary) or mobile.
As shown in FIG. 2, various terminals 206 are dispersed throughout the system. Each
terminal 206 communicates with at least one and possibly more base stations 204 on the
downlink and uplink at any given moment depending on, for example, whether soft
handoff is employed or whether the terminal is designed and operated to (concurrently
or sequentially) receive multiple transmissions from multiple base stations. Soft
handoff in CDMA communications systems is well known in the art and is described in
detail in U.S. Patent No. 5,101,501, entitled "Method and system for providing a Soft
Handoff in a CDMA Cellular Telephone System," which is assigned to the assignee of
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[ 0040] As discussed above, the nethod of distributing

the keys used for encryption and decryption can be
weewpliat ed. The v key exchange probl ent i nvoP@BES2004/021847

first ensuring that keys are exchanged such that both

t he sender and receiver can perform encryption and

decryption, respectively, ang for bi-directiona

conmuni cation, such that the”sender and receiver can

bot h encrypt and decrypt nessages.,Furt er

the @s¢seidnYREEn K dje QRWH Hgelee tc_b grfsgpﬁ(al ggmé ¢ %%slesétation to the
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which i's serviced by a correspondi ng base
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Term nals 206 in the.coyerage .area nmay be fixed (i.e.,
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t er MmQadRindQRnAhE f6H winaesatitd tharegdtuit andhie syameion of services
Each term nal 206 conmmuni cates with at | east o

e and
apmkblentiy winsees ermmuBicaiomisshmadogydinve frel t&é%ﬂ?vﬁﬂowt of
uplink at any 0i . L0g r o hioh.
AR SYRTBLE Ol ARUERTLR0UR o B i
shdmilaetin tiesicasiad sanicedperadteectitrred oon ¢ligh-Sped¢dBroadeast
sequentially) receive nulti th eljﬁb nsmcﬁsi ns fro .
Sauiea (B Dadtn SRMPIOHPICAg ORESESHF VidO shfning of movies,
hizad id bR bl dail thaMeleins
sécgrggc%{{ghfeégétéz.gﬂ% HYB §5i§1de§ss %!&ékekﬁ‘&ﬁ"ﬁbrbi&e it einst

etail 1n U atent No. 5,101,501,
PestbidlI (Y. "AMetvioel prvitles ystyanditase therayailahtitity of sweft high-speed

Handoff in a CelJ ul ar Tel.ephon tem.” [ | S o
ve eVt o (6 B, RSP DU BB 1Lkt piflfifly (froceive
tﬁ@é@?\l{]ﬂ:@ nd BhEERcoR: A MRS sefvidd eitduletbas Sivaitisements,
to the termnal, and the uplink refers to transm ssion

Shooriviatgementrfiyisteim (VM h MViselsss Applicpigen Profocos (WarHpeetc. Base

ot ed t_vari ther inf .
s £ Da PR S TR BB L i a G RERRLE sPhofin s
Rsisd b eBehRMhd BlohadasORsaosl/the Msheadd tha daertiealippssagescind learns
by a system Also, while a term nal '

] may, be a nobile
thhepreopriatperndigretionat Ahalysl Geamncyo B ﬁl@%?j’}‘f@ CORGH % he
588 R Ly P RGBSR 1 pthanat om, 2

descrithe ibecenilpissibkisabsciipidsievemor madélnfprdENdheervise,
UAASheRs.Sate, LERDS( 9%, o0 200 LR SXBRIALPD.SL. For e e
r}oes%lag@ipﬁg}f iR 8ed 67 tHeOndtiRs @SMLRLQPMRNerAfe. The BS broadcasts the
content without encryption and interested mobiles can receive the content. The revenue
for the service provider can be generated through advertisements that may also be
transmitted in the broadcast channel. For example, upcoming movie-clips can be
transmitted for which the studios will pay the service provider.

For controlled access, the MS users subscribe to the service and pay the

corresponding fee to receive the broadcast service. Unsubscribed users should not be
able to access content broadcast by HSBS. Therefore, controlled access is achieved by

encrypting the HSBS transmission/content so that only the subscribed users can decrypt,
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specific data services. According to one enbodi nent,
the system 200 supports a high speed nultinedia
whe@atde®ss i ng service hereafter referred to asPCT/US2004/021847
H gh- Speed Broadcast Service (HSBS). An exanpl e
application for HSBS i s video stream ng of novies,
sports events, etc. The HSB 0servi ce is a packet data
service based on the Intern Protocol (IP). A service
provider may indicate the availability of such
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possi bl'e subscription/revenue nodel s for HSBS service,
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rtially cont ed agcess. Ak r : ;
RSt oS8R5 13 RS L8R8 Rrenof BOMCS s
d8EloYe L. U.ShRatBS Appiretass&id No. ¢012B8188 filadugust 28, 2002.
encrﬁpti on and interested nobjles can rtgceljéve tgl% 1 (IP
Geoerabyt BCMIGS risvee peket dlatar fraviserRased oprigs i lasmet diyofpgol (P)-
rated t - [ : b twork
RSSO o, RERNAR 64, 300 Smblpin Ry SRS nt
30(C Qided Gy | #rdid iinfermationbis proaiver tot Batkeigzednhai@hSemviee

Nebeko e b 2504, o anpnt Surs (C8balps BB paepngnd audio
ixﬁ?%ﬁ%fb% ﬁfag R2Yrohd) %elsﬁgédegri REhNGr 18@ot @ansRERIone. The

adcast service. Unsubs ed users shoul d not_be
iibtreaticn &c prwiledoast paketizasiadatas sudby aHSBIP prsketaf BPSN 320

control | ed._access is achjeved by.encryptin
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use over-the-air encryption key exchange procedures. .
iffirdstrusiotee wlenyent B4 suctsas abrge S@lR i1p ycogpUHsalipanwYh 2 plurality

heft.- of - vice. 46] ..A hybrid access schene,

O&éffe*?lpg‘a f@rsélgﬁﬁ%fl{olgg? gst}:a%n %ol 1 ed access, provides the
HSBS reer¥CREERSCS Hobporidet impnbgped catent.ciftbaictirs element
encrypted with intermttent unen%ﬂ&% € adv(frt i‘i%net?t
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To control access, the content from CS 310 is encrypted by a content encrypior
(not shown) using an encryption key before being provided to PDSN 320. While
content encryptor may be implemented together or separately from CS 310,
content encryptor and CS 310 will hereinafter be referred to as a content

provider. Note that a content provider may also comprise other elements and/or entities
such as a subscription manager, a key generators and key managers. The subscribed

users are then provided with the decryption key such that the IP packets can be

decrypted.
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segnents could be known to the MS through external
means. [0047] I n one enbodi nent, system 200 supports a

w@20osioaaskar br oadcast service referred to as PCT/US2004/021847

Br oadcast/ Mul ti cast service (BCMCS), sonetines
referred to as Multinedi a Broadcast/Mil ticast Service
(MBMS). Detail ed description of BCMCS is disclosed in
U. S. Patent Application Seri]a No. 10/233 188 filed

August 28, 2002. Cenerally, BCMCS a packet
ser vMee parsealads, i friberhet tw%c‘tﬂ efma ple ﬁzﬁd apibsgribing to
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plurality 'of termnals 350 such as_nobile
ahhtatghamsem[a@@m}mt ¥l baatwoghedow iz tefersnen fodddl, other integrated

une t ed t
Cl[r%lBE égr fe%él%eo]?rpgens%ng fuﬂ ﬁl%& %? ] gfe e?loemrgg&ﬂfg 1versa1
hﬁe iedesirtiie dad QUIBC) piSubstriver] dddring Mdadudd aiﬂnd) ott Tdmversal

scriber termnals within network 300. To control
S&Mc(élsgéM)t he content from CS 310 is encrypted by a

cont %% r YR30 r‘gj’&,%lggﬁ g&ﬁcﬂﬁhnﬂro@éﬂlﬁ&c fotPleb@ityksd the

bef ore g provid N 320 | e content

BEUNICS ptré)isnﬁﬁsyom end rmb*edearn tvmnbusog@tshwr Mt 446p M%ﬁépyperforms
fromCS 310, conte ptor. a

SHe TR PSS 1 o DG 0 PaG T4 BB CorfECBPBOT dEBONSS
cBF@Bnegtr&a?ﬁbt g?ﬁlﬁ pch@‘lde € ﬁ)rmae@b§oummo SEIMt4B8Y is trusted to

nts an entities such as a subscription
saanelyestoreaarice prcgmsse stair@r infermatikey(sweinay eperyptigre keys) that

SRy BT A 1§ PO ¢ Kb d¥de et B eorers
sMREE tRAEhi §8!IRE Inkees CI\% éqﬁi’@\ﬁlﬁe gyst@n nonean g Ghec agadt e

of subscribing to B to receive broadcast content.
iffformatierl o490 conpri ses an antenna 410 coupled to a

recei g@%g{a&%cﬁﬁ@ El%rc@gsﬂ% uf?Qef8C8! 48R a Secure UIM

trans roma
Processing Unit (SUPU) 432 and a secure memory storage unit referred to as a

Secure UIM Memory Unit (SUMU) 434, Within UIM 430, SUMU 434 stores
secret information in a way that discourages unauthorized access to the
information. If the secret information is obtained from UIM 430, the access will
require significantly large amount of resources. Also within UIM 4330, SUPU
432 performs computations on values that may be external to and/or internal to
UIM 430. The results of the computation may be stored in SUMU 434 or
passed to ME 440.

UIM 430 may be a stationary unit or integrated within terminal 400. Note
that UIM 430 may also include non-secure memory and processor (not shown)

for storing information including telephone numbers, e-mail address information,
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content provider (not shown) through an infrastructure

el enent (not shown). Term nal 400 includes a Mbile
waEowspmems (ME) 440 and a User Identification MOUS®04/021847

(UM 430 coupled to receive circuitry 420. Note here

that for purposes of explanation, UM 430 and ME 440

have been separated, but in sone enbodi nents, U M 430

and ME 440 may be integrat ed1 oget her as one secure

processing unit. Al so, although th od| ment will be
wele egé 98 wfldr@aSemécr@étl% %ﬁg'ﬂ ng, fEgHgRs £
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orms substantial processing, including, but
hivahg Istrﬁmgeeobmocssmgcpcwﬂn on of BCMCS content streans

usin ded b
trus yﬁ%?a&éé’ él get%ggee}{ggEXaﬁ? élgg%/[sliugg(i): rng%p bk Saccessed by a
nbl{‘wseﬁlsér%d sUGhdas ®NGis¥Rire.OAnkSyifdrmiatiah pised @ ME 440 or

remain secret for along time. As UMA430 is a secure
pricegsed thyethse M tid0 seonind seherbi fede Ht or% e S0yt jmpunt of

tlg}%? i{.] _Ese f%%%ﬁs‘y %%s%rggg%atﬁa ggcrf:th gquﬁ'ﬁitﬁ)tn SR REBEYQR shared

i nc € a processing uni
withf B1E adotse aBangedastithe Ul M Processing Unit (SUPU) 432
and a secure rrermrlgﬁstorage unit referred to

Sec uMoTe)| IITREHHTY; N SONENT H3WPIGH YIDTTRies lzfgrg,g a unique
%é" M d8th J: %ﬂ% ﬁég{lﬁmgné&f}?fo‘noﬁeysnre%ﬂw td BRtshort-term key

ura access tothe information. |If
(K Beordet tb rtfeory]mtth@ iraagdcashtcainteat] af ropartiFwez gge, tME 440

RBE Gapvelic GG -HTHE DA 3501 tasdB i S Bitpes, content fo

LI drﬁ’r& QHICVQJCH afatt SRt cdiPYe hRsiMEE ke dlavé @oﬂlﬁddrﬁxliunt of
i nterna . The results of the conputation

11|imy131bememctbmgdvalne $Q1NBJ uge B graenpdel thés NHrinsle. mtfr@@;z]value
N e
HAGE-GHE&GEAECIIEBRRE n@fRerPvanes smsummgt tiginaké cost of a non-
subscriber obtaining SK from ME 440 of a subscriber exceeds the intrinsic
monetary value of SK, the cost of obtaining SK illegitimately exceeds the
reward and there is no benefit. Consequently, there is no need to protect SK in
ME 440. However, if a broadcast has an intrinsic value greater than the cost of
illegitimately obtaining this secret key, there is a benefit to the non-subscriber in
obtaining such a key from ME 440. Hence, ME 440 ideally will not store
secrets with a lifetime longer than that of an SK.

In addition, the channels used by a content provider for transmission of
data are considered insecure. Therefore, in BCMCS, SK is not transmitted over
the air. It is derived either by UIM 430 or ME 440 from an access key called
a broadcast access key (BAK) and SK information (SKI) broadcasted along with
the encrypted content. BAK may be used for a certain amount of time, for

example one day, one week or a month, and is updated. Within each period for
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for storing information including telephone nunbers,
e-mai | address information, web page or URL address

w0 ndosioe@sd on, and/ or scheduling functions, etcPCT/US2004/021847

Al ternative enbodi nents may provide a renovabl e and/ or
reprogramable UM Typically, SUPU 432 does not have
significant processing power for functions, such as
decryption of the broadcast Pontent of BCMCS, that are
beyond security and key procedures, However
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unt  of I'nsi"c nonet ar

mb3 s@uf Grhed BHSREr shigdcribesatph ebrohdvast chinbelnsiferedoimetiar yontent
value may be a portion of the registrati on cost s..d f
Prepiider fi MABIQIGET PBIRT dAtSUbSFHREONrad: HAGE CATHYTERIRYICer may otier

i Rt L Nsi n % I8kt ts@biak
L DSBSt e
watc grdsantd R K rfof iatiséhannain et aequivealusars ¢b 18Eister Her ceght channel

eI TG,
cBﬁt@ﬁteﬁltov%ré %chﬁ"o%ge tHAWEMBE salne RghiAASE AGYs RASeqiire the

Intrinsic value greater than the cost of
us¢rl egidginat ehd/ oblximiandifiigranhiRK.secret key, there is a

b fit to . th -sub ib i bt ai.ni _
fregrenI oasgrl@}_e, Egﬁ gg ’tl§qugEﬁgpzlcﬁsle% g'g?fF . %to?’;iﬁgrlg dﬁ?@{le to a

reisr, Wet Ne@h! ide®lis MBsigRaGEertha RKIsh #ovadvegnif SKuser has
0055] fn addition, the channels used by a content

npulGpledeiMs othenr GasemiBMsomap oedeaniizsfe Ko aaTadhe fame RK
dlags 18 Sn 48 epro%{ci)erseof IR B pro¥iabS IR chAtBRSHoVIRH may
then send UIM 430 further secret information such as BAK encrypted with RK.
UM 430 is able to recover the value of the original BAK from the encrypted
BAK using the RK. Since ME 440 is not a secret unit, UIM 430 typically does
not provide BAK to ME 440.

The content provider also broadcasts SKI that is combined with the BAK
in UIM 430 to derive SK. UIM 430 then passes SK to ME 340 and ME 440
uses the SK to decrypt encrypted broadcast transmissions received from a content
provider. In this way, the content provider can efficiently distribute new values
of SK to subscribed users.

As described, controlled access may be achieved by provisioning BAK to

UIM 430. However, the broadcast service faces a problem in determining how to
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the air. It is derived either by UVI 430 or ME 440
froman access key called a broadcast access key (BAK)
wa@eassbeounf or mati on (SKI) broadcasted al ong w PET/UB®04/021847

encrypted content. BAK nay be used for a certain
amount of time, for exanple one day, one week or a
month, and is updated. Wthipn each period forupdating
the BAK, a shorter interval P% provi ded during which
SK i s changed. The content provider
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cont etn provi oose use the sane
regi strapi [ [
e R L e O S8 B8 oS e R R

kept ag, a gec ilNpfdl M 430. RK is unique to a given
stBMhat | kg ) Kf’egc ) st .i BhegseqvgrrsldRlgican g‘v@@r‘iﬁs I'securely in

STVELEG . ah70, A5 R a0 TR ESC LA P [ e o i
%‘2’8 S/}?g%at:ocalrﬁg;tegl; g%@ic@%g anlﬁ;t . n/ﬁt L])%r@o%/?;fqefmggg (}:%gltp%gtlorm the

i nf or. ' CrvDt : .
A B OR300, M sl €30k v o
seqizt ypted iBSKMYi45d. Wiertikvelgi REemiEbeig@-previsionedin SUMU 434,
secr et it I [ '
fm;e)@m_leual time (%Jf rll\a/lardﬁf’fgcth epl",[%ael clo terle Sr%vﬂi%} d&:rry%{é 91% e%@r@p‘e% RK

using KPI such that Dy, (Eg,, (RK)) = RK

. Once RK is provisioned as described,
BAK may be encrypted using R as described above and sent from a content provider
to a terminal.

In an alternative embodiment, a temporary key (TK) rather than RK may be used
to encrypt BAX. Temporary keys may be used to further deter unauthorized users from
accessing broadcast contents. If RK is provisioned in UIM 430, a content provider may
send TKs to UIM 430 by encrypting TK using RK. The content provider then sends
BAK encrypted using a current value of TK such that UIM 430 can decrypt the
encrypted BAX using only the current value of TK. However, in some situations, RK

may be available and/or a temporary key is desired. For example, if a user wishes to

subscribe for a short or fixed period of time to receive certain broadcast service, a



[0058] The content provider al so broadcasts SKI that
is conbined with the BAK in UTM 430 to derive SK. UTM
wa3dsohem passes SK to ME 340 and ME 440 uses PCBEUSHO4/621847
decrypt encrypted broadcast transm ssions received
froma content provider. In this way, the content
provider can efficiently disfribute new val ues of SK
to subscribed users. [0059] descri bed, controlled
access may be achi eved by provisioning BAK to UTI\%
teppaerekey waeldhepaefersd. Eé?ref%@ e C%YP&SBEPW? et o
det er how t oprovi sion BAK in U M 430. In one
PIONBEH rﬂ}%‘rﬁ{g a public cryptosystemis inplenmented to
[0063] P OVifsi teiniBAlpossesids vhedBlvatd keys aasatenegovidat weuldreacryats TK
termnal or a content provi deréé)ossesses a private key

t 1d
B T EL ey

RK TK» + EK I
L OB Pl Bl 0433, T 6T g 58 an e

st%'é{”s%&rbfry iR seaent. B H¥sHet pROESa e s [tid plrastaee keyy UIM 430

i ous known al gorlthrrs and/ or prot ocol s may be

K
BRI BHERED B Bl e Oyl T Sorten

pEcidBr Bad the&oﬁ@hﬁﬂ&bwﬁlbﬁd/om& deceypptheveateypledyl K singh that
private key woul d be securely stored and processed in
Q'K #@Q%KEKQ}%EKS SHAR. $10Pt 49t 1AM Wiy ha¢ BE:fordh R decryption and
vari ous encryption function E and decryption function
ehtryptyorhas nﬂasmanyo Mwmbwemcorttm ppeMidéranast gepersss EKa #hthe

[0061] In FI r0VI ]
WSS PRI EhPe 2N Ry S E R By I BHR Sfent
prézY&e“?cQsesELP\{he ﬁé@atei REY.YOhSe 4 EuEBETKAE pbvRIoned) Bgmﬁhy be
such The recovered RK can then be
es¢rypied usiag Tieina mangoRRlagAs tpenypsions) RiSpapdsgpt from a content
enc(ﬁ%pt)ts RK. I?lﬁl ng KPU and sends the encrypted RK E kP
‘ent provider. Here, SUPU 432 of U M 430
[0064] MY MRGT QbW MotRE éﬁl@bdlmnaﬁﬂwmmﬁﬁﬂ(hmoaisioned directly using a
necessary. Also, U M 430 may generate a. val ye of
phblic ewpiesysternoFigtse A ternBRALY Od POSSEyS B R%Y%t%gmandﬁ}&%%ﬁt
be pre-provisioned in SUMJ 434, for exanple at tg# rTe(B;g‘K)
pﬁ@xfidléramlﬂdi encriiteB AKnisimgt KPU and dend the engrppted B

e N 4 g(j)o '8 U[MBIEO would decrypt the encrypted BAK such that
D, (E,, (BAK))=BAK

. SUPU 432 of UIM 430 may perform the decryption as
necessary.

[0065] Accordingly, BAK may be provisioned in UIM 430 by various different
methods. Particularly, FIG. 7 shows one example method 700 for provisioning of BAK
in a terminal if the terminal possesses a private key. Method 700 begins when UIM of
the terminal distributes a public key corresponding to the private key (710). After
receiving the public key (715), the content provider encrypts RK using the public key
(725). The encrypted RK is sent to UIM (735). UIM receives the encrypted RK (740)
and decrypts encrypted RK using the private key (750). The recovered RK is stored in a
secure memory such as SUMU 434. At the content provider, BAK is encrypted using
RX (745) and the encrypted BAX (EBAK) is sent to the terminal (755). UIM then
receives EBAK is received (760) and decrypts EBAK using RK (770).



[0066]

[0067]

[0068] POSSEIFLBARES

[0069]

[0070]

usi ng KPI such that Kf> Kp< ~ . Once RK is provisioned
as described, BAK may be encrypted using RK as
waele®snidsesl above and sent from a content proviPREr/USI0H021847
termnal. [0062] In an alternative enbodi ment, a
tenporary key (TK) rather than RK may be used to
encrypt BAK. Tenporary keys y be used to further
det er unaut hori zed users fro[rlTrBaccessi ng br oadcast
contents. If RKis provisioned in UTMA30, a content
prov mgr 8 phoyvssmatherrepmple oRQARPOSPr Biovisignngf HAK ina
ng
té%?r ea azgﬁteﬁ heit: Iggs?é@sgﬁez{ Bltll;lcﬁg lf%e Ry Cﬁl%é‘}ﬁoo bU%lll\}lﬁl s when a

ury usi ng curr t hat

ceﬁtentqﬁcfzfylﬂt dltthbutem pyipli ek yBAYresporiingotol te pireate key @@6) After
val ue of TK. nme sit atl ons,

ronpii g e PRIl (AT SYbPERS eyl energBRmIG Using fhe public key
VS st i Bty 4 S s
R¥€isvientto aaimtmbpmwmek 830N Thelcdreenppedaderaece Vel ¢hensrypted RK

bl

e S RO R TR T, BB ] Ll max
USRBIRE0 (8550 dRs eﬁ@?{ﬂt&i BAK ¥ AKY ks sehi tegh&aﬂnafaﬁ(%emdtm
the encrypted TK E'K >TK to U M 430 and U M 430 woul d
tlﬁKanl x(ecc(lmEBi\]K (370)ced dppryptsHEB AR RE (§80)such t hat

p The [8

SonTHG0 ST SR EREEF AR D B BIERIGRRE AR yh o
t&@inal \PFovdedsto a@n@ﬂ’te\myl Veghisd 901t bepihsusheng TR disariioliteenplublic
the encrypted TK Kpu to g _content provid agd {(he
ket spBPIDORHIBG teithe pﬂda‘led(eaé%]f(})ptAff%éeféth?%/glﬁé’& hke,)d), the

RS e bt BAK g theibubfiE S5y B98N Thelrtrified BMK
(gg@ﬂS)?a f?]m thUIMc(%S) UM oxvepes tlﬁrmw1MrEMK (Béhemdtdecrypts
S_ i e term ssesses the private key and
iy Kasteths pywte %ﬁ@% s if the content pr ov?/de

Bﬁ'b'v}éﬁ;n%d K€Y terfER, BoXdhast@oRfentldan e encrypted with
provi si oned, be encrypted using TK in a manner

$ihahdy tusnirtad creninrwptSiK)haSbsl ORIB Al do sismproeasathe aehibigst
lgr oVi dter to atermnal. [0064] FIG 6 shows another
AATRORE™ n which BAK is provisioned directly using

In methods 700 and 800, more than one value of RK may be provisioned in a
UIM as the content provider may choose to associate users with the same RK for
all channels or require users to register for each channel and associate the same
user with different RKs. Moreover, although the methods are described with reference
to RX, other secret keys may such as TK may be provisioned in a manner analogous to
RK. Furthermore, access keys other than BAX may be provisioned by RK and TK as
described. Similarly, method 900 may be used to provision access keys other than
BAK.

Provisioning of an access key such as BAK using the public cryptosystem as
described eliminates a need for a provisioning pre-shared secret key such a RK or TK,
which can often involve complex procedures. Also, a user may wish to transfer a
legacy SIM card or Removable UIM (R-UIM) to a new broadcast-capable terminal. The
legacy SIM/R-UIM may still be used for normal mobile service, and the functionality



public cryptosystem Here, a term nal would possess
the private key and a content provider woul d encrypt

wBAKsedenyy KPU and send the encrypted BAK Kpu POT/U81004/021847

[0071]

430. UEvI 430 woul d decrypt the encrypted BAK such that

D kPl (E kpu (BAK)) = BAK s cjpu 432 o f u m 430 may
perfo n the decryption as negessary. [ 0065]

Accordi ngly, BAK nay be provisioned in U M 430 by

various different nmethods. Particular|ly, FIG 7 sh
regheTedarpIcadvAst GRocPe ADRPTPORCH BRI tas BTG oThaggblicprgpiosystem

t
PR gl B e The Ry BB RE ol RO RGP thepevort
a publniadditiey, distribespooih pplicckel ieegsier danalikaputfahl @) symmetric

After re th bl ke t he. tent .

v aa dat P e o RS B argoe e b Brsheyiey e ot g  seeond

oty bﬁ@taﬁﬂltg%) a1 4%)@ Resiade Wibnde38) the WWtIRARS). YRS d1Idfvs public keys

encr ypt ed and decrypts encrypted RK using the

tpﬂue\daﬁttnbMQQISE(nf Bmaencryp@dr duvevesdviRi ¢anmuricating Witk the first, all
U 434, At .th

SRR ke RSBy (8sogOhae T B iRl ey possessed by

B0 ¢ RhEE. BAkewiFBME filsberB{ heddorl{i Stotesid K/ fof a&ﬁiptmg

U Mthen receives EBAK is received (760) and decrypts

EBREgassoningFon o pthepessies Af ymmetiediys aredisadrit would be

Qe)é?%r}goggvﬁg%g g?e@%ﬁl}lgmo? S dc%ﬁ'tl@@ué%fdlﬁﬁi‘ét tric keys when

provi der possesses & privat

| deayingMata(©eth&3 B Ak piothe Vil Bnﬁtycﬂ:qhﬁfmg the fixst detity to store a

[0072]

[0073]

dlstrlbutesapubllc key correspond to the private

- aymetgokyy fosreaeh entity tha ftrgmppn W ‘key (810), UM

of t hf?urir hﬁbféai(n ﬁéYHRat Sut K85 BFedpBRAIRY B & pril&¥ key possessed

(820) e RK’ wo d be stored” in a secure nmenory such
msa Bt.#t/bhtzﬂtslﬁ.oes'ﬁlm rmkcrtlyepfmsd elRiyiopers momprommoflpwnver revealing

d h
D rpere s b s b D oG e g i gen

iprofiel Corldd t @6 RIPIBlIEREY R G YRin BAKTI$hA B BiSiributed
5%) and ?heagﬁfgl?y teé éﬂl ' B>,IAK) |ts sgnt to thge tributed to

melrtmlm@qnte(rs @B)wdeu Mthﬁletmgne&@nt/@@cemms (lsrng aatygnmetric secret
]g iSI ng RK (880). [0067] FIG 9 shows
Y'met hod 700 for provi si oni ng BAK when a

term F@bﬂfa Qﬁls &5 B&fotad PHat mbedlmyns v botnSOfecinedibnhardware,
when U M distributes a public key correspondl ng tthh

oY iweae. SirRarg, gnigylleware, BHcTogeds: OF #y Gomebipatiom therkely

iipbent I 80L50 AL SRR BT Blnpoceo
mv I sé@ﬁ&)ts tdfRvfarmaht uewstadng taskemay bs stbRAKN (294 @ohimen@adable
ggdcﬂgnpfuih as SUMU 434 or other mediums (not shown). A processor such as SUPU
434 or other processor (not shown) may perform the necessary tasks. A code segment
may represent a procedure, a function, a subprogram, a program, a routine, a subroutine,
a module, a software package, a class, or any combination of instructions, data
structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, arguments,
parameters, or memory contents. Information, arguments, parameters, data, etc. may

be passed, forwarded, or transmitted via any suitable means including memory sharing,

message passing, token passing, network transmission, etc.



[0074]

capyhpvipadibrpplisd to
0 : b St ot her
SRR AR SR L S BInd SprRkal IO AR M och as

EBAK using the private key (770). [0068] Once BAK is
provisioned in a term nal, broadcast content can be

wepwspmicesl with SK and a term nal can derive SKCDOHS®04/021847

on BAK to view process the encrypted broadcast
content. [0069] In nethods 700 and 800, nore than one
val ue of RK may be provisiongd in a UDVIas the content
provi der may choose to associate users with the sane
RK for all channels or require users to re istgr for

eachThsrefiorro heaiomeaienbadime e s dRgelyS@Rmpfestand arc not to be

Cogligéfgfd,r %ggm\%h% The!\’ﬁ?@rﬂ}’o%r T @lélte%%ﬂ)gpﬁ b eI ReRE & intended to

h reference er secret eys may

bSbrase & dy tdEmirthy ssipe 0é thei ahaiss mévssach, Anaprego tcackings

RK. Furthernore, ﬁccess §

th t.h BAK b
PR FEPHBLS ASnAT AReIAGS:

BAK using the public cryptosystem as descri bed
elimnates.a need for a provisioning pre-shared secret
BGREMeY IR or TK, which can often invol ve conpl ex
procedures. Also, a user may wish to transfer a | egacy

SPVI card or Renovable UM (R-UM to a new

br oadcast - capable termnal. The | egacy SIMR-U M may
still be used for normal nobile service, and the
functionalityrequired for broadcast can be
incorporated into the termnal. The public
cryptosystem for provisioning BAK all ows the new
termnal to easily share a key with the network.
[0071] In addition, distribution of a public key is
easier than distribution of symetric keys. Know edge
of the public key associated with a first entity does
not give a second entity the ability to decrypt
nmessage intended for the first entity. This all ows
public keys to be distributed/sent un-encrypted.

Mor eover, when communicating with the first, all other
entities can use a single public key corresponding to
the private key possessed by the first entity.

Li kewi se, the first entity need only store one key for
decrypti ng nessages conmng fromthe other entities. If
symetric keys are used, it would be necessary (or at
| east preferable) for distinct entities use distinct
symmetri c keys when sending data (such as BAK) to the
first entity, requiring the first entity to store a
symetric key for each entity that it comuni cates

wit h.



[0072] Furthernore, knowi ng the public key
corresponding to a private key possessed by a first
weniosoyeedbes not make the first entity open t oPCT/US2004/021847
conprom se. However, revealing a symetric secret key
possessed by a first entity may nmake the first entity
open to conprom se. Consequegél y, a single public key
for atermnal/l UM can be distributed to nultiple
content providers w thout significant concerns as
sharing a symetric secr etClkng§uch as RK wi dely.
[0073] Finally, it is to be noted that enbodi nents nay
be i npl emented by hardware, software, firmare,
1M ddlaemethed ussddop R Biomiig anicoesyittiynatdosivetbiieadeadt services in a
When inplenmented in software, firmvare, m ddl eware or
tepinited 819HBS 2 PHEAE KEY CAMPEYAS or code segments to

per f : ,-n a machi ne
e T R e Ry o R T e B e (ot
showpgceivingda eces koy esargpted by SudRphbliskepr ot her

processor ( not sho%& rmé Eerfo m t he necessary tasks.
A codecrypitethe serast keybydle ’Elv%fek?%cedur e, a function,

a Su?&feﬁgﬁg’iﬂﬁ? afBceRf REY &iBryfed By iHeNBerefkSH BA®OULI NE, A
nodul e, a Software package, a class, or any

conbideatyptong the acaess kejchy thesecrdbkey. st ruct ures, or

program statenents. A code segment nmay be coupled to

anot her code segnent or a hardware circuit by passing
sand/ othe HRERIVGMGnif, GV HERdiH Bt sediet Rey Blope R ditiser a registration key
paranmeters, or nenory contents. |nformation,

oaptrmprrey kejar anet ers, data, etc. may be passed,

forwarded, or transmtted via any suitable neans

i ncludi ng nmenory sharing, nessage passing, token
3passiThg.mdeddwyril ahy ans of gripxtediapclaline rfeftberasontpmsing:
foregoi ng enbodi ments are nerely exanples and are not

to baledymgnshed kﬁﬁbﬁﬁeﬁ‘i%thﬁa‘t‘%éylf%%/enti on. The

descr.pt.d. ' . 451 1 ntended to be
il u&@%@%@&@%&g@{@%& ?E:;Hr%n&rtﬁ %rﬁie scope of the

cl ai nigcrypengthelenctypediresiast cor@ohisiysthe ahorbkey.eadi | y
applied to other types of apparatuses and nany
alternatives, nodifications, and variations will be

ppar it dsBPRE ppddibibBfhgial abhRs REY to r¥kdVe bdaddasi Evces in a
I's:CLAIMS 1. A nethod used for provisioning an access
tkmyingletarange ey aber keydwaprisy® vi ces in a termninal

Subt 1By PG Y RS TR % RN "o vi ng
a seGkglivikeyheaitesy ke dndryplel ®yphiopittickey; and

decrypting the access key by the private key.

5. The method of claim 4, wherein the secret key is one of either a registration key

or a temporary key.

6. The method as in claim 4 or claim 5 as dependent thereon, further comprising:
deriving a short key based on the access key;
receiving encrypted broadcast content; and

decrypting the encrypted broadcast content using the short key.



decrypting the secret key by the private key;

recei ving the access key encrypted by the secret key;
wa@eesdesey pti ng the access key by the secret KegT/UR2004/021847

The nethod of claim 1, wherein the secret key is one

of either a registration key or a tenporary key. 3.

The nmethod as in any one of 5§e precedi ng cl ai ns,

further conprising: deriving short key based on the

access key; receiving encrypted broadcast content; and .
Tdecr ypmiethgduned for prayptiering ep aeresskeyBAeEHte Rigpdrgstsgeyices ina

shor ) for provisioning an access
ti%nﬁnélg%%ggﬁs%{%@a%gg%ﬁ arvices in a term nal
st 8{ !ré@li(\&ng)ﬁ pilslicckdyeyprespgading tog: priviatthelybut i ng a

public key corresponding to the private key; receiving
Ijhe £BEIRENK G S%EWWt%%hWR“PECS%I ic key; and

ecr Lot difdmih GOSScKENePY the private key. 5. The
met ho 5€§éﬂa?%$@, mh%re%é’the secret key is one of

ei t heecetvingthiestcant key ekaypted by theesepst key akdy. 6. The
nmet h%g as_.in_cl ai mﬁ 01'D @Jrai m? as dependent thereon,
f ur t HEFTYRERS e ACeRsS KaL Py thes et ¥Rbr t key based on the
access key; receiving encrypted broadcast content; and
decrypting the encrypted broadcast content using the
&hor tTHeayetlod & dainhbovireid thesecpat &Y i Q§i0A §ither aesiskation key
key to receive broadcast services in a termn nal
LAGFPRYR ederet key conprising: receiving a public

key corresponding to a private key; encrypting the
secret key with the public key; sending the encrypted. .
%Secr etheasthoq eciaiclaimg’ phelaige g ag éerk’@ae %1&91%1’ 2‘&1 CRIRBrISINg:
secr el kev:. @an f ss key by the
secreen§§%F”%1H¥%g%%%t(gggg%a%?ig 7, wherein the
secr atcdieg escropred dfoadcadteontents agl strati on key or a

tenporary key.
P dccry%ting ¥he encrypted broadcast content using the short key.

10. A method used for distributing an access key to provide broadcast services from
a content provider comprising;:

receiving a public key corresponding to a private key;

encrypting secret key using the public key;

sending the encrypted secret key;

encrypting the access key using the secret key; and

sending the encrypted access key.

11.  The method of claim 10, wherein the secret key is one of either a registration

key or a temporary key.

12. A method used for distributing an access key to provide broadcast services from
a content provider comprising:

receiving a public key corresponding to a private key;

encrypting the access key using the pubic key; and

sending the encrypted access key.



9. The nethod as in claim7 or claim8 as dependent

t hereon, further conprising: deriving a short key
whawedowm t he access key; receiving encrypted PCDHSDOS021847

content; and decrypting the encrypted broadcast

content using the short key. 10. A nethod used for

di stributing an access key tg provide broadcast

services froma content prov?her conpri sing: receiving

a public key corresponding to a private key;

encrypting secret key using the public key; sending

%SI ngﬂg RS a(iﬁneltz, 5\1%%181 Lthe a&ﬂét‘ 1&% il Bfe BEGARE lf%@(stratlon

secre e encrypted access
kb@¥r a npofdtg kegt hod of clai m 10, wherein the secret
key is one of either a registration key or a tenporary
key. 12. A nmethod used for distributing an access key

ao pf&%ﬁfﬁ%d L Qpee ﬁﬁimtﬁﬁﬁ% g%écefsi%?t% 7OV BfoRERY kdikes from

nprising: recervin ey corresponding to a
aEbmeﬁtlﬁgkﬁyr, Iazarmggtpnedmg)rtvlae leyceswprikidg: usi ng the pubic
ey; and sendin e encr ess 13. The
met hEtBputiog oy !E? e%@?@%ﬁ“‘ﬁ%&’ tggplé‘f’ gtﬁi%?% s one of
ei t h%%ce%ggge%trét%y@ﬁcﬂysﬁéd% tRe pHRXeq] Y key. 14. A

met hod used for diStributing an access key to provide
br oadeayptisgtheiseast Kayorsing tb@mléai@ ke¥;ovi der havi ng

stored a ate ke SI n S buting a public
key @B?IryBg%%ﬁiaﬁ%esf%eXHSé Ve etlgé glliidr eceiving a
SeCf%&uhﬁgﬂﬁﬁﬁﬁa@&ﬂﬁw&%sk&g publlc key; decrypting the
secret key using the private key; encrypting the

access key using the secret key; and sending the

18NCT Vit ?? REEECH FIFK4 V\Ji}%relﬂ- b %@%@Q& i@fong lofk#het 4 registration

mhere in e Secre one her a registration
Ke@ Yr Qtendpdratykeryar y key

16.  Apparatus for provisioning an access key to receive broadcast services in a
terminal storing a private key comprising:
means for distributing a public key corresponding to the private key;
means for receiving a secret key encrypted by the public key;
means for decrypting the secret key by the private key;
means for receiving the access key encrypted by the secret key; and

means for decrypting the access key by the secret key.

17.  The apparatus of claim 16, wherein the secret key is one of either a registration

key or a temporary key.

18. Apparatus for provisioning an access key to receive broadcast services in a
terminal storing a private key comprising:
means for distributing a public key corresponding to the private key;
means for receiving the access key encrypted by the public key; and

means for decrypting the access key by the private key.



16. Apparatus for provisioning an access key to
recei ve broadcast services in a termnal storing a
w@eiogae@ikey conprising: neans for distributi nNBCHUS2004/021847
public key corresponding to the private key; neans for
receiving a secret key encrypted by the public key;
nmeans for decrypting the sec&gt key by the private
key; nmeans for receiving the*access key encrypted by
the secret key; and neans for decrypting the access , .
1key Bye apparatos pelaineys, wiereirHe S&Eﬁﬁg et ipngfof githgryregstration
kmhere%n %hex%ecret key is one of either a registration
REY DFETROFENBEY-ary key. 18. Apparatus for provisioning
an access key to receive broadcast services in a
termnal storing a private key conprising: neans for,
2Qi st Apmamsgfom@umq%n%ya%w&@g HOTEPING bfepdeast Sgriceatiet
key: f el ving. the access key encrypted by
t lu%ggﬁﬂgafgé?{gﬁﬁkﬁggﬁgl or decrypting the access
key eahdiforpedenihga lpeyliclieey cohesppgagad aprivhtedieyi m 18,
wherein the secret key is one of eitE r.a registration
key &cags o peWRIYS Q’@)ﬁ?crgtd?eyﬁéﬁ‘ﬁhﬁ’ﬁtpﬁ 1¢ 8¢Y3pr ovi si oni ng
an ageesssdtS¥ndifle f}f:é%%bflj@te*&rs&?rgﬂ?e% services in a
termnal storing a secret key conprising: neans for
r eceinwiangfa reaeiving tHeaygcaso ke pepuypied by the sgcist keyradkey;
means for _.encrypting the secret ke ' the public
key;nW@BﬁQ”F%FxgéH%ﬁﬁém?ﬁéﬁg%§¥gﬁfég%%% ret key; means
for receiving the access key encrypted by the secret
key,; and means for decrypting the access key by the . i
24 ecr dihelapparates of Thim 2Ppuhereindheseceat kpyieme ‘?ﬁﬁé%%‘i regisiration
secre& key i e9ne of either a registration key or a
kFéﬂb%¢%W§%E€y. 22. Apparatus for distributing an
access key to provide broadcast services froma
content provider conprising: peans faor, receivi
d?(é’ip ?1

Bubl IAPHEUSIOF CiSSHBIE B APES KDt e Bk bipadrash ilviegs from a
6%&%5¥&£Lﬂ@réﬁﬁﬁ§$n§ey usi ng the public key;

means for receiving a public key corresponding to a private key;

means for encrypting secret key using the public key;

means for sending the encrypted secret key;

means for encrypting the access key using the secret key; and

means for sending the encrypted access key.

23.  The apparatus of claim 22, wherein the secret key is one of either a registration

key or a temporary key.

24.  Apparatus for distributing an access key to provide broadcast services from a
content provider comprising:

means for receiving a public key corresponding to a private key;

means for encrypting the access key using the pubic key; and

means for sending the encrypted access key.



means for seﬂding the encrypted secret key; neans for
encrypting the access key using the secret key; and
worea@a®odeas sendi ng the encrypted access key. 2BCT/Ubm04/021847
apparatus of claim 22, wherein the secret key is one
of either a registration key or a tenporary key. 24.
Apparatus for distributing aﬂ%access key to provide
broadcast services froma cofft ent provider conprising:
means for receiving a public key corresponding to a
2§u i v a‘hz apqmiatuﬁeﬁdilm a4, \@hef@p hel wgret key iscme o eitesy aysgisigation
ubi c_ke and neans for sending the encrypted
kﬁ%%% @Hﬁ@?ﬁ§%b-The apparatus of claim 24, wherein the
secret key is one of either a registration key or a
tenporary ke 26. Apparatus for distributing an
26.ccedppriaipsiier piseiiutias Br acgediay 19 BFISRBIOpIGHRS sgrvices from a
nt ent i ate key
SRR OB B R CoPpShEs B 1S ey
corrg&ﬂﬁ@ﬂhﬁ@ﬂﬁbuﬂmyapmﬂma£¢c@ﬁwpomhagaymemnwmcénying

a secret key encrypted hy the I - f
decr ysaphiprEereidag psecr ylﬁ‘g?rﬁf Eteg I]i’lé( %b‘? g\ﬁﬂ’tcg%g’g)s/ ?nreans
for - Gbhy Ridigrplifie AEGESS: KDusil A8 kbR Repr et key:

and means ng the crypted access ke
The ampas mrmcnyptmg thierncG®s keoyhesieg thetsheretkasy, en key is

one of ei istration key or a tenporary ke

28. WA %‘iﬂ%ﬁ%eenﬁ@'@hﬁirﬁcﬁ%sé%e?‘or pr O\r/r|p5| on?/ng )a/m
access key to receive broadcast serV|ces |n a term na
storing a private key conprjsing: codes
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odes_f receiving a secret key encrypted by the
kﬁﬁét?ﬁ“ﬂ%§?y§%aés for decrypting the secret key by the

private key; codes for receiving the access key

eanypted by the secret key; and codes for d
e Adedhing feadablg medignsised der N@ysmgglg APASCESS ﬁy ﬁgrecel

b(r)cgaglgg'%f & IR Ml Sofhg 8 privhe kel Bokpisiigcr et key is

codes for distributing a public key corresponding to the private key;
codes for receiving a secret key encrypted by the public key;

codes for decrypting the secret key by the private key;

codes for receiving the access key encrypted by the secret key; and

codes for decrypting the access key by the secret key.

20, The machine readable medium of claim 28, wherein the secret key is one of

either a registration key or a temporary key.

30.  Machine readable medium used for provisioning an access key to receive
broadcast services in a terminal storing a private key comprising:
codes for distributing a public key corresponding to the private key;
codes for receiving the access key encrypted by the public key; and

codes for decrypting the access key by the private key.



either a registration key or a tenporary key. 30.
Machi ne readabl e nmedi um used for provisioning an
W@ewesesckey to recei ve broadcast services in aPCBEUSINA021847

storing a private key conprising: codes for
di stributing a public key corresponding to the private
key; codes for receiving the pccess key encrypted by
the public key; and codes f of decrypting the access

y the private key.31. The nachj ne readabl e nedlum

3bf yc [The maghine weasieble rquﬁen obekarp 3Reyhersinghe seoretdey fepneLt
el,%‘%g%%élattﬂt?n ke Yor Qe prg\é/\r y key. 32. Machine

thBEdR i sioning an access key to
recei ve broadcast serV|ces inatermnal storing a
secret key co rising ggg for, .receivin

Machiggs ]eegme(gulg ysed {gPEOEgning 35 élggqsg]ggyut?)l riegeive
bf&%Eé’sPEégOQeé {ﬁﬁa SEGIGT stiE, X‘@éc?ettk@g C%Bhbﬁigk ey, codes

e encrypte secret key; codes for
recewu&mgbthﬁm&ﬁg&ﬂ@ﬂk@&mﬁncmyw@m&ngy)apevgekﬁﬁt key;

oy, SO ToRGIoRREIEE LRy 8ROl DRGTDr ai m 32,
wher %b&bstt’eﬁse%%ﬁ{gechekﬂyptéd@é&etqa‘e either a registration
key or a tenporary key. 34. thhlne readabl e nedlum

used cbdfrs fdi steeiving the gcagss lmmsm@ybst Be e kgy: and
br oadc

codoSoRyfor gg%c\é?ﬁeﬁ%gtﬁégé&%q LML sl @Uieger compri si ng:

ey corresponding to a
private key; codes for encrypting secret key u3|ng t he

public key; codes for sendi ngmt he encrypted seclf ¢
Rey: Thedeashingrroadeblopeding ofpirimctle ¥erea thg Speigt ey ds one o

ettgy_ae%gﬁ?r %@ﬁé,%oadtgﬁlpg&gygﬁgdl ng the encrypted access

i ne medi um of claim3 ,
vvherein the secret key is one of either a registration

or tenporary chi ne readabl
3\43 ed Meqhnaﬁ wadable, ed natﬁsegé%feh@&ﬂbzwn& R ?ﬁﬁsﬁtg?o provide
%ﬁgs(t?&tvlc%g EEE §oﬂtérﬁg9r@v18&%ﬁ{ﬁisﬁfgov' der conpri sing:
recelving a l'ic key corresponding to a
pr i vatodesfoy receiving a public key corresponding to a private key;

codes for encrypting secret key using the public key;

codes for sending the encrypted secret key;

codes for encrypting the access key using the secret key; and

codes for sending the encrypted access key.

35.  The machine readable medium of claim 24, wherein the secret key is one of

either a registration key or a temporary key.

36.  Machine readable medium used for distributing an access key to provide
broadcast services from a content provider comprising:

codes for receiving a public key corresponding to a private key;

codes for encrypting the access key using the pubic key; and

codes for sending the encrypted access key.



codes for encrypting the access key using the pubic

key; and codes for sending the encrypted access
waeos806643The medi um of claim 36, wherein the SPCT/E8200€921847

is one of either a registration key or a tenporary

key. 38. Machi ne readabl e nmedium for distributing an

access key to provide broadcast services froma

content provider having stor a private key

conprising: codes for distributing a public key L
3%or r #bpordiuny of claith 36pwherginethk sgoreidiy ds oneef gitBers (pgkgration
& SeC et ke& encrypted by the public key; codes for

ﬁ%%%@%?*ﬁ&“ ﬁiysecret key using the private key; codes

for encrypting the access key using the secret key;

and codes for sending the_encrypted access key.,gg.
3%he Mashineretdableaneditng fandiswibyling an agessieye providehgadcast

sicel hBE! 2 i &Y lplsotvﬁ&E h%nE Storsd a.ﬁﬂ@aﬁgﬁé’}'f ESipiie:

codes for distributing a public key corresponding to the private key;

codes for receiving a secret key encrypted by the public key;
codes for decrypting the secret key using the private key;
codes for encrypting the access key using the secret key; and

codes for sending the encrypted access key.

39.  The medium of claim 38 wherein the secret key is one of either a registration

key or a temporary key.



