10

is

20

25

30

DESCRI PTI ON:  VEHI CLE TRACKI NG AND SECURI TY USI NG AN

AD- HOC W RELESS MESH AND METHOD THERECF 5FI ELD OF THE

IN% Nﬁ QP‘[0001]The present invention rel atespdti@nz007000270
racklng and security devi ces, and nore

specifically, to an automatlc tracking and security

system whi ch provides | ocation information and

security information of a nobile unit, using a

wi rel ess 10 ad- hoc nesh networ k. BACKGROUND COF THE

| NYENR N dP002] Wt h every passing year, there is an
i ncreasi n nnvenent of

ersonnel and ass
[ VEHIGHE JRACEING aB) IO, SN EonNaabHaY FHBELTSS
| agdy ARplarTHOOrABREOR be avallable whi |l e t he goods,
personnel or assets are in transit. For instance, a
shi ppi ng service provider nmay want to keep track of a
fl eet @ELper wliiepnandiowre specifically, keep track of
packages in the fleet of vehicles. In cases of theft

of Veh 0661 ﬁ g aveﬂ{ecllu r&s ﬁmﬂgﬁﬁmm&a&@% vbiQcit re@ekngdann sdchidry

vehlcle reh en Personal vehicle owner s
malyviedss ednaat P e e Ko (RO T F8) SCRWEY YD which

t I}?Jv:d@s BEAN8 infhsha@dn Ad 2QurideSbanabesk d Oeak uein usifgla vireless
| owm ng a prescribed route. The |ocation informtion

nﬁ?th§ﬁ1@@“B@S|red for tracking personnel, for
i nstance, security personnel deployed in an emergency
situatBQGKGRQL%E)®FﬁHRQﬁVEMTM@Nthe | ocation

i nfor g@bb n. %fﬂ{ﬁgﬁ:?u e‘?‘[ hHltcllsQﬂﬁu(Qéag T%/ g@vellﬁﬁ@)tf L &HAs,

i nfor nto trac 50bj ect pi cal
t parskinnly axrb Risets v iong Ipisge tsa E@féeipég %t PO Pryivesly dpecation

( g?&%mmﬁ G HBE diHAe tlJcQﬂ‘égfIs' Rsohit] OF £¥8d;d ﬁﬁlx}b@fﬁ'ﬁﬁdof hQMce,
S satellites for track |n%% ur poses

The
K ioVRPPNGCHFTECY LRSI €Y F§0t @uﬂﬂalf °bA fPﬁBtrO ey ﬁ’@d gre
t R hRERL, kO tiaBf S ABakANn Wetfﬁetahffvalhidﬂeqalﬂ)diﬁﬁq 06fheft of vehicles,
accur acy Autonated Vgi e % cat.i g AVL eu§39u%,§y&hﬂ
t AR ﬁgvngialnmyl W foraefrste s SRR 871 PRERT

Meahit1e fohvilgrs AU hREBLAdo wedld thhle vilodet fiongpsrAWE) l'tLISdSVdT freat a
V&%fl%l]ag,dflé)cra%%{lgddvis gglow*nﬁt h re KVﬁ&l dIl on. h{y 18£a%¥ 1n@c{xlmat‘1%n may

I ppe evice for recelvin
Siafpaiesietiredrfot trekiPSasandl For tisstance seymgiyr rstseingbepioged ean

Avhmg;%‘(dr\{gﬁ%ﬁ%ﬁ b ﬂ&%@lxeﬁhﬁny &0 '1&La€0115{11f61%{a*£1§1{1t | ocati on,

Ifection In whi¢h the vehicle is heading.

Thl S dgqu&f, may tﬁﬁa{:]% ﬁlthortlsggoxgcric fg)c%tgg fé{nntd{icﬁln@ %& ggesu'ed

to ac
opefeat Tpgcat amlmg) solutivil® xﬁ@@@/ D042BGRTTMY Nm@mﬂfﬂjoﬁv@ igpes

[ qpe Claﬁgg in rrﬁ)l\'{ﬂxoqlbgsgnegm ogledqp@&téliﬂés%lmhggpm fvcﬁ@; The GPS uses

trac
known iechmques such as tmaugu!atlon for arriving at the location information with a fair

amount of accuracy. Automated Vehicle Locating (AVL) is one such tracking solution for
remote vehicle tracking and monitoring. Automated vehicle Locating (AVL) uses the
GPS for arriving at the Jocation information. A vehicle is equipped with an AVL device
for receiving signals from the GPS satellites. A GPS receiver in the AVL device
determines the vehicle’s current location, speed and direction in which the vehicle is
heading. This data may then be stored or directly transmitted to a central monitoring

station (also known as an operating center).



require the UPS receiver to be in an activated
condition constantly, for tracking the satellites.
This results in substantial drain of battery RQWREsu7n00270
FYPEAE 2% t ching on the UPS receiver on-deman
results in delay in conputing the location information
as the UPS 5 receiver takes a long tine to |ocate and
tune into the UPS satellite and then to process the
conmputations required to extract the paranmeters for
conput i the lLocation infor i S0 thd RECBEE UWhREs
for th[g‘51 S sysFt%brﬁl?vé ”%%c?ﬂéign I¥udn e?_“_lﬁiéo}\’/yltreg c%ver, |
Okeq@ite fhei GRID@REVASO thhan BPSctiatsd] cpatitioncenpieftly] BE diaekiph e
regui.r ed, nunber bbb besud 9ot bl PRGN, atitcaRg aNthe GPS
sﬁgéhébgﬁ?mg%ﬁsﬁ% gts_t?rg%%%”tﬁe I_Igggt ion. i nformat| on, #%s
[ 08B} Tppicoald terdic ki AY2s Bl WIPBAE s ECEioR SHBIHEDT 8n™6

5 FReA0Gu ORAL RV B IS AN o bid @o COMEAIG akd thersio GEDY he

Facki ng purposes. However, such tracking. .. ..
s gbupitiiess lie@q@ﬁ ,t@eﬂtréiatdgc Raéfﬁjileti?é}r ioglﬁ%mwgg glfzil%cgtlcg]o%{ougz&lon.
evaLy 1046 Pas: 1o dPs seudiel derlcsdivhier acEBvbameer @.even indoors

Moreover, the cost of sending.a Short S -~ LGCand
158 ﬂ‘(c%) recfebvler%%qt)}oqarﬁ dbg Iie%lHi%F HF’BSP%’% fa%ﬁlig‘sgtgsgﬁﬁﬁéugang an
i nfQeaR ORpanGdn 0oMt loktiomssageon. adds to the high

g operating cost. Qther tracking solutions nmake use of

satel | L{)E]&St]comm I&%@J %g‘%ﬁg%@ﬂti&ﬂs&@ga%;’ﬁﬁheﬁ%ﬁ of GPS and Global
communicat’i on techni ques.” However, such trackllgt%ever auch

sdiysteinofvs Mettlai fomamicaings (E§8Y sPoRdP®, PPRYST v

r etﬁi%{q}(é RYuRAL Sddubit Qar?é" aanel ddoadicaighannel cangd node has to be
expensl ve equl ment 0]

be attached .to .each,and. ¢ i
oo g Cr Ok 1o P S0E [P LHE S gt LR R derie
15 h@MéE’%B« RS LIRS hEtenae%p emm?fenfammam coiigh maesrde, ?@s 0
cost. Moreover, t wor ki ng ,of such devj JeSeor RIS
e AiEh POTRUE RN P aes i R B PR ARy B Pl RlcRons
I egidi 6 whge oapiuhihtichrvestinentiswelar isndy trakidaarlaicsp cafail
sof tware upgrade.. 5, [ 00071 CoSty18f LEGH VRIS @hite] MASexpensive
sUTR™HES PRESE i d{}\l’%\[cnlg%ﬁél%%gpor Storing tracking P
datqipimastitelie: dtachedi cacidianicesey wdig g d24€d-downl oaded
ol ater via RS232 by connecting the AVL, device to a
per songhoogPMPUt liePQkviddsuaMAitealit Erecdioweyesspasive nd have

systens do not_provide on- errqfnd | ocat i ' I i .
yhigh working cost. IvE)rcovcr, t%c Worlgng of such gevxc'éé %ncolngfeg Wieh p%bes a4
hindrance in effective working and requires huge capital investments during hardware or

a software upgrads,

25
[0007] Cost-effective solutions, such as those providing means for storing
tracking data inside the AVL device, and to be downloaded later via RS232 by
connecting the AVL device to a personal computer (PC) are available. However, such
systems do not provide on-demand location information.
30

(00081 Further, such tracking solutions do not provide any means to

inform or provide notification to a concerned entity in case of events such as a theft of a



10

20

25

30

30 [0008] Further, such tracking solutions do not

grgglde ané ne?ns to informor provide notification to
concerned entity in case of events such as @

of 02322008/ 004250PCT/ | N2Q07/ 000270 3 uni t ‘@éf'ﬁ%’ﬁ’*"""’”"

tracked or a detected intrusion. Mreover, such

tracking solutions fail to respond to an occurrence of
such events and as such provide no security.

EOOOQLB?sedhon the probl ens nentioned above with
egard to the 5tracki Sl Uty t A i :
£ B B0 S Phat BBy IR B easid Tt o sraRe
Iﬂﬁ@ﬁ@mﬁmpnmmémmoﬁﬂmmwmomaﬁhéﬁﬂmﬁﬁéﬁmp%&ﬁ@§¥ing t he
| ocation information. Further, the system needs to
; ﬁgug e[o@d_@g t It hrTEBeltsal canputeolihe hec@ndpbdvafginmgepgnto the
or ovi de e |l ocation .infor ' LN .

L i o
PhEWin o T8RN Snif @ gnnﬁidi Lfsbrcamie@tmagt e fqsation afopasien. Jfurte, the
Ogg%u({nré%{l gtoo%ii 2. Dl WAl %00901 %/tﬂé 1oL ARG QNbaetifR afBpiovide the
S . Ui bei ng tracked [ 0010] Al so, at is '
_n&?ﬂﬁ@h inBriaatioy §t ephcuhaed piipvitdengn- H@Wﬁﬁe&m% ERISoRreds 0
i nf or mat i ongin @ hewel-&f bheuentr ' ‘

v Nolfid: - BE bhE LT BRBgEnce b5 SUIMANRY aGHor
Tﬁé)f%ggﬁ%TBN f%&lf%im_oQgect of the present invention
i 3)1'@\@@"@@%1@1@Cm‘ﬁﬂ@éﬁ*ﬁ%“% 7k cation of a location of
a nobile unit and/or occurrence of a situation, to an

end us ﬁf(}‘l ojl 0012} ANQLBEE nBhik @&l Hderh et Ppoessnb-demand Jocation
inventron'is to reduce the tine 20invol ved in

t heomior itairone:cEiHweMPYERt i on of the nobile unit.
SUMMARY OF THE INVENTION

[0011] An object of the present invention is to provide on-demand
notification of a location of a mobile unit and/or occurrence of a situation, to an end user.

[0012] Another object of the present invention is to reduce the time
involved in the computation of the location of the mobile unit.

{0013} Yet another object of the present invention is {0 provide an
aulomatic tracking and security system that has low power consumption.

[0014] Still another object of the present invention is to provide an
aufomatic tfacking and security system which is cost-effective and does not involve large
capital and operating cost.

{00135] Yet another object of the present invention is to provide an
automatic tracking and security system which provides means to secure the mobile unit
being tracked.

[0016)] In view of the foregoing disadvantages inherent in ihe prior art, the
general purpose of the present invention is to provide an automatic tracking and security
systemn providing a notification to an end user, using a wireless ad-hoc mesh network to
include all the advantages of the prior art, and to overcome the drawbacks inherent

therein. The automatic tracking and security system comprises a plurality of mobile
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[ 0013] Yet anot her object of the present invention is

to provide an automatic tracking and security system
has | ow power consunption. [0014]Still

dﬁPé@?m%?“ihe present inventjon is to]prOV|de§%n§mwmmﬂo

automatic tracking and security systemwhich is

cost-effective and does not involve |large 25capital

and operating cost. [0015] Yet anot her object of the

present invention is to provide an automatic tracking

an %jde?; Gk [h'eto}ﬁ% SYRLER qqx%{l(&i@s 9&1‘3%\5161 & SyiltRANSI-Ho® nREE M tRork e

el ng trac In view of the
f oriestyei adgod m@twwfagexs Oii’ehﬁfé? @cmimti*nr*Pﬂtf%Wlﬁ?rtﬁ%f@ﬂﬁ?ltmﬂt‘ﬁf@‘g

3QpuHenaE @éntxQq{i(ﬁg&‘ﬁwaatinh@al@l‘h@é%‘”@?g AUENLE 0 kst fedvides the
provi de an automati ¢ track |Q§Hgggﬁgecurlty

S
rBW Wpigea At Siecelip iR 4 o GSB oG G0 hoo mesh

WLRlo8s § h@ﬁmﬁ@tﬁ} o[TﬁSﬂﬂ e%&é&@bﬂﬁpﬁt@ a ldag@lot dera adihg thi &PS assistance
advantages of r art, and tqﬂoverp e
8 ity 0f moh

driappeseled ?Vﬁh@? é’ﬁf’*eisw s meshrvost  BRRTRES O B E% rRETa
S @G hdlyde Syns to mo&ompmitgs esodalep| e ahe ty nofe srolpity @0dm sense

ﬁ.g()gglll x(f%g(;‘éégo ud 10 1 and 0741999?&9011 dd&ogﬁﬁ?g&g%f %a%%m?rggtﬁggituatiﬂu
netiaos kynaftel wmoutedi e&s fhachmh@@‘a afgoh Myt ieoF R figmithe mobile node
0 eqth%tcleﬁ/tea.ll_%qmﬂ& &Qﬁrldno"ﬂhe\/\ﬁe'hpal%st&%@ts[d%n H@Jﬁ%x@illyr}ﬂomsseq

toring station cal cul at es
UFPE; ms®ios talh eed/eldhasiapéprplasand deovidgpthppatifireigngte élﬂfc@d user.

daithél bRidahG RhHER LY !o@igtiom 'a' r@ob"‘i@@@é&: ahgloRn Qletdaamence of the
w rel ess ad-hoc nesh net wo The Iurallt

rroswu@nﬁfé%g“%'ﬁﬁﬂu?aéfh&lﬂv%%‘ffi e gt b dgﬁf?af’”f‘%@ et for the

aS}%hﬁJ&ﬁ&C% Had @ ke CRIuY 8d atvMbtict theking a‘rﬂlsaﬁmyaﬁs{d‘m grongstihe
el G el i e e e had e g g en
sagk dd-yentipdul es sense occurrence of a S|tuat|on and
provi de situation data. The |ocation data and/or the
si t uat ("6h7idat a Fethay tznplamlityyof menbile godsy dp nphkavly kcee gnd

adtmlﬂzotg dr@%hsqf&ﬁﬁ%r%m LMt 1BGFP R, & PR 9@03106 tht GHshesistance
central nDnItorlng ation. The Centra

tao
stﬁb}tdl Bom dilie Goriel BANEYing sHEassHEs graty &s‘a%c 41? aafdgq““cd to
?ﬁie RSt U@k, Mr@atraasandedt QV:thi&&erhs&xtmn plowdcq the GPS
CUEGYRSL TRt T e i
OclﬁUzrdS(ﬁﬁﬁlﬂlyOEfchﬁhﬁ i@bdeuat ok theTRRS notiits. Cit i @i$ reagivebean be

t I,féhfnhlbci% Io{tl délgf!(inléi]]{e E@nl E(,n t!ne IDES%Q gﬁiﬁ dtoé?xe?] 84 yﬁﬁta cgsg rthe GPSs

hé“end e aut onat
t rta@almang/amdx hS ectivdst tire W§tf@ml@cg\¢m@@gd tcHeulates the locquon data,

LoA0LId GALILORDTya RERNLAM @f o 1L b ROdE ARHLORe folfion
occurrence tuation to hé end user,
ondatba rréasaed, Iesultmg in substdntxally loweri mv power consumption

[0018] The wireless ad-hoc mesh network is capable of adapting itself to
failure of at least one of the plurality of mobile nodes and the one or more fixed nodes.
The wireless ad-hoc mesh network is also capable of determining new mobile nodes
and/or fixed nodes and integrating them in the wireless ad-hoc mesh network. This

provides the necessary flexibility to the automatic tracking and security system, as the



pornFurther, the plurality of nobile nodes do not have
to locate and tune to a UPS satellite to conpute the
|l ocation data, as they receive the UPS assistance, 20
dXPAVEOBEY he cent ral moni toring station. Thi's gr eat
reduces the tine required to conmpute the | ocation
data. Moreover, as the central nonitoring station
provi des the UPS assi st ance data, a UPS receiver in
each of the plurality of nobile nodes need not be kept
req 3 %c’f‘ p&fhx}{esﬁjégw\éﬁl %ch@P “?1% x@ﬁ%ietsg %Pllﬁac nlﬂ%h LWk precludes
F7Yes recei ver can be sw tched off and
adﬂylm@%ﬁ kaplaatvariingeodifiraierts dhibe stisinegeldistr reeaeddlnﬁ each
f’ lﬁhg&tlj«g §8&S@ﬂh L I@hﬁnoﬁulg ot hx£ %Qﬁfs“ﬁ rsuﬁ’é@zk@zﬁlﬁ UPwer ro@ﬁel\/l}éﬁﬁvel

°S assi stance data and cal cul ate cat] |
daaparatingrogs is gliperedyosst gsdledlpspgipn %y:s @mg}\},ﬁak%wéra gy thg yyreless
5 maa\ﬂ HBEmAGkbNAteHeiting 1R8] fokend BeBhisededat a i s
desired, resulting in substantially |owering power
consu n‘p}ton@:}n [ 008} Ehecvairted pssntdaehibe, theshtometiadcking gnd
gﬁsg éauglfyesty e "i-ldc% atb:l n(? sénd?n% c&bxofmgsgaga elgtgng nle %n&ism(a)(;nf éﬂf%?@ﬁmtzc
nmoreekifiy meldemmlue@%temhe thinobllensle feinp eckebal skl tegtate
IO al DQIQJ 29 l]&]c,olf“ or %ﬁaﬁmema%f@%\Hm%!@e Q}%daﬁlﬁmﬁﬂgﬂ&lkmg and

|xe es and |ntegrat|ng themin the wrel |
adscme/ Pregh mas i pilize TR igitsp @W%"éﬂ%@mﬁ&e&%ﬁ;‘)‘e vehicle.

;'ystxgﬁio'ogéytaz e AP o L9 AR SRR v
FU\KthEhﬁE varlohefeaturee loé ssve g thaodaresdve et iwankop pegloiptd put with

oS RERE ot RRLES oy RN DR el RS WRESL HoP beteer
G&Mdmah,dlrg of '11‘Ih:| igvenémul ftg @e]&hng@ﬁygﬂgﬁq, iagd thy siegiie pbjé(éssettamed
Nblgjya?s &k, JQEQI%B&J 1RG0 Slﬁaclk: %o AeSRcd gQHﬁ%j dAWinkD8nd descriptive

at “énan1ca routed over the wirel ess
5 radtehmov hirhderavee Woptategeagmilay ?f@bfidh’emﬁé’é&wPk?“%%ﬁ?ﬂe“éws
messages. [0019]In one aspect of the present

i nvention, the automatic nd security system
20is cap§BﬂI@“%?S%REI%OEJW%A‘(\%{@@%%% from t he end

user of the automatic tracking and security steq}g
the nofi®RE node The W@mﬁ&caéwb@“aﬁa Oy PrEdt f’vm B Wt Bgeame
1?&fmtd1@m AR e BeRcc Batke Ibﬂtﬁfilﬁﬁk&@u ed Hbs&ﬂﬁien é)fd didvef taken in

g y%ose‘\fﬁwgg’iﬁ%ﬁ%%%p%%?ggt {Q&L{{gg Ia‘gﬁlca?hltch cme éel L ¥otified with
25t hpebybagaur ihRgichhe vehi cl e. [0020]These together
with other aspects of the present invention, along
with th@zeari ousidentisur elsclofiamav el ty apthanticchrakiag pet pezuity
-t h%’ %iﬂvlg gct:couﬂhoe%ﬁ VR g&{%t&%g%cﬁ%nts f;tlﬁ }écnt ﬂﬁ@ﬁtfcﬁm arit y
I s annexe ma par t hi
d| scl oé@fﬁél For FiG el pdtock Aiderratodn dichibe widetip éCCOfdaﬂCC W‘fh an
'ngﬁﬂkh%ﬂuﬁh %Rg&ﬂkhﬂﬂ advant ages, and the specific

obJec its uses, reference shquld be nmad
to the{%&bnpanﬂfmgS okl G FHACETHO TPl S5 105 iR GFRICEIS With an

WhL, Gl afl8E & 1 BeskhditShi At ed exenpl ary errbodl ments of

t he present |nvent|on ZOBRIEF DES | PTI THE
DRAW NE®251 FIG. 4 is a block diagram a centra momtoxmg station, in

i)(ll]ﬂ()

accordance with an embodiment of the present invention;
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[0021] The advantages and features of the present
invention wll hbe;:ome better understood with
reference to the fellow ng detailed descri

cVEIPHE tdRen in conjuncti gn ith the accongglr;%ﬁlgmmmm
drawi ngs, wherein like el ements are identified wth

25l'i ke symbols, and in which: [0022]FIG 1 is a block

di agram of an automatic tracking and security system

i n accordance with various enbodi nents of the present

i nvent 08{1;;(:5: 313113':5 %iusg?]téssd ﬁle@lg@c\shugﬂli@gf amoeftion RERRE data

node, nce wt nbodi ment of the
priesientn alcww@mq otk aﬂ[eG(bQﬂﬂﬁFllt@ HQPI]C@“d”‘tﬂ“BQ{k di agr am of

a fi Xe@ f‘ﬁ I GRGaRk 9@%’%@ Mdsiatge ﬁﬂxcﬁ@&dm KPSt Anfstabdealata
presen vent| on; [0025] F | ock d agr am of

2 rodiet HelcoqnPe Wi meg‘f‘%ﬂﬂi‘t@ﬁ‘he Plﬁwﬁrc'%er“ﬁ%h & with an
enbodi Bﬁ@ % of te. preseds ainitv@pd suoetiwe o¥MOGPS Tracker data packet
2008/ 004250PCT/ 1N2007/ 000270 6 EOO 6]1F G 5

i 11p arepidaice &ith apaRog e F Y PR "85 Locat i on Request
dat a pﬁ)@i@?t i Np@Ec cokdante wiatihm aiusatiad ik resthodofor tineviding
Str 1}%3 Taﬂ?llbtr(])\o/aﬁln(‘}g!j %’S %gn aut%rmah tragglz% éagmldZ@E{(ugigyescylsl@m”ﬁlsﬁé’eg@ame
acgiti flamealimiitt bf dapesbodiaemt of t he pr esent

o nvent L()%g(a] and %goéﬁru LG nufelols! W4T & @Re apdiBSB@@Ehout the

Ostruct of a racker data packet,
description of several views of the drawings.

DETAILED DESCRIPTION OF THE INVENTION

[0031] The exemplary embodiments described herein detail for illustrative
purposes and are subject to many variations in structure and design. It should be
emphasized, however, that the present invention is not {imited to a particular automatic
tracking and sccurity system, as shown and described. Tt is undexstood that various
omissions and substitutions of equivalents are contemplated as circumstances may
suggest or render expedient, but these are intended to cover the application or
implomentation without departing from the spirit or scope of the claims of the present
invention. Also, it is to be understood that the phraseology and terminclogy used herein
is for the purpose of description and should not be regarded as limiting. The terms “a”
and “an” herein do not denote a limitation of quantity, but rather denote the presence of at

least one of the referenced item.

[0032] The present invention provides a system and a method for
providing location information and security information of a mobile unit, using a wireless
ad-hoc mesh network. The system comprises a plurality of mobile nodes, one or more
fixed nodes and a central monitoring station. The plurality of mobile nodes and the one or
more fixed nodes configure a wireless ad-hoc mesh network. The wireless ad-hoc mesh
network is in operative communication with the central monitoring station. The central

monitoring station calculates a GPS assistance data and provides the GPS assistance data



in accordance with an embodi ment of the present
invention; [0029]FIG 8 is a flow diagramillustrating

a net hod for providing notification to an en
AWORUM@AREY ¢ tracki ng and security system I%w%%%&m%&mzm

accordance wi th an embodi ment of the present

i nvention. 10[0030]Li ke reference nunmerals refer to

i ke parts throughout the description of several views
of the draw ngs. DETAI LED DESCRI PTI ON OF THE | NVENTI ON

[0031] The exe t

QGEANE PFGF STt A0 oTaop fnde el Bt a A TEE P gy the

tawnmﬁymyamnﬂﬂhmaammnTh¢pM@hWnénaﬁdedgkﬁgﬁyaﬁ?H§ Epﬁ’m
d‘flm?? L a’i%tl‘é éleogulés JP QL I p & Q@c‘ﬁrlt%%dpi%g &ﬁ&tocéd’]ﬁél?datof g Btuhaon

0 a parti CU ar automatic tracking. a
S emda ke dv;de&ytg&t@mdaTaSTlgﬂq@MmQ dafe dader {hp sijuatipy dyg is dy11a1mc'111y

5 Unge ec?tb%?qhé QAL }%U%égﬁnlé@ogﬁﬁoﬁr‘lQG S6B8E hbdst loORS caftral
S]] ents are Contenp as Clrcuns

sug@@@ﬂ%@ﬂﬁﬁﬁnB@W“%&%éﬁméﬁﬁwfﬁﬁ@“FW@@@mﬂgbmoﬁ?%hﬁgdo%%ml

COde! fmwa?th@ RiRlaliGAdat0Rd BfovREs 2 ﬂd‘ﬂ'ﬂb@lﬂﬁ[ﬂtﬁé btﬁlmsw Tihowtification
depar Ing fromthe splr t or s

t HBY PESBIAE Iqepiira it} o Robilg) 1 © ap /01 E oacuﬁjrence g1lrlcs 1t119tgpn The

t hatkif Eat’t‘l@n Qﬂcfya&ﬁ@ldi)@iyd andhd encmunml i gyspuse dioheneiin far slocation
for the should not be

10 re‘@‘&“ﬁ‘g@” %‘H‘i" Riina yﬁ%elm]aﬂgﬁfy P 'ugq'l and "an" herein do
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nodes 102 or failed fixed nodes 104 may be integrated
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[0051] Further, the components of the tracking unit 202 such as the
microprocessor 206, the memory 208, the battery 210, the network interface 212, the
assisted GPS receiver 214, and the input/output (1/Q) interface 216, may be implemented

as a hardware module, software module, firmware, or any combination thereof.
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and/or the situation data to the central nonitoring
station 106. In accordance with an enbodi nent
presestiiFvent i on, the wirel ess ad-hoc nesh H%T%Nknﬁmmﬂﬁ
defines a route based on a shortest reliable path
algorithm for dynamcally routing the | ocation data
and/or the situation data at a given point of tine.
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broadcast frequency.
30 _
[0055] The first transceiver 310 serves as an interface for the fixed node

104 1o communicate with the plurality of mobile nodes 102. The request for notification
received from the central monitoring station 106 may be forwarded to the mobile node

1072 over the wireless ad-hoc mesh network, using the first transceiver 310. Further, the



menory 304, a storage 306, a broadcast interface 308,
a first transceiver 310 and a second transceiver 312.
The processor 302 is capable of executing pragt b
i We ﬂWﬁ@ﬂPﬁhs for 5 performng operations of ﬁﬁgﬂqgﬁf
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transcei ver 310 serves as an interface for the f
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gathers the location data and/or the situation data from one or more mobile nedes 102,

30 {0058] It will be evident to a person skilled in the art that the fixed node
104 may include the requisite electrical circuits and connections to connect various
components such as the processor 302, the memory 304, the storage 306, the broadcast

interface 308, the first transceiver 310 and the second transceiver 312. Further, the
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30 [0067] In accordance with an embodiment of the present invention, the
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notification may include request for a location of a mobile node 102 or a request for status
of 4 mobile node 102. The CRC Hash 508 serves to validate the authenticity of the source
of the notification request data packet 500. Further the CRC Hash 508 includes the Cyclic

Redundancy Bits for error correction and correct decoding of the notification request 500.

[0076] In one exemplary embodiment, the end user of the system 100
desiring a location of a mobile node places a request for a notification with the central
monitoring station 100. The central monitoring station 106 automatically processes the
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form. of notification request data packet 500, The notification request data paclet 500 may
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The GPS Assistance Broadcast data packet 600 includes the following fields, a packet ID
602, a time stamp 604, an Almanac 606, an Ephemeris 608 and a CRC Hash 610. The
packet 1D 602 serves to uniquely identify the GPS Assistance Broadeast data packet 600,
{hereby avoiding duplicity in its reception and transmission. The time stamp 604 includes
date and time (accurate to the order of milliseconds) information. The time stamp 604
aids in caleulating and predicting the position of GPS satellites in conjunction with the
Almanac 606 and the Ephemeris 608. As explained in conjunction with TIG. 4, the
Almanac 606 inciudes the orbit information of the GPS satellites, clock correction and

atmospheric delay parameters while the Ephemeris 608 includes information such as the

position of a satellite in space as a function of time.
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as%kc‘ﬁ&@%%nﬁ@&@ the following fields, a packet ID 702, a mobile wnit 1D 704, a
location data 706, an input/output data 708 and a CRC Hash 710, The packet 1D 702
serves to uniquely identify the GPS Tracker data packet 700, thereby avoiding duplicity

30 in its reception and transmission. The mobile unit ID 704 serves to uniguely identify the
mobile node 102 whose location data 706 is being provided to the end user in the GPS

Tracker data packet 700. The location data 706 contains actual bytes containing the
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The central nonitoring station 106 accordingly

provides a notification to the end user of the system
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25 204. For instance, the vehicle may be fitted with
an i npact sensor for doors and w ndows, speed sensor
and the like. The one or nore security nodul es nay
detect an occurrence of a situation such as intrusion
and provide situation data. This situation data al ong
with the |ocation data nay be routed over the wirel ess
ad- hoc mesh network fromthe vehicle to the centra
nonitoring station. The central nonitoring station
automatically processes the 30 situation data and the
| ocation data to identify the vehicle, the vehicle
owner and type of situation and such ot her

informati on, and notifies the appropriate personnel of
t he occurrence of the situation along with [ocation

i nformati on. The end user may then send
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central nonitoring station to be relayed to the one or
nore security nodul es, such as imuobilizing the
ignition, thereby securingshe vehicle. The autonmatic
tracking informati on thereby provides on-denand
vehicle location informati on and al so provi des neans
for securing the vehicle. 5 [00901In accordance with

; .exenpl ary enbodi nent of the present
Wh?ﬁ'\?’?%’?woﬁfs'the system 100 and the automatic tracking

system expl ai ned above, include direct conmunication
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practica pl'i cati on, hereby en
dyngkiid toeiting tabiehte the plutaditbafstohieirodee and thei atVesst ponfiaaddode;

andvari ous enbodi nents with various nodifications as are
suited to the particular use contenplated. It is
undehareipozshch mathevduraiity ©f owbis hodes iahdthsubagtabteuef§icongubing a
[ r . i ci rcunst ances nay
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the present ‘1 nvention.
central monitoring station and of defining at least one alternate path for dynamically
routing the location data and/or situation data to the central monitoring station, in an
event of failure of at least one of the plurality of mobile nodes or the at least one fixed
node based on the dynamic routing table provided by the central monitoring station;
and
wherein the central monitoring station is further capable of

automatically processing the location data and/or the situation data,

and providing a notification to an end user.

2. The automatic tracking and security system of claim 1, wherein at least

one of the plurality of mobile nodes is a vehicular unit.

3. The automatic tracking and security system of claim 1, wherein the at

least one fixed node is a cellular base station.



26 What is clained is: 1. An automatic
tracking and security system conpri sing: a
plurality of nobile nodes in operative comuni cation
with at |east one fixed node, the plurality of nobile
nodes and the at |east one fixed node configuring a
wi rel ess ad- hoc nmesh network; and a central
nonitoring station, the central nonitoring station in
opepativ 9T At i ' e -
net \E/kior K; ThEs \}\h%gltrag@ﬁg \eglgg %eg!fm{ ‘#g&gh%&%yﬂgﬁghéf@ﬁ he at
leapiolyiel fixed ogde iscenappblesé sommunisating omat Ises ene freaneitil e
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oneSaccun 'ty Rkar Rl anP SRR b Bafl 1, Blein the
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datQOSi tioning Systen) assistance data to the plurality
of nobil e nodes over the wirel ess ad-hoc nesh network
and of keeping track of a dynamic routing table for
conér ol | Thg alédnaaticl Lackbet ek retlrey pysteal oft plaiof 1noddielan the

odes and the.at |east on i xed, nodes, add : ,
e Sheloime AfidLoirat L8RS SR IRERRERIEE iy of mobie
nodgsabg rirbadoagtirich ehed ARETREsistantd rigtd abdretheowtrdless ad-hoc mesh

|yrality of nobile nodes and the at | east one fixed
netﬁlgﬁ%; and wherein each of the plurality of

nobi |l e nodes is further capable of conmputing a
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nethgagcentral nmoni toring station and of defining at

t one alternate path for dynam cally routing the
| ocation data and/or situation data to the central

nmongt or i Mee PRIHAR, tradkinrdNa®y 8BEurd shdteubeciaim at Wieash the
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wherein the central nonitorin statloE,lcf fgrther .

capiitEsaiBie Hetsiay eded WOBH%@EQ%%@"O( Keq 5egt iR thgpvipetess
ad-AB8hishtBGvark tamat i on data, and providing a

notification to an end user. . .. The autommti

t r abRYFHGY FHPlEG doivtes Yorspstingihss '%?%%5%? AAlSF SRR data to

thel @AFhE ABRtPhg kEoRl ural ity of nobile nodes is a
vehi cul ar unit. 3. The automatic tracking and

security_systemof claim1, wherein the at |east one
fi xBd nodBe jastomalisl ragkig B segyriy isyptem of7claim 1, wherein the
notification to the end user comprises a location of the mobile node and/or occurrence

of the situation.

10. The automatic tracking and security system of claim 1, wherein the
notification to the end user is provided by the central monitoring station using at least
one of a short message service, a multimedia message service, a video clip, a phone

call, a text message and a world wide web.

11. The automatic tracking and security system of claim 1, wherein the
notification to the end user is provided by the central monitoring station whenever the

central monitoring station receives a request for the notification from the end user.



4. The automatic tracking and security systemof claim
1, wherein the at | east one fixed node is capabl e of
communi cating on at |east one frequency. 5.
The automatic tracking and gecurity systemof claim1,
wherein the central nonitoring station conprises a GPS
unit for conputing the GPS assi stance data. 6.
The automatic tracking and security system of claiml,
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nocfé%éseld Co‘?'\t B8R ohfolt s FOLIEISFor %heoéé?w\{r'afj%n@éfnr{gh ation over the
central nonitoring station whenever the centra
wirgiess abhehggest AeWOR<r ecei ves a request for the
notification fromthe end user. 12. The
aut ti im1,
ahor G n AhelBEEPRa0RR, 2RF LY %*%W?gﬁfmgm@
aut @ plataligadfingolie oeidde dorifig uting a ednetasa ladhorinteshi megwork; and
stati t n : :
segéurl i ;t/ralS ng n:torm% statzd}? ﬁxtéo‘dgﬁtgélm %Efi’c\%ﬁw’g gtael‘iﬂﬁhlg operative
comfenmm%tlonwnmth@mnirn@sstaathoonm%? rfetwerker capabl e of
ge .
qﬁﬁ&%fn% A og\clfgé 'b%al%h gg% HX oog%ni% évs\;gr%[gé {ggcunty
mocﬂtﬂe aptl isr cepable o foroviding eeahb@egesponse to a sf_‘LulatloTlThj@ta of a situation
J r system of claim 13,
sen\%ﬁé:%rggw %I%%JS?SK% rg%fﬁﬂgrﬁq??%gl é}lrg&/st ation is further
capdahdreinothe preotrak siangodny isteadion ug tcapable ed girgdding rGRS1 (kdobal
. t .
Pos R SR P e SR B0 0 1R A % nRhE nBAEL OV Jud WReless
ad-Mremaah ortredrk and af kieaginanick of ardyngmiyeugng ddble ffegi gantrolling
' t | ' [ f
oot B WIS 15, 8500 o RHKE e AR ARl 0 vl
ad-lyse nese megvark and lramﬂtmgethprctydemmwtis@ ttakde itorihe plurality of
mothi nok g B Adtomatic tracking and security system
accordi'ng to claim13, wherein the at |east one .
seoMrdreiy ezollgf thej mur@atwaﬁlrreotde nedes isyfineracagebleef 6pmphiéng a
0c4TBRidsf AEBRSRS 200 LHE, gL SR data received from
cent toring station over the wreless
ad hoc nesh networ k.



17. An automatic tracking and security system
conprising: a plurality of nobile nodes configuring a
wi rel ess ad-hoc nmesh network; and a central
nonitoring station, the cengtral nonitoring station in
operative comrunication with the wirel ess ad-hoc nesh
net wor Kk; wherein each of the plurality of
nobi | e nodes conprlses at | east one security nodul e

and, |, re?naﬂ\ ?ek?{s x SI %@9 eBadrk lid '&Epafbﬁ’ec'ﬁpﬂﬁ%n‘h@atﬁ} routing

situatl on uat 1 on sensed P/ | east
theoneatveciata Byd/wnm situaging data from thaaien ﬁypﬁ@%ﬁtméps to the

mnio%tbﬂg; &é{%rt Qr% bf aSaRAPLEIEs Meoéﬂ{&‘aélg p@%sfo(f@yﬁﬁhﬂlcaliy

assi sttance data to lurality
roudihg MIob&tlmms apdier stursioni daéd @s%‘ea@ﬂﬁé‘cmﬁ@ 'ﬂﬁéﬁ"W&S’Pk'" an

evélll {%if‘l%%egfpétg%a{syaﬁg 9‘[) e FuBAT foti8 WollBY ph&dd &n 1 dynamic

con etween the plurality of nobile
rouhogiwlam@ede@byt@w@dl mp@ltﬂrmlé’fa}ilpﬁe@"@ss ad- hoc nesh

net WRF rPﬁ'P:g cgﬁéé]%r@tb @sttaggn mer%aﬁ% bing table to

t he wherei n each

of the pBumomarﬂ@q}iymromﬁﬁiﬂgefhﬁoﬁ*é@“?“sdﬁ@r%ﬂ%‘?r losgligh gatgs and

computin C }ﬂ@; e GPS assi stance

data; an ro%ig% Fhoifea rtglalrd]sétdl?ﬁqgjs%mpr el ess ad- hoc nesh

network is capable of dynamcally routing the |ocation

dat g andigly fdiaiRitlcihh APt ohprmg:he plurality of

nDbl e nodes to the ce noni toring station and of

def Brilurglitaof Imsdie nodes &l aRerafieCopTINIFRPN (YR lean! (ope fixed
no&é)utimbgt?urrahﬁ dFORBLiIOR AR ARl af (eaist WA ifif8d %Hé do@:ﬂ@tli}ﬁ\g a

toring station, in an event of | ure of

wirales$ eddioc oreshetwaile asidur al ity of nobile nodes based on

t he ;dypam, mﬁﬂwr?nﬁgsttaﬂmeﬂ@ Qeh#ad nnitbfiey Gedtlohaln operative

rmnltorln statio wherein the central nonitoring
comtrainicetior wlﬂf thetWiEﬂ{eS@é’&a*mCem@Fh agfweWat i cal |y processing

the sk @M%H&Eeﬂ%%@rﬂ%% HAGAL IE%REQIE%f gradidigosPgi (Global

a notification to an end user. automati c
Positiomiky Systeys wesistanempatadp e plurality of r&otplpljpgp? pyerotpe wireless

adTRRIhé&s rb d&@érk‘ éh@ﬁﬁ{e%h\@%@&%ﬂ%%@%m% hai@k fbeédtrolling
I xe

one node plurality of nobile nodes and t E
datat flove dstwennethei Redlioelemebig ingaes ARY dhat deast LngdhRgnodes

ad?ﬁf%r%ﬁ%fz& frdNAdhe wireless2a§RBE IAésHTRBIAK iahd Sa@drhiQihg the
e central nonitoring station in operative

dyeamninitingtteln toiienplurityal revkiisgodas ABE esdlleart oRp fiked node;
wherein the central nonitoring station is capabl e of
provi di ng GPS (G obal Positioni nqg%Syst e as fa
dat avherein Ractppiihapiurglitepf mebig Redssdeiirhgeral Sriputing a
Iocﬁitéﬁh%%s?ﬁ%‘tﬁ@@%@fﬁc\é@h@ aRd of keepl ng track of a

nam c rodting table for controlling

bot weerein Hee piraiess |aﬁ;i10@fmﬁﬁa‘bn?@'0ﬁbt§e%apéﬁﬁ ?fh%f”af“*?%&é,’?ut'“g
thi@%gﬁd%&&aﬁ&ﬁ#%@sﬂ%ﬂ:twa FRBRY Aedds’ @%bf&n%lrmbm&ﬁ'mg station

oc nmesh network and transmittin
ang mitdeﬁgmg #hlleast one rrdtepiale Keih ter syn E?'l‘yef%‘ga%gp‘ea#ﬂfa figp, data
an@ﬁor ﬁl]?aﬁlton%?a fo tp@‘éeg@&%orﬂ%ﬂng sta’uon iMbRareent @f&éiﬂjréfof at least

the plurality o e nodes i s urterce@g A
ong gfpitiei Rigrably| Soaehisnnedsactidieng! (978! eps fixe &ged on the
dygé%% roﬁ*ﬂ@; table prowd@&edyeth@ cehfalhdiforss stado@@dnesh

network I's capab dynam cal ll%thr outl the | ocati on

dat a(vrfer%nqtfter@nﬁilahmawtqrwg@ﬁaf%b%f ﬁb%?é’? Pt he central

noni t or i NG Alch®dBesHy Beliddatiogdath, deast one
alternate path for dynamcally routi H}%rthe

at |
dat a and/F6?vi&ng éé‘?‘faé’ﬁ"d’é?én?%'etrﬁ’@e@é %{Prah%fﬁﬁ %qﬁgﬁ“)des to
st atj Qhq Us8r.an event of failure of at |east one of the
plurality of nobile nodes or the at |east one fixed
node based on the dynam c routing table provided by
the central nonitoring station; and wherein the
central nonitoring station is further capabl e of



automatically processing the |ocation data, and

providing a | ocation of a nobile node of the plurality

of nobile nodes to an end user. 30 19. The

automatic tracking systemaof claim 18, wherein at

| east one of the plurality of nobile nodes is a

vehi cul ar unit. 20. The automatic tracking

system of claim 18, wherein the at |east one fixed

nodeqi S tation.. . T

ut ot 1 00 LRt w280 Sidem s 16, wipBhLR R ong ot the
pluradityssf nootde fhogeslis moddidutar caipabl e of conmuni cating on at

| east one frequency. 22. The automatic tracking

system of, clajm 18, erein the central nonitqorin
S st o’ CRREIRACrReREO e B SERip MR Qi plioast one
fixaaisgidstianceld@tiase station.  23. The automatic tracki ng
system of claim 18, wherein the central nonitoring
st a%i on provides the GPS assi stgnc_e data to the
pl ufal i t YIOPUIRBIRNC LAt HESYB\F b PLAAERdE: MEetaiR thepat least one
fixeAS®ide iR biadfaomveiniddifg Wh keleasondrdiensiesh net wor k.
24. The automatic tracking system of claim 23, wherein

the at |east one fixed node receives the GPS

asst&t antle duteMelico iiackiBg cersieal oslRi of $nyhetea itbp central
moﬁij&ﬁin?rs@éiﬂﬁ 2opribdiea OPS @HSLBEMNERING MAGP B sslslihce data.

wi rel'ess ad- hoc mesh network. 25. The

automatic tracking systemof claim18, wherein the
wi r &3 essThel-gubematos iragingosyetans ofuclalier 1&.apdisrain dhe central
> . ; e _
oS Ualoid e OB RHCb Sl LB By o ¥R o
by brigadensting lhedCRB @esibianes tale oxkr Bk adrelasd ab dwermesdh network.

net wor k; and ~updating existing routes for
<t at 1o, M€ alRARhARcRRh ket BFCERT TR 1 kst one

fixeg| rwid_m reé@3ivaghiise dbifS rheistaocatialariran theheenhebimomitogestaton and
broB@é%\éi&ﬁQ ars 5&%’{&% &é?& Bvé?'){h(% Rf‘ref%g%@-%c PR LR
statl | 'eas one 0O a snor

on using a nessage ser Vi ce,
a multinmedi a message service, a video clip, a phone
cal25. a Trexbuttessiagecking syswwor bcinde 8ywaberein the wirel2gs ad-

The ,aut.onat.i racki ng systemof claim 18, wherein the
hoﬁ%%%}#eéwg%flsf@eﬁﬁ%?qbge %%de is provided to the end
user by ddierngeing ralewipaddearmaotglestodt iaad/onirstenade; t he
central .npnit.ori stati ecei.ves a reqguest for th
Locat i o GEratHE HEHTVEY 78S A (iR emils ied ode Hio the
wireless ad-hoc mesh network; and
updating existing routes for routing the location data to the central

monitoring station.

26. The automatic tracking system of claim 18, wherein the location of the
mobile node is provided to the end user by the central monitoring station using at least
one of a short message service, a multimedia message service, a video clip, a phone

call, a text message and a world wide web.

27. The automatic tracking system of claim 18, wherein the location of the
mobile node is provided to the end user by the central monitoring station whenever the
central monitoring station receives a request for the location of the mobile node from

the end user.



31 28. The automatic tracking systemof claim
18, wherein the central nonitoring station is capable
of automatically providing the |ocation of the nobile
node. 29. The automatic tracking system of
claim 18, wherein the central nonitoring station is
further capable of generating a control data and
dynami cally routing the control data over the w rel ess
ad-hoc nmesh network to the plurality of nobile nodes
30. The automatic tracking of claim?29, wherein
cen2d.al Tmiauemalls dtegkingnsysient (eft RBIM cHpabherei YRS centra
moﬂﬂ%fhgséb% %ncé fd HF%U%JU@&I@' Hr%dldfngomet BEat@MdoUsRI mobile
enerating t e control data base
nodenstruction received fromthe end user. 31.
The automatic tracking of claim?29, wherein the
central nonitoring station is further ca abI
gend®.at i hie tadomatin rtwickingt syt eef 6i#nan? ?Feé'hctee ofentral

moﬂﬁorji %Haétktl&f‘% gLrﬁg?fch&qe S tg‘é%t‘a@ﬁg a_control da%'zana' hﬁmamlcaliy

frc tra stem of claim?29, wherein rrF
routihe tiplsphieo! e O@@hﬁﬁ wiseleps apdest e NEWAH it Jhe Hurdlty o

gF(QHJ)c?e 33. The automatic tracking system of
§2 wherein the at | east one security nodule is

capabl e of nodifying a state of the nobile node based
on a0.conthelauanatio tediing @f foaym 2hewkssainr Bie AIHIA GRPMHGTNg

stagér? SAﬁRhé)er%r {)IQ%f }ﬁ'réc%%gﬁg aﬁqnﬁﬁetlmrﬂ&eﬁ}@& Wéﬁ*the end user and

system conpri Si ng]
gemdratirg the gouifol wets hased ordke tetibstignresived fign Hesayl user.
ad- hoc nesh netvvork and a central nonitoring

sta 4 on, gb? OEHJ % krﬁ&? tLPradig § aﬁh&%m Oegﬁtﬁil rﬁ@mtonng

n| C reI ess ocC rres net wor
sta\ﬂbrei‘seﬂuﬁhérhmmbletof@enammm e a:rgwtrst dath dased op apatsicerresice of at

ieagg?r\ge éerS %ngﬁlltu? Obal Posi tioning Systenm) assistance

a‘ﬂnlty of nobil e nodes over the
wi rel ess ad-hoc nmesh network and of keeping track of a
dyngpi ¢ Wﬁelfandﬂwattlabdaekuﬁgrsysaemtdfcclahm 12§, dhérainf $apwe of the mobile

ﬁ?etween th "ep gr alit %gl | e nodes added or renoved

NogS BAPTIRESR FEFEYE %\ec?(’H network and transmitting
the dynamc routing table to the plurality of nobile
nodes; amde addomatic tracking system of claim 32, wherein the at least one

security module is capable of modifying a state of the mobile node based on a control

data received from the central monitoring station over the wireless ad-hoc mesh

network.

34. An automatic tracking system, comprising:

a plurality of mobile nodes configuring a wireless ad-hoc mesh network; and

a central monitoring station, the central monitoring station in operative
communication with the wireless ad-hoc mesh network;

wherein the central monitoring station is capable of providing GPS (Global
Positioning System) assistance data to the plurality of mobile nodes over the wireless
ad-hoc mesh network and of keeping track of a dynamic routing table for controlling
data flow between the plurality of mobile nodes added or removed from the wireless
ad-hoc mesh network and transmitting the dynamic routing table to the plurality of

mobile nodes; and



wherein each of the plurality of nobile nodes is

further capable of conputing a |ocation data using the

GPS assi stance data; and wherein the wrel ess

ad- hoc mesh network is capable of dynamcally routing

the location data fromthe plurality of nobile nodes

to the central nonitoring station and of defining at

| east one alternate path for dynamically routing the

| ocation data _and/or situation data to the central

o PP A ORI iR Apoet Srdeitepghe & cyaadio a
locoite dfta LBy MHeUGRSE iabyisehcd®ith] shdnodes based on the

dynayi uting table provjded by the nt

c.r ) I ) .
nony @Pi%@esw'éﬁg%n?d-aﬂ@ MESEMEMPTE i °8 %gf 3%%@*9?4% "qyting
theSib&dtio Niaits fromr thBeaflurarpa? Infote rRULO R tHeCadrtial PicdRes® Stgtion
cinggloc_:atlop data, and rowgln a |l ocation 01516} , ;
an feningakicgpt e aber0RE RALY Ty HREBYGaY KoLy e ‘AR igp flata
andJ&resfitua?éh}\ &ataﬁ rdcdranal ploaNdrigngatidat infdrc@idn@Bf falunofentast
e ne 0

user, .conpri sing: pr.ovi di n GPS.
onds§CH e mEIY LN Mok BRI opie xRV figh tede grovided by
thergehirdlendridasg stohef.eing t he GPS assistance data is

provj ded a central nonitor.i station to the

P PRSIy R con e M et " et e mesh

ne;I wor klﬁtﬂﬁﬁbmﬁllﬁ rdtségﬁih@éwdtuéaaibhtdmeﬁfan@rpbi l e noEIesf

and at | east. one fixed_node; eepi ng t.rack of a

dynani ¢ FOUENAG IpSalioR SfATROHRAodE Y 1B PHEI Frgkjle Nodes to
an 8t@ligepn for controlling data fl ow between the

plurality of nobile nodes and the at |east one fixed

nodes added or renpved fromthe w rel ess ad-hoc mesh

netymrk; A method €ONMPHIvidNG @olifkadbn o dat end WL etk trighod
nobi |l e node conmputes | ocation data using the GPS
COMEIGt ance data recei ved over the wirel ess ad-hoc nesh

net pavikingr #IGRI@scierhtaldamid tombhig: 8béd 0P’ plurality of mobile
rrence of a situ

i ng, . ti d di, .

nodgs  \IERTEB A4 SORiar et AR RBHarHBY PSRRI By s 5taten to
thelpagartty QneohRE gbﬁés}/pwﬁmﬁelémt . Jhs{eﬁae’sln rtdﬂ?quﬁi@'gfiatghred by the

n e, . na a I Qu n e ocatl on atl a
PIUZHY 55 obile DBETSAT LA SRS TS FXHEGHG f ess. ad- hoc nmesh

net gaiblagt teack e ac@ymiarrad rolrmung tabid Wih ﬂ}]@?érﬂm monitc_:ringI sltation for

er.l nin t east e ternat e, pat or na ca ,

corfiglibg B i bEREen 3RS altaRL A EpRE s Ao E AL ISHR, Ofi e
nodeemtited onenidved o bk alidetss akdrhoamMmeshatdtwerk; fai l ure of

ot GoERRhing elofudGaBy it e froPTe nade BB JpfAign dets
usiricaipkb eCPS aysisiadcdyathecaant 6’ toRirkiess ag-hst atdsbmetwd® from

[ automatically the situati on data and/ or

e e
CECH B8R Y " provi di ng the notification to an end
us edensiwh einedddutrBecec e sialatiodand eendigy atsitliét@m data, wherein the
automatical |y processes the situation data and/or. the,
senPaIR PoTP e 2 BLIRFSH T SAUAlY TR fomprdig i The mobie node:
dynamically routing the location data and/or situation data over the wireless
ad-hoc mesh network to the central monitoring station;
defining at least one alternate path for dynamically routing the location data
and/or situation data to the central monitoring station, in an event of failure of at least
one of the plurality of mobile nodes or the at least one fixed node based on the

dynamic routing table provided by the central monitoring station;



36. The nmethod of claim 35, wherein the nobile node is

a vehicular unit. 37. The net hod of clai m 35,
wherein the at | east one fixed node is a cellul ar base
station. 38. The method of claim35, further
conprising at |east one fixed node communi cating on at
| east one frequency. 39. The nethod of claim

35, further conprising conputing the GPS assistance
Sﬁlt Procgssﬁn%ea&grglt@{lga!ﬁﬁ %I%L%:Bllalq gllafc’atcgry/%qg%ﬁfoggqa?% g;; providing
theCrﬁlmﬂbatﬁblnrlg 41 endlcast, iwvr@grdihehd2ontas shalitancg sthaiba duyoridieally

centr ni.t orin ion to the plurality of nobile
profgehes Ton SRS R Saip Aen e hedediBe s Al wor k.

41. ndingngedehad wkr.cl ai m 40, further conprising the

central nonitoring station providing the GPS

assistance data to at | east one fix (fl node, V\,helre\ n .

t hed%t | R Mediod 4f iclaip SnoHeeTBiNdaR BRSlS Nedfels @ghicular unit

assi stance data to the plurality of nobiles nodes over

the W re?’ﬁ@%éﬁo&‘%@ d‘@ﬁhﬁé‘e\k%&lﬁ the. at least A% fikB& node is a

od of claim 35, further conprising perfornng

Ce’@'ﬂﬁﬁéﬁ‘ﬁ%s'fﬁbfml ng over by the wirel ess ad-hoc nesh

netvvork by determ ning a new y-added nobil e node

and [ r

m)bi,3 e no déj[? alm 5 f e[%gnc?%ﬂd? vah\iﬁrlgﬁé{e\'isés(neggﬁﬁ;dnode
commghtcatemmaxt,leaaaﬁdnefrequencupdat| ng existing routes for

routing the Iocation data and/or situation data to the

centt al ni to tio d..of

cl a%' W") 1er e| n hea'notl yfurr;[ae{i hcomé?%m-grsgorrﬂ@%tﬁ%r fh%eseps
asqmtmweoﬂalngbﬁtHea[eatrabnomformg etatiobibieg adereS anid/ or

occurrence of the situation. 34 44. The

met h cl ai the end user
e oOh PR A (i g o fomer g rSediasing e ops

assIB‘taza:edeﬁ by msagfai FRhitorre), stationutbtthepdiratityreSsiabiés naes over
hV|docI|Ho g% one c(all a text nmessage and a world
the yiglesgeg foc mesh netya.- 1he et hod of cl ai m 35, wherein

the end user is notified by the central nonitoring

?t ahq ?ﬂ Dhe rneétﬁwidﬂgclanf ﬂquﬁﬁ“thef Qfontdﬁemgomnb]f wwlaﬁail Oﬁbnltoring

romthe en of ¢
Stamw&vwmht@eﬁfgg Gseance g T%Ba%* epe R'zs?ﬁi firds \tashff?'ﬁéhe at
lea§tec5Hef ﬂledfmﬁiet rbhdehst Mkl OPS assistance déth tolihe piabtg&f elobiles

rther, conprising generating a control data

alm
nods B AP BAYEIE SAA B PO o andl dy el 1y

routing the control data over the wrel ess ad-hoc nesh

nety®r kK i aehdddti dBmBdRirther comprisiftBperfdi@idtBdyMachi®@fouting

claima47, further conprjsing receiving an i nstructl on
over Py e Wisclesriedries Mesh NRVOEERY ral nonitoring stati on

and4Henahial Ia%v@msdwm&le rﬁiﬁfeaanlaﬁﬁ@ﬂed)ﬁotﬁé‘e
instruction recelved fromthe end user. _
integrating the newly added mobile node and/or fixed node into the wireless
ad-hoc mesh network; and
updating existing routes for routing the location data and/or situation data to

the central monitoring station.

43. The method of claim 35, wherein the notifying the end user comprises

providing a location of the mobile node and/or occurrence of the situation.



49. The nethod of claim47, further conprising
generating control data on the occurrence of a
predefined situation, wherein the control data is
generated by the central mgpitoring station.
50. The nethod of claim47, further conprising
responding to the control data by the at |east one
security nodul e, wherein the at | east one security
difies a s ate of the nobile node bags

nodul e n
{ hetont [t Mediog of clam 36, whgrS IAMREHGEor @rn%'?%figa?wgcentfa'

moR®dring| §t§f|d>r9rﬂjsh% gnkadsehe dfhg JMBHNAEsERRBPELSICB] 2 mult[medla
rovidin assi sﬁance data to a nobjl e nod

me ??egep?ﬁﬂdgﬁc{' rhREIsR| - HEBESSagR @Pe AvEritevigpged.
assi stance data is provided by a central nonitoring

stajs on 119 haghdel sl 26, Rher@bink&naafes lsQ%%fle@by the central
Wi rel ess ad- hoc nesh network confi gured b

y t

mopifqiing|station on raeAlying afefest for the not'ﬂfr@é@bufrr@g] WP&‘@F@ UgE" a

dynam c routing table with the central nonitoring

st a4 on rol g

pl ugféal [ t?ﬁ%ﬁgﬁg (?eéléﬁ'ﬁgaesg gcg%ﬂ*gr%%&dgggmam Eg notified
by ercehisalanenitoriog stalieh net work; 35 conputing a

| ocati on data, wherein the rmbi I e node conputes

locatio '

over neTli FEEE et S TRad BB e e Bloh 8 ¥B L g o
thenmnt:pbmmgogmwtstMWn and dynarsea&y m@JtmgsihBuamtm catad over the
wirGERANo AL HBLIAD RS iobflBEEL N the sensing is

pertorned by a one 'security nodul e conprised in

t he nobi |l e node; dynam cally routing the

| oc48.i onTiskataetiagttl o fclatrh t AFatfurtiner dedraprizirgy rdcbiving aeliestaiction

ad- hoc ,.nesh network to the .ce itori.n tation;
bt BrGeat oY dab SRRl Tt TR G B B A s Oty G T P data
based whithe instractioncateive fetah gheagrd wersi t uati on data to the

central nonitoring station, in an event of failure of

at | east_one of the Iurallt of nmobil e nodes base

t he*Yy nahi%Med1ad H g LA ﬂmys*v [ iCHBENH)9 arasieling pairol dala on

the ma}rt@fcbrw aSiradidfPRd situation, wRERGPHS dBtraLdNAR derakatid by the
situation data and/or |ocation data and providing

Ce"l”ﬂle”‘ﬂ@f‘?“f’ﬂ@éﬁ‘oﬁn to an end user, wherein the central
nmonitoring station automatically processes the

Si g (At | OThedMethRNGY Qhinl AEALHAS EFhSHsirEbsPOAdihY it thel &shtrol
end user
data by the at least one security module, wherein the at least one security module

modifies a state of the mobile node based on the control data.

51. A method for providing notification to end user, the method
comprising:

providing a GPS assistance data to a mobile node of the plurality of mobile
nodes, wherein the GPS assistance data is provided by a central monitoring station to
the plurality of mobile nodes over a wireless ad-hoc mesh network configured by the
plurality of mobile nodes;

keeping track of a dynamic routing table with the central monitoring station for
controlling data flow between the plurality of mobile nodes added or removed from the

wireless ad-hoc mesh network;



35

computing a location data, wherein the mobile node computes location data
using the GPS assistance data received over the wireless ad-hoc mesh network from
the central monitoring station;

sensing a situation and sending a situation data, wherein the sensing is
performed by at least one security module comprised in the mobile node;

dynamically routing the location data and/or situation data over the wireless
ad-hoc mesh network to the central monitoring station;

defining at least one alternate path for dynamically routing the location data
and/or situation data to the central monitoring station, in an event of failure of at least
one of the plurality of mobile nodes based on the dynamic routing table provided by
the central monitoring station;

processing automatically the situation data and/or location data and providing
the notification to an end user, wherein the central monitoring station automatically
processes the situation data and/or location data; and

netifying the end user.



