- 1 S05P0202 SEM CONDUCTOR | NTEGRATED Cl RCUI T, MOBI LE
MODULE, AND MESSAGE COMMUNI CATI ON METHOD BACKGROUND OF
THE INVENTION 1. Field of the Invention The present
invention relates to a sem conductor integrated
circuit, a nobile nodule, and a nessage comrunication
met hod. 2. Description of the Related Art

Sem conductor integrated circuits having a

conmuni cation function to comunicate wth an externa
apparatus in a contact state have been devel oped. IC
(integrated circuit) cards containing such a S05P0202
seniconductor integrated circuit are typically use
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state in which the circuit and the external apparatus
are physically in contact wwth each other but with no
direct electrical connection established. An IC card
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typically used in station ticket gates. Recently
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communication method.

2. Description of the Related Art

Semiconductor integrated circuits having a
communication function to communicate with an external
apparatus in a contact state have.been developed., IC
(integrated circuit) cards containing such a semiconductor
integrated circuit are typically used as credit cards in
business fields. Other types of developed integrated
circuits can communicate with an external apparatus in a
contactless manner or in a state in which the circuit and
the external apparatus are physically in contact with each
other but with no direct electrical connection established.
An IC card containing such a semiconductor integrated
circuit is typically used in station ticket gates.

Recently developed dual-interface IC cards, having
contactless and contact communication functions, permit
selectively the contactless communication and the centact

communication with the external apparatus as disclosed in



S05P0202 Japanese Unexam ned Patent Application
Publ i cati on No. 2003- 168092. Such an IC card conplies
with transm ssion protocols specified in International
Standard 1 SO | EC7816-3 for contact communi cati ons,
and International Standard |SQO|EC14443-4 for
contactl| ess communi cations. Although the transm ssion
protocols are different fromthe contact
conmuni cation and the contactl ess communi cation, the
IC card stores command infermation in a volatile
menory to be referenced by a system programor aggspgag2
plurallty of application prograns of the |IC card when
card rece
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the nessage structure is different from -
programs of the IC card when the IC card receives a command.
The IC card thus receives the protocel difference so that
the received command is reliably performed regardless of
which protocol is received.

Although the transmission protocol is different from
the contact communication to the contactless communication,
the command to be transferred from the external apparatus to
the IC card is standardized in International Standard
ISO/IECT816-4 and is common to both the contact
communication and the contéctless communication. In other
words, the IC card is based on the assumption that the
contact communication standard and the contactless
communication standard are identical to each other in the
structure of messages including command messages and

response messages exchanged between the external apparatus

and the IC card. If the message structure 1s different from



S05P0202 t he contact conmunication to the contactl ess
communi cation, the ICis unable to process each

ot her's nmessages. SUMVARY OF THE | NVENTI ON
Accordingly, it is an object of the present invention
to provide a sem conductor integrated circuit, a
nobil e nodul e, and a nessage communi cati on net hod for
processi ng nessages even if a structure of nessages
is different from the contact communication to the
contact| ess communi cation._ A sem conductor integrated
circuit having a function to comunicate a nMessag@cspgog2
with an external apparatus in a contact communi cation
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present 1 nvention, a sem conductor I ntegrat dcircuit
includes a unit for determ ning whether a
contactl ess-type nessage to be acquired in the
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is contained in a contact-type nessage acquired in
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A semiconductor integrated circuit having a function to
communicate a message with an external apparatus in a
contact communication and a function to communicate a
message with the external apparatus in a contactless
communication is thus provided. According to a first aspect
of the present invention, a semiconductor integrated circuit
includes a unit for determining whether a contactless-type
message to be acquired in the contactless communication from
the external apparatus is contained in a contact-type
message acquired in the contact communication from the
external apparatus and for extracting the contactless-type
message from the contact-type message if it is determined
that the contactless-type message is contained in the
contact-type message, and a unit for determining whether a

contact~type message to be acquired in the contact

communication from the external apparatus is contained in a



contactl ess-type nessage acquired in the contactl ess
communi cation fromthe external apparatus and for
extracting the contact-type nessage fromthe

contactl ess-type nessage if it is determ ned that the
contact-type nmessage is contained in the

contactl| ess-type nessage. In the contact

conmuni cation, an interface, in contact wth the

ext ernal apparatus, supplies power to the

sem conductor integrated cirguit of the present
invention while receiving a nessage fromthe extepaahogo
apparatus to transfer the nessage to the

se cgﬂguctor |ntegrated Clrcﬂégﬁhﬁkn t he cogiactless
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transfer the message to the semiconductor integrated circuit.
In the contactless communication, the interface is out of
contact with the external apparatus, or has no direct
electrical contact with the external apparatus even if both
are in physical contact with each other.

In acceordance with the present invention, the
semiconductor integrated circuit processes the contactless-
type message by extracting the contactless-type message from
the contact-type message acquired from the external
apparatus in the contact communication. The semiconductor
integrated circuit processes the contact-type message by
extracting the contact-type message from the contactless-
type message acquired from the external apparatus in the
contactless communication.

A message processor in a semicenductor integrated

circuit or another semiconductor integrated circuit can



understand only the contactl ess-type nessage,
different in structure fromthe contact-type nessage,
and the external apparatus can transmt only the
. contact-type nessage. In such a case, the
sem conductor integrated circuit extracts the
contactl| ess-type nessage contained in the contact-type
nmessage and supplies the extracted contactl ess-type
nmessage to the nessage processor. The externa
apparatus can thus use the gqessage processor. The
sanme is true between a nessage processor that camRgspgogo
understand only the contact-type nessage and an
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message in only the contactless-type message structure.
According to a second aspect of the present invention,
a semiconductor integrated circuit communicating messages
with an external apparatus in a contact communication and/or
a contactless communication, includes a contact-type
communication unit for acquiring a contact-type message in
the contact communication from the external apparatus, a
contactless~type communication unit for acguiring a
contactless-type message in the contactless communication
from the external apparatus, a contact-type message
processor for processing the contact-type message, a
contactless-type message processor for processing the
contactless-type message, and a message relay unit for

acquiring the contact-type message from the contact-type

communication unit to supply the contact-type message to the



contact-type nessage processor, and for acquiring the
contactl| ess-type nessage fromthe contactl ess-type
comuni cation unit to supply the contactl ess-type
nmessage to the contactl ess-type nessage processor.
Even when the contact-type nessage acquired in the
contact conmmunication fromthe external apparatus is
different in structure fromthe contactl ess-type
nmessage acquired in the contactless comuni cation
fromthe external apparatusg _the sem conductor
integrated circuit can process both the contact-tyyRen202
nmessage and the contactl ess-type nessage because the
segiconductor integrated circ ncor porates hoth
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contact-type nmessage processor and the
boobnt €l | @gstdotpe ypeSHEPO2E2 and the contactless-type
message because the semiconductor integrated circuit
incorporates both the contact-type message processor and the
contact-type message processor. Processing a contact-type
message means learning the content of the contact-type
message in accordance with the format thereof. The contact-
type message processor may perform a process in accordance
with the learned content of the message, and may cause
another application to perform the process. Processing a
contactless—-type message means learning the content of the
contactless-type message in accordance with the format
thereof. The contactless-type message processor may perform
a process in acceordance with the learned content of the
message, and may cause another application to perform the

process. Since the message relay unit is arranced between

the contact-type message processor and the contactless-type



message processor, each conmunication unit sinply

supplies a nessage to the nessage relay unit and does

not need to determ ne which nessage processor to

supply a nessage to. Preferably, the nessage rel ay

unit includes a nessage determ ner, and the nessage

determ ner determ nes whether the contactless-type

nessage to be supplied to the contactless-type

nmessage processor is contained in the contact-type

message acquired fromthe contact-type conmmunication

unit. Wth this arrangement, the nessage replay WRkbgsgo

sets a subsequent process different dependi ng on
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replay unit sets a subsegquent process different depending on
whether the contactless-type message is contained in the
contact-type message. The contact-type message containing
the contactless-type message may be generated by attaching,
to the contactless-type message, an identifier identifying
the contact-type message.

Preferably, the message determiner determines, based on
data of a predetermined portion of the contact-type message
acqguired from the contact-type communication unit, whether
the contactless-type message is contained in the contact-
type message. With this arrangement, the message determiner
simply references the data of the predetermined portion of
the contact-type message. The determination process is thus
speeded up.

Preferably, the message relay unit further includes a

message exiractor, and the message extractor extracts the



contactl ess-type nessage contained in the contact-type
nmessage acquired fromthe contact-type communi cation
unit. Wth this arrangenent, the nmessage relay unit
supplies, to the contactless-type nessage processor,
the contactl ess-type nessage that is extracted by the
nmessage extractor fromthe contact-type nessage. The
contactl ess-type nmessage, contained in the
contact-type nmessage, may be part thereof. If the
contact| ess-type nessage extgacted fromthe contact-
type nessage is part thereof and inconplete, the g4 P0202
nmessage extractor may add a deficient portion tot
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on 805P0202 data of a predeterm ned portion of the
erbndaicht essr tayidea deficient portion to the incomplete
contactless-type message to produce a complete contactless-
type message.

Preferably, the message relay unit preferably includes

a message determiner, and the message determiner determines
whether the contact-type message to be supplied to the
contact-type message processor is contained in the
contactless-type message acquired from the contactless—typé
communication unit. With this arrangement, the message
replay unit sets a subseguent process different depending on
whether the contact-type message is contained in the
contactless-type message. The contactless-type message
containing the contact-type message may be generated by
attaching, to the .contact-type message, an identifier

identifying the contactless-type message.

Preferably, the message determiner determines, based on



message acquired fromthe contactl ess-type

communi cation wunit, whether the contact-type nessage
is contained in the contactless-type nessage. Wth
this arrangenent, the nmessage determ ner sinply
references the data of the predeterm ned portion of
the contactl ess-type nessage. The determ nation
process i s thus speeded up. Preferably, the nessage
relay unit further includes a nessage extractor, and
the nessage extractor extracfs the contact-type
message contained in the contactless-type nessag@gspgzg2
acquired fromthe contactl ess-type comruni cation
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contact-type conmunication unit, and determ nes
cohesdiert ygee neenhget cbypained in the contactless-type
message acquired from the contactless-type communication
unit. With this arrangement, the message relay unit
supplies, to the contact-type message processor, the
contact-type message that is extracted by the message
extractor from the contactless-type message. The contact-
type message, contained in the contactless-type message, may
be part therecf. If the contact-type message extracted from
the contactless-type message is part thereof and incomplete,
the message extractor may add a deficient portion to the
incomplete contact-type message to produce a complete
contact-type message.

Preferably, the message relay unit includes a message

determiner, and the message determiner determines whether

the contactless-type message to be supplied to the

contactless-type message processor i1s contained in the



nmessage to be supplied to the contact-type nessage
processor is contained in the contactless-type
nessage acquired from the contactl ess-type

conmuni cation unit. Wth this arrangenent, the
message replay unit sets a subsequent process

di fferent dependi ng on whether the contactl ess-type
nessage is contained in the contact-type nmessage,
while setting a subsequent process different
dependi ng on whether the_cgptact-type nessage is
contained in the contactless- type nessage. SO5P0202
Preferably, the nessage relay unit further conprises a
nmessage_extractor, and the ssa extr%gtggﬁextracts
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the contact-type message is contained in the contactless-
type message.

Preferably, the message relay unit further comprises a
message extractor, and the message extractor extracts the
. contactless-type message contained in the ccntact-type
message acquired from the contact-type communication unit,
while extracting the contact-type message contained in the
contactless-type message acquired from the contactless-type
communication unit. With this arrangement, the message
relay unit supplies, to the contactless-type message
processor, the contactless-type message that is extracted by
the message extractor from the contact-type message, while
supplying, to the contact-type message processcr, the
contact-type message that is extracted by the message

extracter from the contactless-type message.

The semiconductor integrated circuit of the present



nmessage and the contactl ess-type nessage are different
in structure, but also when contact-type nessage and
the contactless-type nessage are identical in
structure. According to a third aspect of the present
invention, a nobile nodule includes a sem conductor
integrated circuit conmunicating nessages with an
external apparatus in a contact communi cation and/ or
a contactless conmuni cation. The sem conductor
integrated circuit includesqia unit for determning
whet her a contactless-type nessage to be acquiredgsRgog2
the contactl ess comunication fromthe externa
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the contactl ess-type nessage

The semiconductor integrated circuit includes a unit for
determining whether a contactless-type message to be
acquired in the contactless communication from the external
apparatus is contained in a contact-type message acguired in
the contact communication from the external apparatus and
for extracting the contactless-type message from the
contact-type message if it is determined that the
contactless~type message is contained in the contact-type
message, and a unit for determining whether a contact-type
message to be acquired in the contact communication from the
external apparatus is contained in a contactless-type
message acquired in the contactless communication from the
external apparatus and for extracting the contact-type
message from the contactless-type message if it is

determined that the contact-type message is contained in the

contactless-type message.



contained in the contact-type nessage that is acquired
in the contact conmunication fromthe externa
apparatus. The semnm conductor integrated circuit thus
processes the extracted contactless-type nessage. The
sem conductor integrated circuit extracts the
contact-type nessage contained in the

contactl ess-type nmessage that is acquired fromthe
external apparatus in the contactless conmunication.
The nobil e nodul e has a siLzgyand weight permtting a
user to easily carry with him The nobile nodul e @ﬁ%Pozoz
house the sem conductor integrated circuit or

t [ t ed {1
AR R e S Eeg%%@?ﬁsﬁéﬁé“%&ﬁf@%ed

c?fcélﬁeEﬂEfBurtHiﬂcgge§a@9 éﬁ%‘ﬁ%ﬂ%ac%%%ggLHgﬁé ﬂgggghe

or a PDA (personal digita assi st ant

cBht &t Med Cih @@C@bﬂtﬁgtt@%@e fdeddycaspaet i9f atB€ired in
present invention | e nodul e includes a

thentootahic tammuntiegtabedfcom ctlid exte@rmuni epbangtus. The
messages with an external apparatus in a contact
sgphnondecttonndedreted contakt |¥ys corereaseattbem. The

sem conductor integrated circuit includes a
S¥BREGERD t§PE-2LIRRINL YR BRSIAAY: f JhcaSqBLFPRGuGtor

:L?nrgtg(ltgn % éyé)'ercrlrlelscsag%ractia u€§e Ccoontt%%: %S(ngg@g%:%%%gn

et hal appara

ceﬂggyﬂé& _an{ﬂ M %'ohtge'& QQQ-W% é‘gne% sa%%mi:ﬁg:l gé Saécgtplered

nmessage I n t he cont act ess comuni cat’i on -
£50RPORO 2 t1omaiheppytratial i Aphed aldhtact 1688t a6tmiy & tion.

nmessage processor for processing the contact-type

nmesskge mapile module has a size and weight permitting a
user to easily carry with him. The mobile module may house
the semiconductor integrated circuit or may permit the
semiconductor integrated circuit to be attached thereto.
For example, the mobile module may be a terminal, such as an
IC card, a cellular phone, or a PDA (personal digital
assistant}), or a wristwatch.

According to a fourth aspect of the present invention,

a mecbile module includes a semiconductor integrated circuit
communicating messages with an external apparatus in a
contact communication and/or a contactless communication.
The semiconductor integrated circuit includes a contact-type
communication unit for acquiring a contact-type message in
the contact communication from the external apparatus, a

contactless-type communication vnit for acguiring a

contactless-type message in the contactless communication



contactl ess-type nessage processor for processing the
contactl| ess-type nessage, and a nessage relay unit for
acquiring the contact-type nessage fromthe
contact-type conmunication unit to supply the
contact-type nessage to the contact-type nessage
processor, and for acquiring the contactless-type
nmessage fromthe contactless-type communication unit
to supply the contactl ess-type nessage to the
contactl ess-type nessage pregessor. Even when the
contact-type nessage that is acquired fromthe gg5pg202
external apparatus in the contact conmunication by

h bi | modul e is different i.n structure fromthe
TR O T SrB et bt £ e T PE PR BA7E he

pBXLELNG! FAPRARLYS I hY the CotaGtligss ﬁeggygé_ecaéi on,

the nobil e nodul e processes both thé contacf-type

cBRESGHE: Mt iR meeB8BLACHE 858sd P JFESTBEEsYShHTchde
sem conductor integrated circuit that includes the
cophtatietsppregeagegpr ogrd Somexchget helay unit for
contact| ess-type nmessage processor. Since the nessage
aE@rayingithe soatpafgbiPpeneweang He ctofbacronypet-type
processor / the_contactl ess-type nessage
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conmmuni i on uni Yy Supplies a

cBRSSA0E 4 £l lnkhsa0d #P6s Al lde%ec%cttgesgewlsgﬂ'lze

whi ch nmessage procesSor to supply a nessage. -
cSRDRNPEP: e 1pries st sLpYERt ¢ ddhtadhilbkB-a§pechessage to
relates to a nessage communi cati on nmethod perforne
thet eerract Jeds-ltgpe message processor,

Even when the contact-type message that is acquired
from the external apparatus in the contact communication by
the mobile module is different in structure from the
contactless-type message that is acquired from the external
apparatus in the contactless communication, the mobile
module processes both the contact-type message and the
contactless~type message using the semiconductor integrated
circuit that includes the contact-type message processor and
the contactless-type message processor. Since the message
relay unit is arranged between the contact-type message
processor / the contactless-type message processor, and the
contact-type message processor / the contactless-type
message processor, each communication unit simply supplies a

message to the message relay unit and does not need to

determine which message processor to supply a message.



nodul e conmuni cati ng nessages with an externa
apparatus in a contact comrunication and/or a
contactl ess communi cation, and an externa
contact-type apparatus for conmunicati ng nessages
with the nobile nodule in a contact conmunicati on.
The message conmuni cati on nethod includes steps of
enbeddi ng a contactl ess-type nessage, to be
transmtted to the nobile nodule in the contactl ess
conmuni cation, in a contactqhype nessage to be
transmtted to the nobile nodule in the contact ggspgo2g2
comuni cation, transmtting the contact-type nessage

cont.ai ning the contact| ess-t ssage o the nobhile

modul' €, EF esgél?v%lﬁ‘ée?%leo%olﬁ% %ﬁ{f}qgeaﬁg%% g’ée]c%rﬁsai i fig
b B8ag & Ul 1233 1bKPR. ERSS 908 elalel BLRIBg, ekl d he

contactl ess-type nessage is contained in tﬁe recel ved

m6@AL @CE o8 JHRS $30Re s 88 £XITACHNGxkB8nal apparatus in
contactl ess-type nessage contained in the received

acoptztt tgpenumessadgen &v@fomberditactdesactetwyypeication,
nessage that is transmtted fromthe externa

aRPpar Xl nratlt IFenEsbrt byp® dipra iatushdorcoprmericating
communi cation_is different in structure fromthe
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S comruni catl on, e externa
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the contact c¢oOmmunication to the nobile nodu
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in the contact-type nessage. The nobile nodule
meesagen e oatietthemithed cont @ot Ireds-ley pedoksSagethes
contact communication, transmitting the contact-type message
containing the contactless-type message to the mobile modulé,
receiving the contact-type message containing the
contactless-type message, determining whether the
contactless-type message is contained in the received
contact-type message, and extracting the contactless-type
message contained in the received contact-type message.

Even when the contact-type message that is transmitted
from the external apparatus to the mobile module in the
contact communication is different in structure from the
contactless-type message that is transmitted from the
external apparatus to the mobile module in the contactless
communication, the external apparatus can practically

transmit the contactless-type message in the contact

communication to the mobile module with the contactless-type



contained in the contact-type nessage received from
the external apparatus in the contact conmunicati on,
and extracts the contactl ess-type nmessage if the
contactl ess- type nessage is contained in the
contact-type nessage. The nobile nodule can thus
process the contactl ess-type nessage. The present
invention in a sixth aspect relates to a nessage
comuni cati on net hod perforned between a nobile
modul e conmmuni cating messages With an externa
apparatus in a contact comrunication and/or a S05P0202
contactl ess communi cation, and an externa

cont act| ess- e apparatus for. conmuni catin nessages
mEPTROT IR THod0reoPREaC CoER feggeae | rnd moside
. L) T C | 50 t sage 1is
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cbAtdendd ansnind ednthetl bepdmhidfH o dila jBat Beok ortact
communi cation, in a contactless-type nessage to be

ektansal tdmeh e dshénmbhel eontaci | rmuntikatdon astd ess
communi cation, transmtting the contactless--type
exbsaape dontintiacglehe-type aressagee ifesbaegeontacthmss—
nmobi | e nodul e, receiving the contactl ess-type nessage
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cont act | ess-type rressage. en the cont act-type
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external apparatus to the nobile nodule in the contact
noduhenccatiroitatd ndi nbesegés i witH rarctexterhadmepperatus in

a contact communication and/or a contactless communication,
and an external contactless-type apparatus for communicating
messages with the mobile module in a contactless
communication. The meSsage communication method includes
steps of embedding a contact-type message, to be transmitted
to the mobile module in the contact communication, in a
contactless-type message to be transmitted to the mobile
module in the contactless communication, transmitting the
contactless~tyﬁe message containing the contact-type message
to the mobile module, receiving the contactless-type message
containing the contact-type message, determining whether the
contact-type message is contained in the received
contactless—-type message, and extracting the contact-type

message contained in the received contactless-type message.

Even when the contact-type message that is transmitted



contactl ess-type nessage that is transmtted fromthe
external apparatus to the nobile nodule in the
contactl ess comunication, the external apparatus can
practically transmt the contact-type nessage in the
contactl ess comunication to the nobile nodule with
the contact-type nessage enbedded in the

contactl ess-type nessage. The nobile nodul e

det ermi nes whet her the contact-type nessage is
contained in the contactl essgtype nessage received
fromthe external apparatus in the contactless gyspp202
comuni cation, and extracts the contactl ess-type

1§ 1.h tact:t [ I ned
PR B SR BRI pESRA LML i

cbhRHECcPr 8683 {38 168NE 8Ch1 HYPE AP S$AIR rullfre from the
sem conductor integrated circuit, the nobile nodule
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with enbodinments of the present invention process
enbssRgbsarparatusf tohéheessiagke cominiri dat edewsthtddieless
external apparatus in the contact communication is
CEMPRRIehElGh diheuektipentt oRRRdRA tURe SeagPraohheml bat ed
with the externaltaEparatus in the contactless
I“E
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one enbodi ment O prese I'nvent ron;

meP2FGR Odnbd fhe? 1S the bbgﬁgagif&rﬁmﬁ%eﬁgsggg%ﬂ Prid

accordance wth the enbodi nent of pre
mbnysﬁ_trhmulel:i@te&ndiﬁea wheehd dnale lpgkcdi-aghamedsddie is
cégigiééhI;L the contactless-type message received from the
external apparatus in the contactless communication, and
extracts the contactless-type message if the contact-type
message is contained in the contactless-type message. The
mobile module can thus process the contact-type message.

The semiconducteor integrated circuit, the mobile medule
and the message communication method in accordance with
embodiments of the present invention process messages even
if the message communicated with the external apparatus in
the contact communication is different in structure from the

message communicated with the external apparatus in the

contactless communication.

BRIEF DESCRIPTION OF THE DRAWINGS
Figs. 1A and 1B illustrate a mobile module in

accordance with one embodiment of the present invention;



accordance with the enbodi nent of the present
invention; Figs. 4A and 4B illustrate a determ nation
i nformati on menory in accordance with the enbodi nent
of the present invention; Fig. S5 illustrates a
nmessage process flow in accordance wth the

enbodi nent of the present invention; Fig. 6
illustrates a structure of a contact-type nmessage in
accordance with the enbodi mrent of the present

invention; Fig. 7 illustrates a nessage process flow
in accordance wth the enbodi ment of the present gggpgog2
invention; Fig. 8 illustrates a structure of a

contactl ess-type ssage in _accordance. wth the
_enboE?f‘lgrfent 8t ‘yit]ﬁle‘)%?eile Tan Qvedtt g O 1y accorda_nce
whith USHd Qs A r@R$S89CL PE QSRS QWvLRL @60 dance  with

the embodi nent of the present invention; Fig. 10 is a
ti mmg.dizageam ehhsstdail B orxMBssggen Of oS d k8Wp in

performed between an external apparatus and an |IC
achopdanceactdihd dheeembodindre: enbdadiempmeseht t hreverieisent
invention;, Fig. 11 is a timng diagramillustrating a
mesJAgE - fPoeeds4B | b pwHrfedened dpsevpena tien exif@rmaltion
%ﬁgaraxus and - 18 S05PQ202 the IC chip in accordance
NEReRY tHe aGR5dRRERt YOI t R RO ifentngénERe P Higit 12
] owchart of a process perforned by a
ihvefedod; b P y

Fig. 5 illustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 6 illustrates a structure of a contact-type
message in accordance with the embodiment of the present
invention;

Fig. 7 illustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 8 illustrates a structure of a contactless~type
message in accordance with the embodiment of the present
invention;

Fig. 9 illustrates a message process flow in accordance
with the embodiment of the present invention;

Fig. 10 is a timing diagram illustrating a message
process flow performed bhetween an external apparatus and an
IC chip in accordance with the embodiment of the present
invention;

Fig. 11 is a timing diagram illustrating a message

process flow performed between the external apparatus and



nmessage relay unit in accordance with the enbodi nent
of the present invention; and Fig. 13 is a flowchart
illustrating a process perforned by the nessage rel ay
unit in accordance with the enbodi nent of the present
i nvention. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
The enbodi nents of the present invention are descri bed
bel ow with reference to the drawi ngs. Throughout the

specification and the drawings, |ike elenents are
designated wth like referepce nunerals. Figs. 1A and
1B illustrate a nobile nmodule containing a 1C chiggspp2o2

110 |ncorporat|ng a sem conductor integrated circuit

f res inyention. h senm conduct or rated
tglr%g accﬁ%o?ﬁ%?a l%ﬁas a ggngﬁeng:%%ip. present
lﬁbéﬁ{{@ﬁive|y t he sem conductor integrated circuit

may be divided into a plurality of 1C chips

di stgidautied ianBngl@wchd i & oy pebckosapé ONSridd e a

nobi | e nodul e. The nobile nodule preferably permts
mebhead ohigy 1A tt on Bechodmer: tWidhewhehemnpodimént of the

attached thereonto. The nobile nodule is properly
P§P§%@tahﬁﬁqm§lgﬁteénﬂor users to carry easily. The

nobi | e nDduIe ma of the IC card 102 of - 19
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gtgheTgfégégﬁ:nge;nggs the nobile nodule is descrlbed

bel ow.

DESCRIPTION CF THE PREFERRED EMBODIMENTS

The embodiments of the present invention are described
below with reference to the drawings. Throughout the
specification and the drawings, like elements are designated
with like reference numerals.

Figs. 1A and 1B illustrate a mobile module containing a
IC chip 110 incorporating a semiconductor integrated circuit
of the present inventicn. The semiconductor integrated
circuit can be incorporated as a single IC chip.
Alternatively, the semiconductor integrated circuit may be
divided into a plurality of IC chips distributed among a
plurality of locations in the mobile module.

The mobile module preferably permits the IC chip 110 to
be housed therewithin, or to attached thereonto. The mobile
module 1s properly sized and weighted for users to carry

easily. The mobile module may be any of the IC card 102 of



The 1 C card 102 includes an antenna coil 106, a
contact termnal 108, and an IC chip 110. Wien the IC
chip 110 or the IC card 102 conmuni cates with an
external apparatus in a contactless comrunicati on,
the antenna coil 106 induces a voltage in response to
a magnetic field generated by the external apparatus
to operate the IC chip 110, and receives and
transmts nessages fromand to the external apparatus.
When the I C card 102 communigates with the externa
apparatus in a contact communication, the contact ggspp202
termnal 108 put into contact with a contact ternina
of t ext ery al ar at gi,ves ,power fro
F&g fe?ﬁhl appgTéfﬁsBE o%@%d? t'tfe I% ' cRi griiﬂ%agﬁa
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external apparatus. The cont act connunlcatlon refers
gb6da SOEAHY CAtldiefert Bahg) Sererformed with the contact
termnal of the nobile nodule placed in contact with
t he Bha eithalardppal adsisthel mbidentaditil esss chsammibeat befow.
refers to a commnication that is perfornmed when the
ThebiF ecapti ¥ iigcApeep nag omt trrnaniaai 1t RE6, ext eemizdct
apparatus_or when ng el ectrical contact
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apparatus. The contact-type external apparatuses
vbhehydeim dfitiniseC@8bla heGESEic o iFRDFedekAtéd Ay ahe

el ectronic collection system

external apparatus to operate the IC chip 110, and receives
and transmits messages from and to the external apparatus.
When the IC card 102 communicates with the external
apparatus in a contact communication, the contact terminal
108 put into contact with a contact terminal of the external
apparatus receives power from the external apparatus to
operate the IC chip 110, and receives and transmits messages
from and te the external apparatus.

The contact communication refers to a communication
that is performed with the contact terminal of the mobile
module placed in contact with the external apparatus. The
contactless communication refers to a communication that is
performed when the mobile module is not in contact with the
external apparatus or when no electrical contact is

established even if the mobile module and the external

apparatus are physically in contact.



(ETC) or an automated teller machine (ATM of banks,
for exanple. The contactl ess-type external
apparatuses include an automatic ticket gate.

Cont actl ess communi cati on between the

contactl ess-type external apparatus and the nobile
nodule is wrelessly perfornmed. The contactl ess
communi cation is perfornmed within a short range of
about 10 cmin accordance with the Near Field

Communi cation (NFC) standakg specifying a carrier

radi o frequency (RF) of 13.56 M1z at a data rates%f5 0202
212 Kbps. Sone external apparatuses have the contacC
and cont actl ess conmunj cati on capability, Wen powered
by (HE SUGHTE LcBPPA 108 ST h AL IER B S9BEapEr eI

e&PDLALE | ni,gat | egnwaé ésfge-tyrﬁ eL0al na1 FPBRRATuS.

appar at us. en povvered romthe contact termn
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the external = apparatus. e contact conmmuni cation and
rehdecpnt apid@asl uadmmufi satéDiciMdlidecdiseussedsydten
nore detail later. The nobile nodule containing the IC
(BRECP 91 OCamamtvaetedr baghty mhctussddTMIhef] Backs p AdO
I's now described with reference to Fig. 2. The IC
SERAMPLE40 includes a rectifier 206, a first power - 21

- S&ﬁgOZ%%ff%%riegaggr e208 a d mgldul %taollr1 210, A ude an
modut 8t 61> 22 §OPTFRS PRy SpEarahupet sinclude a
oLEBREELL LoD g8 00l ROUEL:s SSABLALDR 50 Ronasy
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module is wirelessly performed. The contactless
communication is performed within a short range of about 10
cm in accordance with the Near Field Communication (NFC)
standard specifying a carrier radio frequency (RF) of 13.56
MHz at a data rate of 212 Kbps. Some external apparatuses
have the contact and contactless communication capability.
When powered by the antenna coil 106, the IC chip 110
performs contactless communication with the external
apparatus. When powered from the contact terminal 108, the
IC chip 110 performs contact communication with the external
apparatus. The contact communication and the contactless
communication will be discussed in more detail later.
The mobile module containing the IC chip 110 has been
roughly discussed. The IC chip 110 is now described with

reference to Fig. 2.

The IC chip 110 includes a rectifier 206, a first power



menory) 230, a RAM (random access nenory) 232, an
EEPROM (el ectrically erasable and progranmabl e
read-only nmenory) 234, an encryption engi ne 236, an
RNG (random nunber generator) 238, a CRC (cyclic
redundancy check) unit 240, etc. The rectifier 206
rectifies an alternating current voltage supplied
froma contactless interface 202, such as the
above-referenced coil, and supplies the rectified
voltage to the first power generator 208. The first
power generator 208, supplied with the voltage, ggspg202
generates a power source voltage to be used by the F%

SERE G Wl BB, A5, TR R i
<GoBLogL ep |t sace: 00 alp ) o Saphachoglone

gBheshtbra 2l GnakcbAdt Pecdisst TECeIVEec3RE. trdnitter
nodul at or 212 nodul ates an el ectrical signal, to be
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apparatus via the contactless interface 202, into a

meinghr) 23¢ars WAt dbbedpn-2becsomeanityés€32, an EEPROM
comuni cation. The first receiver 214 and the first
(eLaRSHT LY 2IESPRAGt PBA RECH @& Fradsonypanemory)
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unctron t'he cont ess- fype co nicati on uni
o248 will be described later. The second power
generator 220 is powered by the
The rectifier 206 rectifies an alternating current

voltage supplied from a contactless interface 202, such as
the above-referenced coil, and supplies the rectified
voltage to the first power generator 208. The first power
generator 208, supplied with the wvoltage, generates a power
source voltage to be used by the IC chip 110. The
demodulator 210 demodulates a signal, received from the
external apparatus via the contactless interface 202, into
an electrical signal processable by the IC chip 110, and
supplies the electrical signal to the first receiver 214.
The modulator 212 modulates an electrical signal, to be
transmitted from the IC chip 110 to the external apparatus
via the contactless interface 202, into a signal
transmittable in the contactless communication. The first
receiver 214 and the first transmitter 216 function as a

contactless-type communication unit 218 that communicates a



external apparatus via a contact interface 204 such as
the previously nentioned contact term nal, and
generates a source power for use by the IC chip 110.
The second receiver 222 and the second transmtter
224 function as a contact-type conmmunication unit 226
that acquires contact- type nessages fromthe externa
apparatus in the contact comrunication. The function
of the contact-type conmmunication unit 226 will be
described later. The CPU 228,o0perates fromthe source
power generated by one of the first power generakgkppzo2
208 and the second power generator 220 in the IC Chlp
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serving as a platform The OS'stored in the
tapal ¥ERsucEmReS uheee Y8 i Y dhaiekerehen 1d0:4rom
the external apparatus, and perfornms a process in
r espins esecontthpovenmeene massa@ed Abspowdihed Gy tdauses
anot her application to performthe process, thereby
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cﬁﬁﬁéﬁﬂetyﬁﬁidam&uhﬂbﬂtﬂéntﬁﬁht 226 that acquires contact-
type messages from the external apparatus in the contact
communication. The function of the contact-type
communication unit 226 will be described later.

The CPU 228 operates from the source power generated by
one of the first power generator 208 and the second power
generator 220 in the IC chip 110, and generally controls the
entire IC chip 110. The ROM 230 is a non-volatile memory,
and stores a variety applications, and an operating system
{OS) serving as a platform.

The 0S stored in the ROM 230 analyzes commands received
by the IC chip 110 from the external apparatus, and performs
a process in response to the command message. Also, the 0S8
causes another application to perform the process, thereby
generating a response message as a process result to be
transmitted to the external apparatus.

Since the IC chip 110 of this embodiment of the present



contactl ess-type nessage, supplied in the contactl ess
comruni cation, the OS needs to understand the two type
of command nessages. Both the contact-type command
nmessage and the contactl ess-type command nessage have
the same and comon structure defined in Standard

| SO I EC7816--4. It is sufficient if the OS
under st ands the conmmon command, and a single OGS is
sufficient. As will be discussed later, the I1C chip
110 is designed on the assygption that the
contact-type comand message and the contact| essgh¥R8,02
command nessage are different in structure. In

.accordance wi.th the prese t_enbodi nent, the
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contptylaew 4+t ree cStnanddr de s SC¥d FGEB Lored fobnit of hehe
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cephadales s SODEO?R8s69d, Abprkirat iivelthe bothacthess

contact-type command nessage and the contactl ess-type
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ceriaedi senicthe dBiHades st opdida-d heooentasistype 1t is
command nessage is referred to as a
sufficient if the 0S8 understands the common command, and a

single 08 is sufficient.

As will be discussed latex, the IC chip 110 is designed
on the assumption that the contact-type command message and
the contactless-type command message are different in
structure. 1In accordance with the present embodiment, the
contact~type command message has a structure that complies
with the Standard ISO/IEC7816-4, but the contactless-type
command message has a structure that does not comply with
the Standard ISO/IEC7816-4. Conversely, the contact-type
command message may not comply with the Standard
ISO/IEC7816-4, but the contactless-type command message may
comply with the Standard ISO/IEC7816-4. Alternatively, both
the contact-type command message and the contactless-type
command message may not comply with the Standard

ISO/IEC7816-4. One OS understanding the contact-type



contact-type nmessage processor and the other OS
under st andi ng the contactl ess-type conmand nessage i s
referred to as a contactl ess-type nessage processor.
The RAM 232 stores the operating systens, and data
tenporarily used by each application. The EEPROM 234
is minly used to store user data, but may store the
applications and the OGS, as well. A flash nenory nay
be used instead of the EEPROM 234. The encryption
engi ne 236 encrypts and degpypts data exchanged with
the external apparatus: The RNG 238 generates a P0O202
random nunber for use in an encryption key. The 8&8

unit 240 performs a cyclic redundancy check, nanely,
COHmERT d?e%‘?@& angnthgi gHhec &% é’&ldeﬁs?iﬁflfciﬁ%g eXter nal

| j ' A
BRRBCPLU AR LEnRUR pabidee dendtapuasedn |
abebpuid i tiehBEepeestRfr RidbodimeMte kfreCHS Pudddkstanding
i ncludes a contact-type nessage processor 302 for

tPE OEES1S4 dig- tBypeO Rbafknd YiRes SIS dge rafdred to as a
contactl ess-type nmessage processor 304 for processing

cantzonttagid esssegpepnessager vl ehepetherca$l y, the
contact- type nmessage processor 302 is an OS that

upfAger sARtidy tthe copbactShesmZore arraendt ppesaermenhd

ssage,. and perforns rocess responsive to the
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temporarily used by each application. The EEPRCOM 234 is
mainly used to store user data, but may store the
applications and the 0S, as well. A flash memory may be
used instead of the EEPROM 234. The encryption engine 236
encrypts and decrypts data exchanged with the external
apparatus. The RNG 238 generates a random number for use in
an encryption key. The CRC unit 240 performs a cyclic
redundancy check, namely, an error check, on data received
from the external apparatus.

The IC chip 110 has been discussed. A functional
structure of the IC chip 110 is described below with
reference to Fig. 3.

The IC chip 110 includes a contact-type message
processor 302 for processing a contact-type message and a
contactless-type message processor 304 for processing a

contactless-type message. More specifically, the contact-

type message processor 302 is an OS that understands the



The contactl ess-type nessage processor 304 is an OS
that understands the contactl ess-type conmand
nessage, perforns a process responsive to the comand
message or causes another application to performthe
process to transmt a response nessage as the process
result to the external apparatus. The contact-type
command nessage to be understood by the contact-type
nmessage processor 302 is described below wth
reference to a portion of _(ay of Fig. 6. The contact-
type command nmessage contains a header section 103,3Bd>q»
a data section 10b. The header sectlon 10a is a
dentjfier identi e nessa

f%|ng cont p e.
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data section 10b stores data that is witten in the

The contact-type command message to be understood by
the contact-type message processor 302 is described below
with reference to a portion of (a) of Fig. €. The contact-
type command message cocntains a header section 10a and a
data section.lob. The header section 10a is an identifier
identifying a contact-type message. The header section 10a
is preferably placed at a fixed position within the contact-
type command message, for example, at a zero byte of the
contact-type message. A command representing the content of
a precess to be performed by the contact-type message
processor 302 is contained in the header section 10a. More
specifically, the header section 10a contains CLA 602
representing the type of a command message as to whether the
message complies with the ISQO/IEC7816-4 Standard, INS 604
representing the content of a command for a data acquisition

and file selection, P1606 and P2608 representing parameters



contact-type nessage processor 302 in response to a
data wupdate command, and data used by the
contact-type nmessage processor 302 in the execution
of conmmands. The contact- type command nessage nay
further store Le 612 designating a |ength of data
that is acquired by the contact-type nessage
processor 302 in the issue of a data acquisition
command. Depending on the type of a command, Lc 610,
and the data section 10b_ngy be excluded fromthe
contact-type command nessage. The contactless-ty%%5P0202
command nessage to be understood by the

coataﬁtle s-type ness?geﬁﬁrocessor 304 is gﬁ cri bed
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content of a conmmand.
precessor 302 in the issue of a data acquisition command.

Depending on the type of a command, Lc 610, and the data
section 10b may be excluded from the contact-type command
message.,

The contactless-type command message to be understood
by the contactless-type message processor 304 is described
below with reference to Fig. 8A. The contactless-type
command message contains a header section 20a and a data
section 20b. The header section 20a is an identifier
identifying a contactless-type message. The header section
20a is preferably arranged at a fixed position within the
contactless-type command message, for example, at a zero
byte of the contactless-type message. The header section
20a contains a content of a command to be performed by the
contactless-type message processor 304. More specifically,

the header section 20a centains Sync 802 that is



The data section 20b stores data that is witten onto
the contactl ess-type nessage processor 304 in response
to a data update command, and data that is used by
the contactless-type nessage processor 304 for
executing the command. The contactl ess-type conmand
nmessage may additionally include CRC 808 as an error
detecting code to the data section 20b. Dependi ng on
a content of a command, Len 804 and the data section
20b may be excluded from thgy contactless-type conmand
message. The structures of the command nessages arg@spgogo
di scussed for exenplary purposes only. D fferent

structures .may .b applied to the contact-type comand
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and then processed

additionally include CRC 808 as an error detecting code to
the data section 20b. Depending on a content of a command,
Len 804 and the data section 20b may be excluded from the
contactless~type command message.

The structures of the command messages are discussed
for exemplary purposes only. Different structures may be
applied to the contact-type command message and the
contactless-type command message. Returning to Fig. 3, the
function and structure of IC chip 110 are described below.

The contact-type communication unit 226 acquires
contact-type messages in the contact communication from the
external apparatus. More specifically, the contact-type
communication unit 226 receives the contact-type command
message via a contact-type interface 204 such as the contact

terminal. The contact-type communication unit 226 also

transmits a response message responsive to the contact-type



by the contact-type nessage processor 302. A

contactl ess- type command nessage can be contained in
t he above-descri bed contact-type command nessage. The
ext ernal apparatus enbeds the contactl ess-type
command nessage in the contact-type command nessage
and transmts the command nessage in the contact
communi cation to the IC chip 110 as a contact-type
conmand nessage. In this arrangenent, an externa
apparatus having only a coggact communication
capability is still able to transmt to the IC C%bgpozoz
110 a command that can be transmtted by only an
exter$aIE§pparatus havi n contactl ess conmuni cati on

a
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command nessage 20. Even if the command to be
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command message. In this arrangement, an external apparatus
having only a contact communication capability is still able
to transmit to the IC chip 110 a command that can be
transmitted by only an external apparatus having a
contactless communication capability.

The example of the contact-type command message
containing the contactless-type command message is described
below with reference to portions (b) and {c) of Fig. 6. A&s
shown, a contactless-type command message 20 is contained in
the contact-type command message shown in the porti&h {a) of
Fig. 6. As shown in the portion (b) of Fig. 6, the header
section 10a and the data section 10b in the contact-type
command message are followed by the contactless-type command
message 20. The contact-type command message 10 of the

portion (b) of Fig. 6 includes a command to be executed by



nmessage processor 302 and the contactl ess-type conmand

message 20 are contained, the data section 10b may be

sonmeti mes contained. As shown in the portion (c) of

Fig. 6, the header section 10a is followed by the

contactl ess-type command nessage 20. The contact-type

command nessage shown in the portion (c) of Fig. 6

does not contain a command to be executed by the

contact-type nmessage processor 302 and data to be

used by the contact-type neg§age processor 302 in the

execution of the command. The contactless-type COBHRPFL0-

nmessage contained in the contact-type conmand nessage

y have the same structure as contactl ess-type
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ssage, Oor nm ave the contactless-type comran
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conveni ence of explanation, the contact-type command

Evers Sif) e heo Ricaimah 8 gt d hiee catdanidde ®y- tipeceotamnd.ype
nessage of the portions (b) and (c) of Fig. 6 is
- mepdage ardoessas 40%i andathe grrdaectigpe- typerareumand
nmessage., The virtual contact-type conmmand nmessage can
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communi cation.uni.t 226 because the virtua

SPBRLHS (SPp&dSfttand message is generally in

comly e D AOSIRT B4 LoegegnLacialy Mocer
ségendd fWaad st B811owed by the contactless-type command
message 20. The contact-type command message shown in the
portion {(c) of Fig. 6 does not contain a command to be
executed by the contact-type message processor 302 and data
to be used by the contact-type message processor 302 in the
execution of the command. The contactless-type command
message contained in the contact-type command message may
have the same structure as the contactless-type command
message shown in the portion ({(a) of Fig. 8, may have a
portion of the contactless-type coﬁmand message, oOr may have
the contactless-type command message in the compressed form
thereof.

For convenience of explanaticn, the contact-type

command message containing the contactless-type command
message of the portions (b) and (¢} of Fig. 6 is referred to

as a virtual contact-type command message.

The virtual contact-type command message can be



contact-type command nessage arranged at a fixed
position. The contactl ess-type communi cation unit 218
acquires the contactl ess-type command nessage from
the external apparatus in the contactless

conmuni cation. Mire specifically, the

contactl| ess-type conmuni cation unit 218 receives the
contactl ess-type command nessage fromthe externa
apparatus via the contactless-type interface 202 such
as the antenna coil. The gogbagtless-type

communi cation unit 218 transnts a response nmessag
responsive to the contactl ess-type command nessageé
the external apparatus via the contactl ess-type
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chip 110 @ command that is to be transmtted by an
rexketssl tePpadadaes 188%-8gpe command message from the
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external apparatus via the contactless~type interface 202
such as the antenna coil. The contactless-type
communication unit 218 transmits a response message
responsive to the contactless-type command message to the
external apparatus via the contactless-type interface 202.
The contactless-type command message recelved by the
contactless—type communication unit 218 from the external
apparatus has the previously discussed structure that is
understood and processed by the contactless-type message
processor 304. The contactless-type command message having
the above-referenced structure can contain the contact-type
command message. More specifically, the external apparatus
can embed the contact-type command message in the
contactless—-type command message, and transmit the command

message to the IC chip 110 in the contactless communication



t he contact comuni cation capability. An exanple of
the contactl ess-type command nessage containing the
contact-type comand nessage i s described below wth
reference to Fig. 8. As shown in portions (b) and (c)
of Fig. 8 a contact-type command nessage 10 is
contained in the contactl ess-type command nessage
shown in the portion (a) of Fig. 8. As shown in the
portion (c) of Fig. 8 the header section 20a and the
data section 20b in the cogiactless-type conmand
message are followed by the contact-type commandgygpgog2
nessage 10. The contactl ess-type comand nessage
shown in the portion (c) of Fi%. 8 contaipns a conmand
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contactl ess-- type nessage processor 304 and the data
cofedindd tie the contactless-type command message shown in
the portion (a) of Fig. 8. As shown in the portion (c) of
Fig. 8, the header section 20a and the data section 20b in
the contactless-type command message are followed by the
contact-type command message 10. The contactless-type
command message shown in the portion (¢} of Fig. 8 contains
a command to be performed by the contactless-type message
processor 304 and data to be used by the contactless-type
message processor 304 in the execution of the command, and
the contact-type command message 10. Even if the command to
be performed by the contactless-type message processor 304
and the contact-type command message 10 are contained, the
data section 20b may not be contained sometimes.

As shown in the portion (c} of Fig. 8, the header

section 20a in the contactless-type command message is

followed by the contact-type command message 10. The



execution of the command. The contact-type command
nmessage contained in the contactl ess--type command
nessage may have the sane structure as the
contact-type command nessage di scussed with reference
to the portion (a) of Fig. 6, or may have only a
portion of the contact-type conmand nessage. For
conveni ence of explanation, the contactless-type
command nessage contained in the contact-type comand
message shown in the portiogs (b) and (c) of Fig. Bis
referred to as a virtual contactl ess-type command
nessage. The virtual contactl ess-type command nessag
can be conmmuni cat ed gy the contactl ess-type
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the acquired contact-type conmand nessage to the
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specificall'y, "the nessage relay unit 2 receives

fromdhecheahashcé YPL explanation, the contactless-type
command message contained in the contact-type command
message shown in the porticns (b) and (c} of Fig. 8 is
referred to as a virtual contactless-type command message.

The virtual contactless-type command message can be

communicated by the contactless-type communication unit 218
because the virtual contactless-type command message is
generally in compliance cof the format of the contactless-
type command message with the header section 20a identifying
the contactless-type command message arranged at a fixed
position.

The message relay unit 312 acquires the contactntype

command message from the contact-type communication unit 226,

and supplies the acquired contact-type command message to
the contact-type message processor 302. The message relay

unit 312 acquires the contactless-type command message from

S05P0202
e



conmuni cation unit 226 the contact-type conmand
message including the virtual contact-type command
nmessage, and supplies to the contact-type nessage
processor 302 with only the contact-type command
nmessage under standabl e by the contact-type nessage
processor 302. The nessage relay unit 312 receives
the contactl ess-type command nmessage including the
virtual contactl ess-type command nessage, and supplies
the contactl ess-type nessaggsprocessor 304 with only
the contactless-type conmmand nessage understandiﬁbgpo202
by the contactless-type nmessage processor 304. S0,

he nessage relay unit 312 supplies. th ,
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contactl ess-type command nessage to be supp?led to the

312 receives the contactless-type command message including

the virtual contactless-type command message, and supplies
the contactless-type message processor 304 with only the
contactless-type command message understandable by the
centactless-type message processor 304.

Alsc, the message relay unit 312 supplies the
contactless-type message processor 304 with the contactless-
type command message contained in the virtual contact-type
command message to cause the contactless-type message
processor 304 to process the contactless-type command
message. The message relay unit 312 supplies the contact-
type message processor 302 with the contact-type command
message contained in the virtual contactless-type command
message to cause the contact-type message processor 302 to
process the contact-type command message. The message relay

unit 312, including a message determiner 308 and a message



contactl ess-type nessage processor 304 is contained in
the contact-type command nessage acquired fromthe
contact-type conmunication unit 226. In other words,
the nessage determ ner 308 determ nes whether the
contact-type command nessage is a virtua
contact-type command nessage. To this end, the
nessage determ ner 308 references a predetermn ned
portion of the contact-type command nessage, such as
CLA 602 representing the_type of the command and I NS
604 representing the content of the command in tBgspgag2
header section |0a in the contact-type conmand
-nmessage. .The nessage determ,ner 308 deterni nes whet her
PR Al By pRoOrhaie Teddigd CBRbRCEUPS GtRand
b D8 FOURL tehel Y2 HEESAYE: RIALELSRY I 0ohakOHA
In the contactless- type coman gsage acqui red by
t he 7RS$R48aHE! A¥tdthinedl 306l HARL At CONAGIHLS SHbY PE
communi cation unit 218. In other words, the nessage
cdet &t aer-t308 deimand nessadiet er beheupplied to the
contactl ess-type command nessage is a virtua
ceohtcittd s d-ypey pescaaReprbaressay804To st hestainkd tive the
nmessage determ ner 308 references a predeterm ned
CopERFloTE e (IPETEHAt BeF FRES 2 qpE cCohaRd the see ctsitore
as CD 806, representing fhe .content. of fhe command in
R RAGIE T SEe LoR2 500 1 AHEE. gres" SHRPgRURaIE

aSPOLAGH £ Sd %@%e?ﬁﬂ@%&‘ %1{@%?%9 &: e%%ﬁ%%k@ﬁg}f’ég (command

criteria can be §tor. be orehand in t
nEEEREM 1 A detigrtihnatbfbadniQfg@BIdRARaABMREYs 0. SR @his

such determ nation criteria, and is described bel ow
emtif hthe message determiner 308 references a predetermined
portion of the contact-type command message, such as CLA 602
representing the type of the command and INS 604
repfesenting the content of the command in the header
section 10a in the contact-type command message.

The message determiner 308 determines whether the
contact-type command message to be supplied to the contact-
type message processor 302 is contained in the contactless-
type command message acquired by the message relay unit 312
from the contactless-type communication unit 218. In other
words, the message determiner 308 determines whether the
contactless-type command message is a virtual contactless-
type command message. To this end, the message determiner
308 references a predetermined portion of the contactless-

type command message, such as CD 806 representing the

content of the command in the header section 20a in the



reference to Figs. 4A and 4B. The determ nation
i nformati on nenory 306 includes a contact-type
command nessage definition table 402 defining the
contact-type command nessage and a contactl ess-type
conmmand nessage definition table 412 defining the
contactl| ess-type conmand nessage. The contact-type
command nessage definition table 402 is described
first. The contact-type command nessage definition
table 402 includes a CLA_cgium 406, an I NS col um
408, and a command col umm 410. The conmmand colu 0838205 -
stores the content of a command that is defined by
conbi nati on of data géored in the CLA colum 406 and
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céiﬁlctless—type command message. The contact-type command
message definition table 402 is described first. The
contact-type command message definition table 402 includes a
CLA column 406, an INS column 408, and a command column 410.
The command column 410 stores the content of a command that
is defined by a combination of data stored in the CLA column
406 and the INS column 408.

As shown in Figs. 4A and 4B, for example, the contact-
type command message definition table 402 is defined as
follows: the contact-type command message contains thé
contactless-type command message if the CLA column 406 has
"XX", and a command to be processed by the contact-type
message precessor 302 is not contained if the CLA column 406
has "XX" and the INS column 408 has "FF". The contact-type

command message definiticon table 402 is further defined as

follows: the contactless-type command message and a command



determ nati on of whether the contact-type conmand
nmessage is a virtual contact-type command nessage.
The contactl ess-type conmand nessage definition table
412 is described below. The contactless-type conmmand
message definition table 412 contains a CD colum 414
and a command col um 416. The command col um 416
stores a content of a conmmand defined by data stored
in the CD colum 414. As the contact-type command
message definition table 4034 ~the contactl ess-type
conmand nessage definition table 412 can use theggespgogo
definition of the command colum 416 by the data in
t% e CD columm, 414 as the_determ nation criteria as
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nmessage. |If the nessage determ ner 308 deternines
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extractor 310 extracts the contactl ess-type comrand
mEEsseg edd Tiomdile €aplacii? yRsnhicOmERAdcHessa@en 414 and a
command column 416. The command column 416 stores a content
of a command defined by data stored in the CD column 414.
‘As the contact-type command message definition table 402,
the contactless-type command message definition table 412
can use the definition of the command column 416 by the data
in the CD column 414 as the determination criteria as to the
determination of whether the contactless-type command
message is a.virtual contactless-type command message.

If the message determiner 308 determines that the
contact-type command message 1s a virtual contact-type
command message, or if the message determiner 308 determines
" that the contactless-type command message is a virtual
contactless-type command message, the message determiner 308
feeds the command message to the message extractor 310.

Alternatively, an identifier, such as a message ID of the

message is stored in a particular file, or a flag of the



supplied fromthe contact-type comunication unit 226
to the nessage relay unit 312. More specifically, the
nessage extractor 310 acquires the contactless-type
command nessage contained in the virtua

contactl ess-type command nessage, and supplies the
contactl| ess-type conmand nessage to the nessage relay
unit 312. The contactl ess-type conmand nessage in its
inconmplete formis permtted. For exanple, when the
contact-type command nessagg;containing the

contactl ess-type conmand nessage is transmtted, 860202
802 as the synchronlzatlon i nformation is not nee ed

d th t ted alt th t
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be added thereto before being supplied.
message relay unit 312, The contactless-type command
message in its incomplete form is permitted. For example,
when the contact-type command message containing the
contactless~type command message is transmitted, Sync 802 as
the synchronization information is not needed and thus not
transmitted altcgether. An incomplete contact-type command
message may be supplied as is or a deficient portion may be
added to make the complete contact-type command message
before being supplied. In such a case, data of the
deficient portion may be stored in the ROM 230.

The message extractor 310 extracts the contact-type
command message contained in the contactless-type command
message supplied from the contactless-type communication
unit 218 to the message relay unit 312. More specifically,

the message extractor 310 acquires the contact-type command

message contained in the virtual contactless-type command



The nessage relay unit 312 thus constructed acquires
the contact-type command nessage fromthe contact-type
comuni cation unit 226, and causes the nessage
determiner 308 to determ ne whether the contact-type
command nessage is a virtual contact-type conmand
nmessage. If it is determned that the contact-type
command nmessage is not a virtual contact-type conmand
nmessage, the nessage relay unit 312 supplies the
contact-type command nessagggto the contact- type
message processor 302 as is. If it is determ ned Rabgrgs
the contact-type conmand nessage is a virtua
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command nessage between one contact-type
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message processor
that the contact-type command message is not a virtual
contact-type command message, the message relay unit 312
supplies the contact-type command message to the contact-
type message processor 302 as is. If it is determined that
the contact-type command message is a virtual contact-type
éommand message, the message relay unit 312 causes the
message extractor 310 to extract the contactless-type
command message contained therewithin, and supplies the
contactless-type command message to the contactless-type
message processor 304. If the virtual contact-type command
message contains a command to be processed by the contact-
type message processor 302, the message extractor 310
supplies the contact-type message processor 302 with the
contact-type command message from which the message
extractor 310 has extracted the contactless-type command

message.



contactl ess-type nmessage processor 304. Such a process
of the nessage relay unit 312 is described below with
reference to Fig. 5. Reference nunerals 502, 504, and
506 di agrammatically show contact-type conmand
messages transmitted to the IC chip 110 from an
external apparatus 500 that perforns the contact
communi cation. The first nessage 502 is conposed of a
header section 10a and a data section 10b in the
contact- type command nessagg._ The second nessage 504
is conposed the header section 10a, the data Secﬁb@?ozoz
10b and a contactl ess-type command nessage 20. The

secqnd nessage 504 is ., i.rtual coptact-t onmmand
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shol corgecand yesSsafRand messages transmitted to the IC
chip 110 from an external apparatus 500 that performs the
contact communication. The first message 502 is composed of
‘a header section 10a and a data section 10b in the contact-
type command message. The second message 504 is composed
the header section 10a, the data section 10b and a
contactless-type command message 20. The second message 504
is a virtual contact-type command message. A third message
506, composed of a header section 10a and a contactless-type
command message 20, is a virtual contact-type command
message.

The message relay unit 312 acquires one of the first
message 502, the second message 504, and the third message
506, and performs a process responsive to the acquired
message. The first message 502 is supplied to the ceontact-

type message processor 302 as is. The second message 504 as

the contactless-type command message contains a command to



504B as the contactl ess-type command nessage. The
second nessage 504A and the second nessage 504B are
respectively supplied to the contact-type nmessage
processor 302 and the contactless-type nessage
processor 304. The third nessage 506 is the
contact-type command nessage containing only the
contactl ess-type command nessage. The contactl ess-type
command nessage 20 is supplied to the contactl ess-type
message processor 304 as 3 jfird nessage 506A. The
message relay unit 312 acquires the contactless- L¥RE8gs02
command nessage fromthe contactl ess-type
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command message 20 is supplied to the contactless-type

message processor 304 as a third message 506A.

The message relay unit 312 acquires the contactless-
type command message from the contactless-type communication
unit 218, and causes the message determiner 308 to determine
whether the contactless-type command message is a virtual
contactless-type command message. If it is determined that
the contactless-type command message is not a virtual
contactless—type command message, the message relay unit 312
supplies the contactless-type command message to the
contactless—-type message processor 304, If it is determined
that the contactless-type command message is a virtual
contactless-type command message, the message relay unit 312

causes the message extractor 310 to extract the contact-type

command message contained in the virtual contactless-type



contactl ess-type nessage processor 304, the nessage
relay unit 312 supplies the contactl ess-type nessage
processor 304 wth the contactl ess-type comand
nmessage from which the nessage extractor 310 has
extracted the contact-type conmand nessage. The
nmessage relay unit 312 divides the contactl ess-type
command nessage containing the virtua

contactl ess-type conmmand nessage between one for the
contactl ess-type nessage _pgpcessor 304 and one for
the contact-type nmessage processor 302. Such a ggg5pgog2
process of the nmessage relay unit 312 is describeg

below,with reference to, Fiqg.,.7. Reference nuneral s
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The message relay unit 312 divides the contactless-type
command message containing the virtual contactless-type
command message between one for the contactless-type message
processor 304 and one for the contact-type message processor
302. Such a process of the message relay unit 312 is
described below with reference to Fig. 7.

Reference numerals 702, 704, and 706 diagrammatically
show contactless-type command messages transmitted to the IC
chip 110 from an external apparatus 700 that performs the
contactless communication. The first message 702 is
composed of the header section 20a and the data section 20b
in the contactless-type command message. The second message
704, composed of the header section 20a, the data section
20b, and the contact-type command message 10, is a virtual
contactless-type command message. The third message 706,

composed of the header section 20a and the contact-type



706 fromthe contactl ess-type comruni cation unit 218,
and perforns a process responsive to the acquired
process. .The nessage relay unit 312 supplies the
first nessage 702 to the contactless-type nessage
processor 304 as is. The second nessage 704 as the
virtual contactless-type conmand nessage, conposed of
a command to be processed by the contactl ess- type
nmessage processor contactl ess-type nessage processor
304 and the contact-type coppand nessage, is divided
between a second nessage 704A as the command to BEcppogo
processed by the contactless-type nessage processor
304 and a seco nmessage, .704B as the_contact-type
AR MRG0 TRE & CEbHIe s ot Ga HORR. SRF (qmand
mgggggg'nessage 704B are respectively supplied to the
contactl ess-type nessage processor 304 and the
CoNtafd 1ckREgBESSAHE WHACLHI0G 302 refSod Ol Rl ik de
nmessage 706 as the virtual contactless-type conmmand
mEBSSGE 7 0 ,0nthal Bengnadnhysddye A, achdt ype toimmnessage
nessage, the contact-type command nessage 10 is
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a third nessage 706A. The nessage relay unit 312
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response nessages to the contact-type comuni cation
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type message processor contactless-type message processor
304 and the contact-type command message, is divided between
a second messagé 7042 as the command to be processed by the
contactless-type message processor 304 and a second message
704B as the contact-type command message. The second
message 704A and the second message 704B are respectively
supplied to the contactless-type message processor 304 and
the contact-type message processor 302. As for the third
message 706 as the virtual contactless-type command message
containing only the contact-type command message, the
contact—-type command message 10 is supplied to the contact-
type message processor 302 as a third message 706A.

The message relay unit 312 supplies command messages to
the contact-type message processor 302 and the contactless-

type message processor 304, receives response messages from



conmuni cation unit 218 respectively. Such a process is
descri bed below with reference to Fig. 9. The
contact-type nmessage processor 302 supplies the
nmessage relay unit 312 with the response nessage as a
result of processing the contact-type comuand
nmessage. The contactl ess-type nessage processor 304
supplies the nmessage relay unit 312 with the response
nmessage as a result of processing the

contact| ess-type command negsage. Reference nunerals
902, 904, 906, and 908 diagranmatically illustrat@pspgog2
response nessages. The nessage relay unit 312 converts

th i d into th iLn f t
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transmtted to the contact-type extern ppar at us
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contact-type communi cation unit 226 as is. The second
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response nessage I1s transmtte romthe contact-type
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contactless-type message processor 304 supplies the message
relay unit 312 with the response message as a result of
processing the contactless-type command message. Reference
numerals 902, %04, 906, and 208 diagrammatically illustrate
response messages. The message relay unit 312 converts the
acguired messages into the messages in formats compatible
with destinations.

More specifically, the first response 902, namely a
response message to be transmitted to the contact-type
external apparatus 500 in the contact communication, is
supplied to the contact-type communication unit 226 as is.
The second response 904 is a response messagé to be
transmitted to the external apparatus 700 in the contactless
communication, and needs to be converted to the format in

the contactless communication. A header section 20c

indicating a contactless-type response message is added to



apparatus 700, a command nessage corresponding to the
response nessage can be a contact-type command nessage
contained in the virtual contactl ess--type conmand
nmessage transmtted fromthe contactl ess-type
external apparatus 700. The third response 906 is a
response nessage to be transmtted to the
contact-type external apparatus 500. The nessage
relay unit 312 adds a header section 10c indicating a
contact-type response nessagg Lo the third response
906, thereby converting the third response 906 tQpdpp2g2
format conpatible with the response nessage in the
n comuni_ca he resul ting .response e
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transmitted to the contact-type external apparatus 500. The
message relay unit 312 adds a header section 10c indicating
a contact-type response message te the third response 206,
thereby converting the third response 906 to a format
compatible with the response message in the contact
communication. The resulting response message is supplied
to the contact-type communication unit 226. The fourth
response 908 is a respconse message to be transmitted to the
contactless-type external apparatus 700 in the contactless
communication, and is thus supplied to the contactless-type
communication unit 218 as is.

The function of the message relay unit 312 can be
transferred to the responsibility of contact-type
communication unit 226 or the contactless-type communication
unit 218.

The function and structure of the IC chip 110 have been



structure. The nessage relay unit 312 processes the
virtual contact-type command nessage and the virtua
contactl ess-- type command nessage as descri bed above.
Even when the external apparatus transmts a nessage
in the contact conmunication to the I1C chip 110, the
| C chip 110 perforns the sane process that is applied
to a nmessage transmitted in the contactless

communi cation. Even when the external apparatus
transmts a nessage in the ggntactless comunication
to the I1C chip 110, the 1C chip 110 performs theg§apg.gs
process that is applied to a nessage transnmitted In

t he con ac&$ nication. cqonmuni cati on process
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contact-type external apparatus 50 enbeds a
thentactd @ty pepe oonmnehdrassagec are difdatact -ird ype
command nessage. |In other words, a virtual contact-
stypetwonmafhenwesageei se mnemdtte 312 pretepsSiQhe ttigtual
virtual contact-type command nessage is transmtted to
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chip_ 110 in - 46 SOSR%ZOZ ..th ont act _co ni cat.i on.
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nessage ay unit step )y e nessage rel ay
ctithiin 8d& fRc@@niBesSTE hathigd hel BCalel €8 chip 110 performs
the same process that is applied to a message transmitted in
the contactless communication. Even when the external
apparatus transmits a message in the contactless
communication to the IC chip 110, the IC chip 110 performs
the same process that is applied to a message transmitted in
the contact communication.

A communication process flow of a virtual contact-~type
command message communicated between the contact-type
external apparatus 500 and the IC chip 110 is described
below with reference to Fig. 10.

In step 8102, the contact-type external apparatus 500
embeds a contactless-type command message into a contact-
type command message. In other words, a virtual contact-
type command message is generated. In step 5104, the

virtual contact-type command message is transmitted to the

contact-type communication unit 226 in the IC chip 110 in



nmessage is the virtual contact-type command nessage
containing the contactl ess-type conmand nessage (step
S108). The contactl ess-type conmand nmessage i s
extracted fromthe virtual contact-type conmmand
nmessage (step S110), and the extracted

contactl| ess-type conmand nessage is supplied to the
contactl ess-type nessage processor 304 (step 5112).
The contactl ess-type nessage processor 304 understands
the acquired contactl ess-typg command nessage and
perforns a process corresponding to the nessage g§$§?202
S114), and supplies a response nessage as a result o

‘the process to the. pessa relay unit 312 (step. .
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megsRge SIPdhe THEtyadt Cortd o bipe femmasgonsesaessage
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response nessage to the contact-type externa
theparatast E}E-type message processor 304 (step S112).

The contactless-type message processor 304 understands
the acquired contactless-type command message and performs a
process corresponding to the message (step S114), and
supplies a response message as a result of the process to
the message relay unit 312 (step S116). Since the
destination of the response message acquired from the
contactless-type message processor 304 is the contact-type
external apparatus 500, the message relay unit 312 modifies
the format of the message to that of the contact-type
response message (step S118), and supplies the resulting
response message to the contact-type communicatien unit 226
(step S120). The destination of the response message is
determined by referencing an identifier of the external

apparatus as the destination of the command message. The

identifier of the external apparatus may be stored in



in the contact communication (step S122). The
contact-type external apparatus 500 receives the
response nessage (step 5124), and the process ends.
The conmuni cati on process flow of the virtual contact-
type command nessage communi cat ed between the
contact-type external apparatus 500 and the 1 C chip
110 has been di scussed. A communi cation process flow
of a virtual contactless-type command nessage

communi cated between the _cgatact|ess-type externa
apparatus 700 and the IC chip 110 is described bghg¥gsgs
with reference to Fig. 11. In step S202, the

tactl -1 t |, t 700 enbed
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respumse aatssageuibt tB& 8comtddie-opat @xtbessl apparatus 500
communi cation. The .contactl ess-type comruni cation

ianthe 2@ mgiplcopmunheat et el step Wl2Llal The contact-type
contactl ess-type command nessage to the nessage rel ay
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is extracte romt virtual contactless-type
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contact-type

external apparatus 500 and the IC chip 110 has been
discussed. A communication process flow of a virtual
contactless—-type command message communicated between the
contactless—type external apparatus 700 and the IC chip 110
is described below with reference to Fig. 11.

In step 5202, the cocntactless-type external apparatus
700 embeds a contact—type command message into a
contactless—-type command message {step 5202). In other
words, a virtual contactless-type command message is
generated. In step S204, the wvirtual contactless-type
command message 1s transmitted to the contactless-type
communication unit 218 in the contactless communication.
The contactless-type communication unit 218 supplies the
received virtual contactless-type command message to the
message relay unit 312 (step S5206}).

The message relay unit 312 recognizes that the



command nessage is supplied to the contact-type
nmessage processor 302 (step S212). The contact-type
nessage processor 302 understands the acquired
contact-type command nessage and perfornms a process
corresponding to the nessage (step S214), and supplies
a response nessage indicating the process result to
the nmessage relay unit 312 (step S216). Since the
destination of the response nessage acquired fromthe
contact-type nessage proceggor 302 is the

contactl ess-type external apparatus 700, the ”93§%§§0202
relay unit 312 changes the response nessage to t
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response message indicating the process result to the
message relay unit 312 (step 5216). Since the destination
of the response message acquired from the contact-type
message processor 302 is the contactless-type external
apparatus 700, the message relay unit 312 changes the
response message to the format of the contactless-type
response message (step $218), and supplies the resulting
response message to the contactless-type communication unit
218 (step 5220).

The contactless—-type communication unit 218 transmits
the response message to the contactless-type external
apparatus 700 in the contactless communication (step S5222).
The contactless-type external apparatus 700 receives the
response message (step S224). The process thus ends.

- The communication process flow of the virtuwal

contactless-type command message communicated between the



reference to Fig. 12. In step S302, the nessage rel ay
unit 312 receives a contact-type command nessage from
the contact-type comrunication unit 226. The nessage
determ ner 308 of the nessage relay unit 312
references command identification data present in a
predeterm ned portion of the contact-type -conmand
nessage (nore specifically, CLA 602 and INS 604)-

(step S304), and searches the determ nation
information nmenory 306 faryghe correspondi ng command
identification data (step S306). Based on the coggepfsgo
identification data found in the determ nation

' ti 306, th det ; 08 '
TR -S08: e ER SR e e, 2 12
hAESEEGP q1 s 5QRhkal ng%#ﬁégke AU agknt ¥RE r&é)ég?grlad relay

nmessage acquire e contact-type conmunicati on

ubbE t 3226- iR sS308dntd A L QY coRbdsd HBSsABSSHAG the
determ ner 308 determ nes whether the contact-type

contaand ypes sageunscat vor tutalt 22@ntiactesypebed ity with
message. If it is determned that the contact-type
rebavnenck fesdFdge A8.not a virtual contact-type conmand
message, the _nessage relay unit 312 supplies the
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nggggg;t-e§%o 205202 processor,, 302 é%te§f§314). The
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oA ACLa L MR ummag. MBSS AU %@ kb Bler 308 of the
contact-type command nessage, the nessage extractor
mé38a §X t ¥ S nhie G0Nt 8&#é BSF-dy/ RRnERARHBNdentification
data present in a predetermined portion of the contact-type
command message (more specifically, CLA 602 and INS 604)
{step S8304), and searches the determination information
memory 306 for the corresponding command identification data
{step 8306).

Based on the command identification data found in the
determination information memory 306, the message determiner
308 determines whether the contactless-type command message
is contained in the contact-type command message acquired
from the contact-type communication unit 226 (step 8308).
In other words, the message determiner 308 determines
whether the contact-type command message is a virtual
contact-type command message. If it is determined that the
contact-type command message is not a virtual contact-type

command message, the message relay unit 312 supplies the

contact—-type command message to the contact-type message



nmessage contained in the contact-type conmand nessage
(step 5310). The nessage relay unit 312 supplies the
contactl ess- type command nessage to the

contactl ess-type nessage processor 304 (step S312).
The process thus ends. If the virtual contact-type
command nessage contains a command to be processed by
the contact-type nessage processor 302, the nessage
relay unit 312 supplies, to the contact-type nessage
processor 302, the contact-type command nmessage from
which the contactless--type command nessage has gpspgogo
al ready been extracted. The process of the nessage

| it.312 th i th t-t d
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be processed by the contact-type message processor 302, the
message relay unit 312 supplies, to the contact-type message
processor 302, the contact-type command message from which
the contactless-type command message has already been
extracted.

The process of the message relay unit 312 that acquires
the contact-type command message from the contact-type
communication unit 226 has been discussed. A process of the
message relay unit 312 that acquires a contactless-type
command message from the contactless-type communication unit
218 is described below with reference to Fig. 13.

In step S402, the message relay unit 312 acquires a
contactless-type command message from the contactless-type
communication unit 218. The message determiner 308 of the
message relay unit 312 references command identification

data present in a predetermined portion of the contactless-



determi nation information nmenory 306, the nmessage
determ ner 308 determ nes whether a contact-type
command nessage is contained in the contactl ess-type
command nessage acquired fromthe contactl ess-type
communi cation unit 218 (step S408). |In other words,
the contactl ess--type command nessage is a virtua
contactl ess-type command nessage. If it is determ ned
that the contact-type conmand nessage is not a

virtual contactless-type cogirand nessage, the nessage
relay unit 312 supplies the contactless-type comaggdgogo
nessage to the contactl ess-type nessage processor 304
step 5414 and the proc ds. . If Lt.i
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nessage, the nessage extractor 310 extra
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enbodi nents of the present invention have been
virtual contactless-type command message. If it is
determined that the contact-type command message is not a
virtual contactless-type command message, the message relay
unit 312 supplies the contactless-type command message to
the contactless~type message processcor 304 (step S414), and
the process ends.

If it is determined in step S408 that the contact-type
command message is a virtual contactless-type command
message, the message extractor 310 extracts the contact-type
command message contained in the contactless-type command
message (step S410). The message relay unit 312 supplies
the contact~type command message to the contact-type message
processor 302 (step S412). The process thus ends. If a
command to be processed by the contactless-type message

processor 304 is contained in the virtual contactless-type

command message, the message relay unit 312 supplies, to the



di scussed wth reference to the draw ngs. The present
invention is not limted to the previously described
enbodi ments. It is apparent to those skilled in the

art that various changes and nodifications are

possible in the previously described enbodi nents

W t hout departing fromthe scope of the present

i nvention. These changes and nodifications fal

within the scope of the present invention. In the

above di scussion, the confag}-1ype nessage processor
and the contactl ess-type nessage processor are S05P0202
operating systenms. The contact-type nessage processor
and the contactl ess-type nessag rocessor nay be
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conmiid eabbdhmantl osf aleopiracehes sneontivi dalveobechhe
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di seusierde miithi mgfehenberta Wontdyerliogs-t ypee pessage to
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scope of the present invention. These changes and

modifications fall within the scope of the present invention.

In the above discussion, the contact-type message
processor and the contactless-type message processor are
operating systems. The contact-type message processor and
the contactless-type message processor may be application
software programs as long as the programs can understand and

process messages different in structure.



contact-type nessage; and a unit for determ ning

whet her a contact-type nessage to be acquired in the
contact communi cation fromthe external apparatus is
contained in a contactless-type mnessage acquired in

t he contactl ess communi cation fromthe externa
apparatus and for extracting the contact-type nessage
fromthe contactl ess--type nmessage if it is

determi ned that the contact-type nessage i s contained
in the contactless-type peggage. 2. A sem conductor
integrated circuit comunicating - 54 S05PQ202 44cpg002
nessages With an external apparatus in a contact

i cati nd/ or a contactless conmmuni cation, the
W@%ﬁ?ﬁ%ﬁ%@?@%& ?ﬁfegrated circuit conprising: a

contact-type communi cation unit for acquiring a
contact-type message in the contact conmuni cation from

the 1 extaeBak coREAE B MSin R GARkACEE 8881 ¢ YRSmunicating
communi cation unit for acquiring a contactless-type

meessaEe with ke eantanil esoaoomasniiaabl oontdetom t he

external apparatus; a contact-type nessage processor
cémrumi ereisyl pgdyhe acomtarttlisgse copgwageation, the

contactl ess-type nessage processor for processing the
SeBhE RAUTLE ipsegnpEsdgel raHd £oMPsdadaIfel ay unit for

acquai ruinr:]LQ: tfrc])% cciggttaraxgnt.ﬁitr}gj%hether a contactless-type
message to be acquired in the contactless communication from
the external apparatus is contained in a contact-type
message acquired in the contact communication from the
external apparatus and for extracting the contactless-~type
message from the contact-type message if it is determined
that the contactless-type message is contained in the
contact-type message;
and

a unit for determining whether a contact~type message

to be acquired in the contact communication from the
external apparatus i1s contained in a contactless-type
message acguired in the contactless communication from the
external apparatus and for extracting the contact-type
message from the contactless-type message if it is

determined that the contact-type message is contained in the

contactless-type message.

2. A semiconductor integrated circuit communicating



nmessage fromthe contact-type communication unit to
supply the contact-type nessage to the contact-type
nessage processor, and for acquiring the

contactl ess-type nessage fromthe contactl ess-type
comuni cation unit to supply the contactless-type
nessage to the contactl ess-type nessage processor. 3.
The sem conductor integrated circuit according to
claim 2, wherein the nessage relay unit conprises a
message determiner, and whgjein the nessage

determ ner deternines whether the - 55 S05P0202 gq45pgog2
contactl ess-type nmessage to be supplied to the

contactl ess- type. ne e processqQr is contained in
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Integrated circuit according to cﬁg|n1§, erein the

s ERSSAUR e iBgka el e M AT RapedsPhg:data of a
predeterm ned portion of the contact-type nessage

acqui reethtBeartihe camiaciticatypa aaimufioce addi nimigt A
whet her the contactless-type nessage is contained in
ceheacihrityit Mmeisppgenisshiye. cBtatie commilponadttemrfrom the
integrated circuit according to claim3, wherein the

eHERERR e FRACHRLYRIt further conprises a nessage
extractor, %gd wherein the nes%gﬂe extractor_extracts
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conmmuni cat |

from the external apparatus;

a contact-type message processor for processing the
contact-type message;

a contactless-type message processor for processing the
contactless-type message; and

a message relay unit for acguiring the contact-type
message from the contact-type communication unit to supply
the contact-type message to the contact-type message
processor, and for acquiring the contactless-type message
from the contactless—type communication unit to supply the

contactless-type message to the contactless-type message

processor.

3. The semiconductor integrated circuit according to
claim 2, wherein the message relay unit comprises a message
determiner, and

wherein the message determiner determines whether the



6. The sem conductor integrated circuit according to
claim2, wherein the nessage relay unit conprises a
nessage determ ner, and wherein the nmessage

determ ner determ nes whether the contact-type
nmessage to be supplied to the contact-type nessage
processor is contained in the contactl ess-type
nmessage acquired fromthe contactl ess-type

conmuni cation - 56 unit. SO5PQ202 7. The

sem conductor integrated cigguit according to claim
6, wherein the message determ ner determ nes, based:QB-q>
data of a predeterm ned portion of the

contacil ess-type nessage acquired fromthe
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nmessage relay unit further conpri'ses a nessage
extractor, and wherein the nessage extractor extracts
the contact-type nessage contained in the
contéct |es setnypendessay el rdogriated cirom t heccording to
contactl ess-type communi cation unit. 9. The
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the contactless-type message is contained in the contact-

type message.

5. The semiconductor integrated circuit according to
claim 3, wherein the message relay unit further comprises a
message extractor, and

wherein the message extractor extracts the contactless-
type message contained in the contact-type message acquired

from the contact-type communication unit.

6. The semiconductor infegrated circuit according to
claim 2, wherein the message relay unit comprises a message
determiner, and

wherein the message determiner determines whether the
contact-type message to be supplied to the contact-type
message processor is contained in the contactless-type

message acquired from the contactless-type communication



type nmessage processor is contained in the
contact-type nessage acquired fromthe contact-type
conmuni cation unit, and determnm nes whether the
contact-type nmessage to be supplied to the
contact-type nmessage processor is contained - 57 in
the contactl ess-type nessage acquired fromthe
contactl ess-type comruni cati on unit. S05P0202 10. The
sem conductor integrated circuit according to claim
9, wherein the message relaygunit further conprises a
message extractor, and wherein the nmessage extractggkpgooz
extracts the contactless- type nessage contained in
the contact-type nessage acquired fromthe
UBdht act -t ype conmuni cation unit, while extracting the
contact-type nessage contained in the contactl ess-type
nmessage acquired fromthe contactl ess-type
CoOMMUNi G@al QBmiHBhductldr #dWRRLELeqaMRIRLE: £ URIJRIIRG R0
sem conductor integrated circuit comunicating
clress afje whddi nanhexines fade dfpamdng: HatarmDmésCtbased on
conmuni cati on and/ or a contactless comunication, the
dseai ehralyvtesie tiemnégedt portigrc it theorpnisthyes & wme
for determ ning whether a contactless-type nessage to
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8. The semiconductor integrated circuit according to
claim 6, wherein the message relay unift further comprises a
message extractor, and

wherein the message extractor extracts the contact-type
message centained in the contactless-type message acquired

from the contactless-type communication unit.

9. The semiconductor integrated circuit according to
claim 2, wherein the message relay unit comprises a message
determiner, and

wherein the message determiner determines whether the
contactless—-type message to be supplied to the contactless-
type message processor is contained in the contact-type
message acquired from the contact~type communication unit,
and determines whether the contact-type message to be

supplied to the contact-type message processor is contained



nmessage fromthe contact-type nessage if it is
determned that the contactl ess-type nessage is
contained in the - 58 S05P0202 contact-type nessage;
~and a unit for determ ning whether a contact-type
nmessage to be acquired in the contact communi cation
fromthe external apparatus is contained in a
contactl ess-type nessage acquired in the contactl ess
conmuni cation fromthe external apparatus and for
extracting the contact-type57nessage fromthe
contact| ess-type nmessage if is determned thaty,thg,q,
contact type nessage is contalned |n t he
tactl| ess-typ a | e _nodu

S
LohpE %?fhfgacaﬂseém-&amau@?ﬁagq Asdegareprobhe
cHANLUD] Sad i RAdfgcutidy, ahagxernal - apparatus in
a contact c nlcatlon and/ or "a contactl ess
comuni cation, the sem conductor integrated circuit
conprising: a contact-type conmunication unit for
acquit. ngha seaftandudype imesageetinci heutOH@Eirding to
communi cation fromthe external apparatus; a
céohnalt |dusraiypéheonrantgat folmyumnt tf §nrabeui comgr tses a
contactl ess-type nessage in the contactl ess
mééﬁﬁﬁﬁl%ﬁﬁq%ﬂ$°rﬁréﬁﬁthe external apparatus; a
cont act - t%pghnessa rocess%r for roceSS|n
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t9£8°£é§§ﬁgé‘%bﬂ%éi&%éskﬂgtﬁg contact-type message acquired

from the contact-type communication unit, while extracting

the contact-type message contained in the contactless-type
message acquired from the contactless-type communication

unit.

11. A mobile module comprising a semiconductor
integrated circuit communicating messages with an external
apparatus in a contact communication and/or a contactless
communication, the semiconductor integrated circuit
comprising:

a unit for determining whether a contactless-type
message to be acquired in the contactless communication from
the external apparatus is contained in a contact-type
message acquired in the contact communication from the
external apparatus and for extracting the contactless-type
message from the contact-type message if it is determined

that the contactless~type message is contained in the



contactl ess-type nessage; and - 59 S05PQ202 a
nmessage relay unit for acquiring the contact-type
nessage fromthe contact-type comunication unit to
supply the contact-type nessage to the contact-type
message processor, and for acquiring the

contactl ess-type nessage fromthe contactl ess-type
comuni cation unit to supply the contactless-type
nmessage to the contactl ess-type nessage processor.

13. A nessage conmuni cati angget hod perforned between a
mobi | e nodul e communi cating nmessages with an exteggabgsgo
apparatus in a contact conmunication and/or a

cog% ctéess conmuni cati on, and an externa

o -
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12. A mobile module comprising a semiconductor
integrated circuit communicating messages with an external
apparatus in a contact communication and/or a contactless
communication, the semiconductor integrated circuit
comprising: |

a contact-type communication unit for acguiring a
contact-type message in the contact communication from the
external apparatus;

a contactless-type communication unit for acquiring a
contactless-type message in the contactless communication
from the external apparatus;

a contact~type message processor for processing the
contact-type message;

a contactless-type message processor for processing the

contactless-type message; and



- 60 SOBP0202 extracting the contactl ess-type nessage
contained in the received contact-type nessage. 14. A
nmessage comuni cati on net hod perforned between a
nobi | e nodul e comruni cati ng nmessages with an externa
apparatus in a contact conmunication and/or a
contactl ess comunication, and an externa
contactl ess-type apparatus for conmunicating nmessages
with the nobile nodule in a contactless
communi cation, the nessage ggmmuni cation nmet hod
conprising steps of: enbedding a contact-type nmesgggepogo
to be transmtted to the nobile nodule in the contact
conmuni cation, in a contactless-type nmessage to, be
1 ars ECCBRo 51 HE o 1°67 ASGUTELIA e COHARHTEags
: i it St Less:d v
e Th PR AP LD AR FIRLR LY S95L YO qupey
th®bidrec SMmdulRe MBSShYE NEb the coRtacktlegpatiPesdmssage
containing the contact-type nessage; determ ning
pwhedt dwerr,t edc dotrastgtypendgressagentacttonsat yigs nasdye
recei ved contactl ess--type nessage; and extracting
froe dunteormttacypesaetspg ecawmrdicagdonnunhe tecsipmd the
contactl ess-type nessage.
contactless-type message to the contactless-type message

processor.

13. A message communication method performed between a
mobile module communicating messages with an external
apparatus in a contact communication and/or a contactless
communication, and an external contact-type apparatus
communicating messages with the mobile module in a contact
communication, the message communication method comprising
steps of:

embedding a contactless-type message, to be transmitted
to the mobile module in the contactless communication, in a
contact-type message to be transmitted to the mobile module
in the contact communication;

transmitting the contact-type message containing the
contactless-type message to the mobile module;

receiving the contact-type message containing the
contactless-type message;

determining whether the contactless-type message is

contained in the received contact-type message; and
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extracting the contactless-type message contained in

the received contact-type message.

14. A message communication method performed between a
mobile module communicating messages with an external
apparatus in a contact communication and/or a contactless
communication, and an external contactless-type apparatus
for communicating messages with the mobile module in a
contactless communication, the message communication method
comprising steps of:

embedding a contact-type message, to be transmitted to
the mobile module in the contact communication, in a
contactless-type message to be transmitted to the mobile
module in the contactless communication;

transmitting the contactless-type message containing
the contact-type message to the mobile module;

receiving the contactless-type message containing the
contact-type message;

determining whether the contact-type message is
contained in the received contactless-~type message; and

extracting the contact-type message contained in the

received contactless-type message.




