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. To prevent poorly mamufactured substitute consumables from damaging the base system. For

example, poorly filtered ink may clog print nozzles in an ink jet printer.
2 Scope

Authentication is an extremely large and constantly growing field. This invention is concerned
with authenticating consumables. In most cases, there is no reason to prohibit the use of consumables in a
third party product.

The invention concerns an authentication chip that contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the standard Flash memory
manufacturing process, and is low cost enough to be included in consumables such as ink and toner
cartridges.

Once programmed, the authentication chips are compliant with the NSA export guidelines since
they do not constitute an encryption device. They can therefore be practically manufactured in the USA
(and exported) or anywhere else in the world.

3 Concepts and Terms

This part discusses terms and concepts that are referred to throughout the remainder of the
document.

31 Symbelic Nomenclature

The following symbolic nomenclature is used throughout this document:




F[ X] Function F, taking a single paraneter X F[X, Y]Function F, taking two
paraneters, X and Y X | YX concatenated with Y XAYBi tw seXANDY X v YBitw se
X ORY (inclusive-OR) X (r)YBitwise X XOR Y (exclusive-OR) ~XBitw se NOT X
(conplenent) X <- YX is assigned the value Y X <- {Y, Z}The donai n of

assi gnneng 4, sto Xis Yand Z X-YXis equaltoY X # YXis not equal to Y
UXDecr enment y 1 (floor 0) "tXIncrenment X by 1 (nodulo register |ength)
Erase XErase Flash nmenory register X SetBits[X, Y]Set the bits of the Flash
nmenory register X based on Y Z +- ShifiRight[X, Y]Shift register X right
one bit position, taking input bit fromY and placing the output bit in Z
3.2 Basi claPkrinfimmapieé Surhelic gmsalastte by M is plai ntext. The process of

t ransf orm ng ngmbe; Ci phe text C, Wwhere i)&@nﬁMHSI ance of Mis hidden, is
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Crypt ogrs,r? CFA symretric eng(#n:c/%étﬁ?%d;ma Ygorlthm i S one where: + tlhe
encrypti ai¥4¥nction E rel |1é19m9ﬁ(4<1@9YK, , the decryption function Drelies
on key KZ, KZ2—Tam be der g—K—can—be—der+ved—fr om K2.
AUTH25- S(;}?\F\Yrmqt qym’retnl%:lxg c)l(dodﬁyY 1961’115117% ‘R%qual s K2. However, egven if K
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singl e key K can suffice R &M@ retimgyal definitiom—Fhusiy EKIM - C
DK[C] = N

XY X is assigned the value Y

X« {Y,Z} The domain of assignment inputs to X is Y and Z

X=Y Xisequalte Y

XY Xisnotequaito Y

Ux Decrement X by 1 (floor 0)

fix Increment X by 1 (modulo register length)

Erase X Erase Flash memory register X

SetBits[X, Y] Set the bits of the Flash memory register X based on Y

Z « ShifiRight[X, Y] Shift register X right one bit position, taking input bit from Y and
placing the output bit in Z

3.2 Basic Terms

A message, denoted by M, is plaintext. The process of transforming M into ciphertext C,
where the substance of M is hidden, is called encryption. The process of transforming C back into M is
called decryption. Referring to the encryption function as E, and the decryption function as D, we have
the following identities:

EM]=C
D[C]=M

Therefore the following identity is true: DJE[M]] =M
33 Symmetric Cryptography

A symmetric encryption algorithm is one where:

. the encryption function E relies on key K,
. the decryption function D relies on key K,
. K; can be derived from K, and

. K, can be derived from K,.




The security of these algorithns rests very nmuch in the key K Know edge of
K all ows anyone to encrypt or decrypt. Consequently K nust remain a secret
for the duration of the value of M For exanple, Mnay be a wartine
message "My current position is grid position 123-456". Once the war is
over the y, @#%eshof Mis greatly reduced, and if Kis made public, the

know edge o e conbat unit's position may be of no rel evance what soever.
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derived. The security of the parti symmetric algorithmis a function
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take a maximum of 2" tries, with a 50% chance of finding the key after only half the attempts (2™). The
longer N becomes, the longer it will take to find the key, and hence the more secure it is. What makes a
good key length depends on the value of the secret and the time for which the secret must remain secret
as well as available computing resources.

In 1996, an ad hoc group of world-renowned cryptographers and computer scientists released a
report [9] describing minimal key lengths for symmetric ciphers to provide adequate commercial
security. They suggest an absolute minimum key length of 90 bits in order to protect data for 20 years,
and stress that increasingly, as cryptosystems succumb to smarter attacks than brute-force key search,
even more bits may be required to account for future surprises in cryptanalysis techniques.

We will ignore most historical symmetric algorithms on the grounds that they are insecure,
especially given modern computing technology. Instead, we will discuss the following algorithms:

. DES
. Blowfish




3.3.1 DES DES (Data Encryption Standard) [26] is a US and international
standard, where the sane key is wused to encrypt and decrypt. The key
length is 56 bits. It has been inplenented in hardware and software,
although the original design was for hardware only. The original algorithm
used in %ﬁﬁ; patented in 1976 (US patent nunber 3,962,539) and has
since expire During the design of DES, the NSA (National Security Agency)
provi ded secret S-boxes to performthe key-dependent nonli near
transformations of the data block. Aftér differential cryptanalysis was

di scovered outside the NSA, it was revealed that the DES S-boxes were
specificatly dBSigned to be resistant to differential cryptanalysis. As
describedsin [82]s, using 1993 technol ogy, a 56-bit DES key can be recovered
by a cust.om dgﬁégned $1 mllion machine performng a brute force attack in
only 35 nitiute For $10 mllion, the key can be recovered in only 3.5
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The main advantage of triple-DES is that existing DES implementations can be used to give
more security than single key DES, Specifically, triple-DES gives protection of equivalent key length of
112 bits [78]. Triple-DES does not give the equivalent protection of a 168-bit key (3x56) as one might
naively expect.

Equipment that performs triple-DES decoding and/or encoding cannot be exported from the
United States.

332 Blowfish

Blowfish is a symmetric block cipher first presented by Schneier in 1994 [76]. It takes a
variable length key, from 32 bits to 448 bits, is unpatented, and is both license and royalty free. In
addition, it is much faster than DES.

The Blowfish algorithm consists of two parts: a key-expansion part and a data-encryption part.
Key expansion converts a key of at most 448 bits into several subkey arrays totaling 4168 bytes. Data
encryption occurs via a 16-round Feistel network. All operations are XORs and additions on 32-bit
words, with four index array lookups per round.

It should be noted that decryption is the same as encryption except that the subkey arrays are
used in the reverse order. Complexity of implementation is therefore reduced compared to other

algorithms that do not have such symmetry.



[ 77] describes the published attacks which have been nmounted on Bl owfi sh,

al though the algorithmrenmains secure as of February 1998 [79]. The mmj or
finding with these attacks has been the discovery of certain weak keys.
These weak keys can be tested for during key generation. For nore

i nformati HSefer to [77] and [79]. 3.3.3 RCS5 Designed by Ron Rivest in
1995, ﬂfy4] has a vari abl e bl ock size, key size, and nunber of rounds.
Typi cal ly, however, it uses a 64-bit block size and a 128-bit key. The RC5
al gorithm consists of two parts: a key>expansi on part and a data-encryption
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334 IDEA

Developed in 1990 by Lai and Massey [53], the first incarnation of the IDEA cipher was called
PES. After differential cryptanalysis was discovered by Biham and Shamir in 1991, the algorithm was
strengthened, with the result being published in 1992 as IDEA [52].

IDEA vses 128-bit keys to operate on 64-bit plaintext blocks. The same algorithm is used for
encryption and decryption. It is generally regarded as the most secure block algorithm available today
[78][56].

The biggest drawback of IDEA is the fact that it is patented (US patent number 5,214,703,
issued in 1993), and a license must be obtained from Ascom Tech AG (Bem) to use it.

34 Asymmetric Cryptography
An asymimetric encryption algorithm is one where:

. the encryption function E relies on key K,

. the decryption function D relies on key K,

. K2 cannot be derived from K, in a reasonabie amount of time, and
. K1 camnot be derived from K, in a reasonable amount of time.

Thus: Ex[M]=C



AUTH25- SG 6 DK2LC] = M These algorithns are also called public-key because
one key Kl can be made public. Thus anyone can encrypt a nmessage (using
K1) but only the person with the correspondi ng decryption key (K2) can
decrypt and thus read the nessage. In nost cases, the follow ng identity

al so hol dg;7uEKYM = C DKI[C]=M This identity is very inportant because
it inplies that anyone with the public key KI can see M and know that it
came fromthe owner of K2. No-one el se could have generated C because to do
so would inply know edge of K2. This-fives rise to a different
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carefull }blts ar¢ fa@rired ia pelergeprbadt Again@@krporations and governments until 2015 [80].
Public key cryptography was invented in 1976 by Diffie and Hellman [15][16], and

independently by Merkle [57]. Although Diffie, Hellman and Merkle patented the concepts (US patent
numbers 4,200,770 and 4,218,582), these patents expired in 1997.

A number of public key cryptographic algorithms exist. Most are impractical to implement, and
many generate a very large C for a given M or require enormous keys. Still others, while secure, are far
too slow to be practical for several years. Because of this, many public key systems are hybrid - a public
key mechanism is used to transmit a symmetric session key, and then the session key is used for the
actual messages.

All of the algorithms have a problem in terms of key selection. A random number is simply not
secure enough. The two large primes p and q must be chosen carefully - there are certain weak

combinations that can be factored more easily (some of the weak keys can be tested for). But



conbi nati ons that can be factored nore easily (sone of the weak keys can be
tested for). But AUTH25-SG -7 nonet hel ess, key selection is not a sinple
matter of randomy selecting 1024 bits for exanple. Consequently the key
sel ection process nmust also be secure. O the practical algorithnms in use
under publjg.sgrutiny, the follow ng are discussed: RSA DSA El Ganal
3.4.1 RSA The RSA cryptosystem [75], naned after R vest, Shamr, and

Adl eman, is the nost widely used public key cryptosystem and is a de
facto standard in nmuch of the world [78}. The security of RSA depends on
the conjectured difficulty of factoring |arge nunbers that are the product
of two pr9REbelesy keyigledipn is Foja pimply mattes of ransipraly selfctinecl§24 bite for sramplon t he

gener at i ofomsdquintlatekdy.seleclibigrocsh anbrdisbmtsbeule | arge, with a sinmilar nunber of
bits, yet not ne.anot her (ot herw.s = ='dpqg). In

addi tion, rranyggtaﬁ{%?gal %%go\?%mgﬁnguﬁ%ﬂqg&“ llﬁ%‘irlﬁlﬁy’éhr? OI&W?ﬁ%ﬁ FW“B‘&‘Bst rong primes
[56]. The* Hel R¥hn-Bach patent (US patent nunber 4,633,036) covers a nethod
for generatingpsirong RSA prines p and gq such that n = pq and factoring n
is believed to_be conputationally infeasible. The RSA al gorithm patent was
i ssued in 1983E1(3836‘Ipatent nunber 4,405, 829). The patent expires on

Sept enber3.20, RM0. 3.4.2 DSA DSA (Digital Signature Algorithnm) is an

al gorithm desi L gi.t al. .Si gnat.ur St andard .(DSS), [ 29] .
As defined, i tﬁ{cég{%ﬁgtﬁ’pﬁggt%%g{i]’}l%?edé%e%ke{lrvgﬁt’isg%n%r’ %lﬁc%}d%gf%sﬁ.ewtva |‘1S%don,
conpar ed Rublic KRpyPiesgen, andive dedicipptandarfanmudhofiby w78 gnat ure verification

g 4(6)].3 g)SA expl Treiséchyty mt .JeﬂﬂﬁdsSH&el | Eonjéﬂt@?h‘ﬁi(ﬁ}_&u]@l (tﬁﬁE&ﬁﬂé%ééﬁﬁbeﬁetgatt bQN ot hat
.6.3.3). i gn ies on. fipnding two prinmes p.and q suc a
q divi desth%?%u %?%?Eﬁ%ns 76 - SERHES aer?“mf’efé?ﬁm%cgiiﬁfﬂfhgﬁ?“ﬁra‘\lf’élofr%“‘fj§' required
for | ong They shomdSotsledare, wigh a siileenebertolfibits DS nos beaivskatn dne ah A} (odho®Gse petly per mit

| f i < . |, SR:uR%e BTVl LiDle of 64 bits).
The US %od’z’"‘*""“‘%&“ ol Eh Y SpecRd Uk o3l SR 1B o) cvant

rnnment
patent ( %B‘é‘t“%‘”ﬁ# patagt (é@f?te%em@ea‘h%éﬁk’i) FEVED @ Bpthodifor geneeating sremediSdhipigret 0 NI ST
[61] . " TheanD@Achabtartpgantiaddipe k Blbeiegd iCubh@idaadlipinfhidle My i ssue are
avai l abl e for L LML witte ission.fro aynent of
royalties to tﬁ‘gﬁﬁf‘@% gov%a%ﬁér/r‘%arslfséue mﬂﬁﬁgﬁgﬁ%ﬁt P %rﬁé‘g%’gzébgp%agiﬂi on, NI ST
st at es i rP*RFfEospEnbsEliA¥At [61] that DSA does not infringe third party's
rights: "IM.ST psavi ewed all of the asserted patents and concl uded t hat

DSA (Digital Signature Algorithm) is an algorithm designed as part of the Digital Signature
Standard (DSS) [29]. As defined, it cannot be used for generalized encryption. In addition, compared to
RSA, DSA is 10 to 40 times slower for signature verification [40]. DSA explicitly uses the SHA-1
hashing algorithm (see Section 3.6.3.3).

DSA key generation relies on finding two primes p and ¢ such that g divides p-1. According to
Schneier [78], a 1024-bit p value is required for long term DSA security. However the DSA standard
[29] does not permit values of p larger than 1024 bits (p must also be a multiple of 64 bits).

The US Government owns the DSA algorithm and has at least one relevant patent (US patent
3,231,688 granted in 1993). However, according to NIST [61]:

"The DSA patent and any foreign counterparts that may issue are
available for use without any written permission from or any payment
of royaities to the U S, government.”

In a much stronger declaration, NIST states in the same document [61] that DSA does not
infringe third party's rights:

"NIST reviewed all of the asserted patents and concluded that
none of them would be infringed by DSS. Extra protection will be
written into the PK1 pilot project that will prevent an

organization or individual from suing anyone except the




none of them would be infringed by DSS. Extra protection will be witten

into the PKI pilot project that will prevent an organization or individual
from sui ng anyone except the AUTH25-SG -8 governnent for patent
i nfringenment during the course of the project. " It nust however, be noted

that the ﬁ_ﬁp Q4 aut hentication algorithm[81] (US patent 4,995, 082)

pat ent hol der 9 ainms that DSA infri nges his patent. The Schnorr patent is
not due to expl re until 2008. 3.4.3 ElGanal The El Gamal schene [22][23] is
used for both encryption and digital s8gnatures. The security is based on
the conjectured difficulty of calculating discrete logarithnms in a finite
field. Key sel ecti ofpvirmyst remitepiiefringsinee thiron thotougse pfthare p, and two random
nunber s g and X sucﬁoﬁ,}aat both g and x are less than p. Then calculate y =
gx nod p. The c key The, private key is X El Gamal is
pat ented. | A LG b ol s e sdpi e brioh pecrile NS pit 1955088

al gorit hmatepﬂlﬁﬂdfrrﬁ]ms thahB%/e infrimpe iis paten (Tihe Stindnrpa@ ot dak Garmde uiibdosc key
encrypti ofy fndgdhghit al signatures can now be safely used w thout
infringing third Gart patents 3.5 Cryptographi c_Chal | enge- Response
Protocol s and E’&Eg apealseema el B saped for hs Q‘eﬁ’éﬁ‘o&Ia“ﬁ%‘%igmf‘geso?hed““ﬂfy is
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asks B for the Secret passwor respon correct
passwor d, "R sfatf ﬁ?E%SﬂB“éJf"lﬁefﬁ{"Flé‘eyTﬁ’elrl‘éil’arf@?tlﬂ’tcéﬁl?mgwﬂw dbt wivgte bivish thi s
kind of si.nplistic protocol. Firstly, once B has responded W t h t he

password, any Secondl y, A nust
know the {)assﬁg:ﬁ%ﬁl npgr[clitgegr Altholﬁ Wpftertlﬁdh[p%gl anfp“%Ck gglp ates A

t hen B will¥g} theseppentysapitdir 8% BlGenalmhhp Wleﬁgmwé digijal sxgrwuss@onwm sing
t he passvmﬂnsewsmtmgtﬁﬁﬁgwm@ahyﬁa&%ﬁs (such as a hai ku) as the password is

not suffigcdent ass bI e to copy the
passwor d (Tt or Cr{ﬁ‘ﬁ%’ th?(r:l]\l/@" SUn ?”gfr?é"r“ ?'ﬁtaztegf‘la%%“twﬂfgfge%f’ berty is not
respect ed) . Thide peteral roificinle sfprlodeaptesrons hetocd rgerredpdmete apireatcatiol Tei s t hat

one enti tsynpﬁasmfauanal@wespaﬁs@m thelfdrd orpeaalpss.\ewsr@ ARRiEeraddhg verifier) by
denonstratin e associated wth that

kn secret knawn
entity, Wt ﬁgd anggbeeﬁ%nﬁs W‘fha]e‘“' c%‘eeé?pé‘fswi"gs‘ﬁe?efla’ie%]?’ PR Fer i fi er during the
protocol [56].Thpmare ﬂﬂeeeg@m@rcélemzwnh thig bisdofafmplsty poogel.diriyconedBhdsenge- r esponse
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Using a copyright text (such as a haiku) as the password is not sufficient, because we are

assuming that anyone is able to copy the password (for example in a country where intellectual property
is not respected).

The idea of cryptographic challenge-response protocols is that one entity (the claimant) proves
its identity to another (the verifier) by demonstrating knowledge of a secret known to be associated with
that entity, without revealing the secret itself to the verifier during the protocol [36]. In the generalized
case of cryptographic challenge-response protocols, with some schemes the verifier knows the secret,
while in others the secret is not even known by the verifier. A good overview of these protocols can be
found in [25], [78], and [56].

Since this document specifically concerns Authentication, the actual cryptographic challenge-
response protocols used for authentication are detailed in the appropriate sections. However the concept
of Zero Knowledge Proofs bears mentioning here,

The Zero Knowledge Proof protocol, first described by Feige, Fiat and Shamir in [24] is
extensively used in Smart Cards for the purpose of authentication [34]{36][67]. The protocol's

effectiveness is based on the assumption that it is computationally infeasible to compute square roots




response protocols used for authentication are detailed in the appropriate
sections. However the concept of Zero Know edge Proofs bears nentioning
here. The Zero Know edge Proof protocol, first described by Feige, Fiat and
Shamir in [24] is extensively used in Smart Cards for the purpose of
authenticgtion {34][36][67]. The protocol’'s effectiveness is based on the
assunption that it is conputationally infeasible to conpute square roots
AUTH25-SG -.9 nodul o a | arge conposite integer with unknown factorization.
This is provably equivalent to the as8unption that factoring |arge
integers is difficult, It should be noted that there is no need for the
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because X is not even used by F. However the output from F will be different for different
implementations. This kind of F is therefore not of interest.

In the scope of this document, we are interested in the following forms of one-way functions:

. Encryption using an unknown key
. Random number sequences

. Hash Functions

J Message Authentication Codes

3.6.1 Encryption Using an Unknown Key

When a message is encrypted using an unknown key K, the encryption function E is effectively
one-way. Without the key K, it is computationally infeasible to obtain M from EK[M]. An encryption
function is only one-way for as long as the key remains hidden.

An encryption algorithm does not create collisions, since E creates EK[M] such that it is
possible to reconstruct M using function D. Consequently F[X] contains at Jeast as many bits as X (no

information is lost) if the one-way function F is E.



When a nessage is encrypted using an unknown key K, the encryption function
Eis effectively one-way. Wthout the key K, it is conputationally
infeasible to obtain MfromEK[M. An encryption function is only one-way
for as long as the key remai ns hidden. An encryption al gorithm does not
create COMH_'%’_S%ns, since E creates EK[M such that it is possible to
reconst ruct using function D. Consequently F[X] contains at |east as many
bits as X (no information is lost) if the one-way function F is E.

AUTH25- SG - 10 Symmetric encryption alddrithnms (see Section 3.3) have the
advant age over asymmetric algorithns (see Section 3.4) for producing
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al gorithm.than an asymetric algorithm Symretric algorithns are faster to
conput e and require less software or silicon Note however, that the
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Certain keys afenh@fic sdi@R0 for particular encryption algorithms, so any
key needs to be tested for strength. The nore tests that need to be
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i s repeat¥BIE Thsrmoz tgslhnexd e picprmst Enleyistlpstientiateestliken the kephvall rempidom nunber
sequence diddes.ef ore cannot be truly random Instead, it nust be

pseudo-ran mRQ@QﬂEantunger%%nu%ﬂc%g or making use of a specific seed. There are
a | arge nunber of Issues concerned with defining good random nunber
generators.  Kenapiger a papdgngginbel essegnrdsR whaks: Rrak¥sdedingtbyree-atofunctigond"
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nunber i Sedgo iterate fromthe 0 h nunber to the tth If i is large, it may

not be practigal to wait for_i iterations. However there is a type of

random nunber G&REFALGE PHAL oldtwes coprssd i drdiais srod gadom qubyr geppratotsg) ym Bl um
and Shub Khefhi in§8] drecribcbadht ngikse zatator @sod’ Ghdh@ing statistical test®, adDitid ghndrilke a
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| ong sequences (of bits) at "appear 1n eve ggnerate by
successi VBB of a fair coin ". They defined the x2 nod n gener at or
[10], nore commmkbity bEhebnh @tntcbgcadatrhfoBBShOf RRlat Qinber RRYHSHOWRE- t hat

grven ce rtﬂeadn[} W%? RUIRLLR R iMIB.Bl%CI’VIXéqIO %Q’ate from the 0™ number to the . If ; is large, it may not

be practical to wait for { iterations.

However there is a type of random number generator that does allow random access. In [10],
Blum, Blum and Shub define the ideal generator as follows: "... we would like a pseudo-random
sequence generator to quickly produce, from short seeds, long sequences (of bits) that appear in every
way to be generated by successive flips of a fair coin”. They defined the x* mod n generator [10], more
commonly referred to as the BBS generator. They showed that given certain assumptions upon which
modern cryptography relies, a BBS generator passes extremely stringent statistical tests.

The BBS generator relies on selecting n which is a Blum integer (n = pg where p and g are large
prime numbers, p # g, p mod 4 = 3, and g mod 4 = 3). The initial state of the generator is given by x,
where xo = x° mod », and x is a random integer relatively prime to 7. The i pseudo-random bit is the
least significant bit of x; where:

X=X’ mod n
As an extra property, knowledge of p and g allows a direct calculation of the /® number in the

sequence as follows:



nodem crypt ography relies, a BBS generator passes extrenely stringent
statistical tests. The BBS generator relies on selecting n which is a Blum
integer (n =pg where p and q are large prinme nunbers, p # g, p nod 4 = 3,
and q nod 4 - 3). The initial state of the generator is given by xo where
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one-way f epctl ons, known as h functions, map arbitrary |ength nessages
to fixed® éﬁ@’t“ﬁ%%rﬁm\?‘é?lcﬁle%‘mﬁ%rgh functions are referred to as HHM. Since
t he i nputd.6i3s dfastaFbikctionary | ength, a hash

Special one-way functions, known as Hash functions, map arbitrary length messages to fixed-
length hash values. Hash functions are referred to as H[M]. Since the input is of arbitrary length, a hash
function has a compression component in order to produce a fixed length output. Hash functions also
have an obfuscation component in order to make it difficult to find collisions and to determine
information about M from H[M].

Because collisions do exist, most applications require that the hash algorithm is preimage
resistant, in that for a given X, it is difficult to find X, such that H[X,]} = H{X;]. In addition, most
applications also require the hash algorithm to be collision resistant (i.e. it should be hard to find two
messages X, and X, such that HfX;] = H[X,]). However, as described in [20], it is an open problem

whether a collision-resistant hash function, in the ideal sense, can exist at all.
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recently, collisions have been found, This means that MD5 should not be used for compression in digital
signature schemes where the existence of collisions may have dire consequences. However MDS5 can still
be used as a one-way function, In addition, the HMAC-MDS5 construct (see Section 3.6.4.1) isnot
affected by these recent attacks.
3.6.3.3 SHA-1

SHA-1 [28] is very similar to MDS3, but has a 160-bit hash value (MDS5 only has 128 bits of
hash value). SHA-I was designed and introduced by the NIST and NSA for use in the Digital Signature
Standard (DSS). The original published description was called SHA [27], but very soon afterwards, was
revised to become SHA-1 [28], supposedly to correct a security flaw in SHA (although the NSA has not
released the mathematical reasoning behind the change).

There are no known cryptographic attacks against SHA-1 [78]. It is also more resistant to brute
force attacks than MD4 or MD35 simply because of the longer hash result.

The US Government owns the SHA-1 and DSA algorithms (a digital signature authentication
algorithm defined as part of DSS [29]) and has at least one relevant patent (US patent 5,231,688 granted
in 1993). However, according to NIST [61]:
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similar weaknesses in the RIPEMD 128-bit hash function. Although the attacks showed only theoretical

weaknesses, Dobbertin, Preneel and Bosselaers further strengthened RIPEMD into a new algorithm
RIPEMD-160.

RIPEMD-160 is in the public domain, and requires no licensing or royalty payments.
3.64 Message Authentication Codes

The problem of message authentication can be summed up as follows:

How can A be sure that a message supposedly from B is in fact from B?

Message authentication is different from entity authentication (described in the section on
cryptographic challenge-response protocols). With entity authentication, ane entity {the claimant) proves
its identity to another (the verifier). With message authentication, we are concerned with making sure
that a given message is from who we think it is from i.e. it has not been tampered with en route from the
source to its destination. While this section has a brief overview of message authentication, a more
detailed survey can be found in [86].

A one-way hash function is not sufficient protection for a message. Hash functions such as MD5
rely on generating a hash value that is representative of the original input, and the original input cannot

be derived from the hash value. A simple attack by E, who is in-between A and B, is to intercept the
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. Hardware/software requirements - keyed one-way hash functions are typically far less complex
than their encryption-based counterparts; and

. One-way hash function implementations are not considered to be encryption or decryption
devices and thercfore are not subject to US export controls.

It should be noted that hash functions were never originally designed to contain a key or to
support message authentication. As a result, some ad hoc methods of using hash functions to perform
message authentication, including various functions that concatenate messages with secret prefixes,
suffixes, or both have been proposed [56][78]. Most of these ad hoc methods have been successfully
attacked by sophisticated means [42][64][65). Additional MACs have been suggested based on XOR
schemes [8] and Toeplitz matrices [49] (including the special case of LFSR-based (Linear Feed Shift
Register) constructions).
3.6.4.1 HMAC

The HMAC construction [6][7] in particular is gaining acceptance as a solution for Internet
message authentication security protocols. The HMAC construction acts as a wrapper, using the

underlying hash function in a black-box way. Replacement of the hash function is straightforward if
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5. XOR the 64 byte string created in (1) with opad
6. Append the H result from (4) to the 64 byte string resulting from (5)
7. Apply H to the output of (6} and output the result

Thus:

HMAC[M] = H[(X @ opad) | HI(K @ ipad) | M]]j

The recommended key length is at least » bits, although it should not be longer than 64 bytes
(the length of the hashing block). A key longer than » bits does not add to the security of the function.

HMAC optionally aliows truncation of the final output e.g. truncation to 128 bits from 160 bits.

The HMAC designers’ Request for Comments [51] was issued in 1997, one year after the
algorithm was first introduced. The designers claimed that the strongest known attack against HMAC is
based on the frequency of collisions for the hash function H (see Section 5.5.10), and is totally
impractical for minimally reasonable hash functions:

As an example, if we consider a hash finction like MD5 where the output length is

128 bits, the attacker needs to acquire the correct message authentication tags

computed (with the same secret key K) on about 264 known plaintexts. This would

require the processing of at least 264 blocks under H, an impossible task in any

realistic scenario (for a block length of 64 bytes this would take 250,000 years in a

continuous | Gbps Iink, and without changing the secret key K all this time). This

attack could become realistic only if serious flaws in the collision behavior of the
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survey Ofouﬁ)nt%)r%"éfv{ar?iﬁﬁut,% ?t&ﬁ(epgoulh Igﬁﬁlply record the messages and play them back to fool B.
There is no need for the attacker to crack the encryption mechanism other than to know which message
to play to B (while pretending to be A). Consequently messages often include a random number and a
time stamp to ensure that the message {(and hence its encrypted counterpart) varies each time.

Random number generators are also often used to generate keys. Although Klapper has recently
shown [45] that a family of secure feedback registers for the purposes of building key-streams does exist,
he does not give any practical construction. It is therefore best to say at the moment that all generators
are insecure for this purpose. For example, the Berlekamp-Massey algorithm [54], is a classic attack on
an LFSR random number generator. If the LFSR is of length », then only 2n bits of the sequence suffice
to determine the LFSR, compromising the key generator.

If, however, the only role of the random number generator is to make sure that messages vary
over time, the security of the generator and seed is not as important as it is for session key generation. If
however, the random number seed generator is compromised, and an attacker is able to calculate future
"random” numbers, it can leave some protocols open to attack. Any new protocol should be examined

with respect to this situation.
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The attack styles and the forms they take are detailed below.

This section does not suggest solutions to these attacks. It merely describes each attack type.
The examination is restricted to the context of an authentication chip (as opposed to some other kind of
system, such as Internet authentication) attached to some System.
3.8.1 Logical Attacks

These attacks are those which do not depend on the physical implementation of the
cryptosystem. They work against the protocols and the security of the algorithms and random number
generators.
3.8.1.1 Ciphertext only attack

This is where an attacker has one or more encrypted messages, all encrypted using the same
algorithm. The aim of the attacker is to obtain the plaintext messages from the encrypted messages.
Ideally, the key can be recovered so that all messages in the future can also be recovered.

3.8.1.2 Kaewn plaintext attack
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added ability to modify subsequent chosen plaintexts based upon the results of previous experiments.
This is certainly the case with any system / anthentication chip scenario described for consumables such
as photocopiers and toner cartridges, especially since both systems and consumables are made available
to the public.
3.8.1.5 Brute force attack

A guaranteed way 1o break any key-based cryptosystem algorithm is simply to try every key.
Eventually the right one will be found. This is known as a brute force attack. However, the more key
possibilities there are, the more keys must be tried, and hence the longer it takes (on average) to find the
right one. If there are N keys, it will take a maximum of N tries. If the key is N bits long, it will take a
maximum of 2" tries, with a 50% chance of finding the key after only half the attempts (2"). The longer
N becomes, the longer it will take to find the key, and hence the more secure the key is. Of course, an
attack may guess the key on the first try, but this is more unlikely the longer the key is.

Consider a key length of 56 bits. In the worst case, all 2% tests (7.2 x 10'° tests) must be made
to find the key. In 1977, Diffie and Hellman described a specialized machine for cracking DES,
consisting of one million processors, each capable of running one million tests per second [17]. Such a

machine would take 20 hours to break any DES code.
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3.8.1.8 Purposeful error attack

With certain algorithms, attackers can gather valuable information from the results of a bad
input. This can range from the error message text to the time taken for the error to be generated.

A simple example is that of a userid/password scheme. If the error message usually says "Bad
userid”, then when an attacker gets a message saying "Bad password" instead, then they know that the
userid is correct. If the message always says "Bad userid/password" then much less information is given
to the attacker. A more complex example is that of the recent published method of cracking encryption
codes from secure web sites [41]. The attack involves sending particular messages to a server and
observing the error message responses. The responses give enough information to learn the keys - even
the lack of a response gives some information.

An example of algorithmic time can be seen with an algorithm that returns an error as soon as
an erroneous bit is detected in the input message. Depending on hardware implementation, it may be a

simple method for the attacker to time the response and alter each bit one by one depending on the time
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compression function of a hash function. The idea is based on the fact that a hash function generally
takes arbitrary length input and produces a constant length output by processing the input » bits at a time.
The output from one block is used as the chaining variable set into the next block. Rather than finding a
collision against an entire input, the idea is that given an input chaining variable set, to find a substitute
block that will result in the same output chaining variables as the proper message.

The number of choices for a particular block is based on the length of the block. If the chaining
variable is ¢ bits, the hashing function behaves like a random mapping, and the block length is b bits, the
number of such b-bit blocks is approximately 2° / 2°. The challenge for finding a substitution block is that
such blocks are a sparse subset of all possible blocks.

For SHA-1, the number of 512 bit blocks is approximately 2°'%/2'%®, or 2°2. The chance of
finding a block by brute force search is about 1 in 2'%°,

3.8.1.11 Substitution with a complete lookup table
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Most algorithms were strengthened against differential cryptanalysis once the process was
described. This is covered in the specific sections devoted to each cryptographic algorithm. However
some recent algorithms developed in secret have been broken because the developers had not considered
certain styles of differential attacks [91] and did not subject their algorithms to public scrutiny,
3.8.1.14 Message substitution attacks

In certain protocols, a man-in-the-middle can substitute patt or all of a message. This is where a
real authentication chip is plugged into a reusable clone chip within the consumable. The clone chip
intercepts all messages between the systetn and the authentication chip, and can perform a number of
substitution attacks.

Consider a message containing a header followed by content. An attacker may not be able to

generate a valid header, but may be able to substitute their own content, especially if the valid response is



the date as the address. |If the test code is a pseudo-random nunber using
either the serial nunber or the date as a seed, then the clone
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this message and not pass it on to the consumer's satellite TV system.
3.8.1.17 Garrote/bribe attack

If people know the key, there is the possibility that they could tell someone else. The telling
may be due to coercion (bribe, garrote etc.), revenge (e.g. a disgruntled employee), or simply for
principle. These attacks are usually cheaper and easier than other efforts at deducing the key. As an
example, a number of people claiming to be involved with the development of the Divx standard have
recently (May/June 1998) been making noises on a vatiety of DVD newsgroups to the effect they would
like to help develop Divx specific cracking devices - out of principle.
3.8.2  Physical Attacks

The following attacks assume implementation of an authentication mechanism in a silicon chip
that the attacker has physical access to. The first attack, Reading ROM, describes an attack when keys
are stored in ROM, while the remaining attacks assume that a secret key is stored in Flash memory.
3.8.2.1 Reading ROM



It may be that there are problens in the authentication protocols that can
all ow a bypass of the authentication process altogether. Wth these kinds
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where an attacker opens the chip and analyzes e Cir wiry.
trusted chip to interrogate a trusted authentication chip in order to obtain the "correct answer”. If this is

$0, a clone manufacturer would not have to determine the key. They would only have to trick the system
into using the responses from the system authentication chip.

The alternative method of usurping the authentication process follows the same method as the
logical attack described in Section 3.8.1.16, involving simulated loss of contact with the system
whenever authentication processes take place, simulating power-down etc.
3.8.2.4 Modification of system

This kind of attack is where the system itself is modified to accept clone consumables. The
attack may be a change of system ROM, a rewiring of the consumable, or, taken to the extreme case, a
completely clone system.

Note that this kind of attack requires each individual system to be modified, and would most
likely require the owner's consent. There would usually have to be a clear advantage for the consumer to
undertake such a modification, since it would typically void warranty and would most likely be costly.

An example of such a modification with a clear advantage to the consumer is a software patch to change



Once the circuitry has been anal yzed the inner workings of the chip's

al gorithm can be recovered. Lucent Technol ogi es have devel oped an active
met hod [4] known as TOBIC (Two photon OBIC, where OBIC stands for Optical
Beam | nduced Current), to image circuits. Developed primarily for static
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register change over time wﬂl reveal the exact value at txme t+n, and if the data is part of the key, t

that part is compromised.
3.8.2.8 Viewing the keys using an SEPM

A non-invasive testing device, known as a Scanning Electric Potential Microscope (SEPM),
allows the direct viewing of charges within a chip [37]. The SEPM has a tungsten probe that is placed a
few micrometers above the chip, with the probe and circuit forming a capacitor. Any AC signal flowing
beneath the probe causes displacement current to flow through this capacitor. Since the value of the
current change depends on the amplitude and phase of the AC signal, the signal can be imaged. If the
signal is part of the key, then that part is compromised.
3.8.2.9 Monitoring EMI

Whenever electronic circuitry operates, faint electromagnetic signals are given off. Relatively
inexpensive equipment can monitor these signals and could give enough information to allow an attacker
to deduce the keys.
3.8.2.10 Viewing I;; fluctuations
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net effect is the same as a clock glitch - introduction of error in the execution of a particular instruction.

The idea is to stop the CPU from XORing the key, or from shifting the data one bit-position etc. Specific

instructions are targeted so that information about the key is revealed.

3.8.2.14 Overwriting ROM
Single bits in a ROM can be overwritten using a laser cutter microscope [1], to either 1 or 0

depending on the sense of the logic. If the ROM contains instructions, it may be a simple matter for an

attacker to change a conditional jump to a non-conditional jump, or perhaps change the destination of a

register transfer. If the target instruction is chosen carefully, it may result in the key being revealed.

3.8.2.15 Medifying EEPROM/Flash
These attacks fall into two categories:

. those similar to the ROM attacks except that the laser cutter microscope technique can be used
to both set and reset individual bits. This gives much greater scope in terms of modification of
algorithms,

. Electron beam programming of floating gates. As described in [87] and [32], a focused electron

beam can change a gate by depositing electrons onto it. Damage to the rest of the circuit can be



key. Attacks such as these have al ready been used to break smart cards
[46]. 3.8.2.11 Differential Fault Analysis This attack assunes introduction
of a bit error by ionization, m crowave radiation, or environnental
stress. In nost cases such an error is nore likely to adversely affect the
chip (e. gAUTﬁ%%%e the program code to crash) rather than cause benefici al
changes whi ch woul d reveal the key. Targeted faults such as ROM overwite,
gate destruction etc. are far nore likely to produce useful results.
3.8.2.12 Cock glitch attacks Chips ar2é-typically designed to properly
operate within a certain clock speed range. Sone attackers attenpt to
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to both ltforﬁrtlgs £&EXeh edcﬁ'gl’t M‘ﬂ@*@;‘ an@bl;tﬁn thg_ leﬁwghé{fg%t Mncﬂs%?ﬁgﬁeuﬁﬁppe in
ternms of mggd;tll (%Llon of gori t El ect ron beam progranm ng of floating

gat es. tf‘?F‘”[%‘?]lsIﬁHEI‘*“F?ZfPrdeﬁmf“BEﬁ}g%‘H’“é’f‘éctron beam can change a
gate by cHSiTebtriyadireattacons onto it. Damage to the rest of the circuit can

be AUTH25- SG l\z%gt @ﬁf)? !:oqgt %tes?tﬁrcﬂ@?s%%&? t#czp%;lLa?to %lre]:k fﬁ;r Qinﬁfa&&ﬁng%gfects This

potentially able agal nst
ncludes BIST (Buxlt In SeIf Tcst) and scan paths. Qulte often the scan paths and test circuitry includes

access and readout mechanisms for all the embedded latches. In some cases the test circuitry could
potentially be used to give information about the contents of particular registers.

Test circuitry is often disabled once the chip has passed all manufacturing tests, in some cases
by blowing a specific connection within the chip. A determined attacker, however, can reconnect the test
circuitry and hence enable it.
3.8.2.19 Memory remanence

Values remain in RAM long after the power has been removed [35], although they do not
remain long enough to be considered nion-volatile. An attacker can remove power once sensitive
information has been moved into RAM (for example working registers), and then attempt fo read the
value from RAM. This attack is most useful against security systems that have regular RAM chips. A
classic example is cited by [1], where a security system was designed with an automatic power-shut-off
that is triggered when the computer case is opened. The attacker was able to simply open the case,

remove the RAM chips, and retrieve the key because the values persisted.



menory. 3.S.2.16 Gate destruction Anderson and Kuhn described the runp
session of the 1997 workshop on Fast Software Encryption [I], where Bi ham
and Shamr presented an attack on DES. The attack was to use a | aser

cutter to destroy an individual gate in the hardware inplenentation of a
known bl ogk cipher (DES), The net effect of the attack was to force a
particul ar Blt of a register to be "stuck". Bihamand Shamr described the
effect of forcing a particular register to be affected in this way - the
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Conmparing the 6 |least significant bits of the left half and the right half
can recove$-2-dbGhip theftipftack of the key. Damaging a number of chips in this way

can reveal enmugh allelafn(ﬂﬁm&ﬂs@@s alb&uffet&nlaefelﬁ%ﬁ{thénﬂcaﬂ&i%ﬁlpfe@mbk%&s% sRY recovery
easy. An encrypti.o ave the property that

chi
encryption an(f ‘decr mt erO ram’ﬁfalmnrsn forlsec'rﬁr@%;’ m&l“ﬁ\%?t%l@’sﬁ“?agpf 7 overwite
att acks |inSmsgen lé)Pfozf?antigﬂtQ the shéreid stedes theft afstehimberorop stagemmay dilee lieattackay  Si npl y

set a singhfe bdc&ss Q)ke#'ﬁﬁm&ftm@or réd@&@éffo?tb’fb} %cmlﬁﬁlgﬁrc@ap&m 1&61&%@&?%&?
att acker doe revi ous val ue, know t he new value. |If the

chip sti Irflan\‘/l\ﬁ? §b“tF%%re Brl‘)?r i H§1"e?tﬁf“&err?ﬁ%lt’gl%“tphﬁ‘c%léﬁ@“%?t he new
state. |f3.8hH Bhjap hdoestrck work any | onger, the biVs original state nust

be the | ogi CalAtwes@J eﬁlpﬁltlﬁhﬁcﬁtﬁ)m:hx&txﬁgt%ep m%gcgﬁh‘l% ec?e?ﬁ%rlsg fompm this

attack onechbg{ﬂ,21 btain the n-b at nost n
chi ps (i f2"¢91& PHEwA BPte a“‘hﬁ‘f‘&aﬁ%‘bchtpﬁéd Wit Bite Pﬂeaofﬁléw%lrﬁpﬁogr@mﬁ {The iadket ed f or
det er - m riiangpdciakdy néixhe diiob $hip 3.1181 PlodiB arddahaves jiisClike b Eol adihérdicd oM, but Bips

contaln t@RkncGhy fillo X RE Gl GR RS LANR o B REGK o Ol TRD pﬁaot it i ng

def ects. I ncludes BIS (‘“tﬁ and scan

of ten t hehassarkersupthavegprassiquil chipjafter therpragramping fhafdaken plece.aig sfelhmhweddout
mechani smscefsas addlile Tedjd hemdrmdel@dationtGe the ¢dnbinSeNPs. cases the test circuitry
could potentially be used to give information about the contents of

particular registers. Test circuitry is often disabled once the chip has

passed algwgﬁ%wm, in some cases by blowing a specific

connection wi tims ﬁlv&nh@l xgiﬂlaﬁ)auﬂéntii@tloﬁem ARG MeleBfkBlation VOYR \Within itGAMdigCONNect
remanence Val ues

the test _ cir UI
remain i n AV O n nSF ‘f%smmgv\enl’uhhggé B?gﬁ’em‘@?rtlﬁlvgg‘ﬁf%?{ﬂ“%ﬁn?%gh they do
not rendpying 1@‘[@5‘1 @ﬁ@d'g Iﬁlmsf@lcéleteb@}tﬁy dexedmpbwi-of ploadting e avlpatgtfoackigr can

renpove pQ%ﬁlrunﬁiHéﬁse& R8&Hdalidh®f vdhlég Q(Krglﬁﬁ {H9Rash ﬂl%m&? e IﬁE@l\é@glclhmth&M def or
exanpl e Worklng IStﬂZ‘{ﬁ% en attenpt to read die value from RAM
This attack i s hb f maa‘g |Stﬁ§’ the Seree; foratiey, dcdie heseretdag anddegul ar RAM

chi ps. Achqgksals@rdwdxtambbreﬂb secet inlednaligh dan dnly twhek@edoby S8:Ci biefuryrSt em was
desi gned whhiagn automatic power-shut-off that is triggered when the

conputer case i s opened. The attacker was able to sinply open the case,
renove the RAVEH rsecrsides ndpsmediaie stars ofithamylfistersl Sash mprory btwrss thper s st ed.

AUTH25- S@inimum and maximum voltage level states;

performing a data validity check on non-sensitive data only by detecting invalid states in the
multi-level memory;

performing a data validity check on secret data items before aliowing the data items to be read
out by a command accessing them, the validity check involving calculation of a checksum and
comparison of the result with the checksum stored using the internal command.

In the event of the comparison indicating invalidity of the secret data, then clearing the secret
information.

The internal command may be the only command that is able to store non-zero values for the
secret information, and to set flags for use by the further commands, it may make no other changes and
have no outputs.

The secret data may include one or more keys for encryption and decryption functions, and a

seed value for a random number. These may have 160 bits each.




-27 3.8.2.20 Chip theft attack If there are a nunber of stages in the
lifetinme of an authentication chip, each of these stages nust be exam ned
in ternms of ramfications for security should chips be stolen. For exanple,
if information is programred into the chip in stages, theft of a chip

bet ween Séﬁgzessmmay all ow an attacker to have access to key information or
reduced eftorts for attack. Simlarly, if achipis stolen directly after
manuf act ure but before programm ng, does it give an attacker any |ogical or
physi cal advantage? 3.8.2.21 Trojan-#8rse attack At sone stage the

aut henti cation chi ps nust be programmed with a secret key. Suppose an
attacker bui | d4ChRedrapaad mept Yediretonly aerimand effid tp claanthe agtabsinfotmation th go pildee  of
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each.

sensitive information to detect invalid states in the multi-level flash memory.



AUTH25- SG -28 A CLR command may be the only command able to clear the
secret information to zero values. The multi-level flash nenory nay be a
single floating gate holding nore that one bit. For exanple a four-state
transi stor having a mni num vol tage representing 00, a maxi num voltage
representAl{Jrg Lkl and two middle voltages representing 01 and 10. The two

m ddl e voltages may be used to represent a single bit and the two extrenes
may be invalid states. In this case an attack that changes the voltage
such that the value of a bit changes -f2%em one valid state to another will
cause the checksumto fail. The flash nenory may be covered by tanper
prevent i oRRAEEANG 2 DRAMINGE nes, or both. The checksum nay be a
si gnature cal cmg atlﬁhafamemﬁé}anﬁﬁﬁﬁgﬁ'gchgaﬁtﬁentlgggn i nstance where the secret
dat a i ncl udes 1"‘913a%¥ ﬂ encry tgo or .decryption functions the checksum
may be cal cul at'®&d*4S*4 °W HFRAY T SRS T Y ife m bot h.  The checksum may
have the sane El@ﬁgﬁdﬂaaélomﬁ@gr@ﬁfwmtomé% or the length of both conbined.
The checksum nmy ke Halney bad et tP¥olblipd.Ng the SHA-1 al gorithm over the two
keys. In another_as atab?‘f‘f‘ge i nvention is an authentication systemincluding

a chi p having S&tié R POt Ped within it using an internal
comand, the sFemﬁ@tadaﬁaiﬂowdmgrarmfmrremtﬂuméltln@osmg@totodam stored in
rTU| t I- l evel ﬁgh éEQﬂBrﬂdexgé}gn f&r gm&%mﬂg&& V\E)tog&t(ﬁ t he nUl t I- l evel

flash nenory al sqQ. storing non-sensitive re the secret information
can only be actedsedpiov f@?foﬁﬁi‘deauﬁlﬁﬂ“’ﬁ%lé‘?“S%BWFPﬁﬂEé, the secret data is
stored in int eRigredhiadleek divdn &) 16tEL & in@f-pdriBELIBR rhridoth @M@er deheafids. Menory

bet ween the m .t age | evel states which are invalid
states, and aﬁagg}}g{ag{dﬂ%hwﬂhﬁ%ﬁ?% performed on secret data itens before
al | owi ng the daga! isf‘élﬁ%“tfhégfﬁ’@fraé@a’efdiﬁ{e“wlu& command accessing them the
validity checkeig nyih WysigdiggdnCetladbietize MO rSNREKSUN RAGERORH hedper! t he
resul t V\A%choﬁﬁlﬁe gﬁgcﬁsum stored using the internal command and wherein
data validit ec are perfornmed on non- sensitive information to detect
invalid stat esFls k3 lﬁhetrqhmﬁlﬂgm efwart offthegagiperrsiresioy lineAUTES igiGlin@RORRIEF

DESCRI PTIteMebdhthe bpBAW NGS Fig. 1 is a data flow diagramfor single chip

aut henticatio ta am.for bl.e chip

aut henti cat i onr17 &gcmﬁﬁ dlggr‘?i" %glleé"”?’“la Td’fn %?"&F?'F?“d’rf %P’@tsﬂ’d(&‘fer Pl. Fig. 4is a
data flow di adizahd lfsmltaﬁ%ltrm@dtgrdﬁﬂfor theragsistdss of she EMOBt imveftdr ofFiglilagr am f or
Protocol P3. FFIQ-I(S @ablx%u@dlg@i{n@offtﬂc@wr%ﬂéﬂeﬁm&ng a r[oﬁ%%hﬂé’bﬂ%@tlﬂvgr@e;' on using

Protocol C 1. a. data flow di agram for read authentication using
Prot ocol C2. Fﬁb lsgnpie%‘"‘“ HEes f‘:l‘lﬂ’é\}\?a‘&lsﬁﬁr"ﬁ‘ﬁ??%PSP@%THr%fﬁtgh%t| cation using

Prot ocol C3. Fig 18 isaflow diagram of a method of protecting the authentication chip from unauthorised

modification of values.

BEST MODES OF THE INVENTION
4 Requirements

Existing solutions to the problem of authenticating consumables have typically relied on patents
covering physical packaging. However this does not stop home refill operations or clone manufacture in
countries with weak industrial property protection. Consequently a much higher level of protection is
required.

The anthentication mechanism is therefore built into an authentication chip that is embedded in
the consumable and allows a system to authenticate that consumable securely and easily. Limiting
ourselves to the system authenticating consumables (we don't consider the consumable authenticating the
system), two levels of protection can be considered:

Presence Only Authentication:
This is where only the presence of an authentication chip is tested. The authentication chip can

be removed and used in other consumables as long as be used indefinitely.




Fig. 9 is a block diagramof a 160-bit maxi mal -period LFSR random nunber
generator. Fig. 10 is a block diagramof a clock filter. Fig. 11 is a
circuit diagramof a tanper detection line. Fig. 12 is a |ayout diagram of
an oversize nMOS transi stor used as test transistors in the tanper
detectionNLL%%Gof Fig. 11. Fig. 13 is a circuit diagramof part of the
tanper detection line of Fig. 11 including XOR gates between the two
paths. Fig. 14 is a circuit diagramof the normal FET inplenentation of a
CMOS inverter. Fig. 15 is voltage/curdfent diagramfor the transistors of
the CMOS inverter of Fig. 14. Fig. 16 is a circuit diagramof the FET

i npl enment GanswrabisfLifstimepAuth¢ngisHiong CMOS i nverter. Fig. 17 is inpedance

di agram for t henidi RRsd ot @ilySs @F prbdRe M uinbiehibShigtstetd budhBo 1l 9. 18 is a

fl ow di agram of .a net hqd of tect]. t aut henticatiQn chip from
unaut hori sed ar‘r‘%a?%?‘le%@%mo‘ﬂ“%‘gﬁyaaﬁ %%iéfgtgﬁé’g% Rﬁbﬁ%‘&@f °‘I‘L§'E° pNR%\‘ﬁ'FﬁKI“ 4
Requi renment s Existheicpgplgdy ertsedand ripeeteaedr obl em of aut henti cati ng

consunmabl es  hamf whd/iBieGat frdtediibl daBlss AreRAL &R SnenE Wk Pha AP ¥SLER wRRCKagi ng.
However this dog,giéq%%% st o timrre refill operations or clone manufacture in

p_hon f P ) :
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t her ef or eshg‘hllﬂ llernolle&]trhg a%gnsglﬂébﬂqd%ﬁtﬁ@amlh 'czﬁit}l!l i tc'Elf'flE Ré éeﬁ%@rggﬁg nll‘tg]éliﬁ'il%le
ate t e Sec rely and

consunmabl e and allows a systemto authentic at consuna
easi|y. LAHserhgnly gifeatiepipashipo t he syst em aut henticating consumabl es (we
don't consi derRefiemeafsiHvtbiltieatian) denbrhg attdgAG ahdi@anuByest f8)onsilerdd | evel s of

protecti %@Pa&%-%@Q’g’iﬁg&ﬁ‘ﬁﬁ@“&aﬁ%%ﬁm@?ﬂ&Xf“@w hentication: This is where

only the presence of an authenticat I'p 1s tested. The authentication
chi p can “be rtspertidhd used in ot her consunables as |ong as be used

i ndefinitely. AJild®bticatonTdQirdo@mns B Beskidct Ohily bR AuwluhesM Lisdhé on: Thi s i E
wher e not v .presence qf the t heptication ip tested for, but
5ot he BBt Pal ABSTREE 4 phAR B S et lener e B df e b
consumabl drectipgst avfhgeticatien pherpthpeonjumakle dep ajsthentigptes the pystem divptxempl. it imeased and

r epr ogr anid®ekary i1 vildGonk@¥@idEe Olendiiclifeink R4 AAJLRSRoslopiter ent requi rement s.
We are pri mariPl %/Pconcg)ralnedt wi.th Consumabl e Lifetinme authentication in
order to prevent EFHREGY FEPLHBHT B PR eSSt BEHRITAB CRR S PRl 5 case,
each chi pretdibdopwhdblskibtimeariteaticetion mk alsnmtd 10 he Binodthat see: e RGWIABITE bei ng
aut hent i GahAek au!hEntica‘%ib]Péﬁ}g ald nal¥Ph8 gqt%&ﬂ%lte?ed ,Cﬁ’f&étu._fﬁ&k Beukd Jaﬁ:&ol Eeparated -

aut hentication chip . could be used in any situation requirin
d%ta that has beexp alte:re("fI Las a new source, and if the s%urce cannot be determingzd, the que%tion of

alteration cannot be settled.

It is not enough to provide an authentication method that is secret, relying on a home-brew
security method that has not been scrutinized by security experts. The primary requirement therefore is to
provide authentication by means that have withstood the scrutiny of experts.

The authentication scheme used by the authentication chip should be resistant to defeat by

logical means. Logical types of attack are extensive, and attempt to do one of three things:

. Bypass the authentication process altogether
. Obtain the secret key by force or deduction, so that any question can be answered
. Find enough about the nature of the authenticating questions and answers in order to, without

the key, give the right answer to each question.

The logical attack styles and the forms they take are detailed in Section 3.8.1.

The algorithm should have a flat keyspace, allowing any random bit string of the required length
to be a possible key. There should be no weak keys.

The examination of a solution to the requirement of authentication is examined in Section 5.

4.2 Data Storage Integrity



a Presence Only authentication chip. Requirenents for authentication, data
storage integrity and manufacture are considered separately. The follow ng
sections sumarize requirenents of each. 4.1 Authentication The

aut henti cation requirenents for both Presence Only and Consunable Lifetine
aut hentic ﬂ];rh%réeare restricted to the case of a system authenticating a
consumabl'e do not consider bi- directional authentication where the
consunabl e al so authenticates the system For exanple, it is not necessary
for a valid toner cartridge to ensurelit is being used in a valid

phot ocopi er. For Presence Only authentication, we nust be assured that an
aut hent i cat i o lghvgh apthenfidqtien preigcply takqyapspéepsuring data iGegrisUinadsirennicpttdt | me

aut hent i cadskaoR, déﬁsﬁ}aﬁgn@ﬁ@ﬂls 516> BRiras M BAls bl nilidl QolPdithifiGd Ual |y cane
fromthe a thentl ation chip, and that it has not been altered en route.
These |ssue§m1§%ﬁ’h§¥ ‘be separated - data that has been altered has a new
source, and i fAutlketicsduriae schanotetlbeysdet er m ned, the question of alteration

cannot be, settémﬂaugstat&aﬁo&m A ugeerygr%vlﬁeqﬁre%nﬁi pentication met hod

that is secret ying on a rew 'securit 6d that has not been
scrutini zed bylhsages Feﬂ?feé‘ﬁfﬂié}ff@se ‘%@taﬁm‘*ﬁé&ﬁ%’i gﬁ@éu%éﬁﬁvcavmbleﬂ@w@rq s to
provi de atduirenitsiotgd/acods &Dytrdlfﬁ&m&nsﬁﬂ'tﬁit alhﬂMﬁ)rWelnkbﬁﬁ@Mu&eHﬁn@&reééh Ry of

experts. The aH-t nent] ono asofu%onqeg%reﬁémmerg%{&ag storal'glél%’l]tg%}e;r Cg')%a}nonc% ghip should

be resistant to dofea Ack are
ext ensi veSectignd akhmeinir rewera@tso*ﬁ@e oo kindy af daty em= srgoinedibrgffess t he
aut henti cgdi om@ﬁ@ﬁ@ssnmtgoget her (Qbtain the secret key by force or

deduction, so n uestion ca e red Find enoygh about the
nature of the %"t% tlecﬁt OiXélaé TRy Giest galg{}ﬁ 35"%‘?@1‘%“6&83 ™8, wit hout

t he key, mynyfectyring/progrethining sisapef the @péatehbuqusthpm mufyet Heperimg@dl toddatathk st yl es
ﬂ-nd t hef r&{bnﬁmﬁshgeyresgs@hﬁo iy r&@‘ﬁ‘@&hlnﬁfjvolaﬁle%ﬁgﬂy%e %ﬂ%ﬂtﬁmﬂnﬁ@&elﬂé igOI’I t h(T fhouiﬂ
ave a fla ace oW any ra ring e required | eng
to be a 685§%r’is‘§?/2£ﬁ‘és§}““g‘aflﬁé‘fye a‘é‘%b‘lfl"éta %‘ﬂﬁ(‘} R ""R g ma %M&Fﬁcﬁ%}ﬁl on of a
sol ut i on responshie fqrenfumngehmhctke@f:anautohexwonectbutph@sncahseawam ned in Section 5. 4.2
Data Storage |4t Ge drin¥ adhdldddRim e imdatorrbINHOR 12ULDEDE bG8l QR PLAE ocol s take

care of ensuring data integrity In comrunicate nmessages, data storage
i nt egrit yeT&nGeay upgaion aynanderd byits quthegticaionpsoigeplét be stored within the
aut hent i G2 orCoakinfable St Igat i cati on data, such as secret keys Consunabl e

state data, s access
requirenents olt:‘% nsuﬁ%léﬁééﬁaég@giag{édm%@g fﬁaﬁ gh’é ’Eﬁ éfgld[%% au?pﬁhca T"tati on

chi p t heréfegrigbe ‘i‘l@?ﬁ‘?ﬁ?‘@@%Ofs@?@%&w%@é’%ﬁ%@ﬁﬁroI nmechani smthat allows for
the integrity Regoouly enments of each type.

. ReadWrite
. Decrement Only
Read Only data needs to be stored in the chip during a manufacturing/programming stage of the

chip's life, but from then on should not be allowed to change. Examples of Read Only
data items are consumable batch numbers and serial numbers.

ReadWrite data is changeable state information, for example, the last time the particular
consumable was used. ReadWrite data items can be read and written an unlimited
number of times during the lifetime of the consumable. They can be used to store any
state information about the consumable. The only requirement for this data is that it
needs to be kept in non-volatile memory. Since an attacker can obtain access to a
systern (which can write to ReadWrite data), any attacker can potentially change data
fields of this type. This data type should not be used for secret information, and must
be considered insecure.

Decrement Only data is used to count down the availability of consumable resources. A photocopier's

toner cartridge, for example, may store the amount of toner remaining as a Decrement



The exam nation of a solution to the requirenent of data storage integrity
is examned in Section 7, although the requirenments of the two kinds of
data are exam ned briefly here. 4.2.1 Authentication Data Authentication
data nmust remain confidential. It needs to be stored in the chip during a
nanufactu&hﬂ {grogranning stage of the chip's life, but fromthen on nust
not be permtted to |l eave the chip. It nust be resistant to being read
fromnon-volatile nmenory. The authentication schene is responsible for
ensuring the key cannot be obtai ned by2deducti on, and the nmanufacturing
process is responsible for ensuring that the key cannot be obtained by
physi cal means. TheCrly gaaigf. Athiak cacitidee fitr p cddriptvierday stommwpngunegfemh kst be

| arge enough to hol gid b MECASSORY datkiR¥iSre@ithe BRG & fr BIHLIELA, RMAS mandat ed
by the authenticatigg_ g§;OCO|S' 4. 2. %bns mabl e State Data Consunabl e

state data can be di'Vi i°hT'8" THBE"¥ "’SI%F it QTSRO BdsEt Al on t he
application, ther erewirlaﬂlenbbrtﬂistdfléofelm’a ittmuivther @cafrogeapied gfth dnfigis4 vilyepes of
data items. Read Gyl Manufa&ﬁ'ﬁig)ﬂo‘gxraﬁming Q@éé,r I?JEE/QM IQQLLCX mR%Q 0%?«:' ityreagf?e% fhe needs to

be stored in the chip. during a manufacturing/progranm ng stage of the
chip's life, but frBHTRIAYGH WHGIFFHB Ut Thpeg st SRk fgeicnERanpl es of
Read Only data it emy raugedbyasnsamibled ifombdntheticdies. s and seri al nunbers.
readwite dat v 1RUAEHR. Gk bl 2 ohOUR AR Rlirch Bon S ¥R ifionlfify | 2SL L1 10
the particul ar consumabl e was useé. eadWite data rtems can be read and
written aRTUF] R ertictidnplrmagen vhighweouldihe plg uectiean aftgcker seh apfnk phes-

consumabl @rve dHaeyteriséds obk visdyldOn@ hot & valyred Biltl@ts@uie B0 HABhLERRY 2QEHhe t he
consunablgmmmggmgg% requirenent for this data is that it needs to be kept
in non-volatile me ory. Since an attacker can obtain access to a system
(whi ch ca® w iMenufsstugeadWite data), any attacker can potentially change
data fields ofhetiltheStichiia@nip hidt Savel alod datiiRnSiBOsGn H88: (IR b8 f @ Secret
infor”athﬁﬂmm%@%uﬁ%ﬁkm quqgggkgere Iinsecure. Decrenment Only data is used
to count ‘down the availapillty of Eongumabl e resources. A photocopier's
toner cart ri dgée aftspticetionaip ehouldnsyg 2 stamslpnd niahydaciog mocessfsuthonBlashr Baiseis ni Nng as a
Decr ementnedbdiklz- SG -32 Only data item An ink cartridge for a color
printer may st [e t he amount of each ink _color as a Decrenent Only data
item reduiri hﬁ°Wﬁﬁ?@tr%“§ﬁ%fWa8?fa°@§Eﬂ°@F°‘@3W§ Magenta, and Yellow), or even
as many as fi Ve otll-difincdBaCwairteied@rhyvl@at a i tens. The requirenent for this
kind of data ifgmis, that once programmed with an initial value at the

manuf act uri ng/programm ng stage, it can only reduce in value. Once it
r eaches tRgeardless of the authentication scheme used, the circuitry of the authentication part of the chip must be

resistant to physical attack. Physical attack comes in four main ways, although the form of the attack can

vary:

. Bypassing the authentication chip altogether

. Physical examination of chip while in operation (destructive and non-destructive)
. Physical decomposition of chip

. Physical alteration of chip

The physical attack styles and the forms they take are detailed in Section 3.8.2.

Ideally, the chip should be exportable from the USA, so it should not be possible to use an
authentication chip as a secure encryption device. This is low priority requirement since there are many
companies in other countries able to manufacture the authentication chips. In any case, the export
restrictions from the USA may change,

The examination of a solution to the requirement of manufacture is examined in Section 10.

5 Authentication
Existing solutions to the problem of authenticating consumables have typically relied on

physical patents on packaging. However this does not stop home refill operations or clone manufacture



m ni rum val ue, it cannot decrenment any further. The Decrenent Only data
itemis only required by Consunable Lifetine authentication. Note that the
size of the consumabl e state data storage required is only for that
information required to be authenticated. Information which would be of no
use to anAﬁhg ag%ker such as ink color- curve characteristics or ink

Vi scosity do %70t have to be stored in the secure state data menory area of
the authentication chip. 4.3 Manufacture The authentication chip nust have
a |l ow manufacturing cost in order to-38-included as the authentication
mechani sm for | ow cost consumabl es. The authentication chip should use a
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actual secret).

All the protocols rely on a time-variant challenge (i.e. the challenge is different each time),
where the response depends on the challenge and the secret. The challenge involves a random number so
that any observer will not be able to gather useful information about a subsequent identification.

Three protocols are presented for each of Presence Only and Consumable Lifetime
authentication. Although the protocols differ in the number of authentication chips required for the
authentication process, in a/l cases the system authenticates the consumable. Certain protocols will work
with either one or two chips, while other protocols only work with two chips. Whether one chip or two
authentication chips are used the system is still responsible for making the authentication decision.

3.0.1  Single Chip Authentication

When only one authentication chip is used for the authentication protocol, a single chip 10
(referred to as Chip4) is responsible for proving to a system 11 (referred to as System) that it is authentic.
At the start of the protocol, System 11 is unsure of ChipA’s authenticity. System 11 undertakes a
challenge-response protocol with ChipA 10, and thus determines ChipA's authenticity. In all protocols
the authenticity of the consumable 12 is directly based on the authenticity of the chip associated with it,
i.e. if ChipA 10 is considered authentic, then the consumable 12, in which chip 10 is placed, is
considered authentic. The data flow can be seen in Figure 1, and involves a challenge 13 issued from the

system, and a response 14 returned by the chip 10.




original proprietary systemand the GSM Fraud Prevention Network used by
cel lul ar phones are exanples where design secrecy caused the vulnerability
of the security [33][91]. Both security systens were broken by
conventional neans that woul d have been detected if the conpani es had

f ol | owed ﬂﬁ“ g%en design process. The solution is to provide authentication
by neans t 8P Fave wit hstood t he scrutiny of experts. In this part, we
exam ne a nunber of protocols that can be used for consunabl es
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aut hent i @rotkhiP2dat @ ifillommiedusing eitlse@n o1 tivo hitlghticetiod chigsnd 1 nvol ves a chal | enge
13 |ssuecglflrorprgtg&lmsystem and a response 14 returned by the chip 10.
AUTH25- SG -34 I n s) ngI e chip authentication protocols, System 11 can be
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an attackgr, eltherKeg);/or gtﬁfMﬂLt%Qsthe ROM or by examning circuitry. System

ecret
i s not speC|aIIy
Current random number. Does not have to be secret, but must be seeded with a

different initial value for each chip instance. Changes with each invocation of the
Random function.
Each authentication chip contains the following logical functions:

Random([] Returns R, and advances R to next in sequence,

SIX] Returns S¢[X], the result of applying a digital signature function S to X based upon the
secret key K. The digital signature must be long enough to counter the chances of
someone generating a random signature. The length depends on the signature scheme
chosen (see below).

The protocol is as follows:

1. System 21 requests 30 Random([] from ChipT 23;




engineered to be secure initself. 5.0.2 Double Chip Authentication In

ot her protocols, two authentication chips are required. A single chip 20
(referred to as ChipA) is responsible for proving to a system 21 (referred
to as System that it is authentic. ChipA 20 is associated with the
consurrablﬁpa% As part of the authentication process, System 21 nmakes use
of a tru *{ut hent i cati on chip 23 (referred to as ChipT). In double chip
aut henti cati on protocols, System 21 can be software, hardware or a

conbi nation of both. However ChipT 235faust be a physical authentication
chip. In sone (E)rot ocol s Chi pT 23 and Chi pA 20 have the sanme internal
struct ur e whi $rT 33 rgethedl R (Chyspsh 223 and Chi pA 20 have different internal

structures. Th@sgﬁbare&degy\smm]ﬂ%@ﬁﬁmslmﬁhalfsb%ﬁe%tsgsuﬁ&ﬁlcﬁ 2be seen to

i nvol ve a, chal s 1 to chipA 20 and a request 25 from
system 21%to ¢ Pr;;‘%%é Sfﬁ%“&r%%ﬁ KL 26 fromchipA 20 to system 21 and

i nformation ZWMHMrdhnWSZBRlbsm?ém 21. 5.1 Presence Only Authentication
(I nsecur e St atg, staat:aapafpgm[ta?wh é&[ﬁﬁllftﬁéyape%%y%pbﬁ RHCOEALLAGN, e are
only concerned. abgut vali q presence of the authenticatioh chi p.

Al t hough the aft T“i?g‘ﬂﬁ‘%‘é?f‘ﬁ‘ FFA@WfY can contain state information, the

t ransm ssi on cofhetlitaflovsdaabesetnrif Bigwrat:i on woul d not be consi dered secure.
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aut hentication chip ei t her
one or twe f&‘iﬁt"ﬁ%‘rﬁofﬂﬁ%ﬂf”cﬁﬁd GIHPTO§ ¢ thSSaTe hppend Fhe*PfPfeFdP??tﬂB‘éﬁﬂmfﬂke Tfeg’ a doubl e

chi p protocol T&Murajdéﬂmcbn’ambmmmap@ are required). Each authenti catl on
chip contains {h | n st . be_secret
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a different inidegea]disiialisigeatirp¥lXbimnhanchiby mafebes the §B] e@lmnd e twisted each

i nvocati on of &m&ﬁcﬁ&nmmyﬂ%uisﬂemﬂﬁﬂﬁh aut hentication chip contains the
fol 1 owi ng | ogi i and advances R to next in

al. functions; et ur ns
sequence. 9 X]](i’ﬁg‘fnﬁf‘?"rf’ SResgfed b’fRﬂQ“ &g‘g %ﬁ“{’“ dps ZH Eﬁ/]iaﬁﬁm‘é nof-dftepipistic; Mnat ur e
function S to ¢ dasgiedt R,lgmnattm all gwiend@ratidoelyipdds sblighalitigtetialo nsdddratclone must be
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signature. The | engq:?j depends ‘on the signature schene osen (see bel ow) .
The protocol (%P4 6?f%%&°faﬂ°f%v§%v@rﬁszi’fmra§a%§flgp%hepea%aﬁﬁ*{byﬂ?rer om Chi pT
23; AUTH25- SG sysgdm. Zhe KahdamfudBon debdioNsFricByl halk o e DYigta@thandckiion chip, since

System can potentially generate the same random number sequence. However it simplifies the
design of System and ensures the security of the random number generator will be the same for
all implementations that use the authentication chip, reducing possible error in system
implementation.

Protocol P1 has several advantages:

. X is not revealed during the authentication process
. Given X, a clone chip cannot generate S[X] without K or access to a real authentication Chip.
. System is easy to design, especially in low cost systems such as ink-jet printers, as no

encryption or decryption is required by System itself,

. A wide range of keyed signature functions exists, including symmetric cryptography, random
number sequences, and message authentication codes.

. Keyed signature functions (such as one-way functions) require fewer gates and are easier to
verify than asymmetric algorithms),

. Secure key size for a keyed signature functions does not have to be as large as for an
asymmetric (public key} algorithm. A key length of 128 bits provides adequate security if S is a
symumetric cryptographic function, while a key length of 160 bits provides adequate security if S
is HMAC-SHAL.

However there are problems with this protocol:



3. System 21 requests 32 S[R] from Chi pT 23 and al so requests 33 it from
Chi pA 20; 4. ChipT 23 returns 34 SKT[R] to System 21; 5. Chi pA 20 returns
35 SKAIR] to System 21; 6. System conpares SKT[R] with SKAIR]. If they are
equal, then ChipAis considered valid. If not, then ChipA is considered

i nvalid. A[Jq%sqlsata fl ow can be seen in Figure 3 Not e that System 21 does
not have 10 @prehend SKIR] nmessages. It nust nerely check that the
responses from Chi pA and Chi pT are the same. The System 21 therefore does
not require the key. The security of-3Brotocol P 1 lies in two places: The
security of §[X]. Only authentication chips contain the secret key, so

anyt hi ng t hat Itanuscopiitddto c@sa tdi giatkahn giaghaatuples B Kp ifite Geir em s)sténhat  mat ches
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authentic. The %rnﬁ% generated by all authentication S mnust
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potentially g rate nera dom nu ver it sinmplifies
the  design of MEGEIE ol Bk R e SR bl o ek s anlacmiog e

generator wi | Ipasetprdtmstimane for all inplenmentations that use the
aut henti gat i on G- ﬂ-'therrﬁﬁj&l{ﬂ%oﬁ'lg taQ@a%ﬁ&n%%he‘Bfa{n% n&e&aéa@tfe?o?ép W) h%ﬁ'%'?éh%' on.
Prot ocol Pl has several advant iS not revea éurl n
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K or access t owaldbeaten muklpe&table&ttmmn-@a:-ﬁxddle didyseemutiaB. easy to design,

especially in me, such as .bhk-Jet. pri S NO. ncryptlon
or decryption Ilkgé)}é’rse uelth}ce orébec]?useo e lbl?FltIle%\sxzeonae&%g)ﬁadbquatf sqeurd t% si gnat ur e
functions exi shigscop @P%ngﬁﬁéﬁﬁﬁéfteﬁsé SwPWYGgrl‘tha?ﬁmkﬁwrMwaer
sequences, andieﬁ&ssage aut henti cati on codes. Keyed signature functions

(such as one on re u re fewer gates and ar sier to verify
than asymet r:li?:ymtfx ?Pltlf H’%’F@ eate hsas a?aévmg'}c Srg oL aigod %Erfﬁﬁ%t ure

f unct i onsdthnese qwmthehameetm@a@e ﬂ‘aseyls afregveto bslorfggrandithe erasptimneleeriton fpuisl | ¢ key)
al gorithr&peﬁm&eﬁ/mﬂm@ﬁlgth of 128 bi ts provi des adequate security if Sis a

symetric crypto hic fun t| |Ie a key length of 160 hits provides
adequat e secu ?& iaEfqr@ bFém %V@P“f%ﬁ‘éorﬁ?g’lﬁ?pdmkéﬁ%wfﬁth this

pr ot ocol :Thi&l;jiEH@ FhaQ@h System requires an authenncatlon chip and each consumable requires an
authentication chip.
5.1.2  Protocol P2
In some cases, System may contain a large amount of processing power. Alternatively, for
instances of systems that are manufactured in large quantities, integration of ChipT into Syster may be
desirable. Use of an asymmetrical encrypﬁon algorithm allows the ChipT portion of System to be
insecure. Protocol P2 therefore, uses asymmetric cryptography.

For this protocol, each chip contains the following values:

Ky ChipT only. Public key for encrypting. Does not have to be secret.
K, ChipA only. Private key for decrypting. Must be secret.
R ChipT only. Current random number. Does not have to be secret, but must be seeded

with a different initial value for each chip instance. Changes with each invocation of
the Random function.
The following functions are defined:
E[X] ChipT oniy. Returns Exr[X] where E is asymmetric encrypt function E.
DI[X] ChipA only. Returns Dy[X] where D is asymmetric decrypt function D,

Random]] ChipT only. Returns R | Eg[R]. Advances R to next in random number sequence.



-36 It is susceptible to chosen text attack. An attacker can plug the chip
into their owmn system generate chosen Rs, and observe the output. In
order to find the key, an attacker can also search for an Rthat wll
generate a specific S[R] since nultiple authentication chips can be tested
in par aIAUekZS GDepend| ng on the one-way function chosen, key generation can
be conpli'’ca Sd° The method of sel ecti ng a good key depends on the

al gorithm being used. Certain keys are weak for a given algorithm The
choi ce of the keyed one-way functions3i’tself is non-trivial. Some require
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i mpl emented V\nstygetw\pcangr@{&l SR, Igalggl@qntn%{ﬁrder to keep the key secure.
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i nsecure. Protreaabl B2nd debeiiizadvats®s asymetric cryptography. For this
val ues: KT Chi pT only. Public

protocol, eac i nt.ai n the ol |
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for decrypti ndriveblist Xbecloe chiptanndRe@irapX vothéw K, Gurdesnd a ka0dipm nunber . Does
not have ,to bes‘migﬁl’?@k}“ c@@; czm'fyggmpl?&e c?c%%ﬁletei in soft\garéjclaruﬁsrecenth Idm tial value

A Pt he Random

for each ch| p i nst ance anges eac vocation o
function. The f eAfo5WisHeg- %h@&l%hrstheqoesua@fl@rlﬁerenmr@[tx]»e aGRiups PutbemtisptiorRet ur ns
EKT[ X] where Ekhips asyrmetrlc encrypt function E. D[ X] ChipA only. Returns

DKALX] V\:hel’ € [l)f (I,‘hlp'[ais X %sa[ chip, gyest%{rl¥§%gsyftéj egigrll. on D

. There are a number of well-documented and cryptanalyzed asymmetric algorithms to chose

from for implementation, including patent-free and license-free solutions.
However, Protocol P2 has a number of its own problems:

. For satisfactory security, cach key needs to be 2048 bits (compared o minimum 128 bits for
symmetric cryptography in Protocol P1). The associated intermediate memory used by the
encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.

. If ChipT is implemented as a core, there may be difficulties in linking it into a given System
ASIC.

. If ChipT is implemented as software, not only is the implementation of System open to

programming error and nen-rigorous testing, but the integrity of the compiler and mathematics
primitives must be rigorously checked for each implementation of System. This is more
complicated and costly than simply using a well-tested chip.

. Although many asymmetric algorithms are specifically strengthened to be resistant to
differential cryptanalysis (which is based on chosen text attacks), the private key K is

susceptible to a chosen text attack




Randonj ] Chi pT only. Returns R 1 EK[R]. Advances R to next in random nunber
sequence. AUTFE25-SG -37 The public key KT is in ChipT 23, while the secret
key KA is in ChipA 20. Having KT in ChipT 23 has the advantage that ChipT
can be inplenented in software or hardware (with the proviso that the seed
for Ris dUI Lfsesrgent for each chip or system. Protocol P2 therefore can be

i npl enment ed"85% Si ngle Chip Protocol or as a Double Chip Protocol. The
protocol for authentication is as follows: 1. System 21 calls 40 ChipT s
Random function; 2. ChipT 23 returns34* R 1 EKT[R] to System 21; 3. System
21 calls 42 ChipA's D function, passing in EKT[R]; 4. ChipA 20 returns 43
R, obtai ned byt BKA] ekiTgidRble;to Eep Bligdeartutiince Bngma indfact & JIICHIHT Ghpiipid, Roust 0 t he
original R gengr gg;gqs\péﬁ Chi pT 23. If they are equal, then ChipA 20 is
consi der ed val i 5 not pPA 20 is invalid. The data flow can be seen in
Figure 4:* Prof Ste'eﬁ* afrﬂfwf$§retm@nqeb?f|ﬁ6mfgufaa%awra@@seachqlzmn(upvffent@@éqﬂet key)
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bits (co red to mninum Its for symmetric cryptography in Protocol
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The solution is to encrypt both R and R’s digital signature so that ChipA can test if R was in fact

generated by ChipT. Since we don’t want to reveal R, P3 must be a Double Chip Protocol (ChipT cannot
be incorporated into a software System or be included as an ASIC core). Symmetric encryption can
therefore be safely used.

Protocol P3 therefore uses 2 sets of keys. The first key is used in ChipT to encrypt R and the
signature of R. The encrypted R is sent to ChipA where R is extracted and verified by ChipA. If the R is
valid, ChipA encrypts R using the second key, and outputs the result. The System sends the output from
ChipA back to ChipT where it is compared against the known R encrypted with the second key.

For this protocol, each chip contains the following values:

K, Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K; Key for encrypting in ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with a different initial

value for each chip instance. Changes with each successful call to the Test function.
The following functions are defined:
E[X] Internal function only. Returns Eg[X] where E is symmetric encrypt function E.
DI[X] Internal function ChipA only. Returns Di[X] where D is symmetric decrypt function
D.




differential cryptanalysis (which is based on chosen text attacks), the
private key KA is susceptible to a chosen text attack AUTH25-SG -38 It
woul d be preferable to keep R hidden, but since KT and in fact all of ChipT
is public, Rnust be public as well. [If ChipA and Chi pT are instances of
t he sane EUCUILhentl cation chip, each chip nust contain both asymmetric

an

encrypt c?egrypt functionality. Consequently each chip is |arger, nore
conpl ex, and nore expensive than the chip required for Protocol Pl1. |If

the authentication chi p i s broken int-@%wo chips to save cost and reduce

conplexity of design/test, two chips still need to be manufactured,

reduci ng ¥Re econonreabincierank. Refims S H]sthe difithis@natiyy for KeThe digadl bigretareunber s of
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aut henti cation chi p’?@%’é be exported from the LISA~ since they would

be considered strotfg "&HE WT? ‘6?43’6%\91"%%%"“?’"‘1"'%m?‘r‘f)%o@&enﬁ?m??&at‘écol P3
attenpts to sol ve ovematof by fedopr obl ens inherent in Protocols PI and P2 in

that pai rg.naphp X F&l: aubs ked by the attacker (where Fis S or
E). Protocéll Pﬂl i s V\%ﬁrog% in t%@!ﬁ ﬁs open to a chosen text attack. It

i s t her ef BP&Xlfdé o Rengms lﬁ%@vﬁnﬁéf‘d‘?ﬁ}d%‘ Ktbrowisateinpes- The fmed#leii pT to

Chi pA W thout the remin®msie ak@icBYs ik badkiponi Theltitd takel &l rétem 0 fnufkbe Pr ot ocol P2
cannot do this sincg nmiﬁ;ralfg%odlgﬁ'&gl ic and hence Ris not secret. In
addition, since R i's I'S not enough to sinply pass an encrypted
versi on FTVIXlo ChiGhip %iyn‘é"@“ﬁtﬂ%‘éh%lﬁ?ﬁl?eéfﬁeﬁ’?@ﬁﬂsﬁdﬁlf%Ybf)élfﬂheb@Sﬂsubst| t ut ed
for a different rarendlamsmqwa@n@freubhb&u@yem&ecaafomms@fnpmsm&ml ution is

to encrypt both R a‘%g gha““ft%? must%i %Q%tmlérf({er V\%o %hat Chi pA can test if R was

in fact generated nce we oreveal R P3 nust be a
Doubl e Chip PrBFG@@FOIE@h#ﬂﬁmlcémrlﬁc?ﬁfoﬂb@ incorporated into a software System
or be inal udecbyaanancaﬂﬁlo@hq,%g)ndoﬁylmhrl c encryption can therefore be

safely u;l pT(gd}tﬁgol I%E%I?[@Jﬁ]e uses, 2 sets of keys. The first key is

used in encrypt ature of R The encrypted Ris sent
t o Chi pA 3nher SyRem gl f@kiizé?@tpéuPwmdfumpn,basmlbﬁxlm1llsﬂm If the Ris wvalid,

Chi pA enct ypt %h@A%'d&QypEs@l[ﬁ ?S-\[ﬁﬂ%ck@léulat@ﬂg oQ’HE[@]‘LaﬁedtLBﬁl hERL fted R RGeSy St €M
ere |t is conpared agai nst the

sends the output fro back .to

known R encryptedal Eﬁpéﬁép%éééﬁaﬂwm%?mw?@nwot ocol, each chip

cont ai ns & he fSobttm9 qalls S4ghip@s Tedfundtien, phssing Jﬁlﬁt@ﬁ‘éjlplﬁeﬂlﬁig;[fl]mm 1 kerrnts
decrypting in I@tawg&{amtco,%gﬁqgaﬁ&mmtéﬁx Iitﬂgya?e%&(aﬁ&few@ AQ Chi pA and

Chi pT. Must be secre Current” random nu secret and nust be
seeded with a “GFFRT Bt a0l ds igpmed A el daeh Cip i b prstidarddnvaldafiges with
each successf Wis emnkd bSys¢dieziTest function. The follow ng functions are

defined: The data flow can be seen in Figure 5:
Protocol P3 has the following advantages:

. K, and K (the secret keys) are not revealed during the authentication process

. The time varying challenge R is encrypted, so that it is not revealed during the authentication
process. An attacker cannot build a table of X, Ex[X] values for K; or K.

. An attacker cannot call Prove without a valid R | S[R] pair encrypted with K,. K, is therefore
resistant to a chosen text attack. R only advances with a valid call to Test, so K; aiso not
susceptible to a chosen text attack.

. System is easy to design, especially in low cost systems such as ink-jet printers, as no
encryption or decryption is required by System itself,

. There are a number of well-documented and cryptanalyzed symmetric algorithms to chose from
for implementation of E, including patent-free and license-free solutions.

. A wide range of signature functions exists, from message authentication codes to random

number sequences to key-based symmetric cryptography.



E[ X] Internal function only. Returns EK[ X] where Eis symmetric encrypt
function E. D[ X] Internal function ChipA only. Returns DK[ X1 where D is
symmetric decrypt function D. AUTH25-SG -39 S[X] Internal function only.
Returns S [X], the digital signature for X. The digital signature nust be
| ong enougp,, %f% counter the chances of soneone generating a random

si gnat ure. 8 bits is the preferred size, giving soneone 1 chance in
2EfrO0 of generating a valid signature by random Randoni] ChipT only.
Returns EKI[R | S[R]]. Test[X] ChipT-dflry. Returns 1 and advances R if
EK2[R] = X. G herwise returns 0. The tinme taken to return O nust be

i dentical® f or SUttengsdenciieapandgymiiéc epgryntion gdosifims eequirstiewcnsates pdsite ehier toi dent i cal

for all good |Qgg¢t§ﬂag§‘ﬁﬁg@53@0mspA only. Cal cuI ates Y I Z from DKI[ XJ.
Ret ur ns EK2[ QO herwise, returns 0. The time taken to return

0 nust be |den§eflg%1]feg'1s erf°‘ésly1“‘n5‘8?1le’1c%tt?f‘§"cs*?ﬁ e F°rP§ as rggforeb v BRHih EK2[ V]
must be the s dipeblif kay) dgdrithgo A chinimpu bf5128 Hikeangr@ido emphopfine seatityfersymaatidc on i s as
fol |l ows: §IH§ m.21 calls 50 Chi pT's Random function; 2. ChipT 23
returns 51 EKI | SIR]] to System 21; 3. System 21 calls 52 Chi pA's Prove
functi on, pasinI‘?Yﬁ"firr?r‘E‘FGP'][P@hFSWT"fIH"W@l‘Pﬂﬂm’ZO decrypts EKI[R | S[R]], and
cal cul at es i t sAitatiph BfeRJarchaggdutipo bf &vARbld easmttad: B s e hhi of £ W SRt ch,

Chi pA returns rns 0; 5. System 21 call's 54
Chi pT' s Test f%ﬁuﬁ%%orlme EFcensmﬁ%F%pgeenfﬁ?tﬁ% "EK2[ R]. Chi pT 23 gener at es

its own BKZ[ RjDwarnding embaqrhesn Prtcryagalalzsmthm trey gengration vaalbeigwmplidatet. by metha@ equal

then Chi pA IS of6RfgdQb&tkey @bérds GGk borthinSeih Sl BELinRDys bR woliSh & Prvad- | f
not, Chi pA 20% é@nSI dered invalid and O is returned to System 21. The

data flow can en in Figure 5 Protocol P3 has the follow ng
advant ages:  Kf ClprtlarZhipl e irsiemeatf the ey louthdn@eali@i chippsdendthip Ghust ubrtdaghdih e

aut hent i cat i Orky Rk ARESSryp LT, ﬁ%&ﬂ,nemgéaﬁénhmgﬁchg i BrpNRLY Pl SO that

it is not reveal ed during t enticatl on I’ cannot

bui | d a tabl e 3¢ m¥e PRKF themthgdip reqypredidpr FagtocpiP 1 Whﬁhméilf has enesvpt fensherelity-c al |
Prove wi tshout Iathy@khesliciRioh ctSp & Rokdaaits 2 &}mﬁfoys@steedst Hﬂdfrémudﬂsomﬂfé’uty& therefore
resistant to g _gh F?woc%lxsstlﬁtn;[z ?Okbemam%erl}; ! re /ances W th a. v lid call to
Test, so K] al S [ o RS SR PR RF S RIPUER sy st em i s easy
to design, es dé’éfir'allldte}'y FhipA the@sitn botheneypsand dechyph malfing¢hy cetsupgblent er s, as no

encryption or g@&kiyaabd @i thedark Gtthd 168 clas. BRYSST bd SI8) Hontain signature functions,
making them more complex than the chip required for Protocol P1.
. Protocol P3 authentication chips could not be exported from the USA, since they would be
considered strong encryption devices.
5.1.4  Additional Notes
5.1.4.1 General Comments

Protocol P3 is the most secure of the three Presence Only authentication protocols, since
nothing is revealed about the challenge from the response. However, Protocol P3 requires
implementation of encryption, decryption and signature functions, making it more expensive in silicon
than Protocol P1. In addition, export regulations imposed by the United States make this protocol
problematic.

With Protocol P2, even if the process of choosing a key was straightforward, Protocol P2 is
impractical at the present time due to the high cost of silicon implementation (both key size and
functional implementation).

Protocol P1 is therefore the current protocol of choice for Presence Only authentication.
Eventually, as silicon costs come down with Moore’s Law, and USA export regulations are relaxed,
Protocol P3 will be preferable to Protocel P1. When silicon costs are negligible or tight integration is
required, Protocol P2 may be preferable to Protocol P1, but the security protocol of choice would still

remain Protocol P3.



There are a nunmber of well-docunented and cryptanal yzed symetric
algorithns to chose from for inplenentation of E, including patent-free
and license-free solutions. A w de range of signature functions exists,
from message aut hentication codes to random nunber sequences to key-based
symetric, L%%/s%teogr aphy. AUTH25-SG -40 Signature functions and symmetric
encryption algorithms require fewer gates and are easier to verify than
asynmetric algorithinms. Secure key size for symmetric encryption does not
have to be as large as for an asymret- rdle  (public key) algorithm A mninm
of 128 bits can provide appropriate security for symmetric encryption.
However, PHbt otlsre Gmsmpbleasing ReskAuthentication @hip probl ens: 0 Al t hough there are
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chip is broken into 2 chips to save cost
desi gn/ t est, W“E‘Fﬁlep§m§‘fl?yl be ndsgrppre ffipalt wwfﬂa&eav%ﬂcawwh@ mgthq he
econom es of Sc(bﬁhﬁableslﬂﬂfs&ﬁltphldk@éu%lbﬁ,tlt@illcpﬁbtmtﬁr&ﬁm@%ﬁisn bot h encrypt and
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strong encryptl on v Not es Gener al =~ Comrent s
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protocol s, si ridek reads Al thegnemoryrsatcealhe dromifoudal authenticiiiah témigee itf svormdnioey.

response. HOWEMEE theR &kniHe Olequess ﬂ?o%%ﬁtezﬁ Sind a9 LB A b AbAQBpRinRAGLY PL I ON,

decryption and signature functions, naking it nore expensive in S|I|con
t han Protocol BV AHtheRightes IG?PeSt%%Berptass?‘ie‘{jﬁﬁ‘Fﬂé(t“i ‘B‘h@alP‘fWﬁ%“éEPnlﬁ?ﬂt"f’Pée Uni t ed
States nake t hread/wireotqesslcan fpsinilagiby 4 emdvy thi rdindles a6l anthidyicatvedhipl f t he

process of chosiROLANKS R Ea%géﬁf‘ﬂﬁ 1 ractical
at the present tllma dule yy é{? 8343%%%&%9 “Plzu n(?hla%élggn) (both
key size and do this because the data access is not authentlcated

Note that in both these cases, in order to fool System into thinking its data accesses were
successful, ChipkE still requires a real authentication chip, and in the second case, a clone chip is required
in addition to a real authentication chip. Consequently any of these protocols can be useful in situations
where it is not cost effective for a clone manufacturer to embed a real authentication chip into the
consumable.

If the consumable cannot be recycled or refilled easily, it may be protection enough to use a
Presence Only authentication protocol. For a clone operation to be successful each clone consumable
must include a valid authentication chip. The chips would have to be stolen en masse, or taken from old
consumables. The quantity of these reclaimed chips (as well as the effort in reclaiming them) should not
be enough to base a business on, so the added protection of secure data transfer (see Protocols C1-C3)
may not be useful.
5.1.4.3 Longevity of Key

A general problem of these two protocols is that once the authentication key is chosen, it cannot
casily be changed. The effect depends on the application of the key. In some instances, if the key is

compromised, the results are disastrous. In other cases, it is only a minor inconvenience.



functional inplenmentation). Protocol P 1 is therefore the current protocol
of choice for Presence Only authentication. Eventually, as silicon costs
come down with More's Law, and USA export regul ations are rel axed,

Protocol P3 will be preferable to Protocol P L When silicon costs are

negl i gi blﬁf 9{5 dJdght integration is required, Protocol P2 may be preferable
to Protoc but the security protocol of choice would still remain
Prot ocol P3. AUTH25-SG -41 5.1.4.2 O one Consurmabl e usi ng Real
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K; Key for calculating Fy+[X]. Must be secret.

R Carrent random number. Does not have to be secret, but must be seeded with a
different initial value for each chip instance. Changes with each successful
authentication as defined by the Test function.

M Memory vector of authentication chip. Part of this space should be different for each
chip (does not have to be a random number).

Each authentication chip contains the following logical functions:

S[X] Internal function only. Returns Sg[X], the result of applying a digital signature function
S to X based upon either secret key K, or K;. The digital signature must be long
enough to counter the chances of someone generating a random signature, The length
depends on the signature scheme chosen (see below).

Random]) Returns R | Sxq[R].



consumabl es. The quantity of these reclained chips (as well as the effort
in reclaimng them should not be enough to base a business on, so the
added protection of secure data transfer (see Protocols C-C3) nmmy not be
useful. 5.1.4.3 Longevity of Key A general problemof these two protocols
is that opce the authentication key is chosen, it cannot easily be
changed. B8t ect depends on the application of the key. In sone
instances, if the key is conprom sed, the results are disastrous. In other
cases, it is only a mnor inconvenienc8- AUTH25-SG -42 For exanple, in a
car/car-key System Consunmabl e scenario, the custoner has only one set of
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Random([] calls Sx;[X] X is not chosen by the caller. It is chosen by the Random function. An
attacker must perform a brute force search using multiple calls to
Random, Read, and Test to obtain a desired X, Sg;[X] pair.

Test[X,Y] calls Sio[R | X] Does not return result directly, but compares the result to Y and then returns 1
or 0. Any attempt to deduce K, by calling Test multiple times trying
different values of Sy,[R | X] for a given X is reduced to a brute
force search where R cannot even be chosen by the attacker.

Read[X, Y] calls 8¢ [X] X and Sy;[X] must be supplied by caller, so the caller must already know the
X, Ski[X] pair. Since the call returns 0 if Y # 8x;[X], an attacker is
able to use the Read function for a brute force attack on K.

Read[X, Y] calls Sx[X | M], X is supplied by caller. However X can only be those values already
given out by the Random function (since X and Y are validated via
K,). Thus a chosen text attack must first collect pairs from Random

{effectively a brute force attack). In addition, only part of M can be



M Menory vector of authentication chip. Part of this space should be
different for each chip (does not have to be a random nunber). Each

aut hentication chip contains the following |logical functions: S IN Internal
function only. Returns SK[X], the result of applying a digital signature
function , S} JeQeX based upon elther secret key K1 or K2. The digital

Si gnature must” ‘be | ong enough to counter the chances of soneone generating
a random signature. The length depends on the signature schenme chosen (see
bel ow). Randon{] Returns R SKI [RI .-4AJTH25-SG -43 Test[X, Y] Returns 1
and advances Rif SK2[R 1 X] =Y. OGherwise returns 0. The tinme taken to
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aut henti cat i on proce ure tor a Is carrie
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data f| oviedearkey @iitel indtiofie/H ik MiatyitORvé ﬁnlﬁlh&hﬁlﬁn ke 1B l(f?&xamBhbelffsasrmAclt -hing 50
not e abo Pr is_.t hat e ca nst ea

a1 X1 00 gl BLES Ryl b 0tbe k] A CRYRRL vl Bk Eaiaoniiiodt 1l & o
[X] X is thrarioresiés ompraspt IfZlf@m@ cfeptial atla@ks |W§h Eh@@ewwb}t lqmentﬂﬂmmmlétHM@ml on. An

attacker Jmsér vﬁ@dslﬁefaﬁwandycweed fe S&tﬁlrcﬁtlarnﬂ&|ﬂﬂk€bff€@ﬂl)fttheﬁifx§(te@ﬂ&h1g§sl lfl X SE;{\% 0|m
Read, and Test., t.o obt.ai.n a ail,r calls

X] Does %o? AP o P "’aﬁg?r‘ééli“fg §f1°§ﬁﬁ?mb%ﬁ%b'$§§ oF Pyl es ult to Y and then
returns 1 As an added precaution, the Random and Test functions in ChipA should be disabled so that in

order to generate R, Sg;[R] pairs, an attacker must use instances of ChipT, each of which is more
expensive than ChipA (since a system must be obtained for each ChipT). Similarly, there should be a
minimum delay between calls to Random, Read and Test so that an attacker cannot call these functions at
high speed. Thus each chip can only give a specific number of R, S;[R] pairs away in a certain time
period. For more information, see Section 7.

The only specific timing requirement of Protocol C1 is that the timing for good inputs must be
the same regardless of the input value, and the return value of 0 (indicating a bad input) must be
produced in the same amount of time regardless of where the error is in the input, Attackers can therefore
not learn anything about what was bad about the input value, This is true for both Read and Test
functions.

Another thing to note about Protocol C1 is that reading data from ChipA also requires
authentication of ChipA. The System can be sure that the contents of memory (M) is what ChipA claims
it to be if SxoR | M] is returned correctly. A clone chip may pretend that M is a certain value (for
example it may pretend that the consumable is full), but it cannot return Sg,[R | M] for any R passed in
by System. Thus the effective signature Sg,[R | M] assures System that not only did an authentic ChipA
send M, but also that M was not altered in between ChipA and System.

Finalty, the Write function as defined does not authenticate the Write. To authenticate a write,

the Systern must perform a Read after each Write.



or 0. Any attenpt to deduce K2 by calling Test nultiple tines trying
different values of SK2[R | X] for a given X is reduced to a brute force
search where R cannot even be chosen by the attacker. Read[ X, Y] calls SKi
[X] X and SKI [X] nust be supplied by caller, so the caller nust already
know t he &(st KI [X] pair. Since the call returns O if Y :A SKI[X], an

at t acker le to use the Read function for a brute force attack on KI.
Read[ X, Yj caIIs SK2[ X1 M, X is supplied by caller. However X can only be
t hose val ues already given out by thd&SRandom function (since X and Y are
validated via K1). Thus a chosen text attack must first collect pairs from
Random ( ef f ectherpgiopone typigadgantagrspéth ot} | n addition, only part of M can

be AUTH25¢ S&, afhdk, B @6t rdvlald deRSRNuh&Ntidl @k since some of Mis constant
(read- only) and the decrenent-only [txﬁart of Mcan only be used once per
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G ven the SQEJ,Aﬂm%Bze of M (256 bits), two different keys K, and K2 are
used in order to ensure there is no correlation between SKI[R and SK2[R
M. K is*tRePekerse s aleredsigres fyptiop dess nqebavg fpdie Aslpreeipsiigran sspmmelfic at t acks.
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as-yet undi scayvered tect | d det effect of t limted
changes in M 01}41836615? |cu pm Ocﬁl%epm i thﬁé”fl %e#]ﬁ%ﬁﬁ'ﬁa éio’BaéT%éloaf’re S1 [X
| M basetksorof8ldysed.. As an added pr ecautl on, the Random and Test

functions in Cinbdnshisytd bp&yﬂé)@@gén%re%cﬁog%eré o aqmége i fieRsiate R SK
[R] pairs, an attacker st use msta&ffgs 0 each of which is nore
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Si m | ar | yajeotithmismahapdnsivdie siiconfihivilagsm detay ploetaée nseedth hsmierriRandom  Read
and Test s@.khatpabopds acker cannot call these functions at high speed.
Thus each chip_can only give a sgemflc nunber of R, SKI [R] pairs away in
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I nputs mf)%éferﬁ?e if R were unknown, as is the case with Protocol C3.

Protocol C1 must be implemented with two authentication chips in order to keep the keys
secure. This means that each System requires an authentication chip and each consumable requires an
authentication chip.

5.2.2 Profocol C2

In some cases, System may contain a large amount of processing power. Alternatively, for
instances of systems that are manufactured in large quantities, integration of ChipT into System may be
desirable. Use of an asymmetrical encryption algorithm can allow the ChipT portion of System to be
insecure. Protocol C2 therefore, uses asymmetric cryptography.

For this protocol, each chip contains the following values:

KT ChipT only. Public key for encrypting. Does not have to be secret.
KA ChipA only. Private key for decrypting and encrypting. Must be secret.



the sane regardl ess of the input value, and the return value of O
(indicating a bad input) nust be produced in the sane anount of tine
regardl ess of where the error is in the input. Attackers can therefore not
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To authenticate ChipA and read ChipA's memory M:

System 21 calls 70 ChipT's Random function;

ChipT 23 produces and returns 71 Ex1[R] to System;

System 21 calls 72 ChipA's Read function, passing in Ex[R];

ChipA 20 returns 73 M | Ega[R | M], first obtaining R by Dga[ExrIR]];

System 21 calls 74 ChipT's Test function, passing in M and Ega[R | M];

ChipT 23 calculates Dyr|Exa[R | M]] and compares it to R | M.

System 21 checks response 75 from ChipT 23. If the response 75 is 1, then ChipA 20 is
considered authentic. If 0, ChipA 20 is considered invalid.

P

To authenticate a write of My, to ChipA's memory M:
1. System calls ChipA's Write function, passing in Mpe.;
2. The authentication procedure for a Read is carried out;
3. If ChipA. is authentic and M,,,, = M, the write succeeded. Otherwise it failed.
The data flow for read authentication is shown in Figure 7:
Only a valid ChipA would know the value of R, since R is not passed into the authenticate
function (it is passed in as an encrypted value). R must be obtained by decrypting E[R], which can only



Consequently I, SK 1 [R] pairs can be collected and analyzed in a form of
differential attack. It would be preferable if R were unknown, as is the
case with Protocol C3. Protocol Cl nust be inplenmented with two

aut hentication chips in order to keep the keys secure. This neans that
each Syst Jequires an authentication chip and each consumabl e requires an
aut hentication chip. 5.2.2 Protocol C2 In sone cases, Systemmay contain a
| arge anount of processing power. Alternatively, for instances of systens
that are manufactured in | arge quanti-td’es, integration of ChipT into System
may be desirable. Use of an asymmetrical encryption algorithmcan allow
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DK[ X] where D is asymretric decrypt function D. Randon{] ChipT only.
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aut henti cate p n
Consequently each chip is larger, more complex, and more expensive than the chip required for
Protocol C2.
. For satisfactory security, each key needs to be 2048 bits (compared to a minimum of 128 bits

for symmetric cryptography in Protocol C1). The associated intermediate memory used by the

encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.

. If ChipT is implemented as a core, there may be difficulties in linking it into a given System
ASIC.

. If ChipT is implemented as software, not only is the implementation of System open to

programming error and non-rigorous testing, but the integrity of the compiler and mathematics
primitives must be rigorously checked for each implementation of System. This is more
complicated and costly than simply using a well-tested chip.

. Although many asymmetric algorithms are specifically strengthened to be resistant to
differential cryptanalysis (which is based on chosen text attacks), the private key K, is
susceptible to a chosen text attack

. It would be preferable to keep R hidden, but since KT and in fact all of ChipT is effectively

public, R must be public as well.




1. System 21 calls 70 Chi pT's Random function; 2. ChipT 23 produces and
returns 71 EKT[R] to System 3. System 21 calls 72 Chi pA's Read function,
passing in EKT[R]; 4. ChipA 20 returns 73 M1 EKT[R I M, first obtaining R
by DKA[EKT[R]]; 5. System 21 calls 74 ChipT s Test function, passing in M
and EKT[R, HMSG 6. Chi pT 23 calculates DKAIEKT[R I M] and conpares it to
R~ M 7. 5System 21 checks response 75 from Chi pT 23. |f the response 75 is
1, then ChipA 20 is considered authentic. If 0, ChipA 20 is considered
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EXPENSI V@ mﬁﬂorgtaﬁntg RidRwh:E g%’teﬁleog bd #iuded as an ASIC core). A keyed one-way function is
not encugh, since ChipA must recover R and R’s signature. Symmetric encryption can therefore be
safely used.

Protocol C3 therefore uses two keys. The first key is used in ChipT to encrypt R and the
signature of R. The encrypted R and signature is sent to ChipA where R is extracted and verified by
ChipA. If the R is valid, ChipA encrypts M | R using the second key, and outputs the result. The System
sends the output from ChipA back to ChipT where it is verified against the known R encrypted with the
second key.

For this protocol, each chip contains the following values:

K, Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K, Key for encrypting in both ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with a different initial

value for each chip instance. Changes with each successful call to the Test function.
M Memory vector of authentication chip. Part of this space should be different for each
chip (does not have to be a random number).
The following functions are defined:

E[X] Internal function only. Returns Eg[X] where E is symmetric encrypt function E.




Protocol C2. For satisfactory security, each key needs to be 2048 bits
(conmpared to a mninumof 128 bits for symetric cryptography in Protocol
Cl). The associated internediate menory used by the encryption and
decryption algorithns is correspondingly larger. Key generation is
non-trivigl, ~Random nunbers are not good keys. If ChipT is inplemented as
a core, there may be difficulties inlinking it into a given System ASIC
If ChipT is inplenented as software, not only is the inplenmentation of
System open to progranmm ng error and4ﬁon rigorous testing, but the
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cannot ChipA 20 is considered valid and a 1 is returned 85 to System 21. If not, ChipA is invalid and 0
is returned 85 to System 21.
The data flow can be seen in Figure 8:
Protocol C3 has the following advantages:

. K; and K, (the sccret keys} are not revealed during the authentication process

. The time varying challenge R is encrypted, so that it is not revealed during the authentication
process. An attacker cannot build a table of X, E¢[X] values for K; or K.

. An attacker cannot call Read without a valid R | S[R] pair encrypted with K;. K, is therefore
resistant to a chosen text attack. R only advances with a valid call to Test, so K; also not
susceptible to a chosen text attack. It is true that the Ex,[R | S[R]] values can be collected by an
attacker, but there is no correlation between these values and the output value from the Read
function since there are two unknowns - R and K.

. System is easy to design, especially in low cost systems such as ink-jet printers, as no

encryption or decryption is required by System itself.



be incorporated into a software Systemor be included as an ASIC core). A
keyed one-way function is not enough, since Chi pA nust recover R and R s
signature. Symmetric encryption can therefore be safely used. Protocol C3
t herefore uses two keys. The first key is used in ChipT to encrypt R and
the sig EUTH 5%Gof R The encrypted R and signature is sent to Chi pA where R
is extracted and verified by ChipA |If the Ris valid, ChipA encrypts MI
R using the second key, and outputs the result. The System sends the

out put from Chi pA back to Chi pT where30t- is verified against the known R
encrypted with the second key. For this protocol, each chip contains the
f ol | owi ng* val uBsre ada niaber ployelidpaemymied; anderintanivied Fransttic deerithoptte ¢hgseifremChi pA.
Mist be secr et for inkRmER¥iof e, RAINERLENAGL d BQLR-fbidfoand Chi pT. Mist be
secret. R Current randgm nunber . Mist be secret and nust be seeded with a
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i nputs. Read] I;Zf p%nfﬁg&ﬁ %osen&fygtllﬂ Pg hr?fmf(fyﬁnﬁtmmwe o Egt%?lﬁsth%l EK2[ M
1 Y] if 9[V] 4fﬂ€°’fﬂ@tﬂt$@?%ﬂ$@??ﬂé% Prthpeplagrithmibeing ¢S¢ﬁb0@raméfﬁy8ta@ weght forargi@n nust  be
identical for adohimbad inputs. The time taken to return M1 EKZ[MJ Y] nust

be the sarref d_ i nputs rotocal for authenticatiqgn is as

fol l ows: ° g}?%%?’g%%@ala’ieém%e&nﬁfy TYGHIT YR myst ceqtginbpth 3
returns 81 EKI syfuRettic @piRptland deerBy Sinetivnddity, CoseqByrdy eaoh &iip ickigbrsm@2cd@iplepA’ s Read
function, passj@goedk @xPEkéwE Rad thusc[hﬂ rltquu'ed for Protocol P1 which only has encrypt functionality.

. If the authentication chip is broken into two chips to save cost and reduce complexity of

design/test, two chips still need to be manufactured, reducing the economies of scale.
Unfortunately, ChipA must contain both encrypt and decrypt, making the consumable
authentication chip the larger of the two chips. Both chips must also contain signature functions,
making them more complex than the chip required for Protocol C1.
. Protocol C3 authentication chips could not be exported from the USA, since they are considered
strong encryption devices.
5.2.4  Additional Notes
5.2.4.1 General Comments
Protocol C3 is the most secure of the three Consumable Lifetime authentication protocols, since
nothing is revealed about the challenge from the response. However, Protocol C3 requires
implementation of encryption, decryption and signature functions, making it mote expensive in silicon
than Protocol C1. In addition, export regulations imposed by the United States make this protocol
problematic.
With Protocol C2, even if the process of choosing a key was straightforward, Protocol C2 is
impractical at the present time due to the high cost of silicon implementation (both key size and

functional implementation).



4. Chi pA 20 decrypts EK [R 1 S R]], and calculates its own S[R] based upon
the decrypted R If the tw nmatch, ChipA 20 returns 83 M EKZ[M ~ R].

Q herwi se ChipA 20 returns 0; 5. System 21 calls 84 ChipT s Test function,
passing in the returned Mand EK2[M1| R]. ChipT 23 generates its own EKZ[ M
| Rl and gappares it against the input value. If they are equal, then
ChipA 20 is conS|dered valid and a 1 is returned 85 to System 21 I f not,
ChipAis invalid and O is returned 85 to System 21. The data fl ow can be
seen in Figure 8 Protocol C3 has thélfoll owi ng advantages: K, and K2
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al gorith A. and are. i nstances. of the sape authentication
chi p, eac w li ﬁlypmclg%llﬁfg; tmgsoaﬁfi tg?ﬁgf)d& ing suclg %glc to System Efor example in the case of a small

desktop printer) may be considered not worthwhile, as the System is made more complicated. By
contrast, adding such logic to a camera may be considered worthwhile.
5.2.43 Clone Consumable using Real Authentication Chip

It is important to decrement the amount of consumable remaining before use that consumable
portion. If the consumable is used first, a clone consumable could fake a loss of contact during a write to
the special known address and then appear as a fresh new consumable. It is important to note that this
attack still requires a real authentication chip in each consumable.
5.2.4.4 Longevity of Key

A general problem of these two protocols is that once the authentication keys are chosen, it
cannot easily be changed. In some instances the compromise of a key could be disastrous, while in other
cases it is not a problem. See Section 5.1.4 for more information.
53 Choosing a Protocol

As described in Section 5.1.4.1 and Section 5.2.4.1, Protocols P1 and C1 are the protocols of
choice. Eventually, as silicon costs come down with Moore’s Law, and USA export regulations are
relaxed, Protocols P3 and C3 will be preferable to Protocols P1 and C1.

However, Protocols P1 and C1 contain much of the same components:



symmetric encrypt and decrypt functionality. Consequently each chip is
| arger, nore conplex, and nore expensive than the chip required for

Protocol P1 which only has encrypt functionality. | f the authentication
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used, it F3amaeetically possible for a clone manufacturer to replace the
System aut hentication chip with one that returns | (success) for each cal
to Test. The System can test for this by calling Test a nunber of tines -
Ntinmnes with a wong hash val ue, and expect the result to be 0. The final
time that Test is called, the true returned value from Chi pA is passed, and
the return value is trusted. The question then arises of how many tinmes to
call Test. The nunber of calls nust be random so that a clone chip
manuf act urer cannot know the nunber ahead of tinme. If System has a cl ock,
bits fromthe clock can be used to determi ne how nany false calls to Test
shoul d be made. O herw se the returned val ue from Chi pA can be used. In the
| atter case, an attacker could still rewire the Systemto permt a clone
Chi pT to view the returned val ue from Chi pA, and thus




know whi ch hash value is the correct one. The worst case of course, is that
the System can be conpletely replaced by a clone Systemthat does not
require authenticated consumables - this is the [imt case of rewiring and
changing the System For this reason, the variation on calls to Test is
optional, ,depending on the System the Consunmable, and how likely
nodi fications are to be nade. Addi ng such logic to System (for exanple in
the case of a small desktop printer) may be considered not worthwhile, as
the Systemis made nore conplicated. -Bp-contrast, adding such logic to a
canmera may be considered worthwhile. 5.2.4.3 C one Consumabl e using Real
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@ Only gives protection equivalent to 112-bit DES

An examination of Table 2 shows that the choice is effectively between the 3 HMAC constructs
and the Random Sequence. The problemn of key size and key generation eliminates the Random
Sequence. Given that a number of attacks have already been carried out on MD5 and since the hash
result is only 128 bits, HMAC-MDS is also elimninated. The choice is therefore between HMAC-SHA1
and HMAC-RIPEMD160.

RIPEMD-164 is relatively new, and has not been as
extensively cryptanalyzed as SHA-1. However, SHA-1 was designed

by the NSA,
SHA-1 is preferred for the HMAC construct for the following reasons:
. SHA-1 was designed by the NSA;
. SHA-1 has been more extensively cryptanalyzed without being broken;
. SHA-1 requires slightly less intermediate storage than RIPE-MD-160;

. SHA-1 is algorithmically less complex than RIPE-MD-160;



as an advantage. AUTH25-SG -53 Table 2. Summary of Synbolic Nonmencl ature
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that the choice is effectively between the 3 HVAC constructs and the
Random SequenclthorheHar bip slightydhstek tign RIPE-MDa 4, thie yasgetraraadn forshabing#hivat es t he
Random Sgequence. G ven that a nunber of attacks have already been carried

out on MD5 and,sjnce._ the sult is only 128 bits, HVAC-MD5 is al so
el i mi nat ed. Tﬁlém%:“ﬁ%?éé’s“l' H@%ﬁé‘%‘r‘%}hﬁr@{%ﬁéﬁﬁp ofshpise. It i CxpmioA &S TRIFPENDL 60.
Rl PEVD- 16®&taflén Seetfon6i vel y new, and has not been as extensively

cryptanal yzed @gosti# RandbRWEMELr GenkllYor | Was designed by the NSA SHA-1 is
preferred forh%age V C construct for the foll ow ng reasons: SHA- 1 was

desi gned by t SEHIRY ROREE BRER B un BReRstAly y he ppptianTailPFed wi t hout
bei ng br Olkeql! in theSkile thattteguniionesmbbs ghatrhtyd dvershe liftifel SB@inadatnosbegirdiedt han
RI PE-MD- 160; pr oo ﬂ.u§1b§é G t!hé m %@LJclySJséﬁl,san%QMelr ggﬁldtegsﬁp rclé%lrg) EE: MD- 160;
correct responses from a real authentication chip, and place the responses into a ROM lookup for a clone
chip. With such an attack there is no need to obtain K; or K.
Therefore the random numbers from each System must be different enough to be unpfedictable,
or non-deterministic. As such, the initial value for R (the random seed) should be programmed with a
physically generated random number gathered from a physically random phenomenon, one where there
is no information about whether a particular bit will be 1 or 0. The seed for R must NOT be generated
with a computer-run random number generator. Otherwise the generator algorithm and seed may be
compromised enabling an attacker to generate and therefore know the set of all R values in all Systems.
Having a different R seed in each authentication chip means that the first R will be both random
and unpredictable across all chips. The question therefore arises of how to generate subsequent R values
in each chip.
. The base case is not to change R at all. Consequently R and Fy[R] will be the same for each
call to Random(]. If they are the same, then Fy;[R] can be a constant rather than calculated, An
attacker could then use a single valid authentication chip to generate a valid lookup table, and
then use that lookup table in a clone chip programmed especiaily for that System. 4 constant R
is not secure.
. The simplest conceptual method of changing R is to increment it by 1. Since R is random to
begin with, the values across differing systems are still likely to be random. However given an
initial R, all subsequent R values can be determined directiy (there is no need to iterate 10,000
times - R will take on values from R, to Ry+ 10000). An incrementing R is immune to the
earlier attack on a constant R. Since R is always different, there is no way to construct a lookup
table for the particular System without wasting as many real authentication chips as the clone
chip will replace,
» Rather than increment using an adder, another way of changing R is to implement it as an LFSR
(Linear Feedback Shift Register). This has the advantage of an attacker not being able to
directly determine the range of R for a particular System, since an LFSR. value-domain is
determined by sequential access. To detetmine which values a given initial R will generate, an

attacker must iterate through the possibilities and enumerate them. The advantages of a



AUTH25- SG -54 Although SHA-1 is slightly faster than Rl PE-MD- 160, this was
not a reason for choosing SHA 1. Protocol Cl1 using HVAC- SHAT is therefore
the protocol of choice. It is examned in nore detail in Section 6. 5.4
Choosi ng a Random Nunber Generator Each of the described protocols requires
a random Mer generator. The generator nust be "good" in the sense that
t he random number s generated over the |[ife of all Systens cannot be
predicted. |[|f the random nunbers were the sane for each System an
attacker could easily record the corr-éét- responses froma real

aut henti cation chip, and place the responses into a ROM | ookup for a clone
chip. Wth sucthangngRearedsk ctifratip the EFfRosolbedSineg Robalaiym differem s thadis noTeref or e
the random nun&egnactﬁndam e@mm%eqmmlﬂeﬁennﬁmmtmﬁ‘grus o) mﬁppéaﬂahth&faca%n
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nunber gat her eid bfvingmnarephygexciadcign to enao®. Rérerbrehtbaiinoine iwdiledeaysbere is no
i nformation ab&%&blmgﬂck@togélra{elﬂﬁ% fhe ﬁi*etrlmé/getl olév:mﬁs agﬁnugnon-r% g% 559 for R

must NOT be generated w.th a conputer-run random nunber gener
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wll be tﬁhqo l%fasrgmfa% a%ct%gg{th h’f f&r a mar{ p%}lld&ﬁsgﬁlt htﬁ%l If H R’Vlltl cycIe cal l{; ﬂlt hen FK1

[R] can bg a cons an ca er “cou en use a
singl e val | dsaE hEaeiaaalid S@F‘F) weldsdits, bltsglefmer‘ﬁt"eﬁél ahdve it Gelfuperwpipl, and
then use IIFIsalis sba@kin prat RDhAY bits a&@édqmeeaﬁabmoﬂp @gﬁt@mgltseaﬁaﬁﬁéab @hovenf OF t hat

System nstan est ¢ ual thod of
changi ng ‘feno‘li IﬁF(l:%rR e“?r@r’ﬁom t?ps ers_LS%ghélP’ ACE epﬁ?tegé)mra%aﬁﬁt ef"‘(‘i‘gi1 B‘@Eﬁ‘ t he
val ues a@@%@d&l‘ﬁlﬁmg systens are still likely to be random However
given an ini t'rhahso%n S@Jdk;anseuelsfeaueaatnyBn&ﬁldﬁ%erfe@éaptl@%nﬂ%%@kﬁﬁé& whpectly
(there i 0o need to iterate 000 times - Rwll take on values fromRo

to RO+ 10’6@550‘1“"73\?1“6"?{@? A% i's i nmune to the earl ier attack on a
constant R SiSrcethRLFSR drbonibedds atndxinet-mnitd LESReslid 60 bitsnm baased tigechyoR®t r uct a

| ookup tab' e Aﬁaf eaEHL%CCQQM éaﬁHh%Et @&h@ﬂh&%ﬁeﬁ&%uw@é&m&dgxﬁﬁﬁgmﬁ%a'

aut hent i ca S as the clone |'ace

i ncr ement® g’&%l@‘? resulfiRe fhe piskyprger TE"rf}%Wé"i%ﬁﬁgcoF?e?PgndfﬂéFKifPﬂlc@rPént it as
an LFSR r{th@vmmd%eﬁdhaekmﬁhnft Regi ster). This has the advantage of an

attacker 10t Befig Gfls m}.QLo%?g &;ck determ ne the range of R for a
particul ar System since an ue-domain is
Protocol C1 is the authentication scheme used by the authentication chip. As such, it should be

resistant fo defeat by logical means. While the effect of various types of attacks on Protocol CI have
been mentioned in discussion, this section details each type of attack in turn with reference to Protocol
Ci.

5.5.1 Brute force attack

A brute force attack is guaranteed to break Protocol C1 (or in fact, any protocol). However the
length of the key means that the time for an attacker to perform a brute force attack is too long to be
worth the effort.

An attacker only needs to break K to build a clone authentication chip. K is merely present to
strengthen K; against other forms of attack. A brute force attack on K; must therefore break a 160-bit
key.

An attack against K, requires a maximum of 2'® attempts, with a 50% chance of finding the key

159
2

after only attempts. Assuming an array of a trillion processors, each running one million tests per

second, 2'% (7.3 x 10%7) tests takes 2.3 x 10?2 years, which is longer than the total lifetime of the



determ ned by sequential access. To determ ne which values a given initial
RwIll generate, an attacker nust iterate through the possibilities and
enunerate them The advantages of a AUTH25-SG -55 changing R are al so
evident in the LFSR solution. Since Ris always different, there is no way
to const};d.;rﬁ% a | ookup table for the particular Systemw thout using up as
many real au Fentication chi ps as the clone chip will replace (and only
for that System). There is therefore no advantage in having a nore conpl ex
function to change R Regardl ess of tHé-function, it will always be
possible for an attacker to iterate through the lifetinme set of values in a
si mul at i ofniverFhdhese drpgrpupd 1@apllips popsopal eonpirters inflee Worli thved if thesmdtommle®negtd R,
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successf WonBad the Edth 7€ SttrembiRantikapdom nunber (R) nust be advanced by XORi ng
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Random 5.5 HoludiretlyKoaguangmicomiutel engjiaining 18 bits kmbdddedtiranabpr@ridte plgorittne
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det ai | s cRvehustngp 60 @it gtahgokommyiet, 31 teswiatelrequizddas @mbe 160bitRepAsolngarlCl .. 5.5. 1
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(or in fact, a,n(é protocal ). However e g f y nméans that the
time for HRTAFTISHREPary ipngthiksy Howt gean pisreeecfas PlieRY$#S t 00 | ong to be
wort h t hes.34f f otiphertdst oalyhhascker only needs to break K2 to build a clone

put et ol e AL A SAE0L 0 BRSO 011
and on K, by monitoring calls to Read and Test. However, given that all these calls also reveal the
plaintext as well as the hashed form of the plaintext, the attack would be transformed into a stronger form
of attack - a known plaintext attack,

5.5.5 Known plaintext attack

It is easy to connect a logic analyzer to the connection between the System and the
authentication chip, and thereby monitor the flow of data. This flow of data results in known plaintext
and the hashed form of the plaintext, which can therefore be used to launch a known plaintext attack
against both K and K.

To launch an attack against K,, multiple calls to Random and Test must be made (with the call
to Test being successful, and therefore requiring a call to Read on a valid chip). This is straightforward,
requiring the attacker to have both a system authentication chip and a consumable authentication chip.
For cach K: X, Sk[X] pair revealed, a Ko: Y, Sko[ Y] pair is also revealed. The attacker must collect
these pairs for further analysis.



key. An attack against K2 requires a maxi mum of 2160 attenpts, wth a 50%
chance of finding the key after only 2159 attenpts. Assum ng an array of a
trillion processors, each running one mllion tests per second, 2159 (7.3
X 104) tests takes 2.3 x 1022 years, which is longer than the total
lifetime gf fhe AUTH25-SG -56 universe. There are around 100 mllion
personal conputers in the world. Even if these were all connected in an

attack (e.g. via the Internet), this nunber is still 10,000 tines snaller
than the trillion-processor attack desdri bed. Further, if the manufacture
of one trillion processors becones a possibility in the age of

nanoconput er s, Thelgeestiqnigsct effoei mery roistratistbercolisctrdelyr 4 meanipgfyl priacloge fuchrdn t he
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IS not fe‘&%i ble. An outside estimate of the possibility of quantum
conput er 5.45  tAaptieQhaubyliifextaytadte achi evabl e within 50 years. Even using
a 50 qubit quaﬁﬁs%ﬂd%ﬂl@éﬁt &lo po%sl‘lffei agftm?s%%b 31%:6?( {sn l‘étls';:%ep ble%cﬁose pifamtext]' 60 bit

key. Assuming an array o tantum conputiers.. each abl e
to try 25¢a%kellewsver iP%ﬂbf"@S@éW%bW@ﬁ%P agéhlét cht?P‘tG@H!t singfe M]e%btstelegtd mat es)

fi ndi ng tcbﬁulk@%sm%daltya@amoaavettaa@emfs)&&l Ryl dol BAVANEEM 15 the BttackeftinCl Pher t ext
only attack Al nggsts%c as ca gunch a ciphertext only attack on Kl by
nonitori ng Fealts™t’o om afd Read, and on K2 by nonitoring calls to Read

and Test. HowehheHMAg] W@hﬂqt pravidea pdcurithasiest albfolnss ofithosn pleineslattacksd 7]. Plisib Nt ext as
vel | as tﬂi’iﬁxarﬁl?ﬁé&ﬁﬂe tpﬁmefcmtsmt IQL @to@t@estlput t,ttﬁm@st(th@f:em\t@mt slngaﬁt a2 f or med
|ntoastﬂg C%% 8 attack %é}&g 1gﬁgﬁltext attack. 5.5,5 Known

pl ai nt ext LERN ﬁé‘ lgga%’ isipys i, negion g Eheg g ipyerariably ‘Stsﬁ%et@c?ﬁ?’i‘ectl on
bet ween thhléerSys tiedmgamktlswdaeltheaﬂmmmﬁmatn Dlis i bdcpise ntimichenebydiraaicksr t he
flow of qagma1 TR serdil:Qh BbRER if G4t neta&ptmmp@o%ﬁpgun gnd the hashed

formof the plaintext, which can { her ef of € use a _known
ol ai ntext at t ABROMEYplETHEH 3 6e Foleted e fegeker are IMACIR] and HMACIK | M. These
are not attacks against the SHA-1 hash function itself, and reduce the attack to a differential cryptanalysis

attack (see Section 5.5.13), examining statistical differences between collected data. Given that there is
no differential cryptanalysis attack known against SHA-1 or HMAC, Protocol C1 is resistant to the
adaptive chosen plaintext attacks. Note that Protocol C3 is not susceptible to this attack.

3.5.8  Purposeful error attack

An attacker can only launch a purposeful error attack on the Test and Read functions, since
these are the only functions that validate input against the keys.

With both the Test and Read functions, a 0 value is produced if an error {s found in the input -
no further information is given. In addition, the time taken to produce the 0 result is independent of the
input, giving the attacker no information about which bit(s) were wrong,

A purposeful error attack is therefore fruitless.

559  Chaining attack



To | aunch an attack against K1, multiple calls to Random and Test nust be
made (wth the call to Test being successful, and therefore requiring a
call to Read on a valid chip). This is straightforward, requiring the
attacker to have both a system authentication chip and a consunmabl e

aut henticgrjon chip. For each Ki: X, SKI [X] pair revealed, a K2: Y,
SK2[Y] pair IS ®al so reveal ed. The attacker nust collect these pairs for
further analysis. AUTH25-SG -57 The question arises of how many pairs nust
be collected for a neaningful attack -t3-be |aunched with this data. An
exanpl e of an -attack that requires collection of data for statistical

anal ysis is dfubriemedeliaiing eitagltsamss fafithe message tGeecdipgheris eresseeny blodhpwever |
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Thus fi ncﬂeﬁgn‘&lﬁlsilﬁr@ﬂ’@ﬁémfi‘ﬁﬂt he hash funct| on |tself when the input variable

is secret is emeBlondvaiparE tHehame ditbdyd ko hd 6 Qdw vafik Qp@cn tBat {13 Bash |DF5R2 ranchaas h

function.  Thi cause .t h requir irect acce HA-1 (not
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SHA- 1. Trfeve@irﬂleyomt‘aﬂ ha@sraltlh@tc Tesi fangsion oy tewus & dr Gippadingdntvictkerthednss viAC] R|  and
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and reduce the attaCF i al cr tanal ysis attack ;ltsee Secti on
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Not e t hat. Prot gcol not susceptib IS attac : urposeful
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Test and hReackefsurncisiemn sonsiBiahle)e A brute force search, as described above, takes longer than the

lifetime of the universe, in this case, per authentication.

Due to the fact that a timely gathering of a hash value implies a real consumable must be
decremented, there is no point for a clone consumable to launch this kind of attack.
5.5.11 Substitution with a complete lookup table

The random number seed in each System is 160 bits, The worst case situation for an
authentication chip is that no state data is changed. Consequently there is a constant value returned as M.
However a clone chip must still return Sy,[R | M], which is a 160 bit value.

Assuming a 160-bit lookup of a 160-bit result, this requires 2.9 x 10* bytes, or 2.6 x 10*
terabytes, certainly more space than is feasible for the near future. This of course does not even take into
account the method of collecting the values for the ROM. A complete lookup table is therefore
completely impossible.

5.5.12 Substitution with a sparse lookup table



these are the only functions that validate input against the keys. Wth
both the Test and Read functions, a O value is produced if an error is
found in the input - no further information is given. In addition, the tine
taken to produce the O result is independent of the input, giving the
attacker pg. information about which bit(s) were wong. A purposeful error
attack is Herefore fruitless. 5.5.9 Chaining attack AUTH25-SG -58 Any
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of attack 5.5.11 Substitution with a conp ete
After all this, the clone manufacturer must rely on the consumer retummg for a reﬁll since the

cost of building the ROM in the first place consumes a single consumable. The clone manufacturer's
business in such a situation is consequently in the refills.

The time and cost then, depends on the size of R and the number of different values for M that
must be incorporated in the lookup. In addition, a custom clone consumable ROM must be built to match
each and every System, and a different valid authentication chip must be used for each System (in order
to provide the full and partially used data). The use of an authentication chip in a System must therefore
be examined to determine whether or not this kind of attack is worthwhile for a clone manufacturer.

As an example, of a camera system that has about 10,000 prints in its lifetime. Assume it has a
single Decrement Only value (number of prints remaining), and a delay of 1 second between calls to
Read. In such a system, the sparse table will take about 3 hours tb build, and consumes 100K. Remember
that the construction of the ROM requires the consumption of a valid authentication chip, so any money

charged must be worth more than a single consumable and the clone consumable combined. Thus it is
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value. Since the attacker does not know the secret value, nor the result of the first hash, the inputs and
outputs from SHA-1 are not known, making any differential attack extremely difficult.

There are no known differential attacks against SHA-1 or HMAC-SHA-1[56][78]. Even if this
does not change by the time Protocol C3 can be affordably included in an authentication chip, a move to
the Protocol C3 will eliminate this attack, and is therefore attractive.

The following is a more detailed discussion of minimally different inputs and outputs from the
authentication chip based on Protocol C1.
5.5.13.1 Minimal Difference Inpuats

This is where an attacker takes a set of X, Sx[X] values where the X values are minimally
different, and examines the statistical differences between the outputs SK[Xj. The attack relies on X

values that only differ by a minimal number of bits.
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to 0 those parts cannot be changed again. Obtaining a new authentication chip provides a new M, but the

Read Only portions will be different from the previous authentication chip's Read Only portions, thus

reducing an attacker's ability to choose M even further,

Consequently an attacker can only gain a limited number of chances at choosing values for Y
and M,

5.5.13.2 Minimal Difference Outputs
This is where an attacker takes a set of X, Sx[X] values where the S[X] values are minimally
different, and examines the statistical differences between the X values. The attack relies on Sk[X] values

that only differ by a minimal number of bits.




val ue. Since the attacker does not know the secret value, nor the result of
the first bash, the inputs and outputs from SHA-1 are not known, making
any differential attack extremely difficult. There are no known
differential attacks against SHA-1 or HWAC-SHA- 1 [5 6] [78]. Even if this
does not gnge by the time Protocol C3 can be affordably included in an
aut hentication chip, a nove to the Protocol C3 will elimnate this attack,
and is therefore attractive. The following is a nore detail ed di scussi on of
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5.5.1¢ Bypassing the authentication process

Protocol C1 requires the System to update the consumable state data before the consumable is
used, and follow every write by a read (to authenticate the write). Thus each use of the consumable
requires an anthentication. If the System adheres to these two simple rules, a clone manufacturer will
have to simulate authentication via a method above (such as sparse ROM lookup).
5.3.17 Reuse of authentication chips

As described above, Protocol C1 requires the System to update the consumable state data before
the consumable is used, and follow every write by a read (to authenticate the write). Thus each use of the
consumable requires an authentication.

if a consumable has been used up, then its authentication chip will have had the appropriate

state-data values decremented to 0. The chip can therefore not be used in another consnmable.
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Test . Iy o PRy %Offr?f’sa&b{ﬁalé% %maﬂlf%cwg’r g?f&fﬂémﬁeucaﬁgtwéeté%%%f Thi s
is only twhubcauﬁedSyradgewIthelﬁpdam €3 ddpgcdanmisnin a@ﬁntaminesmwbhmmymmn g before

it S USQMs innamkedladee RENE LR LHERHDAR A tytréisglrskﬁyybg §RgkaLor 1f a pseudo-random

nunber generator is used to generate ere Is t e potentlal for a
cl one In the case of a specialized pairing, such asacar/car—keys or door/door-key, or some other

similar situation, the omission of authentication in future systems is trivial and without repercussions.
This is because the consumer is sold the entire set of System and Consumable authentication chips at the
one time.
5.5.19 Garrote/bribe attack

This form of attack is only successful in one of two circumstances:
. K, K;, and R are already recorded by the chip-programmer, or
. the attacker can coerce future values of K;, K», and R to be recorded.

Ifhumans or computer systems externai to the Programming Station do not know the keys, there
is no amount of force or bribery that can reveal them. The programming of authentication chips,
described in Section 9, (and in [85], which covers the process in more detail) is specifically designed to
reduce this possibility.

The level of security against this kind of attack is ultimately a decision for the

System/Consumable owner, to be made according to the desired level of service.



manuf acture to obtain the generator programor to deduce the random seed
used. This was the way in which the security |ayer of the Netscape browser
was initi aI |y broken [33]. 5.5.16 Bypassing the authentication process

Pr ot ocol - reqw res the Systemto update the consumabl e state data before
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i ndi vi duaﬂ@?[sé]fpm@ﬁdeb}ls repl acing the System authentication chip by a
sinple chy p thﬁﬁAb@Atlhe sarre progranmm ng interface, but whose Test

functi on,‘%g yS . Su E. course the System may be programmed to test
for an al'Wajs® ?W&Bread ﬁ@"*f‘@%’tsr}?%q THl Ageitheasine g8 &R °C'W t hout any for m of
protection, I IHb@gaISHﬁl oukpgrof high vol ume consunebl es is al most certain.
However, V\,i th s % &{tl % copyright protection, the probability of
illegal cl oni n sdy’“50% However, this is not the only |oss
possible. If P?fh@alﬁﬂa%lﬁlfeéw SHA dgasithgn pregter defaibibanchome sclensdmabl es
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6.1 HMAC
The HMAC algorithm is described in Section 3.6.4.1. In summary, given the following
definitions:
H = the hash function (e.g. MD5 or SHA-1)
n = number of bits output from H (e.g. 160 for SHA-1, 128 bits for MD5)
M = the data to which the MAC function is to be applied.
K = the secret key shared by the two parties
ipad = 0x36 repeated 64 times
opad = 0x5C repeated 64 times

The HMAC algorithm is as follows:
L. Extend K to 64 bytes by appending 0x00 bytes to the end of K



| oss in market acceptance, and the expense of warranty repairs, nmay be
significant. In the case of a specialized pairing, such as a car/car-keys,
or door/door-key, or sone other simlar situation, the om ssion of

aut hentication in future systens is trivial and w thout repercussions.
This is beca yﬂs the consuner is sold the entire set of System and
Consurmabl & authenti cation chi ps at the one tine. 5.5.19 Garrotel bribe
attack This formof attack is only successful in one of two circunstances:
K,, K2, and R are already recorded by @&he chi p-programer, or the attacker
can coerce future values of K1, K2, and Rto be recorded. If humans or
conmput er %yst effBR&r O pyiuiring greatpen 3 wifrigadni ng St ati on do not know the keys,
there is3no ammdagfstra‘aﬂn\g:@t&rmbﬁéQﬁ{gxregtgﬁ;,(g;an reveal them The
program‘npg of t enti. ation cglgé described in Section 9, (and in [85],
whi ch covérs tﬁ RO BRSESmM ¥ e 3t ai 1) is specifically designed to
reduce thds po§§RB}elﬁib}yeSm‘ﬁhereziteive(l)wfth@ecturi ty against this kind of attack

is ultimgely ﬁpﬁé&ﬁhakealltfﬁa&(&)h@meﬁy@k%% a&mgﬂ%g owner, to be made
according.to the desired | eyel service. -64 For exanpl e, a car
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for all :?éﬂ@n@orauamsabdmsﬁﬂe.urmbl es. Certai nIy i f no backup of the keys is
kept, thergdy CHlulEVAT™ U7 HIQiGI8H @i t T Key:-and therefore no attack
i s possible wevera no-backup situation is not desirable for a
consumabl ah’such %E74M0%ar tri dge¥, sinceli8ERY%ey is | ost no nore
consunmabl es2 clan cb;chmmse The Treppuf actjur exeepboei1d Ther ef ore keep a backup
of the ker—}—ﬁLP" of A—sevefal—partis—where—a—cert ain nunber of people
nmust toge.fﬁer dﬁb?%p\‘eﬂéfﬁelr porn ti 3ons tjo ?%é\;‘gg]?cr{che full key information.
This may|be feduilfedEi’d case fhe chip peagwamneng stlati on needs to be

rel oaded. [} anyOX@§§2thbuune of Ttheseattacks—areagatnst Protocol C

itself, slncel no hunmans are involved iln_the authentilcati on process.

| nstead, it i SVarPirirdcAdgeIESe i el 39 Dl affsiasgraet age of the chips. See

Section «9 aREBLBEhaified vaidblceard @dméd: 8;, 1O HEHWAGSHAL
*  Five 32-bit working variables are defined: A, B, C, D, and E.

s One 32-bit temporary variable is defined: t.
e  Lighty 32-bit temporary registers are defined: Xy 7.
The following functions are defined for SHA-1:



The mechani sm for authentication is the HVAC-SHALl al gorithm acting on one
of : ‘HVAC- SHA1 (R, K1), or HMAC-SHAI (R1 M K2) This part exam nes the
HVAC- SHA1 al gorithmin greater detail than covered so far, and describes
an optimzation of the algorithmthat requires fewer nenory resources than
the ori glﬂ%hz %efl nition. 6.1 HVAC The HVAC al gorithmis described in
Section 7% 1n summary, given the following definitions: H = the hash
function (e.g. MD5 or SHA-1) n = nunber of bits output fromH (e.g. 160 for
SHA-1, 128 bits for MD5) M = the dat#®6to which the MAC function is to be
applied K =the secret key shared by the two parties ipad = 0x36 repeated
64 times Bﬁb&d Fungipsusqddp@d-éd 64 tines The HVAC al gorithmis as follows:

1. Ext enfsya bt,@c 64 DYl B&cipliogPPENDI Mg OX00 bytes to theend of K AUTH25- SG
-65 2. X 64 byte string created in (1) with ipad 3.| Append .data
stream M ?5“"1"%@”’6"4 te string created in (2) 4. Apply Hto the stream
generatedtin (3) 5. X@ﬁittomelocﬁﬁbzﬁ/te string created in (1) wwth opad 6.
Append the i Tesutt—f (A tor-the 641 ng-+esutying from (5) 7.
APl y H Lot e e T BT Y Ths VRGN = HL (K O
opad) | HXR-8® ipad)| KM@ SHAL al gorithmis si mply HVAC with H =
SHA- 1. 6. 4% T The[ JHAF ST fgorithmTs described]in the context of
ot her ha ﬁu ?:%;I gori (hm: )uwn&s/}raﬁc)tvgg?fﬁ?) 6. 3.3, and conpletlely defined in
[27]. ThG4%é& ithm ¥ frari zed here. Nine 32-bit constlants are defined

i n Tabl e 37 ThEk GasBh SalRrt oAb P A/ Hddid teriphl AsiagElo bd it ds 1h9;
vari abl es, . and thetlasr egil‘%bg 4{5%@(1' tive corfgslftgaﬁtsp sa%seto Co%zét antsltfjsed in

Tabl e 3.
SHA- 1 | ni 37 Bitelaing teichirRgaprablensa P be 18 POt mesags W?ZFB?% PAABREAZ27999

chunks, with the output hash value being the final 160-bit value given by the concatenation of the
chaining variables: H1 | II, | H; | H; | Hs.

=

The steps of the SHA-1 algorithm are now examined in greater detail.
6.2.1 Step 1. Preprocessing
The first step of SHA-1 is to pad the input message to be a multiple of 512 bits as follows and to

initialize the chaining variables,

Table 5. Steps to follow to preprocess the input message

Pad the input message Append a 1 bit to the message

Append ( bits such that the length of the padded message
is 64-bits short of a multiple of 512 bits.

Append a 64-bit value containing the length in bits of the
original input message. Store the length as most
significant bit through to least significant bit.

Initialize the chaining variables Hy«h;,H; "y, Hy < hs, Hy<— By Hs < s

6.2.2  Step 2. Processing
The padded input message can now be processed.
We process the message in 512-bit blocks. Each 512-bit block is in the form of 16 x 32-bit

words,'referred to as InputWordy.;s.




h2Ox EFCDAB89y20x6EDOEBAL h30Ox 98BADCFEY 30x8F1BBCDC h40x10325476y40x CA62C1D6
h50OxC3D2ELFO Non-optim zed SHA-1 requires a total of 2912 bits of data

st or age: Five 32-bit chaining variables are defined: Hl, H2, H3, H4 and
H5. Five 32-bit working variables are defined: A, B, C D, and E. One
32-bit te&gg;; y varlable is defined: t. Eighty 32-bit tenporary registers
are define § 7 The followi ng functions are defined for SHA- 1:

AUTH25- SG - 66 TabI e 4. Functions used in SHA- | Synbol i ¢ Description
Nonmencl ature +Addition nodulo 2 12 X-©6fYResult of rotating X left through Y
bit positions f(X Y, Z)(XAY) V(-,XAZ gX Y. Z)(XAY) V(XAZ V
(Y A 2) hiaey, SE)PX(@YQI@)VZOIF#F@S%qulg(lmug’mﬂonshm consists of firstly|padding
the input diyl;glggggqnﬂupm@gﬁ@((ﬂw THPLEQE 912 bits and fmitiratizing the
chai ningl variables H-S wit 1-5. The padded nessage is then progessed in
512-bit | chunks, with the out/put KeshP ‘&P@e being the final 160-bijt value
gi ven by| ExpsdCondad BRat i on of| Fohielswhai ning variables: HL I H2 1T H3 1 H4 1
H5 The siteps of the SHA-1 algorit greater detail.
6.2.1 Stlep 1. Preprocessing The fll&ms_ta(f)gi%p @&ﬁ&ecﬂu to pad the input
message tielﬁﬁi@eaor!mﬂqnpbl@ of HIRIIB %, tf@Jlezom/s—HnﬁetHs i ni ti alize the
chai ni n btes—Table5: D5.tg fottowtopreprocess—the—+nput
nmessage Pﬁéogﬁ{%ﬂe i nput nessage%%e(zta lg 1 bit to the nessage Appendi{O0 bits
such that the length of the paddet<rtEsstgd® S B4t Kistishort of a qultiple

of 512 hits. Append a 64-bit |val ug.conyai@icdg g Reg)lwagih in bits of the

ori gi nal nput nessage—Stor s npst sl gni ficant bit through to

oo gTr

| east si gﬁﬁ“ﬁzcant bit. Forj=20103
te ((A«3)+h(B,C,D)+E+Xj+y,)

Ee-DDC,Ce(B«30),B— A At
Round 3 For j=40 to 59 t
te((A«5)+gB,C.D)+E+Xj+y;)
E«-D,D«C,C« (B«30),B+ A At
Round 4 For j=60 to 79

t— ((A«S5)+h(B,C,D)+E+Xj+yp)
E«DD«CCe—(Bu30),B—A At

Update chaining variables Hl g +AH; «H,+B,
Hy«H;+C,H;« Hy;+D,
Hs;« H;+E

The bold text is to emphasize the differences between each round.
6.2.3  Step 3. Completion

After all the 512-bit blocks of the padded input message have been processed, the output hash
value is the final 160-bit value given by: H; | Hy | H3 | Hy | Hs.
6.2.4  Optimization for Hardware Implementation

The SHA-1 Step 2 procedure is not optimized for hardware. In particular, the 80 temporary 32-
bit registers use up valuable silicon on a hardware implementation. This section describes an
optimization to the SHA-1 algorithm that only uses 16 temporary registers. The reduction in silicon is
from 2560 bits down to 512 bits, a saving of over 2000 bits. It may not be important in some
applications, but in the authentication chip storage space must be reduced where possible.

The optimization is based on the fact that although the original 16-word message block is
expanded into an 80-word message block, the 80 words are not updated during the algorithm, In addition,

the words rely on the previous 16 words only, and hence the expanded words can be calculated on-the-fly



Initialize the chaining variablesHL F hli H2 - h2, H3 F h3, H4 +- h4, H5 +-
hS 6.2.2 Step 2. Processing The padded i nput nessage can now be processed.
W process the nessage in 512-bit blocks. Each 512-bit block is in the form
of 16 x 32-bit words, referred to as | nputWrdO 15. AUTH25-SG -67 Tabl e 6.
Steps to /L_ﬁh&%g for each 512 bit bl ock (InputWrdO 15) Copy the 512 input
bits into For j=0 to 15 Xj = InputWrdj Expand Xg-E5 into X16-79For
j-16 to 79 Xi + ((Xi-3 @X -8 ED Xj-14 (D Xj-16) " 1) Initialize working
variablesA *- H, B- H2, CF H3, D F6F4, E <- H5 Round 1For j=0 to 19 tF
((A<B) +f (B, C, D) + E + Xj +y,) EFD, D<- CC<--(B<<30) B~- A A<- t Round
2For | =20dufige BEessing, (aplens %)V#hf(esl@”@ysrfgﬁbq bag}@yrd@fererEﬁSDN@e@fﬁ(eBtt&thO) B~-

A A<--t Roudds 3kap whk4Owhith rosktdr wh are (f Busm) i (Beffectd) b EHEL IEYg%)amount of

E+- D, D+ C, C<- (B<< 30), BFA, A<-t Round 4For j=60 to 79 t <- 5) + h(B,
C, D + E¥EX +y4) E4-D, DAC C4- (B<< 30),B4-A Ad-t Update chal ni ng

vari abl esH Rn’ﬂtheﬂ-thahlnqelgxhyaﬁgleﬂmge j, HBuse a 5 BB count@; to pddintthrovgh the itfatiopds +- H5 +
The bol d Tl:@s%ﬁn se%cm&epsmmamgaﬁ BEre gtérf“arl SRELS PR mq&r&m hompd-  6.2.3
Step tion After t he 512- bl ocks of the 5ed I nput nessage
have beerfe%Feégelgg B 1o e a ﬁdEI?P"F?&’s‘ﬁ“a éFSuH el Yo R “1’8@?"5% wehaa) ue

gi ven by:4-hil redistde2Al 4 ibBxds ifekbmbnt HbthGurdabur@pduring Datousaoffil@nlgbiatdwar e

| mpl enmentation The SHA-1 Step 2 procedure is not optimzed for hardware. In
particular, the 80 tenporary 32- bit registers use up valuable silicon on a
hardware i nplenentation. This section describes an optimzation to the
SHA-1 algorithmthat only uses 16 tenporary registers. The reduction in
siliconis
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ari abl esA

<- H, B
ODo 16 tijne
[IN2, 1 3
[N, N2,
ti mes XN\4
5) +f (B, C,

(v

-]optlonal

o o, D
the 512 in
UN4 Round
frNf Joptions] UN4
<- ((XNI O XN2 ED [X
D) +E+XN4+yr) UNL1, 1

lR()lmd éO by HS,—D

14 l_ l_ [l N x Q NN A 2 NAA

I I\IJ. I_ J.O NZ =0, TV~ y TN
pu? g fs |nto Xo_| nput Wor dN4 XNN4= 15{

(B <30), B<-
oCtio << 1 t4- éﬁ\;
Y2 U <—® *@40&@1«@) @BA <30) , B+-

Round
[ Ni,

| ADo tJfG((ﬁ«rm IBR.O0¢ € SNt B, D), ﬂEax-XN4+y| )
A A<- t Round 1BPo 4

A, AFt

Round 2Dq
+ y2)

R&GhdtiBMES XNA F (T

Nbo £iikesD ( D 14-((A<< 5) + h(B, T D)
Xng — (XN1 & XN2 @ XN3 @ XN4) « 1)

t— ({(A«S5)+1(B,C,D)+E+ Xy +,)

N, TN, NG, 1N,
Ec«DD«C,Ce(B«30),B—A At

Round 2

Do 20 times
Xo  ((XN1 @ XN2 @ XN3 & XN4) « 1)
t< ((A «5)+ h(B, C, D) + E + XN4 + y;)
N, N, NG, TN,
E<DD«CCe(B«30),BeA At

Round 3

Do 20 times
XN4<—((XN1 @ XN2 @ XN3 @ XN4) « 1)
te— ((A«S)+g(B,C,D)+E+ Xy +y;3)
Ny, TN, NG, TN,
E«D D« C, Ce«(B«30),Be—A At

Round 4

Do 20 times
Xys  (XN1 @ XN2 & XN3 @& XN4) « 1)
1t {((A«S5)+h(B,C,D)+E+ Xys+ 9
fiNg, N2, N3, N4
E«< DD« CCe(B«30),B+—A A&t

Update chaining variables

H;«H +A H;«H;+B,
Hi«H;+C H,«H;+D,
H;« H;+E

+ E + XN4

The bold text is to emphasize the differences between each round.



UN1, UN2, UN3, 'IN4 E<- D, D<- C C<-(B<< 30),B<- A/ Ai- t Round 3Do 20 tines
XNA ((XNL e XN2 (r)XN3 0 XNg) " 1) t F((Aab) +g(B, C D + E+ XN4 +y3)
UN1, 11N2, UN3, UM4 E<- D,D<- C, C<- (B<< 30),B<- A A<- t Round 4Do 20 tines
XNA F ((XNI e. XN2 (D XN3 (r) XN4) << 1) t 4-((A << 5) +h(B, C, '
D) +E+XN4+X4%~ UN1, UN2, UN3, fN4 E4D, D 4-C, C 4-(B <30),B 4-A A4- t Update
chai ni ng VAFTE6l esHL E- HL + A, H2 4- H2 + B, H34- H3+C, H4~- H4+D, H54- H5+E
The bold text is to enphasize the differences between each round. AUTH25- SG
-70 The increnmenting of N1, N2, and N3 7@uring Rounds O and 1A is optional. A
software inplenentation would not increnent them since it takes tine, and
at the end of ThHeénck@erntingefN:tNor ad fhduriheRovkGdpnd B4 s ogtiogd yplwase Wi | | be their

ori gi nal  Hgl-MESatioPRsl CHIER SGertht (R, AURGaiBMne\Mnd i thelnd SGHQBRALs ttben the
counters togﬁ]teher to ﬁlil%/)g on control _logic. Round O can be conpletely

omi tted iPoRHE CHITRY PoRHECrea! V8t Pisistoripf hagdyapemay weshtp ingopesnigfiAl |1 n” t he
aut hent i catnt@ytogihepo savpbremnd Btic.on, the HVAC- SHA1 unit only ever perforns

hashing  @find )0 byRescRe ojnre@(ffffﬁlec@madyrﬁé 9plshrand on R1 Musing K2. Since
the inputs are two constant |engths, rather than have HVAC and SHA- 1 as

separ at e &ht i tTH4C5HAhi p, they can be conbined and the hardware

opti m zed. ThenkbhheStitATontcrip imtagastiol asCHN he dHAY wGhenGva pafotthseadhing 14] Wi | |
remai n val.i naddi i - t.ep | 1 bit string of
0°brts, " it gkt ?%%ﬁﬁ%‘?“ﬁ%% KERTRATH il S i A2 b bt chullbl el

di f f er ent™hes $ea e HYAC andyFHA-L soRraratrenishen chipt they cphgdmitned Sidtesdhasgare on| y
deal Wi t hop@mizsdpeif HMACYBES PG SascsQekcriRa BEE R e ﬁﬁmleﬂe[lﬁpﬂﬁkﬂ;ﬂiﬁ vilR, | In addi ti on,
the optim zed rsi.on of the. Sk-lA:1 algorithmi sed, ere.only 16
5t wor s, HERRuORoHeshBf nSmfho 3 98 A oG BBRERL' Y 20 aded
di rect |y Wapsegh & nepstshrriccatrrhndittappimessigay witlaptdook T ganjafies p8idingSincewnst ant s
h1_5 and oafy ddal akte2 Shdsbl mésQgidi duephddiad bheighsihite. fact that they are constants
i s an advant ag[gajdor rdwar e i

ition, IEhaé optimize VeI'E[IBIl c% I;;rlg giﬁt 1I a?ggfittnn is used, where only 16 32-bit words
are used for temporary storage. These 16 registers are loaded directly by the optimized HMAC-SHA1
hardware.

The Nine 32-bit constants 4;.5 and y,_, are still required, although the fact that they are constants
is an advantage for hardware implementation, '

Hardware optimized HMAC-SHA-1 requires a total of 1024 bits of data storage:

. Five 32-bit chaining variables are defined: H, H,, H;, H; and H;.

. Five 32-bit working variables are defined: A, B, C, D, and E.

. Five 32-bit variables for temporary storage and final result: Buff160, 5
. One 32 bit temporary variable is defined: t.

. Sixteen 32-bit temporary registers are defined: X ;5.

The following two sections describe the steps for the two types of calls to HMAC-SHAL.
63.1 H[R K]

In the case of producing the keyed hash of R using K;, the original input message R isa
constant length of 160 bits. We can therefore take advantage of this fact during processing. Rather than
load X5 during the first part of the SHA-1 algorithm, we load X, ;5 directly, and thereby omit Round 0
of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following steps:



Har dware optim zed HVAC-SHA-1 requires a total of 1024 bits of data

st or age: Five 32-bit chaining variables are defined: Hl, H2, H3, H4 and
H5. Five 32-bit working variables are defined: A B, C, D, and E. Five
32-bit variables for tenporary storage and final result: Buffl1l601_5 One
32 bit t eJpasar variable is defined: t. Sixteen 32-bit tenporary

regi sters are defined: Xo_15. The follow ng two sections describe the steps
for the two types of calls to HVAC-SHAT. 6.3.1 HR K11 In the case of
produci ng the keyed hash of R using Kt7l-the original input nessage Ris a
constant length of 160 bits. W can therefore take advantage of this fact
duri ng prd@@s%ﬁ#@ula@am&k han | oad Xo-15 during the first|part of the
SHA-1 al q@dpt MM WEpLBiHieR0- 10 Ul T ECTT Y4 gRd thereby omt—Rpund 0 of the
optim ze Drnm:cc | ock (Step 2)..of SHA-1_The pseudocode takes on the

fol l owi nd 'steps: AAPESEBMI1 Tabl e 8| XGdt SuPAKIAGOH R, K]
St epDescrlzptl onAct on IProcess K Ot |paﬁ2§9¢bx§ﬁ36ﬁ5 (Ty 0x368636... 2X5-15 F
0x363636.L 3H - hli-5 4Process.Blo 5ProcessRX4. 4<- R 6X5-1S <- 0

7Pr ocess |Bl ock 8Burf| 601-5 <- HE-5 9Pr]6t5e§‘ss K (c) opadXo, K, Q Ox5C5C5C. ..
10X5- 15 f|l4 Ox5C5CRC. .. 11H1_4 {- hl-5 d2Resmiess Bl ock 13Pfocess previous

H x] Xa- a FResutt—{4XSa5<-0—-15PrecessBtoek—16Cet—resul+sBuUf f1 60, -5 +-
H -5

5 Process R Xua <R

6 Xs15¢0

7 Process Block

8

Buffl60,.; < H,; 5

9 Process K @ opad Xou — K| @ 0x5C5C5C. ..
10 X5 5 ¢ 0x5C5C5C...

i1 Hjs < hys

12 _ Process Block

13 Process previous H[x] Xo.q ¢ Result

14 Xsq5¢-0

15 Process Block

16 Get results Buff160, 5 « H; ;

632 H[R|M, K,

In the case of producing the keyed hash of R | M using Kj, the original input message is a
constant length of 416 (256+160) bits. We can therefore take advantage of this fact during processing.
Rather than load Xy.i5 during the first part of the SHA-1 algorithm, we load X,.;5 directly, and thereby
omit Round 0 of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following

steps:




6.3.2 HR1 M K2] In the case of producing the keyed hash of Rl M using
K2, the original input nmessage is a constant length of 416 (256+160) bits.
We can therefore take advantage of this fact during processing. Rather
than | oad XO 15 during the first part of the SHA-1 algorithm we | oad Xoa5
di rectly, L&ﬁg hereby omt Round O of the optim zed Process Block (Step 2)
of SHA-1 seudocode takes on the following steps: AUTH25-SG -72 Tabl e
9. Calculatlng HR1 M K2] StepDescriptionAction 1Process K QO i padX0-4 +-
K2 O 0x363636... 2X515<- 0x363636... -3B1 5 F- hl 5 4Process Bl ock 5Process
RI MXO4 R 6X5-12 *- M 7X13-15 - 0O 8Process Block 9Tenp f-- 1-11 5
10Process K O opadX0.4 - K2 O Ox5C5C5C. .. 11Xs 15 - Ox5C5C5C... 12H1-5 <-

hl-5 13Fm§mmmwx5 15 - 0
16Process 17 £L_LesgfLsRﬁcnlf E--- HI 5 7 Data Storfge Integrity
Each aut |H¥fh i [(8FHI°%hi p cont ai 1s*48he non-vol atil e memory|in order to hol d
the varifabl es préeq® @ gdd by Aut hentl, eakj ®oxskseé.ocol C 1. The fol | ow ng
non- vol atjte—vart+ables—are—detHred—AJTH25 SC

2 Xs.15 ¢ 0x363636..

3 His < bys

4 Process Block

5 Process R | M X4 R

6 Xopp M

7 X315 <0

8 Process Block

9 Temp < Hys

10 Process K @ opad Xo4 — K, D Ox5C5C5C...

11 Xs.15 < 0x5C5C5C. ..

12 Hys¢ by

13 Process Block

14 Process previous H[x] Xo.4 & Temp

15 Xsas <0

16 Process Block

17 Get results Result ¢« Hy5

7 Data Storage Integrity
Each authentication chip contains some ron-volatile memory in order to hold the variables
required by Authentication Protocol C1,

The following non-volatile variables are defined:



-73 Table 10. Non volatile variables required by Protocol C Variable
NanmeSi ze (in bits)Description MO..15] 25616 words (each 16 bits) containing
state data such as serial nunbers, nmedia remaining etc. Kl 160Key used to
transform R during aut hentication K2160Key used to transform M during

aut henti cation R160Current random nunber Access32The 16 sets of 2-bit
AccessMde WarGes for M n] Mode[ 0..15] Checksunl60S[ K1 I K2]. Used to
verify that KI and K2 have not been tanpered with. M nTicks32The m ni num
nunber of clock ticks between calls t@3key-based functions SIWittenllf

set, the secret key information (K1, K2, and R) has been witten to the
chip. If ¢ledel0. Iﬂdme/olsﬁwwéableisméqgirqctmPmmcdﬁézs not been witten yet.

| sTrust ed| 4 i Nante TE HNLS prow fonctions T atted,—but—RD and WR
functi ons rarrlmnf ﬁ‘)pe cal rféd Pl 5‘F'I aar the RND a?"l:ﬁsT T fun("r i ons |cannot be

call ed, byMR»land WR 1unct?5éns cori6 parde grop dBbiopaRing p G20t e t hat i f
t hese varjables are in|Flash rrem)r3&sseh£1nhrﬁbefkp&1ed&rahd‘ﬂa{g&tcrmtter tlo wite a
new val ueto—t+eptace—the—olg—The Jrens rst—and t hen
the appropriate bits sét. TS has eﬁuse?'fyoetréli’ﬁognﬁ%f"ﬁnéagﬁmca“f“hms used to
change Fl akh nenory based vEfi abl eslieylimtomfmhél,duﬁhmthenmmwy gannot

easily begrUsed as shift Tegpsters Cuﬂréht é[-? [ Bmerr1 ashl nermry var|i abl e by a
general operation it ils necessary | ow -t hese. steps: Read t he

entire N birt*Val ue intd a geheral r}rﬁ}? M@oﬁ%‘@ﬁﬂé?%%MOde?meP@FMBﬂm t he
operation madet[(hes general pur pose regl ster 3 Er ase the Fl ash nPrmry
correspongg the—vartable—atq et Fash{nenory

| ocati on aasel((iS on the bits fsﬁgt in Sﬁ%‘ n%SF% Venfi{ﬁlatksﬁéa?deflh%‘ieg?t A RESET of
the autheptication chip has no effé’e‘iﬂfwe@ﬁ‘@@b non-vol atile varijables. 7.1
M and Accessimge Vari abl es NpO] T hrmasgilinVinhnhbea bEclddR Béks bddwda@ials ¢onsunmabl e
state data, such as sefial nunbers bagch nunbers, and anount of
consumabl & renmi ni ng. Each M n] redi ST&PYEIShits. making thelentire M
AUTH25- SG SIWritten 1 If set, the secret key mformatlon (K, K3, and R)

has been written to the chip. If clear, the secret
information has not been written yet.

IsTrusted 1 If set, the RND and TST functions can be called,
but RD and WR functions cannot be called.

If clear, the RND and TST functions cannot be
called, but RD and WR functions can be called.

Total bits 962

Note that if these variables are in Flash memory, it is not a simple matter to write a new value to
replace the old. The memory must be erased first, and then the appropriate bits set. This has an effect on
the algorithms used to change Flash memory based variables. For example, Flash memory cannot easily
be used as shift registers. To update a Flash memory variable by a general operation, it is necessary to
follow these steps:

1. Read the entire N bit value into a general purpose register;

2 Perform the operation on the general purpose register;

3. Erase the Flash memory corresponding to the variable; and

4 Set the bits of the Flash memory location based on the bits set in the general-purpose register.
A RESET of the authentication chip has no effect on these non-volatile variables.

71 M and Accessmode

Variables M[0] through M[15] are used to hold consumable state data, such as serial numbers, batch

numbers, and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M



-74 vector 256 bits (32 bytes). Clients cannot read fromor witten to

i ndividual Mn] variables. Instead, the entire vector, referred to as M
is read or witten in a single |ogical access. Mcan be read using the RD
(read) conmmand, and witten to via the WR (wite) command. The comuands
only succeed if KI and K2 are both defined (SIWitten = 1) and the

aut hent i ¢at B chi pis a consunable non-trusted chip (IsTrusted = 0).

Al t hough M may contain a nunber of different data types, they differ only
intheir wite permssions. Each dat&4type can al ways be read. Once in
client menory, the 256 bits can be interpreted in any way chosen by the
client. Tieorié bitsd32258s) i licess ahnolfead feony @ stttentto Ddigideal Min] vanshleadstaf, then snal | er

amount s f Qfire B3 QGre@ o 23 KE Whdall Yo wrikn ﬂ§§1ﬁ£]élg§galﬁc@es§e0tl on 5. The different
wite permssions are outlined in Tab 11: Tab 11. Wite Perm ssions

Data TypeAcces’ “RJa&*REHg ol /et ?Pé‘t}aé'f’ %%WWPE%W%%R%?%WW@@JH al ways
be writt enmimandCany midesd ibig; andl Ki drebotlt dofinefl (A Weittanew) wielltie@uthitidadaschiplsan t he ol d
val ue. DeglL&man no%g(@g%ﬁm}ed%*y values are typically 16-bit or 32-bit

val ues, but can be an e of 16 bits. To acconplish the protection
required for viifpygidl mﬁ’ ?“%P?“‘E@&ré% diffpre datd pesdbey ilfgremlyieigeif witt each M n] .
The f ol | oiniigiohabick ddedyperesalivdyebd raide(mﬁé BtcBdot ﬁﬁn@f the D5 bits Binbe RRHESEE NDde

bi t - pat t &g e L9 BL nbg e BlehS R £IR5E! M ADRGL %@%ﬁt&d%t@& M
01MSRDec raivtit fomsgfwﬁ%sewew ap Gespyibed wéFqﬁleﬂ t éf hfcﬁafffe}entmtﬁ PsRistiars Wp ﬁ!]thqeql mn t (Most
Si gni fi Cal'l(b]b$1 1 ess than the vaI ue currently in Mn]. This is Region)used

hitc n'F A _ Nacramnt Nl

for access . A-H-cant—16—bits—ef—a—beererent—Onaly nunber.
10NVBRDec Tébyclll % erﬂ%‘t#he new 16-bit value is only wittenfto Mn] if

t he Most Sl gﬁaﬁalTwmt M n+1] can al so beécwssMéden. The NVSR access Regi on) node

all ows nu [Reﬁ)d@nh reCi‘ A IRl 32 brts—and nmore (nmuttiphes of 16 bits)
to decrenent. OnlyThe new 16-hit value s jignored.. M n] is left

‘unchanged RFHQV%% set SCapahigerheasitiopdele bits for the 16 Mn] registers are
gat her ed | amethear Ohln acaﬂoaglbewa%nmlftheMﬁ&%@b&haﬁle@om@ne Thie 32 bits of

the AccespMbde regi St B, GOLESRRON: LD oMbl Wik B fSal @l oUs | AUTHES- SC
be any multiple of 16 bits.

To accomplish the protection required for writing, a 2-bit access mode value is defined for each

M]n]. The following table defines the interpretation of the 2-bit access mode bit-pattern;

Table 12.

Bits Op Interpretation Action taken during Write command

00 RW ReadWrite The new 16-bit value is always written to M[n].

01 MSR Decrement Only The new 16-bit value is only written to M[n] if it
(Most Significant 15 less than the value currently in Mfn]. This is
Region) used for access to the Most Significant 16 bits of

' a Decrement Only number.
10 NMSR | Decrement Only (Not ‘The new 16-bit value is only written to M[n] if
the Most Significant M[n+1] can also be written. The NMSR access

Region) mode allows multiple precision values of 32 bits
and more (multiples of 16 bits) to decrement.

13 RO Read Only The new 16-bit value is ignored. M[n] is left

unchanged.

The 16 sets of access mode bits for the 16 M[n] registers are gathered together in a single 32-bit
AccessMode register. The 32 bits of the AccessMode register correspond to M[n] with n as follows:



-75 MSB 15 14 13 12 11 10 98 7 5 4 LSB 3 1 0 2 Each 2-bit value is stored
in hi/lo format. Consequently, if MO0-5] were access node MSR, wth

M 6- 15] access node RO, the 32-bit AccessMode regi ster woul d be;
11-11-121-21-11-12-11-11-11-11-01-01-01-01-01-01 During execution of a WR
(wite) command, AccessMbde[n] is exam ned for each Mn], and a decision
made as t0" Wﬁé@her the new M n] value wll repl ace the oI d. The AccessMdde
register is set using the authentication chip's SAM (Set Access Mde)
command. Note that the Decrement Only76enparison i s unsigned, so any
Decrenment Only values that require negative ranges nust be shifted into a
positive Mahge. For exanple, a consunable with a DecreneiB Onl y data item
range of 50 {30 158 M5t 'q@v,lbh,gra ge :'glif‘dﬂu' tp tyg 0o $90 T TheTgyst em
must then_interpret ithelrange Q 100 -50 tol50 [Note that npst
I nst ances of crement Onl es are NtoO so there is no range shift
requi red. For %@lﬁe geﬁ‘@h‘f‘ ‘Sﬁ?{eﬁ P gorfnf‘teﬂ‘ﬁlseq&finpféﬁﬁgoﬁh‘éerﬁéf%s mede MSBetitht r om
nost si gttt 1ehastest modk BAsthe 32dhitgridiMpdntegidté-vwouki bguant i ties from M n] onward.
The access nmode for the imsh; $i_gnyifi GRRI. 111& (Igldlsmﬁ)% ]red in Mn]) should

be set to MSR.__The remainin regl sters n+‘%l M n tc.) should have
their access gegeaEen g “&\@R ©) gorrmapds Apfasifefen §é{‘an’t‘¥9d h Mlitltard ;10
associ at eteitiRnade gitorpetieafidneNVBR vapgiviinepiict he i@ consi der ed i ndependent |y
i nstead of belﬂkgA@t:egMo&é reé?gteggslsalug& e am%{ncfﬁlg@éhlps SAM (Set Access Mode)

command.

Note that the Decrement Only comparison is unsigned, so any Decrement Only values that
require negative ranges must be shifted into a positive range, For example, a consumable with a
Decrement Only data item range of -50 to 50 must have the range shifted to be 0 to 100. The System
must then interpret the range ¢ to 100 as being -50 to 50. Note that most instances of Decrement Only
ranges are N to 0, so there is no range shift required. _

For Decrement Only data items, arrange the data in order from most significant to least
significant 16-bit quantities from M[n] onward. The access mode for the most significant 16 bits (stored
in M[n]) should be set to MSR. The remaining registers (M[n-+1], M[n+2] etc.) should have their access
modes set to NMSR.

If erroneously set to NMSR, with no associated MSR region, each NMSR region will be
considered independently instead of being a multi-precision comparison.

Examples of allocating M and AccessMode bits can be found in Section 9.

72 K

K is the 160-bit secret key used to transform R during the authentication protocol. K| is programmed
along with K,, Checksum and R with the authentication chip’s SSI (Set Secret Information) command.
Since K must be kept secret, clients cannot directly read K.

The commands that make use of K, are RND and RD. RIND returns a pair R, SK;[R] where R is
a random mumber, while RD requires an X, Sg,[X] pair as input. ‘

K, is used in the keyed one-way hash function HMAC-SHAI. As such it should be programmed
with a physically generated random number, gathered from a physically random phenomenon, K; st
NOT be generated with a computer-run random number generator. The security of the authentication
chips depends on K, K; and R being generated in a way that is not deterministic. For example, to set K,
a person can toss a fair coin 160 times, recording heads as 1, and tails as 0.

K, is automatically cleared to 0 upon execution of a CLR command. It can only be programmed
to a non-zero value by the SSI command.

73 K>



Exanpl es of allocating Mand AccessMbde bits can be found in Section 9.

7.2 K, K, is the 160-bit secret key used to transformR during the

aut henti cation protocol. K1 is programmed along with K2, Checksum and R
with the authentication chip's SSI (Set Secret Information) command. Since
K, must be _kept secret, clients cannot directly read K1. The commands t hat
make use %FH§SGare RND and RD. RND returns a pair R SKI[R] where Ris a
random nunber, while RD requires an X, SKI[X] pair as input. KL is used in
t he keyed one-way hash functi on HVAC-SKAT. As such it shoul d be programmed
wi th a physically generated random nunber, gathered froma physically

r andom phenonelfgnthe Kil-bitsestet kel@Ed ydragpéme MaltReddrivg thérutherdionipupretosot. Waisr andom

nunber  geRekalnRH alodd it (‘Ghéékgd(n A Rt“hﬁ @uﬁtta%sah&@mb@ RsT (SR ARRRNES on Ki,
K2 and R bel n‘%p%lp rated in wa isS not determnistic. For exanple,

to set Kt°™™ mys elf68'§§°r°é %l%['i‘SrCa’{?B‘idﬁ“ile?a‘H(hes recordi ng heads as 1,
and tails as OThekgmmapdsghit malmtubecd K} are RD @@l &S mre&mppﬁrmmgmmpwhe@a‘xa CLR
command. Lk £an upga'oa(e o@&ep&g&w{yﬁg lilofn & 8EA YAl & EMX‘%F ?ﬁ‘l Commnd
7.3 K2 AUTHD5-SG -76 K2 15 the B Cacr et ey used’ anstorm M |
during t h‘@eé?lft‘f?éﬁ}f‘i“&eétﬁioﬁﬁheﬁwbﬁt“ﬁ%?n chig’s RND funsiiqfgr anmed al ong with Ki,
Checksum and R\ dski it the kit dveRby Rl fufdfiocimIpC SHASI As(shtit sﬁﬁ(drbebrok;rarflﬁédmti on)
command. S . t ann irectly read K2. The
comands Eﬁtfp & S’g\%’é}rgf}%&at@? - %lrm %Qr ﬁltgrn‘éﬁél%$£h yl% i Qi (%m enom]%non' KZWI %SKZ[ M |

X] where NPT%éfg"%@’s"éf& “l“?f"la‘éerﬁ'ﬁ’é“{!ﬁomtfﬁéb‘ﬁaf’ﬁm&hs SeF‘éSltSt HéheREhepiigadian on. TST

requires ohips dpenddGi{Ky] 1, aE%] Rﬁéhhgr geiSatdd M ay thatVh Bt Betdmit@Se. BbHeRInpR0ko bdt @IN t he
aut hent i Cz{br izt%pg’c_&%g fa com (Ltlihrl]ets:tr‘ls Orr}h lgezags as 1 angguls il ()t he keyed one-way hash

function suc ranred wth a physically
gener at ed rand‘énﬁ%@%ﬁ“ﬂ@a@%@ﬂ@wnfemmoa%#%@m k emgolrbpiregiomeadon. K2
must  NOko DEonGe @4lad 19 the\Wst Rm@ag@Mput er - run random nunber generator. The
securityd_p tl@h ut hentl cation. chips depends on K1, K2 and R being
generatedin a Way that is not deterministic. For exanple, to set K2, a
person can t oske ghdcksum regiyienis 4 BQ-Mitinpmleer vsedooerdy thet Kaewide has ndt beaanterddai | s- as
0. K2 is guhanaki @ﬁécksquslpe@faﬁﬂma Rofg WHRRN @m&ﬁhqﬁb agﬁlerﬁica@l:ﬁh%%@m I't can

only be on-zer o val ue by the SSI command Checksum
The™ Chec E%H%W%‘i%‘iomf@“gsﬁ%’& TSRS (KR e ?lﬁm%@f’ﬁ“)f Jreethygeadk  and K2
have not Qhe@swral tered by an attacker. Checksumis progranmed along with

K1, K2 and R Wt bontofdEasabit H&@Lée%%ﬁe%ulﬁ%&ﬁha§x§%k LRk K, MER! %[él{:l?%mtl on)

command. Since Checksum must ﬁg secret ents cannot ectly read
ChecksumRPrAR [SErBriteralopipie apyapiselsisalup basedion Ki e shcgksupgn K +vd Kike use of
K, and- K2aleulanainmgd yombiMEd against the stored Checksum value. The checksum calculated is the 160-bit

value S[K; | K»].
IfK, and K; are stored as multilevel Flash memory, the full multi-level Flash values should be

used for the verification process instead of just the subset used to represent valid values.

Checksum is automatically cleared to 0 upon execution of a CLR command. It can only be
programmed to a non-zero value by the 881 command.

Fig. 18 illustrates the use of Checksum to unauthorised modification of values stored in the
multilevel flash memory.

The first step 100 involves using SSI to store Checksum along with K, K, and R. These can
only Be accessed by RND, RD, and TST

Checksum is stored in the Checksum register 105,

K, K; and R are stored in the intermediate states of the multi-level flash memory 106 between
the minimum and maximum voltage level states.

Before calculating any revealed value based on K or K, a checksum on X; and K, is calculated,
by calculator 107, and compared, in comparator 108, against the Checksum value stored in register 105.
7.5 R and EsTrusted




RD, and TST. Before cal culating any reveal ed val ue based on K, or K2 a
checksumon K, and K2 is calcul ated and conpared agai nst the stored
Checksum val ue. The checksum cal culated is the 160-bit value S K1 I K2].

If K, and K2 are stored as nmultilevel Flash nmenory, the full nulti-Ievel

Fl ash values should be wused for the verification process instead of just
the subset’ ¥ t o represent valid val ues. Checksumis automatically
cleared to O upon execution of a CLR command. It can only be programmed to
a non-zero value by the SSI command. -Fi7g. 18 illustrates the use of
Checksum t o unaut hori sed nodification of values stored in the nultilevel
flash menory. Rhe 160-pitrhndam apmbO@ed thay &lpvwemmosd sgpe 38h Ki apd &t witeth G €3esum al ong

with Ki, i@greﬁﬂﬂthlonTHﬁ&%n@ %rhoes(ﬂatlh){veb@b@k@%%%x%?@ngyt 15%@ o B to @1rs T e ChECKSUM
is store t he ecksum rsﬁgﬂcgter K2 and are stored in the

i nt er medi dt eOSTEPEE OB e "i'“ﬁfdé\?a( e beniatp el pabrob st ReBifothe

m ni num avbke bpxdatiaam vol t age | evel states. Before cal culating any reveal ed

val ue based Ong K8 'Elurlﬁg th@ Tg’h &)%%HJTPO Qﬁ%mjéthaﬁgéjl{ go?m Ihe pl%f’}é)ug UJIIQ%}EHD wag.é

cal cul ator 107, and c i n conparat or , agal nst um val ue
stored i nOS@Q?@f*ErSm@éBR Va}?e13t@ﬂ&hﬂlﬁi@%WgttCé@nM@ASQOmWDﬁnﬂ §5Targ 60- bi t
r andom nuniyesedSe@dted hatentcstiopelagramymd al ong with K, and K2 with the SSI

(Set Secret gggqﬁ cret, since
it is given frlgiE é%éﬁ?%a 12[9% g{% Vi a t%ng&%ﬁﬁ c%ronr‘r%ﬁﬁ gu%o'\%%/térg%%rr%st be
changed JfFid EheDaut henti cation chip, and not set to any chosen val ue
by a cal I.erI | Fifthsrstuﬁagh B e @e LSS &s&d&@mmﬁm&% chlmmli ﬁelgﬁeaﬁénltstcgﬁc_aﬁ fL om t he
previ ous ca S ate the value in the

non-t r ust ed ad@ﬂ%milc¥?1%ﬁmﬂﬁnnmgfﬁ18§§ Both RND and TST are only used in
trust ed aut herifibeBTiuged bithd qirsr, (hERiIT hot cdnsideredst bakrusted. Ahelefdyt RND bhigiTSTegi st er

t hat deter”‘neﬁmﬂﬁﬁkﬂﬁ&bQ&n&R&nkb%m@WR@%H&hQQBb@&n&ﬁhgmh%wﬁmn&%&shed chip

(Chi pT) If the |sTrusted is set he chip I s considéred
trusted chip, % Orfé%@‘?ewTséfrﬂnéhee%%unaaéwsmcwﬂaﬁ’ap*r@id%&fcfuwswebut not RD
or WR). | t hfencli@iuehsis €8I, badta cosstagt velag for R¥I@). chip i s not considered to be

trusted. TherefQ h%ﬁ%&ﬂ%ﬁ%&%l ) aﬁ‘sm&ge omﬁuc&gﬁl@%md&e 5993 1&% ﬁ.ﬂﬁ@@oand VIR

functions can be cal I NSt ea ysStem never nee r TST on
t he consdﬁﬁﬁﬂ@”@?Pﬁ@@“&yﬁﬁﬁh%m%ﬂﬂ%FWEEFHO%F%BﬂVmPQPHPWWTﬂﬂéOﬁmnﬁﬂﬁct|on
such as TS¥[FPelrspanQOREd: afiircy £ y9@m h@hentRiM)n. chip Nehidh SsThidiSdxpatsitd dnd R@s t he added

advantagqﬂﬁkgﬁgggﬁIQQ?;PﬁmﬁHQQ@r of available R, SKI [R] pairs obtainable

by an attac mai ntain the integrity of the Authentication
protocol . To d:}p{dﬁ #ndhsg [[§Tgpsted bit are cleared to 0 by the CLR command. They are both written to by

the issuing of the SSI command. The IsTrusted bit can only set by storing a non-zero seed value in R via
the SSI command (R must be non-zero to be a valid LFSR state, so this is quite reasonable). R is changed
via a 160-bit maximal period LFSR with taps on bits 0, 2, 3, and 5, and is changed only by a successful
call to TST (where 1 is returned).

Authentication chips destined to be trusted Chips used in Systems (ChipT) should have their
IsTrusted bit set during programming, and authentication chips used in Consumables (ChipA) should
have their IsTrusted bit kept clear (by storing 0 in R via the SSI command during programming). There is
no command to read or write the IsTrusted bit directly.

The logical security of the authentication chip does not only rely upon the randomness ¢f K; and
K, and the strength of the HMAC-SHAT1 algorithm. To prevent an attacker from building a sparse lockup
table, the security of the authentication chip also depends on the range of R over the lifetime of all
Systems. What this means is that an attacker must not be able to deduce what values of R there are in
produced and future Systems. As such R should be programmed with a physically generated random
number, gathered from a physically random phenomenon. R must NOT be generated with a computer-

run random number generator. The generation of R must not be deterministic. For example, to generate



R, SKI [R] pairs, an attacker requires a System authentication chip, which
is nore expensive and |less readily avail able than the consumables. Both R
and the IsTrusted bit are cleared to 0 by the CLR command. They are both
witten to by the issuing of the SSI command. The IsTrusted bit can only
set by st a non-zero seed value in Rvia the SSI command (R nust be
non-zero 10 H%%Ga valid LFSR state, so this is quite reasonable). Ris
changed via a 160-bit nmaxinal period LFSRwith taps on bits 0, 2, 3, and
5, and is changed only by a successful’8-call to TST (where 1 is returned).
Aut hentication chips destined to be trusted Chips used in Systens (ChipT)
shoul d hap& forved in a trpsteft Systanediipbd tersgedan thay 4 frigeopy 166 Hagnreseglingdrads @Ut wdnt i cat i on
chi ps usaghsiao. GARLHIBRLE a1l fEtlaPAke BPOIMsEd RAAVE: dd Sirhstch ST WHEhLAL sbj.t  kept

cl ear (byoﬁstorqjgg O in Rvia the SSI command during programm ng). There is
no command to i*Br wite the IsTrusted bit directly. The | ogical

secur ity Tk StWrsten (Fedre fiforgatiand¥rittdn) phitdogserhaltis thautapus o&thyseerganform@nr andonmess
of Ki an%toréﬁ%vltﬂﬂ%etaﬁtﬁen%aﬁ&r&gﬁ;hthEec&hﬁfoJﬂM% 1§k'Aﬂ{ ahgorithm To prevent an

attacker frombuilding a sparse_ | ookup table, the securlq% of the
aut henti cat i on“&‘ﬁ?tﬁa%?%ecﬁéﬁfé?fﬂ?e %Wft“ﬁréb"‘r Inptepd. i clpargvisthe Gi& cppmandi e of all |
Syst ens. (\Whial aldoliess Kp EnadiRS. WHeA the anheadich@n kiEp is progimmet wibsead k@/s 4@ deduce

what val Yo fnmﬁ)e; Ja%:f u@m?ﬁg SélQﬂr}n{lE{ng grll:g%ﬁﬂssad? qle t/éf& ﬁ d§et ﬁ%ﬁe 1s sgtc h R

shoul d be grogram‘re enerate om nu gat hered
froma pHySPeRelyAkhenedds ﬁm'élﬁa%ém?ﬁ ltnpast %lttwaysetb@; wbKetodKetd evauteﬁhaa
conput er -an kidker Sunald gansma‘me& o @eBRbAMHber sEREn gRAAAS eltfiriRosed & R {IRIShird10t  be

det ermi ni stic. "The ngrﬁt)ér? gRus%it is used%enl cttlonsAl}Lz;;ra!Elgeés S nz,ig})%e%ﬂifntten%%e ina

trusted stem chip, erson can oss aftalr trmes recordlng
heads as o2 fieitrallyta RPsWRRND, el 1S3 apetiderprppdas gy iR d i nitial value for a
trusted Fﬂs Min®@fckd he I sTrusted bit will not be set). 7.6 SfWitten The
SIWitten (Secret |nformation ol ds th t gt us of
the secret i nfclr(%lr FRAT NPTl reve'ﬁtmﬁgrf %8‘; gﬁoﬂ’eg%‘fefai If"g'i‘f’leccladlsﬁo %ﬁ"’é‘gs ecr et

i nf or mat iFdhfupationgin a gkort perickd R LmpA T ﬁletnia@@hhmmnzﬁar@@lelcwmmtég pteirats8leW i t t en

bit. | nstigaghi clodk ot ér%g ed syae@msﬁmmgﬁr&gm&u (o6 PR s sedofiar s K, K2
ned wWth secret keys and

and R). \Wen the I.cation chi ro

r andom nd?%@?‘s%gé’?f%ééft 3(5“{1 TR, la%lﬁaﬂe ff%a (e rERR g puphpofglapk ks i t t en)
t he SI W ithat must Harse begvegredalls tabdyaawt foadohsy. Al t hough R is strictly not secret,
It must be wr I—IthE ﬁﬂhﬁcﬂg\%}lﬁ)@m cy}éaI'eB t(lﬂ W%&L@CO&Q’]&%EMC@D éléil%re set @lg th@%g}ﬁCker

cannot gener ate their own ran om nunb seed in ord to obtain osen R
SKi [R] Fggﬁt MinTick) gongpapg.; The Wt grappelfe tongN{T (iogtalﬁgstged’lwﬁe& that feptsgepts Hhigh bty at
access Klof MkTickdre fRbe def. Thdy@acBlalWfiett tisaint i dktacks cantdnBatcreade iR RalGaih MenTicks RD, WR,
RND, and ( th@%ﬁ[T'ﬁQ%@JnB gge?sqntgsln(é@itloﬁ I%e?e 1&'0%071011 ereJ éo ) 3 Tclgﬁerr% rar e two

mechani sns preventin rom gener at | ng nu e cafalds to TST
and RD fﬂti’rf&"t"‘inb\‘i@ef’ﬁh%feg‘ﬁ@rt period of time. The first is a clock liniting
har dwar e conpaneluetohinTREEM BN tH Qperdrng aasdkalbee&dneaién&tfo@mxﬂﬁﬁfo@&lmt&g at a

speed no raercagorﬁ%le tlme%%‘trwteel:nci(ey-gased%chon cgﬂs ((applgzatlon speMﬁ'g)) The -guratlon oP a smgle tick
depends on the operating clock speed. This is the maximum of the input clock speed and the
anthentication chip's clock-limiting hardware. For example, the authentication chip's clock-limiting
hardware may be set at 10 MHz (it is not changeable), but the input clock is 1 MHz. In this case, the
value of I tick is based on 1 MHz, not 10 MHz. If the input clock was 20 MHz instead of 1 MHz, the
value of | tick is based on 10 MHz (since the clock speed is limited to 10 MHz).

Once the duration of a tick is known, the MinTicks value can to be set. The value for MinTicks
is the minimum mumber of ticks required to pass between calls to the key-based RD and TST functions.
The value is a real-time number, and divided by the length of an operating tick.

Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want a
minimum of 1 second between calls to key based functions, the value for MinTicks is set to 10,000,000,

Consider an attacker attempting to collect X, Sk [X] pairs by calling RND, RD and TST multiple times.



mechanismis the 32-bit M nTicks register, which is used to specify the

m ni mum nunber of clock ticks that nust el apse between calls to key-based
functions. The M nTicks variable is cleared to O via the CLR command. Bits
can then be set via the SMI (Set M nTicks) command. The input paraneter to
SMT cont_%] ge bit pattern that represents which bits of MnTicks are to
be set. e practl cal effect is that an attacker can only increase the
value in MnTicks (since the SMI function only sets bits). In addition,
there is no function provided to allewla caller to read the current val ue
of this-register. The value of M nTicks depends on the operating clock
speed andfthpMindiks whic isetiirh thathrpstoimt of timee betyeqnaalls 1B iel tepqms, tive task pair

key- bas edectuﬂmtsb&ﬂd @@é&ﬁte(ﬁ%&ek&@?ﬂp&&(&@ﬁ&hﬁﬁnﬁh 25 ahfafémg@)t hORaRfr @ single

tick depends on erati cl.oc eed, T e maxi mum of the
put of QERT R] g P R B S TR PR PP dviar e
For exanphig, ortsfleveareif th &ititon claibsi vere veddi peking sicb ekathikrbhpleigy inlpartibaln ey be set

at 10 M‘iZtm(el(ﬁottOSmeﬂ%ﬂ{éQﬁ E@@QJK@%GMS ut the |nput cI ock |s 1 MHz. In this
case, the Ee of 1tic I f the input

cl ock was 20 FHEE & ‘6Th°‘fd R?Pffted fhﬁtéh" W&T‘Eﬁé V"i'j'?bli "’t’J( Sé‘RVS Femsaatgepn 10 Mz
(since thedchsehe gpdead cissmdre siict @docs 0ot 10p ddrjcker impanildpee SYuemttiem of a tick
is known, a;aﬁﬁ }Mw@\-rg ﬁhﬁ“mﬁﬁio%&@% athkQEK?ﬁ e dxilaaglt g’lﬁéelé%hfc&gunl\éhl@l%(%ks i's the

m ni num nurrber of ticks require pass between ey- based RD
and TST fdifffeqnt M frart of }#H%aﬂf‘awréd@gy %ataﬁ éla‘rrdetrrcr%ﬁm?hﬁ%f@remﬂéﬁacwww@ by the .

| engt h ofdifferenipgsaite révg)irdd] 4 thisSpPEDER athk@cd Withutsinglh aﬁ&nﬁme@dﬁmﬁ@hes t he
maxi mum Miisatlyf . m.ni nd bet ween
Tor) U, CpRttarRaad Al of |ﬁg)ns o ittt B TR e L RREED P1%% 000, 000.
Consi der MiAligdpraewde “ﬁt"féﬁf’ﬁﬁki%{g“tlﬁsb)ﬂleq dopp. 154t takoRp yqangst pradict the 49t tesdrt | ng RND,
RD and TSdard¥isk tidr pAlees tol g a difiiiridansdlothis iR rehdes b @st¥r RthbickS reii@bdie | S set such

that the g etween.calls to TST is | second, then each pair
requires i gégé’oaﬁ%ft?%eor%cgnemmum g generate 2 25 pairs (only requiring 1.25

GB of st dr age)Autkenticatienghipommendsi res nore than 1 year. An attack requiring

264 pai ][s mulmte Sﬁgmcsﬁmémﬁés ¥ithkfblehYiRiedtiSn ¢his 0 a Simple BSHkBon GRiBna s 584
- years [

Il h n £t§llmere maki ng such an attak$ n?ﬁletel

i mpract i caf® SOk 2 C?%an?srﬂ‘} baranelRE REeSAY {5 Bonlsmspafion of FsefoRot ehrent s 1) .
Wth regards tlhe K}ﬂlcntw’stmshbmisdefbed mptaechninvaicatinge SkAtanilvicksrial aucrfadslaga onl y

sl ows do%mﬁlﬂm%ﬂl&ﬁlﬁ@ﬁm I?-@gtrﬁrﬁpxﬁﬁér tb b&n@-&n%ﬂ&kaleh&hﬁa%‘ op@;gﬂeéaovgr' Jg, 1 1 does
not stop.an_attacker using multiple Systemchips in parallel. However

M nTi cks "Jo&ee (hgkes® a}P"éP{%@( on K2 nore difficult, since each consumabl e
has a di f f er dath cvinfapelrit debfied by 3- thdspaasudmhbhﬁaﬂetamﬂngfﬂﬂ:ap@)iecahdbparddemeto | aunch
a dif 1 er el Bbi @krndt Bl BRIl LLEDAAlWARHLE are requi red, and this
can only be achieved w singl e consumabl cont ai ning an effectlvely
constant part 18f OM"E’mﬂ\ﬂPFfP‘FP&?aF?/ ¥ erent inputs require the attacker to use
a single chip, and M nTicks causes the use of a single chip to be sl owed
down. If it takes a yearjust to get the data to start searching for val ues
to begin,a differential attack this increases the cost of attack and
reduces the effective market tinme of a clone consunable.




8 Aut hentication Chip Commands The System communi cates with the

aut hentication chips via a sinple operation command set. This section
details the actual conmands and paraneters necessary for inplenmentation of
Protocol C 1. The authentication chip is defined here as comrunicating to
Systemwa a s§rial interface as a mninmuminplementation. It is a trivial
matter td 0efife an equi val ent chip that operates over a wider interface
(such as 8, 16 or 32 bits). Each command is defined by 3 -bit opcode. The
interpretation of the opcode can deped-on the current value of the

| sTrusted bit and the current value of the IsWitten bit. The foll ow ng
operati on‘waieeBd@fthent@dhonﬂhfﬁH@@mS@s 80 Tabl e 13. Authentication Chip
Commands a1 [ it t utDes tTom 00 RT €t 0SS| [ 160, 160,
160, 160] .@gt Socher | nfar m.nn%1gmpnr 1%’(‘)“13&6"[]-6()][?:]%%“*&5[ Rea [I\/l
securel y D¥11RND{[ 156LR 160] Random G | OIMR] 256] - Wt M 01111TS[T[ 256,

160] [ 1] TFSUqll GbOlf:AAIV[ 3§:?1[ 32][5@)1160,C1635150]I\/bde 121 1@@@@&@&,@,{5&{ JStled |
110- | SMI| B2I—%et—MrHEks wr 'sTr'"‘*" val 7 CtsWitter val ue -
Mhenoni ¢ anfo O el By il e for"% & K95t RARM sEBffifand hot def i ned
in this tablle |(f of lexpRigPe opcode 111) i s| flétt &40pr etleddra:s NOP ( No
Operation) g THigS 1§ T PwRETTBHsFSS Of the [fsiruste Whte'lvi""" tten—yal ue, and
i ncl udes :n\/ gpcode ofher 'rh:-\n SSI_when Il sWitten = Not e that the
opcodes fbPIIRD landl I RNDIS e [tB% W8he, as arldl t he opc’&?éfes for WR apd TST. The
actual copmmndoruniuppsamedagsnt of the opgeme W T saem@glmahthe current

val ue of .'".(ﬁ irstrste Gﬁjt {as—toeng—as I”‘ﬁ.’itte.. .Gs t‘v rere—the
| sTrust ed Blt is ¢lear. RD|land WR functions will he e&&ﬁ”& Wherp the

| sTrust ed| bitt |i-s sét, | FD dA@ITST functians wil | HeSecMineks. The two sets of
commands pfe nupeghd Y exclusive between trusted and non-trusted

aut henti cation ghips, and the sane opcodes enforces this relatipnship.
IsTrusted value

Q

¢ IsWritten value

d .
Mnemonic

(]

[n] = numer of bis requied for parameter

Any command not defined in this table (for example opcode 111) is interpreted as NOP (No
Operation). This is is regardless of the IsTrusted or IsWritten value, and includes any opcode other than
SSI when IsWritten = 0.

Note that the opcodes for RD and RND are the same, as are the opcodes for WR and TST. The
actual command run upon receipt of the opcode will depend on the current value of the IsTrusted bit (as
long as IsWritten is 1). Where the IsTrusted bit is ¢lear, RD and WR functions will be called. Where the
IsTrusted bit is set, RND and TST functions will be called. The two sets of commands are mutnally
exclusive between trusted and non-trusted authentication chips, and the same opcodes enforces this
relationship.

Each of the commands is examined in detail in the subsequent sections. Note that some
algorithms are specifically designed because Flash memory is assumed for the implementation of non-
volatile variables. '

8.1 CLR - CLEAR

Input: None

Output: None

Changes: All

The CLR {Clear) Command is designed %o completely erase the contents of all authentication

chip mernory. This includes all keys and secret information, access mode bits, and state data. After the




Each of the commands is examned in detail in the subsequent sections. Note
that some algorithms are specifically designed because Flash nenory is
assuned for the inplenentation of non- volatile variables. 8. 1 CLR - CLEAR

I nput: None Qutput: None Changes: Al The CLR (O ear) Command is designed
to conpl eg,ﬁ#y_ ase the contents of all authentication chip nenory. This

i ncl udes a 5keys and secret information, access node bits, and state data.
" After the AUTH25-SG -81 execution of the CLR command, an authentication
chip will be in a programmable state,~§lust as if it had been freshly

manuf actured. It can be reprogrammed with a new key and reused. A CLR
comand cHAZQr ths 1. comynand.tap anteptiation simdl be fregheramsiable gate, fyst aaiffitheht i cat i on
chipis wmmymmfasmﬁmsﬂcamr&ﬁ@mﬁ@acvmda&mejbanama;eda time. The bit order
is LSB to MSB L%%R%a(:hnﬁ%'&‘ q&s B,n%)cqﬁ S g nd is therefore sent
‘as bits 0-2 of TR "opcoue’ “RP cf’m%‘a“&o{’? oc e AMRefiE PP The CLR
command c¥naliies ’@@H’f'é@n&ﬁmeféwlbyatatﬂm@wbltmécrlsmé tO¥VIER for gfbh @masut e | S

i rrportantcom&n\é\ﬁtlAtﬁmcdmﬁhdia@m&fo?e%ﬁsmthﬁ§Bmé&1@p§&b|ﬁoifa%§ Bglacal ls to key
access fun i.gns (such as RND, TST, RD and WR). If the Accesshbde bits are
cleared LEFSYE SIWitten, an attacker could remove power at some point
after they havﬂlelﬁféémmmh@apaedbecadinﬂdmmmami/a:he M thereby have a better
chance of ret rhﬁ\é}d@;g)f%rbﬁre%ﬁﬁl{)&&m' sﬁfv%ém{ds% ctéér&ih{& FﬁEane%lnh&Qﬁﬁ?&FgeXt

attack. The command _is inplenmented wth bl e 14.
Steps in TR H?Péf*fﬂ‘:héf BIRCHToRP 1 Relt e (petshads bits %‘T?‘Ei’éﬁ%é‘éfom RiWritkp, R M
2Er ase Acometshdnceld rM'ldﬁ_pcml'eSat@’iﬁb@oﬁlf’lﬁeﬂh’ﬂyma\ha&nbbﬁéﬂ sldeahipdatd 11, théieblyeady for
reprogra cattacker, since
al t hough%ﬁre%egég%agégg?ge@h&te\%g&%e dﬁ%’%&ﬁl %25%?%}%3%% omand witten
to), key- basejalef:ﬁﬁé?‘?%%‘s\}wfrl?meﬁféfﬂWﬁ‘r%@%"‘%ﬁgﬁpﬁ nformation as KL and K2

w il be i ﬂfﬂﬂd’lefﬂtepsintCIRS‘corﬁﬁindnecessal’y to consunme any |i nput paraneter bits
if CLRis f et for—any—opeotde—other—than—Cc:R—Ar—atit acker will sinply
have to R S R h chip. The r easof ¥ Br calllnq CLR is|to ensure that all
secret infbrmati crﬁrhag“b@enlsa@swﬁygdli Maki ng the chip useless to an

attacker. B2 SSI Eraspggcesgﬁggee[g{mmhornat| om tiput— KL, 7K2, Checksum R = [
160 bits, L160 bitls hits, 160 hits] Qut put : None

&

Once the chip has been cleared it is ready for reprogramming and reuse. A blank chip is of no
use to an attacker, since although they can create any value for M (M can be read from and written to),
key-based functions will not provide any information as K, and K, will be incorrect.

It is not necessary to consume any input parameter bits if CLR is called for any opcode other
than CLR. An attacker will simply have to RESET the chip. The reason for calling CLR is to ensure that
all secret information has been destroyed, making the chip useless to an atiacker.

8.2 S8I - Set Secret Information

Input: K, Ky, Checksum, R =[160 bits, 160 bits, 160 bits, 160 bits]
Output: None
Changes: K, K,, Checksum, R, SIWritten, IsTrusted

The SSI (Set Secret Information) command is used to load the K, K, and associated Checksum
variable, the R variable, and to set SIWﬁtten and IsTrusted flags for later calls to RND, TST, RD and
WR commands. An SSI command consists of the SSI command opcode followed by the secret
information to be stored in the K, K,, Checksum and R registers. Since the authentication chip is serial,
this must be transferred one bit at a time. The bit order is LSB to MSB for each command component.

An SSI command is therefore sent as: bits 0-2 of the SSI opcode, followed by bits 0-159 of the
new value for Ky, bits 0-159 of the new value for K, bits 0-159 of the new value for Checksum, and
finally bits 0-159 of the seed value for R. A total of 643 bits are transferred.




Changes: K1, K2, Checksum R, SIWitten, IsTrusted The SSI (Set Secret

I nformation) command is used to |load the K1, K2 and associ ated Checksum
variable, the R variable, and to set SIWitten and |IsTrusted flags for
later calls to RND, TST, RD and WR commands. An SSI conmand consi sts of

t he SSI ngm%%% opcode followed by the secret information to be stored in
the K], ecksum and R registers. Since the authentication chip is
serial, this nust be transferred one bit at a tine. The bit order is LSB
to MSB for each command conponent. An82SI conmand is therefore sent as:
bits 0-2 of the SST opcode, followed by bits 0-159 of the new value for
K1, bits 0-159ThsftFhe hagipuy Bt S1&/ritters anddsTrusied sseigiers ggalbfleatefito OvdtyavdRue f or
Checksum comgnd. frmasua;inlomylaiaiesus&gmé@smmhm seed value for R A tot aI of 643
bits are tran I ksu Sl Witten, and
| sTrust ed reglsg esrglgménrn%nwuﬁsamﬁ En?nq 6“6“’??‘}”]1&{,‘?_%%3“6%8%8‘1 tan only
be set us?h‘i@}“i%@ldgslfﬂ@émdeH@SS@ﬂag@mﬁmﬂsds c@Sheﬁeﬂl@@iﬁ&Wn@m en to

store t hendnagix,t Oatksgaba Rasioeeit AR Jahdd liPeidtd fadiQsct, ADCEKSIIaNd R I f
ar this is the case after a CLR

t he Sl W| S&enlanddiﬁrus%{gc& Il ag Ere cl
i nstruct i onjcus S SIPHRERE rﬂn&eﬁ’(ﬂ Vi" APEkeT Y ZYTEP R et wehew val ues.
| f eit herattfhptp dhapgskelys ordhy ramdtre sepd eithouahblling GR 88l results in a CLR commnd

bei ng execut ediheSkNSAmMAlaKo &R t@tx;ﬁ%té@hagqir @ﬁ; rt&%g%rﬁ'xhﬁ% ﬂ¥§!9
attenpt to change keys or the random see out cal rst. The

ssl conna‘i‘m*%ﬂ%%de%tl‘?“ffw@%aw therelarg 1fTrugigd E@ﬁ@rﬁa? AR Bh dteﬁ vlamae for R If R
= 0, themnohdiered ehivprths amfaelﬁadstﬁni UG, mretﬂh:.yuge @mgg b iefn@te Eik Suly ugt ed
remai ns hen the chip is considered trustworthy, an

t her ef oraot‘"'?ugildumgtt cigjgllgmsfﬁeii (?to 1. Note that the setting of the IsTrusted bit
only occurs dfi#matjentiprsiosip ipteherrndd, tieCLB moraroan onst becatlsddist. dhé vi ®nt o be
reused, tihe bﬂaﬁl;&e;mﬁﬂneﬂu&h a1 EdokaBdl add e state ThFBrmisB3Joa8&Nnto MBR: a6 Safely
reprograrglﬁg%ﬁ c SR command, and fresh state information |oaded into M
using the andeﬁ commnds The SSI conmand is i npl emented with the

fol | owi ng st epde SSlgphpaniss imsleroged with @Sfollewngwtenel St epActi on 1CLR 2K1 +- Read
160 bits [T 16l4:8hh s8kdmmatdead 100 bits fromcitent] 4Checksum - Read 160
bits fromel-ent-5R <- Read 160 bits fromclient 6lK(R#0) IsTrusted E- 1

7SI Wittep eStR Action
CLR

=)

1

2 K, « Read 160 bits from client

3 K, ¢« Read 160 bits from client

4 Checksum <« Read 160 bits from client
5

6

R < Read 140 bits from client
IF (R = 0)

IsTrusted « 1

7 SIWritten < 1

83 RD - Read

Input: X, 8| X] =[160 bits, 160 bits]
Qutput; M, Sgo{X | M] = [256 bits, 160 bits]
Changes: R

The RD (Read) command is used to securely read the entire 256 bits of state data (M) from a
non-trusted authentication chip. Only a valid authentication chip will respond correctly to the RD
request. The output bits from the RD command can be fed as the input bits to the TST command on a
trusted authentication chip for verification, with the first 256 bits (M) stored for later use if (as we hope)
TST returns 1.



8.3 RD - Read Input: X, SKI[X] [160 bits, 160 bits] Qutput: M SKZ[X | M
= [256 bits, 160 bits] Changes: R The RD (Read) command is used to
securely read the entire 256 bits of state data (M froma non-trusted
aut hentication chip. Only a valid authentication chip will respond
correctly,in,the RD request. The output bits fromthe RD command can be
fed as the input bits to the TST conmand on a trusted authentication chip
for verification, with the first 256 bits (M stored for later use if (as
we hope) TST returns 1. AUTH25-SG -833Since the authentication chip is
serial, the conmand and input parameters nust be transferred one bit at a
time. The bit Yrdde aptbeniappuchip pSwis dic comroind ausrivpiraragelem ons he trangerRD conmand
is ther e&@biﬁatatﬁmksfhgbﬁordﬁrisHJSB tﬁ@@%&dﬁconﬁr@ﬂld QMBGeddYa RD tennindR9 Of X, and

bits 0-15 t n re d SKi

are obt ai tﬁeerg{)rﬁ%lgs 2 %)che l&? 8° Ttﬁlé by bltS ﬁe%t é(aét“gglﬁsrbclﬁgﬁﬂ i ﬁﬁﬁ%%%?ﬁmnd The
320 bits Wffftﬂl nvytaltIﬁendtsmﬁiélwb@hwbbyscalmﬂhmwn@mmamon Hay'sgftNdr e be fed
directly doﬂlhﬁnd 1R 3200808 vlipid 83 BElmesRE Brirss IR GBI mWhhR IR BREE, @t hese

bits to be he RD.c nd can only be used when the

fol | owi ng" c FBE%D%% g]%%“?‘rﬁeteg)fm%fm%\?tstt?‘éeﬁmmdfyl}’lﬁmncat| ng that K1, K2,
Checksum and Féfﬂq@lbetommcwnlytbpumdahetnhl@f@@hmgcmchmdaveaadmed sTrusted = 0
indicating th ds not tr it} 1 erate
random nunber eilg)%ttglncis In a]gﬁ%ag%otgdtﬁ ngc;k %m%%hr{rﬁ%% m\ﬁg%t%m m‘?%

M nTi cksRemi ni ng regi ster tcF@akhad. Once it has done so, the register
is rel oaded wikhudddrTi cks to iadGtifighd dplis @t Hisiad ST iBpeMitkd (£lecAPRE bet veen
calls to RD. Once M nTi cksF{er’nanomml :nepsaesuert?%en rel oaded with M nTi cks, the
RD conmand verifies that the rf( ave ’been tanpered with. This is
acconpl i shed by a‘?‘iﬁ@éﬁﬁlﬁl@@@eﬁé@lﬁor tths[FKERPmml}g Tegitkr togerdlp@ Onergit lagjai nst
Checksum dodddosthreifdr atréleedith MEOTIE bd QR th $ Inintrdiinte V1 ST of tine
regar dl esspﬁf whet her the keys are correct or not. If the tines are not the
sanme, an attacker can gain information about which bits are incorrect. If
t he internal Vet MindikiRomaifipd Hagbeen frtpadetl Rit Mind tckothe RB comhdné geriffies that thear al |

the key iuafsanBbiRm t&ic__@re@%@%ﬂs ﬁ%écxmagﬁédmpmtemﬁy %éﬁ'érzgmg k. [ Apd K2 are
stored as nultil evel nenor | evel Flash val ues

shoul d be& TREEE $gipst Fhe@LﬂV@rThl’si SRR 6?‘5‘3’&%@“ ?"r‘fé’t“@eféf S@ire GMeER k' subset
used t o rregerésedwhalial ihd kayadragsrectleonor. ditaamphed are hdt the sdiet anfttdckdr cdn@vlel Flash is

used, Kl 1@91@121!% agcyugwhﬁic Jn?grL ln}{&}eyt 1@&9&%&% egf?cgtlﬂ)nlfﬁgtﬂ%%q‘%(%cﬁ% cﬁ%d toa t Ot al

of 640 bits. Once the internal ys are known
checks t ¢laiell tefey ipfarmarion pd ef&é‘?"é‘ﬁféfsg?%th%?h@ 15Ky and Ko 77 plered as n&&%ﬁﬁlaﬁhs h ed by
i nt er nal Inenganide titlmnbi-1S5K Fi{siYaldeoshodldie: dsddFbrttheXerif@Mthn bld€ss instead of just the

subset used to represent valid values. For example, if 2-bit multi-level Flash is used, K; and K are
effectively 320 bits each instead of 160 for a total of 640 bits.

Once the internal keys are known to be safe, the RD command checks to see if the input
parameters are valid. This is accomplished by internally generating Sy [X] for the input X, and then
comparing the result against the input S, [X]. This generation and comparison must take the same
amount of time regardless of whether the input parameters are correct or not. If the times are not the
same, an attacker can gain information about which bits of Sg,[X] are incorrect.

The only way for the input parameters to be invalid is an erroneous System (passing the wrong
bits), a case of the wrong consumable in the wrong System, a bad trusted chip (generating bad pairs), or
an attack on the authentication chip. A constant value of 0 is returned when the input parameters are
wrong. The time taken for 0 to be returned must be the same for all bad inputs so that attackers can learn
nothing about what was invalid.

Once the input parameters have been verified the output values are calculated. The 256 bit
content of M are transferred in the following order: bits 0-15 of M[0], bits 0-15 of M[1], through to bits
0-15 of M15]. Sg3[X | M] is calculated and output as bits (-159.



conparing the result against the input SKI[X]. This generation and

conpari son nust take the sanme anount of tine regardl ess of whether the

i nput paranmeters are correct or not. If the tinmes are not the sane, an
attacker can gain information about which bits of SKI [X] are incorrect.
The only XEﬂ’Mzsfs%r the input paranmeters to be invalid is an erroneous System
(passing the wong bits), a case of the wong consumable in the wong
System a bad trusted chip (generating bad pairs), or an attack on the

aut hentication chip. A constant value&f 0 is returned when the input
paranmeters are_ wong. The tine taken for O to be returned nust be the sane
for all bad i nPRIesEFr i otaretbed vduedyming| thegpliflationef the Kbcakbnat Thisdt  was

i nval i d. Komme RNTeand RDUte pddaly@tiedivs. have been verified the output values are

calculated. T 6 bit ..content .of e transferred in the foll ow ng
order: bits Oﬁg%gfw%fiad,m %%née"&fgfgh%{lfﬁl?‘r‘?gsﬁ??‘ough to bits 0-15 of M15].
SKZ[X I M is calculated and output as bits 0-159. AUTH25-SG -84 The R
register is used to store the X value during the validation of the X, SKi
[XI pair. This is because RND and RD are nutually exclusive. The RD
command is inplemented with the followi ng steps: AUTH25-SG -85 Tabl e 16.
Steps in RD command StepAction 1IF (M nTicksRenmaining # 0) GOTO 1

2M nTi cksRemai ning - M nTicks 3Hash - Calculate SKI [Ki | K2] 40K - (Hash =
Checksum) Note that this operation nust take constant time so an attacker
cannot determ ne anything about the validity of particular bits of Hash.
51F (-OK) GOTO CLR 6R +- Read 160 bits fromclient 7Hash +-- Cal cul ate
SKITR] 8CK - (Hash = next 160 bits fromclient) Note that this operation
nust take constant tinme so an attacker cannot determ ne how nuch of their
guess is correct. 9IF (OK) Qutput 256 bits of Mto client




ELSE Qutput 256 bits of O to client 10Hash - Calculate SK2[R 1 M 111 F (K
Qutput 160 bits of Hash to client ELSE Qutput 160 bits of O to client 8.4
RND - Random |Input: None Qutput; R SK1[R] = [160 bits, 160 bits]

Changes: None The RND (Random) command is used by a client to obtain a
valid R SKl. [ pair for use in a subsequent authentication via the RD
and TST conmmands. Since there are no input paranmeters, an RND command is
therefore sinply bits 0-2 of the RND opcode. The RND command can only be
used when the followi ng conditions hawé-been net: AUTH25-SG -86 SIWitten
1 indicating that K1, K2, Checksum and R have been set up via the SSI
command; afeble J6sSten gxRdcommand ndi cating the chip is permtted to| generate
random numbgfep SEQUENCEST RND returns Qg R and SKi{R{-to ttel caller. The
288-bit owtput—af—the RND command can be fed straight into the hon-trusted
chip's RD ommnﬁ(%{[gﬂt“ﬁé‘e‘iﬂﬁ‘ﬁ&%#‘ﬁar ameters. There is no need fof the client
to store themat| all, G&meae they are not required again. However the TST
comand H—ontry 3"0,"ed.i.f the—ranrdom-nurber—passed—into—the-RD comand
was obt ai hed finsy¥ P PHErENdiEtand. |t a caller onl y cal | s| RND
multiple ti#fes, tH@hS—MuﬂeSﬁ[{LlKﬁ] pair will be returned each time. R

w || onlyagvange X ..uu... frtber—nA—the-sequence—after a
successfu gall OK‘I'_Sqia‘&S &e for nore information. Before rijeturning any
i nformati pn, the W@dmmw@tmheﬂkage¢ogst@n®uﬁseamm¢ke¢dmok®5¢sniMW not been
t anper ed hi t h by mahephdhdaRadidkds pheilldd pANFuGAMPAr i ng agai nst Ghecksum | f
t he keys Ris called
to erase any key FhrPFhation. If KE and K2 are stored as multill evel Flash
menory, the full mul tiGotre\(mIR Fl ash val ues shoul d be used for the

verificat rop—pt Hst—the—subset—usedto-—represent valid
val ues. For exarr‘ﬁi?gaﬁeaqi@lbﬁﬁa%'"}ﬁﬁlf‘{tl -level Flash is wused, Ki and K2 are
ef fective| y7320| bissls«aathlae 8gfRdad of 160 for a total of 640 bit]s
8 OK < (Hash = next 160 bits from client)

Note that this operation must take constant time so an attacker cannot determine

how much of their guess is correct,

9 IF (OK)
Qutput 256 bits of M to client
ELSE
Output 256 bits of 0 to client
10 Hash « Calculate Sy,[R | M]
11 IF (OK)
- Output 160 bits of Hash to client
ELSE

Output 160 bits of 0 to client

34 RND - Random

Input: None
Output; R, Si[R] =[160 bits, 160 bits]
Changes: None

The RND (Random) command is used by a client to obtain a valid R, Sg;[R] pair for use in a
subsequent authentication via the RD and TST commands. Since there are no input parameters, an RND
_ command is therefore simply bits 0-2 of the RND opcode,

The RND command can only be used when the following conditions have been met:



The RND command is inplenented with the followi ng steps: Table 17. Steps in
RND conmand St epAction 1Hash 4- Calculate SKI[KI | K2] OK <- (Hash =
Checksun) 2Note that this operation nust take constant tinme so an attacker
cannot deternmne anything about the validity of particular bits of Hash.
3IF (1K) Q?T CLR 4Qut put 160 bits of Rto client 5Hash - Cal cul ate SKI
[R] GOJtpul'tl bits of Hash to cllent 8 5 TST - Test Input: X, SK2[R | X]
= [256 bits, 160 bits] OQutput: 1 or [1 bit] Changes: M R and

M nTi cksRenai ni ng (or all registers i-f86attack det ect ed) AUTH25- SG - 87 The
TST (Test) command is-used to authenticate a read of Mfroma non-trusted
aut hent i ctit i onSIYelp 1 The TSTindifting that Kb rifvetidclsonsidKtigvedkentshiap FisThe S8Imand
opcode foll owed by i nput par aglhRiEmdX and SK2[R f X]. Since the
authentication is serial, this nust be transferred one bit at a tine.
The bit order®™ {dSé to MSB Pgfatpsbrebp hitpitrddospBHERRlomANTEST command i s
therefore: bits 0 2 of the TSkqepeode, followed by bits 0-255 of M bits O-

159 of SK2[R |R15°ﬂ>reuéﬂs%ot9kfa§dﬁq R]tgqtggaquerred intotal. Since the |ast 416
i nput -bits are_obtai ned e out bits froma RD command to a

non-trusted authiefthitoirriahthe RINp, °°“t’“ﬁ@dé"ﬁtbF fed stepighbin dhe somtgwtedeiin’s Mave to be
st or ed bycotumendcas the fiput phrugdt@a dherd i 8o 3kd Br tﬁc’idliexbﬁ) sPasSERtht ﬁll El@déttﬂey ark Gott he

trusted allé(&ulﬂ'@cpatghlﬁ Ei—fo'w%r ﬁpﬁ"ﬁ:ﬁ%ml.%rwlﬁ SR %%wcacd 1%&: 1¥nc{om i et %aésactl > Of %S houl d

be kept froma"RD can on
fol | ow ngcoﬁlglﬁﬂWaFBbﬁﬁneﬁéfﬁéﬁ%‘éﬁR%FGmmasﬁwl tten = 1 i nd| cating that K1, K2,

Checksum and Rfhaue obigedns RED nmulplélnalei e saoR, S,GIRMPER W bedBifkned cachiisted =

i ndi cati i,\S r enerat e, random_ nu ces.
|t cat | PSPl RELIL Gl % AERELRL St 2Rdom dudhers, sequpces.
reach O. W%@fomlauﬁas done so, the register is reloaded with MnTicks to
ensure that a e :mdﬂﬂnfglaﬁf/an@hﬂaﬁoneﬁlm cRHEEMNE S R chsdire tﬁapthg_@;s hatd ¥R TST

command g GRS b:alTikRe S Fic) Bt Sl Stae BRYC N o 2N LATRET 00 Thi s

tampered with the checksum will fail and CLR is called to erase any key information. If K; and K, are

stored as multilevel Flash memory, the full multi-level Flash values should be used for the verification

process instead of just the subset used to represent valid values, For example, if 2-bit multi-level Flash is

used, K| and K; are effectively 320 bits each instead of 160 for a total of 640 bits
The RND command is implemented with the following steps:

Table 17. Steps in RND command

Step Action
1 Hash <« Calculate Sg;[K; | K,]
2. OK < (Hash = Checksum)

Note that this operation must take constant time so an attacker cannot

determine anything about the validity of particular bits of Hash.

3 IF (—OK)
GOTO CLR
4 Output 160 bits of R to client
Hash ¢- Calculate Sg,[R]
6 Output 160 bits of Hash to client

8.5 TST - Test
Input: X, Sxo[R | X] = [256 bits, 160 bits]
Output: 1 or 0=11 bit]
Changes: M, R and MinTicksRemaining (or all registers if attack detected)



acconplished by internally generating S[KL I K2] and conpari ng agai nst
Checksum This generation and conparison nust take the sane anmpbunt of tine
regardl ess of whether the keys are correct or not. If the tinmes are not
the sane, an attacker can gain information about which bits are incorrect.
I'f the intgrnal. verification fails, the CLR function is called to clear

all the key I'nformati on and effectlvely destroy the chip. If Kf and K2 are
stored as nultilevel Flash nenory, the full multi-level Flash val ues should
be used for the verification process &/nstead of just the subset used to
represent valid values. For exanple, if 2-bit multi-level Flash is used,

K and K2 are Br{lSE{Toserqmnanbis it to suhraticalergead atM Gpm 2 600 fusted authensication of 640

bits TST a@umsrst st ébhﬁfaﬁlﬁdond}éis\baﬂhbl@s"lt &mbﬁnd’c@éﬂd@%ﬁ&lve@)ﬁ {n{aﬁ araﬁaeeﬁs ¥ val ”ﬁ ]
st t i_nput has

Sx2[ M | ted nd conpared, a
val ue. A 5| ng P{eﬁﬁ%m ?‘ %u e’?tmamhdg 3en8maf m“ftb‘fﬁ m&l"@ tﬁ‘éaté“éf h‘°"t’<’éfnd 0if
they are Qﬂ‘ileﬁ’fséﬁﬁmMsﬂ'ﬁeeaGS@m@@ndtChepqnmternaI M vaI ue is to save space on

chip, and is Alersmanads W&MfoBDnt@O-d J@JTs?frcﬁcdmytf&%Wby%ﬁd Asioye gepands. | f
the outp random nunber in the

next
sequence ults%ﬁ %ﬂz[}t‘i%"i & Eﬂ“ﬁ e E%Sﬁa‘é‘f’d 1} ’Btah 5’@“&“@3% 1P ARYEH FUTpRed edhapurte RD
and TST ditefrom bk RBdomilidnd torag@atresged eutipntiqaticin chip tthd estira ddta doetjotdverliatd th bd he entire
i nput st rétcﬂél bp ﬁr% cﬂ%ﬁﬂlst%m@m@ gan be f:?asgeﬁ' &}ecﬁﬁﬁ the trhsf8 aﬁt?en@c\égtln% E) eT §1E or can

conparlson in the TSTfunction is ys the sane. Thus no a

conpar e 85?5‘8%??51‘@??%@%?5‘Cfrhdﬁﬂ%'éerkeﬁ@lﬁla@cﬁ?lﬁ‘@@ssed before an output is
gi ven. The nexXthe T8N chomandiab edly beusgiarted tt ibwikgamdriodsiaipeen r0- bi t  maxi mal
period LESR (t el ections t and, 0 The initi 60- bi t
val ue for R |s§i§]gté§lup1 vi a thegﬁéﬁﬁgéartn*rﬁnﬁim&ks quEah ;ﬂﬁ'ﬁfgseg@ {@‘%ss}be any
random nunber except 0 (an LPSRmfqddndd with Os will produce a never-ending
stream ofe O5) .1sTFusked = 1t r ansf ormf[,ﬂg&h&sﬁﬁlﬂgﬂ@&eﬁ% Lnerdo rardlom@ftbep t 0get her,
and shifting all 160 bits right bit using the XOR result as the |nput
bit to bl59. The new R will 8unD§fsur ned on the next call to RND. The LFSR
is the sane dsadditign, callseniFBTimmstFrag for the MijlticksRelyaining fvgister torpadh@k@me fibas 0 t 0 be
ret ur ned &fd8) de?deidi flrelDBed B MRS foQhsuft! that Qﬂ&lm&uﬁmﬁk%%&apsé ﬁé%ex?éaﬁsac kers
can |l earn ﬂ%lehl ng about what was invalid about the input. The TST command
IS |rrple d with the follow ng steps: Table 18. Steps |n TST command

St epActi on 11 Ah¢ NhdomolesRemmhaaksigmakeG)re Wﬁ@k&ysﬁhﬂemaﬁbakﬁﬁ&mi Thisig - M nTi cks
3Hash F- ag;,%ln fr!;hl&lt Ma[lﬁen&adﬁgk[ﬁl %] 5nd(:m1t§a 9&‘?6}%&&5@1 '@Q%gneltapo%tané hi's
oper ati on rrust ta e cons I'e sO an cannot erm ne anyt hi ng
about th éoiq;qglpfoehhpgf take thﬁg:melaref”né@’ tipe xegardlpss plyed p(her the keys are correct or not. If the

times are not the same, an attacker can gain information about which bits are incorrect. If the internal

verification fails, the CLR function is called to clear all the key information and effectively destroy the
chip. If K; and K, are stored as multilevel Flash memory, the full multi-level Flash values should be used
for the verification process instead of just the subset used to represent valid values. For example, if 2-bit
nmlti-level Flash is used, K; and K; are effectively 320 bits each instead of 160 for a total of 640 bits

TST causes the internal M value to be replaced by the input M value. Sg,[M | R] is then
calculated, and compared against the 160 bit input hash value, A single output bit is produced: 1 if they
are the same, and 0 if they are different. The use of the internal M value is to save space on chip, and is
the reason why RD and TST are mutually exclusive commands. If the output bit is 1, R is updated to be
the next random number in the sequence. This forces the caller to use a new random number each time

- RD and TST are called.

The resultant output bit is not output until the entire input string has been compared, so that the
time to evaluate the comparison in the TST function is always the same. Thus no attacker can compare
execution times or number of bits processed before an output is given.

The next random number is generated from R using a 160-bit maximal period LFSR (tap

selections on bits 5, 3, 2, and 0). The initial 160-bit value for R is set up via the SSI command, and can



5F ((-WOK) OR (R - 0)) GOIO CLR 6M - Read 256 bits fromclient 7Hash <-
Calculate SI [RI M 8Hash - (Hash = next 160 bits fromclient) Note that
this operation nust take constant time so an attacker cannot determ ne how
much of their guess is correct. 91F (OK) Tenp <- R Erase - R Advance TEMP
Vi a LFSRFﬁ ssG€MP 10Qutput | bit of OKto client Note that we can't sinply
advance |rectly in Step 9 since Ris Flash nenory, and nmust be erased
in order for any set bit to beconme 0. If power is renoved fromthe
authentication chip during Step 9 aft8r erasing the old value of R but
before the new value for R has been witten, then Rwl| be erased but not
r epr ogr arfvew ranemppieheesxee0 fial Sk fled with Grarill pprves 2 feesTendingadam pf Osj &tis R=0, a

situatio maedﬁrmemsmmﬁg&nmtﬁ &rds(ﬁ)geﬁ& Al 6hi ik AN 6@Wids ﬁgﬂf@ bit usSIg%{a xprdet ect s

thls event S che f K, _and K nif the
ot k. el B R e T B e a0 o Bt S SRRk B 160- bi «
Fl ash r eg §eighovngn FiR Sand a Validity Bit, toggled after the new val ue has

been | oaded. |I¢Iot4'tﬁa‘ith@mneQﬁéﬁ%rlom&ﬂeqaﬁgedlﬁ%mﬁ@l“%mkt@p{h@%@tfcfi‘El'lQa'a11Ip9t5 sd €asons
an extra 160-bit Flash register

of space, space, al i
woul d be t%f‘g%%afhemﬁf{] a?‘HT g““&ﬁ'?%b‘glﬁtwﬁl%’alﬂﬁb°“t\]i\71“?‘§ Input: CQutput: None
Changes: M, Jh[eszCdmntasqupan&c(dMnme@llowmamd is used to update t he

witable @JbieSISOJtepkvin%{I]E&fuﬁHn&]g auttrenttcatTonr—chip—state datp. The WR
command by itself is not secure 1t must be followed by an auf henticated

read of M“(W/l a RD command) to ensukdot hat the change was npmde as
speci fied] The Ipmdnﬁ lopd Dy pasSing the WR command|l opcode
foll onwed py the new 25 @1? of data to be witten to M Since the
aut hentication chip is % aI t he new value for Mnust be trjansferred one
bit at ati#e. ThMﬂﬁﬁlmmﬂmﬁxgk—SMmBksto MSB for each conmmand clonponent. A WR

command i 573 Hash « Calculate Sg,[K; | Ka]
4 OK « (Hash = Checksum)

Note that this operation must take constant time so an attacker cannot

determine anything about the validity of particular bits of Hash

5 IF ((—OK) OR (R = 0))
GOTO CLR
6 M ¢ Read 256 bits from client
7 Hash < Calculate Sgo[R | M]
8 Hash ~ (Hash = next 160 bits from client)

Note that this operation must take constant time so an attacker cannot

determine how much of their guess is correct.

9 IF (OK)
Temp < R
Erase « R
Advance TEMP via LFSR
R ¢« Temp
10 Output 1 bit of OK to client

Note that we can't simply advance R directly in Step 9 since R is Flash memory, and must be
erased in order for any set bit to become 0. If power is removed from the authentication chip during Step
9 after erasing the old value of R, but before the new value for R has been written, then R will be erased

but not reprogrammed. We therefore have the situation of IsTrusted=1, yet R=0, a situation only possible



therefore: bits 0-2 of the WR opcode, followed by bits 0-15 of M O], bits
0-15 of M 1], through to bits 0- 15 of M 15]. 259 bits are transferred in
total. The WR command can only be used when SIWitten = 1, indicating that
K,, K2, Checksum and R have been set up via the SSI conmand (if SIWitten
is O, thegbﬂ_(}2 K2, Checksum and R have not been setup yet, and the CLR
command is calsi ed instead). The ability to wite to a specific Mn] is
governed by the correspondi ng Access Mdde bits as stored in the AccesshMde
regi-ster. The AccessMbde bits can be-$t using the SAM conmand. Wen

witing the new value to Mn] the fact that Mn] is Flash menory nust be
t aken i nt e PR aGGk- Stepp deteckidhinyvens (ap relhgs e cheglsef K anddfoh sldakesaqtipntiften t he .
appropr i aineckhs deectst . Si nce these two steps occur on different cycles, it

| eaves the pog’ﬁ‘r.‘%rolbfem¥an%e avmdte% khawF A ste fgtbgt%giﬁ] r&glst %rq)v\?qllﬁlg/ﬁ{ i Sf 'lt’]gl‘

erasure, but
advant ageicggsdafier &F?%YCY@@F hilsr‘?ﬂend@ﬂ?qigﬁ bdsneg beenmcﬂé@dd % imtpdenivfitmdon 6haeaged to O by

this Weancﬂ’s;baSe Bt ifd@ip é}ﬂ&&ﬂ&v@s@ﬁaﬁ@&ﬁoﬂaﬁaﬁtrég?s&k%m&&%e@lu RAWS guétﬁﬁs\et ten any
val ue u5| command anyway. A Read Only M n] change O by this

means al | ovvs a i onal known t ext pair (where the Mn] is O instead of
t he ori gi nal vlablua). For fut Me.tB&6tsh] val ues, they are already 0, so no

i nformation |solq Men.  Audgecrenment Only Mn] changed to O sinply speeds up

the tine in é t he consumable is wused up. It does not give any new

i nformation to-4H8%tt acker tH4t using the consumable would give. AUTH25- SG
-90 The WR conb#iRdWrae)conphaadiznted tb uptidtdrhd mm@mm@n@ﬁepaﬁheﬂiahloﬁ 19. Steps

|n WR cormmad. SheRiCik hbPEERaAND Sho0 17 oFR! %g?apsne{uﬁ Seddelldy 10

2Tenp <- Read bits fromclient M +- Access to t he
previ ous Wé‘i‘i?eRQLT_"PH(“T‘B fRpFnsure\fat ﬂ*ﬁf})aﬂ%ed@ﬁ’ﬁﬁjﬁ ps®efified unsi gned] EQ :. (Temp =
M-, n]) SVE <-The MW combijd is/callddAlvbassibdSH WA céalghantl oftcbddVb1EwhINSIYe nbw 256 bits
( DeC Enco WRke! & ge \Vntl:e;Do)M Since the authentication chip is serial, the new value for M must be transferred
| one bit at a time. The bit order is LSB to MSB for each command component, A WR command is
therefore: bits 0-2 of the WR opcode, followed by bits 0-15 of M[0], bits 0-15 of M[1], through to bits 0-
15 of M[15]. 259 bits are transferred in total.
The WR command can only be used when SIWritten = 1, indicating that K,, K,, Checksum and
" R have been set up via the SSI command (if SIWritten is 0, then K;, 'Kz, Checksum and R have not been
setup vet, and the CLR command is called instead).

The ability to write to a specific M[n] is governed by the corresponding Access Mode bits as
stored in the AccessMode register. The AccessMode bits can be set using the SAM command.

When writing the new value to M[n] the fact that M[n] is Flash memory must be taken into
account. All the bits of M[n] must be erased, and then the appropriate bits set. Since these two steps
occur on different cycles, it leaves the possibility of attack open. An attacker can remove power after
erasure, but before programming with the new value. However, there is no advantage to an attacker in
doing this:

. A Read/Write M[n] changed to 0 by this means is of no advantage since the attacker could have
written any value using the WR command anyway.
. A Read Only M[n] changed to 0 by this means allows an additional known text pair (where the

Min] is O instead of the original value). For future use M[n] values, they are already 0, so no

information is given.

. A Decrement Only M{n] changed to 0 simply speeds up the time in which the consumable is
used up. It does not give any new information to an attacker that using the consumable would

give.




6DecEncount ered <-
((AM = NVBR) A EqEncountered A LT) EgEncountered <-

((AM -

MSR) A LT) v ((AM = NVSR) A DecEncountered) v
((AM= MSR) A EQ vV

((AM = NMSR) A EqEncountered AEQ Advance to the next Access Mdde set and

wite"the new M -in]

91 F(n~0) GO

Qut put :

Access

8.7 SAM - Set AccessMde | nput:
= [32 bits] Changes:

AccesshMbdebew,

if applicable 71F (WE) Erase M-in] M-in] <- Tenp 8Un
= [32 bits]
AccessMbde The SAM (Set Access
Mbde) conmmand is used to set the 32 bits of the AccessMde register,

and

is only available for use in consumabl9% -aut henti cati on chi ps (where the

I sTrusted flag = 0).

AUTH25- SG -91 The SAM command is called by passing the

SAM command opBSdER fosriasiieirlsyperedydthificfolipaingstepst hat is used to set bits in

t he Acces$WRfEor 6k SRR comad@ e L Ne autnenticationchip s serraf,] the data
must be ransferred one bit..at a time. The bit order is 1LSB to MSB for
each comrangteﬁorrponent. A SAM conmand |A§"‘t“her efore: bits 0-2 of the SAM
opcode, foll Ovved[iégEnbciuhtSre&)t—:Bl of bits to be set in AccessMde. 35 bits are
transferred in t%ﬁgc ﬁ A&cessl\/bde register is only cleared to [0 upon
execution|of a CCREOMTEAS " Since an access node of 00 indicates an access
node of RW (readhwriie), not setti i ng any AccessNbde bits after a| CLR neans
that all D} vt L.cllfe 9§ Il&adjlﬂblu I(I)ll(li(l.‘.u wtten—to—The—SAM bUIIIIﬂ.IId el Yy sets
bits in the AccesSNbde Teqi ster lé%nsequentl y a client can chande the
access nodé bits Aﬁ\bf—MasiMdde[em RWto RO (read only) by settl ng the
appr Opl’i al EOIHﬂai‘Eﬁofhé' r@vm?xé 1 WOT u and—catt-i g SAMwHth—that—32=bi t val ue
as the input n;ar;amalrJ lﬁm S aI lows the programm ng of the access nbde
bits at d 1‘ferer1‘~T1<Tfi’@§lp<b@1ﬁlﬁhp£°0apaﬂmnf1$@5m¢@] stages of the manuflacturing
process. For exafRl erembbgLeed only random data can be witten tjo during
the initiplkeylprogranming stage while allowing a secand praogrlamm ng
stage for|?tens KFetr (AY =d6Rsamabl e serial nunbers. Since the SAM|conmand
only sets|bits, |the et(fggpngls)ﬁtpr)@I | ow t he access node bits corriespondi ng
to Mn] tp progress fromRWto either MSR, NVBR, or RO It should be noted
t hat an ((AM = NMSR) A (DecEncountered v LT))
6 DecEncountered ¢ ({(AM = MSR) ALT) v
{(AM = NMSR) A DecEncountered) v
((AM = NMSR) A EqEncountered » LT)
EqEncountered « ({AM = MSR) A EQ) v
((AM =NMSR) A EqEncountered AEQ)
Advance to the next Access Mode set and write the new M[—n)] if applicable
7 IF (WE)
Erase M[—n]
_ M[—n] <— Temp
8 Un
9 IF (n#0)
GOTO 2
8.7 SAM - Set AccessMode
Input; AccessMode,.,, = [32 bits]
Output: AccessMode = [32 bits]
Changes: AccessMode
The SAM (Set Access Mode) command is used to set the 32 bits of the AccessMode register,

and is only available for use in consumable authentication chips (where the IsTrusted flag = 0).



access node of MSR can be changed to RO, but this would not help an
attacker, since the authentication of Mafter a wite to a doctored

aut hentication chip would detect that the wite was not successful and
hence abort the operation. The setting of bits corresponds to the way that
Fl ash me works best. The only way to clear bits in the Accesshbde

regi sterm{or exanpl e to change a Decrenent Only Mn] to be Read/ Wite, is
to use the CLR conmmand. The CLR conmand not only erases (clears) the
AccessMode register, but also clears-tthe keys and all of M Thus the
AccessMbde[ n] bits correspondl ng to Mn] can only usefully be changed once
bet ween CLR cofitendscomppgs isaleddby neseireths AN eamgnandercerieiplipwdd be 2 82-bit yabie

AccessMbdgat EsQ@dStf A bit ﬂlftﬁeeiccésﬁ@odagﬁf@t@rpglh@tt& afhdnBcatilANS tl&@r@alf' 1R Qhta %ﬁ's@ bd O |VI) 3 €
i nput para npu rageter o ccessMbde
will not GE %%“eé’ at“"”cf 1‘1‘1‘%#81%8’#&%%@‘@8?‘?’8%{’ ‘gfﬁ‘raﬂ%ma’ﬁ"”}&ﬁt 8%‘?%de will be
ret ur ned tomekds @afsfplerblts R ef BAMNM orvndenidlidved bintpts 843 pitbéeltont tehint he f ol | owi ng
st eps: Ta,mc@_sﬁgh&ggtbgpag;e&agsf%nqgmand St epAction 1Tenp F Read 32 bits from

client 2SetBits(Acce de, ut 32 bits of AccesshMde to client
8.8 GT - Get I'ETFY fe$‘ﬁ%&°®ﬂ8ﬁ%‘ﬂ8rwsxe§@°ﬂ9fﬁ%cﬁwm di¥reralted = [1
bit] Chamgesnodpoite nfifvetes@h iccésSobdd of BMBhdehlite)cannivaing adySiceesbdt Gisshiad t he

_ current V@Mﬁea%‘tha&Q?of'ﬁ&ﬁﬂé&%oﬁ&dgﬁnek%e authentication chip. If the bit
returned is the authentication chip is a trusted System authentication

chip. If the bThF SAMcgPRE oply sg bitp Héhea‘\ifq%wl‘: EEbForPieHRestly aclignt gasns umabl e

aut hent i cétrigote ahéspmodd b Ir M[nnmmmwe@me (r8ddnigf bySéfifglthe abﬂﬂ@)n'ﬁh BitsGOAIR n]g |
d i he tra erre

opcode. %thv&?d m%ﬂﬂ:'#]sﬁﬁﬂ&ﬁ ﬁt \I%ﬂl E éb 1{11)11?%&&1%#51’ Tfup AII%HMG }I;ﬁgﬁfanan % r}s

one bit at a tinme or eac orrponent
A G T corffeiesssaeds ispkdifeat %‘@eﬁatpe’é@sb'i‘%‘fﬁef%ts?gﬁfomﬁ@m@fa‘rm@’@@ms Fx total of 3
bits are exioipd)8if &ad @0 ranfibg d4ak &nsamﬂd) duﬁngmﬁmhmmtpﬁ@mmntﬂg shiewkil | ow ng

step:  TabkiGuifda secthRarhiin dof AMBALRLERnbuhiil dc2n PR | STruUStEd DIt tO

clie
Since the SAM command only sets bits, the effect is to allow the access mode bits

corresponding to M[n] to progress from RW to either MSR, NMSR, or RO. It should be noted that an
access mode of MSR can be changed to RO, but this would not help an attacker, since the authentication
of M after a write to a doctored authentication chip would detect that the write was not successful and
hence abort the operation. The setting of bits corresponds to the way that Flash memory works best.

The only way to clear bits in the AccessMode register, for example to change a Decrement Only
Min]j to be Read/Write, is to use the CLR command. The CLR command not only erases (clears) the
AccessMode register, but also clears the keys and all of M.

Thus the AccessMode[n] bits corresponding to M[n] can only usefully be changed once
between CLR commands,

The SAM command returns the new value of the AccessMode register (after the appropriate bits
bave been set due to the input parameter). By calling SAM with an input paramester of 0, AccessMode
will not be changed, and therefore the current value of AccessMode will be returned to the caller.

The SAM command is implemented with the following steps:

Table 20, Steps in SAM command
Step Action
1 Temp < Read 32 bits from client
2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client

8.8 GIT - Get IsTrusted
Input: None



8.9 SMI' - Set MnTicks Input: Qutput: None Changes: M nTicksle,,, = [32
bits] M nTicks The SMI (Set M nTicks) conmand is used to set bits in the
M nTi cks regi ster and hence define the m ni num nunber of ticks that nust
pass in between calls to TST and RD. The SMI command is called by passing
the SMI c ngd opcode followed by a 32-bit value that is used to set bits
in the M%&s register. Since the authentication chip is serial, the
data nust be transferred one bit at a tinme. The bit order is LSB to MSB
for each command conponent. An SMI corfdand is therefore: bits 0-2 of the
SMI' opcode, followed by bits 0-31 of bits to be set in MnTicks. 35 bits
are transferrcQUPH:EbrEd=[THE M nTicks register is only cleared to O upon
execution of acKdRscomemge A value of O indicates that no ticks need to

pass between | | -based functions. The function her efore be
called as fr egﬁlgrﬁ}ﬁ 5&5};’??%%%8%%&3?&% 5EL8 T e Y Vﬁ‘&?%ﬁ@“@%ﬂ%&“%e chip
to run. SuheuicgiecSMI teditrmed il he sdegicion ship is heusefl Sptm dudertiontial | ow a

client tongetr e b RlubRd is 8Nk AibiicatibdiBaS&ndulisord JuiBndgh . f further calls
are made. Sett%ggra bit that s a}I re set has ng effect, and setting a

bit that is cl %ﬁf"?ndsc@?sifgést’%p $1p R wEmaicpeodo ke i hericanyhdinddt t  ng of
bi ts cor resghdinemsust by tahpéeredgne bit Etattimg| The bit eréamipLpB wovLEs fobest combagl onl y way to
C! ear bi tc%miztﬂleﬁth@GM c@ﬂﬂn%%s tﬁ@gérggeﬁ{ as bitsQ)EZ &ﬁl@'@ﬁ' &Jc&fg J&B%Mg bk a¥ea| ue of 10
ticks to a value of 4 ticks, is to use the CLR conmand. However the CLR
command cF84¥%%t he M nTi cks register to O as well as clearing all keys and
M It is ther efoGE weslagssinpbmeadl véthiledipiving ilpus t he M nTi cks regi s'éer can
only useffEtiyiae_ch ' e between—CERcomrands——Tthe SMI' command i s
irrp|yem3 ft“*hl'e\%}'?%"%“gﬁg"g gﬁve\ll}’ng steps: AUTH25-SG -93 Taple 22. Steps in SMI
command |St 88Rctli on | Tenp F Read 3%tipits fromclient 2SetBits(M nTicks,

Tenp) 9 {Pragr annoui@: Kokhdamiklatd 0N Chi pS AUt henti catiop chi ps nmust be

pr ogr ammed—wth—tegi-calyr—seeure—informationina physically secure

envi ronment. Consequently the progranm ng procedures cover both | ogical and
physi cal &kecuriM¥-SetModidal security is the process of ensuring that Ki,

K2, R and theypgandom M n] valigs.arepgeagrated by a physically random

a conputer. It 1s also the process of ensuring that
process, and né)lftputgy Nrggc p g

Changes: MinTicks

The SMT (Set MinTicks) command is used to set bits in the MinTicks register and hence define
the minimum number of ticks that must pass in between calls to TST and RD. The SMT command is
called by passing the SMT command opcode followed by a 32-bit value that is used to set bits in the
MinTicks register. Since the authentication chip is serial, the data must be transferred one bit at a time.
The bit order is LSB to MSB for each command component. An SMT command is therefore; bits 0-2 of
the SMT opcode, followed by bits 0-31 of bits to be set in MinTicks. 33 bits are transferred in total.

The MinTicks register is only cleared to 0 upon execution of a CLR command. A value of 0
indicates that no ticks need to pass between calls to key-based functions. The functions may therefore be
called as frequently as the clock speed limiting hardware allows the chip to run.

Since the SMT command only sets bits, the effect is to allow a client to set a value, and only
increase the time delay if further calls are made. Setting a bit that is already set has no effect, and sctting
a bit that is clear only serves to slow the chip down further. The setting of bits corresponds to the way
that Flash memory works best.

The only way to clear bits in the MinTicks register, for example to change a value of 10 ticks to
a value of 4 ticks, is to use the CLR command. However the CLR command clears the MinTicks register
to § as well as clearing all keys and M. It is therefore useless for an attacker.

Thus the MinTicks register can only usefully be changed once between CLR commands.

The SMT command is implemented with the following steps:



the order in which parts of the chip are programmed is the nost logically
secure. Physical security is the process of ensuring that the progranm ng
station is physically secure, so that Ki and K2 renmain secret, both during
the key generation stage and during the lifetime of the storage of the
keys. In addition, the programming station must be resistant to physical
attenpts to obt ain or destroy the keys. The authentication chip has its
own security mechani sns for ensuring that K, K2, and Checksum are kept
secret, but the Programm ng Station m#St al so keep K, and K2 safe. The
physical .. security of the programing station is nentioned briefly here,
but has [aFebleR2.iStees dEMTwermmandf jts own [85]. 9.1 Overview After
manuf act UM &gepan [alT NENTT cati on ch;g@ioﬁmst be programmeqg before it can be
used. | n—aH—-chips—values-for and K2 must be established. If the chip
i's destijedl to té['é’aPSy%"P‘é}ﬁbatﬁlf“I’f’éﬂt"'Ftcatl on chip, the ilnitial value for R
must be jdeterm r@dtBltd(Mmtmﬁe Chipp 1S déStined to be a cgnsumabl e
aut hent i ‘eat+on—<€hipr—Rmust—be—set—to—0,—and—+nitial—val ues for M and
AccessMbde nust be set up. The follow ng stages are therefore identified:
0. Manuf att ur ePrégraPaingrAwihenticatiineChdmst | on bet ween Systens and Consumabl es 2.
Det er ni ne KeysAJﬂQﬁncmtcaﬁg&namé pgglaaﬁmhﬁ%aéu s%frcﬁﬁﬂa?nﬂﬁon% PehlyGkesiy T O

n

Systens and Consumabl es Pr.ogr am Keys om Seed, M nTi cks and Unused M
5. Prograni St Sy e et 5"%??‘1‘8169&186}@8’@%’&% PRFFOETY T RYCEirAh @MY S5 % m i s no

| onger r eqw r elbgictl h@urdly tsdte nedesaefteivernsiteak., BH Redid pe eadonbd(n] vausee. This is
easily aﬁ div$ B S4By Pa‘?:@JnP;g&@m&ant Bea %%ﬁerslrt Roksd tﬂgpré’éess%%%%ﬁé%&ga' n.

Each of Eta ges_Is exam ned he 'su guent sect’1 ons -SG -94
9.2 Stagd™ " WSEWP@%WPWWWdﬁﬁﬁﬂP &aefsplly seprequt hent i cati on chi ps
is outlined i rPhsmaI se@ity 10he focat bh@kurig thi die pogrameiiig Sih&)nﬁﬂi:ﬁﬁichlﬁfsecureﬂ%e

al gori t hngy, ﬁngl BmP ﬁ?ﬁ&h hRinfRL ke?zg%%}aﬁcln’st Md ﬁwﬁﬁg %mge_‘fofﬁﬁ%%}agel

security. St an processes-are used

manuf act FE PR 5°Y§t1%@‘éltwlt H’ép’éﬁ‘?‘ﬁ’éﬁﬁ PRLQR FIgH bww@@tta@as%stf%fs Eoblimiong

pr ogr anestropiht keyp ahé aumdﬂﬁaxuoﬁasﬁhaprmgmammy thB@kRsmis Jor laﬁsurJnE/&@t Kleﬁi afechani sm
A theft qf auth n S bet

progr arrmcgng st a%?%ht Sgcrét% ttgemr‘%ammo%/ i ?‘Flsg)alson(ege msf}nJIE Sagt ur %hP' Sl%gt h bl ank
chi ps. THrarigef&e VO%WFW“S@S mﬁrh@neéan@yéﬁe bt betresttiredecingnt s ey not

anyt hi ng [aqt hent| cated by authentication chips. Since the progranm ng
station onl“y mechani sm wi t h consumabl e and system product keys, a

cl one manu 1f act rer*woul d not be
After manufacture, an authentication chip must be programmed before it can be used. In all

chips values for K, and K, must be established. If the chip is destined to be a System authentication chip,
the initial value for R must be determined. If the chip is destined to be a consumable authentication chip,
R must be set to 0, and initial values for M and AccessMode must be set up.

The following stages are therefore identified:;

Manufacture

Determine Interaction between Systems and Consumables

Determine Keys for Systems and Consumables

Determine MinTicks for Systems and Consumables

Program Keys, Random Seed, MinTicks and Unused M

=

Program State Data and Access Modes
Once the consumable or system is no longer required, the attached authentication chip can be
reused. This is easily accomplished by reprogrammed the chip starting at Siage 4 again.

Each of the stages is examined in the subsequent sections.



able to programthe chips with the correct key. C one manufacturers woul d
be able to programthe blank chips for their own systens and consunabl es,
but it would be difficult to place these itens on the market w thout
detection. In addition, a single theft would be difficult to base a

busi ness EUQ&# nd. 9.3 Stage 1: Determine Interaction Between Systenms and
Consumabl es The deci sion of what is a System and what is a Consunabl e needs
to be determ ned before any authentication chips can be progranmed. A

deci si on needs to be nade about which9%oensunabl es can be wused in which
Systens, since all connected Systens and Consumabl es nust share the sane
key mfo??ratlﬁfﬁﬂeo'-l'm?“fwﬂ% need to share state-data usage mechani sns even
if sone of thesldh@rRMRhaiNT a@fentidaliAlchifdt ibeyR shabn Y0ef nlB&Re faker M ned.
A sinple exanple is that of a car and car-keys. The car itself is the
System and tne e car-keys are the consumables. There are several car-keys
for each car, Bwelgortlontand shinmgocess & ngtapamiak end réqnife nermediad secarsy. Statvarddipeici f i c
car. Homepf&;@ssgagrﬁseqar (Syster‘r) woul d contain a different key (shared by its
car-keys), singce we %o nt car-keys fromone car working in another.
Anot her exanpl® €24 e v aa““ﬁﬂ%i%&é?ﬁ%*“ﬁ“f‘?&?“ﬂ“@hﬁ? fead bébﬁ%ﬁp(“?g&ﬂ"}ﬁi t oner
car t ri dgevithipartigilarsteprogtags.fbert y@o Pidt tec opiharism. s t he System and the t oner

cartridge is t,hﬁle@mwﬁam&ch!a@w&m&ﬁ‘pﬂﬁ&mﬁr&qﬂ dﬁ&%?] to what
conpat i bi | ere is to be between cartridges an ot 0Co| |ers he

deci si on "“i”(é’éo"ﬁlfg’F&'P’?eé%f‘PTfV“B‘eé’HhWé‘&éh’P%TP‘%P ygfmpqugsebqhg,sg}e@ | packagi ng of
t he t onerauGentitationlehdys, oawmpahadiatictiedigyesthernbdibn Gips \S@iE the frbgraniniingstafionw model
phot OCOpIIQﬁE Bﬁ‘fﬁ&ha@xﬂ tw@ﬁ g‘l@lﬁlll i mﬁd%%téﬂ gh%lctfkgyrs atcl&)%% mgngﬁ t@xler'w W&%@t be

aut hent i catl on chltgs are usecf e’ comnmponent's rrus t oget her nust
share t hebledqrsograthe ships widhie saact kevnClappamany fagthrerevgul bteylﬂetoafogr@eﬁe kel e

reqU| r es chipgliof ﬂhﬂf @intsysoims amf coﬁl;uMibﬁjzbrbgtﬂ\ﬂ/((uIdl‘be digiicalt © plad tBeke iterndbd AOBGRt he way
i n which r.0 | AL L, aallcat on, the nethod of
al | ocat i n\’gﬁhh‘%{d&%ﬁg‘ g%téo\eﬁgar%gge [r?] BQID Cpt%cunt %baseabu]g A 5-SG -95 Define
t he consibl egtﬁeét]éﬂﬁmﬂammact?p@eﬁ‘ﬁ%smw ang&onsymakles\ n] regi sters aside

f or Lut ur e userhé ddeisfo ini]:léﬂﬂz) Systgﬁtandvt?}ﬁﬁéfa @&sﬁﬁbl@ n@fto RERA M Yetork IQ:% val ue
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the specific car. However each car (System) would contain a different key (shared by its car-keys), since

we don't want car-keys from one car working in another.

Another example is that of a photocopier that requires a particular toner cartridge. In simple
terms the photocopier is the System, and the toner cartridge is the coﬁsumable. However the decision
must be made as to what compatibility there is to be between cartridges and photocopiers. The decision
has historically been made in terms of the physical packaging of the toner cartridge: certain cartridges
will or won't fit in a new model photocopier based on the design decisions for that copier. When
authentication chips are used, the components that must work together must share the same key
information.

In addition, each type of consumable requires a different way of dividing M (the state data).
Although the way: in which M is used will vary from application to application, the method of allocating
M[n] and AccessMode[n] will be the same:



Table 23. Car's 256 Mbits M n] AccessDescription ORCKey nunber (16 bits)

1- 4ROCar engi ne nunber (64 bits) 5-8ROFor future expansion - 0 (64 bits)

9- 15RORandom bit data (112 bits) If the car manufacturer keeps all |ogical
keys for all cars, it is a trivial matter to manufacture a new physical

car - key f’ﬂ’[[ %I ven car should one be lost. The new car-key would contain a
new Key u in MO], but have the sane Ki and K2 as the car's

aut henti cati on chip. Car Systens could allow specific key nunbers to be
invalidated (for exanple if a key is-l%st). Such a systemm ght require
Key 0 (the master key) to be inserted first, then all valid keys, then Key
0 agai n.* Onl yPethpbecopginable kg datafenspbadifinow work with the car. In the worst
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Phot ocopigf; s £38 %/Ilbl ts M n] AccessDescription ORCSerial nunber (16 bits)
1ROBat ch nunber E bits) 2MSRPage Count Remaining (32 bits, hi/lo) 3NVSR
4- TRCFor- fut ur%lpmmi’waﬁ"i@ agsgajatdsi cprskeysgA 16RORa meluher I mbredat enogh28 bits) | f
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with the s’falrieBsSig’tSQﬁﬁMgth. 3 Exanple 3 Consider a Polaroid ¢anera consumabl e
cont ai ni Mg~ A@pPOT 05 3l d 6= I T COUNtdOWT, L5 ad L that is—required to store
t he nunber Onf photos renninijng

RO Key number (16 bits)
1-4 RO Car engine number (64 bits)
5-8 RO For future expansion = 0 {64 bits)
9-15 RO Random bit data (112 bits)

If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a
new physical car-key for a given car should one be lost. The new car-key would contain a new Key
Number in M[0], but have the same K, and K as the car's authentication chip.

Car Systems could allow specific key numbers to be invalidated (for example if :;1 key is lost).
Such a system might require Key 0 (the master key) to be inserted first, then all valid keys, then Key 0
again. Only those valid keys would now work with the car. In the worst case, for example if all car-keys
are lost, then a new set of logical keys could be generated for the car and its associated physical car-keys
if desired.

The Car engine number would be used to tie the key to the particular car,

Future use data may include such things as rental information, such as driver/renter details.
9.3.2 Example2

Suppose we have a photocopier image unit which should be replaced every 100,000 copies. 32
bits are required to store the number of pages remaining. ‘

The 256 bits of M could be divided up as follows:



The 256 bits of Mcould be divided up as follows: Table 25. Canera 256 M
bits M n] AccessDescription ORCSerial nunmber (16 bits) 1ROBatch nunber (16
bits) 2MSRPhotos Rermaining (16 bits) 3-6ROFor future expansion = 0 (64
bits) 7-15RORandom bit data (144 bits) The Photos Renmi ning value at M 2]
allows a r. of consumable types to be built for use wth the sane
camera System For exanple, a new consumable with 36 photos is trivial to
program Suppose 2 years after the introduction of the canera, a new type
of camera was introduced. It is able%e use the old consumable, but also
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Consider a Polaroid camera consumable containing 25 photos. A 16-bit countdown is all that is

required to store the number of photos remaining,

The 256 bits of M could be divided up as follows:

Table 25. Camera 256 M bits
M[n} Access Description
0 RO Serial number (16 bits)
1 RO Batch number (16 bits)
2 MSR Photos Remaining (16 bits)
3-6 RO For future expansion = 0 {64 bits)
7-15 RO Random bit data (144 bits)

The Photos Remaining value at M[2] allows a number of consumable types to be built for use

with the same camera System. For example, a new consumable with 36 photos is trivial to program.

Suppose 2 years afier the introduction of the camera, a new type of camera was introduced. It is

able to use the old consumable, but also can process a new film type. M[3] can be used to define Film

Type. Old film types would be 0, and the new film types would be some new value. New Systems can

take advantage of this. Original systems would detect a non-zero value at M[3] and realize

incompatibility with new film types. New Systems would understand the value of M[3] and so react

appropriately. To maintain compatibility with the old consumable, the new consumable and System

needs to have the same key information as the old one. To make a clean break with a new System and its

own special consumables, a new key set would be required.

9.3.4

Example 4




9.4 Stage 2: Determ ne Keys for Systens and Consunmabl es Once the deci sion
has been nade as to which Systens and consumables are to share the sane
keys, those keys must be defined. The values for K1, K2 and their
correspondi ng Checksum nust therefore be determined. In nost cases, Kr and
K2 will b&ﬂ%_@grat ed once for all time. Al Systens and consunabl es that
have to workK together (both now and in the future) need to have the sane Ki
and K2 values. K, and K2 nust therefore be kept secret since the entire
security nmechanismfor the Systenf Condiinabl e conbination is nmade void if
the keys are conpromised. If the keys are conprom sed, the danage depends
on the nunber @msidy 3 printas conpiehable prstainins B dnks: cgandnagpnta, endyellowpEaghink bmeuhey can be
repr ogr angesk dewkhdated @paritain- conprom sed keys: In the case of a photocopier
wi th toner carfrigdges he worst case_|{s that a clone manufacturer could

t hen manuf act u{ﬁgb?(ﬂ)m?f%wdé’ﬁ ‘ﬁ‘gﬁﬁpc@‘%lfolll%vﬁ'chi ps (or worse, buy them,
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set of keys hisileads to tMo possihle general scenarias] The first is
that after % he cal andR@ar - kleSesalapmbeptlogitshrmed with the keys, K, and K2
are del etled so no|recogd of [[B&hhuMstl168S5isi € Kept, nmeaning|that there is no
way to geaprem-se—K—antd—K2-However—no—npre—car—keys—ean{be nmade for that
car withqut® reprbgraMitng t he R Fading (FARSAeL i on chi p. The second
scenarioji & that {he M™BRmanufacturer keeps Ki and K2i and new keys can be
made for e car. [A CQERr OM Si, e Snai %@ 8aAgs _t rat soreone coul d meke
a car-key specifically for a particular car. AUTH25-SG -98|The keys and
random dat & used {n tM4SBut henti cation chi ps nust therefore be generated by
a neans |that 1S hon- dsker m Ny &bw RedaninQpPhiei@loy conputer generated
pseudo-r'ndlam Arufber—cappot—be used because it is determnpistic -
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aut hent %g'lglblr?a%og is mgde void if the keys are compromised. If the keys are compromised, the damage

depends on the number of systems and consumables, and the ease to which they can be reprogrammed

with new non-compromised keys:

. In the case of a photocopier with toner cartridges, the worst case is that a clone manufacturer
could then manufacture their own authentication chips (or worse, buy them), program the chips
with the known keys, and then insert them into their own consumables.

. In the case of a car with car-keys, each car has a different set of keys. This léads to two possible
general scenarios. The first is that after the car and car-keys are programmed with the keys, K,
and K are deleted so no record of their values are kept, meaning that there is no way to
compromise K, and K,, However no more car-keys can be made for that car without
reprogramming the car's authentication chip. The second scenario is that the car manufacturer
keeps K, and K;, and new keys can be made for the car. A compromise of K, and X, means that

someone could make a car-key specifically for a particular car.



An extrene exanple of a non-determ nistic random process i S soneone
flipping a coin 160 tines for Ki and 160 tines for K2 in a clean room
Wth each head or tail, a 1 or O is entered on a panel of a Key Programmer
Devi ce. The process nust be undertaken with several observers (for
verificat u?ﬂ?ss in silence (soneone may have a hidden m crophone). The point
to be mad€ is Fhat secure data entry and storage is not as sinple as it
sounds. The physical security of the Key Progranmer Device and acconpanyi ng
Programmi ng Station requires an entir&3docunent of its own [85]. Once keys
Ki and K2 have been determ ned, and the checksum cal cul ated, they nust be
kept for as |HBagerasndgepdpredatd usedin e auslhentivation claiph muet threefornbbezerdad buse t he key.
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The value of MinTicks depends on the operating clock speed of the authentication chip {System

specific) and the notion of what constitutes a reasonable time between RD or TST function cails
(application specific). The duration of a single tick depends on the operating clock speed. This is the
maximum of the input clock speed and the authentication chip's clock-limiting hardware. For example,
the authentication chip’s clock-limiting hardware may be set at 10 MHz (it is not changeable), but the
input clock is 1 MHz. In this case, the value of I tick is based on I MHz, not 10 MHz. If the input clock
was 20 MHz instead of 1 MHz, the value of | tick is based on 10 MHz (since the clock speed is limited
to 10 MHz).

Once the duration of a tick is known, the MinTicks value can be set. The value for MinTicks is

the minimum number of ticks required to pass between calls to RD or RND key-based functions.



9.6.1 Programming a Trusted System Authentication Chip If the chip is to be
a trusted Systemchip, a seed value for R nust be generated. It nust be a
random nunber derived froma physically random process, and nust not be O.
The follow ng tasks nust be undertaken, in the followng order, and in a
secure progr 5_@&1’ ng environment: 1. RESET the chip 2. CLR] 3. Load R (160
bit regi st erziél Wi th physically randomdata 4. SSI[Kl, K2, Checksum R] 5.
SMIT M nTi ckssyStem The authentication chip is now ready for insertion into
~a System It has been conpletely progfammed. |If the System authentication
chips are stolen at this point, a clone manufacturer could use them to
generate R FKprposg thpigput dodkpesd miaivhes the haximuetelesk knvelad 19 MKde. [fwa veoke on K1, or
to use f Ofink@HRE NicBghd BerwhRA bk Bl TSY, ENARE Rt Mkl 86K 0,000,062 Eveliiviind S NO
different to %he ‘gur%ﬁ se ofla nunber. 04 %s#ems, ach containing a
trusted aUtHEASTST PR °& APPPlerhacaseratls Y I 8 Pysise Bk % ROt (*Bhgt h of the

Aut hent i cathgntipatioppepbage @hdongpage prodcedemdnimdssconds). KL and K2, 9. 6. 2

Programmigyg a dia4TFidshmtkeORIMIRNG, TGO bldahiam Chip If the chip is to
be a non-trusted Consunmbl e authentication chip, the programmng is

\ [ g

slightly dif fetReRtcatoq chipgre Bn wknewp sl plspmap Eetah ARy ketten chi p.
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Modes 10. SANM. 11. . SMI i cksconsa el The non-tr e onsunabl e
i i s now r aayetns 5B e R R R A A Ppd T 5

' random number derived from a physically random process, and must ot be 0. The following tasks must

be undertaken, in the following order, and in a secure programming environment:

1. RESET the chip

2 CLR[]

3 Load R (160 bit register) with physically random data
4. SSI[K,, K3, Checksum, R]

5 SMT[MinTickssysem]

The authentication chip is now ready for insertion into a System. k has been completely
programimed.

If the System authentication chips are stolen at this point, a clone manufacturer could use them
to generate R, Fy;[R] pairs in order to launch a known text attack on K, or to use for launching a
partially chosen-text attack on K. This is no different to the purchase of a number of Systems, each
containing a trusted authentication chip. The security relies on the strength of the Authentication
protocols and the randommness of K; and K.
9.6.2 Programming a Non-Trusted Consumable Authentication Chip

If the chip is to be a non-trusted Consurnable authentication chip, the programming is slightly
different to that of the trusted System authentication chip. Firstly, the seed value for R must be 0. It must
have additional programming for M and the AccessMode values. The future use M[n} must be
programmed with 0, and the random M[n] must be programmed with random data. The following tasks
must be undertakeﬁ, in the following order, and in a secure programming environment;
1. RESET the chip
2. CLR[]



If the authentication chips are stolen at this point, an attacker could
performa |imted chosen text attack. In the best situation, parts of M
are Read Only (0 and random data), with the remainder of M conpletely
chosen by an attacker (via the WR conmand). A nunber of RD calls by an
at t acker QHFZ%I ns FIMI R for alimted M In the worst situation, Mcan
be conpl et y *€hosen by an attacker (since all 256 bits are used for state
data). In both cases however, the attacker cannot choose any value for R
since it is supplied by cal s to RNDIfOrom a Syst em aut henti cati on chip.
The only way to obtain a chosen Ris by a brute force attack. It should be
noted that if ISpdBe$o hit weslerbwith® carried out on the same Progranmi ng
Station (4he guef & rcdebkangdrj deal situation), authentication chips cannot
be removed in e Hence there is no possibility of the
aut hent i ngtl on&E%%EQBlémﬁ‘&m %IOZn at this point. The decision to program
t he aut Henti c&t bie i X wimpporgiing GreppropriateWinltwitrpkysddjyemdsn e t he requi renents
of the Systenlyggpgumabl e manufacturer. This decision is exam ned nore in
St age 5, and in z%%z 9.7 ?tggﬁe 5: Program State Data and Access Mddes This
stage is ‘only 8 &m0 @8R8 umabl e aut henti cation chips, since M and
Access©ode r ey gt arscocaspording Bepprbririete dMin]orith BysitGmim Audstiebdes cat | on chi ps. The
future usg andS om val ues of M n] have al ready been progranmed in Stage
4. The renmaini state data val ues need to be programmed and t he
associ at ed- Acc%%ﬁ%&éswmﬁs]es need to be set. Bear in mnd that the speed
of this stage T hdn-theted dofduinatde dbip it 40@r réba) 1 @e prbgtirRaedivith tHa QendMalshiteCdsa. 1 egi ster.
This stage is t di ff nces ei t her

g P& %@ﬁtgglog sr:l'gﬂpa% S%Eﬁ at%l\kgg%hl@\%ﬁ %%Eelée V\c,‘%{élﬁ E)%ﬁrm ali %Id eh

in physical |ocation or S erforned
and wher éphiferk Brthedusst situptionnarts of MystiRead Bela (9 apd ragiogyglaia), Wmhthmmgmﬁr & Moer f or med
at L he Sasmaplétbm'&mkdﬂ bY hﬁmemvﬂegmmm@ Stnaﬁ;be(ﬁﬂthIﬁtaﬁQS’ aﬂat&l’:l&ﬂ&lﬁﬁﬁl valid
aut henti ga Qes. not. i ni ues

(ot her th 5%1{48?] fézl_%]lpnnted BiJ%JO tsxtu ﬁ)n %(I;aarb? compt }M[efd chc%sentlw acr’%(ﬁl’a(ISl{]Cé oi nci de
Wi t h pr odaebifs@rs vped fa stptg ﬁ@a)dfl bﬂﬂe@ﬁ% h‘i’mmre‘-he aﬂNk@ergthhfsﬁfagleva@eéfarR sipee r un

mul tiple ntlk ﬁiﬁ;ﬁwd Bﬁ@ﬂb tb RN 3RhIskdsh Amehatdiek . TRLAl @Bk akibsendtgl Access
Mode vaI E |i(eI|kerto be run a single tine, setting all the
remai ni ng ngegorgaafT% val ues and setting all the remaining Access Mde

val ues. For eXeshpildhe ngtepihg diftigesdrnd § mecaoin olyen thetame progafii2p S@En(thd 01  where
the batch, é?éﬁ@@ﬁﬁ iRNGin ), @ﬁthe'ﬂmrchl}gi cahridBoeRbthIENth bé&%eh ﬁaélstggag BedcSthfk 0duced

accordi nq eI\ QEPLQ i cal consumab bei ng produced his Is much harder
to match ?’TOPPT?’Q Brod e yberipatian chipshyiwg stglen ‘"’éthlsﬁPﬂ?"sT]@é‘Fqli}md‘? regrRiit factory.
The St ageutbenpragesdps itnwodr wesinfes depéndchdratcbquertents eNnbiSyaetlensahdbe i s a valid
consumabl g &hi.p i the data fromthe

aut hent i é%’?l on. ¢ 1|\1\‘tp;,d(e\éf&mlﬂ1 Qﬁ%o%lmﬂée? &ﬁhﬂ%l tial data values, and then
a SAM t o der rra?FPéﬁ?IPyﬂggéTSf“ﬁé)Wdéé%eé‘M%eﬂes The steps are outlined here:
1. IsTrusted =Thiskiddelis chly réduirddl fSr EbnsthBE)anthe@dationahiph) si@deMlind (AokedMpdki nd of
chip!)

registers cannot be altered on System authentication chips.

The future use and random values of M[n] have already been programmed in Stage 4. The
remaining state data values need to be programmed and the associated Access Mode values need to be
set. Bear in mind that the speed of this stage will be limited by the value stored in the MinTicks register.

This stage is separated from Stage 4 on account of the differences either in physical location or
in time between where/when Stage 4 is performed, and where/when Stage 5 is performed. Ideally, Stages
4 and 5 are performed at the same time in the same Programming Station.

Stage 4 produces valid anthentication chips, but does not load them with initial state values
(other than 0). This is to allow the programming of the chips to coincide with production line runs of
consumables. Although Stage 5 can be run multiple times, each time setting a different state data value
and Access Mode value, it is more likely to be run a single time, setting all the remaining state data

values and setting ali the remaining Access Mode values. For example, a production line can be set up



3. Call RND on a valid Systemchip to get a valid input pair 4. Call RD on
chip to be programed, passing in valid input pair 5. Load X (256 bit
register) with results froma RD of authentication chip 6. Call TST on
valid Systemchip to ensure X and consumable chip are valid 7. If (TST
retur ns 0), gx:.{Gt with error (wong consumable chip for system) 8. Set bits
of . 0|n|f| state values 9. WR[ X] 10. Load Y (32 bit register) with O
11. Set bits of Y corresponding to Access Mddes for new state values 12.
SAM Y] O course the validation (Step#0ll-to 7) does not have to occur if

Stage 4 and 5 follow on from one another on the sane Progranm ng Station.
But it sh#isredheduicknuniber aad serigd pireher oftheguthintivationshipisor@radecddingto theun as a

separ at e ﬁh&ﬁgr @RTnRge RIHQ fRGR.d TR Rudderdé to hitcH iPES&dMbRARMakLAL T On chi ps
are now st ar e al ready progranmed for use in a particular

e
consumabl % yS“i&r#dl{f?rm}/f? “coul d pl ace the stolen chips into a clone
consumabl e. Subis Sagctimtﬁqsssmmﬁ fist ¢hpdking torpgsurputhdndip 0 valid c(omdaqwcm'qbunlii& to the

nunmber  of indihiePERTS Lo QRS fhe/&a@ﬁ&mh@a&ﬁeafcauoﬁbﬂy'fﬁlomtbyg Ealre Gty BR] Y constant
enough to provi %1%6%‘%}46 manuf cturers W th a cost-effective busi nes The

al t er nat i Y&y FrePeppingdy yeb the prvlatpaalpasel b tiens ax evtlived B pur chasi ng t he
sanme nunbler oflsGemde@bles, each wth an authentication chip, in order to

| aunch apart|I@Igmsggo%%$%(v@gr;ﬁ% phlplar ute force attack. There is no
speci al securlt%ll br each keys I'f such an attack were to occur. 10

Manuf act ut e THt rTaHﬁigé°‘§5t%“rP§”§]éeﬁéY%’F‘m€‘6ﬂ?%nts about the manufacture and
i mpl ementdat i orCatifiRD caubib @bt pegramael, fadifaSn valllinp@ pdihe comment s presented here

are generﬂal Sll%gdi(%kbltlg 1st§‘ \glﬁ'fr@éujtsefgj da%éfgflagtgéng{ghonchaan aut henti cation chip

for Protocol |ca|onc I'p al gori not constitute a
strong erfer ypt‘f"BHSE%YaB%SYStFﬁémH@ten@fefW COHF‘BMPIHa'PP apefidcan be safely
manuf actwred | ID(TAM Yen@@0)) kxitpwithiensd (Wb H@nduheni S forapekng X por t ed to anywhere in

the worl d. | rcwtry of the authentication chip nust be-
resistant to pitzbglggﬁ é?%ésc%ev summry of manufacturing inplenmentation
guidelinés is %?Y[é%ent ed, followed by specification of the chip's physical
def enses 1()ordaroaﬂYt?>xzbaEeTg@@Jﬁmhcﬁ\lote t hat manufacturing comments are in

and |1 corde agruutd P puPRE oI AR ed Vi Caught reverse )
engi neerildg t &MLt hent ication chip). 10.1 Guidelines for Manufacturing
Of course the validation (Steps 1 to 7) does not have to occur if Stage 4 and 5 follow on from |
one another on the same Programming Station. But it should occur in all other situations where Stage 5 is
run as a separate programming process from Stage 4. _
If these authentication chips are now stolen, they are already programmed for use in a particular
consumable. An attacker could place the stolen chips into a clone consumable. Such a theft would limit
the number of cloned products to the number of chips stolen. A single theft should not create a supply
constant enough to provide clone manufacturers with a cost-effective business. The alternative use for
the chips is to save the attacker from purchasing the same number of consumables, each with an
authentication chip, in order to launch a partially chosen text attack or brute force attack. There is no
special security breach of the keys if such an attack were to occur,
10 Manufacture
This part makes some general comments about the manufacture and implementation of
authentication chips. While the comments presented here are general, see [84] for a detailed description
of an authentication chip for Protocol C1.
The authentication chip algorithms do not constitute a strong encryption device. The net effect
is that they can be safely manufactured in any country (including the USA) and exported to anywhere in
the world.




The follow ng are general guidelines for inplenmentation of an
authentication chip in terns of manufacture (see [84] for a detailed
description of an authentication chip based on Protocol C). No special
security is required during the manufacturing process. + Standard process
M ni num sj ze. (| f possible) Clock Filter Noise Generator Tanper
Preventi on and Detection ci rcuitry + Protected nenory with tanper
detection Boot circuitry for |oading programcode Special inplenentation
of FETs for key data paths Data conné®xdons in pol ysilicon layers where
possi bl e Over Under Power Detection Unit No test circuitry Transparent
epoxy packagi nffeFirIIeythe aghenticesion efipiushstresistapt torplivei¢hateekr sengky Gyst ems, t he
data i neminﬁfa&fﬁ&gﬁhﬁﬁénﬁﬂ%ﬂoﬁlgﬁlﬂﬁﬂésh%ér@a 6ivwRd Wecﬁﬂaﬁloﬁlaittﬂeéh RBhykiGa1t he
Consunabl feasgtpg{ged A9 %g chip nmust not be the sane line. gee Section

10. 2. 3. 10155 d Process The authentication chip should be

i mpl emrent ed wi Ndte hat srafdarint arameficard io pdditgn praoclesdprosaiohurdetakds) ashys. This i s
necessar yPate&s coﬁl’@l@%{ﬂm@rfs@?g&eeﬁlmﬁ)r Q’Iampi@ri')ﬁ{aﬁigg1?'&&'11%]191‘&/&9&%@%@1&51’1119ﬂltel ons take
advant age wel | fined and wel | -behaved technol ogy reduce cost Note
that the aé‘?‘%ﬁ‘ﬁﬁ‘r‘”bl‘:hbq?ocess still allows physical protection mechanisns.

10. 1. 2 M Milnunégdetiges ToraMamtao@ning cat i on chi p nust have a | ow manufacturing

cost in order ﬁfe fJﬁ@th&L le@rg galﬁeml&% lﬁﬁl&rl:la% &&%@%9&@9&9&& %meLéPs fog | OW COst

consumabl es. IS therefore desirab e as low as

r easonabl Tfa“bfﬁ‘ét%’F ﬁfeés“] At paileddssaripen OE%{’@Hﬂ‘%{ﬂfal‘i%‘}ﬂhipé’aﬁei‘ @h" respriopC lr)é\ﬁm res 962
bits of npaivekat ik eqieddiring e noad@iutinOmecedshe storage required for

opti m zed HVAG 1 5..1024 bits. The renmi nder of the chip (state machi ne,
processo?L, C&ﬁg@%%fsever is chosen to inplenent Protocol C 1) nust be
kept to & mi niMomupsizefifhessiblehat t he nunmber of transistors is mninmized and
thus the Lost @aghicrgli p IS mnimzed. The circuit areas that process the
secret key |nformat| on or could reveal information about the key should

al so be i ni mi’&q Seregde

. Tamper Prevention and Detection circuitry

. Protected memory with tamper detection

. Boot circuitry for loading program code

. Special implementation of FETs for key data paths

. Data connections in polysilicon layers where possible
. OverUnderPower Detection Unit

. No test circuitry

. Transparent epoxy packaging

Finally, as a general note to manufacturers of Systems, the data line to the System
authentjcation chip and the data line to the Consumable authentication chip must not be the same line,
See Section 10.2.3.

10.1.1 Standard Process
The authentication chip should be implemented with a standard manufacturing process (such as

Flash). This is necessary to:

. allow a great range of mamufacturing location options
. take advantage of well-defined and well-behaved techmology
. reduce cost

Note that the standard process still allows physical protection mechanisms.
10.1.2 Minimum size

The authentication chip must have a low manufacturing cost in order to be included as the
authentication mechanism for low cost consumables. It is therefore desirable to keep the chip size as low

as reasonably possible.



Section 10.1.8 for special data paths). 10.1.3 Cock Filter The
authentication chip circuitry is designed to operate within a specific

cl ock speed range. Since the user directly supplies the clock signal, it
is possible for an attacker to attenpt to introduce race- conditions in the
circuitry, g & ,Specific times during processing. An exanple of this is where
a high cl oc speed (higher than the circuitry is designed for) may prevent
an XOR from working properly, and of the two inputs, the first may al ways
be returned. These styles of transienf0¥ault attacks can be very efficient
at recovering secret key information, and have been docunented in [5] and
[1] . The | essobpch trtliseticption plupigquies R bitstoif sonivslatilh memarndn additiont, the towde si gnal

cannot  berefuiribloLsbimBed 0@ AL BEAL RAUE4 thk. Qﬁé&eﬁixﬂﬁﬁdfﬂﬁ@lﬂﬂfé&w%c}ﬁ%bﬁ&@ﬁm Itdrmst
IS can be acnl eved a

be limte er at
number ongv\I%aorsW . T ErseE ‘%"f‘mf’flgem ﬁrﬁﬁcc’g}r}n gfg’{ Péét‘mrﬂlﬁ'i“’f‘ npElpr BT es the edge
on to a délrr&‘yr of @Psistgyhis otinithizedtand thus teervady be shipis gastimizd0Bresaouit s thahgoessoc k

si gnal lsthaéa&r@c IcEPini%ﬁ&aﬁoJJr%er@ai'ﬂf&ﬁhoﬁ%cﬁt Addy bBul N6 RULERME@QR-  Figure
10 shows g)gggo ter: The delay should be set so that the nmaxi num
Ef‘°|“ éfpte?“'é‘

clock spe ﬂft%?aﬂﬂequency (e.g. about 4 MHz). Note that this
del ay i s Wdt3 pClogeRikanabl e - it is fixed. The filtered clock signal would be

further divi deflehfhStAa cmp BseuluS W55 og&asém&lml\i%e%ﬁcﬁ% &bk %%Fggh

aut henticatign chip shoul d contain a nolse generator t ener
cont i nuou¥™<E fhe Bss ‘E“ectwav@acs theglackanalgit pespiblp For @y afttesker tqftempt ¢ IpEqduce race-
el ect r omagnidonCin @ricESitgREpéifRMmbd Ririfd YirfreSing. @ dkantpled € fhis W whei@ @ hghlélockadd noi se

to the | C!;geeﬁ '(I%ﬂ@lj than Iﬁlg%&&[ﬁ?% deﬁ%u Rﬁ nﬁﬁ iﬁ%%n%ﬁ &%af{'o%rworléng\%gg er, ynand%ﬁtﬂ £ on an

aut henti cation € em ssion The
noi se gerf&f Zp¥t @@Sﬁ%@lws l@éﬁweét @E@IS@@E efdransientfesiltaackspan be votveffisientoe
changes e&aokriog @cdt keyialofnation A ha baenH6dERedah [SPSQA Y OFht RGO LPIckrSedf OF t he

Tarrper Pri?o\ﬂletﬁg Q'Pttﬁpgpu%})c%%éna?panggt%g#u }ery (see Section 10.1.5). A sinple
o

i npl enentation IS d 64-bit maxi mal period LFSR seeded
with a non- ze?“éﬁeﬁ'arm‘élclocwﬂﬂ%@lbe tested, ifropst e faniteyop eperatyein éragmagimuginoul d be
runni ng  ateqhchd. TR RcEHQEKnuiBERfwhyer the chip in order to generate as

much noi se as ssi bl 10..1.5 Ta Pre ion a ectjon circuitry
AUTH25- SG - 104‘9%“‘%5?*“’@190 %‘u“’f’%ed‘?‘te% (0] Rt ﬁ‘%&‘}gf & ?85@”5?& Wgrﬁhmﬁ?"évent
physi cal easbieae kate T@ﬁsqmtbaglpﬁ@igml@ablbma@lﬁmpﬂw inro\per 04 todhabutpus16act ual | y

detected as ariqatdidckwdaY cheirilkg an intentional physical attack. It is
therefore np[?‘% nt. to di stlgagw sh between these two types of attacks in
at

an aut hentic Pl ihqyid be o gorthar the maximpn Hack speed 15 p perigylat Fequasenfe B @bgut 4t t ack
has occurMigg). Noteghee this dylapis oa piogrbmibablecatrid fdedt t hat a physi cal attack has
occurred. The filiered clock signal would be further divided internally as required.

10.1.4 Noise Generator ‘

Each authentication chip should contain a noise generator that generates continuous circuit
noise. The noise will interfere with other electromagnetic emissions from the chip's regular activities and
add noise to the 1dd signal. Placement of the noise generator is not an issue on an authentication chip due
to the length of the emission wavelengths.

The noise generator is used to generate electronic noise, multiple state changes each clock cycle,
and as a source of pseudo-random bits for the Tamper Prevention and Detection circuitry (see Section
10.1.5).

A simple implementation of a noise generator is a 64-bit maximal period LFSR seeded with a
non-zero number. The clock used for the noise generator should be ninning at the maximum clock rate
for the chip in order to generate as much noise as possible.

10.1.5 Tamper Prevention and Detectior circuitry



The two types of detection differ in what is perfornmed as a result of the
detection. In the first case, where the circuitry can be certain that a
true physical attack has occurred, erasure of Flash nenory key information
is a sensible action. In the second case, where the circuitry cannot be
sure if ap artack has occurred, there is still certainly sonething wong.
Action must be taken, but the action should not be the erasure of secret
key information. A suitable action to take in the second case is a chip
RESET. If what was detected was an al®ack that has pernmanently damaged the
chip, the sane conditions will occur next time and the chip will RESET
again. |f, on 4préofsirehiss is Fraviced taprafor d srevhat rbptice bpttogis ongber autherficatibrechiror mal
oper at i NgHARVdr ivafl iRBHalQ et dr@ aCdhiafack ﬁaﬁ%ﬁﬁﬁnmén{mm% sRaMck i6s #h&¥oreA goOd
exanpl e of an_event t at circuitry ca have knowl edge about, is a power
tI o etBr%en glﬁs é?&s o

glitch. Th& it lr‘n‘gmrrsa aﬁ‘é wep QAP SRt i ng to reveal
i nf or mation abwhste ybhemlbea;ertathtﬂlalrﬁa;yxyswhhwmeas ocdoged. t he result of a faulty

connecti o, orwll%}e@%ﬁwg éﬁﬂ&at%‘}ﬁ@mﬁ?%ﬁhag@éﬂm equence. It is therefore

best to only RES erase t ey. |If the chip was
power i ng down, THRETHRTYOG d§‘eqt18%‘ilfferFIfotaﬁéPe§§?§1teéﬁﬁaifssult piab desgetion. dpibatietd RESETS
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operating circuitr ise Cenerator circult describ ove “is an
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112 car r ifedtyiripeat@rREFETesbill cahed thy cossndlerttdiget bt fyetem Iepaired.dn batleGsck e 1 nver se of
the data; it avl i rﬂ,@fsed through an inverter 114. The wires carrying
these bits are in th er above the general chlg'0|rCU|try (for exanpl e,
the nmenory, t h"eg%%?‘amﬂlﬁhel ag gYettthappirpifry eaibpve faaledgs abouthetheguitiag ofmdate al so
cover t heiné @ifGiofR &gt Ifgmoaﬁsebmehzr\heet&teu St cBil@ ol LRQATRLINGd faufly chip NuUNber of

p| aces V'(I%an%ﬂ: C%chgtatt)bor ar{ ?tack Ifne her ca © Ehe ere%{xr% oi(j esfecerel;t%:{}grm t}OQIGS% ses h1ng Lg, be), al
i s out put, tredt itut  bi t

froma rré‘?rB‘F"y r ead should be ANDed vvlth th|s b|t vaI ue) The I|nes finally

_.cone together C&Eseﬁtﬁﬁlyﬁh@ﬁﬂhdﬁﬁdlﬁ&n}ém@émﬁ hile 2 Qithfer DWRRSEL idks C&ma!raéfﬁu@r asure
is AUTH25-S ache tellnelsa

nunber of "FF ang é”rles 1rpeo %ﬁe 3 ac%(s 1Y nnecéedéo tg?‘?yizimﬁ’ﬁﬁeteé?ofl &R B dtbﬁé 5t Each
trigger Hawpe Peteasipryiest pNSSadhrieating fertdgferent forme hi tampefingb/: cddii@ohodnt!oe@ND. The
Tanper Deisggt mg,e,l@enen&mJ &Rk Ne R M B OMEIS, eSS PR L T ansi stors. | f
the test fails, the tfr gger
At one end of the"Tamper Detection Line 110 is a source of pseudo-random bits 111 (clocking

at high speed compared to the general operating circuitry). The Noise Generator circuit described above

is an adequate source. The generated bits pass through two different paths - one 112 carries the original

data, and the other 113 carries the inverse of the data; it having passed through an inverter 114. The wires

carrying these bits are in the layer above the general chip circuitry (for example,' the memory, the key

manipulation circuitry etc.}. The wires must also cover the random bit generator. The bits are recombined

ata number of places via an XOR gate 115. If the bits are different (they should be), a 1 is output, and

used by the particular unit (for example, each output bit from a memory read should be ANDed with this

bit value). The lines finally come together at the Flash memory Erase circuit, where a complete erasure is



causes the Tanper Detect Line to becone 0. The XOR test will therefore fail
on either this clock cycle or the next one (on average), thus RESETi ng or
erasing the chip. Figure 11 illustrates the basic circuitry of a Tanper
Detection Line with its output connected to either the Erase or RESET
circuitry, Tﬂ-es Tanper Detection Line nmust go through the drain 120 of an
out put tranS|stor 116 for each test, as illustrated by Figure 12: It is
not possible to break the Tanper Detect Line since this would stop the flow
of Is and G fromthe random source:-1Fhe XOR tests would therefore fail.
As the Tanper Detect Line physically passes through each test, it is not
possi bl e ¥igeeet byt hieetha XORphiraehied iglthprling Tes!mmhemﬁ@u’gerbmhﬁqtqqglgtaméysiﬁdrrper
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di fferentthmgntoge@fm;eg )qu@ESEllf,eggperggm thess XORs 130 can be considered to
be generating at can be used within each wunit or sub-unit.
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i nf or mat i B 28 Flpstptpbypkiagpet? or erase circuitry has been destroyed, then this
unit will not Iin@bbsible tdtidk the Tingis DdagLifdsinad thin64@d stopiteriodl@s iy saads on of the
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needs to be protected I n nmuch ar’Fper tests.
There i s MEPHPHER c3ghivesr ik Pﬁgosable REsErpatpmyeemMarteﬁewtw bredking the Apmpsi npl y cut
t he V\,irereeaamlﬁtgtothe RESET CII’CUItI’y The actual inplenentation wll
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cleared. The nes cover the nolse °6t the chip.
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etectio stor e i nf or.mation or program
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t he Tanp described above). AUTH25- SG - 106 The first

bt of  tttenBigt o5k 5 f Gedat il EonR R T A ot LBl sk T Tt pasces
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thwarting an attacker.

The destination of the RESET and Erase line and associated circuitry is very context sensitive. It
needs to be protected in much the same way as the individual tamper tests. There is no point generating a
RESET pulse if the attacker can simply cut the wire leading to the RESET circuitry. The actual
implementation will depend very much on what is to be cleared at RESET, and how those items are
cleared. ' _

The Tamper Lines cover the noise generator circuitry of the chip. The generator and NOT gate
are on one level, while the Tamper Detect Lines run on a level above the generator.
10.1.6 Protected memory with tamper detection

It is not enough to simply store secret information or program code in Flash memory. The Flash
memory and RAM must be protected from an attacker who would attempt to modify (or set) a particular
bit of program code or key information. The mechanism used must conform to being used in the Tamper

Detection Circuitry (described above).



breach of the covering wire is a break in the Tanper Detection Line. The
breach causes the Erase signal to be set, thus deleting any contents of
the nenory. The high frequency noi se on the Tanper Detection Line al so
obscures passi ve observation. The second part of the solution for Flash is
to use rru,LJThz S%vel data storage, but only to use a subset of those

mul tiple ['eVers for valid bit representations. Normally, when nmulti-Ievel

Fl ash storage is wused, a single floating gate holds nore than one bit. For
exanpl e, a 4-voltage-state transistorl®an represent two bits. Assuning a
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produced, and the result compared against the Checksum. Any non-match causes a clear of all key
" information.

10.1.7 Boot circuitry for loading program code

Program code should be kept in multi-level Flash instead of ROM, since ROM is subject to
being altered in a non-testable way. A boot mechanism is therefore required to load the program code
into Flash memory (Flash memory is in an indeterminate state after manufacture).

The boot circuitry must not be in ROM - a small state-machine would suffice. Otherwise the
boot code could be modified in an undetectable way.

The boot circuitry must erase all Flash memory, check to ensure the erasure worked, and then
load the program code. Flash memory must be erased before loading the program code. Otherwise an

attacker could put the chip into the boot state, and then load program code that simply extracted the



exi sting keys. The state machine nust also check to ensure that all Flash
menory has been cleared (to ensure that an attacker has not cut the Erase
| ine) before | oading the new program code. The | oadi ng of program code nust
be undertaken by the secure Programmng Station before secret information
(such as 5.%‘4?5) can be | oaded. This step nust be undertaken as the first
part of the programn ng process described in Section 9.6. 10.1.8 Speci al

i npl enentation of FETs for key data paths The normal situation for FET

i mpl emrentation for the case of a CMOSWhwerter 140, which involves a pMOS
transi stor 141 conbined with an nMOS transistor 142 as shown in Figure 14.
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Det ect i ormaaipnlete thpbevar epartilly talcplied tauwrdst if bisdden dtkkan t he regul ar operating
circurtry, t hefh@ﬁée oft@.;t)tl&c&ver%% J?o%ksaqﬂmnﬂﬁ cgrﬁfrgvuﬁ anl'nl @a@ﬁnﬁr}ft{c ath.émn(ﬁ%st to each

non- Fl ashi ng CMOS conponent i‘hce a brig s observation
of a nearcppeqiesthe seping ate 164 af Al IS\apsisiry 1I62 st ¢2b%00&19¢t€d to psegat gate 163teait

SWi t chi NG NP8 iddslsRRY 68 T8 RRSHHA Ll iy ks HIRE upéamnﬁ%m{me dReSGicL fthar CMOS
inverters will also effectivel i ncrease the anmobunt of circuit nol se,

r educi ng YRS "SNREHRBNS B eMPP A AR trppsisaw will rpidie a simaltageqysinisercdist si de
ef fects destahe@. Tth@etd;bﬁﬁshﬁxirnlﬂﬁig ﬁlaaab;bn@emm;agrammgfmectl ve speed of the

chipisr EdUC% f?}y %Mﬁdésh veltdr can%:e Ig@mgr{gid Itbegrec al non—FBiehl g%ll\?(%( cycle. This

is not a problemT an authenti ca anoun current drawn
by the néAMEREShTTH OMNS shevld tekpiles dnppisispe &om e Tsrmyr Petesrigndipetabovd Fincp ot

occur) . havewmgd Detbdiibs LinSoperhsaiiifdyindd @sttSEn e rdoBiebpahinE Mk MGkt €1 S.
AUTH25- Sce;ffect will be a high rate of light-bursts next to each non-Flashing CMOS component, Since a bright light
overwhelms observation of a nearby faint light, an observer will not be able to detect what switching
operations are occurring in the chip proper. These regular CMOS inverters will also effectively increase
the amount of circuit noise, reducing the SNR and obscuring useful EMIL
There are a number of side effects due to the use of non-Flashing CMOS:
. The effective speed of the chip is reduced by twice the rise time of the clock per clock cycle.
This is not a problem for an authentication chip.

. The amount of current drawn by the non-Flashing CMGS is reduced (since the short circuits do

not occur). However, this is offset by the use of regular CMOS inverters,



- 108 Routing of the clocks increases chip area, especially since multiple
versions of 4) 1 and 42 are required to cater for different |evels of
propagation. The estimation of chip area is double that of a regular

i npl enentation. Design of the non-Fl ashing areas of the authentication
chip are AsITll_[grétly nore conplex than to do the same with a with a regul ar
CMOS desi (] particul ar, standard cell conponents cannot be used,

maki ng these areas full custom This is not a probl em for sonething as
smal | as an authentication chip, parti@®darly when the entire chip does not
have to be protected in this manner. 10.1.9 Connections in polysilicon

| ayers whrer e pRratigslf the Vihds mvressesphis sicd kwecidlih ene omvhigle tvérgiors obdlandibdwdd ch t he
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connected into the RESET Tanper Detection Line, thus causing a RESET when
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the vol t ai§d-2drGpacciensinpplvilippesers vhexerposstleRESET i s triggered, thus erasing

any work regi sighsver pl)Q.lbﬂe tﬂé-coMQcttoﬁsSJlong lwhféhlﬂlé EeY; ol 8&kt d%ﬁ%h@ul@& n@aﬁem
aut henti c t| n chi | d ver%/n,eam I i nt%i) gce vul nerabilities.
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vectors. hhih é@gyﬂdg,ﬂg@erﬂgéﬁgnmn% since the authentication chip is not
conplex. 10.1.12 Transparent epoxy packagi ng _The authentication chip needs

to be packaged™f “EhF%?ﬁfg’ﬁ%?hé’fqu“éfﬁ&ﬁ?V?H“‘ie 08%{Peﬁﬁl°bH8fT6PTeﬁe&b’é’d’e“o§VPP Y he
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FF

aut hentication ¢ servat | Slch a
chip's r@%P%@%TF@gﬁﬁsﬂsihwrasﬁuﬂa@mkfw%scr| ption of the general form of
each physibgaal ratd@ekuitean be found in Section 3.8. 2.

Test hardware on an authentication chip could very easily introduce vulnerabilities. As a result,
the authentication chip should not contain any BIST or scan paths.

The authentication chip must therefore be testable with external test vectors. This should be
possible since the authentication chip is not complex.
10.1.12 Transparent epoxy packaging

The authentication chip needs to be packaged in transparent epoxy so it can be photo-imaged by
the programming station to prevent Trojan horse attacks. The transparent packaging does not
compromise the security of the authentication chip since an attacker can fairly easily remove a chip from
its packaging. For more information see Section 10.2.20 and [85].
10.2  Resistance To Physical Attacks

While this part only describes manufacture in general terms (since this document does not cover
a specific implementation of a Protocol C1 authentication chip), we can still make some observations
about such a chip's resistance to physical attack. A description of the general form of each physical attack
can be found in Section 3.8.2.
10.2.1 Reading ROM



10. 2. 1 Readi ng ROM AUTH25-SG - 109 This attack depends on the key being
stored in an addressable ROM Since each authentication chip stores its
aut henti cation keys in internal Flash nmenory and not in an addressable ROM
this attack is irrelevant. 10.2.2 Reverse engineering the chip Reverse
engi neeri LB hip is only useful when the security of authentication |ies
in the algorirthm alone. However our authentication chips rely on a secret
key, and not in the secrecy of the algorithm Qur authentication algorithm
is, by contrast, public, and in any e€¢d%, an attacker of a high volune
consunmabl e i s assuned to have been able to obtain detailed plans of the

i nternal s of tHésagrkdepetdson thekey beife Sordgwanfaddresenbls ROMe inpesechapiyéntieted ng t he
chip it sedufp.stofSitPRMASEMHiok Ryt AeuSti 0N ngﬁ&@andﬂlgﬁﬁ& adOssibl ER AN, thislack i3

Usur ping t e aut hentication process There are several forns this attack can
take, eachH*Wt'h varying degrees of success. In all cases, it is assuned
that a cli¥ie nievebeaguceing Welkhiphave access to both the System and the
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provi ded rom stem and Consumabl e aut henti cati on chi ps.
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Section 1R %eéd ;sqrcaﬂ@kﬁbhétegi Tﬁe%@dox?&@e@&ﬁhﬂé BaSic fdulaasiisd that%%aéteé%%ﬂeaf I cation

of system The sinplest nethod of nodification Is to replace Systenm s

aut hent i ¢4t aB"rPrWF‘bﬁW PHSSHR i tﬂ%lstys“”g Rffopsumabiouphenticaiiop ehins- (F"S?eq‘@&%yh call to
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System will therefore not go ahead with the use of the consumable, thus thwarting the attacker. The same

is true if an attacker simulates loss of contact before authentication - since the authentication does not
take place, the use of the consumable doesn't occur.

An attacker is therefore limited to modifying each System in order for clone consumables to be
accepted (see Section 10.2.4 for details of resistance this attack).
10.2.4 Modification of system

The simplest method of modification is to replace the System's authentication chip with one that
simply reports success for each call to TST. This can be thwarted by System calling TST several times
for each authentication, with the first few times providing false values, and expecting a fail from TST.
The final call to TST would be expected to succeed. The number of false calls to TST could be
determined by some part of the returned result from RD or from the system clock. Unfortunately an
attacker could simply rewire System so that the new System clone authentication chip can monitor the

returned result from the consumable chip or clock. The clone System authentication chip would only




determ ned by sone part of the returned result fromRD or fromthe system
clock. Unfortunately an attacker could sinply rewire Systemso that the
new System cl one authentication chip can nonitor the returned result from
t he consumabl e chip or clock. The clone System aut hentication chip would
only AUTg%ﬁ »Qy 110 return success when that nonitored value i s presented
to its TSI finction. d one consunmabl es could then return any value as the
hash result for RD, as the clone Systemchip woul d declare that val ue
valid. There is therefore no point fél0the Systemto call the System

aut hentication chip nultiple tinmes, since arewiring attack will only work
for the Sywmepceshabenhasmeniternd yahugispeagented pedts AST fubesion. flldne Qpgimaiies codthemor e

i nf or mat |1@dﬁm&ﬁﬁvaﬁ€ﬁ§th&ﬁslﬁesalt fbe RD, aﬁtheula&rsﬁteﬁ Eﬁ;&lﬁouﬁtdmﬁkmma@e vETRR IS a
repl acemsnt11 am code .can be altered so that
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Syst ens. interesting thing to note is that the change is not made so the consumer can use clone consumables - the

consumer will still only buy real consumables, but from different regions. The modification is performed
to remove what is viewed as an artificial barrier, placed on the consumer by the movie companies. In the
same way, a System/Consumable scheme that is viewed as unfair will result in people making
modifications to their Systems.

The limit case of modifying a system is for a clone manufacturer to provide a completely clone
System which takes clone consumables. This may be simple competition or viclation of patents. Either
way, it is beyond the scope of the authentication chip and depends on the technology or service being
cloned.

10.2.5 Direct viewing of chip operation by conventional probing
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10.2.8 Viewing the keys using an SEPM

An SEPM attack can be simply thwarted by adding a metal layer to cover the circuitry.
However an attacker could etch a hole in the layer, so this is not an appropriate defense.

The Tamper Detection circuitry described above will shield the signal as well as cause circuit
noise. The noise will actually be a greater signal than the one that the attacker is looking for. If the
attacker atternpts to etch a hole in the noise circuitry covering the protected areas, the chip will not
function, and the SEPM will not be able to read any data,

An SEPM attack is therefore fruitless.

10.2.9 Monitoring EMI
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10.2. 14 %’e?e'&%'dﬂe %giﬂagé{,l the chip will either continually RESET or simply erase the key upon a power-
up, rendering the aftack firnitless.

Rather than relying on a non-targeted attack and hoping that "just the right part of the chip is
affected in just the right way", an attacker is better off frying to introduce a targeted fanlt (such as
overwrite attacks, gate destruction etc.). For information on these targeted fault attacks, see the relevant
sections below.

10.2.12 Clock glitch attacks

The Clock Filter (described above) eliminates the possibility of clock gliteh attacks.
10.2.13 Power supply attacks

The OverUnderPower Detection Unit (described above) eliminates the possibility of power
supply attacks.

10.2.14 Overwriting ROM

Authentication chips store program code, keys and secret information in Flash memory, and not
in ROM., This attack is therefore not possible.
10.2.15 Modifying EEPROM)/Flash

Authentication chips store program code, keys and secret information in mulﬁ—lcvel Flash
memory. However the Flash memory is covered by two Tamper Prevention and Detection Lines. If either

of these lines is broken (in the process of destroying a gate via a laser-cutter) the attack will be detected
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which gate(s) should be targeted. Once the location of the target gates has been determined, the attacker

must break the covering Tamper Detection line, stop the Erasure of Flash memory, and somehow rewire
the components that rely on the ChipOK lines. Rewiring the circuitry cannot be done without slicing the
chip, and even if it could be done, the act of slicing the chip to this level will most likely destroy the
charge patterns in the non-volatile memory that holds the keys, making the process fruitless.
10.2.17 Overwrite attack

An overwrite attack relies on being able to set individual bits of the key without knowing the
previous value. It relies on probing the chip, as in the conventional probing attack and destroying gates as
in the gate destruction attack. Both of these attacks (as explained in their respective sections), will not

succeed due to the use of the Tamper Prevention and Detection Circuitry and ChipOK lines.
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This attack is therefore fruitless.
10.2.19 Chip theft attack ‘
There are distinct phases in the lifetime of an authentication chip. Chips can be stolen when at

any of these stages:

. After manufacture, but before programming of key

. After programming of key, but before programming of state data

. After programming of state data, but before insertion into the consumable or system
. After insertion into the system or consumable

A theft in between the chip manufacturer and programming station would only provide the
clone manufacturer with-blénk chips. This merely compromises the sale of authentication chips, not
anything authenticated by the authentication chips. Since the programming station is the only mechanism
with consumable and system product keys, a clone manufacturer would fiot be able to program the chips
with the correct key. Clone manufacturers would be able to program the blank chips for their own

Systems and Consumables, but it would be difficult to place these items on the market without detection.
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havi ng t Heys st ol en makes no difference to the security of the keys.

10. 2. 20 TpQh@PerbQh RGseack A Troj an horse attack involves an attacker
inserting a fake authentication chip into the .progranmn ng station and
retrieving the* Saitphespfpcmyolyes pattpeker inserting adpks gy droihip ittt secret key
i nf or mat ipesgrambiig sdiidnfahdiatribyingafie shhies® afner thatktprebeqaanrd sitbihe Rekdke) 0gi cal and
physi cal . )t I RSV, ttack - e.attacker has to
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efforts, an énkiceatignhc%iplgse rXosI I&%Iy%ot%oltﬂ‘gn%%cﬁerisrc‘:ﬁ“orts,c uq{ﬂg {hie g%%or@%ﬁntg'es il\li(er y val uable.
cartridge may be very valuable.

The problem arises if the programming station is unable to tell a Trojan horse authentication
chip from a real one - which is the problem of authenticating the authentication chip.

One solution to the authentication problem is for the manufacturef to have a programming
station attached to the end of the production line. Chips passing the manufacture QA tests are
programmed with the manufacturer’s secret key information. The chip can therefore be verified by the
C1 anthentication protocol, and give information such as the expected batch number, serial number etc.
The information can be verified and recorded, and the valid chip can then be reprogrammed with the
System or Consumable key and state data. An attacker would have to substitute an authentication chip
with a Trojan horse programmed with the manufacturer’s secret key information and copied batch

number data from the removed authentication chip. This is only possible if the manufacturer’s secret key
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secret key and returning it together with the data nessage to the trusted
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in the trusted authentication chip; conparing the two versions of the
random nuphel. encrypted together with the data message using the second
key, in the trusted authentication chip; in the event that the tw versions
mat ch, considering the untrusted authentication chip and the data nessage
to be valid; otherw se, considering th&-untrusted authentication chip and
the data nessage to be invalid. 2. A nmethod according to claim1, where the
t wo secrfz)‘{:;‘ﬁé@%%q are held in both the trusted and untrusted chips and are
kept secret. 3ambthsmbhaniaaGer istge bn Ghikta aithe WORLEHT B heBdnmaLyTher is
generated,froman initial seed value only in the trusted chip, and the
seed value 1's changed for generating a new random nunber only after each
successful val feratinghsecrgt randompypynibochng edwleWigngishatre foathamaddomahebegudilge  dat a
message | son@ud BB, i £€dsRl adendch®n c@pit hentication chip. 5. A net hod
according to claimd4, where rt of the vector space is different for each
chip, part of Ft7§e @Bﬁg‘g’glrﬂ“g?‘?é‘ﬁid‘[‘e&fﬁnwm P 2 SHERT S SASTRTEb RO e Bar t of
it is declir#mert kegrih the t@ted Antipptidad cipicor di ng to claim 1, where the
encryption f unglsing e 5&\?%@11 Bhndoth RO aff Vi RSure AT IR RasePaitlentkation céF pefhod
according to claim1, ere the decryption function is held only in the
untrust e ng‘fffeg?”ﬂ%".‘mﬂf‘%{“ﬁod according to claim1, where the signature
function i s helecyiting thotduryptd peslotn@umige fd kighaturehvigh atsghmatigRatpioefinci®n A et hod

accor di Nt Ome kR 908 ke AW BnddEs FhQiikalq Slignature i s between 128 bits and
160 bits | %ng, isn_él u%%e.e 10. A msttf%ognaclgor ding to claim1, where a test

function is herguiging gsignaerer tedgemtnd rapquymuber usiag the venareitmetionstthbon t hat t he
unt r ust edmebiep avdenticalidndhignd advance the random nunber, if the untrusted
chip is valid, . i .t LNS- | ndi ion that. the uptrusted chip
s vl d troREEE Gl b U e B B kRSB Sicen ¢ o
return arfeiM¥fdcati on that the untrusted chip is invalid is identical for

al | bad i nput Sathas@nttiiaetd fwdeighaalk® falch) eAd@ptifidtheddcryfiddir&bh AntkNadembhe
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for all good inputs. 12. A nethod
1if QB oot SIS o Bt o BierRopie B et wR docr yp s

according to
the randevmt kysditumpg itstggthamith the dumhoukate ¢s tittel aghmtisligrdipur e for t he

decrypt ed randaRpiiaeinRRGumED WPRE Rt hidalaWRssade D) Bk WrfiSeuriclhePpubd returns
the data qlecsosn%gg %nd a,reencr i‘ﬁ%ed r%n@]om nunber in ‘conbination with the
dat a messSGemF"E Riesef 6‘85?’]%}‘%  BFEYTCYIACEFE i s the same as the
decr ypt ed commparing the two versions of the random number encrypted together with the data message
using the second key, in the trusted authentication chip;
in the event that the two versions match, considering the untrusted authentication chip and the
data message to be valid;

otherwise, considering the untrusted authentication chip and the data message to be invalid.

2. A method according to claim 1, where the two secret keys are held in both the trusted
and untrusted chips and are kept secret.

3. A method according to claim 1, where the random number is generated from an initial
seed value only in the trusted chip, and the seed value is changed for generating a new random number

only after each successful validation.

4. A method according to claim 1, where the data message is a memory vector of the
authentication chip.
5. A method according to claim 4, where part of the vector space is different for each

chip, part of it is constant (read only) for each consumable, and part of it is decrement only.

6. A method according to claim 1, where the encryption function is held in both chips.



signature; otherwse it returns an indication that the untrusted chip is
invalid. 13. A nethod according to claim 12, where the tine taken to return
the invalid indication is identical for all bad inputs, and the tine taken
to make a return for a good input is the sane for all good inputs.

AUTH25-8G
-124 -

7. A method according to claim 1, where the decryption function is held only in the
untrusted chip.

8. A method according to claim 1, where the signature function is held in both chips to
generate digital signatures, .

9. A method according to claim 8, where the digital signature is between 128 bits and 160
bits long, inclusive.

10. A method according to claim 1, where a test function is held only in the trusted chip to

return an indication that the untrusted chip is valid and advance the random number, if the untrusted chip
is valid; otherwise if returns an indication that the untrusted chip is invalid.

11, A method according to claim 10, where the time taken to return an indication that the
untrusted chip is invalid is identical for all bad inputs, and the time taken to return an indication that the
ontrusted chip is valid is identical for all good inputs.

12. A method according to claim 1, where a read function in the untrusted chip decrypts the
fandom number and signature, calculates its own signature for the decrypted random number and
compares the two signatures, then it refurns the data message and a reencrypted random number in
combination with the data message if the locally generated signature is the same as the decrypted
signature; otherwise it returns an indication that the untrusted chip is invalid.

13. A method according to claim 12, where the time taken to return the invalid indication is
identical for all bad inputs, and the time taken to make a return for a good input is the same for all good

inputs.




