; ~e3er oTXD62TQ METHOD, APPARATUS, AND. PROGRAM FOR PERFORM NG BOOT,
MAI'NTENANCE, OR | NSTALL OPERATI ONS ON A STORAGE AREA NETWORK BACKGROUND OF
THE I NVENTION 1. Technical Field: The present invention r ' t or age
area networks. Still nore particularly, the present inveM@mgmm@mwmmmes a
met hod, apparatus, and program for pergbrning boot, main . i nst al
operations on a storage area network. 2. Description of Rel at®¥”Art: A
storage area network (SAN) is a network of storage disks. In large
‘enterprises, a SAN connects nultiple servers to a centralized pool of disk

storage. ConpafE@gion) FRRARAIYSURANDE SPROURATE FOX PERFIRMING Bodrei 1 own
disks, a SAN yffiitnc o' GR) PREMRLE OPRRRProY o R\ 4TARALE AREAS! O age as

a single resource, hal nt enarnce 0@89 ackups are easrer to
schedul e and control. In sone SANS, I sks thensel ves can copy data to
ot her disks for backup wi thout any processing overhead at the host
conputers. The SAN net wor lgaiklcRéoNS o g SheENTIONeen conputers and

di sks ‘at the same high peripheral channel speeds as when they are directly’
attached. Fibre Channel is a driving force with SANS and is typically used
to encapsul ate SESI nds. ,Serial strage architecture (SSA) and
enterprise EYSteggggﬁgec igﬁe& SCON) channel s are al so supported. A SAN
option that is exhecpbedseatbeaoantpopulranaicssl Poskebagge Wwhiegh enabl es data
transfer via | P over fast G gabit Ethernet 2 locally or via the Internet
to anywher ePPEYPRESwor F§1LPNOE Sy RGELASUARES Yr eFBEr BHEEENES ~~i SCSI . " A SAN
may i ncl ude; n q tQ dey| IS Kk ,

T, nt enancer A East T Taton oparateane BPTEREare . *har PEedgam fox

wor kst at i onperfesemiagy bapthoohihtenmaacbeobrdénsteliihapeiratwohli nnd0, 000

di sks on the SAN. Confi urin% a %arge nunber of devices in order to
configure ah56P 88V BESFsFtHE Eonsuning and inefficient. Currently, a
boot device is identified in a nonvol atile random access nenory (NVRAM) .
Therefore, if a maintenance operation or installation requires the conputer
to boot frofran RPEEraRtice @évRedatederrdentified device must be changed
in NVRAM  For exgmplerabt 88¢hnibalb RPRLAl Odol § hache RepEormed on a
conputer, an admnistrator nay need to boot "the conputer froma renovabl e

- medi um suchtesagecdipaest diisklaChe. etherpitdses,t heSANntnhakrasor nust

change the boot .disk in the conputer to.refer to a drive on the SAN
Ther ef or e, PPQ&bBFS 88r5368n§835088nF6ab%6$5d808h P%E?b@kdsﬁﬁéﬁﬁﬁrsn1for
performi ng beaparsdi Bbenanegingr huAakalk epesatiens, 0Badnsi9Lage area

net wor K. , ) ,
their own disks, a SAN improves system administration.

By treating all the storage as a single resource, disk
maintenance and routine backups are easier to schedule
and chtrol. In some SANs, the disks themselves can |
copy data to other disks for backup without any
processing overhead at the host computers.

| The SAN network allows data transfers between
computers and disks at the same high peripheral channel
speeds as when they are directly attached. Fibre
Channel is a driving force with SANs and is typically
used to encapsulate SCSI commands. Serial strage
architecture (SSA) and enterprise system connection
(ESCON) channels are also supported. A SAN option that
is expected to become popular is IP storage, which

enables data transfer via IP over fast Gigabit Ethernet

VAN
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3 SUMWWARY OF THE | NVENTI ON The present invention provides a nechanismfor
corifiguring a set of devices for a given machine attached to a storage area
network. . The initial programload firmvare and network adapter firmvare for
~each machine on the storage area network are nodified to query a storage
area network appliance for lists of devices. The storage area network
appliance may be identified by a world w de nane and may store lists of
boot devices, root volunme group devices, prinmary devices, and secondary
devi ces for each machine on the storage area network. The storage area
networ k apphi-aaqe yt ReN vlilaSt@es 1idle ralder itds aARMNESLURRS thize w@RAepPriate |i st
of devices based on query type and/or boot type. The boot type for a
machi ne may Iife s¢etrage rier malshastfe nrgidnttenasc € 1666, “or instal | boot. 4

BRI EF DESCRIPTIO% SF THE DRAW.N The novel f%@turﬁs gelieved
characteristic o AY Vel & 8¢ FoftHPPE e SL55898ed cl aims. The
invention igeslibeshowarars, mxetelbocts maphekennhed, mdeg of use, further

obj ectives and advant ages thereof, w ||l best be understood by reference to

the fol | owi Agsgeldiatdendevemasdions of ffd culltust Fati ¢xa8wBedi ®ent when 'read
|1 con unct Ll S0 ACCURARY WG Al 0% WNBLELNLION gpbdep! cts
pictorial representation of a storade area networ ata processing system
in which thaspwasénit 4dy@o arlskay dne tiheplSanNent €dn fEigguieag? ai daagll ock
diagramillustrating a data processjng system,n which the present

i nventi on nBYTHET P ERVACES, 1B QFAST3 tOs CRRTeRERSI &r POBItoER VdiC&gr am of a

SAN BGSboot /4 BOSi; gt aldh sdgMinee and asedrdaneecwi th a preferred embodi ment of
the present invention; Figure 4 is a flowhart illustrating the operation

- of a SAN BOShoot CB@Siendtial,| addpiode deyigec disdddeatiiftiieda ipr ef aoned
enbodi nent %%1%h?1%r?%%%% in%%%ggo%émg uwﬁviﬁ&z'a &hg@gg%rt iL%u%trating
F i M A eration i

the operation of an insta nai ntenance “op i niaccordarce with a
preferred emaddite®ancel opkespriesentr iimseallilamnioandebudues Ghies a flowchart

iIIustratin%Sthe operation of a boot qQperatiqgn in accordance with a
preferred efBBENSAt tOf PORE Fréfedn Pht&rtasAve device, the

identified device must be changed in NVRAM. For
example, if an install operation is to be performed on
a computer, an administrator may need to boot the
computer from a removable medium, such as a compact
disk (CD). Therefore, the administrator must change
the boot disk in the computer to refer to a CD drive on
the SAN.

Therefore, it would be advantageous to provide an
improved mechanism for performing boot, maintenance, or

install operations on a storage area network.



5 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT Wth reference now to
the figures, Figure 1 depicts a pictorial representation of a storage area
network (SAN) data processing systemin which the present inventi:on nay be
i npl ement ed. SAN data processing system 100 is a network of conputers in
whi ch the present invention may be inplenented. Network data processing
system 100 contains a storage area network 102, which is the nediumused to
provi de comruni cations |inks between various devices and conputers
connected together within network data processing system 100. Network 102
may include connections, SUSHMMSRW OB THEM ENGBRTEOMUNI cation |inks, or
fiber optic cables. In the depicted exanple, machine A 104, machi ne B 106,
and machine C 108 are connected to SAN fabric 102 along with a plurality
storage devi ces. _The plurality of devices i ncl ude di,sk ray 112, disk
drves 114, ¢ ape A FECEERT HTSBECOCP ar HESL o eERATd SR TFosess| ng
system 100 meyfiidelride addictl oFaljerachisnes rard qather naldriage devi ces not
shown. I n sone exanples, the plurality of storage devices may include tens
of thousandgtspciieskso Rushioneds aygehinedwBrkand Tigchinddé i@lmay be servers
and/or clie rkstations. h epi e L e, ric 102 my be
a fibre cha%%gﬁ%ﬁgkég%ﬁ.%éf kgr%hgﬁ%eRe&é&%khﬁgggggééEQEFQ%EEOEPrtechnology
used to bui kedcht anapd ner ea nékwertksag8Abska Alethoudgh afrebim@ddifdrael can be

used as a general - purpose network carrying ATM. .| P and other protocols, it
has been pritRafiley u§e&tP6PgFréﬁ?ﬁoPFFH@r%CSPpﬂﬂéppﬁcfPFo%ﬁ§§Fv@ﬁs to di sk
arrays. ThedeihresChannel RPLekge0k reECRk ts@rkalaead antel n& nds into 6
Fi bre Channel frames. | P, however, is used for in-band SNVP network
managenment . iFebté fdlkdniel anvordal yisigppemes agidngleynmsde rand imlst iofode fi ber
connectionsboggtd%%aéggl c%%ke %Eﬁm%“jﬁ%Fd g@%ﬁcas weEL. O course, SAN
data processing sysﬁen1106 asd y bé iﬁﬁl menteda¥a™idnber of different
types of neteetikes,susk ascbhadaeyarplecean fiort karet maahlipealbnakea net wor k
(LAN), or a wide area network %YAN%. Fggure 1 is intended as an exanpl e,
and not as &hCARERI BECRUPEILWPEK-t at''En STEOF 30Re 35EEs BR/EYPAFent i on.  Machi ne
104=108 may ;Bp0ek ahtemcdew 4§ tkR st If%rs?NerE%r_s eramRke uMachikag A 104 may
boot froma disk within disk drives 114. Currently, the boot device address
must be st oreBroprigRaMlwisthiod devhices Rastdecsf gueryi tymemang/emance
operation or _ins Lati r ir th onputer .ta ot . froman alternative
devi ce, thebpggn%ngéd gg&igggﬁuggp e%g%aﬁggﬁcﬁﬁ%ﬁvgﬁwlonFegxgﬁple,'if an
install openatinal bsoto haiperhanhtedbenta oenpuiserllapocadni ni strator may
need to boot the computer froma renovabl e nmedium such as a conpact disk
(CD). Therefore, the adm nistrator nust change the boot disk,in the
conputer to refer to a CD drive on the SAN. In accordance with a preferred
enbodi ment of the present invention, SAN BOSBoot/BOSInstall device 120 is
connected to SAN fabric 102. The initial programload (IPL) firmvare and
networ k adapter firmmvare of machines 104-108 are nodified to query SAN
device 120 for lists of devices. The network adapter has stored there in
the address or world wi de nane (WAW) of the SAN device. Wen performng a
basi ¢ operating system (BOS) boot operation or install operation, the
firmvare sends a query for boot devices to the SAN device. Thereafter,

the firmmare may send sim |l ar queries for root volunme group (rootvg)

devi ces, primary devices, secondary devices, and non-essential devices. An
adm ni strator nay set the boot type for a machine to normal boot, install,
or mai ntenance boot. This boot type may be stored in SAN device |20. An
adm ni strator also stores |lists of boot devices, rootvg devices, primary
devi ces, secondary devi ces, and nonessential devices in the SAN device. The
SAN BOsboot/ BOSi nstall device listens for queries from machi nes on the SAN.
When a boot query is received, SAN device 120 returns an appropriate |ist
of boot devices based on the boot type. Simlarly, the SAN device may al so
return lists of rootvg devices, prinmary devices, secondary devices, or

non- essenti al devices based on the query received from nmachi nes on the SAN
Wth reference nowto Figure 2, a block diagramillustrating a data
processi ng systemis depicted in which the present invention nay be

i npl enented. Data processing system 200 is an exanple of a client computer.
Dat a processing system 200 enpl oys a peri pheral conmponent interconnect
(PCl') local bus architecture. Although the depicted exanple enploys a PCl
bus, other bus -architectures such as Accel erated G aphics Port (AGP) and

| ndustry Standard Architecture (1SA) nay be used. Processor 202 and nain
menory 204 are connected to PCl |ocal bus 206 through PCl bridge 208. PCl
bri dge 208 al so may include an integrated nmenory controller and cache

o P A 1 1* 2 * T o . ™ 1 ' | o ~NN~



8 In the depicted exanpl e, -storage area network (SAN) adapter 210, SCS

host bus adapter 212, and expansi on bus interface 214 are connected to PCl

| ocal bus 206 by direct conponent connection. In contrast, audi o adapter
216, graphics adapter 218, and audi o/ vijdeo adapter 219 are connected to PCl
local bus 206 by add-in boards inserteé i nto expansion slots. Expansion bus
‘interface 214 provides a connection for a keyboard and nouse adapter 220,
nodem 222, and additional nmenory 224. Small conputer systeminterface
(SCSI) host bus adapter 212 provides a connection for hard disk drive 226,
tape drive BR¥rrabgseRIBPYON b¥eragOprAwiiegal PCl [ ocal bus inplenentations
w Il support three or four PCl expansion slots or add-in connectors. An
operating systemruns on processor 202 and is used to coordinate and

id trol t hi t [ t 200
i gure 2. The optr&t RISy SEERPARS BE14 BT BF ALy S4obiratte Bpor ating |

system 5UCHn@%n@ﬁ@ﬂoﬁ§exgetW@bQﬂh'ina%%b|%Bb@nﬁé@”bW%@h@SOf@hgbrporat'On
An obj ect oriented progranm ng system such as Java nmay run in conjunction

with the openaeanogystenﬂémdhpwevede ealwelﬂoashe ppefatrirag spdeem from
Java progra or _appl.ication cutin n_data,processin yst em 200.
“Javar i s aCtr BASMRER GRS APEEAYSSt NS, SPRET CRASEr GRERGRE f BF 1the
operating Sb%%eﬁbethﬂd@bbt@bdrbgnkéﬁeQ@Qb@tt@gtﬁﬁsfemuo&mdgapp|lCathﬂS or
‘prograns are | ocated on storage devices, such as hard di sk drive 226, and

may be | oadegtRALEnHRRCHEREEPN208 Ao IAMNEGERER By CBPEEARSEBE YDSN I1i a
preferred egaad BRNLCAGWHRE BRCRERY kRKCALEBRoa9tAPLOGRERIR] SYSt om 200

boots froma device on"a torage area networ via SAN adapter 210.
Processor 2®Beteads boot code al so referred to as initial prograntload
(IPL) firmare, Eég Th boot code |nclude§ nstregtrons for
querying a SAN B H35F/ ?R%FEFI d%%?%%rt% HRATER vt e 3 n saN

adapt er ZlosﬁB¥a achudg ﬁ@@w&@k'QaMédﬁr@@@Esiﬂ%y@ygﬂHmtﬂHEﬁﬁN&hdeVICe
Al ternatively, e WAN for the SAN device ma stored set in the boot

~ code. Wen p ?fBFﬁﬁﬁQtalBEEBEE?no%@Ya?¢cﬁmEﬁeT§§§Q?§taII operation, the
firmare sends apqugky ho§sbeOLIGEY! gegqtanti AN LM ge dHheyeafter, the
firmvare may send Simlar queries root vol une group (rootvg) devices,

pri mary devpcesessengndasyeMevnceb;candhmommes&nﬁnmmﬂennﬂunumay'bhus t he

pr esent |nvent i des a dynam c nmechani smfor determ ning a set of
devices to BEP SW?Béﬁééd for a given machine. Those of ordinary skill in
the art will appraguaee3t hat ahhexbapdwakebilbcki dubgrdmmey ¥asgndependi ng on
the inplenmentation. O her internal hardware or peripheral devices, such as
flash read- BREYOREMBPY IpRERL. B6UILES &Rt 2R6R¥ERAERI BikBndry, or optical

di sk drivespagdebheal LhBoalREnbCotSedlel B-aAANL! 9RvkALabaln place of the |
har dwar e deplcted in Figure 2. Al'so, the processes of thé present invention
may be applied tElaumelﬂrpsoee§éew06amé plovesshgngyshenrpEhetdepi ct ed
exanple in FEigure, abov, scrib xanpl es _are not _neant . Lmply
architecturgF ?i%ﬁﬁa?p§H89%£§§§e%s&sﬁg, qar ep%8c88896838§§te IC508 al so may
be a notebopkeﬁéﬁﬁéﬂeémﬁbdhm@dthakdtﬁ@ﬁpubeénkn1addhthaﬁ ;to taking the form

of a PDA. Data pchessrng system 2D0 al sqQ_nmay be a kiosk or a Wb

appliance. . 10 Figyre 3 is énfé9§ﬁBP§FylBﬂBéFréFéﬁﬂaﬁPSfOBeSﬂﬂlon
- BOBboot / BOSpRskal | ndekh §onbinfeaandancp bt of EBGB%E6§QaﬁEQOQ%HH”t.Of the

present invention. SAN appliance 300 inc es controller 302 oot /i nst al
nmodul e 304, acpm&ﬁarcaﬁrembOddmpner0306beapdeeent|guvant@nnwnduﬂe 308. The
el enent s 30 =308 y .he i , .saoftware, .or a conbrnatron
of “hat cvar e FARUEEOR ddr & TRRAGTBPST SAiid CaRbQuOnSAe, SHEGEFAA: 21 Smodul e
304 and Conflgur@bb@no@@d@kqo%O&naeech@b@@enhqdhaa pekireared nstructions
executed by one or nore processors. Preferably, communications adapter 306
is a SAN adapter, sucineedimgnpref chadnereserbt Brveripkokonmunicating with
machi nes and devices on a storage area network. SAN appliance 300 al so
stores boot device list 312, rootvg device |list 314, primary device |ist
316, and secondary device list 318. In this exanple, the SAN device stores
boot device lists, root volunme group device lists, primary device lists,
and secondary device lists; however, nore or fewer device |ists nay be
stored within the scope of the present invention. For exanple SAN appliance
300 may al so store a nonessential device |list. SAN appliance 300 may. al so
store separate lists for normal boot devices, install boot devices, and
mai nt enance boot devices. The el enents 302-308 and 312-318 are coupled to
one another via the control/data signal bus 320. Although a bus
architecture is shown in Figure 3, the present invention is not limted to
such Rather any archrtecture that facilitates the connunrcatron of

o, o e PNNLSN NN Ul PN A PN A SN



11 controls the overall operation of the SAN appliance and orchestrates the
operation of the other elenents 304308. Wth the operation of the present
i nvention, boot/install nodule 304 instructs controller 302 to listen for .
queries through comunications adapter 306. SAN appliance 300 may al so
store a boot type for each machine. ThiS may be stored in boot device |ist
312 or el sewhere. When a query for boot devices is received, boot/instal
nodul e identifies the appropriate boot devices in boot device list 312
based on the boot type for the requesting nachi ne. Wen a query for rootvg
devices is recei , DRIRRT ﬁ?ﬁﬁﬂ MEOD: oot vg
devi ces fronlrogﬁggléggfce IlgF%?P§yb en aehuery or%brlngg%k evices is
received,. boot/install nodule 304 returns a list of primary devices from
primary device list 316._Simlarly, when a query for ,secondary devices is
received, the bodt¥HhstSl - SRIFUIY dUHRE §q9P§¥SOfF§GBGﬁd%ry devi ces from
secondary deyiofedd St 3l o GoN1 AU JFRdH %f3Q8,s'tB§tagHC‘é§e§0nt roller
302 to communicate wth a machine'to configure settings and to generate,
updat e, del etetwand (BRN)f Wdadevipomdassting Byistexanpl ghicbnthgur ati on nodul e
. 308 may al |l ow an qgnjnistnator at .a rempte locatio t a boot type for

0.,
a specific MEEHHE oG HRE 8eb% ™ RS ma degegée list. In a
preferred enbosiemiingfs pteseniod nwent nekwoeknbirgebablueBraDdyl e 308 may
include a Wb server to provide a configuration interface through a Wb
browser at arbieh thesirassntwdrwsnddiopn mayhdeddppdemgnégdnpl e in Figure 3

and abovedesgti hed I : tQ hit

limtations. %br exanpiefﬁéﬁﬁgaﬁgﬁfgﬁggggb&%glgghﬁgéhg %2ggéyéaéonputer or
server connexterl retwdrk 0@, aghiahed sneheomeditheusedf tgupadvbde nodul e may
al so all ow an adninistrator.tq§§ t other options, such as the WW or

address of t?&@@ﬁ&&%ﬁﬁﬂQQ§n&éﬁ §§ﬁﬁ§ﬁeV&ﬁdoﬁésgﬁﬁﬁﬂeﬁofnghe SAN

appl i ance, eiSmpWdhs rfmfned kR altdere wvithdnf hewgBakt ghthustrating the
operation of a SAN BOSboot/BGOSi nstall device is shown in accordance with a
preferred erMERFFEHNDSNHEAODe nNeitiwparit L8R8, "Fhe ipFdbess begi ns and an

adm ni strato ; Lces. for.nor j he. L devi step
402) and theé%ﬁgn%%l%?l %tdt gsﬁ%sﬁe:tazs b@%%gﬁe‘g?%eegg?%rb% Ig}?%%t ie%rg%%:’e boot
in the SAN dewiftibdrstagyi404ablEsen, the adm nistrator sets rootvg devices

(step 406), sets primary, device step 408), and se boot es_for

machi nes (step 4l %H%t4ﬁ9¥§&ﬁq;§%ﬁF§ﬁ€e.m%CHéPSrzihiﬂroﬁaFéYﬁ%d% as to
whet her an ex0d, conintd 9 eXics198( strep cdhdkctAl €%i baRondbiieniomy exist,
for exanple, when the SAN device is turned off or taken off-line. If an
exit conditiD¥PRKivsttd) & dmneHd tyr 6¢€3a9endsVires - hoRevepluaml &%yt

condi tion dags Nati &4 $lay Qn§h%ﬁe4%askaag%%§rEﬁﬁatﬁggk!ér & P40 whether

a query is received (step 414). If a query is not received, the process
returns to stage Adx2iveo ldé, eamdnepiieaiedrameetil8.coflNt dahaexi sts. If a

query is recejved i.n step.414,. the query.type_i,s.determ ned (step 416). If
t he query ispgfﬁﬁﬁﬁlQﬁnﬁ%%tthéoér8@ s§n¥%yégn§d§lg?8Pag}m%%%%“%%vices based
on a boot tyfed aftHdie geauest ideg ikashinbe 68baRa.4! 8h. sdhererimples | he
process returns to step 412 to determ ne whether an exit condition exists.
I f the queryths RIYEIY Qfesforadst dgvaces RE preteds Fersreds a |ist of
rootvg devi i ng hi pPr42 rns to
step 412 toqgg?%$ﬁ$%§cﬁﬁggﬁz%'anMgfﬁgnggﬁdi??Sﬁiégigfsg%??ﬂgﬁgf%%ery is a
primary deviCenagjudrey sexveirep ahtidort kéipnocessksebtitossa i st of prinmary

devices to the requesting machine (step 4 nd ret s to step 412 to

det er i ne mhethe?ﬂhﬁigkfg*ﬁﬁﬁﬁﬂtﬁ %"§§F$t§%%Tﬁégé%8nng @ﬂ%mﬂei% Figure 4
‘returns bootfidend ehdnnellS neft@@rkV ol BB rar eHAnABYi €8 Li Bi§h-sPLe@rinary
device lists. However, the SAN device may return nore or fewer device lists

within the SERiERArt HePreslaay iysashtiouiRst sbalipde anffery types nmay

al so includ j [ SECo I ViLes a --essentjal devices. Wth
ref erence ngqﬁqﬂgg%l?s; u{%@% a ﬁqgcm% uggr%\ )ﬁekirues '?C glaafq}c}ﬂegl e’ (%)pee ruastdeld\(;r‘i’1 of an
instal |/ mai rd efeanoe 0Raraid SN rek wid Wt d it yaiarpIZdmnc el PMdrd atieaf erred
enbodi ment of the present invention. The process begins and the |PL

firmare setk¥F RURCUfor yi & e tReehatinyEitlep W) fomhd FansaRkte nthen sends
the query t%é# té%.ﬂ%plﬂradﬁ?ese((ﬁfeerps Mo 48CE)S 1hd i,y boot
e step 506).

devices fromt appliance
Channel Protocol (FCP) serializes SCSI commands into



Then, the process configures the boot devices (step 508), reads the boot

i mge (step 510'), and reads the kernel and random access nenory (RAM file
structure (FS) fromthe boot inmage (step 512). Thereafter, the process runs
a configuration nmanager (step 514). The.configuration nanager sets the
guery type to "rootvg" (step 516). Then, the configuration nmanager sends
the query to the SAN appliance (step 518) and receives a list of rootvg
devices fromthe SAN appliance (step 520). The process configures the
rootvg devices (step 522) and displays the rootvg 14 devices as, target
install devi 4) Eﬂﬁg, t £5S- ends ., Sk j N0\ Fi gure
6, a flomhgﬁﬁﬁ( ﬁjhga?]rngétzll nfgrat e 'opefrkg’t ?{)oﬁpof d br‘ngS(SStusoelpﬁa:ic'laC{]Elgolnr}l ;%satn;%hovm in
accordance WNMP axgimwefrdr mecheeydhedithertilofe tdierpredlserdt iondgnti on. The
process begins and the IPL firmvare sets the query type to "boot" (step
602). The fiTURROE S FEREEMAIG RRGIBHE P dh e N fmesidensst ep 604) and
receives a kst t dgwi reQy% i,ance ( . Then,

t he processk%ﬁhf?%ﬁggg'the 6§%§Kgé§ﬁ%%§§%§$%E%Q%%§%gjfeaggggﬁgﬁg%ﬁt i mage
(step 610), SN degadprole sisdngelsyanenRAROFSLEpomay hiee bimop 1 émageed st ep
612) .. The process éyns ? co%fi ur&tkon nangger,(st p 614). Thereafter, the
confi gurati 6F Famifers8ts SChEeqaefy WWhEs P H?BB?QS ' (3YED B16)°F Then, the
confi gur at i @xamlagenansandsande,quenychd hheaSAbLagpki anee) (sé£€pm 618) and
receives a list of rootvg devices fromthe SAN appliance (step 620). The
process confilgifr éFepheetyorg (Yl cesFiguep 8225 . irhended s mibcess starts
the rootvg fJ st ( p.624). ; i af i ' e the query
type to "pﬂﬁéﬁwﬁ%?sggg %%2)?gséﬁdgygﬁéegggpgggoi%ﬁgtggﬁﬁ%p%??g%%% (step
628), and reuoeisees dnviestioh.primary devices fromthe SAN appliance (step
630).. Then, the conf,igurati manager configures,the prinmary devices (step
632) and the proé%%%”é@h#?é'ﬁﬁg HFVNEP?gngBﬁEdSVBEﬁ§ ?@t%%ﬁﬁ%ﬁgt
Thereafter, pdie aapass MaeUAhS hNeoRr BB Bobt!| ersMsh eaBsk Sy A36) and the
process ends. Once the machine is up_and running, the configuration nanager
may then sedigh sedyrgady4andCrsnecasdent the Heotcéeviee aaddmsar nanner.
The phases hols:Daat sERY.che il Wulad LOLA;ATNOHIRET A0 PRases, o, 15
dependi ng upon the inplenentation. For exanple, primary devices may include
all ot her deéMi eemadintt@natnivan dpeotatden ces iand aldethigprdeiqeesesThie, t he
present invention solves the disadvantages of, the prior art by providing a
mechani sm f P& & ?1?020 iGuAhg geE Vc?e\ﬂeg’elscef'oF% nmachi ne on a
storage areaddeeitwdriled Hes iSANmRY N ee aaldans ramvadii ni $igrat or to assign
devices froma SAN to machines for boot and/or installation. The present

i nventi on aleFeRPlthe ifosn davited It orssadhiangdd dasibey prinfiedinechan ng to
change an addi@ss. i 4 N of iIANaYiS 19l ddie WIRE S it S@lor Fyit hernore, -

devi ces may be configured in phases, thus €limnating the need to configure
t housands ofcotguitees fawiny at oegmviabduyr ecidiem, agaiah ats & lcatmgactti me duri ng

t he boot/install prqoces Th resent inyventiqgn allows for sets of devices
to be defingﬁsgb(gﬁgr a%?Fﬁégﬁﬁﬁbnﬁ?ﬁhFQH%&%%%?a oFi V&S EmEPRIEE can

dynanmi cal | y tthet ®oitne iwhati nde\eC eSrip teaN fiod WeE edURIN G @ Dp @it iveUloar '
configuration sta%e.'FurthernDre, t hese devices may be defined for a
machi ne whi f8 §&Nvachine is down, while it is running, or before an

operating systemyi.s .l t he L IS r 0 note that
mﬁile thg p?esenghiﬁ&gﬁgﬁéhggaggggeﬁ ggg??gg% %ﬁbéﬁéﬁ%ﬁgtéﬁphb a fully

f uncti oni ngpdasenpr coesstngnsySABNBOSRost/BOSDnsit mhl ydeskidd 120 tile art will
appreci ate that the proc e f.th resent (nventjon are capable of being
dispributedcpﬁnﬁﬁéegoﬁﬁlgzﬁaﬁégﬁﬁﬁtgpgreaﬁgﬁ!%nhgﬁﬁiWRQRgW%%t QQAions and a
variety of fiapns anémi/Bat hhe ReefeRk LA¥PRELOR;2RRhieScoedMathynésgardl ess
of the particular type of signal bearing nmedia actuallg used to carry out

n

the distribdPAcA08ERERPMEdibiedorpuapryebBlbleviedi d2PnEpudeists
recordable-5¥pgeg§gbgu S%%Q AtBork adapter has stored there in

the address or world wide name (WWN) of the SAN device.
When performing a basic operating system (BOS) boot
operation or install operation, the firmware sends a

query for boot devices to the SAN device. Thereafter,



16 floppy disk, a hard disk drive, a RAM CD- ROvs, DVDROVs, and

transm ssion-type nedia, such as digital and anal og comruni cations |i nks,
wired or wirel ess comrunications |inks using transm ssion forns, such as,
for exanple, radio frequency and |ight ve transm ssions. The conputer
readabl e nedia may take the formof coded formats that are decoded for
actual use in a particular data processing system The description of the
present invention has been presented for purposes of illustration and
description; and is not intended to be exhaustive or limted to the

invention i .t r ns will be
appar ent toqt eggfel 0 Ol’dl n I\%EL r%aﬂe aﬁf&éﬁh’kzoxg% &a\} LLJm\%as chosen
and' descri be;d:dup ofrrdert g0 Mlc@qﬂ Prmintarey pravicigd eseaforideryi nventi on, the

practical application, and to enable others of ordinary skill in the art to
under st and {145 ii5RFentdnch Y- &AfSTdUS le ST GRSt s wi t h var| ous nodi fications

as are suited tOAtH‘%d?ﬁrrHsctlﬂaacroru cg*g@rm.[éattg% y]ap7 MS: 1. A net hod

for perform ng operations on a machi'ne connect storage area network,
the nethod ceygirins g rsemdi Ind e thodtn dmdilce ccmerraynrt@raargteortag:e: area

net wor k appl j.anc re e| ving a.list of boot L5, fr the storage area
net wor k applﬂ 22 FortiPsurtdg 28 %S dﬁésglg\t\;t ed’é\ﬁec on t B8 i st of boot

devi ces; andad@mtllsng:atd& racem na Jramitihe Atod erxdt apsrikeet, deyyiary 2. The

method of claim 1, further conprising: sending a root vol urme group device
query to théie§’t1<§}€§ge ParidR mye tdgorikc sfppl 9 sarreta e o8 WA G ra ANids thaf- r oot

vol ume group dlavjiqes IfSAlIdYiNg & SeaPadAe VOIME gnpup devices from
t he

BOSboot/BOSinstall device listens for queries from
machines on the SAN. When a boot query is received,
SAN device 120 returns an appropriate list of boot
devices based on the boot type. Similarly, the SAN
device may also return lists of rootvg devices, primary
devices, secondary devices, or non-essential devices
based on the query received from machines on the SAN.
With reference now to Figure 2, a block diagram
illustrating a data processing system is depicted in
which the present invention may be implemented. Data
processing system 200 is an example of a client
computer. Data processing system 200 employs a
peripheral component interconnect (PCI) local bus
architecture. Although the depicted example employs a
PCI bus, other bus architectures such as Accelerated
Graphics Port (AGP) and Industry Standard Architecture
(ISA) may be used. Processor 202 and main memory 204
are connected to PCI local bus 206 through PCI bridge
208. PCI bridge 208 also may include an integrated
memory controller and cache memory for processor 202.
Additional connections to PCI local bus 206 may be made
through direct component interconnection or through

add-in boards.



storage area network appliance; and configuring the set of root volune
group devices. ‘3. The nethod of claim2, wherein the storage area network
appl iance stores a boot type for-the machine and wherein the |ist of root
vol ume group devices returned by the sgorage area network appliance is

-sel ected based on the boot type. 4. The nethod of claim 3, wherein the boot
type is one of normal, install, and mai ntenance. 5. The nethod of claim 2,
~further conprising: 18 sending a primary device query to the storage area
networ k appliance; receiving a list of primary devices identifying a set of

pri mary devi ces {yropd h&ﬁi%é@%féﬁ@lé‘eté’%ﬂ%g@@fe%”%%tm configuring

the primary devices. e method of claimb5,” further conprising: sending
a secondary (8BN] cadapreey 210+ h¥C3T dreage kax%eadaetttwn IZléppIalnalnce receiving a

| i st of secondary, devi ces, |den set_of s e |ce fromthe
Ll o ags o R SR b e AR o T e e S8 b oE8T ol o

devi ces. 7.pdfe20@thpdiDiest %m&néw t&tﬁfneﬁﬁmfri Si Mgy coeraaRE,a
non-essential device query to the storage area network appllance recei vi ng

a list of neadéesadpher ce%raRh#ﬁﬁf%ﬂ4R$Q§‘§é@roﬁnﬁon essential devices
fromthe St;ﬁ’ &85/ M &&b ”%&Xﬁ%é‘ra’?ﬁ] agﬂac%orflﬂa % f'ogLﬁrdI”Qotc%‘:;L gRE of

non-essent | devices. wheréin € storage area
206 by add-in boards inserted into expan51on slots.

‘Expansion bus interface 214 provides a conﬁection for a
keyboard and mouse édapter 220, modem 222, and
additional memory 224. Small computer system interface
(SCSI) host bus adapter 212 provides a connection for
hard disk drive 226, tape drive 228, and CD-ROM drive
230. Typical PCI local bus.implementations will
support three or four PCI expansion slots or add-in
connectors.

An operating system runs on processbr 202 and is
used to coordinate and provide control of various
components within data processing system 200 in Figure
2. The operating system may be a commercially
available operating system, such as Windows XP, which
is available from Microsoft Corporation. An object
oriented programming system such as Java may run in
conjunction with the operating system and provide calls
to the operating system from Java programs or
applications executing on data processing system 200.
“Java” is a trademark of Sun Microsystems, Inc.
Instructions for the operating system, the object-
oriented operating system, and applications or programs
are located on storage devices, such as hard disk drive
226, and may be loaded into main memory 204 for
execution by processor 202.

In a preferred embodiment of the present invention,

data processing system 200 boots from a device on a



networ k appliance stores a boot type for the machine and wherein the |ist
of 'boot devices returned by the storage area network appliance is selected
based on the boot type. 9. The nethod of claim8, wherein the boot type is
one of normal, install, and naintenancgi 19 10. The nmethod of claim1,
wherein the storage area network appliance receives a query froma machine,
identifies a query type for the query, and returns a |list of devices to the
machi ne based on the query type. 11. The nmethod of claim 10, wherein the
gquery type is one of boot, root volune group, primary, secondary, and

non- essent | Arorkhe A:3L0008 303, NSRRI, B0 Ao ProgeSSi o, system

COI'TpI’I Si ng.: rage area ne

connect ed ththo%H@;r agetacedenehMebkréabri6d @opéyrﬁhiﬁyapf storage
devi ces connected. to the storage area network fabric; and a storage area
net wor k appPred&é™cdRAectdgd1t o @ﬁ@wéféraﬁéO@rQ%Bﬁ%t%éﬁk fHk® ikQotwherein the

storage area jaatwar, ﬁu@gglaﬂgg Fﬁgghgefog g#§£¥yp Q?Lﬁ%@'ven machi ne within

the plurality of nachines I es he query, and
returns a Imssb@btdems¢estbmltBevgcaeﬂoﬂHQQVﬂee@aseﬂhﬁmwafﬁeihusmwltype
wherei n the I'st of vices,idgntlfles a set of one or nore devices. 13.

The st or age 35PE4 ke Padat ACHPIReERE NEOEI <t BHiD N2 WD, fferein the

‘storage areg ekl kedRpki, anﬁ@tékﬁa@ﬁ@lpoo{hé W@ﬂf:% r €agd g@ehi ne within
the plurality of machines and wherein thé' Iist of devices returned by the

storage aredenéraomkyappl sancedi seselrctied basedcate t he boot type. 14. The

storage area networ dat proceSS| en1of l.Laim 13 in.the boot
Cype Ts one of nipi DarESRIRFS” 3 FoshRtenareat i dn or poblfsEal

operation, the firmware sends a query for boot devices
to the SAN device. Thereafter, the firmware may send
similar queries for root volume group (rootvg) devices,

" primary devices, secondary devices, and non-essential
devices. Thus, the present invention provides a
dynamic mechanism for determining a set of devices to
be configured for a given machine.

Those of ordinary skill in the art will appreciate
that the hardware in Figure 2 may vary depending on the
implementation. Other internal hardware or peripheral
devices, such as flash read-only memory (ROM),
equivalent nonvolatile memory, or optical disk drives
and the like, may be used in addition to or in place of
the hardware depicted in Figure 2. Also, the processes
of the present invention may be applied to a
multiprocessor data processing system.

The depicted example in Figure 2 and above-
described examples are not meant to imply architectural
limitations. For example, data processing system 200
also may be a notebook computer or hand held computer
in addition to taking the form of a PDA. Data
processing system 200 also may be a kiosk or a Web

appliance.



20 15. The storage area network data processing systemof claim 12, wherein
the given machi ne receives the list of devices fromthe storage area

net wor k appliance and configures at |east one device in the set of one or
nore devices. 16. The storage area netwgrk data processing systemof claim
15, wherein the given nmachine boots fromthe at |east one device. 17. The
-storage area network data processing systemof claim15, wherein the given
-machi ne perforns an install operation on the at |east one device. 18. The
storage area network data processing systemof claim 15, wherein the given

machi ne perfor ms @ S IFNANGE, %g(eerr&;lia%g, M Jdie dqf%‘glr%%tog%e sg)nqg\]vi ce. 19.

The storage area network data processi systemof claim1l erein the
query type BSOSk tofBAsdots t aldotdewilasmd ng raauwp,r damiceamy,t hsecondar y, and

non- essenti al_. .20. conput.er program product, i.n a caonputer_readable
nedi um for pﬁ&é&Fﬁ%nf"g%éilﬁ%r%nQ%grjfhf REETISRE COTREEER -t 0 RSt or age area
network, theppaiRHeS IV0dRNURNR e taMIErS 302, bsilMeidtens for sending

a boot device query to a storage area network appliance; instructions for
recei vi ng amModsil epf3 0o otcampindea trioayp id@pdesr 396, aves net wor k appl i ance;

| NSUTUCHT 0N, 0% QAN TiAL 1583t 302 RA%neHRY 582309 %Y 3l OF PoO!
implemented as hardware, software, or a combination of
hardware and software. 1In a preferred embodiment,
boot/install module 304 and configuration'module 308
are implemented as software instructions executed by
one or more processors. Preferably, communications
adapter 306 is a SAN adapter, such as a fibre channel
adapter, for communicating with machines and devices on
a storage area network.

SAN appliance 300 also stores boot device list 312,
rootvg device list 314, primary device list 316, and
secondary device list 318. 1In this example, the SAN
device stores boot device lists, root volume group
device lists, primary device lists, and secondary
device lists; however, more or fewer device lists may
be stored within the scope of the present invention.
For example SAN appliance 300 may also store a non-
essential device list. ‘SAN appliance 300 may also
store separate lists for normal boot devices, install
boot devices, and maintenance boot devices.

The elements 302-308 and 312-318 are coupled to
one another via the control/data signal bus 320.
Although a bus architecture is shown in Figure 3, the
present invention is not limited to such. Rather, any
architecture that facilitates the comﬁunication of
control/data signals between elements 302-308 and-312-
318 may be used without departing from the spirit and

scope of the present invention. Controller 302



21 instructions for booting the machine fromthe at |east one boot devi ce.
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AzIAP1&1096%%$Q7£4§t§%ﬁ module returns a list of secondary devices

from secondary device list 318.

Configuration module 308 instructs contioller 302
to communicate with a machine to configure settings and
to generate, update, delete, and modify device lists.
For example, configuration module 308 may allow an
administrator at a remote location to set a boot type
for a specific machine or to add a device to the
primary device list. 1In a preferred embodiment of
present invention, configuration module 308 may include.
a Web server to provide a configuration interface
through a Web browser at an administrator workstation.

The depicted example in'Figure 3 and above-
described examples are not meant to imply architectural

limitations. For example, SAN appliance 300 alsoc may
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be a computer or server connected to the storage area
network. The configuration module may also allow an
administrator to set other options, such as the WWN or
address of the SAN appliance, a username and password
for the SAN appliance; etc.

With reference to Figure 4, a flowchart
illustrating the operation of a SAN BOSboot/BOSinstall
device is shown 1in accordance with a preferred
embodiment of the present invention. The process
‘begins and an administrator sets boot devices for
normal boot in the SAN device (step 402) and the
administrator sets boot devices for install/maintenance
boot in the SAN device (step 404). Then, the
administrator sets rootvg devices (step 406), sets
primary devices (step 408), and sets boot types for
machines (step 410) in the SAN appliance.

A determination is made as to whether an exit
condition exists (step 412). An exit condition may
exist, for example, when the SAN device is turned off
or taken off-line. If an exit condition exists, then
the process ends. If, however, an exit condition does
not exist in step 412, a determination is made as to
whether a query is received (step 414). If a query is
not received, the process returns to step 412 to
determine whether an exit condition exists..

If a query is received in step 414, the query type
is determined (step 416). If the query is a boot query,
the process returns a list of boot devices based on a
boot type of the requesting ﬁachine (step 418).
Thereafter, the process returns to step 412 to
.determine whether an exit condition exists. If the
query is a rootvg query in step 416, the process

returns a list of rootvg devices to the requesting
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" machine (step 420) and returns to step 412 to determine
whether an exit condition exists. If the query is a
primary device query in step 416, the process returns a
list of primary devices to the requesting machine (step
422) and returns to step5412 to determine whether an
exit condition exists.

The example shown in Figure 4 returns boot device
lists, root volume group device lists, and primary
device lists. However, the SAN device may return more
or fewer device lists within the scope of the present
invention. For example, query types may also include
queries for secondary devices and non—essentiél devices.

With reference now to Figufe 5, a flowchart
illustrating the operation of an install/maintenance
operation is shown in accordance with a preferred
embodiment of the present invention. The process
begins and the IPL firmware sets the query type to

. “boot” (step 502). The firmware then sends the query
to the SAN appliance (step 504) and receives a list of
boot devices from the SAN appliance (step 506).

Then, the process configures the boot devices
(step 508), reéds the boot image (step 510), and reads
the kernel and random access memory (RAM) file
structure (FS) from the boot image (step 512).
Thereafter, the process runs a configuration manager
(step 514).

The configuration manager sets the query type to
“rootvg” (step 516). Then, the configuration manager
sends the query to the SAN appliance (step 518) and
receives a list of rootvg devices from the SAN
appliance (step 520). The_process configures the

rootvg devices (step 522) and displays the rootvg
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devices as target install devices (step 524). Then,
the process ends.

Turning now to Figure 6, a flowchart illustrating
the operation of a boot operation is shown in
accordance with a preferred embodiment of the present
invention. The process begins and the IPL firmware
sets the query type to “boot” (step 602). The firmware
then sends the query to the SAN appliance (step 604)
and receives a list of boot devices from the SAN
appliance (step 606).

Then, the process configures the boot devices
(step 608), reads the boot image (step 610), and reads
the kernel and RAM FS from the boot image (step 612).
‘The process runs a configuration manager (step 614).

Thereafter, the configuration manager sets the
query type to “rootvg” (step 616). Then, the
configuration manager sends the query to the SAN
appliance (step 618) and receives a list of rootvg
devices from the SAN appliance (step 620). The process
configures the rootvg devices (step 622). Then, the

‘process starts the rootvg file system (step 624).

The configuration manager sets the query type to
“primary” (step 626), sends the query to the SAN
appliance (step 628), and receives a list of primary
devices from the SAN appliance (step 630). Then, the
configuration maﬁager configures the primary devices
(step 632) and the process starts the primary volume
groups (step 634). Thereafter, the process mounts the
primary file systems (step 636) and the process ends.

Once the machine is up and runﬁing, the
configuration manager may then set up secondary and
non-essential devices in a similar manner. The phases

for boot may be divided into any number of phases,
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depending upon the implementation. For example,
primary devices may include all other devices other
than boot devices and rootvg devices. _

Thus, the present invention solves the
disadvantages of the prior art by providing a mechanism
for dynamically configuring storage devices for a
machine on a storage area network. The SAN appliance
allows an administrator to assign devices from a SAN to
machines for boot and/or installation. The present
invention allows the boot device to be changed easily
without having to change an address in the firmware of
the machine itself. Furthermore, devices may be
configured in phases, thus eliminating the need to
configure thousands of devices only to configure them
again at a later time during the boot/install process.
The present invention allows for sets of devices to be
defined so that a staged configuration on a given
machine can dynamically determine what devices to
configure during a particular configuration stage.
Furthermore, these devices may be defined for a machine
while the machine is down, while it is running, or
before an operating system is installed for the machine.

It is important to note that while the present
invention has been described in the context of a fully
functioning data processing system, those of ordinary
skill in the art will appreciate that the processes of

* the present invention are capable of being'distributed
in the form of a computer readable medium of
instructions and a variety of forms and that the
present invention applies equally regardless of the
particular type of signal bearing media actually used
to carry out the distribution. Examples of computer

.readable media include recordable-type media, such as a
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floppy disk, a hard disk drive, a RAM, CD-ROMs, DVD-
ROMs, and transmission-type media, such as digital and
analog communications links, wired or wireless
‘communications links using transmission forms, such as,
for example, radio frequency and light wave
transmissions. The computer readable media may take
the form of coded formats that are decoded for actual
use in a particular data processing system.
The'description of the present invention has been
presented for purposes of illustration and description,
and is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill
in the art. The embodiment was chosen and’ described in
order to best explain the principles of the invention,
the practical application, and to enable others of
ordinary skill in the art to understand the invention
for various embodiments with various modifications as

are suited to the particular use contemplated.
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CLAIMS:

1. A method for performing operations on a machine
connected to a storage area network, the method
comprising:

sending a boot device query to a storage area
network appliance;

receiving a list of boot devices from the storage
area network appliance;

' configuring at least one boot device in the list

of boot devices; and

booting the machine from the at least one boot

device.

2. The method of claim 1, further comprising:

sending a root volume group device query to the
storage area network appliance;

receiving a list of root volume group devices
identifying a set of root volume group devices from the
storage area network appliance; and

configuring the set of root volume group devices.

3. The method of claim 2, wherein the storage area
network appliance stores a boot type for the machine
and wherein the list of root volume group devices
returned by the storage area network appliance is
selected based on the boot type.

4. The method of claim 3, wherein the boot type is

one of normal, install, and maintenance.

5. The method of claim 2, further comprising:
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receiving a list of primary devices identifying a
set of primary devices from the storage area network
appliance; and

configuring the primary devices.

6. The method of claim 5, further comprisiﬂg:
sending a secondary device query to the storagé
area network appliance;
receiving a list of secondary devices identifying
a .set of secondary devices from the storage area
network appliance; and

configuring the set of secondary devices.

7. The method of claim 6, further comprising:
sending a non-essential device query to the
storage area network appliance;
receiving a list of non-essential devices
identifying a set of non-essential devices from the
storage area network appliance; and

configuring the set of non-essential devices.

8. The method of claim 1, wherein the storage area
network appliance stores a boot type for the machine
and wherein the list of boot devices returned by the
storage area network appliance is selected based on the

boot type.

9. The method of claim 8, wherein the boot type is

one of normal, install, and maintenance.
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10. The method of claim 1, wherein the storage area
network appliance receives a query from a machine,
identifies a query type for the query, and returns a

list of devices to the machine based on the query type.

11. The method of claim 10, wherein the query type is
one of boot, root volume group, primary, secondary, and

non-essential.

12. A storage area network data processing system,
comprising:

a storage area network fabric;

a plurality of machines connected to the storage
area network fabric;

a plurality of storage devices connected to the
storage area network fabric; and

a storage area hetwork appliance connected to the
storage area network fabric, wherein the storage area
netwérk appliance receives a query from é given machine
within the plurality of machines, identifies a query
type for the query, and returns a list of devices to
the given machine based on the query type, wherein the
list of devices identifies a set of one or more devices.
13. The storage area network data processing system of
claim 12, wherein the storage area network appliance
stores a boot type for each machine within the-
pluralify of machines and wherein the list of devices
returned by the storage area network appliance is

selected based on the boot type.

'14. The storage area network data processing system of
claim 13, wherein the boot type is one of normal,

install, and maintenance.
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15. The storage area network data processing system of
claim 12, wherein the given machine receives the list
of devices from the storage area network appliance and
configures at least one device in the set of one or

more devices.

16. The storage area network data processing system of
claim 15, wherein the given machine boots from the at

least one device.

17. The storage area network data processing system of
claim 15, wherein the given machine performs an install

operation on the at least one device.

18. The storage area network data processing system of
claim 15, wherein the given machine performs a

maintenance operation on the at least one device.

19. The storage area network data processing system of
claim 12, wherein the query type is one of boot, root

volume group, primary, secondary, and non-essential.

20. A computer program product, in a computer readable
medium, for performing operations on a machine
connected to a storage area network, the computer
program product comprising:

instructions for sendinhg a boot device query to a
storage area network appliance;

instructions for receiving a list of boot devices
from the storage area network appliance;

instructions for configuring at least one boot

device in the list of boot devices; and
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instructions for booting the machine from the at

least one boot device.



