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parity bits. DES was published as a U.S. Federal Information Processing
Standard in 1977. In an encryption scheme using a stream cipher, data and a

stream of pseudo-random bits (or encryption bit stream) are combined, usually
with the exclusive-or (XOR) operation. Many of the techniques used for
20  generating the stream of pseudo-random numbers are based on linear feedback -
shift registers over a Galois finite field. The register is updated by shifting a
new bit into the register, shifting the other bits over by one bit position, and
calculating a new output bit. Decryption is simply the process of generating the
same encryption bit stream and removing the encryption bit stream with the
25  corresponding operation from the encrypted data. If the XOR operation was
performed at the encryption side, the same XOR operation is also performed at
the decryption side. For a secured encryption, the encryption bit stream must
be computatlonally difficult to predict.
An exemplary application that utilizes stream ciphers is wireless
30  telephony. An exemplary wireless telephony communication system is a code
division multiple access (CDMA) system. The operation of a CDMA system is
disclosed in U.S. Patent No. 4,901,307, entitled "SPREAD SPECTRUM
MULTIPLE ACCESS COMMUNICATION SYSTEM USING SATELLITE OR
TERRESTRIAL REPEATERS," assigned to the assignee of the present invention,



TERRESTRI AL REPEATERS, " assigned to the assignee of the present invention,
WO 005572 PCTI US00/ 31197 2 and incorporated by reference herein. The CDVA
system i s Wwortdssyz di sclosed in U S. Patent No. 5,103, 4p@ruseistiored " SYSTEM
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nunerous circunstances
TDMA standard or to hardware generated stream ciphers such as the A5 cipher

used in the GSM standard. The disadvantages of hardware-based stream

20 ciphers are the additional manufacturing cost of the hardware and the longer
time and larger cost involved in the event the encryption process needs to be
changed. Since many remote stations in wireless telephony systems and digital
telephones comprise a microprocessor and memory, a stream cipher that is fast
and uses little memory is well suited for these app]iéations.

25 There is a problem of how to generate a specific segment of the stream
cipher efficiently without having to generate all of the stream cipher preceding
that specific segment. This problem arises due to the required synchronization
of the stream cipher at the transmission end and the receiving end of the
encrypted data stream. This problem can arise in numerous circumstances. In

30 one circumstance, a mobile station that is “roaming” from the coverage of one
base station to a second base station can face difficulties when transmitting an
encrypted data stream. The second base station has to regenerate the stream
cipher to the current state at which the mobile station is transmitting the
encrypted data stream in order for the second base station to continue the

35 decrypt the encrypted data stream. Regenerating the entire stream cipher can
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stream cipher. In one aspect of the present invention, state information about
the correct state from which to start generating the stream cipher is transmitted

from a transmission source to an intended recipient. The state information will
20 allow the intended recipient of the encrypted data stream to synchronize a
stream cipher generator advantageously.

In one aspect of the invention, a method for synchronizing a stream
cipher comprises the steps of transmitting a control set of numbers indicating
the current state of the stream cipher and then using the control set of numbers

25  to resume generation of a stream cipher.

In another aspect of the invention, a control set of numbers comprises a
cycle number and a stutter number wherein the cycle number and the stutter
number are used to determine a current state of the stream cipher.

BRIEF DESCRIPTION OF THE DRAWINGS

30 FIG. 1 is a block diagram of a conventional stream cipher encrypting a
data stream and then decrypting a data stream.
FIG. 2 is a block diagram of a stream cipher generator.

FIG. 3 is a block diagram of a stream cipher generator using a processor.
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used in this process, such as an addition operation on the transmission end 5
combined with a subtraction operation on the receiving end 6.
For the encryption and decryption process of FIG. 1 to work, there must
be synchronization between the transmission end 5 and the receiving end 6.
20 Each bit of the encrypted data stream must be XORed with the correct,
corresponding bit of the stream cipher. Otherwise, the output will be a heavily
corrupted version of the original data.
In some circumstances, restarting or regenerating the stream cipher at
the receiving end 6 requires an avoidable use of system resources. One method
25 of generating stream ciphers efficiently is disclosed in U.S. Patent Application
No. 08/934,582, filed September 22, 1997, entitled “METHOD AND
APPARATUS FOR GENERATING ENCRYPTION STREAM CIPHERS,”
assigned to the assignee of the present invention, and incorporated by reference
herein.
30 In one embodiment of the invention, a stream cipher can be generated
with a linear feedback shift register. A linear feedback shift register holds a
current state that consists of k elements from some finite field. If the starting
states (derived directly from the shared secret key) are known and the number
of times the linear feedback shift registers have been cycled is also known, then
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intended recipient receives the encrypted data stream.

15 A block diagram of a stream cipher generator utilizing a processor is
shown in FIG. 3. Controller 320 connects to processor 322 and comprises the set
of instructions that directs the operation of processor 322. Controller 320 can
comprise a software program or a set of microcodes. Processor 322 is the
hardware that performs the manipulation required by the generator. Processor

20 322 can be implemented as a microcontroller, a microprocessor, or a digital
signal processor designed to performed the functions described herein.
Memory element 324 connects to processor 322 and is used to implement the
linear feedback shift register and to store pre-computed tables and instructions.
Memory element 324 can be implemented with random-access-memory or

25 other memory devices designed to perform the functions described herein. The
instructions and tables can be stored in read-only memory. Only the memory
for the register itself needs to be modified during the execution of the
algorithm.

In another embodiment of the invention, a process called stuttering can

30  be utilized to inject non-linearity into the encrypted data stream. This will
disallow an unintended recipient from generating the stream cipher by simply
copying the state information and running the stream cipher generator.

A non-linear output derived from the state of the linear feedback shift
register may be used to reconstruct the state of a shift register through

35  stuttering. This reconstruction can be made more difficult by not representing
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(1,0)

Register is cycled twice and the non-linear output
becomes the output of the generator.

1,1)

Register is cycled and the non-linear output XORed
with a constant becomes the output of the generator.

As shown in Table 1, in the exemplary embodiment, when the pair value
is (0, 0), the register is cycled once but no output is produced. Cycling of the
register denotes the calculation of the next sequence output and then shifting
this new element into the register. The next stutter control pair is then used to
determine the action to be taken next.

In one embodiment, when the pair value is (0, 1), the register is cycled
and the non-linear output is generated. The non-linear output is XORed with a
constant and the result is provided as the generator output. The register is then
cycled again. When the pair value is (1, 0) the register is cycled twice and the

generated non-linear output is provided as the generator output. When the pair
value is (1, 1) the register is cycled and the non-linear output becomes
generated. The non-linear output is then XORed with a constant and the result
is provided as the generator output.




Pair Value Action of CGenerator (0,0) Register is cycled but no output is
produced (0,1) Register is cycled and the non-linear output XORed with a
const ant bewgﬁﬁgs‘tzhe out put of the generator. Register perosaizedsagain.
(110) Register is cycled twice and the nog | i near output becones the
out put of the generator. (1,1) Register cycled and the non-1linear output
XORed wth a constant becones the output of the generator. As shown in
Table 1, in the ex&hplmtm@mtmtqsementhmebm pteps lage advsn(a@eoms)ly t he
register is cy o
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becones generafe € non gar ou Is then XORed with a constant and
the result 25 is IEOOWMedtrewntci}ﬁlegeﬂmmcmypwdﬁpwstrm Ante3peids exactly
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advant ageousl y ected suc gener at or ‘dut put
hal f of the binumber tare becugedudirestly rcmmdawthﬂ state @ép&b@tregxstetrhelrognput s

produced by t hgnRddiflent bE HShvetGH, rbBlth mé ﬁansxﬁgémﬁfsaaﬁc@ranaomknﬂ{enaear (1,

0), the non-linear output can be viewed as being XORed wth the constant
(000000 cregyzentmgtarttsnaerﬁﬁnmﬁ‘gemmcmf@ﬁérérrbaéwébwraaﬁyow the three

constants is four. EbR&tRéd sthéin@lciitels redqudifia mHPeSke%uhbﬁ d pRe@ks TsMcIQfast he
generator gnd frustrates any attenpt to rec uct t estategg on the
gener at or t piitittering is mserted into the generation o e stream cipher to add non-

linearity to the stream cipher. In one embodiment, the number of register cycles
is counted and the number of stutter control variables is counted during the
execution of the algorithm to generate a synchronized stream cipher. It should

be noted that synchronization can occur at any point during the transmission of

20  the encrypted data stream. Whenever the intended recipient is to be
synchronized with the transmission source, two numbers can be transmitted to
the intended recipient. The first number would indicate the number of register
cycles required after initialization to reach the most recent stutter control setting
and the second number would indicate the number of stutter control operations

25  to be performed before the transmission source and the intended recipient are
again synchronized.

The above embodiments are described for the exemplary Galois finite
field of order 256 (2°). However, different finite fields can also be used such that
the size of the elements matches the byte or word size of the processor used to

30 manipulate the elements and/or the memory used to implement the shift
register, or having other advantages. Thus, various finite fields having more
than two elements can be utilized and are within the scope of the present
invention.

The previous description of the preferred embodiments is provided to

35 enable any person skilled in the art to make or use the present invention. The



For sonme stream ci phers, the encrypted data stream corresponds exactly 10
to sone nunber of cycles of the |inear feedback shift register's. Hence, the
cycle niWN@UBSTANn be used directly to update the stat ePEFUBMRHIT egi ster. In
one enbodi nent of the invention, bothahe transm ssion source and the
intended recipient can start generating a streamcipher fromany arbitrary
poi nt. For -CJ i 11 N r.q .Se j C such as
U5 ot utt or i Vgt BRAGRALGHE RFiRel SRR WIR SREHANY ppleRl RERTRETC0 0
non- | i nearskilled in thecarttarehthecgemigric principdercdefineodherein may fbe applipe rto of .
register cy | 4 r Lgbles is
count ed dur?%gﬁgﬁgadgﬁggéﬁﬂgﬁﬂng$ﬁgngﬁggPyg%ﬁﬁ%g&égﬁéﬁgﬁ%’gk ync ?onized
st ream ci phiswention ismmntlintended tobe imitedtto shmembodinyents shovomhererhmt iat any
point dugi ng, 06 LERAMRSIifes?scobe tcﬁﬁsigx’éﬁf %ﬁh?%@'?ﬁ-ﬁx E£3MH Nd\wiever the
intended reciprent Is to be synchronized wth the transm ssion source, two
nunber s canfepbires diselpsaed keteiro  t he i ntended recipient. The first nunber
woul d indicate the nunber of register cycles required after initialization
to reach the_nost recent stutter control setting and the second nunber

woul d i ndi cWRATHSE GRABMEDXS: st utter control operations 25 to be perforned
before the transm ssion source and the intended recipient are again
synchroni zed. The above enbodi ments are described for the exenplary Gl ois
finite field of order 256 (28). However, different finite fields can also
be used such that the size of the elenents matches-the byte or word size
of the processor used to 30 mani pul ate the el enments and/or the nenory used
to inplenent the shift register, or having other advantages. Thus, various
finite fields having nore than two el enents can be utilized and are within
the scope of the present invention. The previous description of the
preferred enbodinents is provided to 35 enable any person skilled in the
art to make or use the present invention. The WO 01/ 35572 PCT/ US00/ 31197 9
various nodifications to these enbodinents will be readily apparent to
those skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents without the use of the inventive faculty.
Thus, the present '
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invention is not intended to be limted to the enbodi ments shown herein but
Is 5. to be accorded the w dest scope consistent with the principles and

novel featé#‘;, scl osed herein. WHAT IS CLAIMED I S: i tpctysdolsizsy\( C)

01/ 35572 P /231197 10 CLAIM5s 1. A npethod for synchronizing a stream
ci-pher conprising: 2 transmtting a cont M8l set of numbers indicati ng a
current state of the streamcipher at a transm ssion source; and 4 using
the control set of nunbers to deteer(E{aljﬁ/{gurrent state of the stream
ci.pher at a reception site. 2. The nmethod of Claim1, wherein the control
set of nunbers conprises a 2 cycle nunber. 3, The method of Caim 2,
wherei n the t rlansnmisseethedforsmshranizngasirean apher SQPBASARY t he recepti on

site is a base st at&aﬂ@miﬁmg-g‘@orﬂﬁﬂ%ﬂopﬁuﬁbéfmmmg@ Purr&e ghefche

determning the current state 2 of the stream cipher is acconplished by
the fornul a: SiFeRmcipherjaty transmissiop sougeelansdl + 4+ CI1Sn+1 + COSn 4 wherein

k is the sige of aysiede @hibl sétasi Blfbersitol detdrifing Yied Eurderttigtste ofithes an
el enent stored in a linear shift register with n:5 i:< n+k-1, and c, is a

constant 6 wistream dpheratpracepon §ifs et hod of C aim 4 wherein the step of
determning the current state 2 of the streamcipher at the base station
I's acconplished by: _usin first array of nunber nd the cycle nunber to
deternine a #-secdhg ’ﬁ‘?’g‘agof)d%ﬁ'r@éﬁ’ ,%eﬁgmﬁ%lss[eﬁgp E‘é‘é‘gﬁa BFPAYT R
nunbers and a éyicres,{uﬁmr‘ of nunbers to 6 determ ne the current state of the
stream ci pher at the base station. 6. The nmethod of Cdaimb5, wherein the
second array of nunbers is '

3. The method of Claim 2, wherein the transmission source is a mobile

2  station and the reception site is a base station.

4. The method of Claim 2 wherein the step of determining the current state
2 of the stream cipher is accomplished by the formula:
Stk = Cle1Snaka T CeoSnekez - - -+ CSnua T CoSyy
4 wherein k is the size of a linear shift register, n is the cycle number, s; is
an element stored in a linear shift register with n < i <n+k-1, and ¢; is a constant
6 with0<j<k-1.

5. The method of Claim 4 wherein the step of determining the current state
2 of the stream cipher at the base station is accomplished by:
using a first array of numbers and the cycle number to determine a
4  second array of numbers; and
using the second array of numbers and a first set of numbers to
6 determine the current state of the stream cipher at the base station.

6. The method of Claim 5, wherein the second array of numbers is
2 determined by performing a series of multiplication operations of the first array
of numbers with itself, wherein the number of multiplication operations is

4  determined by the cycle number.
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2 determined by performng a series of nultiplication operations of the
first array of nunbers with itself, wherein the nunber of nultiplication
oper at i oD 41855724 det ermi ned by the cycle nunber. S 11 PCTAS0031W7s WO

01/ 35572 PCT/ US00/ 31197 11 7. The methed of Claimb5, wherein the second
array of nunbers is pre- 2 calculated and is stored by the first recipient

before the gtep e iedRsdof Claith 5h&hefQRthelseStid Arap WFRiInberSis pRe Net hod
of Claim?2, wherein the ste‘i of . transm,ttlng the_ control set 2 of nunbers
¢

conpri seé: fagHatedandds stored hy the tiesd recipigntbeferathestan of transmittingifhee to a-
plurality ofontflsecdfiibers. Wherein the encrypted data streamis encrypted
using the stream cipher; 6 transmtting a plurality of cycle nunbers from
the first source to the plurality of recipients; and 8 determi ning. the
current stage of ThdmefiddeahTRiiR De wHexeisthe §tephst tharishfittirig/theCon&li® numbers
by each pof tggwgguralit . of recipients, wherein each of the 10 plurality
of reci p:?enP CISSRBPEeY he plurality of cycle nunbers. 9. The nethod of
Cl ai m 8 wher ei n gassmiting Aeendriipetlidaya sttean® frofi £fiist sourcd 6 £ pRiraby of
differenf current state.of.the stre i pher. .10. The .net.hod. of aim8
wher ol n he RRIENS WREFEIR Hhh CRE PR St STFa i, pherypied USIRG ¢ PRSI pher
i s acconpl i siphdr;by the formula: Sn+k = Ck-1Sn+k-1 + Ck-2Sn+k 2 + +
ClSn+l1 +.COSn 4 wherein k is t sizze of a lLinear shift reqgister,.n is the
cycl e nufber, s,tr?%smléﬁn% Iae@é‘ﬁ%iﬁgtoofr%'&?ei ﬁu‘é‘lblefsnégp Qfﬁ #ITSt Pg‘d{"& Qi th n <
i ! n+k 1, phdaliy ofsecpieotssaraht 6 with O < :<k-1. 11. The. nethod of .
Qai m 10gwher ei Nl &GP uRl IRk SO fhelsBEabUGPRI by Guidf Mphbatdie Stream
; I rst array of nu an act)j/l

ci pher is acconplishe u5|n% a ers | e
nunber to def eyde mamabesebyrrack:of the plurality of recipients, wherein each of the

10  plurality of recipients uses one of the plurality of cycle numbers.

9. The method of Claim 8 wherein each of the plurality of recipients
2  determines a different current state of the stream cipher.

10. The method of Claim 8 wherein the step of determining the current state
2 of the stream cipher is accomplished by the formula:
Sntk = Ck1Snak1 + CiaSnak2 ¥ - -« T CySp4q + CoSy
4 wherein k is the size of a linear shift register, n is the cycle number, s, is

an element stored in a linear shift register with # < i < n+k-1, and ¢; is a constant
6 with0<j<klI.

11.  The method of Claim 10 wherein the step of determining the current
2  state of the stream cipher is accomplished by:
using a first array of numbers and a cycle number to determine a second
4  array of numbers; and
using the second array of numbers and a first set of numbers to
6 determine the current state of the stream cipher.

12,  The method of Claim 11 wherein the second array of numbers is

2  determined by performing a series of multiplication operations of the first array
-
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4 array of nunbers; and using the second array of nunbers and a first set

of nunbers to 6 determ ne the current state of the streamcipher. 12. The
nmet hod of Q8phfAsdsy Wherein the second array of numbers i pefdisoosrset er m ned
by performng a series of rrultlpllcatlon perations of the first array f .
LTI 111111111111111111 S C 1t° M0 01/ 35572 PCT/ US00/ 31197 12 of

nunbers with itself, wherein the nunbe It|p|| Jon operations is
det er mi ned by of feRResp ém#&tn"é@f wigreiry I‘i’élp{%a ’ﬁ?"i‘?‘ Rﬁ@?@f‘ﬁ B he

second array CfetdHihel Sy C?E@nu&]ﬁal cul at ed and |s stored by the first
reci pient before the step of transmtting the control set of nunbers. 14.

The nmethod of Claim2, wherein the control set of nunbers conprises a 2
stutter nunbery3, 15Thd &%tHM Bedlsin O, abherdih thaheesid afrbﬁ o$ hembets is pre-

transmtting th onirol . set of nunbers, ¢ ris

transmitti ré f@@ﬁfaée tses"%rFQ?’D’&I:l gﬁs"ae‘ﬂﬁ%?g%f’%ﬁt& ﬁ*e féifa?ﬁlé‘?‘%é‘gﬁ%% of

C ai m 14 wher ebofirtbheet 84 @pmbérsdet erm ning the current 2 state of the stream
ci pher is acconplished by the formula: Sn+k = Ck-1Sn+k-1 + Ck-2Sn+k 2 + .
+ C1lSn+l + COS 4 wherein k is the size of a linear shift register, nis the
cycl e nunber, 1 iThe@x&tﬁé&ﬁﬁdlan&tmlv&daréiﬂthebdmtetﬂrsesdsﬁriﬂmb&gicemprismath n <
i:< n+k 1, and t%e[r constant 6 with 0 <j < k-2. 17. The nethod of
Cla|m16 wer & p of determning the current 2 state of the stream
ci pher at the base station is acconplished by: using a first array of

nunbers and t ey m ne Pg A fs s; and
usi ng the second aﬁ‘hay gg:? ng%ﬁ"ge%h%%%t&setsl%eﬁ&:& %Q’thg Omg%{
det er ni ne the afuvungrers seraprisestthe istepsofrteansmittigefromta miobile station taribase

station.

16. The method of Claim 14 wherein the step of determining the current
2  state of the stream cipher is accomplished by the formula:
Snek = Ce1Snakt F CiaSnukz + - - - CiSnag F CoS
4 wherein k is the size of a linear shift register, n is the cycle numbet, s, is
an element stored in a linear shift register with n < i < n+k-1, and ¢; is a constant
6 withO<j<k-1

17.  The method of Claim 16 wherein the step of determining the current
2  state of the stream cipher at the base station is accomplished by:
using a first array of numbers and the cycle number to determine a
4 second array of numbers; and
using the second array of numbers and a first set of numbers to
6 determine the current state of the stream cipher at the base station.

18. The method of Claim 17, wherein the second array of numbers is
2 determined by performing a series of multiplication operations of the first array

of numbers with itself, wherein the number of multiplication operations is
4  determined by the cycle number.

W



18. The method of Claim 17, - wherein the second array of nunbers is 2
determ ned by performng a series of nultiplication operations-of the first
array of VRGHBSYS with itself, wherein the nunmber of mucEqsomAPT ON
operations is 4 determned by the cyclggnunber. 1 !'JiilLl 11111121111 I111i
11 1JI1 L HW 01/35572 PCT/US00/ 31197 13 19. The nethod of Cairrc 17, °

wherei n the geco rr of, AU LS_I,s pres 2 calculated and is stored by

the first ret?l' pi :Iﬁ‘te%%%fie(’ft &Hgﬁggwé‘ﬁf?%ihg APOnd AR L Fols Ri8t  of

nunbers. 20.caltuiatedthdds stbred by thelfitst ndeipientibefdre thé siep of tiahamatihf theg t he -

control set coﬂtr%ise'?‘(’) [ onprises: transmtting an encrypted data stream
. mbpers. . - .

froma first source to a plurality of 4 recipients, wherein the encrypted

data streamis encrypted using the stream cipher; 6 transmtting a

plurality ofggcyc | L.st urce.to the urality of
reci pi ents; gf\d gﬁgg#ée@%&%f%ﬂgq %ﬁﬁ%ﬁ%ﬁsq‘égtgp&?qaﬁ@m%ﬁpg%?E?‘B:Ff@rseby usi ng
the plurd i tof ngmbess/comprisasber s by each of the plurality of recipients,

wherei n each of L.urali I.pl ent S one of the.plurality
of cycl e number s " SamHing sl ey SRl SRR 2 FoRRE B g BB Pl 11y
of reci pifentrecipenietvehereitethecentiryptedatnta streamris estutptedusingethatsteam ci pher .
22. The net Rf Caim 20 wherein the step of determining the current 2
state of the 'stream ci pher is acconplished by the formula: Sn+k =

Ck- 1Sn+k81 + Ck- E@Hm@msaplurﬂlmgmcler@@@mfmm firkt e geze of a
linear shif tpliRditpbfrecipients ahie cycl e nunber, s; is.an elenent stored in a
linear shift register with n <i < n+k-1, and ¢, is a constant = 6 wth
0<j <k1l. 23. The AEVFRBINIBE aGument state pithe stream ciphes by amingsthe phumiitiof he
current 2 syeleen@hbehebf tleatlkBCthe lurdlfy SSIC R iSRS WHRYeinUsidiGofad T St

array OflOn u P E{aﬁt}g cr)]fj re%p‘i:e\él?sl {ises %?12 of ﬂ{eoplgg]i%rr g} c.pyecleanuslslﬁegrg.d

21.  The method of Claim 20 wherein each of the plurality of recipients
2 determines a different current state of the stream cipher.

22.  The method of Claim 20 wherein the step of determining the current
2 state of the stream cipher is accomplished by the formula:
Snak = Cre1Snue1 T CuoSnarz + - - - TSy + GS,
4 wherein k is the size of a linear shift register, 7 is the cycle number, s, is

an element stored in a linear shift register with n < i < n+k-1, and ¢; is a constant
6 withO<j<k-1.

23.  The method of Claim 22 wherein the step of determining the current
2 state of the stream cipher is accomplished by:
using a first array of numbers and a cycle number to determine a second
4  array of numbers; and
using the second array of numbers and a first set of numbers to
6 determine the current state of the stream cipher.

24. The method of Claim 23, wherein the second array of numbers is
2 determined by performing a series of multiplication operations of the first array

-

)




4 array of nunbers; and using the second array of nunbers and a first set
of nunbers to 6 determne the current state of the stream cipher. 24. The
nmet hod of @@¢mEsdd, Wherein the second array of nunbers mcxusossiggzer m ned by
performng a series of nultiplication opﬁrations of the first array |I Il C
i1-i WD 01/35572 PCT/USQCO 31197 14 of nunbers with itself, wherein the
nunber of nmultiplication operations is 4 determ ned by the cycle nunber.
25. The met hoof Brmbess withaitselfs avkarain the rumberiobrydijplifationranerations isre- 2
cal cul at edyg anéetgﬁnﬁb&lb?(ih@??&éﬁ&xb@t reci pient before the step of
transmtting the contfol set of nunbers. 26. An apparatus for

synchroni zing a stream ci pher conprising: 2 neans for determning a cycle

hunber ; meansag or Het el SUCRIR 23! {ierdiN ThE Secoftd of AEmb&rdNS Pid-t i N9
the cycle nunber and the stutter nunber to a_ rennte ECIE:I ent; ahd 6 neans

for using 4 hecasnted sodiestopgdiby the figstmecipient befase thestep obirmemittingtdecur r ent

state of the gRARIYfPR&berserein said neans for using the cycle 8
nunber and the stutter nunber is located at the renmpte recipient. iii

rrjrr) t
26.  Anapparatus for synchronizing a stream cipher comprising:

2 means for determining a cycle number;
means for determining a stutter number;
4 means for transmitting the cycle number and the stutter number to a
remote recipient; and
6 means for using the cycle number and the stutter number to determine

the current state of the stream cipher, wherein said means for using the cycle
8 number and the stutter number is located at the remote recipient.
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