RACK- LEVEL MODULAR SERVER AND STORAGE FRAMEWORK TECHNI CAL FI ELD
The pfesent disclosure relates generally to infornmation hanmm 'mmmmm mimr;
5and, nore particularly, to a nodul ar rack-Ievel server and

.tranemork. BACKGROUND As the value and use of infqsm@tion

continues to increase, individuals and busi nesses seek additigonal v o
process and store information. One option available to 10 thB@H@MﬂHﬂﬁﬁW“lan
i Aformati on handling system An information handling system

processes, conpiles, stores, and/or conmunicates informtion or W@ for
busi ness, personal, or other purposes thereby allow ng users to take — — —
advant age of the value of the information. Because technol ogy and

i nformati.on handl i ng needs and requirenents var betmeen dlfferent users or
appl i cat i ons, RAGKoEFRYELMORPBARRERYERARIDRBIO EMOREspect to the
type of information handl ed; the nethods for handllng the i nformation; the
nmet hods for processing, storing or communi cating the information; the
amount qQECHNI@WATRFIEMD processed, stored, or comuni cated; and the speed and
efficiency wth which the information is processed, stored or

comuni cat ed. The Thamireseniodisclopure ﬁ?@ﬁmqnéﬁllﬁéﬁdpf%ag%tl%mﬁl Y8RP or

| nf O§ n’at I ahd} o}?:ﬂgrltlc{fﬁrl yt%taengdl*lgr 1%8(-9:%??{ ?ver%dg ﬁ'e%ﬁ'f‘e%ofrﬁ)r a 20 specific
user sﬁecr C use Uch as tinancial transacti o processing, airline
reservatlons enterprise data storage, or global comunications. In

addi tion, infornation handl i ng systens may i nclude or conprise a variety of
" har dwar BALRGROUNEr e conponents that may be configured to process, store

and communi cat e '2}”3{1335@8 ?Qﬂe W Yn ol tbqleco%gg%rtormgr%as%op}aon al did g

dat a storage syst WOr Ki ng sys orma

syst em basifékséSsedk S@diviBhal SYHk @HNproteys abe sporeGR@rihtidi. NORe 6Ridh. avAilakle ko may
house nul tiple server systenms, and nultiple racks are typically placed in a
r o?:‘lrt)t hahiest ¥s¢niswn mormatian daedingesysism. s Apvaformation handiipisysigm eéwelrly room
Wi i nclude rows o dlfflcult of. cen ISt at
gener at ELHFFEP h8°‘Hﬁ‘| Tr pﬁ%ere%efméz?s NIRRT EY é"fg‘%‘% iop Oéx({élgassflgrve) u ’| eads
t o hi gh peRehdlNGr 6Met pulpBesahei@b allewir us’éfﬁjto take advantage of the value of the

information. Because technology and information handling needs and requirements vary
between different users or applications, information handling systems may vary with

15  respect to the type of information handled; the methods for handling the information; the
methods for processing, storing or communicating the information; the amount of
information processed, stored, or communicated; and the speed and efﬁciency with which
the, information is processed, stored, or communicated. The variations tn information
handling systems allow for information handling systems to be general or configured for a

20  specific user or specific use such as financial transaction processing, airline reservations,
ehterprise data storage, or global communications. In addition, information handling
systems may include or comprise a variety of hardware and software components that may
be configured to process, store, and communicate information and may include one or
more computer systems, data storage systems, and networking systems. |

25 ' An information handling system, such as a server system, may be placed
within a rack. A rack may house multiple server systems, and multiple racks are typically
placed in a room that is known as a data center or server room. A typical 'server room will
include rows of racks. One difficulty of data centers is the heat generated by the multiple

servers in the data center. Excessive heat leads to high cooling costs for a data center and



can result in the degradation in the performance of the conputer systens of
the rack or data center. Additionally, servers often include active
conponents. Once a server has been installed in a rack, the failure of an
active conmponent of the server may necessitate the need for service which

i ncreases the systemcost and may be tinme consuming. 5 It is desirable to
efficiently manage and nonitor the servers that are located in a data
center and mnimze the post installation maintenance costs associated with
the servers. Additionally, it is desirable to achieve optinmal system
efficiency by allowing the servers to share systemresources such as the
fans required to cool the servers and the servers' power distribution
units. 10 SUMVARY ~ The present disclosure relates generally to

i nf or macdoreshiand thendeggdationsn thoaerformance of the comaputyr systems @ﬁ)&?ielrwk or
rack-1evel server, and storage framewrk, |n.on X | ary e i t he
br 65 ent AR or oY S Btert IR dRbSae, Y SorB RS SnEn NI b om
fr amewopken hs@118PHE @4ck MOfMatd GMarhadile] ddehpoYU &t tha Yerl &Ch bl Bedbsdi bk
containing at |east one chassis; a sled placed within the chassis; wherein
t he sl etheineed firfessrvige Whigh inaoerses the sysiem icost and mybedinegennswming. f an pl aced
within the chassisg to co the.i.nfornmation handl.i ng syste

conttoller connun?tclgt Vel l>l/e té)oefj%%flglat? e gnm R Oé?llefi %W%glhfagﬁgegg%att?dol | er
nmanages PR hat depter @hd hifich 28 thepse destaRfibh Ghdififendifte A5HO GhRCRELIMith thde

sl ed; wherein the node controller manages operation of the sled; a power
nmodul e seversuppldjtionglipoies desirablido japliigygreptirodl sysieal ¢ffigicagsheafovang dhger

nodul e contrqllgr f or nanaging 0 %rat'onfof t he paver dU|eQ:9QQ grinary
domai n SHNER IP 1 AR FERISCTL UL &0 Bt oS r 8 rFoeb Mt BTYSE 228 A% node
cont r ol kgkersapslvdriigstRBYRn wiRdul e; wherein the primary domain controller
manages the operation of at |east one of the fan 15controller, the node
coni@ol l er and the power nodule. In another exenplary enbodi nent, the
present invention is directed to a nodul ar rack system The nodul ar rack
systemmay include a plurality of chassis placed in one or nore racks; a
plurality of sleds placed in each chassis; wherein each sled includes



an information handling system a shared fan nodule to cool the plurality
of sleéds in each 20 chassis; a shared power nodule to supply power to one
or nore sleds in one or nore chassis; and a shared nanagenent nodule to
manage operation of the plurality of chassis. Accordingly, the
met hods and systens di sclosed herein provide efficient nmanagenent and

nmoni toring of information handling sygtens that nay be located in a data 25
center and mnimze post installation maintenance costs associ ated
therewith. Moreover, the methods and systens of the present application
optimze systemefficiency by permtting two or nore information handling

- systens to share systemresources such as power supplies and fans. O her

~ technical advantages will be apparent to those of ordinary skill in the art
in vi enBHMMARY ol | owi ng specification, clains, and drawi ngs. 4 BRIEF

DESCRI PTI ON OF TH%H%DE?%NSC%N%s%lasure relates g[eﬁ‘% r-e%?o g;gtgﬁ%%o% H&%‘ﬁﬁgtsg&grhg,g of

the present enbodi Sl vant ages e acquire y referring
to the fgd Wmi@ﬂﬁﬁi,l tptal rAsd il @ketk-ievelcRnjer AEd dtonguialmetvotk. acconpanyi ng
drawi ngs, in ich like reference nunbers indicate |ike features, and :
Swher ei n: In ongj gigmplaryj embodimentprthe| proseaty infengion uis adirgeigdi ts st em i n

ek SRR SPREF RO, R R AR B,
teggog 'h ggygbiiésn‘?g}a&g?céﬁcgeg%gjmk doRwBithi; @Nleast Ohk GhUssis3a §18d Blab&l WRB®Ithy Chassiew Of
wherein the sled includes at least one information handling system; a fan placed within the
chassis to cool the information handling system; a fan controller communicatively coupled
to the fan; Wherein the fan controller manages operation of the fan; a node controller
10.. associated with the sled; wherein the node controller manages operation of the sled; a
power module for supplying power to the information handling system; a power module
controller for managing operation of the power module; and a primary domain controller
communicatively coupled to the fan controller, the node controller, and the power module;
wherein the primary domain. controller manages the operation of at least one of the fan
15  controlier, the node cbntrollef and the power module.
» In another exemplary embodiment, the present invention is directed to a
modular rack system. The modular rack system may include a plurality of chassis placed
in one or more racks; a plurality of sleds placed in each chassis; wherein each sled includes
an information handling system; a shared fén module to cool the plurality of sleds in each

20  chassis; a shared power module to supply power to one or more sleds in one or more

chassis; and a shared management module to manage operation of the plurality of chassis.

Aécordingly, the methods and systems disclosed herein provide efﬁcieﬁt

management and monitoring of information handling systems that may be located in a data

25  center and minimize bost installation maintenance costs associated therewith. Moreover,
the methods and systems of the present application optimize system efficiency by
permitting two or more information handling systems to share system resources such as
power supplies and fans. Other technical advantages will be apparent to those of ordinary

skill in the art in view of the following specification, claims, and drawings.



Figure 4 is a close up view of a nodular rack systemin accordance with an
exenplary enbodi nent of the present invention. Figure 5is a
bl ock di agram of a system managenent framework for the nodul ar rack system.
in accordance with an exenplary enbodi nent of the present 15i nvention..

Figure 6 i-s a block diagram of the software stack for the fan controller of

Figure 5 in accordance with an exenplﬁry enbodi nent of the present

i avent i on. Figure 7 is a block diagramof the software stack for
t he node controller of Figure 5 in accordance with an exenpl ary enbodi nment
of the present invention. 20 Figure 8 is a block diagram of the software
architecture for the domain controller of Figure 5 in accordance with an
exenpl ary enbodi nent of the present invention. ' Figure 9 is a
shar ed BRIEF DERGRIPTEYN;Q : rgeare with an exenpl ary enbodi nent of

t he present inventjon. 25Fi.gure.l i t onnecit | s to a
power distributi or/% URTE P lgt(%:@g(rle %ﬁg(glg%\agfﬁlegggsgﬁteenp o;aﬁd)}grgs Igdd?‘dﬁéﬁégg t he
present thepdsTHidyHBe acquired by referriﬁ%ﬁﬂfh% fallowiapidesiptiofiedkas @redHjureipph ivdfice in
accordance with an exenplary enbodi rent of the present invention. 5

Wi | e eitisoaiicomparying draywisgsdiis oflog ke M@@n%ewng@piledle@e akg fgetueesi H¥d and
are gef%ﬂ%giby reference to exenplary enbodi nents of the disclosure, such
ref erences GO not inply a limtation on the disclosure, and no such
limtation is to Ipggr&fl gk aesectofilieviswifanbdulBitagl sehtdit i 88drdanics ap@bire of
consi derabl e nodification, alteration, and 5 equivalents in form and

f unct i ogxemplani ¢thbagément af ha preseat sivertiasd i n the pertinent art and having

t he benefit of thk§ dizclosurg..ﬁhe de gc ggsqg%cd%gcribqqhegbqu nts of
this disclosure areexandI%eEhRy N HSt8RNAdStIVE S the" stope “of the
di scl osgafbodiment of the present invention.

10 Figure 3 is a perspective view of the chassis of Figure 2.
Figure 4 is a close up view of a modular rack system in accordance with an
exemplary embodiment of the present invention. ‘
Figure 5 is a block diagram of a system management framework for the
modular rack system in accordance with an exemplary embodiment of the present
15 invention. ' |
Figure 6 is a block diagram of the software stack for the fan controller of
Figure 5 in accordance with an exemplai'y embodiment of the present invention. |
Figure 7 is a block diagram of the software stack for the node controller of
Figure 5 in accordance with an exemplary embodiment of the present invention.
20 ' Figure 8 is a block diagram of the software architecture forrthe domain
controller of Figure 5 in accordance with an exemplary embodiment of the present
‘invention. |
'Figure 9 is a shared power supply systerh in accordance with an exemplary
embodiment of the present invention.
25 - Figure 10 depicts the connection of a chassis to a power distribution unit in
accordance with an exemplary embodiment of the present invention.
.Figure 11 depicfs a management appliance in accordance with an exemplary

embodiment of the present invention.



6 DETAI LED DESCRI PTI ON For purposes of this disclosure, an

i nformati on handling system may include any instrunentality or aggregate of
instrunmentalities operable to conpute, classify, process, transmt,
receive, retrieve, originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize_any formof information,
intelligence, or data for business, séientific, control, or other purposes.
For exanple, an information handling system nay be a personal conputer, a
networ k storage device, or any other suitable device and may vary in size,
shape, performance, functionality, and price. The information handling
system may i ncl ude random access nenory (RAM, one or nore processing 10
resources such as a central processing unit (CPU) or hardware qQ of t war e

. | U or
control |ogic, ROWhilerrambodimenieef thisrliscloyurebavedesn denictadart Jescmbeft donal
conponent s. of e _Lnaformati 110G i e di sk
drives,m@ﬁggwféﬁﬁf%%ﬁ%fag}%&%89?gq%g$%g§§ﬁ%g?@%ﬁ%%%&ﬁ##%ﬁgggg?ﬁgf é@ices
as wel | ngSinysly i Olimitafigilbn aRé dBulopute, (idl@) sdely lietimtios ucho bs iafekeygbdBired, a
mouse, and a video display. The information handling 15 system may al so
i ncl udeséhiectomatier ediprlesed dpesepihle pb ¢ansidsrpple pAtoRt | BiFE98: WBKNh t he
varigus har re n . . j o]gﬁ%j 1 NG .Sy m may
be h usgﬁnﬁﬁ?qfﬁngggggﬂsqﬁ%wogkghﬁ?%fwggAgﬂ%g%:%n |gﬂggq¥€h%%?6€&§£§nd/or
data st gavigg tHewewds offthid dsdlesuesntThe depictddeardy daogbell embadin@ats df0tis As
appreci-ated by those of ordinary skill 1n the art, the server may 20
consi st disslosare areexemplesranlhapd satr axhavstiopof tisdcorarirthe disclasi™s center may
i ncl ude one or nore racks 102 depending on the users' systemrequirenents.
The rack 102 may include one or nore chassis 104. A chassis 104 in
accordance wi th an exenpl ary enbodi nrent of the present invention is a
nodul ar conponent which facilitates sharing critical server conponents
anong many servers. In one exenplary enbodi nent, the chassis 104 may be 25
a 4U chassis. Each chassis 104 is purposely void of active conponent wthin
it or its backplane in order to mnimze the need for service after it has
been install ed. As shown in nore detail in Figures 2 and 4, the
chassis 104 may include sleds 106. The sled 106 may include one or nore
servers 107. The rack 102 may include one or nore conputational sleds,
storage sleds, or a conbination thereof. As would be apparent to those of
ordinary skill in the art, with the benefit of this disclosure, although
t he conputational and/or data storage sleds are vertically arranged in the
exenpl ary enbodi nent, they nay al so be arranged horizontally. As shown in
Figures 2 and 3, in one exenplary enbodinent, the chassis 104 may i ncl ude
up to ten vertical conputational 5 sleds, five double w de sl eds that
contain twelve or nore storage drives or a hybrid arrangenent including a
conbi nati on of conputational and storage sleds. As woul d be appreciated by
those of ordinary skill in the art, the present invention is not limted to
any specific nunber or configuration of sleds 106 in a chassis 104. In the
case of horizontal sleds, in one exenplary enbodi nent, four 1U full-w dth
sl eds that support dense server in



10 each 1U, including four socket systens, may be used. As would be
apparéent to those of ordinary skill in the art, with the benefit of this.
di scl osure, other arrangenents of conputational and storage sleds nmay .al so
be used dependi ng on the systemrequi rements and/or preferences. The '
chassis 104 may al so include a shared_fan nodule in a cooling:zone 11015 = .
at the back of the chassis 104. In thé exenpl ary enbodi nent, the shared fan
nmodul e has a 4U resolution. In one enbodi nent, three fans 108 nay be used
in the shared fan nodule to cool down all the sleds 106 in the chassis 104.
However, nore or less fans nmay be used in the shared fan nodul e dependi ng
on. the system performance and requirenents. The fans 108 may be nmanaged by
a fan controller 508 whose operation is discussed in nore detail 20 bel ow
in conj CRj 5 and 6. As woul d be appreciated by those of
ordinary skill in t it B fi ;5,01 u an
control |l er 508 na§%€§mﬁ%Fe%$gpg%%nggﬁg%hé&bggﬁﬁ%#ﬁPhgaﬁg@E %%5?{qﬁnf

Addi t i ongidde angasdinedeassing ol dbbrepare ¢fdaghuneenpalisies operableaakb@puteheibssifyre out
of the Power Distribution Unit ("PDU') which is discussed in _nore detai

bel ow i BraE8ssedrgngmEt iTeeivG tTBrEVguPBEingte, gwitsh store, Adisplpy cparidstnesteh t he
PDU 902 e r r y . - 1 4. T re,
the owdrCobkdatiodaes RheR” oF SiRETian g of lkdrRghol hbillclof or IR I0CE: o
that ar gusinaResdiaddificd cohgolPlol) dBb2. purfosesir For &&athptd) ams inforiioi Hahdlingen
distribute the power it receives anong the individual sleds 106 contained
i n that sysiem shay begypers@al computer, a nepeirhstorager s vicsoPy Hy ohmisuitatie deyics he

sl eds 106,there_are back e : i [ r and
nanagen@ﬂ?lﬁﬁﬁkgpaWb]?%aﬁhgasﬁ?f%ﬁ?géggg§§?§§g6%é§ﬁ:%%%'o?ﬁ%ﬁgﬁgﬁg s 106.
The poweandififg ?mwmchﬂek@h@m 4¥886s ahsRoGARAM]) i ¢t sparte Pedcsnsikg
signals (e.g. Ethernet) and | ow speed network signals (e.g. System5b5

Manafeneerourgs puch a5 » gentenkiperressrg unit KePYY of baidvaye pupefiiesre icaptreldegisn

ti |, St backpl t hat al tat i I h
PR S L S S o e e G A ey

The st onA@emBREKRANANAE CRAGE GhAY Maclidy dae of anste digkddrives] bie 60Mow Attiworal
backpl ane connectors via STA/ SAS patch cables. As shown in Figure 5 the
syst em aots fet baasugicationowith exéared] reyicsy iaglavell asovariosamRIt land SRt A/ QY

l'ing,, sh d d sh h | ed
(]:_88 :Mn?}ﬁeilc?%:su %‘éfalr léeay%aﬁf% argouaRagaennal s d%{)lﬁl dgr}%lhg}qﬁm%%g ﬂ':a?lﬁﬁrtlg €

a
ey be treated as can be centTally

nmanaged sQueh Mayatoviickideone br nfdk beedHpERbICAD thhhaltreimhasetionabagesent
network. " A donmain controller 514 may provide the access point for a user to

manage tthevajess dmdwirecaprangtisons of the domain controller 514 are
Sl od 106 my Tur et pieerg’ SngE s R oreros a0 R i o B SF Bt em
manageMmehmpRd adBidbwnOini Figure 3P 3d érk th@r ddth etorQdaieoiens n0d Hias cblier maybsmnage
each of the servers 107 in a sled 106. The node controller 502 power nanage
t he ser \aoragged in a rack 102. As appreciated by those of ordinary skill in the art, the server may
20 . consists of at least a motherboard, a CPU and memory. A data center may include one or
more racks 1 02 depending on the users’ system requirements. The rack 102 may include
one or more chassis 104. A chassis 104 in accordance with an exemplary embodiment of
the present invention is a modular component which facilitates sharing critical server
components among many servers. In one exemplary embodiment, the chassis 104 may be
25 a 4U chassis. Each chassis 104 is purposely void of active component within it or its
backplane in order to minimize the need for service after it has been installed. |
' As shown in more detail in Figures 2 and 4, the chassis 104 may include

sleds 106. The sled 106 may include one or more servers 107. The rack 102 may include

one or more computational sleds, storage sleds, or a combination thereof. As would be



107, turn on LED lights, read tenperatures, forward data fromthe serial
console, etc. It is also in charge of providing the proper voltage rails to
power the server's 107 conponents. 20 An end-user 518 does not directly
interact with the node controller 502. Instead, the node controller 502
communi cates with the.domain controller 514 and other devices in the
managenent network. The term "managenent network" refers to an internal

net wor k, not accessible to an end-user, that allows different controllers
in the network to conmuni cate anong thensel ves, and specially to talk with
the domain controller 514. I n one exenplary 25 enbodi nent, the nanagenent
network may be an Ethernet 10/ 100 network. The term "domai n" - as used herein
refers to a | ogical concept that indicates a set of sleds 106, fans 108,

power s aparénégo Saye of pedinpry shilhiy theeart, it thechengfiteof] hisadisdlosure, #lthaegh 102 or
Gonai n_ B yaPRaReR) Fhucg adid S5tal b Abe SRYcRy TRORBEE 1l (BUckOfpRA™

nec
consol i gabb@itheaWithe maPRls¥ibk AirenRAoriehassy.s Al QHow® iraFr%afss RadndrRRNageTENt
switch 516 at a central managenent domain controller 5I4 which provides a
si ngl e ¢xemplagaembodinient, thé chassiss $04 orayaingbde urhiwirghverticlngaspiuationak uch

as, for exanple, d Line.lnterfac Sl npl.e Networ k Managenent ot oco
or " Dht oSSRt olR A Ra e o FERPRa eI R et e P8 LR B | ove
an end- 4setoech2nfBANEN 2 A Cotibidioh f aPutRionkiOind R5aaBGRxdst Nes GOUR be
controller§%14 may manage all of the sleds 106, fans 108 and power supply
uni ts 5appredia®d by thoss dfrordivary skilhissths antothe presgntisivantioncis mot bmited teauy
comruni cates with the | aw | evel .cont |l er s, usi ng, t nagenmgnt. networ k.
hea oo oilie Manbr ot conBevabi of SHH a0brtShiplTug, -5 7 SPE TaRlsBERt
cont r ol kRHS in bHe ERMFIBRL érthd dihintaftfir ROVRII-WHIR §108d BaSsupPbE el Rfver in
functionality, but are ' not directly accessible to the end-user 518. The

domddn easit 19) ingludiesfonrn godkay systenso mayt besesetwakewetlddie anparenbia thesant
end-user 518 with many ways .to nanage. t system | n ope enbodi nent, .the
ayst om RPN, 15 Bmavly CoPRaciis 1oy Aiscomyte,, ARG, SFREARD Bbnai n
cont r ol lghpRthflodiahd stRefHEAMREY Glsh Ve \RYE HependGRSSh TRYsySemUcq@Rdhnd e
secondary ES controller 524 may take over and becone thé prinmary donain

cont r ol laed/or preferences. ~ Under nornal operating conditions, the primary
controll er 514 may. haye a nnect.i on t he secondary domain. contr er 524
Chrough the. managameRiesEL HEPRS A6 Relife 5650 Frueratiet bordneganbr10
or diypar Vi gl¢igabk bPtHetBadid 1044 thhind BEnBRAS entboafmédt the dhf6d LMURSdul@haarber  of

sui tabl e nethods may be used to provide this connection. In one 20
exenpl ary esdodomeintgnetamdodonengcthiesrfamsal8oeapbengd ¢ theesbaied dian Mhdulpte mar y

d i troll 514 d " live" to.th dar.
domai n €0Rk4B1n 8} g shedt 108 iy he s 4L HORNT GROBPEISTS iy BT e
primary @logsidy £AhsRNE aépeﬁaﬂafr@ytheIs§§ie1ﬁep%¢f_ohm%_tﬁatre¢m&a{e%§s. t'thd fARs

secondary domai n controll'er 524 such™as registration messages, alarns, etc.
t hr ough 10BenaydR menagedttiyon fanTdvatreBentifawhostorpeiation on disohdsed irb@drepdetail

o2l g0 Helabu R REHA R P ARyl ok “CORL Fotearcia by tosEbPoldlfary

skill in the art, with the benefit of this disclosure, the fan controller 508 may be hot

swapped from the back of the rack 102. _ _

_ Additionally, each chassis 104 may receive power from cables that come -

out of the Power Distribution Unit (“PDU”) which is discussed in more detail below in
25  conjunction with Figures 5, 9 and 10. As discussed below, the PDU 902 may have one or

moré Power Supply Units (“PSUs”) 904. Therefore, the power produced by all the PSUs

904 is shared among all the chassis 104 that are connected to the PDU 902. In turn, each

chassis 104 will then distribute the power it receives améng the individual sleds 106

contained in that chassis 104.



I f the secondary domain controller 514 goes offline or otherw se becones

i nopefable while the primary domain controller 514 is operational, the
primary domain controller 514 will detect that the secondary domain
controll er 524 cannot be reached (the 10 TCP connection is halted). An
alarm may then be generated. The pringry domain controller 514 will then
make attenpts to reconnect the TCP cofinection (sleeping a few seconds
between tries). Wen a successful . TCP connection is established with the
secondary domain controller 524, an event is generated notifying the system
that the error 5has been resol ved. If the primary domain
controller 514 goes offline or otherw se becones i noperable while the

secondary donain controller 524 is operational, the secondary donaia
control | er 524 wi Betwrsn |thngeslingcone dd0and the slads] §6,derease Sagfplanes 1d fe

seconda na ont r.ol.l Sk ompal hver e
arter alfy EREe T0f AUV BULE; o 380 AREmBElec R PRI Rn: halbiBimliz: pBREEAT0
domai n gguht 611 bethe SlelisNas. bEE® pewenamEmahagerht bhdkptams poasslso chey déghondar y
domain controller 524 may create an alarmto the system and/ or change its
node t oskrsdongswotke signialeas/e.d Eharnet g r oW spegdo peivfnk syygitalsm(e-ZhSYPISH | evel
contfollers ma t tice the. i K t . ied at el
ho 2 ¢ eDireedin: B, AR gine GulndGriciFEe siafoh By R T Rl i Shl fEEEY 21 €1 Y

ne
transi t bdkplaakeBat RI18GE a ddRIYATonalifled dPhdve-adedse t6 6 6 mdat Aorapt klebeincached
as soon as the secondary dommin controller 524 takes over. Simlarly, due
to the fhe gagreechassis he4 pra FATY SdHeignalsonthcostprage backplage roBRecters @ayRe at

h i : Co L f i b
| ntorr upo st eP g R L BRGSalE REAS R PRS0 ccur s, o new

attenpt to connectaswhblvnlig FbEees Hhdlbystnd ahd enettioRls distlose@hengird poviienarands.
Next, the new primary donmain controller will try to 20 establish a TCP

sesdf on fimewozk fenwsheessoeneding. shened nowemnandoshaged managements of the slgds 106

depi cts e nt..appl i ance 0_in.,accordance wth e di of the
pr gsent E%ﬁh/é[}??g%e wﬁlfé‘P elna}baéﬁlé #joqalﬁ%?’ibaen %atcﬁab anl\ét\%/&ec%l%{]g?ng%gp&fr{%m%
domai N GoRhEed bk aSefwork2 dud) dorddk aipke laR el th &kt beled Hfanagbnsens hewRoria A

accordance with an enbodi ment of the present invention may include up to
one managewincongeptn afcmap Brovidrothg aecesapiint &2 a user forrsanage dhe sstem. alier

desires syst.em redundanc h engnt _appliance 1. Ay, | - both a
pri mary OB%rﬁél?lhs %@tﬁf 58@9@&@%&’?15@@%5 érﬁgsé:ﬁ?jsg%}n O) ﬁ’ealger:]tali g%‘f’ ol ‘f‘%‘%%?égg& I'n
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appl iance 1100 may only include a primary domain controller 514.

Addi t i omsgstey, managtinenicdndsroniomng panabdisiepotThearpde reontreliprRidnagy mapagacl ude

one rac lg:ac ng %ﬁletsre]rv%rs ai eanﬁfr:]& 106]T1The node controller 502 power manage the servers

-

107, turn on LED lights, read temperatures, forward data from the serial console, etc. It is
also in charge of providing the proper voltage rails to power the server’s 107 components.
20  An end-user 518 does not directly interact with the node controller 502. Instead, the node
controller 502 communicates with tile domain controller 514 and other devices in the
'managemeht netwo.rk.' The term “management network™ refers to an internal network, not
accessible to an end-user, that allows different controllers in thé network to communicate
among themselves, and specially to talk with the domain controller 514. In one exemplary
25 embodiment, the management network may be an Ethernet 10/100 network. The term
“domain” as used herein refers to a logical concept that indicates a set of sleds 106, fans
108, power supplies 510, 116 and other devices that are located in a rack 102 or distributed

among a set of racks and that can be managed from the same domain controller 514.



appl i ance 1100 having one domain controller and an Ethernet switch and the
ot her “managenment appliance 1100 with just the switch. A nmanagenent
appl i ance 1100 in accordance with an enbodi nent of the present invention
may include a rotary switch that can be set with the |ocation of the rack
102, so that each rack 102 can be assbgned a different nunber. This is part
of the location information that each”device in the system has. For

i nstance, a sled 106 will have a given Rack/Chassis/Sled identification
associ ated therew th. Returning now to Figure 5, in order to
manage and nonitor the sleds 106, the node controller 502 associated with a
sled 106 may have a physical connection to 10 sensors, notherboard and
expansi on boards that provide managenent of nultiple servers 107 in a sled
106. The node conihemeeyorkaay egpneein 6‘Pflsallﬁﬁtk9no%\‘1§@e<é)§o¥’!thmrieaﬁhéh3551s

Systeom Tehe bCoRl ShARRERER ST el P A PR o T RERAR CoBAATHA 1

t 0 proviygiechasevidedagageewaindmt) foentsIfadsesd ff a usérchtidigh @n imtdfaeparhds, hard
drives, and/or storage sleds 15 associated with a sled 106. Power

nanage nnt exeopha fdemmayd Bane frserifased Straple Mietiygde Magagemptnt &irotogal ¢ Baa panel

on the sis 104, ..thrqugh t et d
Nanageng]g{%sebi}/fﬁn? %‘Taiblehrty EI& e) %@gﬁ%ﬁe col rlll{éfg}l%)éllrfo‘g%%{ %iig%gﬁ?ﬁlgg%er ge of
dat a cobh®eidn®0r andbnadi€r FoRgnstae, MedRneANcomtdIRE 539 2nayBinahdpenalpef irdi cal |y
send data to the domain controller 514 and/or send notifications to the

domai n sleds 1086, fans 308 angh@eweo supnly anis i Agl vEnens ecwgre chrgeis tli0dnalhey, t he
node controller, 502 y_send .senso t A F IS, er
508 FoPogin yshe: STReoRFRGNERESRln 4R Aol Bl USROS bipes (RN GRALEM,

t enper ah Pk s € ISOdiscRted KeReih Nhedom v RIVEN @ntdlled IéfekPtodfodet dn@dlleshe node
controller 502 may al so send sensor data to the fan controller 508 of the

chad@i s fapgontrolters and cpawarosangiollssgwhioh offem fupstonalidy.sbisare dek direghcont r ol
t he speed of,the fans,108._.25 .The fan cont 1.0l 508 may inclu ftware
o cont OIS Tohe 05000t B e THF Snaal, SPHeS: S H o el b sBSdoRsefd , “The
domai n ¢QBk el hvideldn thdaryr 618 twiidlmirss uass Wb thatdde thangsttR8. mhend an
controller 508 may conmunicate with a domain controller 514 over the
managemembodiaentr the systemfmay doredeotwwaedoBal eajrotlense ide SEengdé thea priwmanat a

f 11, th I 502 |ocated in th hassjs 104 j d
Lo’ T equriatin RERURF St falsoBR o g bR o B e Rl LB eraef & of

t he 18y S8R0l 824 alhy Gkt dvel bl beeBfeMBY pritislylddthath EatitidlleONfi guration file
that its different Conponents nust read at start up and that can be

overwitten from tUrsledoomiah openating corditigns4 theqpaniry icontroNer XHenpahavest er s
that control .th ehavior of the fan .contraller 508 such a | | i ng

f requen(???neﬁg?%g‘_f B‘edsgfj ) ERYs ,coﬁ?@?er ﬁ%é;ﬁ“ﬁgg}} g’ﬁ&“W&?ﬁ‘%@ﬁb"ﬁ#aﬁ‘%n file
and can JRRI@WR! ipfteeited Yy R3S | IT0ordinakyk Rkl ird WP @R e wilhy tHeh Berfb@iBiMthis
controller 514. Turning now to figure 6, a block diagram of

t he conpliwctste, efmuniber bhsuivbletmethpdy meP e ased Wappeide dhis Thenection.cbnenawl | er
508 Bay i ncl ude a n(?tvmrk}&abstratcti on Iayei POZ ang a h@r dwar e abstraction
| ayéP BGAMARE FHPRIRGAR R FOMECUNTOMEY PR S&F FORRCN9R {lhe ungTy SORSHt r ol | er
508 may BRrdiR! AFERLRALERN, GERE ARG maRdeiMd thePRcbiIapE H¥mhiRPRat8Heby24 he
under |l yi ng hardware.” For instance, the 1nterconnections may be sinple call

t o | oadelrohglotier TEB comirationl evarprdey seamds.nilée ppmacyedemaioreonmoldertilgrmay -

f i __The network abstraction | 02.al | ows_ the f
cont 1 of 1P 4 TRBORHN AR L0 VEORGRLAeen RNCEKEETNB e REPRBE bol ng

concer nggegidel 41515 sU B efhk oA Gh O S LMok n&i8h OaBk sB®inBry domain controller 524
25  operates in a loop that checks the timestamp of the last “I'm alive” message received from
the primary domaﬁn controller 514. |
If the secondary domain controller 514 goes offline or otherwise becomes
inoperable while the primary domain controller 514 is operational, the primary domain

controller 514 will detect that the secondary domain controller 524 cannot be reached (the



15 used. The fan controller 508 may include an identification service 606
that determnines the physical location of the fan controller 508.
Specifically, the first task of the fan controller 508 nay be to identify
itself. Since a fan controller 508 is located in a chassis 104 in a rack
102, this identification may be based, on the physical |ocation of the fan
controller 508. Using the hardware ab¥ raction | ayer 604 the fan controller
508 will -determine the 20 chassis nunber that it is associated with. The
chassi s nunber will be known as the |location string and nmay be assigned to
a hostnane of the fan controller 508. As woul d be appreciated by those of
ordinary skill in the art, with the benefit of this disclosure, based on

t he physical location of the fan controller 508, a static address may be
assi gned GPocetnsctiem ic baltedd! | Ap dagm ngcthepnby pengyeds sThes PHEEGHeMato t he

st ar ¢ SIOHRE ST RrlRY BRE R EBRY S Frtnkd TR ARG el g ]

uni que isgeohBE beeveMar Hies). T When assicgaiflil atoP esomnk&@ionOfs edtiblished tWith fan
controller 508 will send an error to the log service 614 and attenpt to get

an addr eseonflamydomajreeentspdlar péblansvenids gerssasd notifying the system that the, egpfe
enbogi nt ol d%‘;ie ic fan controller 608 nay be provided to regul ate the
speed o aﬂzle f&hs t08. Sensors (not shown) may be placed in the system The .
dynam ¢ fan controf 4ROSifEY EQEah\@nRENEOSIL o6&N6Mind 6AGHHRESiIsE RBdMAAEL Of
more sensors of the chassis 104 and dynam caFI y adj ust the speed of the
fans 108napsiable whikthe speandpyalonBimeaysiollenia4 is@peragonabghosedendatidomatat a
fromthe sl eds 6_4.n the chassis ,.104,and. ot her [ ensors 4 ted in
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fai liyre.oldhe eatbritt Wl bekadRd dabbs as e idcohdi®y dymaii ContrdlleC S fakks 608

otherwi se fails and cannot be recovered, the fans 108 will be directed to

oper at e ayer. n@ixiilariy dypetodhe failure of the primaBedemaie conieollep 81 4htd ear titeréagelat a

f eedback, control systemis kno 0 on feordipary.skill in.the art, it
Wil notg BB G LammAnddoar Meiesion W i SgNieehfay RE HEmertsbatErele: ( ne
fan moduysgr | #dv Secohfewh@Nthe eahgiabh 86cudd8 nti dtietipt @S tornBe: WilINBR sab&@sthBNs to
perform at maxi mum speed. I n one exenplary enbodi nent, in case of a

fi r mwvar enflahé usee cart teeryftha somd8ndsmyNew, the newpropay domant congrelleuwilspeed whi | e

t he fan cont.r.ol 508 is.restarted. ) The notifier service 610
of e feétr?%ﬂh? {rgFISESrS‘%’O‘g‘t%?egéﬁ‘i?n%?@%‘é%“ P98 Ehe fan controller 508 to

the domai n contr olgiglre S5ili4 48M6ks Of Hﬁaha%e%%it\é‘f)ﬁﬁanc%ﬁl@@%_sa&@bﬁaggb Wil side data
updates or interesting events (e.g. fan errors). The first task of the

not i f i erengmdihent of 1@ presempinventidny Thremampainenicapplirwdel 10031y congain tpeo f an

controller 508.is read iptionally, after. t initjal."reqgistration",
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Cowoner%aserﬂﬂo&iﬁ%mf SHOREE iSVenBO8 i) fBRIdE AFRINofORahMlchRht adptiaatg ot her

devices (e.g. dynamc fan control 608). The fan controller 508 may al so

i ncl2dde 1100 per rack 102. In instances when a user desires system redundancy, the management
appliance 1100 may include both a primary domain controller 514 and a secondary domain
.c.ontr-olller 524. In contrast, when the user does not require redundancy, the inanagement

appliance 1100 may only include a primary domain controller 514 Additionally, multirack

systems that do not require redundancy may include one rack 102 with a management



14 a ponnand | i stener service 612 that receives nessages or comrands from
the domain controller 514 through a connection-oriented session that has
been previously created. The conmand |istener 612 may queue inconi ng
requests and satisfy themone request at a tinme. The nmaxi num size of the
gqueue may be read fromthe configuratjon file. As a result, the 5 nethods
bei ng executed fromthe command |istener 612 to perform managenent and

- nmonitoring operations do not need to be thread-safe, although using a .

t hread-safe nethod is recomended. While only one connection may be needed
fromthe domain controller 514 under normal operating conditions, it is
desira?le to have the ability to allow nore than one connection in the
queue for debuggi ng purposes so that a test client can send 10 co nds to
t he fanamﬂml%ﬂﬁ@? glwaigev_@% dopwinyIsontrolies angh ar thermet swyRe @Enilenother

troller 514 . . ol further gl 4d
og ser TEBH cppiance k00 bt LENERHIE, 3 idediths diplia 11 L2 2

cont r ol h&for&d8e aAGh Hi @nBsiitbeofithe preséntdheationestiyainehie b romyy beitch ther manent
| ocation (e.g. EEPROM . The | og service 614 may 15 rotate the |logs in the
physi cakambeisahivéty thadecation;ef theyack {04, soathgt eard rAsktl (letadnle ASSIENAE s
remain gvail abl h X I 1 : 1 e : dwar e
resot o Sgta el TS MR he focion Momdlich anAAERUERL. Al ule15:03

| NSt anc@as. | ForangaPoeleda 06 will hevow plven Ratk/Thasigiied identifieationgisseiattdce 614
may be 500 while in another enbodinment, it may be 20. 20Additionally, the
fan conthes¢widr 508 may include a nonitoring service 616 which for each

oL of [ ntercoreffinfle FRPRIFRERSNIM of FENS sidifel ARE nloRRG: HRIHALAGE, 11 1 oS

events of interest n-er e no er service f the

sensor @@t odtdntRles 502 aBsRifsietvethni SR HECRRY Hale ar giygieal Eotiriebiton td he
nmoni toring service 616 may send periodic updates of dynam c data to the
donmdfn sersersomiasherbaard and expansioat horrdsrthateprovide reamggement gfanylsplentsbishent
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embodiment, the microprocessor may include a small embedded Operating System. One

of the main responsibilities of the node controller 502 may be to provide and manage

power to the sleds 106, including motherboards, hard drives, and/or storage sleds

15  associated with a sled 106. Power management commands may be provided to the node

controller 502 from a panel on the chassis 104, through the management network and/or a

Baseboard Management Controller (“‘BMC”). The node controller 502 may be in charge of

data collection and alerting. The node controller 502 may then ﬁeriodically send data to

the domain controller 514 and/or send notifications to the domain controller 514 when

20 interesting events occur. Additionally, the node controller 502 may. send sensor data to the

chassis’ fan.controller 508. For example, in addition to sending chassis’ sensor data such

as temperature sensor data to the domain controller 514 to be stored, the node controller

502 ma_yfalso send sensor data to the fan controller 508 of the chaésis 104. The fan
éontroller 508 may then use the sensor data to control the speed of the fans 108.

25 - The fan controller 508 may include Software to control and monitor the‘

épeed and status of the fans 108 and notify the domain controller 514 of any critical issues

with the faﬂs 108. The fan contrbllef 508 may communicﬁte with a domain controller 514

over the managefnent network. The fan controller 508 may receive temperature data from

all the node controllers 502 located in the same chassis 104 in order to regulate the fan



abstraction |ayer 604 for each "sensor" at a pre-set frequency and may
store” a predeternined nunber of sensor readings in nenory. The stored
sensor readings nmay then be used.to cal cul ate an average value for the
particul ar sensor that is reported when the 15 nonitoring service 616 is
asked about a sensor. The nunber of sgnsor data to be stored and the
sanpling rate may be set in the configﬂration file. In one
enbodi ment, the nonitoring service 616 of the fan controller 508 may use
the sensor data received and conpare themto three operative ranges to
determine 5 if the fans 108 are operating in the normal range, the warning
range or the alarmrange. Every tinme a sensor enters into one of those
ranges, the nonitoring service 616 of the fan controller 508 may fire an
event t speptetorremply withdke thempalgequirgments ofithe systam.r Yhe fae coptoll V8 ray

t hrough. t domain_control | e el e be set
in the Fgﬁ'ﬁlegfurrngni %Or?%fgﬁagok‘ﬁ{rlgl%% l%sh(g?fg%ﬁg?ﬁﬁgé)%ﬂsoﬁﬁgr&ag?&%Iélina| y, the
fan contyapbiebe 5OGwiEn i@l tedomdig abhtbelRdr 534 0rSpecifitiytheparnetard thut end
device that polls the fan controller 508 at a pre-set frequency and wl|l

reset t hentfohrike behayjsar eft e dfan feantroligseXt§ suchias reding fsauencyedsfailadeda y from
t hen{ anle%s gteét(cg.l)rétgst’t b??ga'd from con’{lg%rfltlion ﬁﬂ: a?xa%% bE: gvgﬁigﬁér?fo? tés'tiﬁg bphﬁir%g? t hey

mai nt ai na he fan con er services nmay be arranged so t

do not bﬁﬁ,@ge@q}ytﬁiéa&ﬁﬁih)éomjr&]tbrtshlﬁ, hardware. Instead, 15 the fan controller
508 may include a hardware abstraction | ayer 604 which acts as an interface
bet ween the servi deminmdowhe figirdviaraeblogl digesmqisthy rempopents 1o thofarand

| i stener senvi 612 .receiv a.co . conmand

li st ene?or%ﬂleﬁ;s/g S geRce g‘qﬁg%et f{hogﬁﬁe!ﬂﬁ%rggé\/\gga& %Blgl? Egc %%‘ggh{ %lg/syraaé 4 whi ch
knows t RigePbySshncPh h%djam&&dcﬁdiﬁlaféﬁm Ofhd i@tep&rineétionk Atmong ke sedgicepul d be
apparent 'to those of ordinary skill in the art, 20 with the benefit of this

di st0 osir the fatheontrgHer 2 may be implemeniatiomdenegaen and vl be dareely imnested Bevi ces
M T LR N T
libraries, shared memory, or inter-process communication frameworks like queues. The
network abstraction layer 602 allows the fan controller 508 to send and receive messages
from the network without being concerned with the underlying network protocol being
15 used. The fan controller 508 may include an identification service 606 that determines the
physical location of the fan controller 508. Specifically, the first task of the fan controller-
508 may be to identify itself. Since a fan controller 508 is located in-a chassis 104 in a
rack 102, this identification may be based on the physical location of the fan controller
508. Using the hardware abstraction layer 604 the fan controller 508 will determine the
20  chassis number that it is associated with. The chassis number will be known as the
location string and may be assigned to a hostname of the fan controller 508. As would be
appreciated be those of ordinary skill in the art, with the benefit of this disclosure, based on
the physical location of the fan controller 508, a static address may be assigned to the fan
_ controller 508. Once an IP address is assigned to the fan controller 508, any other service
25  in the fan controller 508 must be resfarted. The fan controller 508 will then yalidate_that
the address is unique in the network. If the assigned address .is not unique, the fan
controller 508 will send an error to the log service 614 and attempt to get an address from a

reserved pool of addresses.



Returning now to figure 5, the node controller 502 may perform nanagenent
and nonitoring operations requested by the domain controller 514 such as
the 25 power managenent of the server. The node controller 502 nmay

communi cate with the domain controller 514 using the managenent network.
The domain controller 514 may include:g mai n configuration file that the

di fferent conponents of the node conttdl ler 502 nust read at start. up. This
configuration file my be overwitten fromthe domain controller 514.
Accordingly, the paraneters that 16 control the performance of the node
controller 502 such as polling frequency, default debug |evels, etc., nust
be read fromthe main configuration file and may be overridden for testing -
and/ or tuning purposes. The presence of the main configuration file renoves
hard codi ng from fthenecaebogiment} lRodgagus yap epngel QS araynhegrovided to

nmodi fications,.duri testi f e L l. yrof the
origi nafeg(‘fgaﬁ? fhﬁﬁpfé?%?%fﬁh ? 5@%’3/%8%&02’5&@%?%%03@3 I@%ﬁ”}gg%éé )éhngl 3 a'IE% a -

"reset” qyhekielin EdieroP b0 AR reefRf petiodRseMbr Téddengs From bhid Gmbiktsendofconode
controller and the systemis restarted. Turnlng)nOM/to figure

7, a bl 8ekchdssigd @dnand dymarpicathe adilstr e spegsoplethe Sarst 19&using e’ 1Posenitolleter 502

are depicted. The.n controll er 2 i ncl yde series of
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har dwar gmahsit s@sbisQBcAt @RI froibf tiaéhaddiy €64.t Ber mefah¥a iR dyn@iiidfahi dotrand

- portability. The interconnection anong the services may be inplenentation

dependeff8 aray raeejventhe ifokbcing dentspr dafe fipmel eadhyslerdyl 06a puthetrambieny teyapgrature
enbodi nts, this can be .si net hod cal | | oaded, |ihrari.e ared
T ory Tise b e nelig RaREorfe o FelB SR FPbed: S Py ORP R O bE MY
The net MMM abapéattd Gforh WEBMOR al@Yhed 1D PowBeconimhpadt Addisionsllya ik

recei ve nessages fromthe network, w thout being concerned with the
undé® | yidymamietievoedatiol 60D oY rénsivepetiodid. semoe residingh dron thetchasaiskid4shch e node

troller 502 js to identify i to th t In. hodi , th
hode cofitd BRPER! ey qhon pich T i ool FeiRes, B b BE p BRI, ('
physi caleoh@aat i@ heMinamhidBh ReitloD 668.S PRGIGIE beaGkredldted B5NASS Sf dldthaand sl ed

106. Accordingly, one of the first conponents to start up may be the:
i dent i f iskifitindhe agrwitke the degefithifchis diéschaspien the RIBecophrpHertaimaysatrplothe 44n t he

node contraller,502. Using the hardware abstraction |ayer. 704, the de
Cont 1 of PRSI, Fic TR T S EHEP EHAL D Rt e L B BE gl de. ¢ he
chasgsi s {dé ihakRsdr taildre) %aﬁaﬁ%nﬁvﬁéraSOSCfaﬂG,d&eﬁSthg%z(mérﬂ@nfaﬁQoﬁﬁola&% gned
to the location of the particular node controller 502: Once an | P address

i s assi gtiedwisanfilptandrcapeotybe gscavaradndhqdats & wibl beedirsged ospetste at
restarted. .The node controller 502 may then ensure that the assigned
addr ess TEMHPFHE® Y 0 the network. If the address is not unique, the node

controller 502 magd-Qgkede Spdriortdtduah b 2FAbadkocoafbl &Rtem is known to one of
| ordinary skill in the art, it will not be discussed in detail herein. If oné of the fans 108 of
20  the fan module fails, the fan controller 508 will direct the remaining fans to perform at
maximum speed. In one exemplary embodiment, in case of a firmware failure, the fans

108 may be set to operate at maximum speed while the fan controller 508 is restarted.
The notifier service 610 of the fan controller 508 may send messages from
the fan controller 508 to the domain controller 514 and cher'feceivers. Méssages may
25 - include data updates or interesting events (e.g. fan errors). The first task of the notifier
- service 610 is to notify the domain controller 514 that the fan controller 508 is ready.
Additionally, after the initial “registration”, the notifier service 610 may forward messages
received from the other components of the fan controller 508 to the domain controller 514

~ and other devices (e.g. dynamic fan control 608). The fan controller 508 may also include



17 address fromthe reserved pool. The identification process may be
executed frequently (e.g. every ten seconds) and if the location is
changed, it should re-register. The notifier service 708 may
send nessages fromthe node controller 502 to the domain controller 514 and
ot her receivers. These nessages nmay iﬂflude data updates 5 (e.g. sensor
data) and/or interesting events (e.g. change of state and errors). The
first task of the notifier service 708 is to notify the domain controller
514 that the node controller 502 is ready and "regi ster” the node
controller 502 with the dormain controller 514. If the initial attenpt to
regi ster the node controller 502 is unsuccessful, then the notifier service
708 may wait a predeterm ned anmount and keep trying until a connectjon is
est abl i errethmand liglener isevvige 912 thak rersivies imagssagss o commandsdir® dhsdriaRessages
fromthe qther -Sehvices / N Scak o d B ough
the menSgarat SRERIBHE fRslorTRRHYckfol R RRIRCF PRV Rre® D)
send nmegsaaRRd listeh&ie 1d0HB queGo fHebMlingereqhdsés @id sprisfy Stedm bid vt st 4 imdet ect
the unlikely event that both of the primary domain controller 514 and the
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accept ald @comngede(hng\’l‘sbmlbém gefneclignimey degreediintiom dhe demamocangreligho mai n
controll 514 via the nptifjer.servige 1€ r 2 may
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710 may tkRCEeY orFRSSHRORS thel queasTanN@bub Al fuiosdo Baitiat COREY clidneka® ténd hr ough
a connection oriented session that may have been previously created. The

comi@ind chinstapdeto thefa eantrpller e evgndbughritismonpecielfosems dapinseantofigr t hem
one req%ggt at a time. Accordingly, the nethods being executed fromthe
command “25 | i stener 710 to perform managenent and nonitoring operations

need not be threadrhgahe cohtfolRPS08 FRAAfubiBE: inciidee %E%@w&i&%l@oﬁhaef&éieés may be
allowed in the queue. ' Addi ti onal | e node controller 502

, t
may i nclmessagas S@mni ather oprwporentserfythe dary gontrofiee 55%@né|st0é@nt§@memsaephmsx§él 712
may run i The first, |

control I“é‘?di%\gg’i%gg’lgz&esa é’ﬁf}n%f'tai(’?:?%?%e{%%fé@é}\ggpﬂgd@ﬁ%ﬁ%éﬁgg 6ggr nd 18

15  rotate the logs in the physical medium so that it is never full and the most recent messages
remain available. The maximum size of the log is dependent on the hardware resources
available and may be part of the configuration file. For instance, in one embodiment, the
number of méssages in the log service 614 may be 500 while in another embodiment, it
may be 20. |

20 Additionally, the fan controller 508 may include a monitoring service 616
which for each sensor of interest (e.g. speed sensor) keeps the last read value and fires
events of interest (e.g. fan error) to the notifier service 610 if the sensor data fall outside a
predetermined acceptable range. Further, the monitoring service 616 may send periodic
updates of dynamic data to the domain controller 514 via the notifier service 610. In one

25 embodiment, the monitoring service 616 may constantly poll data from the hardware
abstraction layer 604 for each “sensor” at a pre-set frequency and may store a
predetermined number of sensor readings in memory. The stored sensor readings may then

be used to calculate an average value for the particular sensor that is reported when the



stores it in a rotating buffer. The second node is the. interactive node

whi ch”al |l ows the end-user 518 to interact with the serial console of a
server 107 via the node controller 502. The inplenmentation of the E
interactive node enul ates an end-user 518 being connected directly to a
serial port of the serial console seryice 712, even though in reality any 5
comuni cati on between the end-user 518 and the serial console service 712
nmust go through the donmain controller 514 and the node controller 502. In
one enbodi nent the buffered node may be the default node of service for the
serial console service 712. The buffer may have a FIFO design with the

ol der bytes of data being dropped to allow new bytes to be added at the top
of the buffer. 10A qu service 714 may al so be provided to receive nessages
f r om ot hmnitoting eersise $16fis asked rbant ¢ sersen| The nswhenplsesy data fehs ptered

physi cal dia such _as, for_ exappl n.E The node controller 502 may
al so i n& SgM, ﬂgfag??lﬁﬁgg(%&\}?g%Cﬁfgg?rgggrgggf\{l sensor that is nonitoring a
system char act eri $f bfie @mbbBin®in€Sthe (Rortoring PRt 616 of fRRA @atslkerpidson,

vol tage, current, etc.). In one enbodinment, the nonitoring service 15 716
nmay constayritse yheshsordlataareeeiyedeandheomnisg bemHarthigg operptige fanges KISt RN ar e

abstraction la 704. The nmonitord rvi.ce readi ng

val ué offl ?’ﬁéja%%ﬁégo?rea%graﬁ%l§ T ?irleeggéﬁtrgr? ebhf%hvélz%lgﬁ ¢ I %é;ggglre\%l%%?%.g For

i nst anc ek tihP8 sbIPehRisUhRD GRIGthodetahgesdemonitgling akBsced6 ltcestnie &nur e t he

exceeds a pre-set safety threshold, the nonitori ng_ service 716 may fire an
§

event t conthallen OB miayrfirsen\avert tp0oBe npiifiesrsavigy @ Wewhishiwillawotifpthsandivser 708 of

that fa | n _one embodi nent nt4.al _system by
navi ng. &6 dPReEl TR SERE e a of rikPLEY B Pl D b ST Bt 1
servi Cecgﬁ-ﬁgdr@t%nﬁl%tlﬁﬂu?yﬁﬂé@gﬁlaﬁfccﬁhnﬂﬁeﬂﬁm. of sensor readings over a
pre-set tine interval. ITn one enbodi nent, the sensor data nay be conpared

to a0 "accept abl e Fizaliyetheffan contiodlex $QRnay inglids grheapbens signpli (18 whiclyis a
threshold Iint has, been reaghed.  The ni.torin ervice 716 . h the
25 seng%‘?"eagl(%V’tCS%P‘ﬁé’ogﬁﬁlﬁ? SRR o %Br% glaélpraeh%} %rfq%?nﬁ&'an é’vcl([af?ﬁ\é}see,ll:t)gl§ Te.g.
fan contgQlib@perakROB fulBipedd HiEdStRHor fécaesafré}ﬂﬂﬂeﬂpthe fAcopnelienosdi nent, the
nonitoring service 716 may also interact with the BMC of the sleds 106 to

col l ect and/or pudh aderato create a flexible pandwaaindaineble modecthst B esptiolese of

ordinary skill in the ar i the benefit of this disclosure, .the,node

control ISEWI%?’?&W?%?%%aﬁd’Oﬁ%%Ft ‘g]fectﬂi@’v I%PIS&EF W%S’rqla%srt]egr(%t s 718,
i ncliydi nge tRttoMRiilel 508 trﬁ‘%' 1R1ud®0t herdesd dbsih8den mégaes i60a| whigle abisofy &s/ pi ns
718b, LEDs 718c, sensors 718d, and EEPROM FLASH 718e. However, in order to

creat e antetfacs trirecartte nerivivesinttbk barsoes 620h Fardertansesif thel dosmmBglistseyi ces

may not interact directly with the syst r.dware bejng nma ed 718
| nst ead,SSPRHE cfgc%"‘i?c?n‘fo)lxlrﬂ?‘fl@tow %éf’\}l%glé’gfaﬁ’hiﬁo&%a‘&i ]ﬁsg?%\?vg?g%gf?dacti on
layer 704..Lhat tAfRs hafflate beraB@iMREs04RPRicR XAGPS the PHYSIBalt & G:A A ke
| i stener service 710 receives a comand to turn an LED 718c off, the

command proeta@nerpesformithe tapk0 Arayosldrit apparsgties those of hedikeay dlidl i@ thpgttr act i on
| ayer 704. The har .abstraction l.ayer 704 ws the physical , medium and
pr o%@colw’tﬂb %ﬁa&*@qmﬁﬁ%}“ urs ?Iéesé‘?l{ f’OI?tFPQI[eﬁgbgv@ﬁi’ Tﬂglggtahgmﬂg?rd re 10
where tRg ARHE &kt B2bCindRBngd, UG Ast KRABPAE, faRNPWM NE20RAEHVRICE 620D,
abstraction layer 704 and maybe the network abstraction layer 702 need to

be chandetPRMOM/Elasthé20st frel “faiy 8¢ bamc oeopombBert20demai n essentially the sane.

The node controll el{\ 502 is much cheaper than $ full -fleat e Baseb(%ard
Management Cont r ol FEMMHE 19%0\VPd ‘Eehg’ t BRYS t5°0HP %ra|§§ i M3 BEY Kkt

cust omer,g, e eAVRE mcthtifg dph3uSR eQlest® by RS dbRain controller 514 such as the
25  power management of the server. The node controller 502 may communicate with the
- domain controller 514 using the management network.
The domain controller 514 may include a main configuration file that the
different components of the node controller 502 must read at start up. This conﬁgur;ltion

file may be overwritten from the domain controller 514. Acéordingly, the parameters that



15Returning now to figure 5, 12C signals 504 may be used to indicate to
each Sled 106 its position in the chassis 104. Additionally, the I2C
signals 504 nay be used as a backdoor to send/receive data in case the node.
controller 502 cannot get an I P address or the Ethernet switch 506 is '
damaged. In the back of each chassis ﬁ$4 there may be a switch 506 that
creates an Ethernet network, allow ngthe node controller 502 to

comuni cate 20with ot her devices. As shown in Figure 5 the system nay

i ncl ude one or nore power nodul es 510 that may supply power to one or nore
chassis 104. The power nodule 510 may include a power distribution unit
("PDU'") that receives power fromthe data center and/or AC sockets that

feed third party conponents and provides power to the chassis 104. The 25
power meenitad the werfaymanse cfuthe expde coatrpbeie? Osueh as pelingofreqiency) Adefaydy
provi des managenent and qonitoring capabilities.for the po 510
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512 may f&aeEH3 SAlS tﬂﬁih% parpiRERI The prisértel &th hthi ¢6ifihd@icBARGEMBNES
network. Accordingly, the systemmay include a shared power subsystemthat
di st ri bhemdscqslingefrofor tm code apdvedlowsgsy eedamnange of minor modifications during

5 testing of the system. Additionally, a copy of the original configuration file may be
maint_ained in the system to allow a “reset” whereby the original configuration file is
written into fhe nbde .controller and the system is restarted.

Turning now to figure 7, a block diagram of some exemplary components
of the node controller 502 are depicted. The node controller 502 may include a series of

10  well-defined services and make use of a network abstraction iayer 702 and a hardware
abstraction layer 704 that gives the software flexibility and portability.  The
interconnection among: the services may be implementation dependent and may be
impacted by the underlying hardware. In some embodiments, this can be simple method
calls to loaded libraries, shared memory, or inter-process communication frameworks like

15 queues.

The network abstraction layer 702 may allow the software to send and
receive messages from the network, without béing concerned with the underlying network
protocol being used. One of the first tasks of the node controller 502 is to identify itself to
the system. In one embodiment, the node controller 502 may identify itself to the system

20 by specifying its physical location which may be in a specific rack 102, chassis 104 and
sled 106. Accordingly, one of the first components to start up may be the identification
service 706 which determines the physical location of the node controller 502. Using the
hardware abstraction layer 704, the node controller 502 will determine the chassis number
and node number inside the chassis 104 where it is located. A static address may then be

25  assigned to the location of the particular node controller 502. Once an IP address is
assigned, any other services in the node controller 502 must be restarted. The node
controller 502 may then ensure that the assigned address is unique to the network. If the

address is not unique, the node controller 502 may log an error and attempt to get an



20 one or nore chassis 104. The operations of the shared power supply
systemis discussed in nore detail in conjunction with Figure 9.

In one exenpl ary enbodi nent, the chassis 104 may al so include a battery
backup 116. The battery backup 116 provides DC power to the servers 107 in
case of PDU 5 failures. The power no gle controll er 512 provides the
managenent and nonitoring for the batt'ery backup 116. The power nodul e
controller 512 may only extract the nost critical setting and netrics
provi ded by the battery backup 116 (e.g. status of the battery, renaining
time, etc) and expose those to the end-user 518. Any al arns and/or events
generated by the battery backup 116 may al so be propagated by the power
nodul e 10control | er 512. ) _As discussed in nore detail bel ow,

t he doneddiessdiem dhe aesened negl Jdeddentifisation Hrosess Bram rrxegpted regugY he

foll ow functio i : i i.s.. display an
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one or thsrdemsingentidler 5Skband gthet Feeelystier Thesh Mpsagebipay degludedatz Brdates he

rack.as, well as .th Lon: i.tar e of
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speeds; oPfRVAdFicAReraig g4t it® Rotfy e idohal comasier 654 $hit heasodeaconirotier
tenperature, average tenperature, device errors, etc; detect failure of any

cont r ol P@2 & teadyt andl Yegister st fode gonfrailen PAZ Wity the dempinceongpieots: Hthsow t he
trollers in t h i 1 i i i .t h
contro e{lzﬁ 041%%1?? go’ Pelgg‘s?ersl{ltﬁe ngge %]o%nle)grexl;?% %qﬁlgu&'eg a;"ghelhﬁflg B{)it érrggr\)%et

systen1BB tain ISt sensor at abase and

provi de 788 atdySkhi€ al pre®fdraingingtodataad kekp awighashiascdn@¥@lonpiewstablisiedi ng
when the total rack power consunption exceeds a pre-set threshold, when
t het@ i Additioarlly:the notifiessenyingeiO8 uppliorwardgnesseges djoms theogher sarvisgs prd{pr

kl oads. he d [ b d '
that | o gule R e garE s £tk 04 bt e G BRERAE i ST s O 1

MY IMEN§genAitér S@VIcE 808 thal/Rend Meksabissi tt thd dien 410 dBhtFoIREB14 8 présetStervali S
i ncl udes power managenent and nonitoring, sensor nonitoring, serial over

LAN, detedleieon thef unhikaly caentathat beth of tthe primagy dempin coprellar Shis prgnthe
The. operSori ot RuRIIT Seh TfisbfoBf ik BELeRliast PRIRE onstie ) |,
conj §iNCtiQ8ratioh Mhdsi Beéhecdinpléeds iMiotifiertbguice B8 tag fd seidon dndnpieent s of
the domain controller 514 are managers 802 and interfaces 804. A manager is
a rmodul dyndmic data framcthahguivere heingaeansged b thenanderanitalierot02; desERingiit pi ece
of the %ﬂ/esge% ingsn ga&sre] tir(latgegt(l:r?gs eints to be fired by the notifier service 708 by comparing
. them with an acceptable range; and send periodié updates of dynamic data to the domain
controller 514 via fhe notifier service 708.
20 The node controller 502 may also include a command listener service 710.
The command listener service 710 may receive messages or comniands from the domain
controller 514 through a connection oriented session that may have been previously
created. The command listener service 710 may queue incoming requests and satisfy them
one request at a time. Accordingly, the methods being executed from the command
25  listener 710 to perform management and monitoring operations need not be thread-safe. In
one embodiment, more than one connection may be allowed in the queue.
Additidnally, the node controller 502 may include a serial console service

712. The serial console service 712 may run in two modes. The first is the buffered mode

where the node controller 502 collects any data from the server’s 107 console port and



5 the code that provide nmanagenent and nonitoring capabilities to the
end-user 518. The managers 802 nmay contain objects stored in a database.
There may be an object corresponding to every device in the systemfromthe
rack 102 to the domain controller 514 itself. Cbjects will have properties
and nethods. For instance, a rack objﬁft may have properties |ike maxi num
tenperature, total power consunption, etc. and nethods |ike 10 power
managenent (on/off). The objects nay be stored in tables of a database that
contai ns the nost up-to-date data. The interfaces 804 receive
commands fromthe end-user 518 and communicate wth the proper manager 802
to satisfy the requests. Accordingly, the interfaces 804 and nmanagers 802

are separated such that, for_exanple, a code that reads 15 _powﬁr

measur eSSt it dAetating balfere chig tacprd mods 1%, Hhe intsTacting mpesteguhigh elovhthec ode
that allo i I 4 ] rd ke
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'many | Sestyta axgrisbpert f] Gesseriphronsely sfrise tlRe cHe ithiizhaiaFalitystity may
receive_sens e. 5l t S I S« power
supp# y I mélﬁ{ aﬁﬁge%gé{%[eprt;lgbeggku%glpsfﬁ%?dfﬂg i lg%{/lv ?‘%ﬂg‘g‘le g(:egér?tc ér:tg???rlgﬁ y push

data t otfrbgetieni dutndiRames]lcB 364 aid tthe nd@erBorirdtien50D! e nd bhbodingendehwi ce
manager 806 may store this data in a cache 808 so that it can be qﬁli'ckly
retri evbufforsd madsemanbe thsdefapltgnedgelessracansithossriah consele semder {i%onH9 y, “t he

user o1 B B aye CegP R P B et RS M holl 0 PR

provi depiiaetdisesidded 8t Welidp Sttt beffercal data relating to system perfornance.
For instance, in one exenplary enbodi nent, sensor data fromeach | ow | evel

conifol | er nmay be Zcdnd eqrvied T1A max alserbe proyided tegsceivy mepsagey Feme®Fhi ned
[ i nt | » £ he whol . 22
adar ¢ i ofarPyear e fod! ufofs %, B ST b, I ERESLE A SHARETE: | L.

a CONSURRimplRUHN BEPROMI THISAGHCENtBlIGUSIY mRY alddeinCinde Ws@onibokther @gaci ng
the real time power consunption of a sled 106 may be satisfied fromthe
cache 8086 pn ¢ashsenser has is monitayingtresystea chagacteristicp! sBanesid§.& meraaist from
t he devi ce manager .806 t.o the node controller 5502, I he
unl i kel yog\%ﬁ?nsgﬁ’é’tnoflh%dgagﬁ’aflﬁﬁggn?t?'g tpdden the mom&(néléesew o

| Il%rongfzflrecel ves a pa oma | ow

| evel conbrglhl efonkfaally N3l Wata ReeBadhe gianbgdde Hardiwage FQBBFOmC ey hetdwerke 514
wi |l generate an event, exam ne the Underl/%l ng User Datagram Protocol

package abgferctivh dayeP 784d e smeritaring sevicd @ik maydisep 6l logtrreading valaa @fahe ormand

to get controller ipformation, so.t.hat the ch C - d. As
would. beoBRshABs e RCE o Soms FOUAT Ny DS RF) AT pRLE, f ke e HBHLE
benef it sedsol thst SHowal) Gndicstes tahte&lp'émwedh@raxyeéaamoF&-set safetyovrbshvR, the
controller has registered with the Domain Controller 514 and the donain

cont r ol Ineeni®tiag gomicectlplmaefitsefmvent tedheipetifies spryicseidf, indomtiag Swawnidiss v
' ed38 daggrv(ljc%n%SnoP &g% %a%l.l i dr?ez g'r'nbodiment, pbtential system errors may be reduced by
having a value of a characteristic of interest stored by the mbnitoring service 716 that is an
average of a number of sensor readings over a pre-set time interval. In one embodiment,
the sensor data may be compared to an “acceptable range” for a particular sensor to
determine if a threshold limit has been reached. The monitoring service 716 may push the
25  sensor data to the domain controll\er 514 and/or other receivers (e.g; f:an confcrollers 508) at
a pre-deterfnined frequency. In one embodiment, the monitoring service 716 may also
interact with the BMC of the sieds 106 to collect and/or push data.
As would be appreciated by those of ordinary skill in the art with the

benefit of this disclosure, the node controller 502 services may manage a number of



The low | evel controllers (e.g. node controller 502) have the ability to 15
execute one command at a tinme. In contrast, for scalability purposes, nore
t han one command nay be executed by-a domain controller 514 at a given
time. In one enbodi ment, the device manager 806 conponent of the domain
controller 514 may include a Task Pooh)Architecture as used in web servers
avai l able fromthe Apache Software Foundation, incorporated in Delaware, to
permt the execution of nore than one command 20 at a tinme. Specifically,
usi ng the Task Pool Architecture, a set of threads nay operate in parallel
to execute a set of commands. For exanple, 100 nodes may be power managed
by having 10 threads power managi ng 10 nodes. In one exenpl ary

enbodi ment, if the cache 808 detects that a |ow |level controller has not
updat edhirdwargacempeneats 7hd| jpclgingerbut inot diiteds iy othghoardn d bz fthysicdli gnal

25 i fl. I I fa &yl | 4
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requi rements. |If the delivery of the "getsensordata”_signal to the
part i cuhel interact| divestly cwith (the Sxstern diardyvarg ey gpaged cHiS- sdstaddethentrder ecei ve
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event t Qald@yd. dBoM@lanipl€ atheanthefcoiangriztdnemservice 710 receives al donfifigndeoenpl ary
enbodi nent, the domain controller 514 may further include a notification
nmanager tgn0an TED Ad8¢ offs 4be sammang gléstergt Gerdees 7 B may sadt airpiest tofhes t he

events and al ar inthe s e [ e | isvered to

t he not%@%@?Fi@%%ﬁgﬁgbgﬁmé%%£ E%?Q%ﬁﬁﬁb é? @&%gﬁg ?%%Fﬁonsﬁgﬂgégfg81o may
cont ai N pjdafudh MRl iRGobdialo mbfigrestis IED . hass strasuligdh e eddifthat tikThadadty e
sensor in node 1 exceeds critical threshold." The notification manager 810

is 10 chderethonods eqnitodler PP wine i chapged, prlytheshardwarg abstaagbien dayver 04m8l e

t hreshol d yal pe, ste as.injtia e to.differ [ I n one
enbodinﬁﬁ?%eﬁﬁ%rﬁg%ﬁki%%F?%ﬁmngﬁggZ$9553}%%fedﬁgﬁg?gﬁ%p%éﬁgéénrgsé%%Vor

al ar s {emPoRiniPicth e biweritkallyane 8an@ NThehede0sdro(lENNP) is it cBéabendtiaptn may be
used to nonitor network-attached devices for conditions that warrant

adni ni stfulhféapure Rasehmard ManTgamens droatioBer byt proBNrPthermpstjcsitigal] ¢appbibities t o
t hose of rdinaéy §kill [y %Q@gﬁrttand i l.I therefore not be discussed in
det ai | Spyfomess,ff @ hyper-sca 4 %E‘aX\SYS%%i ated by those of 15 ordinary
skihk in the art, RunidideRwaNghirt 50120 fibsald 564 g Weised REinBRbieltb @adt on

manager 810 may di spatch the events and/or alarnms to other targets, such
as, for skddifplits pesitiog in thepessisgl @1 Adslitienalzy the [2E aighds 684 gy e usprbassnvP

L2 SRl L8 S8 o R N BB S RSB e
user i ntgd EACmeBIRit@N IR dainagéd. dinSREbsReTadhléhassis 104 there may be a switch
506 that creates an -Ethernet network, allowing the node controller 502 to communicate
20  with other devices.
As shown in Figure 5, the system may include one or more power modules
510 that may supply power to one or more chassis 104. The power module 510 may
include a power distribution unit (“PDU”) that receives power from the data center and/or
AC sockets that feed third party components and provides power to the chassis 104. The
25  power module 510 may be coupled to a power module controller 512- that provides
management and monitoring capabilities for the pbwer module 510 which may include
PDU, PSUs, AC sockets, etc. The power module controller'ble may communicate with a
. domain controller 514 over the management network. Acéordingly, the system may

include a shared power subsystem that distributes power from the power module 510 to



201 n one enbodi ment, the donain controller 514 may further include a
securlty manager 820 The security manager 820 is in charge of

aut henti cati on and/or rol e base authorization. The authentication may be
carried out using a local or a renote directory. In one enbodi nent, the

| ocal directory may operate under thgﬁ*ightmeight Directory Access Protoco
("LDAP"). The directory may contain imtormati on about the 25 users on a

| -ocal LDAP server 822 and may be extendable to add additional information
i f/when necessary. By default, the systemmay include a | ocal LDAP server
822 with local users (e.g. an administrator). However, an end-user 518 nay
add another LDAP server or simlar Custoners Directory Servers 823 so that
t he domain controller 514 understands_other users. Accordingly, |n one
exenpl apye enmer ¢hasnis 194 eThegpsrations Af theishard pawermpply syt 1) éﬁa'tﬂS? Wave

t hree uggrgﬁagwg§&¥u@%&bﬂbﬁ&ﬁggﬂgfand operator. That ‘i nformati on may be-

stored in oca serve 2. However, an end-user 518 may have its"
own Custoner Diregtohy eﬁaﬁmel@sexﬁ&?dlmfeﬁthtﬁumﬁssemomnaywOslncrﬁhe achuttetiser 518

should be able to link its own Custoner Directory Server 823 to the donmain
contr ol baskupild 65 dhe hattery packup 116 provides DC power to the servers 107 in case of PDU
5  failures. The power module controller 512 provides the management and monitoring for
the battery backup 116. The power module controller 512 may only extract the most
critical setting and metrics provided by the battery backup 116 l(e.g. status of the battery,
remaining time, etc) and expose those to the end-user 518. Any alarms and/or events
generated by the battery backup 116 may also be propagated by the power module

10 controller 512. '

As discussed in more detail below, the domain controller 514 may be
operable to perform one or more of the following functions depending on the system
requirements: display an inventory of all the devices in the chassis 104; allow set and show
of chassis information such as chassis name, chassis type and chassis height (e.g. 42U) to

15  allow inventory management; power manage the servers in one or more sleds 106; monitor
the power consumed by each device in the rack as well as the overall power consumption;
monitor the temperature of the different sensors in the controllers of the chassis 104;
monitor fan speeds; provide aﬁ aggregation of critical measures such as maximum
temperature, average temperature, device errors, etci detect failure of any controllers in the

20 chassis 104 and other critical conditions; allow the controllers in the chassis 104 to be
upgraded without interfering with system performance; maintain a history of sensor data
in a database é,nd provide statistical performance data; allow chassis level power capping
when the total rack power consumption exceeds a pre-set threshold, when there is a failure
in the power supplies or to adjust to the system workloads.

25 ~ The domain controller 514 may be connectéd to a switch 516 that is used to
aggregate the switches in the chassis 104. An end-user 518 may manage any device in the
rack using the domain controller 514. This includes power management and monitoring,
sensor monitoring, serial over LAN, detection of critical alarms in the rack, and/or other

system characteristics that are desired to be monitored or controlled.



S domain controller 514 can now be used by any of those hundreds of users.
The information for nost users may be stored in a |ocal LDAP directory
(e.g. Openldap). As would be appreciated by those of ordinary skill in the
art, with the benefit of this disclosure, if the domain controller 514 runs
on the Linux system the Linux systemmust be aware that user informati-on
is stored in the |local LDAP di rectorgi]and nmust al |l ow Secure 10Shel | - ( SSH)
or Telnet authentication of the users via LDAP. - EBEvery system
manager nust check with the security manager 820 to determ ne whet her an
action can be performed or not, allowing for a role based access control.

I n one enbodi nent, the systemmy only permt two roles: (1) a guest role
with read-only privileges and (2) an adminjstrative role with read/wite
privileges. 15 Ad#twopemtipn pf thehdomaimuontrglleraidgisrdeseribedap mere dotdibial | and
restrict traffic .going int nd_out..of t | r l.p, one
enbodi nﬁﬁlpfm(fur?él ”88%?@ 1feog.'risﬂts)?h (f%%ms};}gt‘rg n%]%n%f&wlg’gh %P(r%f‘gﬁl&)f) ?%Aégéﬁlt%%;&\??“ﬁg‘ t he
Securi t ¥oXEdIRE SN 4 820 nhh@sts 8b2 ahbantetfhei 819, t Aahhhapetiy b éndddsd thaectd ig t he
incomng traffic. In one enbodi nent, the domain controller 514 may include
a donai rhatge of pranagsiient axchmagiserigpal yppesHid ricsepictha syers andAHadRGeg afthe

domai n cont rol r 514 itself. he .f unci i.ons i t4l |

nmanager %ﬁﬁf’d%&bgti I?‘F_SYlaaé?anP%?m%nlaarrrl%lnel?m%é@ & g%bﬁ%gﬁes'htgqggﬁgﬁlﬁg%o%? f ol 1er 514,
reboot i RehnhiRs FOTRINAY CMAIR! dféctd btbre®lif - a AdehbhdeOnalteye nidie belCaRioBject
control |l er manager 854 may permt the retrieval of logs fromthe underlying

file sysomespordilato eismfleviecntthosystam Gom theyack P2 ke theidemaipeondrolletdtfiancy
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for exampdrtidsniekeS Ra RIS tterd péFBiuRe, O IWer lcoRstthptibAE efce AH dRdtBydsTREAJEr ' S
826 job'is to ensure that when a domain controller dies, another will take

ovedOwi phwet nianagemenyt(PBief).i nThd ebiegist @AY ber ftonedeinctebles 29 a database that | p
one enbodi nent thet dotrm(%F (fagntrol |l er 514 may be operable to act as a
Trivi al PHPRSHEMAIP-BrBtc®t (" TFTP') for file transfers such as when

doing file upgradgge HiBHARE | §04 1REiUONBImERR! FRI efhe S $Ad-WB Bes opgi abl e .
to act as a Dynam c Host Configuration Protocol ("DHCP') server for dynamc
| P addr essiomndateywvitht thenprahemniahages 8020t sasisherthd sequastbl eAcerrdiagherthe

hysi cal_| gcation. Additi h ] |l er 514 b b
Fo act - duedis il anlar st AORApeBRse St SHrRle § SO anran ze

ti mgsf onodlel nidaSureABAE GhdrEraSndde EdiRrolet WO? Mas nothing to do wikh tidldbdd @t to the
managers 802, the domain controller 514 includes interfaces 804. In one

enbodi netipws theedodwrimcontrodiat § 1 toche 8starteday i ncl ude a scriptable

The managers 802 may include a device manager 806. The device manager

806 may be communicatively coupled to a cache 808 of.sensor data-prdvided by the low

level controliers. A single domain controller 514 rﬁay interact with many low level

20 controllers. For instance, the device manager 806 may receive sensor data from the sleds
106, the fans 108, the chassis’ power supply 114 and the battery back up 116. The low

level controllers may push data to the device manager 806 of the domain controller 514.

The device manager 806 may store this data in a cache 808 so that it can be quickly
retrieved when the end-user 518 requests monitoring data. Additionally, the device

25  manager 806 may store data in a database which will allow the user 518 to dump historical
.data and permit the -_devic_e _manager 806 to ﬁrovide the user 518 with statistical data
relating to system performance. For instance, in one exemplary embodiment, sensor data

from each low level controller may be collected in a central cache 808. After a

predetermined sampling interval, the whole cache 808 may be dumped to the database.



10 Command Line Interface ("CLI") 828. In one enbodi nent, the command |ine
interface may be witten with features simlar to Systens Managenent
Architecture for Server Hardware ("SMASH')/ Comuni cation Link Protocol
("CLP"). Al the systemcapabilities may be exposed through the scriptable
CLlI 828. The scriptable CLI 828 may c nicate with an end-user 518 using
the SSH or Tel net protocol. 15Wth t serial console service 712 in the
buffered node, the end-user 518 may log into the donmain controller 514 to
access the CLI 828. In the CLI 828, the end-user 518 nay type the command
to request the buffered data. In response the CLI 828 executes a task in
the devi ce nanager 806. The devi ce nanager 806 nmay then send a TCP/IP

message to the proper node controller 502 requesting the buffered serial
dat . Thdditaallpche carher 08 may popvids jnstantaegoys, wapigoring ¢t Jat@sRgemeing

“place its, FLFO buf ta i ¢ . ' s i s.received by
t he dev?ezqélﬁﬁgnaﬁg%é}r {ng%gg?hr éﬁa‘lr‘(n%ﬁethﬁze:“%o“r%% gg\%-q{a%%dﬁgv?%gl%ﬁ%ﬁggeeﬁggég w | |
reply tgodsithptbh 083&iad 106 g beahusfiedfeord ahacavhy S0Beritvat decepdiaayiag thy t he
CLI 828. When in the buffered node, the transfer of serial data frgmthe
mot her boegddfor & THR camanand spbesenteiron the devicemanages SP8rtojthy Bedeugnggliens) n
one gnb?)gi nment, the serial console service 712 may al so be operable in the
interacfive node which allows an end-user 518 to interact with a server 107

through its seri alin pRrinlikélp ebitsha MiRoGimEA contrblier SN4 réceRies 3 pBckapy floag i nt o
the domain controller 514 to access the CLI 828 via SSH or. Tel net. The

end- usee lowdevehgontradler thap bas pptthiean remisterads the demain cogtrollen Jrawill gr@emis si on
with a server, 107 .| 106.. At i i I tes a
task in%t ﬁé/er&es)faénemgré%a%le(rﬁgé%’g%ﬁg a&i%?%gq h%rﬁggﬁeiréﬁ 6%@%&? éﬁq%ésegrgssage_

to the KORRY ldvedorfullef, Gdnldedend G2core@iis td g6t EdidroHibmirfodiationesd Haetlxet i ve
session. The node controller 502 may then acknow edge the command and reply
to 1fe ¢athei §98ceanthecindateds ¥is whald et appseciatedihy thegeof oehaary ykilk mdhe gife

controlle Q SPAWN hr 1 i d i rom
t he Uni \)Véﬁlsti‘lezoﬁg%tc f@lﬁsogfsgldbfeucr g‘?tbés r %&%Jg&ﬁa@p&( %A@ ;&%ﬁh&érﬁr 21\%% g%
nmanager r§H&ere8Pitieshd Dokagh Cohtr82& $hiaknd e eemMmiACIInGRIIES 514808 afflind he CLI

828 starts a TCP connection to the node controller 502 with the port given
t o recebpiratig updatd isisentto thy seopndaryeredundent damain cpaireliee 824ed, it may be
forwarded to the de controller .502 which, W ll in t forward .t.he

recei ved char acte?f%teglof’vh evgglg?lgtfd Y ée'%'f n(t)%eec%%?({“ie{:lﬁd g hg‘éer :{/\%’r gtfbgibo? At

t hi §5p0ieRtoutd BRe ROAE AN DRy BO20mm@ast,r Radchllbilige pigbsqQorefthdchenser ver
107 and send the response back through the TCP connection to the CLI 828.

The t hr satimandcags ba expautefebyce dramrigetongolenay4 taten guen the. daPaoné t he
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behave normally and record the output of the serial console service 712.

Fur t her Foshdasiont ingomporaéchinddeleware] @rpesmyt theyexeguier pamopsoihan ope eIBMaREr may

oo Bl b S ap PR e e “LBR ool Ao RELRE B &MYr tirladt ST Se iy,
cont rol | @falRild dxBt@E hases BRAndmY. For &Hhiplé, 10 WdaeshiM L Spivatnmabedhbean be

used to perform basic system operations, such as, for. exanple, power
managi ndaving 9dhieseds pavead mamaging dPyodes c.

In one exemplary embodiment, if the cache 808 detects that a low level

controller has not updated its data in a timely manner, it may send a “getsensordata” signal

25 to the specific low level controller. The amount of time allowed to lapse before a
“getsensordata” signal is sent to the .speciﬁc low level controller may be preset by the user

518 depending on the system requirements. If the delivery of the “getsensordata” signal to

the particular low level controller fails, or if the cache 808 does not receive a responsive



An Intelligent Platform Managenent Interface ("IPM") 832 may allow a user
518 to send | PM or Data Center Manageability Interface ("DCM") nessages
t hrough a Local Area Network ("LAN') to the domain controller 514. The
domain controller 514 25 may provide IP aliasing to expose several IP
addresses to the network, each one ars%%oci ated wth a specific sled 106. The
nmessage i s received by the domain controller 514 and forwarded to the
proper sled 106. The node controller 502 may handl e the raw | PM package
contai ned inside the Renote Managenent and Control Protocol + (" RMCP+")
nmessage, and any IPM software stack is handled at the domain controller
514. 27 An I PM interface may al so exist for each rack 102 in
the domain controller 514 that may praovi de OEM commands for rack-|evel

managensignal frgn thatdevwdeve! comeolieaciae cacha SUPamay &fRtie thaytalstdta adaingsto ng

i nvento f the ¢ LS i r -4 NG L& 106 ..
i nserte f Ter é:’ivgl,‘cop ﬁéﬁésrlagé%%)éé&le%gg? ?%ﬁéB%vg%%tﬁgﬂ%hgggf Ello? ., the IPM 5
address of the sl aflondxehpldie ambodgachtanie domaii abmisollet I1Mema) efiisthdi06.

Additionally, the rack |evel nanagenent may include information on fan
cont r ol instudlesotifigationamanggst 8 H afb rotifigalion mapager 610 agle BS f afPMBBTadel or t he

S peeéj OEhleeg&err]ltsf ?rrl_lnd Ja%%‘ns -IIH ethé %&ﬁe&e%ﬁlch”ﬁgg%gwguc 1f Hd Eafv&éﬁc e

i nf or mat'ionh on e power no e controlTers as the status of each

PDU, t hgotfeoeion b@bidgef F1OUNEYr examphd, | thasnarifithSe ayampercBi0 imayt céftaimeasur es
of the chassis 104 such as the total power consunption and the naxi mum
t enper ainfpmnation that “the sysf¢ra hae wiarted ¢ o thas| ‘teppesamrasepserintee | gegeedfe SMASH

i f . i X ; :
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the art intGV¥ASH. dISempaianR®)B6te aircgidiedallie, sypmant ihidiattdf e tb Niifferenagenent
and nonitoring capabilities of a system and uses "providers" to get data

f r oh t héargethadie penembodiment ithe wotifisaton Bjapeger & P arryedisratdnthgusy fats apg/or

advant age _of . usi.ng .SMASH i nt.erfaces, 4.s, th ep{y L.t t andard
user | nggf[fl%oe% ls‘sr%%lﬁ Mgfwgk&\éﬁaéﬁﬁe%%% o8P 5\} rrl\:/lrgxtég ?Lﬂe&’lhlr? gl?ag’}%eugg%ﬁod
Common  {yndoradivork-Medabd Gevitdfdf Eorldaimis M wiaakiginiaRgupacatienddd." Thor Vb
Servi ce- 20 Managenent ("W5- MAN') 838 for web services. In one

enbodi meperatiam ofpeP MM framyis tveath kravih do thwa fraigineongdB e |the areud WHQ
pea e S AR SR S A R T e e
domgsn ¢aNhi9! kAl iPd’ HBYviltethebenbRY Sthe didSlogiré,he inbEfidatidaWRsinagaP8id it
was setup by the user as part of a rack-level power capping
may dispatch the events and/or alarms to other targets, such as, for example a log, a Syslog
814 or other suitable targets. The SNMP trap 812 and/or the Syslog 814 may be used to
notify an end-user 518 of the events and/or alarms contained in the notification manager
810 through a user interface 816 and/or other dispatchers 818.

20 _ In one embodiment, the domain controller 514 may further include a
security manager 82.0.' The security manager 820 is in charge of authentication and/or role
base authorization. The authentication may be carried out using a local or a remote
directory. In one embodiment, the local directory may operate under the Lightweight
Directory Access Protocol (“LDAP”). The directory may contain information about the

25  users on a local LDAP server 822 and may be extendable to add additional information
if/when necessary.' By default, the system may include a local LDAP server 822 thh local

. ﬁsefs (e.g.. an administrator). However, an end-user 518_ may add agother LDAP server or

similar Customers Directory Servers 823 so that the domain controller 514 understands

‘other users. Accordingly, in one exemplary embodiment, the domain controller 514 may



policy. In this enbodiment, the power monitoring sensors (not shown) may be
updated at a predeterm ned frequency. A power threshold may perform
exceptions actions as requested in the formof power cycling option or a
log if power consunption exceeds the threshold Iimt for a specified anount
of time. The exception tine limt my,be a nultiple C 28 of the power
nmonitoring sanpling tinme. During oper%.ion, the user 518 may define a
preset total power cap for the chassis 104. The domain controller 514 may
then send a nessage to the node controller 502 to start power cap. This
message may include a power threshold, an exception tine limt, the action
to take if the exception tinme limt is 5 exceeded, and an energency tine

limt. The systemmay then be set up to cap to the reshold.or sinply |og
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15 Additionally, the security manager may set the firewall and restrict traffic
going into and out of the domain controller 514. In one embodiment, the operations of the
system may be simplified by having the security manager 820 allow all the outgoing traffic
while restricting the incoming traffic.
In one embodiment, the domain controller 514 may include a domain
20  controller manager 824 which is in charge of managing the domain controller 514 itself.
The functions of the domain controller manager 824 may include, for example, networking
the domain controller 514, rebooting the domain controller 514, etc. Additionally, fhe
domain controller manager 824 may permit the retrieval of logs from the underlying file
system. N |
25 The domain coﬁtroller 514 may further include a redundancy manager 826.
The redundancy manager 826 is in charge of sending and/or receiving “heartbeats” from
the d.omain‘ .controllers in the network, such as, for example, fhe secondary domain

controller 524. The redundancy manager’s 826 job is to ensure that when a domain

controller dies, another will take over without interruptions in the system performance.



25 simlar characteristics and provide simlar functlonallty I n anot her
enbod'nent rack | evel fair-capping nay be used to assign a power cap for
the servers 107. In this enbodi nent, the power cap is enforced by allow ng
real | ocati on of power anobngst the servers 107, avoiding as nmuch as possible
power capping of the servers that arg%?usier (general ly, those consum ng
nore power). This is a continuous protess, and it is a good approach to
avoid 29 reducing the performance of the nost critical servers, although
the performance of the servers that are consum ng the | east anount of power
will be affected the nost. As woul d be appreciated. by those of ordinary
skill in the art, with the benefit of this disclosure, in either nethod, if
a server 107 cannot be capped any further (i.e. further attenpts to reduce
5 povver consurrpt i bhonmnhocgmeny thendamain copfgrlicy Shé may: broopesatile &padtifge t he
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t he end-user could control the power capping process from an external

server . capabilities may henexponest theeghrtbe scriptablerfy.1 §e8.ddbe sermteble 1A $88 poaser
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in the gvggt uﬁ)fth@d&\hé'é FBhaQYBI08ENENe device manager 806 may then send a TCP/IP
message to the proper noc’ie controller 502 requesting the buffered serial data. The node
20 controller 502 will then create a reply message and place its FIFO buffered data into that
reply. This message is received by the device manager 806 through the network and the
device manager 806 .will reply to the CLI 828 with the data. The data may then be
displayed by the CLI 828. When in the buffered mode, the transfer of serial data from the
motherboard to the node controller’s 502 FIFO is never interrupted.
25 ' In one embodiment, the serial console service 712 may also be operable in
the interactive mode which allows an end-user 518 to interact with a server 107 thro_ugh its
serial port. In this embodiment, the end-user 518 may log into the domain controller 514
to access the CLI 828 via SSH or Telnet. The end-user 518 may then type in the command

to start an interactive session with a server 107 in a sled 106. At this point, the CLI 828



30 I n one enbodi nent, the end-user may obtain an estimate of the
power® consunption on a server 107 and/or the total consunption on a rack
102, including servers, fans, switches, etc. In this enbodi nent, the domain
controller 514 has access to up-to-date sensor information from each
controller, including the node contro#%er'SOZ (for server level 5

measur enents) and.power nodul e controfiers 512 (for PDU neasurenents).
Accordingly, the total power consuned by a rack 102, a chassis 104 or by a
server 107 at a given time can be conputed. Additionally, the end-user nmay
use the scriptable CLI 828 to read power consunptions of individual servers
107 and use these readings to performconputations on an external server.
10Turning now to Figure 9, a shared power supply systemin accordance wth
an exengkeauiesartbddintbadeaee mpragsr 8Qenthe deracamanngrsd Uesrntied T(ETREWRES Wit h
nunmeral .900. 1n thi.s I i t . 5 S 1
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15  should behave normally and record the output of the serial console service 712. Further,

in

since the domain controller 514 has a serial port, a customer may access the CLI 828
through this port and perform any CLI commands, including serial over LAN to a server

107. | |
The domain controller 514 interfaces 804 may further include SNMP 830
20  which .can be used to perform basic system operations, such as, for example, power

managing the nodes, read inventory, etc. |

An Intelligent Platform Management Interface (“IPMI”) 832 may allow a
-.user 518 to send IPMI or Data Center Manageability Interface (“DCMI”) messages through
a Local Area Network (“LAN”) to the domain controller 514. The domain controller 514
25  may provide IP aliasing to expose several IP addresses to the network, each one associated
with a specific sled 106. The message is received by the domain controller 514 and
forwarded to tile proper sled 106. The node controller 502 may handle the raw IPMI
package contained inside the Rdnbte Management and Control Protocol+ (“RMCP+")

message, and any IPMI software stack is handled at the domain controller 514.



one or nore PSUs 904. In one enbodinment, the PDU 902 may include N+1 PSUs
904 for redundancy, where N is the nunber of sleds 106 that are fed from
t he power supply. Specifically, using N+1 PSUs 904 allows the PDU 902 to
satisfy the | oad requirenents while providing redundancy so that if a PSU
904 dies, there remains an extra PSU 904 to 5 take up the |l oad. As shown in
Figure 10, the bus bar 906 of the PDU 902 nay be connected to the bus bar
908 of the chassis 104 through one or nore power cables. The bus bar 908
may then supply power to the sled 106 through the backpl ane 112.

Al t hough the exenpl ary enbodi nents are described in conjunction with
servers in a rack, as would be appreciated by those of ordinary skill in
the art, with the 10 benefit of this djsclosure, the present invention is
not limted to seAndPMIdnigrinegmpealse ewist for gosty i@ple ¢ D thie dpmginygontroller
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wherein the sled includes at | east one information handling system a fan
pl at@d wicatires ofidhe lshassiss1Q4 sedhops thee tatplf power Pansumation iand thy snapnua f an
controller communicatively coupled to the fan; wherein the fan controller
manages ‘CPEF#H %N of the fan; | |

The domain controller 514 may further include SMASH interfaces 834.
SMASH is a standard management framework that may be placed on top of the managers
802. As is appreciated by those of ordinary skill in the art, SMASH uses an object oriented

15  approach to define the management and .monitoring capabilities of a system, and uses
“providers” to get data from the management system into this object oriented framework.
An advantage of using SMASH interfaces is that they permit the use of standard user
interfaces such as SMASH/CLP 836 for command line interfaces and Common
Information Model (“CIM”)/Extensible Markup Language (“XML”) or Web Service-

20 Management (“WS-MAN?) 838 for web services.

In one embodiment, an Operating System watchdog 840 may constantly
check the status of the different system components and restart the necessary components
in the event of a failure or crash.

In one embodiment, the domain controller 514 may be in charge of

25  enforcing a power cap if it was setup by the user as part of a rack-level power capping
policy. In this embodiment, the power monitoring sensors (not shown) may be updated at
a predetermined frequency. A power threshold may perform exceptions actions as
requested in the form of power cyéling option or a log if power consumption exceeds the

threshold limit for a specified amount of time. The exception time limit may be a multiple



10a node controller associated with the sled; wherein the node controller
manages operation of the sled; a power nodul e for supplying power to the

i nformati on handling system a power nodule controller for nmanagi ng
operation of the power nodule; and 15a primary domain controller

comuni catively coupled to at Ieast.gﬂf of the fan controller, the node
controller, and the power nodul e; wherein the primry
dormai n control |l er manages the operation of at |east one of the fan
controller, the node controller and the power nodul e. 2. The
systemof claim1l, wherein the primary domain controller provides a 20 user
I nterface for the nodul ar information handling system franmework. 3.
The system of claim2, wherein the primary domain control]er is _qperable to
di spl ayof Hicopemer AN sappling Woef JP vk ePgrueh dhedigen als msy €i%n
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threshold, an exception time limit, the action to take if the exception time limit is
5 exceeded, and an emergency time limit. The system may then be set up to cap to the
threshold or simply log the event of exceeding the threshold. As would be appreciated by
those of ordinary skill in the art, with the benefit of this disclosure, the threshold value may
be designated as the average power consumption over a preset amount of time. In one
embodiment, if the power consumption exceeds the threshold, a notification may be sent to
10  the domain controller 514. If the power consumption falls below the threshold before the
expiration of the time limit, the nodé controller 502 will take no further action. However,
if the time limit expires then depending on the instructions received from the domain
controller 514, the node controller 502 may enforce a cap or raise a notification. If the cap
procedure implemented by the node controller 502 is successful, then the system continues
15  its operations. If however the emergency time limit is reached and the power consumption
has not gone below the threshold value, the servers 107 are powered off. In one
embodiment, the node controller 502 may store the power capping settings in flash so that
the settings are maintained, even after é reset. The domain controller 514 may enable or
disable the power capping capabilities of the system. Accordingly, an end-user 518 may
20  enable/disable ‘.p?oWer cai)ping and/or designate the various power capping parameters

through the CLI 828 and the domain controller 514.

In one exemplary embodiment, rack level blind-capping may be used to
assign the power cap for the servers 107. In this embodiment, the cap is equally divided
among all the servers 107 in the rack 102. This method is pseful when all the servers have

25  similar characteristics and provide similar functionaﬁty. In another embodiment, rack level
fair-capping may be used to assign a power cap for the sérvérs 107. In this embodiment,
the power cap is enforced by allowing reallocation of power amongst the servers 107,
avoiding as much as possible power capping of the servers that are busier (generally, those

consuming more power). This is a continuous process, and it is a good approach to avoid



gontroller, the node controller and the power nodule if the primary domain
control |l er becones inoperational. 6. The systemof claimb5, further
conpri sing a managenent appliance, wherein the managenent appliance
contains one or nore of the primary domain controller, the secondary donain
control |l er and a managenent sw tch. 7. The systemof claim1, wherein
the primary donmain controller is conﬁ%%icatively coupled to at | east one of
the power nodule controller, the fan controller and the node controller

t hrough a nanagenent network. 8. The systemof claim7, wherein the
managenent network is an Ethernet 10networKk. 9. The system of claim
1,. wherein the information handling systemis selected fromthe group
consisting of a server and a data storage device. 10. The system of
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sensor spu@e&i.n the device manager receives sensor data fromthe one or

In instances where the end-user 518 has specific performance goals for an

application (e.g. response time of queries), power capping may be used to reduce the power

in servers 107 while maintaining the performance goals, ultimately reducing the bperating

10  expenses of the chassis 104. Accordingly, the end-user 518 may first sample the power
consumption in a rack 102 or a set of servers 107, and cap the system to reduce power.
The end-user 518 may then measure the performance of the applications under the
designated power scheme. This process may be répeatéd until an optimél perforfnance and
power capping configuration is identified.

15 In one exemplary embodiment, the end-user 518 may apply a cap to a server
107. In another embodiment, group-level blind capping may be used to determine the
power cap for the system components. In this embodiment, once the optimal power cap
has been identified through experimentation, the same cap may be applied to one or more
servers in the rack 102 (the servers are expected to run the same applications that were

20  used to determine the optimal cap). Since the scriptable CLI 828 permits an end-user 518
to set server-level power capping and read poWer consumption of the different devices in a
rack 102, the end-user could control the power capping process from an external server.

In some instances, it may be desirable to use power capping in case of
critical failures in the cooling system. For example, if the inlet temperature drastically

25  increases, throttling the system components via capping could help to temporarily reduce
the system temperatures without the need to wait for the internal thermal trip. Specifically,
the end-user 518 may pre-set a desired percentage reduction in power consumption in the
event the thermal sensor reading exceeds a certain temperature. The power consumption

may then be reduced accordingly in the event of a thermal emergency.



nore sensors; a domain controller nmanager to nanage the primary donain
controller; a security manager to authenticate connections to the primry
dormai n 25controller; and 34 a notification manager to nonitor sensor data
-received by the device manager. 14.The system of claim 13, wherein the
notification nmanager generates a notifjcation if sensor data indicates
occurrence of an event of interest. 515. The systemof claim 14, wherein the
event of interest is selected fromthe group consisting of sensor data

i ndicating a tenperature exceeding a threshold tenperature val ue and sensor
data indicating power consunption exceeding a threshold value. 16. The
system of claim 14, wherein the notification nanager generates the

In one embodiment, the end-user may obtain an estimate of the power
consumption on a server 107 and/or the total consumption on a rack 102, including servers,
fans, switches, etc. In this embodiment, the domain controller 514 has access to up-to-date
sensor infoﬁnation from each controller, including the node controller 502 (for server 1»eve1

5  measurements) and power module controllers 512 (for PDU measurements). Accordingly, -
the total power consumed by a rack 102, a chassis 104 or by a server 107 at a given time
can be computed.. Additionally, the end-user may use the scriptable CLI 828 to read power
consumptions of individual servers 107 and use these readings to perform computations on
an external server.

10 Turning now to Figure 9, a shared poWer supply system in accordance with

an exemplary embodiment of the present invention is denoted generally with numeral 900.

In this. exemplary embodiment, there are 5 sleds 106 per chassis 104. However, as would

be appreciated by those of ordinary skill in the art, with the benefit 6f this disclosure, the

methods and systefns disclosed herein may be applied to different number of sleds 106 per

15  chassis 104. In one embodiment, the shared power system 900 allows sharing 12[V] from

a PDU 902 to one or more chassis 104. As shown in Figures 2 and 3, the sleds 106 may be

connected to a common backplane 112 in th_e chassis 104 for power and management. In

one embodiment, two or more 4U chassis 104 may share a PDU 902 including 1+N PSUs

904 creating a power domain. Each rack 102 may include two or more power domains.

20  Further, third party products, such as, for example, switches, may be provided in front of
the PDU 902.

In one embodimént, a bus bar 906 may be used per chassis 104 to distribute
power. .Speciﬁcally, since chassis 104 are installed on top or above. other chassis 104 or
the power module 510, bus bars 906 in the back of the chassis 104 may be utilized to

25 distribute power. In another exemplary embodiment, cables may be used to provide a
direct-connect distribution of power from the power module 510 to each chassis 104.

Figure 10 depicts the connection of a chassis 104 to a PDU 902. As would

be appreciated by those of ordinary skill in the art, with the benefit of this disclosure, more

than one chassis 104 may be connected to a PDU 902. Further, a PDU 902 may include



potification to an end user through a user interface. 1017. The system of
claimb5, wherein the primary domain controller conprises a redundancy
manager, wherein the redundancy manager allows comruni cati ons between the
primary domain controller and the secondary donmin controller. 18.
The system of claim 17, wherein operg%ions of the primary domain controller
are transferred to the secondary dona]n controller if the secondary domain
15controller is unable to communicate with the redundancy manager.

19. The system of claim 13, wherein the device manager includes a cache for
buffering sensor data received fromthe one or nore sensors. 20. The
system of claim 19, wherein the sensor data is noved into pernmanent nenory

fromthe cache at a gredeternined_frequen%%j 2021. The system of claim1,
wher ei nonher mare RYYs Pest- | mronesmbodieent, the PDU 902 may aneludedit | £ ﬁgét9%%°rser vi ce
to identifvy.the i cal ' f t £ql it i ystem
a notif feedl}l h %nrc?/l’i %gg%pgrlgﬁkgq}%%dbggﬁg S}re;gg ?gfggtga'fcrg%n’feta h%&?atﬁ% O%{: %Pf%l "to the
pri mary sgednidlyc asihg Mi+1ePSUs 394 aillooRTtha @DU S02ne Katidy he Bat Geqittienes

| mssage?ﬁh&l%%%&igi%g B‘gcllurrll’?larlgcyds%rrcﬁ;tnif g%nStUr 8(|)4!r gire;s, there remains an extra PSU 904 to
5 take up the load. As shown in Figure 10, the bus bar 906 of the PDU 902 may be
connected to the bus bar 908 of the chassis 104 through one or more power cables. The

bus bar 908 may then supply power to the sled 106 through the backplane 112.
Althoﬁgh the exemplary embodiments are described in conjunction with
servers in a rack, as would be appreciated by those of ordinary skill in the art, with the
10 benefit of this disclosure,-the present invention is not limited to servers and may be used in
conjunction with other information handling systems such as data storage devices.
Additionally, the system and methods disclosed herein are not limited to systems including
one rack and may be used in conjunction with two or more racks. As would be apparent to
those of ordinary skill in the art, with the benefit of this disclosure, in multi-rack systems
15 the domain controller 514 allows scalability and may support multi-rack management
| capabilities by connecting management switches from other racks into the aggregation

switch 516.

Although the present disclosure has been described in detail, it should be
understood that various changes, substitutions, and alterations can be made hereto without

20 departing from the spirit and the scope of the invention as defined by the appended claims.



g nonitoring service, wherein the nonitoring service
keeps track of data fromthe one or 5nore sensors associated with the fan,
a dynamic fan control to regulate speed of the fan based on the infornmation
avai l able fromthe nonitoring service; a |l og service. operable
to receive and store nessages from copponents of the fan controller; and
10a heartbeat signal to deternmine if e fan controller is operating.

22. The system of claim 21, wherein the nonitoring service generates a
signal to the notifier service if data fromthe one or nore sensors’

I ndi cates an event of interest. 23. The system of claim 20, wherein
the dynam c fan control includes a proportional-integral-derivative
controller. 1524. The system of claim 21, wherein the heartbeat signal

di r ect s WHATFIRCLAMPBRAAt e at maxi num speed if the fan controller is

I noper ati onal . 25. The systemof claim1, wherein the node controller
manages power to the sled. 26. The systemof claim1l, wherein the
node control lfer coanpoisesinf@faton damflingisgaémdransavork cempaisingtent i fy the

physi cal |ocation of the node controller within the system
arack containing at least one chassis; : ’
5 "~ asled placed within the chassis;
wherein the sled includes at least one information handlihg system,;
a fan placed within the chassis to cool the information handling system;
a fan controller communicati\}ely coupled to the fan;
wherein the fan controller manages operation of the fan;
10 _ : -_a node controller associated with the sled;
wherein the node controller manages operation of the sled,;
a power mddule for supplying power to the information handling system;
a power module controller for managing operation of the power module;
and
15 a primary domain controller communicatively coupled to at least one of the
fan.controller, the node controller, and the power module;
wherein the primary domain controller manages the operation of at

least one of the fan controller, the node controller and the power module.

2. The system of claim 1, wherein the primary doméin controller provides a

20 user interface for the modular information handling system framework.

3. The system of claim 2, wherein the primary domain controller is operable to
display information relating to performance of the modular information handling system

framework to the user.

4. The system of claim 2, wherein the primary domain controller allows a user

25  to control performance parameters of the modular information handling system framework.

5. The system of claim 1, further comprising a secondary domain controller,

wherein the secondary domain controller manages the operation of at least one of the fan



a notifier service operable to send nessages fromthe node controller to at
| east one of the primary domain controller and the fan controller. a
command |istener to receive nessages fromthe prinmary donmain 25controller;
a serial console service to interface wth the information handling system
36 a nonitoring service; wherein the nonitoring service
keeps track of data from one or nDreig%nsors associated with the sled, and
a | og service operable to receive and store nessages fromone or nore
5conponents of the node controller. 27. The system of cl aim 26,
wherein the nonitoring service is operational to generate a signal to the
notifier service if data fromthe one or nore sensors indicates an event of
i nt erest. 28. The systemof claim 1, wherein the node contr?IIer S
conmuni eentioller, ytha medesraaoliestand therpavsitpefylet the primary,domaipecogireliem of
claiml, wherein at. | east one of the fan controller and the node controller
include2m§n§3HFFEﬁ#§ gbn file containing its operational paraneters.

6. The system of claim 5, further comprising a management appliance,
wherein the management appliance contains one or more of the primary domain controller,

5  the secondary domain controller and a management switch.

7. The system of claim 1, wherein the primary domain controller is
communicatively coupled to at least one of the power module controller, the fan controller

and the node controller through a management network.

8. The system of claim 7, wherein the management network is an Ethernet

10  network.

9. The system of claim 1, wherein the information handling system is selected

from the group consisting of a server and a data storage device.

10.  The system of claim 1, further comprising one or more sensors for

monitoring operating conditions of at least one of the sled; the fan and the power module.

15 11.  The system of claim 10, wherein the one or more sensors are selected from

a group consisting of a temperature sensor and a power monitoring sensor.

12.  The system of claim 1, wherein the primary domain controller Comprises

one or more managers and one or more interfaces.

13.  The system of claim 10, wherein the primary domain controller comprises:
20 a device manager communicatively coupled to the one or more sensors;
wherein the device manager receives sensor data from the one or
mOore Sensors;
o ~ a domain controllér managervtolrrianagé the primary domain controller;
a secﬁrity manager to authenticate connections to the primary | domain

25  controller; and



30. The systemof claim1, wherein the primary domain controller is
operabl e to configure the configuration file of the fan controller and the

configuration file of the node 15controller. 31. A nodul ar rack
system conprising: a plurality of chassis placed in one or nore racks; a
plurality of sleds placed in each chagfis; wherein
each sled includes an information handling system 20a shared fan nodule to

cool the plurality of sleds in each chassis; a shared power nodule to.
supply power to one or nore sleds in one or nore.chassis; and a shared
managenent nodul e to nmanage operation of the plurality of chassis. 37
33. The system of claim 32, wherein the fan controller conprises:

an identification service to identify the physical |ocation of the fan
control | er withi natntifipptieranager to ‘monitor sensor data received by the device

manager.

14. The system of claim 13, wherein the notification manager generates a

notification if sensor data indicates occurrence of an event of interest.

5 15. The system of claim 14, wherein the event of interest is selected from the
group consisting of sensor data indicating a temperature exceeding a threshold temperature

value and sensor data indicating power consumption exceeding a threshold value.

16.  The system of claim 14, wherein the notification manager generates the

notification to-an end user through a user interface.

10 17. The system of claim 5, wherein the primary domain controller comprises a
redundancy manager, wherein the redundancy manager allows communications between

the primary domain controller and the secondary domain controller.

18. The system of claim 1'7; wherein operations of the pﬁmary domain
controller are transferred to the secondary domain controller if the secondary domain

15  controller is unable to communicate with the redundancy manager.

19. The system of claim 13, wherein the device manager includes a cache for

.buffering sensor data received from the one or more sensors.

20. The system of claim 19, wherein the sensor data is moved into permanent

memory from the cache at a predetermined frequency.

20 21. The system of claim 1, wherein the fan controller comprises:
an identification service to identify the physical location of the fan
- controller within the system;
a notifier service operable to send messages from the fan controller to the

primary domain controller;



a notifier service operable to send nessages fromthe fan controller to the
Sprimary domain controller; a command |istener service to receive nessages
fromthe primary donain controller; a nonitoring service;

wherein the nonitoring service keeps track of data fromthe one or 10nore
sensors associated wth the fan, a dynamc fan control to

regul ate speed of the fan based on the i nformation available fromthe
nonitoring service; a log service operable to receive and store
nmessages from conponents of the fan controller; and 15a heartbeat signal to
determne if the fan controller is operating. 34. The systemof claim
33, wherein the nonitoring service is operational to generate a signal to
the notifier service if data fromthe one or nore sensors indicates, an
event of interest @ command listger samicedg geesiycomessaggsniran thopemar dpmainshar ed
ower modyl e conprises a 20 power distribution unit and a power nodul e
gontrolf%ﬁﬁéﬁgr on i P

’control operation of the shared power nodul e. 36. The
system of cl ai m 3gmiMmeref Bervite; power distribution unit conprises one or
nore power supply units. 37. The system of claim31, wherein the

shared managenment noduMersimfic meritarmg ssFyiemiksers disek af defatiiom theyone or
5 more sensors associated with the fan, ‘ : : _
a dynamic fan control to regulate speed of the fan based on the information
available from the monitoring service;
a log service operable to receive and store messages from components of
the fan controller; and

10 a heartbeat signal to determine if the fan controller is operating.

22.  The system of claim 21, wherein the monitoring service generates a signal

to the notifier service if data from the one or more sensors indicates an event of interest.

23. The system of claim 20, wherein the dynamic fan control includes a

proportional-integral-derivative controller.

15 24 The system of claim 21, wherein the heartbeat signal directs the fan to

operate at maximum speed if the fan controller is inoperational.

25. The system of claim 1, wherein the node controller manages power to the
sled.
26.  The system of claim 1, wherein the node controller comprises:
20 an identification service to identify the physical location of the node

controller within the system;
a notifier service operable to send messages from the node controller to at
least one of the primary domain controller and the fan controiler. |
a command - listener to receive messages from the primary domain
25  controller;

a serial console service to interface with the information handling system;



38 38. The systemof claim 37, wherein the primary domain controller
enforces a power capping policy. 39. The system of claim 37, wherein
the primary domain controller tracks power consunption of one or nore
conponents of the nodul ar rack system 540. The system of claim 37, further
conprising a secondary donain control#gr that replaces the primary donmain
controller if the primary domai n conttoller becones inoperational.
41. The system of claim 37, wherein the prinmary donain controller
conprises: a device manager commrunicatively coupled to one or nore sensors;
10 wherein the one or nore sensors nonitor operating conditions of at
| east one of a sled, a conponent of the shared fan nodul e, and a conponent
of the shared power nodul e; wherein the device nmanager receives sensor data
fromthe one or mBMOMEABYFYYVICE5a donmmi n control | er manager operable to
ranage the primry. dorr%&h%re%? ﬁxtern%l)rlif%q'ihg service keeps track of data from one or more
sensors associated with the sled, and
a log service operable to receive and store messages from one or more

5  components of the node controller.

27. The system of claim 26, wherein the monitoring service is operational to
generate a signal to the notifier service if data from the one or more sensors indicates an

event of interest.

28. The system of claim 1, wherein the node controller is communicatively

10 coupled to the fan controller.

29. The system of claim 1, wherein at least one of the fan controller and the

node controller includes a configuration file containing its operational parametérs.

30. The system of claim 1, wherein the primary domain controller is operable to
configure the configuration file of the fan controller and the configuration file of the node

15  controller.

31. A modular rack system comprising:
a plurality of chassis placed in one or more racks;
a plurality of sleds placed in each chassis;
wherein each sled includes an information handling system;
20 a shared fan module to cool the plurality of sleds in each chassis;
a shared power module to supply power to one or more sleds in one or more
chassis; and
a -shared management module to manage operation of the plurality of

chassis.

25 32. The system of claim 31, wherein the shared fan module comprises one or

. more fans and a fan controller to co_ntrol operation of the shared fan module.



Q@ security manager operable to authenticate connections to the prinmary
domain controller; and _ ' ‘ ~a notification nmanager operable to
nonitor sensor data received by the 20 devi ce nanager. 42. The system
of claim4l, wherein the notification nmanager is operable to generate a
notification if sensor data indicates,Pccurrence of an event of interest.
43. The system of claim 37, further cOnprising a node controller associated
with a sled. 2544. The system of claim43, wherein the node controller
conprises: 39 an identification service to identify the

physi cal |ocation of the node controller within the system a
notifier service operable to send nessages fromthe node controller to at

| east one of the prinmary donmain _controller and the shared fan nodul e. 5a
command | i st 8her tlhe pestam pEclain dagukereindhs faRCOPPIREICOMABES n control ler; a

-~ serial consol e seryi g iiBhelAGE ¥ Idinblye chOTRGHB MhabiGNei BR TStem in

controller within the system; o |

a notifier service operable to send messages froxﬁ the fan controller to the

5  primary domain controller;

a command listener service to receive messages from the primary domain
controller;

a monitoring service;

wherein the monitoring service keeps track of data from the one or
10  more sensors associated with the fan,

a dynamic fan control to regulate speed of the fan based on the information
available from the monitoring service;

a log service operable to receive and store messages from components of
the fan controller; and

15 a heartbeat signal to determine if the fan controller is operating.

34. The system of claim 33, wherein the monitoring service is operational to
generate a signal to the notifier service if data from the one or more sensors indicates an

event of interest.

35.  The system of claim 31, wherein the shared power module comprises a
20  power distribution unit and a power module controller to control operation of the shared

power module.

36.  The system of claim 35, wherein the power distribution unit comprises one

or more power supply units.

37.  The system of claim 31, wherein the shared management module comprises

25  aprimary domain controller.



a nonitoring service; 10wherein the nonitoring service keeps track of data
fromone or nore sensors associated with the sled, wherein the nonitoring
~service is operational to generate a signal to the notifier service if data
fromthe one or nore sensors indicates an event of interest; and
a log service operable to receive and3§tore messages from one or nore
15conmponents of the node controller. 45. The system of claim 31
wherein the shared fan nodul e, the shared power nodul e and the shared
managenent nodul e are conmuni catively coupl ed t hrough a managenent networ k.
46. The system of claim 45, wherein the managenent network is an Ethernet
20 network. 47. The system of claim 31, wherein power is
distributed to the sleds through a chassis backpl ane.,

3 The system of claim 37, wherein the primary domain controller enforces a

power capping policy.

.. 39.~ The system of claim 37, wherein the primary domain controller tracks

power consumption of one or more components of the modular rack system. .

5 40.  The system of claim 37, further corhprising a secondary domain controller
that replaces the primary domain controller if the primary domain controller becomes

inoperational.

41. The system of claim 37, wherein the primary domain controller comprises:
a device manager communicatively coupled to one or more sensors;

10 wherein the one or more sensors monitor operating conditions of at
least one of a sled, a component of the shared fan module, and a component of the shared
power module;

wherein the device manager receives sensor data from the one or
more Sensors;

15 a domain controller manager operable to manage the primary domain
controller;

a security manager operable to authenticate connections to the primary
domain controller; and
- a notification manager operable to monitor sensor data received by the

20  device manager.

42. The system of claim 41, wherein the notification manager is operable to

generate a notification if sensor data indicates occurrence of an event of interest.

43. The system of claim 37, further comprising a node controller associated

with a sled.

25 44, The system of claim 43, wherein the node controller comprises:



10

15

20

39

an identification service to identify the physical location of the node
controller within the system; . -
é notifier sérvi_ce operable to send messages. from the node controller to at
least one of the primary domain controller and the shared fan module.
a command listener to receive messages from the primary domain
controller;
a serial console service to interface with the information handling system in
the sled;
a monitoring service;
wherein the monitoring service keeps track of data from one or more
sensors associated with the sled,
wherein the monitoring service is operational to generate a signal to
the notifier service if data from the one or more sensors indicates an event of interest; and
a log service operable to receive and store messages from one or more

components of the node controller.

45.  The system of claim 31, wherein the shared fan module, the shared power
module and the shared nianagement module are communicatively coupled through a

management network.

46.  The system of claim 45, wherein the management network is an Ethernet

network.

47.  The system of claim 31, wherein power is distributed to the sleds through a

chassis backplane.



