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METHOD OF PROCESSING OPERATIONS OF POLYNOMIAL-BASED
SECURITY ALGORITHM AND APPARATUS FOR IMPLEMENTING THE
METHOD

[0001] This application claims the benefit of Korean Patent Application No. 10-2023-
0070011, filed on May 31, 2023, in the Korean Intellectual Property Office, the disclosure

of which is incorporated herein in its entirety by reference.

BACKGROUND

1. Field
[0002] The present disclosure relates to a method of processing operations of a
polynomial-based security algorithm and an apparatus for implementing the method, and
more particularly, to a method of processing polynomial operations of a polynomial-based
security algorithm to prevent information included in the operations from being exposed by

an external attack and an apparatus for implementing the method.

2. Description of the Related Art
[0003] The National Institute of Standards and Technology (NIST) has been carrying out a
public competition project for standardization of post quantum cryptography (PQC)
technology since 2016. It selected one key encapsulation mechanism (KEM) and three
signature algorithms for standardization in 2022 through three rounds of selection process
and conducted a fourth round of selection process for the remaining four KEMs while
holding an additional public competition for digital signatures. In addition, as safety from
side-channel analysis was included in algorithm selection criteria from a second round,
algorithm design teams submitted algorithms implemented to be safe from simple power
analysis (SPA) to NIST.
[0004] However, even if safety from the SPA is ensured, the results of attacks using
various side-channel analysis techniques such as differential power analysis (DPA) and

profiling attack are being presented.
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[0005] In particular, side-channel analysis studies have been conducted on a calculation
process using, as its input, secret information of Dilithium, a lattice-based post quantum
cryptographic digital signature for which NIST standardization was decided, and the need
for a technique to respond to the side-channel analysis has emerged.

[0006] In a calculation process of a conventional digital signature algorithm, a shuffling
technique for randomly processing the order of unit operations is applied for one type of
operations. However, since a different value is used for a random index used for each
operation, there is a problem of overload during key generation and signature generation
processes. In addition, it is difficult to ensure safety against leakage of random indices
from side-channel attacks.

[0007] Therefore, in a calculation process of a digital signature algorithm, a shuffling
technique that can ensure safety from side-channel attacks is required. In particular, in a
calculation process using, as its input, secret information of Dilithium which a lattice-based
post quantum cryptographic digital signature, a technology that can prevent the secret

information from being leaked is required.

SUMMARY
[0008] Aspects of the present disclosure provide a method of processing operations of a
polynomial-based security algorithm, the method capable of ensuring safety from external
attacks for operations including secret information in the polynomial-based security
algorithm, and an apparatus for implementing the method.
[0009] Aspects of the present disclosure also provide a method of processing operations of
a polynomial-based security algorithm, the method capable of increasing attack complexity
for side-channel attacks by applying shuffling for randomly processing an operation order
of operations including secret information in key generation and signature generation
processes of a digital signature, and an apparatus for implementing the method.
[0010] Aspects of the present disclosure also provide a method of processing operations of
a polynomial-based security algorithm, the method capable of reducing overload by using a

common shuffling index according to the length or type of operation when applying
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shuffling to operations including secret information in key generation and signature
generation processes of a digital signature, and an apparatus for implementing the method.
[0011] Aspects of the present disclosure also provide a method of processing operations of
a polynomial-based security algorithm, the method capable of strengthening safety from
side-channel attacks by applying a shuffling technique for randomly processing an
operation order of operation groups related to secret information in key generation and
signature generation processes of a digital signature, and an apparatus for implementing the
method.

[0012] However, aspects of the present disclosure are not restricted to the one set forth
herein. The above and other aspects of the present disclosure will become more apparent
to one of ordinary skill in the art to which the present disclosure pertains by referencing the
detailed description of the present disclosure given below.

[0013] According to an aspect of the present disclosure, there is provided a method of
processing operations of a polynomial-based security algorithm, the method being
performed by a computing system. The method comprises identifying a plurality of
operations using secret information in the polynomial-based security algorithm, generating
a random index to be applied to the identified operations, and performing the operations
using the random index.

[0014] In some embodiments, wherein the generating the random index may comprise
generating a random index to be applied to the operations based on operation length or
whether the same secret information is used.

[0015] In some embodiments, the generating the random index may comprise obtaining a
plurality of parameters related to an operation length for secret information included in
each identified operation, and generating a random index to be applied to operations having
the same length of each of the parameters among the operations.

[0016] In some embodiments, the generating the random index may comprise generating a
random index to be applied to operations having the same operation length among the
operations.

[0017] In some embodiments, the generating the random index may comprise generating a

first random index to be applied to an operation using first secret information among the
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operations and generating a second random index to be applied to an operation using
second secret information among the operations.

[0018] In some embodiments, the generating the random index may comprise generating
different random indices for the operations.

[0019] In some embodiments, the method may further comprise identifying a first
operation group and a second operation group based on a type of operation and an order of
operations, and randomly determining an index for determining an operation order of the
first operation group and the second operation group.

[0020] In some embodiments, the identifying the first operation group and the second
operation group based on the type of operation and the order of operations may comprise
matching the numbers of operations of the first operation group and the second operation
group by adding a first dummy operation to the first operation group.

[0021] c the identifying the first operation group and the second operation group based on
the type of operation and the order of operations may comprise identifying a first operation
included in the first operation group and a second operation included in the second
operation group, and matching a length of the first operation with a length of the second
operation by adding a second dummy operation to the first operation, wherein the second
operation may correspond to the first operation.

[0022] In some embodiments, the security algorithm may comprise operations for key
generation and signature generation of Dilithium using lattice-based post quantum
cryptography.

[0023] In some embodiments, the security algorithm may be a digital signature algorithm,
and the secret information may be information used to generate a private key.

[0024] According to another aspect of the present disclosure, there is provided an
apparatus for processing operations of a polynomial-based security algorithm. The
apparatus comprises one or more processors, a memory which loads a computer program to
be executed by the processors, and a storage which stores the computer program, wherein
the computer program comprises instructions for performing: an operation of identifying a

plurality of operations using secret information in the polynomial-based security algorithm;
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an operation of generating a random index to be applied to the identified operations; and an
operation of performing the operations using the random index.

[0025] In some embodiments, the operation of generating the random index may comprise
an operation of generating a random index to be applied to the operations based on
operation length or whether the same secret information is used.

[0026] In some embodiments, the operation of generating the random index may comprise
an operation of obtaining a plurality of parameters related to an operation length for secret
information included in each identified operation, and an operation of generating a random
index to be applied to operations having the same length of each of the parameters among
the operations.

[0027] In some embodiments, the operation of generating the random index may comprise
an operation of generating a random index to be applied to operations having the same
operation length among the operations.

[0028] In some embodiments, the operation of generating the random index may comprise
an operation of generating a first random index to be applied to an operation using first
secret information among the operations and generating a second random index to be
applied to an operation using second secret information among the operations.

[0029] In some embodiments, the operation of generating the random index may comprise
an operation of generating different random indices for the operations.

[0030] In some embodiments, the computer program may further comprise instructions for
performing: an operation of identifying a first operation group and a second operation
group based on a type of operation and an order of operations; and an operation of
randomly determining an index for determining an operation order of the first operation
group and the second operation group.

[0031] In some embodiments, the operation of identifying the first operation group and the
second operation group based on the type of operation and the order of operations may
comprise an operation of matching the numbers of operations of the first operation group

and the second operation group by adding a first dummy operation to the first operation

group.
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[0032] In some embodiments, the operation of identifying the first operation group and the
second operation group based on the type of operation and the order of operations may
comprise: an operation of identifying a first operation included in the first operation group
and a second operation included in the second operation group; and an operation of
matching a length of the first operation with a length of the second operation by adding a
second dummy operation to the first operation, wherein the second operation may

correspond to the first operation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] These and/or other aspects will become apparent and more readily appreciated
from the following description of the embodiments, taken in conjunction with the
accompanying drawings in which:

[0034] FIG. 1 is a flowchart illustrating a method of processing operations of a
polynomial-based security algorithm according to an embodiment of the present disclosure;
[0035] FIG. 2 is a flowchart illustrating a detailed process of an operation illustrated in
FIG. 1;

[0036] FIG. 3 is a flowchart illustrating additional operations performed after operations
illustrated in FIG. 1;

[0037] FIG. 4 is a flowchart illustrating a detailed process of an operation illustrated in
FIG. 3;

[0038] FIG. 5 is an example of Dilithium’s key generation process according to
embodiments of the present disclosure;

[0039] FIG. 6 is a table showing information related to operations to which shuffling is
applied in Dilithium’s key generation process illustrated in FIG. 5;

[0040] FIG. 7 is an example of Dilithium’s signature generation process according to
embodiments of the present disclosure;

[0041] FIGS. 8 and 9 are a table showing information related to operations to which
shuffling is applied in Dilithium’s signature generation process illustrated in FIG. 7;
[0042] FIG. 10 illustrates an example process in which shuffling is applied in Dilithium’s

key generation process according to embodiments of the present disclosure;
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[0043] FIG. 11 illustrates an example process in which shuffling is applied in Dilithium’s
signature generation process according to embodiments of the present disclosure; and
[0044] FIG. 12 is a hardware configuration diagram of an example computing system

which can implement methods according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0045] Hereinafter, preferred embodiments of the present disclosure will be described with
reference to the attached drawings. The advantages and features of the present disclosure and
methods of accomplishing the same may be understood more readily by reference to the
following detailed description of preferred embodiments and the accompanying drawings.
The present disclosure may, however, be embodied in many different forms and should not
be construed as being limited to the embodiments set forth herein. Rather, these
embodiments are provided so that this disclosure will be thorough and complete and will
fully convey the concept of the disclosure to those skilled in the art, and the present
disclosure will only be defined by the appended claims.

[0046] In adding reference numerals to the components of each drawing, it should be noted
that the same reference numerals are assigned to the same components as much as possible
even though they are shown in different drawings. In addition, in describing the present
disclosure, when it is determined that the detailed description of the related well-known
configuration or function may obscure the gist of the present disclosure, the detailed
description thereof will be omitted.

[0047] Unless otherwise defined, all terms used in the present specification (including
technical and scientific terms) may be used in a sense that can be commonly understood by
those skilled in the art. In addition, the terms defined in the commonly used dictionaries are
not ideally or excessively interpreted unless they are specifically defined clearly. The
terminology used herein is for the purpose of describing particular embodiments only and is
not intended to be limiting of the disclosure. In this specification, the singular also includes
the plural unless specifically stated otherwise in the phrase.

[0048] In addition, in describing the component of this disclosure, terms, such as first,

second, A, B, (a), (b), can be used. These terms are only for distinguishing the components
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from other components, and the nature or order of the components is not limited by the terms.
If a component is described as being "connected," "coupled" or "contacted" to another
component, that component may be directly connected to or contacted with that other
component, but it should be understood that another component also may be "connected,"
"coupled" or "contacted" between each component.

[0049] The terms “comprise”, “include”, “have”, etc. when used in this specification,
specify the presence of stated features, integers, steps, operations, elements, components,
and/or combinations of them but do not preclude the presence or addition of one or more
other features, integers, steps, operations, elements, components, and/or combinations
thereof.

[0050] Hereinafter, some embodiments of the present disclosure will be described in detail
with reference to the accompanying drawings.

[0051] FIG. 1 is a flowchart illustrating a method of processing operations of a
polynomial-based security algorithm according to an embodiment of the present disclosure.
[0052] The method of processing the operations of the polynomial-based security
algorithm according to the embodiment of the present disclosure may be executed by a
computing system 100 illustrated in FIG. 12. The computing system 100 may be, for
example, an apparatus for processing operations of a polynomial-based security algorithm.
The computing system 100 executing the method according to the current embodiment
may be a computing apparatus equipped with an application program execution
environment. The computing system 100 may be an apparatus that can perform
computational functions, such as a PC, a server, a laptop computer, or a smartphone.

[0053] It should be noted that a description of a subject performing some operations
included in the method according to the embodiment of the present disclosure may be
omitted, and in such a case, the subject is the computing system 100.

[0054] According to an embodiment of the present disclosure to be described below,
safety from external attacks can be secured for operations including secret information in a
polynomial-based security algorithm.

[0055] First, in operation S10, the computing system 100 identifies a plurality of

operations using secret information in a polynomial-based security algorithm. Here, the
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polynomial-based security algorithm may be a digital signature algorithm, for example, an
algorithm that includes operations for key generation and signature generation of a
Dilithium digital signature using lattice-based post quantum cryptography. The secret
information may be information used to generate a private key in a digital signature
generation process.

[0056] As an example, referring to FIG. 5, in Dilithium’s key generation process 50, X, si,
s2 and to among information included in a private key sk correspond to secret information.
The computing system 100 may identify operation steps 03, 05, 06, 07, 08 and 09 which
are operation steps including the secret information K, s1, s> and to or operation steps
including variables related to the secret information among a plurality of operation steps
included in the key generation process 50.

[0057] Similarly, referring to FIG. 7, among a plurality of operation steps included in
Dilithium’s signature generation process 70, operation steps 06, 07, 08, 10, 12, 13, 14, 15,
19, 20, 21, 23, 24, 25, 26, 27, 28, 29, 30, 31 and 32 which are operation steps including
secret information K, s1, s2 and to related to a private key sk or operation steps including
variables related to the secret information may be identified.

[0058] Next, in operation S20, the computing system 100 generates a random index to be
applied to the operations identified in operation S10. Finally, in operation S30, the
computing system 100 performs the operations using the generated random index.

[0059] As an embodiment, when performing operation S20, the computing system 100
may generate a random index to be applied to the operations identified in operation S10
based on operation length or whether the same secret information is used.

[0060] Specifically, as illustrated in FIG. 2, operations S21, S22 and S23 of generating a
random index in different ways may be selectively performed in operation S20 of
generating a random index.

[0061] As an embodiment, in operation S21, the computing system 100 may generate a
random index to be applied to operations having the same operation length among the
identified operations. Here, the computing system 100 may perform operation S21 in

response to mode (a) being selected according to user input.
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[0062] Referring to FIG. 6, for each operation identified as including secret information or
related to the secret information in the key generation process 50 of FIG. 5, each operation
step (operation position) 61, secret information (target variable) 62 included in each
operation step 61, and an operation length (number of operation repetitions) 63 of each
operation step 61 are provided in table form.

[0063] In addition, referring to FIGS. 8 and 9, for each operation identified as including
secret information or related to the secret information in the signature generation process
70 of FIG. 7, each operation step (operation position) 81, secret information (target
variable) 82 included in each operation step 81, and an operation length (number of
operation repetitions) 83 of each operation step 81 are provided in table form.

[0064] In the tables of FIGS. 6, 8 and 9, a common index may be generated and applied to
operations having the same operation length (number of operation repetitions) 63 or 83 for
the secret information (target variable) 62 or 82 in each operation step 61 or 81.

[0065] As an example, in the table of FIG. 6, an operation length for secret information s,
in operation step 03.(sy,s,) := H,(¢) and an operation length for secret information
ty,S2, 81 in operation step 09. (tq,ty) ==Power2Round,(t,d) are the same, i.e., k X n.
Therefore, a common random index can be applied to the two operations of operation step
03 and operation step 09.

[0066] Similarly, in the table of FIGS. 8 and 9, an operation length for secret information
y in operation step 14. w := NTT!(W) and an operation length for secret information

s, in operation step 24. x :=NTT!(R) are the same, i.e., k X {(n/2) + n}. Therefore,
a common random index can be applied to the two operations of operation step 14 and
operation step 24.

[0067] As an embodiment, the computing system 100 may obtain a plurality of parameters
related to an operation length for secret information included in each identified operation
and generate a random index to be applied to operations having the same length of each of
the parameters among the operations.

[0068] As an example, in the tables of FIGS. 6, 8 and 9, the computing system 100 may
identify six parameters n, [, k, n/2, n/4 and n/8 used in the operation length

(number of operation repetitions) 63 for the secret information (target variable) 62 in each
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operation step 61 or 81 and apply a common random index to operations using the six
identified parameters.

[0069] In this case, since only six random numbers are generated for all operations of the
key generation process 50 and the signature generation process 70 and applied to an
operation using each parameter, it is possible to reduce overload and prevent leakage of
secret information through the generation of the minimum number of random indices.
[0070] As described above, when shuffling is applied to operations including secret
information, a common random index may be used for operations having the same
operation length or operations having the same length of a parameter used in the secret
information. Therefore, it is possible to reduce overload and reduce the efficiency of
side-channel attacks.

[0071] As an embodiment, in operation S22, the computing system 100 may generate a
first random index to be applied to an operation using first secret information among the
identified operations and generate a second random index to be applied to an operation
using second secret information among the operations. Here, the computing system 100
may perform operation S22 in response to mode (b) being selected according to user input.
[0072] As an embodiment, when performing operation S22, the computing system 100
may apply the first random index to an operation using the first secret information among
operations having the same operation length among the identified operations and may
apply the second random index to an operation using the second secret information.

[0073] As an example, in the table of FIG. 6, a common random index may not be applied
to operation step 03. (sq,s;) = H,(¢), operation step 06. t := A - §;, operation step 08.

t ==t + s,, and operation step 09. (t;,t,) :=Power2Round,(t,d) having the same
operation length of k X n. Different random indices may be applied to operations having
different associated secret information even if the operations have the same operation
length. That is, the first random index may be applied to operation step 08 whose
associated secret information is (S;, S1), the second random index may be applied to
operation step 09 whose associated secret information is (tg, Sz, S1), a third random index

may be applied to operation step 06 whose associated secret information is s;, and a fourth
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random index may be applied to operation step 03 whose associated secret information is
Sy.

[0074] In addition, in the table of FIGS. 8 and 9, a common (1-1)" random index may be
applied to operation steps 13 and 15 whose associated secret information is y among
operation steps having the same operation length of k x n, a (2-1) random index may be
applied to operation step 23 whose associated secret information is s,, a (3-1)" random
index may be applied to operation step 25 whose associated secret information is (S4, Sz), a
common (4-1)" random index may be applied to operation steps 28 and 29 whose
associated secret information is t,, and a (5-1)™ random index may be applied to operation
step 31 whose associated secret information is (tg, S,, y).

[0075] As described above, when shuffling is applied to operations including secret
information, operations having the same associated secret information among operations
having the same operation length but different associated secret information may be
grouped together, and a common random index may be applied to the grouped operations.
This can increase attack complexity for side-channel attacks.

[0076] As an embodiment, in operation S23, the computing system 100 may generate
different random indices for the identified operations. Here, the computing system 100
may perform operation S23 in response to mode (c¢) being selected according to user input.
[0077] As an example, in the table of FIG. 6, different random indices may be applied to
operation steps regardless of whether the operation steps have the same operation length or
associated secret information. Similarly, in the table of FIGS. 8 and 9, different random
indices may also be applied to operation steps.

[0078] In this case, since a random number is generated for each of all operations of the
key generation process 50 and the signature generation process 70, a greater number of
random indices than the number of random indices generated in operation S21
corresponding to mode (a) and the number of random indices generated in operation S22
corresponding to mode (b) are generated.

[0079] According to the embodiment of the present disclosure described above, in a
polynomial-based security algorithm, when shuffling is applied to operations including

secret information to prevent leakage of the secret information by external attacks, a
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random index may be applied in various ways in consideration of whether the operations
have the same operation length and whether the operations use the same secret information.
[0080] By classifying operations in various ways according to shuffling complexity and
applying the same index to operations having the same complexity, it is possible to
minimize the load of random index generation and reduce overload in the entire key
generation and signature generation processes. In addition, by applying a random index
according to shuffling complexity, it is possible to secure safety against leakage of the
random index.

[0081] Operations additionally performed after the operations illustrated in FIG. 1 will
now be described using FIGS. 3 and 4.

[0082] Referring to FIG. 3, the computing system 100 may additionally perform
operations S40 and S50 after performing operations S10 through S30 described in FIG. 1.
[0083] In operation S40, the computing system 100 identifies a first operation group and a
second operation group based on the type of operation and the order of operations. Here,
the number of operation groups identified may be determined by the number of pieces of
secret information used in a calculation process. That is, if there are two pieces of secret
information, two operation groups including operations related to each piece of secret
information may be identified. If there are three pieces of secret information, three
operation groups including operations related to each piece of secret information may be
identified.

[0084] As an example, in the signature generation process 70 of FIG. 7, a first operation
group 71 associated with the secret information s;, a second operation group 72 associated
with the secret information s, and a third operation group 73 associated with the secret
information t, may be identified.

[0085] Referring to FIG. 4, operation S40 may include operations S41 through S43 as
detailed operations.

[0086] In operation S41, the computing system 100 may match the numbers of operations
of the first operation group and the second operation group by adding a first dummy

operation to the first operation group.
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[0087] In operation S42, the computing system 100 may identify a first operation included
in the first operation group and a second operation included in the second operation group.
In operation S43, the computing system 100 may match a length of the first operation with
a length of the second operation by adding a second dummy operation to the first
operation. Here, the second operation may correspond to the first operation.

[0088] As an embodiment, in relation to operation S41, the computing system 100 may
perform normalization on each of the first operation group 71, the second operation group
72, and the third operation group 73 to match the types of operations using secret
information, the orders of operations, and the numbers of operations.

[0089] As an example, as illustrated in FIG. 7, a polynomial multiplication operation of ¢
and s;, s,, or t, which is secret information may be performed as a first operation for
each of the first operation group 71, the second operation group 72, and the third operation
group 73 (operation steps 19, 23 and 28). Next, for each of the first operation group 71
and the second operation group 72, a polynomial addition operation or a polynomial
subtraction operation using the result value of the first operation as its input may be
performed as a second operation for s; or s, which is secret information (operation steps
21 and 25). Here, a dummy addition operation may be added to the third operation group
73 as an operation for matching the order of operations and the number of operations with
those of the first operation group 71 and the second operation group 72.

[0090] If normalization is performed on each of the first operation group 71, the second
operation group 72 and the third operation group 73 as described above, whether a
normalized value (norm) for each secret information s;, s,, or ty is within a preset range
can be checked for each of the operations groups 71 through 73 in the signature generation
process 70 of FIG. 7 (operation steps 22, 27 and 30).

[0091] Even if normalization is performed on each of the operation groups 71 through 73
in operation S41, if lengths of unit operations within each operation group 71, 72 or 73 are
different, there may be a difference in execution time between the operation groups 71
through 73. If there is a difference in execution time between the operation groups, each
operation group can be distinguished using side-channel information. Therefore, there is

a problem that information about each operation group may be exposed.
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[0092] In order to solve the problem of the difference in execution time between the
operation groups, in relation to operations S42 and S43, the computing system 100 may
perform an operation of matching the lengths of the unit operations included in each
operation group, so that there is no difference in execution time between the operation
groups.

[0093] A length of each unit operation included in each operation group 71, 72 or 73 of
FIG. 7 is determined by a length & or / of an input vector. Here, a length of the secret
information s; included in each unit operation is /, and lengths of the secret information
s, and t, arek.

[0094] As an example, at Dilithium’s security levels 2, 3 and 5, (k, 1) is (4, 4), (6, 5) and
(8, 7), respectively. Here, since £ is greater than / at the security level 3 or 5, even if each
operation group is normalized, there is a difference in execution time between the
operation groups. Thus, the operation groups can be distinguished from each other. In
order to make this distinction impossible, all unit operations may be matched to an
operation for length & or an operation for length / by adding a dummy operation to all unit
operations included in each operation group.

[0095] Referring again to FIG. 3, in operation S50, the computing system 100 randomly
determines an index for determining the operation order of the first operation group and the
second operation group identified in operation S40. Here, the first operation group and
the second operation group may be groups which have been normalized through operations
S41 through S43 to match the types of operations, the orders of operations, and the
numbers of operations.

[0096] As an example, in the signature generation process 70 of FIG. 7, the computing
system 100 may generate a random permutation consisting of {0, 1, 2} by using a random
number generated by a random number generator (not illustrated) and apply the random
permutation to the execution order of the operation groups 71 through 73. Here, elements
0, 1, and 2 of the random permutation may correspond to the operation groups 71, 72, and
73 corresponding to the secret information s;, s,, and t,, respectively.

[0097] Accordingly, since the order of the elements of the random permutation changes

whenever a ‘while’ statement of operation step 09 is repeated in the signature generation
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process 70 of FIG. 7, the execution order of the operation groups 71 through 73 may be
determined randomly.

[0098] Since the execution order of the operation groups 71 through 73 changes whenever
the ‘while’ statement is repeated as described above, even if an attacker attempting a side-
channel attack identifies and collects a power waveform corresponding to each normalized
operation group 71, 72 or 73, it is not possible to know what secret information the
waveform corresponds to. Therefore, secret information can be prevented from being
exposed by increasing attack complexity of a side-channel attack through shuffling of the
execution order of operation groups.

[0099] In FIGS. 10 and 11, processes in which shuffling is applied during Dilithium’s key
generation and signature generation described above with reference to FIGS. 5 through 9
will be compared and described.

[00100] In an example illustrated in FIG. 10, the computing system 100 may generate a
random number (11) and generate a random index using the generated random number (12)
to apply shuffling to a plurality of operations including secret information K, s, s2 and to in
Dilithium’s key generation process 14. Here, the generation of the random number and
the generation of the random index may be respectively processed by separate devices or
modules within the computing system 100.

[00101] The computing system 100 may apply the random index to the operations
including the secret information in a different way according to the mode selected
according to user settings. When the mode is set to mode (a), the computing system 100
may apply a common random index to operations having the same operation length.

When the mode is set to mode (b), the computing system 100 may apply a common
random index to operations using the same secret information. In addition, when the
mode is set to mode (¢), the computing system 100 may apply different random indices to a
plurality of operations. Here, a smallest number of random numbers may be generated in
the case of mode (a), and a largest number of random numbers may be generated in the
case of mode (c¢).

[00102] Accordingly, the computing system 100 can reduce the efficiency of side-channel

attacks on the operations using the secret information in the key generation process 14 by
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processing the operations including the secret information by applying various random
indices such as modes (a), (b) and (c) to the operations.

[00103] In an example illustrated in FIG. 11, the computing system 100 may generate a
random number (111) and generate a random index using the generated random number
(112) to apply shuffling to a plurality of operations including secret information X, s1, s>
and to in Dilithium’s signature generation process 115, as in the key generation process 14.
In addition, the computing system 100 may process the operations including the secret
information by applying various random indices such as modes (a), (b) and (c) to the
operations as in the key generation process 14.

[00104] In addition, as an additional shuffling technique, the computing system 100 may
generate an order determination index (114) for randomly determining the execution order
of a plurality of operation groups in the signature generation process 115 by using the
generated random number. Here, the operation groups may be groups including
operations associated with each secret information. The computing system 100 may
perform normalization on the operation groups to match the types of operations, the orders
of operations, and the numbers of operations. In addition, a dummy operation may be
added to match lengths of unit operations included in each operation group.

[00105] According to the embodiment of the present disclosure described above, in a
digital signature’s key generation and signature generation processes, it is possible to
increase attack complexity for side-channel attacks by applying shuftfling for randomly
processing the operation order of operations including secret information and possible to
further strengthen safety from the side-channel attacks by additionally applying shuffling
for randomly processing the operation order of operation groups related to secret
information.

[00106] FIG. 12 is a hardware configuration diagram of an exemplary computing system
100.

[00107] Referring to FIG. 12, the computing system 100 may include one or more
processors 101, a bus 107, a network interface 102, a memory 103, which loads a computer
program 105 executed by the processors 101, and a storage 104 for storing the computer

program 105.
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[00108] The processor 101 controls overall operations of each component of computing
device 100. The processor 101 may be configured to include at least one of a Central
Processing Unit (CPU), a Micro Processor Unit (MPU), a Micro Controller Unit (MCU), a
Graphics Processing Unit (GPU), or any type of processor well known in the art. Further,
the processor 101 may perform calculations on at least one application or program for
executing a method/operation according to various embodiments of the present disclosure.
The computing system 100 may have one or more processors.

[00109] The memory 103 stores various data, instructions and/or information. The memory
103 may load one or more programs 105 from the storage 104 to execute methods/operations
according to various embodiments of the present disclosure. An example of the memory 103
may be a RAM, but is not limited thereto.

[00110] The bus 107 provides communication between components of computing system
100. The bus 107 may be implemented as various types of bus such as an address bus, a data
bus and a control bus.

[00111] The network interface 102 supports wired and wireless internet communication of
the computing system 100. The network interface 102 may support various communication
methods other than internet communication. To this end, the network interface 102 may be
configured to comprise a communication module well known in the art of the present
disclosure.

[00112] The storage 104 can non-temporarily store one or more computer programs 105.
The storage 104 may be configured to comprise a non-volatile memory, such as a Read
Only Memory (ROM), an Erasable Programmable ROM (EPROM), an Electrically
Erasable Programmable ROM (EEPROM), a flash memory, a hard disk, a removable disk,
or any type of computer readable recording medium well known in the art.

[00113] As an embodiment, a computer program 105 may include instructions for
performing an operation of identifying a plurality of operations using secret information in
a polynomial-based security algorithm, an operation of generating a random index to be
applied to the identified operations, and an operation of performing the operations using
the random index.

[00114] The technical features of the present disclosure described so far may be embodied
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as computer readable codes on a computer readable medium. The computer readable
medium may be, for example, a removable recording medium (CD, DVD, Blu-ray disc, USB
storage device, removable hard disk) or a fixed recording medium (ROM, RAM, computer
equipped hard disk). The computer program recorded on the computer readable medium
may be transmitted to other computing device via a network such as internet and installed in
the other computing device, thereby being used in the other computing device.

[00115] Although operations are shown in a specific order in the drawings, it should not be
understood that desired results can be obtained when the operations must be performed in
the specific order or sequential order or when all of the operations must be performed. In
certain situations, multitasking and parallel processing may be advantageous. According
to the above-described embodiments, it should not be understood that the separation of
various configurations is necessarily required, and it should be understood that the described
program components and systems may generally be integrated together into a single software
product or be packaged into multiple software products.

[00116] In concluding the detailed description, those skilled in the art will appreciate that
many variations and modifications can be made to the preferred embodiments without
substantially departing from the principles of the present disclosure. Therefore, the
disclosed preferred embodiments of the disclosure are used in a generic and descriptive

sense only and not for purposes of limitation.
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WHAT IS CLAIMED I8S:

1. A method of processing operations of a polynomial-based security
algorithm, the method being performed by a computing system and comprising:

identifying a plurality of operations using secret information in the polynomial-
based security algorithm;

generating a random index to be applied to the identified operations; and

performing the operations using the random index.

2. The method of claim 1, wherein the generating the random index comprises
generating a random index to be applied to the operations based on operation length or

whether the same secret information is used.

3. The method of claim 1, wherein the generating the random index comprises:

obtaining a plurality of parameters related to an operation length for secret
information included in each identified operation; and

generating a random index to be applied to operations having the same length of

each of the parameters among the operations.

4. The method of claim 1, wherein the generating the random index comprises
generating a random index to be applied to operations having the same operation length

among the operations.

5. The method of claim 1, wherein the generating the random index comprises
generating a first random index to be applied to an operation using first secret information
among the operations and generating a second random index to be applied to an operation

using second secret information among the operations.

6. The method of claim 1, wherein the generating the random index comprises

generating different random indices for the operations.
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7. The method of claim 1, further comprising:

identifying a first operation group and a second operation group based on a type of
operation and an order of operations; and

randomly determining an index for determining an operation order of the first

operation group and the second operation group.

8. The method of claim 7, wherein the identifying the first operation group and
the second operation group based on the type of operation and the order of operations
comprises matching the numbers of operations of the first operation group and the second

operation group by adding a first dummy operation to the first operation group.

9. The method of claim 7, wherein the identifying the first operation group and
the second operation group based on the type of operation and the order of operations
comprises:

identifying a first operation included in the first operation group and a second
operation included in the second operation group; and

matching a length of the first operation with a length of the second operation by
adding a second dummy operation to the first operation,

wherein the second operation corresponds to the first operation.

10. The method of claim 1, wherein the security algorithm comprises operations

for key generation and signature generation of Dilithium using lattice-based post quantum

cryptography.

11. The method of claim 1, wherein the security algorithm is a digital signature

algorithm, and the secret information is information used to generate a private key.
12. An apparatus for processing operations of a polynomial-based security

algorithm, the apparatus comprising:

one or more processors;
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a memory which loads a computer program to be executed by the processors; and
a storage which stores the computer program,
wherein the computer program comprises instructions for performing:

an operation of identifying a plurality of operations using secret information
in the polynomial-based security algorithm;

an operation of generating a random index to be applied to the identified
operations; and

an operation of performing the operations using the random index.

13. The apparatus of claim 12, wherein the operation of generating the random
index comprises an operation of generating a random index to be applied to the operations

based on operation length or whether the same secret information is used.

14. The apparatus of claim 12, wherein the operation of generating the random
index comprises:

an operation of obtaining a plurality of parameters related to an operation length for
secret information included in each identified operation; and

an operation of generating a random index to be applied to operations having the

same length of each of the parameters among the operations.

15.  The apparatus of claim 12, wherein the operation of generating the random
index comprises an operation of generating a random index to be applied to operations

having the same operation length among the operations.

16.  The apparatus of claim 12, wherein the operation of generating the random
index comprises an operation of generating a first random index to be applied to an
operation using first secret information among the operations and generating a second
random index to be applied to an operation using second secret information among the

operations.
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17.  The apparatus of claim 12, wherein the operation of generating the random

index comprises an operation of generating different random indices for the operations.

18.  The apparatus of claim 12, further comprising:

an operation of identifying a first operation group and a second operation group
based on a type of operation and an order of operations; and

an operation of randomly determining an index for determining an operation order

of the first operation group and the second operation group.

19. The apparatus of claim 18, wherein the operation of identifying the first
operation group and the second operation group based on the type of operation and the
order of operations comprises an operation of matching the numbers of operations of the
first operation group and the second operation group by adding a first dummy operation to

the first operation group.

20.  The apparatus of claim 18, wherein the operation of identifying the first
operation group and the second operation group based on the type of operation and the
order of operations comprises:

an operation of identifying a first operation included in the first operation group and
a second operation included in the second operation group; and

an operation of matching a length of the first operation with a length of the second
operation by adding a second dummy operation to the first operation,

wherein the second operation corresponds to the first operation.
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