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The present invention relates in general to encodi ng nmet hods - and
systens, and in particular to nethods, systens and articles of

manuf acture for creating and authentlcatlng sel f-verifying articles.
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verification arises in alnost every commercial transaction.
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a check is ented to -a bank for paynent, the ban

verify thérE&Figﬁficity of the check writer's signature (called the
endorsenent) and that there i's enough noney in the checking account to
cover the check. 20 Aut henticity of the endorsenent is. determ ned by
conparing the signature appearing upon the check with a signature
sanpl e of BAEKGROUN INVENTION | e with the bank. A reasonably good
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document authentic:Lty be gquickly, conveniently and reliably -

verified. The necessity for both individual and document
verification arises in almost every commercial transaction.
‘Additionally, the necessity for individual identification arises

10 in both social and governmental settings with ever increasing
frequency. B - ' |
| Commercial transactions requiring both document verification
and individual identification include credit card, calling card, .
automatic teller machine ("ATM") and similar transactions, as

15 well as other daily 'commefcial transactions such as check
cashing. For example, when a check is presented to a bank for
payment, the bank is reqﬁired to verify the authenticity of the
check writer’s signature (called the endorsement) and that there
is enough money in the checking account to cover the check.

20 Authenticity of the endorsement is determined by comparing the
51gnature appearing upon.the check with a signature sample of the
check writer on file with the bank. A reasonably good forgery
of the endorsement might enable an unauthorized person to
illegally cash the check. ' '

25 Alternatively, in non-commercial settings, identification
jssues often arise in the context of security. For example,
common apartment and office building security systems require
that anyone wishing to enter the building "sign in" in front of
a security guard, ‘and often, to present the guard with a
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20 cards, papers, documents, 1abels) packagiﬁg and other similar
articles. For the purposes of this patent document, an article

shall be defined as any item having a surface, which may include
a substrate, to which data may be fixed. As used herein, the
term fixed shall mean dne or more of the following, but is not
25  limited to,'attached,.imprinted,-adhefed, etched, scratched,
painted, printed, peened, embedded, machined, drilled, stamped,

or otherwise imaged.
One current solution requires' the use of biometric
information that is stored in a memory device carried by an
30 individual. The term biometric information refers to a
characteristic personal to an individual, such as a signature,
a finger print or a picture, for example. A sample of biometric
information to be used is obtained from the person at an
"encodation" site where the memory device is programmed under
35 secure conditions. The sample is formed into a code by
conventional encoding techniques. The sample may be obtained by
having the person place a hand, eye, face or other unique
physical feature upon a scanning input device. The scanned
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har dwar e ear{cc%./lna( and/or decoding, complex opto-electric hardware at every
. encodation and remote access site, and a memory device for each
20 person, this solution is exceedingly expensive.

It is therefore an object of the present :anentn.on to
provide an unalterable code, for -use on an artlcle, which
contains biometric identification information personal to the
authorized bearer of the article. | |

25 Another object of the present invention is to provide
methods and systems for inexpensively, accurately and efficiently
producing unalterable self-verifying personal and commercial
articles. , '

A further object of the present invention is to provide

30 methods and systems for accurately, efficiently and inexpensively
authenticating presented self-verifying articles.

A still further object of the present invention is to
provide methods and systems for verifying the authenticity of
self-verifying articles presented at remote access sites which

35 do not require expensive verification equipment , such as
physical—trait?-s_canning input devices, or the inconvenience of
a communication channel to a central location. '
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retinal scan, a photo, a s:.gnature, etc., or some combination Qf
the foreg01ng ; is preferably encoded to generate a_ machine-
readable data set. This article is breferably 'a low cost
article, of paper or pias't'ic,' but may be any éubStrate , and the
20 machine-readable data' set is prefe'rab‘ly fixed upon or in the
article. The art:l.cle also may, but need not, contain a human-
readable version of the biometric data set.
-~ In onée embodiment of the J.nventlon, the encoded machine-
readable data set is fixed upon the article in a manner which 1s
25 neither comprehens:Lble, nor detectable, by the human-eye, unless
assisted by a sultably arranged reading device. For example, a
check, or any other article for that matter, has fixed thereon
a machine readable data set including the authorized user’s
signature. ‘I'hus, a would be forger would not have a sample of
30 an authorized 51gnature to copy A comparison of the user’s
signature with the decoded s:.gnature perm:.ts ver:LfJ.catlon at the
site of use.
In anpther e;ubodiment, a human-readable textual data set
also appears on the article, optionally with selected subsets of
35 the textual data .set also being encoded and  concatenated,
interleaved, etc. with fh_e encoded biometric ‘data set. For the
. purpose of this patent document, a textual data set comprises all
data which is not biometric data. '

e tnventidon is
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20 One aspect of the invention concerns a method of producing

an unalterable self-verifying article which includes the steps

of receiving a recipient-specific data set comprised of one or

more recipient-specific data subsets, generating a machine-

readable data set by selectively encoding a first recipient-

25 specific data subset, and fixing the machine-readable data set,

and, optionally, the first recipient-specific data subset onto

a surface of the article. The machine-readable data set may

preferably be fixed in one or more machinefreadablé matrices.

The imprinted machine-readable data set may be fixed as visual

30 binary data, e.g., onto a designated blank area of the article,
or alternately, as previously introduced, the machine-readable_

data set may be imprinted over or under already printed areas of

- the article utilizing marking means, such as an ink that can be

detected separate from the article print, e.g., an ultraviolet,

35 infrared, or other color ink, or by placing the machine-readable

data set on the article so that a permanent magnetic or

fluorescent image may  be seleétively read. Yet another

possibility, is that the machine-readable data set is fixed in
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25 hidden by another layer. | o '

Another aspect of the invention concerns a method of
operation for veri‘fyirig the authenticity of a self-verifying
article. one such method includes scanning a self-verifying
article of one of the aforementioned types which includes an

30 encoded biometric data ‘set, locating (or feading”, “etec.) and
decoding the biometric data set, and comparing the decoded
biometric data set to a recipient-specific sample and determining
whether or not the decoded biometric data set corresponds to the
recipient-specific sample. Another method includes the steps of

35 receiving the sélf-verifying article, the self-verifying article
including first and second data sets wherein the first data set
is an encoded copy of a second data set, scanning the self-
verifying article to locate (or read, etc.) the encoded first
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reci pi entSBQbeiCCGQé\'-anS@bSAtot héin ane cembod iment pﬁetbeepgventgsn. the

recgy vi ngp faéeéekﬁgverﬁﬁﬂng i@t ehPehbPe Wdratld fYEBY Adnfidure the
i ncluding first second data sets wherein fhe first data set,
machine-readable data set as an optically readable binary code
forming at least one matrix.

A processing system, in accordance with the principles of

the present invéntion, for verifying the authénticity of a self-

25 verifying article, includes an input port operable to receive (or
scan, read, etc.) the self-verifying article, a memory storage

device operable to store a plurality of processing system
instructions, a processing unit for verifying the authenticity

of  the self-verifying article, and 6ptiqna11y ‘an output port

30 operable to transmit an output signal. The input port' includes
means controlled by the processing unit, or alterné.tively by

another processing unit or input control device, for selectively
scanning the surface of the self-verifying article. The
processing un:Lt retrieves and executes at least one of the

35 processing systen 1nstruct10ns from the memory storage device
which directs the processing unit to locate an encoded first data

set fixed upon the self-verifying article and to decode the

encoded first data set. In one embodiment, the processing unit



I s an encoded copy of a second data set, scanning the self- verifying
article to locate (or read, etc.) the encoded first "
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recdl pi ek é%éeéc??ﬁ%a‘gn%a selff% pEmit o e%ée% ﬁctﬁértaaa%? set and the

r eci. pi erieegnraidata g3eh ‘é%b%e@%ntaahehwi;« procegeing sysdtemcepepabilel ¢ot 0
store a ddm a&étfmef tQBOES\?&' Q@t%YStQ‘!H anotﬁé}?téﬂt%dﬁgénta Eﬁacﬁﬁ_égga%d“”'t

for gene t| n he machi,.n abl e data_set, an onal

out put ‘7("% Wﬂﬂ-ﬂ-nén‘;'l“det rkl?ﬂ%%%cﬁm fwhiech m@p@m RoTst
and t he Wixs ttr‘&n‘swi'le Nto d% ouﬁﬁiﬂﬁ | dispTay aaevbset endBEiRGOSRSELEENHANE

retyieves and executes . | .east .one, of rocessn stem
ﬁ‘q r uctTOrRSF Wtﬁe"lsualnﬁﬁm ﬁ%gfé’lfje‘\f?%‘églg %‘gegérhﬁlé’?&l@ﬁh
i nst r uctdbrthelibeatrer of the gebfeserifiyingt attisdkectively encode the

first [eCPl Wlg empoasfeft! ier!UriDaRAsof N 0B ATRIIP RO  pligens

i nvention, processi ng oper
t he nmrmm r d8dads e sRfitare gsoxedoptoca | 9tp§aQGbllee®1mr y cTHe

form ng g¥rdwRt®d QR IMAEELd Xa plurality” oF Omﬁyihgﬁ%ﬁ:‘&ﬁﬁ@r Qaﬂce

wi,th the r|nC|fJeso - the present |nvention, for verl

adthent iIFSFL NG PR 9 mQF@r IBERFRE S RY cHBite,fory@r QﬁPCFlmﬁlt apd/er
oper abl emmmﬁ@runlque SRAVT-vierdity iaief artiikaeselih- ¥eebtdhfgeawithl €

2 eIt bROficiples B CEn8P Brllehe 01RV8hELEAY' UM Fh' Lodipul el HE1 10
include the necessary  encodation  and/or  decodation
procedure/algorithms, or parts thereof, to be used. The storage

20  mediums utilized may include, but are not'limitéd to, magnetic
storage, optical membry; and/or semiconductor chip, to name three
examples. ' ' .

Accordingly, an advantage of the present invention is the

ability to provide'an.unaiterable'code'fdr use on an article, the
25 article containing biometric identification - and character
information personal to the authorized bearer of the article.

Another advantage is that the machine-readable code is fixed

- on the article 'using' relatively: inexpensive techniques,
preferably by conventlonal printing equipment, that are hlghly
30 _ reliable and accurate. _

Another advantage of the piesent invention is the ability
to provide self-verifying articles, as well as methods and
systems for inexpensively, accurately and efficiently producing
unalterable self-verifying personal identification documents and

35 commercial instruments. |
| A further advantage of the invention is the ability to
provide"methbds and systems for 'accurately, 'efficiéntIY' and
inexpensively'authenﬁicating'a presented self-verifying article.

]



i;istructions a processing unit for verifying the authentici ty of the
sel f-verif j cle, and optionally an output port 30 op

teansmt awd]o%ktl%a%f signal. The input port includes 'means cohﬁ?%ﬁ ed
by the processing unit, or alternatively by . anot her processing unit or
i nput control demtﬂellfmrtbencadvenyage ofstaﬂnlmgrantaqzurlfacﬁmfabhhty
sel f-veri iy BecHilde’ ithods! Ufid systBRECESE Par 1Bl ingCL J?ee{&éhgnelsieg%fs

at | east one processi ng sys eminstru romt
st or age déﬁlcfe-verifmq; Rrficlass PresetRE &fi ﬁgmeﬁrat aFeeﬁécﬁ%EeﬁnWbmeﬁ‘éd

first dat gequirisR} éxp%mwéﬁg%{;yﬁréﬁuﬁﬂeﬁﬂlcl e and to decode the
encoged first data set. |In one enbodi ment e processing unit

-7- WO 96/ 03821
PCT/ US95/ B&IEF DESCRIPTION |OF WTHEEDR @ge to corrpare the decoded first

and tor " EoF.PoBrE, CHRPAREChRRbrARRALG, ke tRE nasRent LYo b1 R e

sel f-veri Ayidngther t advantages theredfer reeferentedii@nnow t Rade5 to the
processi ngJ4Ridhid Bektq ?‘qlbﬁg;EaﬁSﬁoﬂ?%Jﬂ uHetdUPwith \QQ éé@ompanyinq

second data set to a cent processi ng system opera
conplr e t BEaMiRasat dnsahich | hike omyabens, mat%héld@:oa@ats. and j int
data set wyhlilen:ncl ude bionmetric data which the output port Wi |

transmt to an_qutput displ vi ce enabljng an attendant 10 erform
a visual conpafion prbrl]1 Il’?q?ec%ﬁ m*‘?’%c]atl?]cﬂf’k éilag’Eﬁmt‘Pl% %e%’%?e%f

Ej he selbf for prodneing che self-verifying etk ][ﬁmt af:ebruang@ arndrorthe
i stributj t LS t .lnvent] ' s software stored to a storage
medi um A& cfl(ial ‘%]ﬁﬁﬁ epq%%?r}hﬁe’tsﬁ‘g%#g?lif ity of conputer instructions
for185  contr@1d.nglBnéldustradesr arsisagetnics isw ppddibienprockssing
aut hent i C%ﬁr‘s‘%@nﬁ@é@%ﬁ%ﬁ MerPfe] Npp art icles in accordance with t he

princi pl es resent invention. The_conputer_w || i.ncl ude ,
the necessar fIG-eﬂé'oéléﬂpﬁﬁratéﬁd?d?l°°]6é&ﬁ%&%r?f a processing unit and

a memory storage device;

FIG. 2A illustrates a functional block diagram'of a system

20 for verifying the authenticity of a received self-verifying
article in accordance with the principles of the present
invention;

FIG. 2B illustrates an isometric view of the remote access
site processing system set forth in FIG. 2A;
25 ~ FIG. 3 illustrates a machine-readable binary coded matrix;
FIGS. 4A and 4B illuStraﬁe'flow diagrams for producing an
‘unalterable self-verifying article in accordance with the
embodiment illustrated in FIG. 1A; and .
. FIG. 5 illustrates a flow diagram for verifying the
30 authenticity of a received self-verifying article in accordance
with the embodiment illustrated in FIG. 2A.

DETAILED DESCRIPTION OF THE INVENTION

35 FIG. 1A illustrates a functional diagram of a system for
producing a self-verifying article in accordance with the present
invention. The system includes an input data set 100, which
includes a biometric data set 101 and an optional textual data



procedure/ al gorithns, or parts thereof, to be used. The storage 20

medi uns utilized may include, but are not limted to, nmagnetic

st or age, wplklos®dy nmenory, and/or sem conductor chip, to nang 9397
exanpl es. Accordi ngly, an advantage of the present. rnvention is
t he ability to provide an unalterable code for use on an article, the
25  arset| 302¢ommi arhiclei dfet ra cPrpgessingc Aysiren aha3 omak aat self-

i nf or mafd, ﬁ!fypﬁﬂéoi@tléﬂetb§4am hgr hoA Ay IR 18/ ﬁ{tf&ﬁxé’éc?' Ca&ta set 100

Anot her, advantage I s the machi ne-readabl e code is fixe t he

articl é%ﬁ%@#’eﬁ%ﬂ |%I’3Fq%&5§1§ﬂ?§’tfé‘ﬁﬁ%s Biometxig datsy §95y1°1

convenimmajnqmuw b@% eﬁummr:bhy%toil a"—’fﬁ?iﬁ]ﬂtﬁ fl‘lets'iﬁ}[al e Ith@ poﬁéﬁt:?].al
urat_e agvan 0 sent_invention is

agr’cl i  prticlg (ree 1%2‘ eH’ Veri f e‘t'g"’ar tr gllg‘?‘i RCWRY | TANGRR nBEE RAd

syst ensgmaturpets el yhidectextuohl datiacdét citay Whimtodscopyionally

unal t erl i T it e b8 003 00 Aoy T15@ iﬁ& 86 VBB hSrd fesPual

comrer C I NSt runment van age o I nven i's

the abiattnihures (i. ﬁ-ovmemmsﬁndl%mwft tam godioy,, etc- .

ef fi ci edaestithg sys't&ﬁx PEOS| M@ YopethaBki Gad i @Sl'oaulé!eESQQiﬁdverlfylng
sel f-verifyi ng art - 8-

w8 96/ @g’é:zlfl Lby generatlng a unique machlne-pew:leggg/ §g§g.7set for
A stil If ifnimcharparl\aart bgbe 0101 he |nvent|on |s the ability to -

i de- net ty t |
e vert ryiog RS Rk S, Ioefel': S ek, thpgpessing
requi r imeRnS:p outipud meanfsu andi onteqluemmd.ucmg means BRTEE DBESGR| Reansl OF
THE DRAWNGE,y recedlv:)hné: n}d@rd atQ M elHBdﬁﬁd agdicqg1@f i&e pr'fﬁgo ‘the:

i nventi on, tages there rence 1S no
S | ow%%lrﬂ%tmeﬂgst axen For cBﬂ}-&ﬁé’FF-BH wingutg réa?a%c§ﬁy§arﬂﬂ% beth

dr awi ngyrtacdicdly lé@amts@aﬁ&ﬁ-r&amah@d eheoaaht;Sseaaétea subsets of
biometric data set 101, and, optlonally, selected portlons of
textual data set 102 (optionally, the data to be encoded may
_f irst be encrypted, if desired)  The output méans are for
20 transmlttlng a valldated and encoded data set, along with the

selected subsets of blometrlc data set 101, and opt snally w1th

the textual data set 102, to the article pxoduclng means. The

article producing means are for fixing the validated and encoded

data set, and for optionally fixing the selected subsets of

25 biometric data set 101_and optionally textual data'set_loz, to
article 10, thereby'producing~self-verifying article 104.

In the preferred embodiment, proceSsing system'103'ensures

. data integrity by encodlng all selected blometrlc and textual

data subsets into a compact unalterable machlne—readable data

30 set, and subsequently, configuring the machlne—readable data set

as one or more matrices. If preferred, the machine-readable data

set may be divided into two or more individual segments, which

segments may then be incorporated into two or more two-

dimensional machine-readable matrices ' which' may or 1_nay not

35 appear visually similar in size. Thelmuitiple matrices, though

physically separate, may contaln check values and features which

assure the detection of any attempted alteratlon of either the

human-readable text and/or the machlne-readable matrlces. In



Whi ch: FIG 1A illustrat és a functional block diagramof a

system wonB%serOd“Ci ng a self-verifying article in accom%g)@ig t he

pei nci pl es of the present invention; 15 FIG 1B ill
i sonetric view of the processing systemset forth in FIG 1A
FIG 1C ithistragasda btheckndtdgdabiochetricodasai apdutektaad data can®edry

st orage deyi ce; . . G, i 11 atas,.a fynct i | ' am
of a syst%#%tenaF%? {‘/réirzlofé;l{’%gd%%e égﬁéﬂ fdg'ﬁrtlé e(g#’ %? %g@g'f:\:é&%@él@ %Wo,
sel f-veridndnghen formedi dndo we matriess Wi happreosiratedyeequalt sdze.
present  ajterh@¥£0ELPN. the biometFiC Hadd | Ubid alesxen haeqe! hlay, bR
of the renote access site_processing systemsef forth in Fl 2A;, 25

FI G5 3 i |inkerheaved, nfeki REaPPIGah @ RitarPatond biksi xbytes, group pfcs,
4A and 4bbytésstetd e €6 oForkh a0 dta st ifigdihGEich) id) then diRdlded abk® the
sel f-verif én%q:rzg].iccelse. I n gcc%érc__iagie w th .the . ewgbodi nent illustrated
in FIG I3 EpEerablyy 83CR o DALTHX, 1§ RFAviie? VEER yang
the 30 chediestmcifor ofverifyingedhxe! fdatey i fipitegratty clof | eaghcomdtrds
THE | ENTTERPeREEhe ) SEh st oh, by S yternptiverE, FhE naERtesE ey O
sysk®em f drave an pmtendepgndent| checksupi bhakr ischsedntacverdiycshei datahe
S ens APiegtNg ek B Mo distaney | Tl okdgst S0
-0- checksumg\p 48 e matrix is altered, or if both matrices are
PCT/ US95/4Pgéred, invali®idati®wial Bélrddd. 1Advankageeasiyy siebeleadingnd
a self- biometric data and textual data according t-:o 'a predetermined
15 routine enhances the ability to detect altered matrices.
Alternatively, biometric data set 101 could be formed as one
matrix and textual data set 102 could be formed as a second
matrix. _
In one embodiment, enhanced data sécurity can be obtained
20 and maintained by verifying the machine-readable data set for
acceptability against predetermined criteria which may include
searching 'a data base_ (e.qg., an organized, comprehensive
collection of data stored “fo.r use by processing system(s)) of
previously issued articles to determine uniqueness. Note, in an
25 alternate embodiment ir_aptit_ data set 100 may be received at a
. remote alccess encodation site not equipped with the verification
and/or encodation algorithm(s), in which case, a data signal
representation of both the recipient-specific biometric data and
the related textual data may be transmitted to a secure central
30 host (showri in a similar context in FIG. 23), the central host
then performs the above mentioned verification. The transmission
.may be by wired or non-wiréd communication. | '
If +the recipient is determined acceptable, the
recipient-specific biometric data is encéded, which preferably
35 includes utilization of compfession algorithms, combining the
_ biometric data subsets, and optionally, the textual data subsets,
into one or more machine-readable matrices. If input data set
100 was received at a remote access encodation site not equipped

- 11 -
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alylg sel ual data subsets into a conp

unz§1 tergg%e W hi n%{:fl"'é %a%r ;'t '3(Jsucl§efl 5’??3 zﬁi! et(ﬁ?e‘fﬁlriﬁ %oﬁPPSEFvng
t he mactank rageauht withdrewal slmpnetor hawdngawhecmaméfeﬁéeirptéad
the machijymd@adadl e data =~ set may be divided into two or nore ’

I ndi vi dual segnents, which segments nmay then be incorporated into two
or nore two- FiG. IR nkehlys ?Fé?t%c#ﬁ‘n@?’&%ﬁﬁb‘l’e"hﬁvr‘Pf:@rOmehnqa?ystemay
not 35

gsma
sure

human-r
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25

30

35

nt (i.e., photo retinal scan, finger print, si gnat ure,

f f 4 b ener ating a
ni ue rRCEoRe. oA 21EELTY B9 dtanadlq, Bt Yestinacsodetice
Pr ocessi hghQynt i BES. | @) Uehan i fixes rihwen machimecesadaple daﬂaeems; cmﬂd)ut
Neags ansnérdr Gdrd sedycivad- Al Pﬁﬁl@%‘“ HB%Ye artidids 'Y cg.-e%' g
~input data,set 100 and artlcle 1 processi ng rreans ar
val i dat i | APECTEY FTom the) arbiple issyppcecdevdiaey hdrecendt pcfalﬂtye
and encosvemt sdbe(}tlﬂrbmﬁlEﬁBlpf entereEl q!fﬁ:tol" € ?aa&t?e?é%op??gnafl J
t I or n al data se ,
R o0 o LS b 106" s roni v S oot et B

| t ual- dat t arti
APLgat £os 45 i Pepectoat the frvention dneluda dessing only

1oaape@rrou§s§dﬁq s?ysmtéﬁrlw fhdBaded g Méén?éf %ﬁéﬁ (hPawgh

A5 SERRRRS, i3 RO e atahtss, S ISR et WLeh
mmmesedamf amdhardvaremeabiing- nesdJshowinias tRering |4 cut away
view), a monitor 109, a keyboard 110 and optlonally a mouse 113.
Hardware cas:.ng 106 includes both a floppy disk drive 107 and a
hard dlsk drive 108. Floppy dlsk drive 107 is operable to
receive, read and write to external disks, while hard disk drive
108 is operable to provide fast access data storage ‘and
retrieval. Aith’ough only 'floppy disk drive 107 is ‘illustrated,
PC 105 may be equipped with any suitably arranged structure for

receiving and transmitting data, includiri'g,~ for example, tape and-

compact disc drives, and serial and parallel data ports. Within
the cut away portion of hardware casing 106 is a processing unit,
central processing unit ("CPU"™) 111, coupled with a memory

storage device, which in the illustrated embodiment is a random °

access memory ("RAM") 112. Although PC 105 is shown having a
single CPU 111, 'PC 105 may be equlpped with a’ plurality CPUs 111
operable to cooperat:.vely carry out the pr:.nc:.ples of the present
invention. Article generat:.ng device 114 is operable to receive

- 12 -
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this regard, the encoded bionetric data and textual data can

concat enat WO IM3%1one data string, divided by approximately ?%US95’°9397 and
then forned into two matrices.of approxi mately equal size.

Al ternatiygé yor & | RIS t{ﬁ dadal aetadrient pdaies ?%@@1}5 the ioUtPIe AU,
for exanpl e, %terna hits ggtes group o bytes, etc. to form

a data st???@ Wﬂl he; arth Fvﬁg’é Ffito the two matrices.
Preferably, eatthoaghiRCi Jsospraml Gt it léh generatinghdasice 104 havid peen

the data Lot o0 Lave il (SAGBUPCING one, sub SRBRRRETLE Yoe LA il i clleon

alternati epen

is Bed tb03/erith? tinvenion may iadittapnately bet hmdﬁmwdcdkibblnvéw

As a res t gto&ge red finlot h
matri cesLétir'oeeésgbﬁées sreem | nﬁaﬁlgtha W | | I?l;‘te&?éegaédﬁ‘@u\fgr?teaag%&gla;?go

i nt er | eak PRy example; FrRrhistizated rriudaters and hansd feddt Fipl, main
predet er ngrefle End super Bempatess;eincii@ingRise \and pardqieat rabhegaﬁg

matri ces ernatively onetri,g.data s t 01 co & one
Tt aRFTRTASERAE, 83 Webl caB iR Refeatk, comkiRations (B the
I n Xhe ermmnlegeimg, enandcemlagatutiktzei t sngansbhiétabilygi nadrafiged aad'tlcle :
mai nt ai ne!?&. adEh fﬁ%gg t he machi ne-readabl e data set for-

i

accept ab y aga pr Fédetermned criteria which may include
searching a Bh€a l@dddugtrafes aponsepiiedehlockodpraransesone of any

col I'ecti oppheratde SlsRitRbridiedifihdy sPictensS! ﬁﬁxénstﬂ?s)ﬁe Ofutlllzed in
~previously issued articles to determ ne uni quens@cé%_ In_an

al t er nat CRPIRERLAR MWiHR FEGS: sif A8G nB- be T "a‘?c%ssmg FXﬁﬁFE‘
accEss en;mdmae@ ai éﬂngmé pﬂdbéﬁednw hhltbesuehl ascepuomn, co&pcléar via

dat t whi ch d |
o hoch (9ech OBRs! e sk X' AndarT sriadBl’ SR, epen: Y, CBAR, d1e0r
dat a rray_lhemarmna'hdnm tdevicec il ciat operible htot gtomanone oOni morrer
cont ext | verlqg @ﬁ:nstQﬁ*ﬁﬁnﬁai'a&eggihgounlt &Einlgegéeggﬁlh aPQ‘E‘E'J.eve,

ment i one [ cat i on Fansm ss non- wi'r ed
comuni caink@erpret and exeputerhe Proqessinchtunit 5111 dbl‘@?—ﬁilﬁéda control

acoppt ablgnit 4A%, an arithmetic logic unit ("ALU") 116, and a local
memory storage de_vice 117, such és, for example, stackable cache
or a plurality of registers. Control unit 115 is operable to
fetch instructions from memory storage device 112. ALU 116 is
- operable to perform a plurality of operations, including addition
25 and Boolean AND needed to carry out instructions. Local memory
storage device 117 is operable to provide high speed storage used

for storing temporary results ‘and control information.
~ "FIG. 2A illustrates a functional block diagram of a system
for verlfylng the authent:.clty of a received self-verifying
30 article in accordance with the present invention. T_he system
.inclu'des. self-verifying article 104, a remote access site
processing system 200, optionally coupled with a central host
processing system 103 (as indicated by the broken line), and an
. .authé.nticity message displaying means 201, such as a display
35 device, a printer, or other sultably arranged indicating dev:Lce.
Self-verifying article 104 includes at least one encoded data set
which includes a first data subset that is an encoded copy of a
_portion, or the whole, of a biometric data set. Self-verifying
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lic e | t Iude | Ssui only .. a
lsa?(?l)gl ea%*ﬁg@é‘rzga H}cense aV| ng I& e%%n bt ANT g * i.ssuing
nmul tipl e artTheeprosessing creans, areawplemal:dechmwscan sel fhande iBycimnt

Wi t hdr aypt 181 &PS04ets. 1Beata9ahaed§esaeeeaayahe@dea £1 -0 St ana

FIG 1B illustrates an isonetric, view of processing Syst

ProcesstAgCSyBREm e idrFARS Hipsksdakp sefpwidh (a P@'—'-?OQG dataosetqupl ed
with a whickl eési edumese olovd Dfed Ifrom BRel®2arer of tﬁ&”&ftiéﬁ!e%ra is '

dwar (sha as_ha Vi ew), .a nonitor 11)9,f
hfieybog‘}’ggilggaﬁﬁ YFBV\gW?gaai%&géeli§4' ahd tp.peRErate, they ondput "
i ncl udesi¢mah andicppyng‘l akitHentéciy afidazticle 10bar.d dins hndall‘t@rlﬁ&e '
Fl o 1 [ nd.wite to
ot EP% c?thlgl Sgﬁéﬁe ?ﬁe érgeg Ehgr {ngaﬁé eﬁ:ﬁ%,gSsglecggQ/Iez_ ngﬁso e
- fast ac%%s%otdaparabﬂsré;@epemf@rm the reampamison ¢ft'hbegdecnld§edf ifdmst di sk

drive IftaSsét |aid i@becond adta Mt MYnaReRd) RARIpWotRsAThGS el ¥
a4 ‘anged structure for |

generates an output s:Lgnal representat:.ve of the decoded first

data set, e.g., a graphic image display of the port:.on of the
biometric data set, and the second data set to a display device

for manual comparison and verification by a proceSSing system
operator. Alternatively, the proCessihg ' 'syste'in operator .' may

25 manually compare the decoded first data set, and optionally the
second data set (if one is fixed to the article), with the
article bearer or a biometric data set obtained from the bearer,

e.g., the bearer’s signature or appearance ;' or from a database.
The 1llustrated system for ver:.fylng the authent1c1ty of .

30 self-ver:.fylng article 104 may ‘utilize a varlety of devices
including, for- example, portable term:.nals, ‘fixed station
readers, and 'flat bed | scanners, each of which may directly
_1ncorporate decoder capablllty or have decoder capability

available at a base/host station, such as process:l.ng system 103,

35 via wired or radlo frequency, short wave, cellular, infrared or
other form of non-—w:.red communlcatlon. Remdte access site
'process1ng system 200 and/or central host process:mg ‘system 103

may be configured with keyboards and dlsplay screens of
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récei ving and transmtting data I ncludi ng, for exanple, tape and 30

conpact di and serial and parallel data ports. t he
cut away p‘gg)tglg)é#éf har dwar e casi ng 106 is a processing uni tlgé)ll’ﬂsgs"’g?ﬁtral

pr ocessing unit ("CPU') 111, coupled with a nmenory storage devi ce,
whi ch in shmfid:imt sttt tbeeatcuratelgndbsplay th'a:md;wmwmétﬁim )

cciol pped TSR 27 4RIt R Whe ndd sufoRBRTaER kAl nEChdBRE IR ST

the pri nmeptmaryt He pcenvart machinerréeadabler datize gehsrdrnty binary

114 is Ogﬁéﬁﬁetfaﬁéﬁ§§¥eb1ts in pre_paratlon f°rp%?‘fﬁ§§§?o 9 3'8913 1m;%1n8ne

WO 96/ 03
or rfbre GRRANAERS amat sber Adsad 108, anyd ¢fx & heusheputcfiabgchnologdess to

the arti Cnﬁ:ﬁz&ik'iéaé@la CMOS, and KMo80sBhobtikeOborild 8t! Le4RtIBBAEALEVE

devi ce 114 have bee i zed f illustrati enentati on of
br ocessi PSR Ehich gefisprs” Bave e G Ha o TR FrBF ofe
within art}a.mensmma)]:easeagosysheﬁdﬁ.mmsg.mtall éa:steameamm,ssongauah.hgle

minbegmdansl Ty S0PCERRNATNE £ MEAH- AiRER Tt Ikt Cln
ar difl t ectnaster geateérnas within network conbl nati ons of the 10

foregoing, _anshdByrerbitbacendBuimdit! %2 Yn tagfrg%gﬂpaﬂ i £5 2 Lypesr

produci ng nmean Il ustra cept ua I agram
of one ofawHAY scanperbehapf 1%u’16°’5¢i9€%%%¥n§1§9§?€n¥1§h| ehs%ydbbon@eru 9§d

: RCI udes(gamjs f:'ﬁﬁ:’lf:iﬁﬁew tﬂ&dﬂl@ﬁ ﬁéﬁ@éﬂl%Bcodggad?f? &lﬁ&cﬁlﬁéhn&vﬁ’ S$EMmd2e

n e rOCGSSl u Suc as cou e
b 115" At e HF sl Bhebee SAtelcsE ghy Larraved o peraiiale.
devixe 11ﬁ-ientmleioaﬂ»! sot chsitorehentwor symbols can nisér passeds whitlie CCD
pr 0cesS! gLy Wi DBEFGRE 1LRRICELER iripe act b Th BBHvERETHhEL

Processi ng uii es a con
magnetic strip readlng. ‘The matrices are then read and a v1deo

image of each matrix is stored in memory for proc;essnxg. Imaging

may also be achieved through the use of lasers, laser-diodes,
20  infrared or other such binary imaging technologies which devices
may also be structured in the form of two—dimensional area or
one-dimensional linear arrays; Additionally, readers may include
the ability to automatically verify the images and information
encoded within the machine-readable matrix to the human
25 recognizable version on the same article. 1In one embodiment,
this comparison may be accomplished internal to remote access
site processing system 200’s membry thereby precluding the need
for key pads and/or high resolution display screens on the
terminals. Alterﬁately, as introduced, operators may visually
30 compare the information displayed. on the terminal screen to the
human readable information now present on the article and/or to

the article bearer. _
FIG. 2B illustrates an isometric view of a hand held
computer which may be used as remote access site processing
35 system 200. Hand held computer 200 includes a keypad 202, a
display screen 203 and an input port 204. Keypad 202 includes
'a systematic arrangement of keys for mam_ially receiving input
data from a user. Display screen 203 is for displaying an
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20 unit 115, an arithnetic logic unit ("ALU') 116, and a | ocal

menory storage device 117, such as, for exanple, stackable cache or a
pluralitywdosesgeisters. Control unit 115 is operable to pPcT/Rb&bbzor
instructions fromnenory -storage device 112. ALU 116 is oper ab?e to

perform a gl ur al i t¥ of operations, including addition 25.- and Bool ean AND
needed tB8UERERFigitY mmessRgeonaand/ozabipmesnic and/orortextuali ciatidy is

oper abl exhpuﬁrle&rdez ‘34 g:hs Sf&e(i'éﬁﬁ\?ﬁfq léieeﬁ-verlf}fﬂi? Ha¥ 1 & L EIPO e

results ail 5___ orrrac{ Ci‘/’e Iustrates a . '
funct i on;é\? Bﬁgf? Sfiag?%nf"of %\"‘é%t%nﬂlcensef'orw FRt jihgthfe Jé‘dtqﬁé?ﬁﬂfé‘Qy
of a recenbediment- incifijiesgefiGrypteti machinerreadables data) ddts o5

t | t le 104, t
ncEos 2??%&5‘31'3“;%%&%%? PEERLEFOrRSaaniE e JebtEiced feea%”%’af
host accesgceSitfg BYOcessing ( system c208d l;ylctlltﬁdelsr oladn I]Jeast a:mean
aut hent i 5i-b¥e SB$A§96ndtSRhaY bAE Hﬁgafyzgi:oriﬁrehgé%léed' Ry eﬁh (e > ng

printer, or other suitably qrran e di cati evi-ce
article Bmc?ﬁﬁF-HGe§3éﬁt%a§-t ratestednd KECselC.  Pxgferably) udde a

first dapposebsehgt haiit s ineivaeeied GRYr&brécessor rmixﬁirﬁf a%rsc}él%ﬁ@i@' e
-of bi orretrlc dzita set el.f - Vel’lféll ng

@ o&@ ag for conta:.n:.ng the program
PCT / US9511®939&ct10n set &g |1dleat1(f47 ahdodeceflertiné ynatrﬂoete,s anhd oladdlle set

or a h access site
pr ocessi ng {;g tem 20% 1 nc?uiﬁtﬂcé’és;{é}ﬂﬁ Workmeazfnesa) ’ gce EY af®r
out put nEePEinghan; Apagenesnsher éﬂa‘B‘lcefS)rtCP deei Wﬂgdeét f anér a’s;spng.aa:ed cle

104. T@l@ﬁ&fe%ﬁd&ﬁiﬁﬁﬁ%g c1rc§5.€sf OryHEH f ¥FBY dditntOet hopt i £ 95.61 le '
sel f-veri fﬁl nggart icle 10 whi ¢h. may I nclude comruni cati ons ween

te |‘t"\1-:']:'°u"t bBFBeesm ng system 200 and central  host processing
system 103. FIG. The 1Qlluslt1ramnsa arpréﬁrﬁédin%Iﬂr@uleﬁgmaahiﬁbhﬁahdﬁbtlﬁé

Tessa0e Aol SHEE bl e RSN R o § R (F s Phaer s -
205 is a sample of the Data Matr:Lx symbology developed by
Internat:_l.onal Data Matrix, 1Inc., C-l'ea'rw"ater , Florida, the

20 assignee of this invention. Matrix '2'(.)5 has a perimeter":.300
formed by 1ntersect1ng sides 301 formed of solid lines. and
:Lntersectlng per:.meter sides 302" formed of dark per:.meter squares
303 and light per:.meter squares 304 in an alternatlng pattern.
Data, generally indicated as 305, is stored within perimeter 301

25 = of matrix 204 by converting each character to be stored to a
visual binary code represented by dark and light squares
corresponding to ones and zeros of encoded blnary information.
For a more complete description of the conflguratlon of matrix
205, reference is Ihade to United States'_Pate’rit No. 4,939,354,

30 entitled "Dynamically Variable Machine Re'adab'i'e ‘Binary Code and
Method for Reading and Producing Thereof" and to co-pending
patent applicai:ion, United States patent 5,324,923, enti‘tled'
"Apparatus for Producing a 'Dynamicaliy Variable Machine Readable
Binary Code and Method for Reading ahd Producing Thereof, "

35 commonly owned by the assignee of this patent 'd'ocument', and which
are J.ncorporated herein by reference.

FIG. 4A 1llustrates a flow d:l.agram for produc:mg an
unalterable self-verifying article in accordance with the
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ai"rtic,l e 104 to locate and decode the encoded first data set and t_o

conpare t d first data set with a second data set,
el t her ob{‘gr ne romthe bearer of the article or is 15 flpgéust%’o””
self-verifying article 104, and to generate the output si gnhal

i ndi cat i egbodiment cilyustratedchia ¥rE. 1x. anUpbhelentiexring STARDOBLOER! ,
Lo ot PSR e HE M RIddle 3BLERLRYC |00 PYRES HE i1 ok ¢HY BPREERLS

to performt’he conparison o I'f's
second ddnventiion | heging. tHEhervesipientmspecific datmrsess arhich pis

signal T epuRyaHed e atf 1@&%@%@&%@ éﬁbset, 1sdf‘éée§Gédeﬁy9%roéeﬁéi‘ﬁ ic

edlspl of the portian of bionmefric data s

secgnd détyé‘%/eé‘{ 143 ol IRy GRII%VI%I) ProcRssing SYTesmM 03 gpreferably
verifi Cabét"fdi:‘fn@ ar geatpnvmag :ﬁt’éé&”bompres@ﬁehatdif a f&h&egnaiaﬁl yubétaed t
processi st em oper at or a 0 e code rs ata
set, andr}%’p?g% §spton by ﬁ%&ﬁ&%’af’% ggfr F;ERB%&]_ gPI ef* tBeHiﬁr is
articl e) pndftdrrtelrda to obdaiinc|a Bégﬁ.talorrepﬂns&rﬁiatimdabﬁ dHe ocatquirdd
. fromthe rer, ory, froma

dat abased%%% SuChI'hSOHPFusFr at sys em%ﬁéverl Yi ng ‘ﬁé&g&gﬂ%ntl 8
of 180 senventtionakhgranhis displawmgocneen zaearempbe;ztospeesufcesmage
i ncl udi ngntl'fdift Sﬁg”@fgnlﬁ‘?férﬁb' &%%fs{a%ahs of Wgé@alsﬁrdﬁr’cy (block

readers, and scanner s a
i ncor por 402) de'EB&e%magﬁp‘é‘B‘PP¥?§51BF nay.ke hﬁfeéBHeFtaBﬂﬁﬁﬂl reujine e.qg.,

avai | abl m@:::&ﬁw&aiémé tﬁfﬁﬁsﬁﬁmswoh'rﬁ DZ9Cq 183 1Bactdl, ota
el O ki Netiaen Sl el or B LY Byt LA S e one end! FEEed 007
andﬁor cdxathaasuhsstt.prboemnpngssyenmﬂm of 50:1nys Beemednsujtabile,vbat
Fii?oardﬁth@i‘d %%&85?%%&()]‘ In addition to data compression, a
PCT/ US950Taplric image qnifangensnt ceantinemay %mﬁﬁmﬂl@plﬂwtmst
encoded E'aQ'EEtéﬁEset, pr'e%ﬂ‘%]:ﬁ@d/ﬂéféfét Rl GRith éBﬂpf‘Eﬁﬁsh.Bﬁord@t‘Hﬁ‘t €in
| magi ng appar at us necessary to convert machi ne-readable data sets
into bin ger to enhance the 1ma&/e contrast, . sharpen and smooth edges and
20 reduce the effect of shadows, particularly for imaging a
photograph of the recipient. The foregoing improves the digital
image for more effective data compression. Suitable image
enhancement routines are kndwn, and described R. Gonzalez et al.,
Digital Image Processing, published by Addison-Wesley Publishing
25 Co. (Reading MA) 1987. Processing system 103 selectively encodes
the compressed first data set, _thereby generating _'a machine~
readable data set (processing block 403). This selectively
encoding step is more fully discussed in connection with the
detail description of FIG. 4B. In one embodiment of -the
30 invention, processing system 103 is furthér operable to configure
the machine-re_adable data set as an optically readable binary
code forming one or more matrices (processing block 404).
Processing system 103 fixes the machine~readable data set and the
first recipient-specific data subset onto a surface of an
35 article, thereby producing self-verifying article 104 (processing
block 405). In one embodiment, the matrix is fixed on the
article using a conventional printing process, e.g., thermal,
thermal transfer, ink-jet,_ bubble~jet, laser jét, dot matrix
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machi ne | anguage bits in preparation for decoding. The inmaging 5

appar atus. nay be based on any of a nunber of technol ogies, . i ncluding :
CCD, CMOsvo a96ieB82IMOS or ot her forns of [ight sensitive PCAYVIES95/9939nhi ch
sensors nmay be structured in the formof a two- di mensi onal area or
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ar ea orthroughrtheli arehscbﬁal atccardingr tayshematrnanaatyermam rpat
16! UCne codd®diidanind kUM IAd Xl tt%‘é %ﬁamsae%faad.tue@far tion

encoded w e machi ne-rea e matrix to human recqg abl e
versi on l?ﬁl ahsengReCsr Presence| af cpaterdsdy next the relﬁﬁﬁé’ecéﬁﬁ'&% oﬁ‘fma

be accqmth eBigY, Ié&eﬁmldéﬁ{ Qimhebabbaafs void, Shbgepdsﬁdcﬁsé/ msﬁym qmezl oo s

menory thereby prec e _hee - s and/:a t.

i Spl Ay REL el r6r nelEradtalEEiny  or 4 & Al ned¥uring elbee &t O

oper at osthernyswiisall é yifdging esysten theving @ lounmeksickp isdgre 1o nalplatble :

ﬁm naé%ﬁ’.%@f{l%ﬁléﬁfnghtheh3%? readabl e i nformati on now present on the -
é

icle e artic bearer. FIG 2B illustrates an
i sometric viE¥of 4Bhabllustxates aomerer detiakledy Howsddiasmranmate

access %&&Qé?ﬁ&%ﬁ?@k%z Sl?%ig.tsﬁ'lgzﬁg nléi"g&é Jhghd aspen tegﬁ:e&q(h %?Aglggs a
| ncI ud£1°°k 4%6)@%@% %%’Wed £1 ngtﬂgo# ’E%%Lﬁ;ﬁ%? palﬁ‘& ‘i nput
dat a frprbeessSthg syBStem mﬁwmﬁ% thef @i raits apta rge‘anwrth system
) 15 " control values to determine if the first data set is within
acceptable tolerances (processing block 407). The step of
comparing may include, for example, syntactic and/or semantic
analysis. If it is determined that the first data set is invalid
as received ("N" branch of decisional block 408), then processing
25 system 103 aborts self-ver:.fylng art:.cle production (termination
block 409). Alternatively, if it is determined that the first
‘data set is valid as received ("Y" branch of decisional block
408), then processing system 103 searches a data base of
previously jissued articles to determine if the issued article is
30 unique (processing block 410), uniqueness being determined on a
subjective basis as a function of the type of article being
produced. Note that the data base utilized by processing system
103 may be internal or external tdprocéss_ing system 103, and
that in either system, pr'o:ce'ss'in'g system 103 may search the data
35 pase directly, or indirectly. For example, the data base may be
stored remoi:ely and ¢Cntr611ed by another processing system with
‘which processing system 103 communicates. If it is determined
that the flrst data set is not unique as received ("N" branch of
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aut hent i Cigeyogfg¥gg0€, and/ or bionetric and/or textual dat a PCTIUS95/043'§PUt
port 204 is for receiving self-verifying article 104, he

iYlustrated as a driver's license, which in the il Iustrated

enbodi nextedirsdandels lalmlypikbl) nathenepreaésbh@gdmm st sabdrts self-

conf i gur%ﬁsfy&% Optdf@iél}z’% 3;9:?&# @i&?ry fﬁ:ﬁétloﬁe”%fock 4%52955
site proce33| system I nc] udes east processi

uni t andAdite ‘Sﬁlétor?a@elﬂe\%ﬁcéie‘tﬁm%r@ t"ﬁéa%u'éhe flrs"—pr@k%ﬁﬁ'g is
system i kauslqd adedriedelivea (@" bPARERM ¥ meciélfbnal b1BERCEESI Y €Akh
StoPage. DESFSARINALAYaTE™ d05 SHSGEIReLY Inserts OB@ br BETe: SuPaRkS: P§
and decodhet tneamrved:a:ncmmémsped:eflc dataeset yas cat aleadt recrésond

wor k- ar eei‘.)x'rl: atY:' dﬁgtgeg%x lg)f'oces a:l.n%gﬁnidécpg ﬁrfsr?' maggog F%E%@ﬂ”&&ﬁ%éﬁslbg be

decoded, assocCl a I oni"lg circul
nmount ed @ﬂneax singpdes sthe pfins'eddatacsiet Kpxogessing blockr|434)K, and in

i Il ustraige nbsiaidd 2488 srfafhbaeréee%hl %11:5 tdolﬂ?é yexca?&éd ”?i%é%ﬁ

generally indicated as a matrix 2 Ivatrlx I's a sanpl e of
Daft? Mat fiatasEftol W%Qﬁ)éﬂl?ﬁ)‘ )1nternat|onal Data Matrix, Inc.

Eearwater tFﬂrﬁa’ §a1ecthee2(éncomb iwieeopf dtrllys tn&erftlgfgt fdaﬁ/aé rsle]:t 29|5 g
as a perj e Nt ersecti si.des ormed of soli
lines an&™ [{’%deleqs ‘?}Eé‘bt]f"%‘gépe?%n%’t‘grag yas §8”% ’d’aﬁk PRYPQESE,
squares only, 38 aibt hsglﬂnd;wsMrtlmpaamn@Oﬁhenmﬁdsera‘@ém and
pattern. - Dat [ ' [ feter
301 25 fo t#ﬁ%)ﬁz&gﬁg? xgéoéné\llneér pﬂrﬁ%ﬁ Har ac? eargbﬁ%%%moéf oél ?@f{}éfy ~
vi 38al lenesde adpturapityof compressedrefdpiengrspegificsdata subsets,

corr espoRgianad Osﬁﬁgéqﬁaﬁtlﬁr %ﬁamd ﬂh‘@éfl/eéﬁéor E%E:' Orlzhe encg&éda
more conpl et e description of the configuration of

r ef er enc®URShsye FReTpPY cFOFming Pafdngifo. chlg:sge?,ggadggle é’ﬁttlat | get.
RDygam ca*ugxg\é&(rjl ab}rﬁ,ﬂ}/ﬁaﬂd\? dieadgddes .la'arted y dulsfet®)d are é@éds&ddl §af oand
eadi ng an r.oduci hereaf" and tq co n atent a | cat. ,
Uit el SERNCa AT Bheiienvally |qhcy Losetisr, nrotissiio RPateR 408
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pat ent docunent
data subsets may span two or more matrices.

FIG. 5 illustrates a flow diagram for verifying the

authenticity of a received s'elf-verifying. article in accordance

25 with the embodiment illustrated in FIG. 2A. Upon entering START

block 500, the process according to the principles of the present

invention begins. The self-verifying article, which in this

embodiment includes a plural:.ty of data sets wherein a first data

set is an encoded copy of a second data set, is received by a

30 remote access site proce551ng system 200 (input block 501).

Remote access site processihg system 200 then scans the received

self-verifying article to locate the encoded first data set

(processing block 502) . Remote access site processing system 200

decodes the encoded first data set (processing block 503) , and

35 compares the decoded first data set with the second data set to

determine the authentlc:l.ty of the received self-verifying article
{processing block 504).
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are incorporated herein by reference. ~FIG 4Aillustrates a

fl ow diagram for producing an unalterable self-verifying article |n
accor dancwonetodsithe | - - 16pcT/Us95/09397
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Addl son-déséeniRall ithatngtRe deCodefRetidisty défalSSt ¥ ogathengieysgeyn 103
sel ecti vgrgngﬂcoggs & 15%&%50 edséé st. t%?ér? S8k éeher elaé/ess%ener.actl ng
a

a machi ne- rea a se process hg
sel ecti ve¥gcessing system 200 displays an authent:.c:.ty message 201

indicating that the self-verlfylng'artlcle is valid (output block
20 507) . _

In another embodiment, prior to decOding the encoded first
data set, remote access site proces51ng system 200 ‘converts the
'recelved self-verlfylng artlcle 1nto acilgltal bit-map 1mage, and
separates the dlgltal b1t-map 1mage into a plurality of reglons,

25 wherein a first region includes the encoded first data set and.
a second region includes the second data set. In this
embodiment, both the flrst and second reglons may include a
plurality of blometrlc and/or textual data subsets which remote
site processing system 200 is further operable to convert into
30 _ common data formats for proces51ng.

As noted prev1ous1y, one embodlment of the self verlfylng

article contains two matrlces whlch have a f1rst data set of

biometric data and a second data set of textual data. = In
addition, in one embodiment. the article also may contain a
35 magnetic stripe for containing alterable data, which may be

programmed by scanning the mach'ine_ fea_dable .ma'tl_:'ices, | decoding
certain data contained therein and, decoding that data (with or
without other data), onto the magnetic stripe. This makes the
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encaqding step i s nore fuI | y discussed in connection with the det ai |
descripti # I n one enbodi nent of the 30 I nvention

processi n%%‘fi’g 103 |s further operable to configure PCLS95/09397
rrachl ne-readabl e data set as an optically readabl e binary code form ng

one or NRER FMByEFLLPiAG" AFRSIEIYW Abegk140ih . appliddtd@sdi WHisKS iedanddre
fixes the rr%&hl ne-r.eadajl.e da{_:ta, set and the first recipient-specific

dat a subS&R9Y3RE0 3 article, thereby producing
sel f-verifying afurtherl(irse( poﬁcetsma ngnventlbh'x)ci(smi‘.ij preventnesoftware

o noBirath?, Mddtvize 14 Wediin corf'oh cheprhddRues tail ' 80
bubbl e- j yecordedr tpéa sﬁ@rammedaum, such as one of the above identified 17

stora eV\Omgﬁl %%21 Software enables ro rams to be freel
PCT/ U895/0939? rlntin[g etc. ternatlvgl g he ITB.tI’IX or maf r¥ces

may be trangfezged,oxs frop ong, qt&?ﬁm Jé:u‘l &P anqther owirich

pl aci ng tehabtc&hrl ¥nQieensea pusaied tayebbaam Wﬂlleb&!ercoplesar&fdﬂae In
anot her e mant he machlie r eadabl e ta, set IS i E?%t ed o er an

al r eady FPF éd'eare o ERRTBIBr crB, °§’(?CFF °dl%%mf‘het5ﬁo?8
driloer' sprocessingor sgstenl cprovidget a hardwairiecr ventodi meith timdtmﬂ:ryx

s formed, by qh &%‘&C}%@‘% D0 Cdata, whii c#)'% Hha1hde. Bibnelgad " fatay

drilling~or unc o or e ar e, accor
t he rratrwmpattbsn cmreipnarﬂaly 1encrypesodeand rskorved n@é:@@:maé. b§oa the

techni qu %%%ls'ﬁ-xgosygtbﬁﬁ IWibnever tt*?Fe pROLRES iy B&Eﬁ&ﬁcﬁuféhé@éf g OF

therelalve en5|t¥ material, or ithe depth of bubbl e, .void,” hol e
or the | PRETWATEne the pRYehagere 1f %ﬁ%saﬁﬂiﬁr@@ 5P pravidgnisuch
PSS (iniatey, outanas i AL S ke ke i cuiesad
7l ot r 2 PEE Lo, SRSEXRad AnGHAR difesin® gpchine-readalile fafe aeto,
i || ustrapeefierabll@ aélonepon mﬂterbmﬁl' Aldtled matriicels,48fid fhredectedthee
e.ncodat | gﬁr%factehgffarﬁér%fe.sﬂopfﬁe:%dium, such as a flgppy'or compact
disk. When the software is loaded onto the processing systemn,
20 the matrices are scanned, decoded and verified in accordance with
the principles of the present invention, compared with the
previously stored data to ensure a commonality of ownership,
thereby limiting software piracy. If common ownership is found,
then the software is loaded onto the processirig system along with
25 the decoded industry standardized personal data.. In the event
the processing systenm oWner'transfers ownership of the processing
system, the new owner, in order to load his software, 'will have
to have the industry standardized personal data redefined, which
could suspend the new owner’s use of the ex:i_.sting software or
30 automatically delete the existing software. In the event use of
the software is suspended, a "transfer" of ownership routine
might be available to reactivate the suspended use of the
existing software if ownership of the particuiar software was
legally transferred. |
35 ' Although the present invention and its advantages have been
described in detail, it should be understood that various
changes, substitutions and alterations can be made herein without
departing_'from the spirit and scope of the invention. |
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Processi ng system 103 conpares the first data set with system 20 control
values to deternmine if the first data set s mjthin ~acceptabl e

t ol er ancewo deisgraessi ng bl ock 4 rrpéﬁuggg,w '

i nclude, for exanple, syntactic and/or s I """III " lﬂ ysis. it is

determned that the first data set is in ei ved ("N‘ branch
WHAZ| 16| SRR IMED I15:

of decis I *hen processing 25 systen1103 aborts
self-verifying article productlon (tern1nat|on bl ock 409).
Alternatively, if Lt is_det t he f|rs = ata sef_|s valid
as received ("Y' bfanch® S %@5FQ anﬁda53 a’ regipienttRbeGiEitssi ng

system 4PBickeaychaid methiod lcaeprdfsing thqnsnapsndﬁflssued articles to
determne if the issued bl ock 4
um%ueness bei ng deter mr%e 1?)1%5 3 :i%c?lib@nggétesl %:J'SI S éa]@a é?ﬁhcﬁ‘%ﬁ% of

t he typere¢inientsppsifjc data @ewmrmade qﬂmne fer deore eeipientzed

by proceggéagfgﬁsaggh subse¥Q3 may be internal or external to processing.
system 10 N elther system, processing, systen1103 may

search the data 35 ba§§q&ﬂ#€6tﬁy figst racigisnt-spagifie fata $¢k565ta
base maytbegenerate! ar adchdfe-tleadand e datzoldett Rhanot her proce55| ng

dftrmned  that o ferecRalh BRI Rer 2t AR L e foan O

branch oarticle. - 18 - WD 96/ 03821
PCT/ US95/ 09397 decisional-block 411), then processing system 103
aborts self- verifying article production (ternlnatlon bl ock
412) . Al ter nat-l veII';le method asdsedr foxrdd timaClidia {3 rhexim saaim S
val i d aseh@68iNgUstey’ rhrthelr dhcltaed ehel stlepflogdll), then 5

processi ng systen110 selectively inserts one Or nore subsets of t he

reti ved reci pi ent - specFPmpag. &t least: 3 poritign o &Rdf firstinio the
dat a basgeéﬂpméﬁtsspechlfﬁ.ekdéﬂ) suBsetesﬁmg aswrmronoaralue td hen encodes

the f k_414 od t add
T T T e LT R e L Mt
415) . within ac¢aptablecttp\13renceda|f| smdf c@mib):ctlhera‘lmes.t data set ‘as

20 3. The method as set forth in Claim 2 wherein said
comparing step, upon a determination of acceptability, further
‘includes the step of:

searchlng a database of previously produced
unalterable articles to determine if said recipient-specific

25 data set is unique, said database of previously produced
unalterable articles comprising one or more records;

upon a determination of non-uniqueness aborting
production'df said unique recipient-specific identification
article; and |

30 ' ' upon a determination of unigqueness inserting
said rec1p1ent-spec1f1c data set into at least one of said
records within said database of prev1ously produced
unalterable articles.

35 ‘4. The method as set forth in Claim 1 wherein said
' encoding'step'fUrther'includeé the step'of: '
| 'coﬁfiguring said machine readable data set as
an opticaliy readable binary code forming at least one matrix.
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erbodi ed within FIGS. 4A and 4B was for "ml’ w poses only,
and it is od that anong the var kﬁﬂi f eat ures of
t he preseﬁ?agﬁ@%hﬁlon is the ability to selecC gﬁ , enéﬁE@UﬁﬁﬂﬁﬂVa|ity

of conpressed recipient-specific data subsets, - and to subsequently
concatenate, | nterlsave Taéc:methedeanéed forth ihhbmfa'im UheiriBeifPrddiy a
singl e nachlge reaﬁg g data s %h t her, two or nore data
subsets A RHEYLEYE AP 18 PESﬁS&FSnQFe & dd, etc. together,

processing system 103 20$e1ectivpéyabheoﬁangoafsgnnmdtmecnpﬂdnt3-readable

data set e ically readable matrices wherein
individué% é%%gggddata nggBE ggéts may span two or nore natrices.

FIG5 5 illustrates a fFémbanaggaﬁﬁlﬂoﬁnﬁéﬂﬁﬂyﬁﬁ&on@h@eCIPleaﬂrhent|C|ty
of a reC%;y@Qlﬁféfaaey EdbBatayithl 8alif aae@,a@an%qr%% Sﬁetrﬁ"’- enbodi ment

illustrated ip ntering START ock .50 t he process
accormlufR?F%ﬁkp(%?ﬁﬁlﬁFQgergpﬁEeBYegeﬁplng saig, machdn ebE@ ble The
sel f-veridatagseiicle, which in this embodi ment i ncl udes a plurality
of data sets wherein a first data set is an encoded copy of a second

data set, is received by a 30 renote access site processing system 200
(i dgut -bl ock 501). 6. Toeomethodeas setefpribedn ©faiws tde mhade imheaistans

the rece'%’ st%g &i‘%{g%&?&ﬁ&&é%ﬁé grlgcale ettQﬁﬁg%‘iﬁﬁ ol :.xdat a

set proc SsSi nDt e accesS site processing system 200
decodes totergatddartieledata set (processing bl ock 503), and 35
conpares the decoded first data set wwth the second data set to

determ ne the authent|C|tK of the received seIE verifying article
(processi ng bl ock 50 1) . e method as set forth in Claim 4 wherein said

WO 1565/ 03&ixing step further includes the step ofPEhdEN®INGO3Add matrix
In one enbodlémﬁn { e.conpari son step is acconplished
in's article.

8. The method as set forth in Claim 1 wherein said
encoding step further includes the step of encrypting said
20 first recipient-specific data subset.

9. The method as set forth in Claim 8 wherein said
combining step includes the step of: '
1nterleav1ng said encoded second reciplent-
25 spec1f1c data subset with said encoded first recipient-
specific data subset.

10. The method as set forth in Claim 8 wherein said
second recipient-specific data subset includes textual data.

30 :
11. The method as set forth in Claim 8 wherein said
first recipient-specific data subset includes biometric data.
12. The method as set forth in Claim 1 wherein said
35 encoding step further includes the step of:

configuring said machine readable data set as
an optically readable binary code forming two matrices.
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t hrough conmuni cati ons between renote | rocessi ng system ;'7
200 and processing system 103, wherei nﬂmﬂm E H"fm 103 =~
mai nt ai NV 9eledsal base of reci pient-spect 1"e¥8 ng  tp@T/¥s95/00397

previously issued self-verifying articles. 1In this enbodinent,
comruni cati ons between renote access Sit rocessi ng. system 200 and
processi ng systemid3 rﬁﬂ%@%@cﬁ?&lY‘%ﬁ%ﬁygFﬁ Wﬁeﬂgﬁheﬁ‘éﬁglty of @ red

comuni eeidedivearscipientrspédtf hat eredbbd| neaid séclipieht-specilfie:

decoded _fj,r.sf, dat n | Ly th cond data.set. 10 _.ar

transm tatljg'rd‘ étloe erﬁ%l}? jt'ffélaélj S%ﬁ%,%ﬂ c%*fg?éfgra%ﬁgf géﬁ%&&l"g nd firsly

syst em dadeatset and 3 tsecondicdatai setl vhereihesdidofidust dathi set dat a set

I s gnot hetidded "dbpPr leclshomnal_ block o 1a t hen renote
acgess ?ﬁe pr (geeéss‘%\&rpglpsig%m O%é%l?rz%lg%éaégﬁ' saéﬂtﬁ%ﬁ%i?gi ty nmessage 201
i ndi cat COPPIHALINhERR (LR 951 ng 15 article is invalid (output block
50?); Altﬁr n?.tiv?'l' >\/f iécaiﬁ%iﬁg' ?]aid?ﬁ%@éme&drébﬂ liéhE-Qggge;iQQcILrst dat? |
set is authenti J anc ¢i sj opa oC , en renote
access WL .e-g‘° Hr?ﬁ%%%i%‘iﬁ?‘é%‘?%fﬁ?%%lg?éaaﬁesijt henticity message

201 i ndi cati ng t hadecdiimeldaikrehgoded afirstedatavaetd aadt put bl ock

2 507). ' i her odi nes ' .decodin he encoded
f |9'r0 st data set, r eérréohfl%[g]t: s?s .gt&elé%l?%%%sgﬁ‘ﬁgésé%F%n?fgowgs‘hvé t he
recei vegesgind datd \gety to tdetermine theli authénbicitypofnagéd zedeived
separ at @gdj ol ' %ﬂ?ﬁfc \ ity of regions, 25

wherein a f:l’llijrq'sétit1 reélocn{#%]%l udeﬁs t he %ﬂ%@%gaﬁ?ég% data set and a
second region includes the second data set.  In this _ ,
ermbodi ment, both tihe, fiTd mdths® @ se€ofOPER "B c1&8iMIE3avhereipl Urality !

of _biometric and/ar textual data subsefs which reppte _. Ssite processing
sy8t em 639 SHAMING %ﬁéfaftﬁ‘gtlﬁ?c’c}h ydes n%eﬁggpcﬂﬂfmn data formats for

processi ng. /Aot my esa idiplurabitynbdddatat setst hateekf ,
veri fyi : ¢ | N ) matrices which have a first data set of
bi onetr ?gg é-'taal ?r# gdag)eglg{r?ogaédafaaﬁds\gt of textual data.: In . addi tion,

in one enmbodi nent - the #epaxatingcad digitah bibsmapimagei énter rpe for
cont ai NipgrA1tidhalkie riffons\ivier@in e first PFOgieABAcDidesa8aigy the

machi ne readabl € matrices, ai n"data.contai ned _therein

ecoding cert
afl, de€BFRES FTrthatdatduser and 2 S%E?W‘Fgﬁe%’c%rlﬂa%'é?‘?soﬁ%dt he
magnet i gegtlondod@atlhisetitakes the : - 20 -

15. The method as set forth in Claim 14 wherein
said first fegioh includes an encoded textual data subset and
25 said dedodihg step further includes the step of: | _
converting said first region decoded textual
data subset and a second region textual data subset to a first
data format. ' |

30 '~ 16. The method as set forth in Claim 14 wherein
said first region includes an encoded biometric data subset
and said decoding step further includes the step of: '

converting said first region decoded biometric
data subset and a second region biometric data subset to a -

35 first data format. B '

17. The method as set forth in Claim 13 wherein
said comparing step further includes the step of: '
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sel f. veri {yi ticle useful in apH II& m)“ﬂwm E@r equire reading a
magnet i c %?‘%@g{ A furthe I HI " S I ntion i BCTYSEYEI¥nt
sof t war e piracy. Software i's a special form of program which has been

5 recorded to a stormmﬂmwuﬁmsaeaedea fbfsebeaea degt hblsed
st or age enabl es prograns

re
t ransfer F@&#Fe(?&&%?§§%\%%r% REQT %(ﬁm’f% ﬁ%tﬂ%%d %Tgemmatmn
enabl es wil iacxhenticidnys. to obtain illegal copies of the
software. For exanple, in one enbodinent, the purchaser of a 10
processi ng system provi des a hardwar e vendor W th industry.
st aRdar di zed persorddl: d& QrWSﬁiMWYMdéOmleem@aaaunlque whi ch

s, optlﬁa@lnlmee-&@a\aﬁﬂfb GH¥h S&¥ 6fbrt NE BENGY r&)h§ self- Processing
system W ey rocessin system chaser software, the
pur chasePY °1“i' TRRERS gkf"crﬁxi@-"len frid rproceaningdi zed

per sonal sys&iem cordpm]m.ngs: corrpressed, optionally encrypted, encoded
i nto a machi ne-readabl e dat.a i, r ef abI -as one or nore b| nary
coded matrices, and fi x@%‘ tlﬂhqﬁﬁ:e port %‘E)ﬁrfaﬁe J?ﬁﬁ’t‘éﬁ)l% cestByenkRdi um
sudf as apﬁbéﬁpp dateomednt said n:bcnlpleﬁﬂrespedlﬁfmfdm esets ¢cofpeisedt o
the procggshipd1phs Bﬁ % ecoded and verified
I n accordance wit htte@nezi}ﬁec rinciplfes o PCE he prgslg% *lghvent i on, conpared

with the previ ousl B JeHQXY @értceratqsa aeMice opsrabiel o ;strbr@vmershl p,
t her eby bil.ﬁi':hllliﬁﬁ(s ?&d@su@@/ sﬂé‘téi@”i'ﬂgtﬂi/&ﬁréﬁ% I's found, then
the software is [ oaded onto the ystem al ong with 25 t he

rocessj n
decoded i ndustry standafdiPF&F %gr qq{‘%‘??é’-’é’iﬁarﬁald maghine-
ItOL bSessi ngadabilendatac settr a‘?lrmf @nq:msmrsghlupoﬁ d ﬁ@m—@mﬁm}caﬁﬁn@ysh em
‘the new _ i o have the
i ndust ryeé?gﬁé gl %@%%B':efﬁg"or?gﬁﬂﬂ rr‘feé(y %la&ﬁ? executing uspend t he
new omneleésﬁs@nt ofhsadd mqqymmmur&trucm.umtﬁm lsaikl ete the
exi sti ngméﬂ&f%&%orab@ H'&%l%\éemsali%e ﬁqc%sszgxgt avaﬁ“cﬁ’@iaf%ie? et;éf&?@?%éit he

"transfer"” owners I.p rout |ne trva

suspendef G%Est regdpient-specidf |=1¢gd§&at\ﬁaat@qtr. @Rser ship of the particul ar

sa2owar e was an output port for transmitting said encoded
first re01p1ent-spec1f1c data subset as said ‘machine-readable
data set;

wherein said processing unit is further
operable to configure said encoded first recipient-specific
25 data subset as an optically‘ readable binary code .forming at
least one matrix. |

19. The processing system as set forth in Claim 18
wherein said processing unit is further operable to:
30 - . selectively encode a second recipient-specific
data subset; and _ _
combine said encoded second recipieht-specific
data subset with said encoded first recipient-specific data
subset thereby forming said machine-readable data set.
35 ' ,
20. The'processing system as set forth in Claim 19
wherein said processing unit is further operable to cohfigure
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_
| egal |y transferred. 35 Al tho he present invention and its
advant ages have been descri b,edT@ﬂ mﬁ'a"m3 ﬂnoul d be under st ood
that vari\Qb9ewo3gzr Changes, substitu | ons CROT/US9SIRshy
herei n w t hout departing fromthe splrlt arfld 4cope of the invention..
- 21 - WD 96/ 03821

PCT/ US95/s@d3p machine ngadabie clafarget s an optically readablepbddaryd
for prod@ydg;fbﬁﬁgagngyg -mPecides. article, said method conprising
the steps of: receiving a recipient-specific data set,
sai d reC|p|ent specific data set conprised of one or nore recipient
specific data subsexs, The processing systernasdsety Softhstin Claim 18

reC|p|en Q%.J'ébﬁk¥f§5a§5et . to generate a machi ne-readabl e data

set and fi xi-ng sai.d machi ne-readabl e data set to an
article. means fahecompavingssadd first rectpiemt: wherein
sai d S

conparin e@%‘%;ﬂg{&%?ﬁé%’éﬂé yi%%:@??ﬁ hbfe é?@%?a%eﬁtélgegm 19| c data
.Subset W%PWQ§m&ﬂﬁrkﬁ saiq finst rec%ﬁ&%ﬁﬁTﬁEe?%féﬁlGaFFr§P set is

reci pi enkz3@egi fic data subset is within acceptable tolerance of said
control val ue. 20 .-3. The nethod as set forth in Caim?2
whéPein said conparing step, upon a determ.nation of acceptability,
further I ncl udess., ttmhstpxbcé551ng system as set forth in Claim 18

further comprising:
means for searching'a database of previously
produced self-authenticating articles to determine if said -
15 recipient-specific data set is unigque, said databaseiof
previously produced self-authenticeting articles comprised of
one or more records; and . o
means for inSerting"said'recipieht-specific
data set into at least one of said records within said
20 database of previously produced self-authenticating articles
upon a determination of uniqueness. ' | |

23. The processing system as set forth in CIalm 18
further compr151ng°
25 an article productiqn device, coﬁpled with said
output port, for fixing said machine-readable data set on a
self-authenticating recipient-specific article. '

24.' The proce551ng system as set forth in clalm 23
30 whereln said article productlon device further comprise means
for fixing at least a portion of the recipient-specific data

set on said self-authenticating article.

25. A processing system for verifying the
35 authenticity of a self-verifying artlcle, said proce551ng

system comprlslng'
. an input port operable to receive a data set

including first and second data subsets wherein said first
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'Zearchlng afdatabase of preV|oust Tﬂ alterable articles to
etermne_if said recipient-specif mﬁ H ml S uni aYeT tabase
of previ &QPV ﬁ?bduced unal te | ﬂ | H npri si ng one g/rg jréore

rrecords; upon a deternlnatlon of non-uni queness

er)glr f: : gaa;;r?d suB<uiicid Ofn (dnSEdl e Bsiton e6F Ph esécopdciata sdbseitf,i cation

i nserti m@id lnRﬂﬁcP?%Elkﬁ%ﬁﬁdﬁﬁ%d$??ﬁsdﬁ?ﬁ.Eg}f?ﬁt lr}agfp gggggggaif sai d
recor ds upiithi flors el slet ek s¢amming otlséysprfdcecdf saiduselfer abl e

articles The met hod as set forth in Claim2l wherein
sai d Veﬁﬁé&iﬂ?mf%ﬁ%ﬁ&?hrther I ncl udes the step of '
cosfi guring sai d machi ne menery| stavage sdevige OPGrGHISpFPCEFPFeréadabIe

?lnary<g¥ﬁ}§f{£§f%ﬁféﬁﬁéééélﬂ@esfﬁééﬁxlnstructlons,

PCT/ US95/ 09397 said Pr°°55511’me“’f‘ré1=hBB’-’ageEéifYFBﬁt hen caima
“here'néﬁ%ﬁbnt1c1tf0@flQﬂidnﬂesfeverﬁfpiﬂgedrﬂlbletby sétpie&&ng and

selectively encodin segond re L e e X d 5
COﬁbImlﬁf%éH Qﬁm%geﬁe§§ ofi® r%g g?%ﬁtpr°°e551§§cﬁb£ &g a squéﬁﬁVn?R
saigd endxital daidtmeworyi shorage devpeejf s8idaprocessingt Madish ppesahley

said na h|n a 6. The nmethod as
set forth éi%?%?ﬁ?%fmh%?%ogg& fgfgt daé? ?uﬁgestep further includes the
step of etching said matrix onto said article.

26. The processing system as set forth in Claim 25
further comprising means for comparing said decoded first data

15 subset with said second data subset.

27. The processing unit as set forth in Claim 26
further comprising means for generating an output signal
indicating the authenticity of said self-verifying article.

20
28. The processing system as set forth in Claim 25
wherein said processing unit is further operable to:
, - convert said received data set to a digital

bit-map image; and

25 _ selectively separate said digital bit-map image
into a plurality of regions, wherein a first region includes
said encoded first data subset and a second region includes
said second data subset.

30 - 29. The processing system as set forth in Claim 28

wherein said first region and said second region each include

a biometric data subset and said processing unit is further

operable to convert said first region biometric data subset

and said second region biometric data subset to a first data
35 fofmat.

30. The processing system as set forth in Claim 27
wherein said first region and said second region each include
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7. The nethod as set forth in Caim4 wherein said 15 fixing step )
0 oo S AT e

further includes the step of encryptl Mg &aid 20 S first recipient-specific _“

data subset. The -net hod ,as set, forth in Caim8
wher ei n adtextual d%‘éﬁbﬁhbﬁ@"—s?@ﬁ Fﬁé#u&é’?cﬁﬁélwebm&f: is further

i nterl eppdhSpé Jc&NESHGErtcsand £eesRi ee 1oﬂ5texts:aacahrua dalbsetiiasd Wit h
sai d encodciiI first_reci

T Crhe Ghadhpaend cFSaRoRntextunl; ARBACubEet 58 3 1%t Satgn Fornat-

reC| pi ent -specific data subséet includes textual data. 30

The met hod as t f h i QS fsi :
recls I pient-specific gat aﬂsl%bgk?cl nchﬁges%?gﬁe?rs g@& forth ' Ylain 25
12. The ftther scosprisinghmeans] §pm digpdayinds §iaéd3§e°°§¢@oa‘i1mf%t ep

further AN udessépe step of @ - configuring said nmachi ne
readabl e data set as an optl cally readabl e binary code form ng two
matri ces. -23- - WO

96/ 03821 : PCT/ US95/ 09397
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13. A nethod for verifying the authenticity of a recei ved

reci pient-specific article, said recipient-specific i y33¢| udi ng
a plural iW99%P384t a sets including a first data set 31 ,6;5?9?8%%?@ dat a
et wherein said first data set is 5 an encoded copy of said second.
data set, said nethod conpri sing t% steps of:

scanni ng sai-d recei.ved recipient-specifﬂ article to locate said
encoded first data set; : - decodi ng said encoded first
data set; and 10 : conparing said decoded first data set
with said second data set to determne the authenticity of said

recei ved reci pient-specific identification article.

14. The method as set forth in Caim 13 wherein 15 sai d scanni ng step
further inclu the step of: converting said
plurality of sets into a digifa ap i mage; and

separating said-di-git-albi-—rap-mage info 310 plurality of regions,
wherein a filrst regii®il i ncl udes $aid 20 coded first data set and a
second regi gn incl udes\sai d | second daf g 15.

The nethod gs setfforth in Cajm14 wagein sai d firstyg4gi on

i ncl udes anjencoded BIGMEERIGIal als bset\and 5 sai d decodi g step

further inclludes | he siDApAof: ! conveftTTng sald TIrst

regi on decodedQektual t subsepR@@Essma@Jnd r eqiSELR-YERIEVING ja

subset to alfirg _data formaf~" 30gySTEM | TARTIGLBOod as

set forth id A BT dF NI CHhATR $ | | said ?irst regi d
‘ $ald decoding step furthe

bionetric dgta s i
step of: I §L|'COUNT|3'P( ohverting said first regi on decoded -

bionetric 1| |dat BANGHAGE | [a1second region bionetric data subset to a

; |
35 first d_a_t_a_f_oLrIm_.________ FIG. 1A

'FIG. 1B



17 The nmethod as set forth in Caim13 wherein said conparing step

further he step of: - 24 -
VIO 96/ 0389%)%9’8;825 : PCT/ Us95/ 0§%37US95/09397
transnlttlng sai d decoded first data set and said second data to a
processing systemfor said deternlnathgl of authenticity. 5

18. A processing systemfor producing ﬁni que machi ne-r eadabl e data
set for fixing upon a self- aut henticating recipient-specific
article, said processing system conpri si ng: an
i nput port operable to receive a recipient- 10 specific data set, said
reci pi ent-specfff c data.set conprised of at |east one

reci pi ent - speci fi ¢ prbCESSNG: UNIT a nmenory storage
devi ce operabl ‘*ah ty of processing system

i nstructions; pcessing unit for generating said
machi ne- 15 inting upon a self-authenticating
reci pi ent - speciffic ) and executing at : | east one

of said procesgi bm sai d menory storage device,
sai d processing w Wt a first recipient-specific
data subset; and N out put port for transmtting said
encoded fii rst data subset as sai d machi ne-readabl e
data set; bai d procepﬁéng unit is further
operable to configur S reC|p|ent4\peC|f|c 25 dat a

ARITHMETIC.

L%G%ﬁﬂhﬁmg)

subset as an opt1¢ally readabl e binary tode fprmngat | east one
matri X. MEMORY
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19. The processi ng systemas set forth in Caim1l8 wherein said

proéessing unit is further operable to: 30 jvely
encode a YOI eci pi ent - specific data subset; and peTitisSibbdsf

tonbi ne sai d encoded second recipient-specific data subset with said
encoded first recipient-specific data subset thereby form ng said
machi ne-readabl e data set. 35 3/6 - 20. The processing system as
set forth in Claim19 wherein said processing unit is further operable
to configure ' 205a: b - 25 - 104 WO
96/ 03821 ' PCT/ US95/ 09397/ sai d

machi ne readabl e data set
formng two matri ces.
forth in Cdaim118 5 further c ri sing:
conparing said first recip|ent- N &eNfic data
control values to deferm he saidgirst recipi¢

brnary coad

ing system set
means for

& Bt one jor nore -

t-spegQfic data

21. The pr

subset is valid. 1 _ o¢yssi ng [gystem as set
forth in g m 18 further conprising: means for
sear chi ng 3 f previously _produced_sel f catin

articles to det
sai d dat abase

if/sald 15 reci = fT\: lat a set is unj que,
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previ ously produced sel f-authenticating articles conprised of one or

nore recor ﬁ’?& : nmeans for inserting said

reci pi ent g’g’e?é e data set into at |east one of sai d ¥Z%PW ¢ hi n
said 20 dat abase of previously produced self-authenticating articles
upon a determ nati on of uniqueness. 23. The processing
systemas set forth.in Caim18 ' -'fﬂsher conprising: 25

an article production device, coupled with said out put port, for
fixing said nmachi ne-readabl e data set on a . sel f -aut henti cati ng

reci pient-specific article. 24. The processing system as
set forth in claim23 30 wherein said article production device further
conpri se means for fixing at | east a portion of the

reci pient-specific data set on said self-authenticating article.

25. A processing systemfor verifying the 35 aut henti d40Q of a
self-verifying article, said processing system conpr X

an input port operable to receive a data set i ncl udi irst and
second data subsets wherein said first '

- 26 - WO 96/ 03821

PCT/ US95/ 09397 pa subset is an encoded version dat a
subset, said i npu; port i ncl udi ng §eans contrd4Qled by a processing
unit for selectivel nni ng the surp g of said sel%- v verifying

article;
RECEIVE RECIPIENT
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.27 -

5~ .. a nenory storage device operable to store a

plurality r ssing systeminstructions; sai d
processi ngw&%%f°9§z§r verifying the authenticity of said %%T’PS%QP?%Ni ng
article by retrieving and executing at |east one of said processing
unit instructions 10 from said nenor yszé?rage devi ce, said processing
unit operable to decode said encod irst data subset.

26. The processing systemas set forth in Caim25" further conprising
means for conparing said decoded first data 15 subset with said second
dat a subset. - 403 27. The processing unit as set forth in

Cl aim 26 furt he\corrpri Si ng nean Qr_generating an out put signal
indicating the authenticity #0683 ying article. 20

28. The processing system as set

d self-veri]
or tBTARTC ailm 25 wherei n said
processing unit is further operable to: ' convert said
9

received data set to a digital -TTeEp | mage; and 25
into a plurality of

selectively separate said digital bit-map inage

regi ons, wherein a first I dphed d encoded-first data
subset and a second regi o%ﬁgn.cpt?ﬂﬁ w?RSTDdA@cond dat a subset. 30
29. The processing system as se¢ 55 img;%'%m P8 wherein said
first region and said second req'g h | e a bionetric data
subset and said processing unit is furtlher operable to convert said
first region bionetric data subset and sai d second 4@ on bionetric
data subset to a first data 35408 ormfit. \
processing systemas set forth in & gjpcga7
and sai d second region each incldf@gmTa SUBSET H-NO
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t.extual . data subset and' said processing unit is further
convert s&WFPPEL region textual data subset and
data subset to a first data.fornat. 5
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t'ext ual
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