WD 2004/ 102310 PCT/ US2004/ 012884 METHOD OF AUTHENTI CATI NG A CONSUMABLE
BACKGROUND OF THE INVENTION 1. Field of the invention. 5 The present

i nvention relates to an i mgi ng device, and, nore particularly, to a nethod
of authehticabh&glﬁgﬁonsunable used in an imagi ng devi g€rmeend | ption of
the related art. ﬂn the imaging arts, a consumable is an itemthat is used
“by the imging device during inmaging. One exanple of a consunable is a
supply item such as C s 10, k .an ink jet
printhead cartri dge, Saa PO SRoogaptre= process (EP)
cartridge, that contains a supply of an imagi ng substance, such as for
exanpl e ink or toner, that BACKCROUNDOETIHEONVENTION | Ng process. Exanpl es
of such an imaging device include an ink jet printer and/or copier, or an
el ect r ophot odr aphFieldgfithg @yentigh,q/ or copier. During i maging with the i magi ng
devi ce, tRe anmduNiyOfredcheinteRBe Rbitel 20 &Y @Rvibs; afERARS prticuTdMSto a
eventual |y, once the inmagi ng substance supply of the supply itemis

exhaust ed, t feethodebpyfhanfigating s eoiaEmabls nspingn §Bagnes§vigs- nay be repl eni shed

wi th imaging ﬁubsmﬁgﬁoﬁgytﬁuémgdﬁ{ent, the consuner nust provide a new
supply of imaging substance in order_ to continue inmaging, Wiat is needed in

the art is a net hitheimagingrasig wammagleds abim tabis asedtlydhe imagine devicg uppl y
item used i rﬂuﬂggeigﬁgﬂg{;?ﬁgﬁﬁﬂg?ﬁ-ofz?‘%ﬁ% a%lyli%m%\fo;_ Eaent

i nvention provi aut henticating "a ' consumabl e used 1Tn an

i magi ng dévi dek supplyriaak,; anvisk det pmintbead eantEidgm enons ke Or elegtrapbelogrephie: net hod
of authenti cajl %ﬁﬂ-ﬁfg&@ﬁé i ' ' | W&l Jdgng the

st eps of pro?l%dﬂi%%g@%e co s’unégﬁogﬁﬁgviat%p@pr%%%?gnnggﬁﬁ?ehgﬁ%sﬁg%pof t he
consumabl e; dwanapleinkion tpneh thatie consimed dusing amintsgiog brpsess.cBxamples af such g

t hreshol d; a i ne . %%?I- t t hen
perform ng t%a#g%(}%@%@gs 0 :]&Pfaﬁﬁgrva%ﬁg{:t %"é’g%ls%ﬁnda?%?neo;t&%%ﬁg a %\g an 30
aut hent i cat i omdiepeepiei ghiringiimagingwith dxreiniegins slevich dhecansuhebihe; imagidg st or i ng
the —aut NANt |Gl if Qéiferda THE. BRARKY, ohth 88 UBShe bilstihle GpBY ot bl PTesent

I nvention rel ates
supply item is exhausted, the supply item either may be discarded or may be replenished

with imaging substance. In either event, the consumer must provide a new supply of

imaging substance in order to continue imaging.
What is needed in the art is a method of authenticating a consumable, such as a
20 supply item, used in an imaging device.

SUMMARY OF THE INVENTION
The present invention provides a method of authenticating a consumable used in
an imaging device.

{ 25 The invention, in one form thereof, relates to a method of authenticating a
consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring uwsage of the consumable; determining whether the
consumable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an

30 authentication code signifying the renewing of the consumable; and storing the
authentication code in the memory.

In another form thereof, the present invention relates to a method of

authenticating a consumable used in an imaging device, including the steps of providing

the consumable with a memory having an authentication code stored therein, the
1



aut henticating a consumabl e used in an inmagi ng device, including the steps
of providing the consunmable with a nenory having an aut hentication code
stored therein, the 1 WO 2004/102310 PCT/ US2004/012884 aut hentication code
signifyi ng a wonead2swf the consumabl e; generating a vepcrys:omgonesie based
on a secret located in the imging device and information stored in the
menory of the consumabl e; and conparing the authentication code with the

verifying codgiHteticatien @dobigsifyidyes fossval dfehe @naivibley\gaeratidighoverifgith code | N

anot her formthereof, the present invention.relates to a nethod of

aut hent i cat i n*&“é{"é‘cﬁ‘?gﬂﬁ’;lﬁ‘fa%ddgg‘aW“&ﬁ%ﬁ%@dﬁ%‘?gﬁﬁ?@ﬁgﬁmﬂﬂy%e st eps
of providing thé tense@asieniidl @nweiidy e HelEdticatidpesdde withnthe vefifyingt codenewal of

t he consumabl ¢; _en%ﬁtitg?g a fa'irst g}ﬁt,hﬂgntication code signifying the first
renewal ; and SYSPMIFIERE e ICRTVE XBRAERTTLat i on code in the nemory of the
consunabl es 10 | n @nglofeF Hid Mhidrdb?r @Rl prebdie iRVREA relktdy @t 4 Qhetticll afes to a
nmet hod of authenticating a consupmabl e used in an_ i pmagi ng device,, i ncl udi ng

the steps of Pitispiicatinga conmenabinisediangp anagngdeyics inehiding qPﬁ)Pﬁﬂr?fﬁ'd‘égfi rst

renewal of thgeCQRSMEBRI Gith LeRRALAL ipRBorthidd & ShrsiB&EREICof tichgabintadld, On code
(MACI) signifying the first renewal; storing the MACL in the nenory of the

consummbl e; pEAEIBHRE & §rsk suthangenion cole signifispg ths frptaencyial and grdng BedStating a

second messaggeti@@6h bddr id RO meRsS of Mo cehbuidni)i fyi ng  the second renewal ;
and stori na the MAC2 in the nmenory of the consumable. In another form
e

thereof, tfe presdhtanothee foimp therentahes preserd ingsntion) telateydpet abethef Af nask for
¥ resent’ att U . ) Y
coer 0,2 Mshcnp st s i, g oo 2

bi nary nunber having a second nu Irst n ts being

greater 20 thia eomsmableowith ramsmoryofpetfpmming ianBrsy aemewalt pk ther egusuraableyef i ning a
‘o the 11 sEamaing 8 R Shesdice dhhipicltl ol (UACHTREHSM B choe dolepl | v, * 7 5
nunber into astpting e MAChin the memeryoff thsi qogsumablenpariooning  sedoed pinewalldft y of
Phe. or oupd” hageronaieni Fhalfe f okl Sl S0k el bl Mhach)Senitie %cach
25 bit of thetheegeondbrenerealipnd sforingthe MACGRlin the iemprygif thgrcongumallé. bits of the
(1% binary PimoohasB GBS SO o R b2 ) "
pr edet er mi nedmssknfer porvering 2 Bnstobinasy aumben having a first number of bits to a second
binary number having a second number of bits, the first number of bits being greater
20 than the second mumber of bits, including the steps of defining a key having a third
number of bits, the third number of bits being divisible into the first number of bits to
form a quotient; dividing the first binary number into a plurality of groups of bits, a
number of the plurality of groups of bits being equal to the third number of bits of the
key, each of the groups having a mumber of bits equal to the quotient; correlating each
25  bit of the key to one group of the plurality of groups of bits of the first binary number;
selecting from the plurality of groups of bits of the first binary number each group
having a corresponding key bit having a predetermined binary state; and selecting at
least one bit from each selected group of bits based on a mod function to form at least a
portion of the second binary number.
30 BRIEF DESCRIPTION OF THF. DRAWINGS
The above-mentioned and other festures and advantages of this invention, and
the manner of attaining them, will become more apparent and the invention will be




| east one bit fromeach selected group of bits based on a nod function to
format |least a portion of the second binary nunber. 30 BRI EF DESCRI PTI ON
OF THE DRAW NGS The above-nentioned and ot her features and advant ages of

this inventig an the manner of attaining them wll [e apparent
and the inve}’ﬁq’&ﬂ?ﬁ'”ai”l‘q be 2 WD 2004/102310 PCT/ U82004/P6¥§]§§'ﬁ%1g§fter
understood by reference to the follow ng description of enbodi nents of the

i nvention taken in,caonjupction wth,t CCO0 amé-' hs rein: Fig.
| is a di agrgmtqném%ﬁ)‘fg ir%)f(ﬁ)reﬁ“‘fe tghtgﬁ/g‘fqlg%&%s&e% M gg’é%@aﬂﬂl 'g‘%sv?nt ¥ the
presentb: nve?ﬁv;:eﬂtﬁnn_ t%e&i;gconj&gi:tjﬁm&rim‘?rtmpﬂol mmmlank g{r yoegdrawin geawhérei:lhe {rerm(% 8}‘ tEe f
consunmabl e o | Oy, Fl g s .a D&%“n ?%s?e% Wi n UECIEJ@E ocks o
the ASIC of Fig. & 1f§ g disgaanupatic gepig 4 e B B10%P g % one
aspect of a pRibRhvedtionaut henticating a consumabl e used in an inaging
device, in accordance with, the ,resegtfh i nventJd.on. 10 Elg .45[is a flowchart
of a general proc@&sz’(ﬁ]a%@aﬁlm e gpemory, gf e cquypadls O gy i cating a
consunabl e used i pigay i AEAGROdiSIRI GRowihg) ARCHAEINEOANS ofithd) ASIEE 0P FRS @t
invention. Fig. 5 Is a flowhart depicti n% an gqy%,errpl ar%hpr ocegtg Jot
generating a MAC Figufifal e lpgeharset %Sml%_ ERGEH it I AP °§89‘8 ¢ Q&ri fying
code, in accopAansiny 4 dnhidblehRedns Slging Veditk, i Gecofdatice WAth tBe Brefdnpwchar t

depi cting another exenplary process for generating a MAC suitable for use
as the aut herdVe88™ on code or verifying code, in accordance with the

present ifyenti OnFifg.FhE-is 4 fiowcRarf bONGHREAl Eﬂegh @F infidihe? AspRES Akthodref hod of
or < 0

generating a mask for use 20 as-the_mnms Figs. 5 and6.. - Corresponding
reference chdnthenticpting awongmablecised BAE IMAREIeYIes (1B apqRrdsnesiivith the REsLLy er al
views. The exgpplidd i cations set out herein illustrate preferred enbodi nents

of { the invention, and such exenplifications are not to be construed as
limting the scop8igef istanBoweher depieling an espplaanpraess for generating a MAC

suitable for use as the authentication code or verifying code, in accordance with the
15 present invention.

Fig. 6 is a flowchart depicting another exemplary process for generating a MAC
suitable for use as the authentication code or verifying code, in accordance with the
present invention.

Fig. 7 is a flowchart depicting an exemplary method of generating a mask for use

20 . asthemagk of Figs. S and 6. .

Corresponding reference characters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of
the invention in any manner.

25
DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, and particularly to Fig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and a host 14. Imaging device 12

30 communicates with host 14 via a communications link 20.

Imaging device 12 includes a user interface 22, an image recording unit 24, a

supply itemn 26 and an Application Specific Integrated Circuit (ASIC) 28. ASIC 28
communicates with image recording unit 24 via a communications link 30, ASIC 28

3



25 DETAI LED DESCRI PTI ON OF THE | NVENTI ON Referring now to the draw ngs, and
particularly to Fig. 1, there is shown a diagramuatic depiction of a system
10 used in association with the present invention. System 10 includes an

i magi ng devi cOI20HHPBIH host 14. | nmaging device 12 30 eOTWEWELSS Wit h
host 14 via a communications |ink 20. Imaging device 12 includes a user

I nterface 22, an inage recording unit 24, a supply item 26 and an

Appl i cati on Speminimicatdsnwithosupple dherli26oun 4 cqiifinatians. linkSR.C IARging devinsri2cat es

wi th image recordi uni t. 24 ni cat | |4 . ASLC 2 3 WO
2004/ 102310 PEH %‘sg%cfi%‘.‘ﬁ%s’&‘\’{“ B R P %?"E%%afa%ﬁyﬁﬁ?‘f’%ﬁ? wfer
comuni cat i onsnd/omndopi®2. | nmagi ng device 12 can be, for exarrpl e, an ink jet
printer and/or copje n ectro d/ or copier. In
the context of thet“eﬁls 1t5€t ?fe‘gh eﬁ%ﬁ %(ﬁg{%@@gg ?f;e Ve e 5
recording 4ni treo'éﬂdm‘gaﬁmherGHn &yt Gaxatﬁple,l kg jrkt Jar pﬂﬁtb@ﬂdumlﬂl br ain an
Form ng an | MEGEAOERNHELR Wik 450 Gebs 28 TPiHdesd B gt FROTHR S of
ph]9t ocogdgct 'b\iﬂa ls'ubstrafa@4 %%H\é@gllls@aﬁ@ﬁprﬂaﬁmw@pmo@mt \z&hﬁn&i‘r vswlllbe
referred to emrent nu r ex medi upply
item 26 can b °’?‘l§‘?’e”é"}§‘8‘?’fﬁ‘f ypgR ?WW&”@I’FQ%%P 3? efr’]FFRe‘]t@ a‘b?sf‘rt head
cartridge (PH)for eamh B,Gfahnﬁlﬁéﬂia 3401Supply Rére 26 mnia%p@mplhmuﬂm@ﬂwnk,@)

e Tor ol & pmeﬂm%‘a%&“d[ < ooy %0Gue 5 GO BT Clbotens.

| magi ng devi cearsdgeUeaRE of Rhidh@eliaiiingSs BEfpRN 6 ar BfidghisNRBsthrite, S4Bl lay fort €M 26 to
forman image on print media 34. Pri nt medi a 34 can be, for exanple, sheets

of paper, fabﬁ%ﬁ@ﬁ%mﬁ@.wﬁ oS8 TRAgINg RIpPeRs Iaging devics 12
recogni ze t hatyghdTRdigalia g%%mcbmmed%ﬂm%gﬂqmwfmtaﬁm&@o Hpdntifedior med as

I ndi vi dual discrete uni pe conbined in an integral ™ unit, these

options bei ng Xepriiaadiadt canbe, &y exqmivée g@etspfﬂap@x@h@wmwaqemes} et
t echnol h | d PH
T ottt s ey B |

including an ink reservoir and an in |tary

consumabl e. THifm 26 w#y begfanmradiag individuahdisopge pdisner mayhs|cpmbinedhin ansnteaeld to
enconpass ei t hgft h&e opHoRsbdigiep Rl b HisRLd 188 38! FériRarhyld, &R et technology,

such an integral unit may be an ink jet printhead cariridge PH including an ink reservoir
and an ink jet printhead formed as a unitary consumsable. Thus, for convenience, the

20 term “supply item” is vsed to encompass either the discrete configuration or the integral
configuration described above, and is an example of a consumable. Preferably, supply
item 26 has mounted thereto a memory 33 for storing information relating to supply
item 26, more fully described below with respect to Fig. 2. In the case of ink jet
printhead cartridge PH, memory 33 may be formed on a part of the printhead silicon.

25 Host 14 may be, for example, a personal computer including a display device 16,
an input device (e.g., keyboard), a processor, input/output (/O) interfaces, memory,
such as RAM, ROM, NVRAM, and a mass data storage device, such as a hard drive,
CD-ROM and/or DVD units. During operation, host 14 includes in its memory a
software program including program instructions that function as an imaging driver 38

30 for imaging device 12. Imaging driver 38 is in communication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates
communication between imaging device 12 and host 14, and provides formatted print
data to imaging device 12.



configuration described above, and is an exanple of a consunmabl e.
Preferably, supply item 26 has nounted thereto a nenory 33 for storing
information relating to supply item26, nore fully described below with
respect to Fiwgpz20841030t he case of ink jet printhead cardwisd@eoiZéts nenory 33
may be forned on a part of the printhead silicon. 25 Host 14 may be, for
exanpl e, a personal conputer including a display device 16, an input device
(e.g., keyboard), camﬂﬁlﬁi%ﬁx%ﬁpnmklzopmta&%t&%mbd% b Rkl MRS or BREGM Y,  such
as RAM ROM NVRAM and a nass,  data Storage device, such as a hard drive,
CD- ROM and/oroowqmlotby g AT Wﬁtﬁiﬂl%‘ﬁh%&tmli’ﬁﬁlw W@@@arrermry a -
software pro BshiRSHor i magi ng
i dﬂ&%ﬂgﬁ?\?er 3?213“?&2’ |$1 co%‘%n‘;ﬁi’1

driver 38 30 glng evice 12. I nmagin ni cation
with ASIC 28 uemg Siandagd ﬁgmu:@lnab@gmbm mmwnbscmlefﬁgoqnm@nzo | magi ng

driver 38 facilit £ %g‘t“&’ GoleX! ISJ&E host 14,
and provi des forngkg[ eéi‘3 % nt ta to I magl ng v?oge 12. é&e ‘g‘% 102310
PCT/ US2004/ 01a2838ving @cpﬂmlm chmemery spcrtwns, 2emefyya mememsmomeethatbgcl@em rect

cable or opti wBORGS ﬁ%a’ exanpl e
an Et her net ngggll' %ﬁgﬂr@%\/\g‘%ﬁ? nuni catlo%\gﬂ% ks %&2&%‘%32 may be
est abl i shed, i progeawenegd|vath mfymamgnwgmsmaﬁe@%u%nwuqdam@mé@% bus
truct b Fj t f
structures, nd @;ﬁ{grtﬁé%éomﬂae@fgtsa% 2, il aa:h%ryas&ﬁ@xpm%lr sfb@Rp Ction o

menory 33 wh conveni enc describe aving a plurality of
menory setl i dnrmatinmsed, fommmﬁaoyxrms@umtmzﬁ haetug! memonelecationewithingr ammed

i nf ormati on ggogéggﬂng&éa wo%ﬁ#&h&gew_ry section 42 fthat. S

prograrmedvm supply ite I's installed in imaging
device 12 and duMem@ry Ise:tuxséOthludeagn plyraityvefcmenory locations, impiling fect i on 44

For 5L 0T 1 QB ORIRA 0al5E dal Ol bORSULARLA EOG:RR! i 10LAM 45 Aot U2l

nmenory | ocat i BhsT bové ‘déscri 1'ons need not be
cont i guous. Mbere rcyn be storedrand@pply dlemckype wepifigatioinj nylomonﬂﬁﬁr thetecamibeons,

exampi e, 1h 1505 AL R ot i | R 1y i AP nn R b T

i dentificatiom m.ltml Iamelaltwﬁmnﬂ@lgzstfomce, aml ith bpcdt®n A0ak thereagan teridred eur er ' s

amoont of 1 gt Rl e ROl sole Y bRl Mol BRL26 47 0 |7

either needmg authenhcatmn after remanufacturing, or as not needing authentication

after remanufacturing,

20 Memory section 42 includes a plurality of memory locations, including for
example, memory locations 42-1, 42-2, 42-3, 42-4, 42-5, and 42-6. For example, in
location 42-1 there can be stored a pseudo-random identification number (PID) for
supply item 26; in location 42-2 there can be stored a time array TO for storing a time of
initial installation of supply item 26 in imaging device 12; in location 42-3 there can be

25 stored a time amray T1 for storing a time at which an imaging substance usage
compensation algorithm is invoked; in location 42-4 there can be stored a time array T2
for storing a time at which it is predicted that, based on the imaging substance usage
corapensation algorithm, the available imaging substance supply will be depleted; in
location 42-5 there is an array of usage bits that can be programmed to indicate the

30 reaching of predetermined threshold levels of imaging substance consumption for
supply item 26 as a new supply itern; and in location 42-5 there is an array of usage bits
that can be programmed to indicate the reaching of predetermined threshold levels of
imaging substance consumption for supply item 26 as a renewed supply item.
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remanuf acturing code. The remanufacturing code may designate supply item 26
as either needing authentication after remanufacturing, or as not needing
aut hentication after remanufacturing. 20 Menory section 42 includes a
plurality of WeR#M{PHcati ons, including for exanple, REHBI2Q04[0828%% i ons
42-1, 42-2, 42-3, 42-4, 42-5, and 42-6. For exanple, in location 42-1 there
can be stored a pseudo-randomidentification nunber (Ps) for supply item
26; in |ocation 42I@ RBdha ictrbestoreltiodesdtion 42 heancinelade aTﬁxeﬂ(portipn@nd ag atine

of initial i ghﬁ%l | ocati on
42-3 there can g‘ﬂﬂg%%e?%re%mﬁ&ﬁol e arr c{hot?é@?hrl nlgﬁa tl rre a \M‘ll ch an

i magi ng subst mheasdsagmmptﬂmpenmgta« pnnutai, gonrllt biivthe sndnnfacikesds sipply demt i on 42- 4
t here can be Fed. ' or t ht 1S

predi cted tha?‘%e&bfacg%% %ﬂﬁgﬁ |°§%1§ﬁﬁ4&sub a%é%&gg}gehér ﬁ%ensa F%rl?te

al gorithm 5t hgermmﬁddlbglnhagiﬁg:hglcﬂm wsintgs foa exampley prehoprentating cbmtctepggteédby in

| ocation 42-5 there i.s gn,aryay of Q | tsmihat, ¢ dto

i ndi cate the 30°%F §°‘8‘r %‘r e?%’ﬁ%fn%gﬁae Sl%agladpr?ﬂ&éfnﬁg o?‘ méairg?ng

subst ance conbmaqgtonmﬂwosﬂmmylsycmm@mt@ls a new supply |tem and in

| ocation 42-5 ther us bj t.s at, ¢ myed to

I ndi cate the reachlile’ne&ﬁgfol}d éﬁé# é%%reﬁ?cés tocfftcfgq %lvm@ﬁ %

subst ance consaprgstrit arusdgerievelippteypondingta’6 @souat mfememédnmphbstanbeﬁ'omS WO
200411023 PCT1 04 2884 .The ) that i to b tored i.n cation 42-1
can inclu a“‘fRPE’e‘gmb%‘%t 195 REgRe gacpgﬁ é?dsﬁ“% F'%r?f %Fi xed
portion can b&ll}hquand@&?bfﬁlméﬂg&uhﬂméamtalﬂeelinsupﬁly(ilbm% Dﬂgramaf putieilarby usi ng
a portion, or a t ac item, identi ca n store
PP bcat on” agRsRmlerfklopskan o e et B och R e eriegne JOPBRIRIALY 1SS by

i magi ng devi ceer&auusplamnofﬁﬁagmaﬂmmmaw 1@mmnmmgmtee¢1bttmaaggered by
a free runni ng cI ock. enbodi nent P11) s1 a ?eterm ned nunber
of binary on&§P qgo‘?n‘ﬁ?'@mg&@ﬁsqgﬁ?"g éhlﬁg EREBRIE| e at i ons
42-5 or 4256, nﬁeebrdgrasaﬁédabaem&wgahuswce%tmﬁge bits may represent a usage
| evel correspondi to an use, of in bst ance fr.om 10 supply
item 26. For exarrgli%@‘,n a‘i‘?ﬁm’ﬁ'i F‘Pég’dﬁﬂe ’rtP(ng H"eh"?‘ﬂé’&ga‘ﬂﬂﬁ‘iﬁ

reduction in femlmai&dohyloeéuohmgl maumsﬁcalam;ﬂ@m ac@@dm wa@’oel tem 26.

As a nore part | ar, . exa | ocati,o as _ei t bits, each bit can
r epr esent appls lﬁéqtfxegs?ég agthenncatwn code TM?\%I? EH es refetred to

KEYZa, and in location 44-2 there can be stored a second message authentication code
20  (MAC2), also sometimes referred to as KEY2b. For example, MAC1 can be stored in
memory location 44-1 to signify that the first renewal of supply item 26 was authorized,
and MAC?2 can be stored in memory location 44-2 to signify that the second renewal of
supply item 26 was authorized. By attaching memory 33 to supply item 26, in essence,
the stored information associated with supply item 26 can travel with supply item 26
25 from one imaging device to another.
Fig. 3 is a block diagram showing functional blocks of the ASIC 28 of Fig, 1.
ASIC 28 includes a communications interface 50, an embedded processor 52, an
imaging recording unit interface 54, a secret storage module 58 and an embedded
authentication system (EAS) 60.
30 Altemnatively, embedded authentication system (EAS) 60 may be located on
supply item 26, such as for example, on the silicon containing memory 33, or located at

some other location in imaging device 12, or located on host 14, for example in imaging
driver 38. The decision where to locate embedded authentication system (EAS) 60 may
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percent depl etion of inmaging substance fromsupply item 26. Each usage | evel
bit may be programmed based on reachi ng an associ ated usage threshold
whi ch, for exanple, 15 nay be represented as an inmagi ng substance dot
count. Menor woseetionm 44 i ncludes a plurality of nmenorpciraszoé/mesms | ncl udi ng
for exanple, nmenory |ocations 44-1 and 44-2. For exanple, in location 44-1
‘there can be stored a first nmessage authentication code {MACI), also

sonetidnes refberb@&dhdxp faSexatdpléla, ddeﬁfwtoiprohdmhﬁglﬁlmedéhe&nWEQME@lﬂ%shﬁl S'éored a
second nessage auyt entlcatl n code al so.sonetinmes referred to as
KEY2b. For egﬁ?PﬁF’ég er @a "'SH% tQtE?PE@F I}{?‘% qrusity agajngth, upspthorized o o y
that the fi r%mh@gg‘s SR by hbdkeR¥) 26 Was aut hor| zed, and MAC2 can be

stored in nenory |ocation 44-2 I.fy that the sec nd r.enewal suppl y
item 26 was aut ho@?‘?@ﬂmcﬂ?n%ﬁnfeﬁé‘?ﬁsﬁé‘%ﬁﬂé H’b‘ﬁ;}m‘?‘ﬁl@@ 3% n

essence, st hgraba@nadsd eéxﬁhﬁatdn@n mcsms@tm wgtt) W&edlﬁrmﬁszw travel
with supply item26 25 fromone i maging device to anot@g&lﬁl Is a

bl ock di agr afPERYHCHTcHUFRIPIEE NI COFIHRICEINS IpirEacespQ Visg e ASI C 28

i ncludes a compMRg ©BsiRR Skt Hidfabdsuss &inm@ﬂcaqv@;ada@mﬁam@w
I magi ng recording unit nterface 54, a secret torage nngule b8 and an

embedded aut’Reft Plectiicad Ratg iy Errommuaipatiyely copplad fooimags dod
aut hent i cat i Q@minaficainé BMR 360 afi® Vs b@ninﬁﬁ.ﬁ;ﬁ@ﬁélw%uﬁédp% Yméhé{n £6,viguch as

for exanple, on the sili con cont ai nledgﬂrarermry 33, | ocated at sone ot her

| ocati on th |°ﬁﬁ§1‘%ﬂt@§%| daBentigpEion 12Ys"°Fbr m3Pe ¥ n i magi ng
driver 38. Themdffic g[re t6 %ﬁaﬁﬁtao@mﬁaﬂeasaumaa&mwtpmm@wem (EAS)
60 may 6 WO 2004/ 1023 0 PCT] US2004/ 012884, be based on, for ex anpl e, a

desire to proomganisvghtconded e dnageitogrdingmit interfing 4 v plectricahpath 7$H@nd and/ or, a
desire to prqyb&@nﬁﬂaﬁbéwaﬁ%amsb@ﬁoaﬁt&ssmateteaﬂealéaﬁsoprograrrm ng

access, such as by hackers. Conmmunications interface 50 facilitates
conmmuni cati ons w Wﬁﬁ@m?ﬁ%ﬁuﬁ‘ﬁ asg @Pﬂwﬁqlk’\fqraméﬂhﬁrﬁm@aﬂ ons |ink

20 (see ajsso aﬁﬂ%uséd for%aaﬁgaqécampﬁawmgafﬂﬁtmeam ¥9,GR4P! ed to
ce

comuni cations interfa via electrica pat magl ng recordi ng unit
i nterface 54 ¥ Soththgpemtion, e nyintheuiade besed o s dermatiedimseng date recsivedi a

el ectrical p%%ginlggnc&rgrgum catively coupled to image recording unit 24
vi a

EAS 60 is configured as firmware in ASIC 28, or alternatively is programmed

into ASIC 28, to retrieve an authentication code, such as a message autheﬁﬁcation code

20 (MAC), if present, stored in memory 33 of supply item 26 and to execute a predefined

authentication algorithm, such as a replication of the message authentication algorithm

used for MAC generation, to generate a verifying code to verify that the renewal of

supply item 26 was authorized. In other words, if the verifying code, e.g., MAC,

generated by imaging device 12 is the same as the authentication code, €.g., MAC, that

25  was stored in memory 33 during the renewal of supply item 26, then the renewal was

authorized; otherwise, the renewal was not authorized. In order to verify each MAC as

authentic, imaging device 12 will include in secret storage module 58 the secret used in

generating the MAC. For example, if supply item 26 supports the storage of two

MACs, MAC1 and MAC2, then imaging device 12 will contain in secret storage

30  module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MAC! or MAC2 to be verified.

The type of renewal of supply item 26 will depend upon whether supply item 26

was subject to license. Types of renewals may include, for example, license renewal,

7



comuni cations link 30, and is comunicatively coupled to nenory 33 via 10
comuni cations link 32. Enbedded authentication system (EAS) 60 is

comuni catively coupled to communi cations interface 50 via electrical path
74, is commwi wed/ioraad y coupl ed to i mage recordi ng uni tPOrASEN04/¢12884 54 vi a

el ectrical path 78, and is communicatively coupled to secret storage nodul e
58 via electrical path 80. Enbedded processor 52 is used as a general

controller fomagm@b@iﬂempmmﬁg andifuppin deth serpawbictufinog. Borammhple, Whﬁncont r ol

E)Bgr Lteleglnngf O%‘rel A %a%leggasaggf%uk%c@ﬂ%‘&?ﬂtﬁ%fg%@ﬂr&temozg&%a%@r ecei ved

from i magi ng supplyeitenB 86 hEAS ré@rve sinmomtfaf goeging substancentncacepnimodafs| lice®8, or
alternatively_is r nto A%l C n t ation
code, such asreém?[régglge%%%ﬁ% ?'ie%eé"f Shw%%d%&gﬁww&%l%gé‘ eSE{“{ %stor ed in
menory 33 &f &UpRngry BZEmlﬂﬁ.q@Iydxtér@ 26 e he @npire o ebserve Canubthefhinagmki on
algorlthm suc s are of nessage . a enti.cation algorithm
used for @'P l?f 351 Pﬁf@ﬁ@e@?@%@%@é%@%r@?f@ t the

r enewal of Slﬁipslxmplé@mr&ﬁemﬁ&gahﬂmghgaﬁsmﬂd@sﬁﬁﬂhﬁéfmlﬁﬂeml% dtidicker i fyi ng
code, e.g., &gxger. esq bglmaln device 12 is the sane as the

aut hentlcatloﬁ‘m(?(? ) é“lgge was stored in nmenory 33 during the
renewal of supply Figean3b.a ﬂdi\@dhaﬁfbﬁ 2l gnediprov@s of dué hedeciz 6l mdilivdrofl se, the
renewal \/\/2@ not . aut hori zed. | er to verlf each MAC as thentlc

i magi ng de\j c & 3 SRR e %@E’P@?G‘P I6fe ThisgeriaRcs Fith the RIgEte ' ysed

I n gener ati ngnvelenMAC. For exarrpl e, if supply item 26 supports t he storage
of two MACs, MAC ,and t hen i devi.ce 12 w contain, ln secret
otorage 30 modul 6 ABAERS IG5 orrEnsh. Breh s SHRRLY Seiclt. SMREBIIER! 1 8nond! ng
respectively %@ﬁ@@fcrm&]a@hlﬁ/&%ﬁg%\b&l\zerlfled The type of renewal of
supply item 2 e on whet her supply.. item 26 S .subj ec

| i cense. Types of é&ﬁ@ﬁg{}g ?‘rg W&?&W@ﬁ@%%ﬁ@“@ﬂ@ ds §R0fTa 7 WO
2004/ 102311(3f P& el 6,44 ﬁSRB%me@ﬁ dadlice Lmaﬁ@mwrerdemoeaﬁoﬁhn?gagaﬁﬁo@uppl y

i tem r emanuf agt uLi n en vai |l a i magi ng
substance is cc?é g{?' Efnfz‘seu%%ﬁﬁgfﬂ“%“ “Fﬁﬁygﬁgéﬁ'?‘gﬁgm’nsﬁﬁpkﬁrﬁyem 26 has
a reserve arrmbatstomﬂ itieigibe gotad) hetvewer, ehat the Axgiporivdalf thelpseandosandort eupplyal s, the

i cense. can b,/ eheEgh Shoutl S APy S i1 P o5 e S 20°

values, such as for example, times T1 and T2.

20 At step S104, the usage of supply item 26 is monitored. For example, where
supply item 26 is an ink jet printhead cartridge PH, usage of ink from the ink jet
printhead cartridge PH can be monitored by counting the number of ink drops gjected
from the printhead, which may for example occur by counting the number of actuations
of ink expelling elements, or the number of drops commanded to be expelled by the

25 imaging data. Such a drop count may be compensated to account for such factors as, for
example, ink evaporation, temperature variations, humidity variations, etc.

At step 5106, it is determined whether supply item 26 has been used to an extent
to reach a predefined usage threshold. In practice, several usage thresholds may be
defined, wherein upon reaching a subsequent threshold, another bit of usage array 1 or

30 usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
to signify the attainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply
subtracting the usage data from the initial supply amount stored in location 40-3 of

8



5in nmenory 33. If supply item 26 does not contain a reserve anount of

I mging substance, supply item 26 can be refilled or remanufactured for
continued use, such as for exanple, by replenishing the inmaging substance
supply of summaodifossao 26, at which tinme a MAC will be wtrassdssinssgenory 33.
Fig. 4Ais a flowhart of a general process of one aspect of a method of 10
aut henticating a consunable used in an i magi ng device, in accordance with

the present pieéAN33 eNsuphly ifnt 6.5 UHE of Ahe rodefited teeshsidy; MoReves Uil Be i t em 26,
having nenory 33 is provided for stallat n in i |r‘1/g“éa(;iD vice.12. At step
5102, a pseudeugnaied o be Syeshold; gy ﬁ’?‘?f“?’ ﬁ'ﬁ’d‘g fAgiRgd, 15

for exanple, 'Ham&n%l&sﬁe%nqwmmgmcfeacmgﬂﬂ@mm mep@éme&mmdsv@atlon 42-1
of menmory 33 of supply item?26. A's ot her é1 rrrat \%&F‘gsltlma
i nfor mati on, 184 & contying,menitorag a3ags efjsupply i ‘ie’éd( 9, {hat the

fixed porti o%equogeg d&&!d@@stéﬂl@@m supply itemi dent i fi ed nunber | s
pre-stored during rranuf acturing, as well as sope ot heru]@3 %49]‘ such

as for exanple, tAhie® ﬁosaﬁ‘H’Pﬁ?ZﬁeﬂEé‘s may be genewed 4 As sfated Iy item

26 is moni t ohgldyalRAT sufpld M6 medeﬁmd%ﬁk%ethbﬁiﬂp?@ itef mwme@t topr i nt head
cartrldge PH, usage of 1nk fromthe jnk ﬂij ri nt.head cartrl e Fcan be
moni t or ed by licenseit Fasgxampmle, 4w g of e deplgtedisupply OQPMBW c?ar‘ nt head,

whi ch may forslr@yam&ez@ﬁcwenm ﬁl@%?ﬁl?gteinh% METRQEsetle Bfdudbf of ink

expelling ele or the nunb rops commanded to be expelled by the
25 i magi n§ daﬂlastm%@wc@m@ptedm% rengRyaly dheclinenis ran be enewed At tinger such

factors as, far, uthéiﬁ@éﬂ%%odé Rich GY 2 Biksadd Afbend@AREEGRE mcy&&m& bigipBed humi dity

variations, etc. At st 5106, 1t is determ ned whether supply item 26 has
been used to famst@mgeelntmmm Bdack wpnly demi20:iogs 1e Rgaiai i wagNvs amounhobr act i ce,

sever al usag%%@ﬁgagﬁt 2, 1P ﬁm%feaﬂqﬂ wﬂé%ea%ﬁm&dreecsucﬂwfoﬁubsequent

t hreshol d, anot e array 2, stored in

e array or 30 usa
| ocati ons 42-e3ample Wﬂe@#hmaet%emya% sqbeéqse@w%pgsupdanten@@ein either s gnl fy
the attai fS'TE Ex gf'e:één E‘o’f’ﬁraliﬁfauﬂim&on%ﬂdeeﬁﬂl' 1? Qeﬂe{@ﬁ @%

c
remai ni ng ava magi substance in supply 6 may be
sinply subt igex36wpsepborizsdge data fromthe | n| tial suppl y anount stored I n

ocation 40-3 of @.\4@@9%&9&@3@& Bl /5ROR4 B 1A aspect of & method of

authenticating a consumable used in an imaging device, in accordance with the present
nvention.

20 At step S150, there is provided a consumable, such ag supply item 26, provided
with memory 33 that has an authentication code, such as a MAC, stored therein. The
authentication code signifies a renewal of the consumable, such as that described above
with respect to Fig. 4A. Supply item 26 may be an ink jet printhead cartridge PH with
memory 33 attached to ink jet printhead cartridge PH, e.g., wherein memory 33 is

25 integral with printhead 29 of ink jet printhead cartridge PH.

At step 8152, imaging device 12 generates a verifying code based on a secret
located in the imaging device 12 and information stored in memory 33 of the
consumable, e.g., supply item 26. In a preferred implementation of the invention, the
authentication code and the verifying code are generated independently using the same

30 algorithm, such as a bashing algorithm. The information stored in memory 33 may
include, for example, the pseudo-random identification number of supply item 26 and
time parameters (e.g., TO, T1 and T2). The psendo-random identification number may



menory 33 of supply item 26. One of the predefined thresholds, however, wll
be designated as the threshold at which the anobunt of remaining avail able

i magi ng substance has been depleted. Prior to reaching this threshold, the
process retur YEO/RHY 104 to continuing nonitoring usEFESYO4RAMAl y item
26. Upon reaching this threshold, 5 the process proceeds to step 5108. At
step S108, supply item 26 may be renewed. As stated above, the type of

renewal of sups genératedibynaging| deviee &l guchyme throwghiayandonygeperation: rroeesss alms
subject 10 || GG SnaaliBon D AiHlyiterd 25 Y iR luedilieodlep] et ed supply of
, S

avai | abl e i maging substance, Tt supply 1rtem26 is licensed and supply item
26 has a reserve ambstep U964, imagingglevice £ parenaresdhe suthantieatinn ¢odecstored émse

Such as 2 mossaBEHIB AT SPIAHE B Sl S T A2cBHE R 0L Po0e

in menory 33. defievalippd apthotizadh 26 does not contain a reserve ampunt of

i magi ng substance, ,supplytem 26 can b . t) u&& s such as
for exanple, by ré%lsgeﬁi és/ll’?fshg i ﬁ"gf I ‘°é‘i vﬁ%éﬂ%ﬁ%%é?%%eéﬁgaﬁ%%@&o supp t’S/ item
26. I n either Yehficaioecodehe presence of a valid authentication code will

signify that the r f . Mie j%%ﬁ i ] s a
flowchart of a genzfglp@%‘r‘@gtes gif%é%gphéﬂf%gosc\é% 0 35 nstéf%%%f%rgere it
aut hent i cat i ngindicatedts tinealskrethat skecauthentivationd dlierognsimable,cs .. supply dem @6rbee wi t h
t he presen [ L N t. | 50, . IS 1PA.QV] : bl e,
such as sutﬁl)%l y&?{ﬁ gsﬁsh&ggn 0%%5%5%6?&1@?%6&%6%&? 5%?%@%1?%%%%%%2%??0 ation
code, such as tkduA@ich st S edariple rbyi advisiig the vaertth @cuire at aathorgzodi ecpbicemmint | es a
renewal of the 1 hat ' . W t to
o, an, " Suppl Y NODH G 0"t it o P iacEE P gl Lol RREAE
menory 33 att adhstated abovekhe rhewat bithe esnsurcabie maydtepe foPlelxanpley a rephdnéshing of menor y
33 is 25 inte W rint hgad 29 .of. | et _nprin a tri PH At
step 8152, i magl:’ %g&gé&g@n&ezw elﬁél} %@%lg 1t§mLEe8r4rP§ naralcé)f](}}chggg%usgnsggﬁg ecr et
| ocat ed i nlf heitéemn®Fi ng device 12 and information stored in nmenory 33 of the
consumabl e, e.g., Ly J.t 28 . ef erred i npl ntakd on of. .t he
I nvention, the autsl'ﬁglﬁtr%giélﬂf O @égésnﬁ%%%%rg%? ?rpﬁsgt%gsgeaﬁg? gﬂ&‘shté? at ed
i ndependent | y indicatgd tohthe ssemthaB theabithaniatitmhas pashd. al dthdnasindsnif tied goewal hm  The
dent i cati on iRy OBl focid sl aenigle. [O7 ©xarPle, (he peeudorrandom
Exemplary processes for generating a MAC suitable for use as the authentication
20 code or verifying code are described below with respect to Figs. 5 and 6. The MAC
generation processes of Figs. 5 and 6 utilize a keyed hashed message authentication
coded (HMAC) protocol. A hash function is & one-way fimction such that it is
computationally unfeasible to construct the input given a particular output. The output
of the hash function may be pseudorandom such that if one bit of the input changes,
25  there is a 50% probability that each bit of the output will change. One example of a
hashing algorithm is commonly referred to as the Secure Hash Algorithm (SHA-1).
This algorithm is specified by the Federal Information Standards Publication 180-1,
which is incorporated herein by reference, and is available through
the Internet at http://www.itl.nist.gov/fipspubs/fipl80-1.htm, or
30  bttp://csre.nist.gov/publications/fips/fipst 80-2/fipsi80-2.pdf.
The generation of MACI, also referred to herein as Key2a, to complete a first
renewal of supply item 26 will now be described with respect to Fig, 5. While the

example of Fig. 5 is described for convenience with supply item 26 being ink jet
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time paraneters (e.g., TO TI and T2). The pseudo-random identification
nunmber may 9 WO 2004/ 102310 PCTI US2004/ 012884 be generated by i nmagi ng
device 12, such as through a random generation process, at a tine of
installationv204pgdly item 26 in imagi ng device 12. AtPG/eg0WE/0R4E84 | nagi ng
device 12 conpares the authentication code stored in nenory 33 with the
verifying code generated at step S152 to determ ne whether the 5 renewal
was aut hori zesfinthésd ettedgeFIh Gosé slqlledmmeatwﬂmgwmmh'ethe priocessiofHigtib cat i on

code mat ches t,h ver.fi n I ) the
process proceagﬁ"g bllotgs € &géfﬁ g’qgemlsta{d/é mgl cat ££ g&ﬁﬁleétﬁ%&t%at th

aut henti cat i mnﬁérstoﬁht&m&mhﬂmomwgh particyls| varighlesris @@mpless and may be passed
In other word

p action is
t aken, such a 5?88@‘ ﬁgﬁ%eg%#ﬁrﬁg\% Q’H c?&qggciaﬁl %ggiﬁlisgﬁt%ﬁorl zed
repl aceneng drﬂerstsoq)ﬁiaythet sameZEngmbnp@lsetdi wggmerdiiestm M@tfoumpwﬂmfethc ace 22 or
at display 16 of enRlpe Ubedt umabl e
may be, for e"‘i?gi’f’f)rpgﬁ’e re"BP@f%. E&wgﬁuﬁd% &9 X%stanceisupg@ in
supply item 2&viee 1:aandémémll4ufgeaerhmmhs'@n gméems?pﬂ@ec&lﬁpmdewmr; If the
result at st ff.Where it is
I ndi cat ed toe%glsgog%drlﬁﬁeét%}f%e au gﬁ?@g@ﬁ?ﬁﬁqﬁ asseg&sﬁ% ot her words, if
the renewal was a&jtsﬂepv$%édnd82ﬁ2mtmﬂﬂmmined)whﬂherrﬂ@mh)etpmmtb@é@artﬁgenpl ary
processes ener at| sui table f h a
code or véélf ’5‘8’3?8 C‘Iﬁ‘ﬂ HeE l%? S%ﬁ\#? ﬁrpégl%ﬁ@gﬁ% c%&&d@% ?fand 6.
The MAC genedoafsbolﬂespstepsmmea&iydipgﬂedﬁcavedoﬁenmkiypae a keyed hashed
nmessage aut henticatio code C) prot coI A, has nctlon one- way
function such that P %WSB%M egﬁ’ly Wn%grs?%loé%{?ygﬁ?&t? %eg?he i nput
gi ven a part i $2042$206 0k Sm&asiﬁbeﬁom Witisecrebss s¢lbned) desipnitodas $M formgnob8D

pseudor andom i t. of .the input changes, 25 there is a 50%
probability t% Poq%“@ﬁaﬁflng Iﬁ%‘”ﬁ‘ﬂ ut will change. One exanple of a

hashi ng ali§orit hmAls atoste8R210, rae3Bbit edbret @S scotrhapoftiting) tee MAGHH (Kéyga)r ist hm
(SHA-1). Thigs,algorithmis specified by the Federal Information Standards
Publication 180-"T," which is incorporated herein by reference, and is

avai | abl e t hrough At step S212, a 64 bit secret is created by concatenating secret Sa with one of

secrets SM, SD or SP.
At steps S214, various parameters stored in memory 33 of ink jet printhead

20  cartridge PH are retrieved. In this example, step S214-1 retrieves the 3-bit time
parameter TO, step S214-2 retrieves the 3-bit time parameter T1, step S214-3 refrieves
the 3-bit time parameter T2, step S214-4 retrieves the 4-bit ID1 from location 40-1, step
S214-5 retrieves the 4-bit ID2 from location 40-2, and step $214-6 retrieves the 32-bit
pseudo-random ID (Keyl) from location 42-1.

25 At step S216, the 64-bit secret from step S212 is concatenated with the
parameters retrieved in steps S214 from memory 33 of ink jet printhead cartridge PH to
form a 115-bit output.

At step S218, the 115-bit output from step S216 will be processed using a SHA-
‘1 algorithm to generate a 160-bit output digest.

30 At step S220, the 64-bit secret generated at step S212 is concatenated with the
160-bit output digest of step S218 to form a 224-bit input to step $220, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.
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the Internet at http://ww.itl.nist.gov/fipspubs/fipl80-1.htm or 30
http:/1csre.nist.gov/publications/fips/fipsl80-2/fipsl80-2.pdf. The
generation of MALI, also referred to herein as Key2a, to conplete a first
renewal of suBBRMALE 26 will now be described with reBfHER0MQUEMy 5.
Wiile the exanple of Fig. 5 is described for convenience with supply item
26 being ink jet 10 WD 2004/102310 PCT/ U$S2004/ 012584 rinthead cartridge
PH, those skill ed Thus:dprexample,for the praecsyfi g Sithoonah siep wgmaﬂ%. 5is

adaptabl e 10 @ inf¥iIC TarRtides URP! te | foMRerdRel We GORALIEBR! 431 W SSHAT ef erence

to specific nunbers of bits used in association wth particular variables
i s exenpl ary, (SameSDrFHAK ey D2 $TU+THHEDIEDE Santpadi¥spadh conbereini nts of a

particul ar system Also, it is. to.be 5 under at .t he sane a%l orithm

used to generate , e.d., y item
’ b rprerei conegiendiohoma” 0t 8 B SR ABbubRdo R pd”)

26, print h@adimparts bé § 9E2-bitinpet] d SHAANthe SHASkalgdrithmunagi ng  device 12 and/ or

host 14 in generatjng t veriftying.c JVMAC t o Db r with the MAC

stored in nenory t&%’ @2?1%?%“3%?%%%93@"8@%@%@%’&’ gjganhs?ﬂnabl e. At

st eps S200 and2-32QRich miill bs debetiladrin med: ddtal bedow whith resphet jte FigpF, is tubedlad

cartridge 10 | } ae @:£0l trisglge, or a

col or pignent re@?gﬁ%ﬁﬁ&@ﬁ%ﬁﬂf@%%%é@{eﬁ? %Hgglgpleﬁpptgf%%nﬂé?z%i e%g'xpanded to

cover other ink tyfesep 924l &gt MAGH is shered inlmemaopelocation 44-1madig. 2odfor dye or

col or pigngnt, at eps ., .S5204 20 Yol 208 a specific 32 bit secret is

sel ected, desi p:%“&%%%ﬂ’%ﬁ%’gﬁ "for color dye, and SP for color

E)i gmen';. 15 Al Iso alo stcommbdate a sacoﬁafalietaral&ﬁcsupplyGﬁm)z&@rgr,eﬂpmgﬁmgeaﬂo MAC

Key2a) is selecte t ste 12, a.64 hit_secret is t

concat enati ng °§r§l’¥%?Héﬁe Rﬁ"f‘f‘?g Bﬁégéf‘myéﬁﬁegt tsrhgﬁﬁne’éﬁmo‘?fw&ﬁ" 5"%'@ 3214,

various paraned @esinSdsaKadb,i 0 daipleteya 3eosd rdndwalj &t supply ritehe 26l wilkdowavet r i dge PH

are retri eved.d I etdh‘ié@aexa | e, .stép %}4%{ etriﬁ'\;e Ithi?écEi t. gdrg

par aneter TO, gs[cg‘b 5 -I?p%ttf’il:é%e t Nt By gxapmp °ff)§’|ga sepiped d4Ton 5214-3

retrieves 15t heoBrehiedcetwitliesuply ftef 26 beidg inkSttapinthdddleadiridgd PH, ethiess skilled i- bi t | DI

and st op S214% FEIAT 60 12 e GO R b PR SHR oF RERM ocat i on
42-1. items and/or consumables. Also, reference to specific numbers of bits used in
association with particular variables is exemplary, and may be changed to accommodate
the design constraints of a particular system. Also, it is to be understood that the same
20  algorithm used generate the MAC for renewal of the consumable, e.g., supply item 26,
printhead cartridge PH, etc., can be used by imaging device 12 in genmerating the
verifying MAC o be compared with the MAC stored in memory 33 to verify the
authenticity of the renewed consumable.
At steps S300 and 8302, it is determined whether the ink jet printhead cartridge
25 PH is a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types.
Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
S304, 3306 or 8308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.
30 Also, at step S310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.
At step 8312, a 64 bit secret is created by concatenating secret Sb with one of
secrets SM, SD or SP.
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25 At step 5216, the 64-bit secret fromstep 5212 is concatenated with the
paraneters retrieved in steps S214 fromnenory 33 of ink jet printhead
cartridge PHto forma 115-bit output. At step 5218, the 115-bit output
from step S2We e4lib23lie processed using a SHA- | al gori telomusmogasess at e a
160-bit output digest. 30 At step 5220, the 64-bit secret generated at step
5212 is concatenated with the 160-bit output digest of step S218 to forma

224-bit input to At sepdEAQ, vmgmhﬁetwrsfbré@m ﬁéﬁ&?sﬁe&fﬂﬁla ritheldh- 1
al gorithmto generate a second 160- bi tﬂ#t put g est 4/ 102310

PCT/ US2004/ 0 £aeiysige P gte retagvedy Anfhig exgmpple, §igp 57 ’e§"sm‘r'3’ !S'ﬂ*ﬁough step

S220, assum %ﬁa@p*rorslt_ﬁymwr%%eme%ﬁ tithél gararh@iér T1 8teh lsaxszr-s' Feieegl the
pseudo- code wil |

( Sa* * SD* * SHA(thes3bit timpyparameton F2y step §3 istricvgsthectsbit I from Jogation 40rieften n  » +»

represent s C%?@E%ﬂ%@% 4BRE: ﬁ%mtiﬁ@&aﬁdh 4d323 143':&@15%&%9 320uit ncr ease
the 5 input bit input, and HA- 1 al gorl thm At step

5222, a nask Psaerndem I@ZKBYI'[) ﬁa@é%@&“&n’dm qt@ %lkéme‘feﬁ &1 150t 42-1,

whi ch wil | b%@gﬁbﬁ@&ahéhmfe detail below with respect to Fig. 7 I's used
to reduce t he 160-bit out put dlgest of step S220 to 18 bits to form MACI

(i.e., Key2a). AtAststp %321@1 the AEbit gegpt frmciten $34 é’r&?ﬁcﬁtﬁnﬁ@nﬂty thecation
481 (see Fi qmﬁl)etepsfremé&driﬁ&eﬁsm%ﬁ%me&w ﬁtofﬂﬂdj&tphﬁﬁgad%‘tﬁ& gge PH. To

accomodat e a second renewal supply item 26 Y Jet pr| nt head
cartridgel®H, theArgﬁteeﬁw,wlﬁ “bit OWpu AL EED 36 Wi WWH%%% BA- Mac2,

al so referred 5iRieicSeRerits a {EYEP agedtpl ete a second renewal of suppl y
item 26 w | %v 0Séescrlt%ed V\n?%tﬁ&r?es ect to F|ﬁ26 Wil e the exanpl e of

Fig. 6is descr| bé&ﬂ%&%@@oﬁi‘v‘é‘rﬁ%ﬁt@%ﬁ%%ﬂﬁw i1y eqncatenatediwith thek | et
pri nt head carﬁsbibﬂg&ltﬁﬁofts!ep%lm kdnﬁda bFu-bit 'pruﬁfot stédd sizor %ﬁﬂ%%&n J;at the

process of Fig. I's ad gﬂé e to other types of supp em; an
consumabl es. W@@ﬁedme% d Agorithptiegeneminsependsl 60-brt igpiput

associatign with bfr ek Mipld] AriRiPhGRss of FRRX 6 BRd g anged to
accomodate the gggsltgn co stral{lnts ofsagg;(trtlc gtfpsi@fem a%lt Is to

be under st oodpringhged t ¢aetridgarefop othey| gpemidt mmewsledh@menthcedQ teilivke SHA r eneval
of the consung #*%M&sﬁ%x@fﬂ%?’**tézer@kééa*%ﬂﬂwﬁzmsﬁ@iéﬂ*%ﬂft*E’ina, etc., can

be used by i magi ng dévi 2°1n gener
wherein “##” represents concatenation, “pad" is used in the SHA-1 algorithm to

increase the input to the SHA-1 algorithm to a 512-bit input, and SHA is the SHA-1
20  atgorithm. '
At step 8322, a mask using the 32-bit pseudo-random ID (Keyl) from location
42-1, which will be described in more detail below with respect to Fig, 7, is used to
reduce the 160-bit output digest of step 5320 to 18 bits to form MAC2 (i.e., Key2b).
At step §324, the 18-bit MAC2 is stored in memory location 44-2 (see Fig. 2) of
25 memory 33 of ink jet printhead cartridge PH.
In order to generate a verifying MAC, for example, the same process described
above is used, wherein the EAS 60 residing in ASIC 28 of imaging device 12 accesses a
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
30 random identification number of location 42-1; time values T0, T1 and T2 of locations
42-2, 42-3 and 42-4, which EAS 60 can then use to generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in
memory 33 to determine the authenticity of the consumable. For example, if the
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verifying MAC to be conpared with the MAC stored in nenory 33 to verify the
authenticity of the renewed consumable. At steps S300 and 5302, it is
determ ned whether the ink jet printhead cartridge 25 PHis a nonochrone
cartridge, a Wwokw#10dsze cartridge, or a color pignment carQnusdeenizgt course,
t hese steps can be easily expanded to cover other ink types. Dependi ng upon
the ink type, e.g., nono, color dye or color pignent, at steps S304, S306
or 5308 a spemfshngmmécpla]smemdﬁsehﬁlcést@mﬁinmmWﬁattm&tbsmﬁmm@ie, nono, SD

for col or dye P at step S310, a 32-bit
secret (Sh) c%$T g%?%‘k%é &%%%h%%sa ected. At step 5312, a 64
bi tSliecr1 (23t V\Fosécr %a:lfg ?%wsggﬁﬁzgmm?%?m&tﬁbtﬂmmngmuﬁw abeeratt s SM SD
or : ste ri,Qus
paranmeters st i ilgmg gensraly fhg o cny ?rfsaag

retrieved. 5l nnﬁdibeﬁhﬁm@@ﬁl@t mﬁﬁbepoﬁﬁ&,éleg’l, guel 49 £160ebit digesboumiit, th |arsecond)ar anet er
TO, step 5314: 2 retr es the 3-bit. ti par anet.er. Tl te 314 CE‘» retrieves
Che 3 <bic ti ek QiEbeE bEing bsecitd ey AT Py 1 LOHLMAR Xy T8 SFpTs.  opn

| ocati on 40- 1'she:immber50f$&iéfﬂielﬁﬁtbinm\yammbérasgrebﬂeﬁthMehummidﬂ‘bitmoﬁmbon 40- 2,

step S314-6 retrigves theti 32-bit pseudo-random I D (Keyl) froml ocation
42-1, and stef?“ﬁﬁ’ BP9%ves the 18-bit Key2a (MACI) from|location 44-1.

At step 5316, the ﬁgstépl 34008 k&, sﬁd:ca]gmmyr;ns ﬂ%ﬁd:ltg.t ﬁ?srmm?(rdnﬁmb& off tits tge
pararreter re r1 ed in sieps ro of .in t printhea
cartri dge éﬁl"élm B bl'@é’ glgh%’/ nP*“B?ﬁtgttt‘ﬂJ 3(9?%“%{3
processed USI feeabghbﬁthoﬁt aaﬂeﬁemuérhmﬂeﬁan@;ﬁe]@mé &yaaslﬁomtb,l thelﬂta)ﬂixﬁdeduagest

step 5320, th 64 b|t secr eper at_e 5312 I S goncat enat W|th the
160 bit out put? Bf>- spEpress ”‘J" g{e%ldsﬁggbﬂl bR Fofrespgn tg% ich in

turn is proceasen siplyigenf I s l@aiontd2m ih@nmses:at wmamﬁ&ﬁmlddgkecﬁ- bi t
CULPUL 01 9050 0 b ol Sl B e, ARSI 52080 s bt G107
pseudo- codé whdve sixeeen Sines”, Whiréit SelsixtetitAne’\hay bl Dsell a¥ the bakisfsefme ahikO * T 1
" T2 S S pad) 'Pep%)zmz the first binary number is divided into a plurality of groups of bits.
The number of the plurality of groups is equal to the number of bits of the key. Each of
the groups has a number of bits equal to the quotient. In the present example, the 160-
bit digest output is divided into 32 groups of 5 bits.
20 At step 3404, each bit of the key is comelated to one group of the plurality of
groups of bits of the first binary number. For example, this means that each bit of Keyl
(32 bits) has a possibility of lining up with five bits of the 160-bit digest output. For
example, bit zero of Keyl will line up with bits 0-4 of the digest output, bit one of Keyl
will line up with bits 5-9 of the digest output, bit two of Keyl will line up with bits 10-
~ 25 14 of the digest, etc.
At step 8406, the method selects from the plurality of groups of bits of the first
binary number each group having a corresponding key bit having a predetermined
binary state. The predetermined binary state is one of a binary one (1) and a binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in
30 the key, the corresponding group of five bits from the first number is selected. Thus, for

example, assuming a 32-bit key, and assuming that there were 16 “ocnes” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the
second number.
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wherein "**" represents concatenation, "pad" is used in the SHA-1 algorithm
to increase the input to the SHA-1 algorithmto a 512-bit input, and SHA is
the SHA-1 20 algorithm At step 5322, a mask using the 32-bit
pseudo-randomwd 20444@3s9 from | ocation 42-1, which will ferdapsiheagd in nore
detail below with respect to Fig. 7, is used to reduce the 160-bit output
di gest of step S320 to 18 bits to form MAC2 (i.e., Key2b). At step 5324, the

1;3 bl{( MACZ i's SLRfﬁQ) S@S”&Wo&b%?‘o@ﬁgﬂ&ié&t&dmﬂﬂfﬁm ﬁ)seleéwdf %ﬁ%& y ?3
of ink jet print cartri dge n or er enerate a verifying or
exanpl e, the°§é‘n’8°‘g?‘i5‘€@%”s d"g @ tg 6%@@6{; D@Pﬁﬂt 68> ES 60
residing in ARG 38r eiaméﬂ@glmisdame@wbalda@&etswﬁeeﬁ allSPRroTithd B% RINg 1N
secret storage nodule 5 and accgsses .nenor ply.item26 to read

33 of su
the i nf or mat ERPPEV A4 ngtion |sgle?ttb@?f{e%¥w§9§ﬁxe§i§e$g§ ofa gopP-e 2 ¢ he
pseudo 30 sr a@&@mﬂaﬂn&&b&a& tn@gwaemﬂﬂe @fust Read siake FHodd fuhttith ivabses TO TI
and T2 of |ocati ons 42- whi ch LAS 6Q_.can then use to
gener at e t he T @q@@ntaﬁycmg@peﬁ% ﬁ@wﬂ)ﬁtbﬂ’éls’ﬁéﬁ'@ﬂ%t’%@” ?meElaﬁm'bEchonpar ed
to the respe@ﬁdaﬂ%a%@resdrowﬁltd ?m ¢TRRE140) Bﬁt’&vﬂlﬁiﬁtlﬁwﬁh@ Podsibaitpbf b i ity of
t he consunabl For exa g_ the 1 %@gﬁ{ %’(1)2310 PCT/ S2004/ 012884
verifying MA @ﬁ%ap%"etthpe if g‘B@é‘ihlgy‘?élpl\‘A 08505 i A spYcatgnated tadorm e
consumabl e,  €lefsta p‘éHﬁB'oYtﬂetsSdﬁhgﬁmmb%ﬁm%eﬂn‘ﬂﬁJéfainﬁﬂ ﬁ%l\b@(’lﬁ%%&ﬁ henti c.
Fig. 7 shows an exenplary method of generating the nask mentioned above at
step S22210f biff.g. 5 and S322 of Fig. 6. In general, the nethod converts a

first binary 5 n [ a
160- bi t di gest ouwevt&g\ééﬁ%g%oo&g{ el oA 16){8 dﬁ?} o, thén Ghe orTHHE bRS

b nar I n second nunber of
bits, e.g., aﬁfwm@ﬂtﬁr&tbmnweﬁ,ﬁgm%s%%&%léﬂemb@ﬁeleﬁ@dwg@mﬂmﬁrmm@rm t he

first binary i I e}a!ﬂﬁ d:ﬁ‘éﬁfnd bi nary
nunber. At stnggﬁ%i%r oBucd cﬁﬁfoﬁsughhhﬁggwi%nwwgmﬁéfl ne %‘?&n as hird
nunber of bi ttbmu@dhelmw@naﬂrecesmtwmglm indhis example; theftwe pdditioprbits bt § i r st

bi nary nu@eranaenﬁw)%@beg% in3hjencrifH FHIEE B tholfel DD i/ RTBERIAC. P00

exanple, I f the key has bits, then 160 di vi ded previously
stated, Key | is Zngfilpvingisansarmpley pesiomde fy mﬁmﬁ@nsﬂmmhodroéﬁmom suppl y

item I D, storgg, Al bovak iR 6dBn dighshio R MAC, W t hout knowl edge of

For bits 0 through 15 of MAC:
HD =HMAC Digest ‘
Letj=0
Leti=0to 31
25 IfbitiofKeyl=1
Bit j of MAC = the value of HD bit (5%(bit i of Keyl+1) - Keyl mod 4-1)
=1
End
For bits 16 and 17 of MAC:
30 Bit 16 of MAC =bit 150 of HD
Bit 17 of MAC = bit 5 off HD.
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Keyl, the output of the mask cannot be predicted. Keyl (32 bits) may be
defined to 15 have sixteen "ones", wherein the sixteen "ones" may be used as
the basis for_the mask. At step S402, the first binary nunber is divided
into a plural MOMBEBWups of bits. The nunmber of the BELERM4{0288 gr oups
is equal to the nunber of bits of the key. Each of the groups has a nunber
of bits equal to the quotient. In the present exanple, the 160- bit digest

output is divided Imagiag 3levige 327l grads mempry. lopgions 44tlepr Skd40 detesningit of t he

key is correl { I AY hi.ts,0f the
first binary ﬁhﬁg%r. {c%%t %)%%#gef ‘Eeb],;m,t‘ﬂ?%eerrgglr?#gé %shag%ggﬁﬁg% tg%n I%g%]?g (32
bits) has a pdevidedi wil gttenfpt toi validste theMWCivalugi ve bits of the 160-bit di gest

i gest out put - b P i in SimoiSE nahack il ot e Wrbiiof birbedpch ] 12
out put, bif tthe wéthideydf Figd. |5 hidn6 tesomviettithty 1681t Gutpat dipast of thhdMihGest, etc.
AL step 8406’oé}%%gﬂﬁf@%gﬁ%aﬁﬁkﬁhﬁtﬁﬁf@lk-*ﬁﬁvﬁh@&ﬁhéif%(%bﬁé%ﬁxﬂ%ﬁtS of the

first binary er each group having a correspondi ng ng a
pr edet er m ned33,lsughas gt ape af locativhsetdpl-and dé-@r ni ned binary state is one of a

bi nary one (1) andggabf ¢ ol epuﬁfmﬁ t m ned
binary state is o@%@ﬁm@fhgsrb%géﬁ onea%%aﬁqyr? 12%&%@@?’%‘&&
cor r espondi nginyemigp ceti bé furtheronodifiddrwithin the spirit end scopded thisdlisclobwret s Thus,

1 the 3o0pr; ABEHIShIR aiefe bk o oR P SHILOR, balor iiEIGACRP RS OnCH
It; ICEI'/S UfS (2) (r) . z /s 8 1merg19neslaz :Itmgpnerhlagh.leipbm rii:hrhhamhésra;?pl_ioaﬁm mm;dltomvgos?hd o
ﬁ%%fag %recﬁ‘éQt d:sc%gl,}rk & @Q]?&S}P;kﬁovﬁr{ &@uﬁgzg%ﬁgécﬁ& 1§ group

of bits is se ase na no unction orm at portion of

t he second bi Ewerayt towiiehthis invention péreains ledowhikly fallewithinpthe Jimits oftt6 afipemdedi on woul d
sel ect betweep,ald five of the bits in a group, and a nod4 function woul d
sel ect between tour of the five bits of a group. In 5 sone inplenentations
it may be desirable to use nobd4 since a nod4 function is nmuch nore
efficient on a mcroprocessor. However, by using nod4, in this exanple this
will nean that there are 32 bits (out of the 160) that will not have the
possibility of being chosen. Once the bit fromeach group is chosen, then
the bits are concatenated to form at |east a portion of the second binary
nunber. In this exanple, the MAC now has 16
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10 bits. If, however, a nunber of bits greater than 16 is desired, then one
or nore bits fromthe first binary nunber, e.g., bits 5 and 150, can be
selected fromthe first binary nunber for concatenation with the portion of
‘the second nunber generated directly through the nasking process.
~Accordin i i e, the two addition bits (bit 5 15 and bit 150)
can be ugﬁét?ﬁgﬂiméﬁﬁwth the 16 masked bits to forman 18-bit MAC
The following is an exenplary pseudo code for inplenenting the nethod of
Fig. 7, so as to convert the 160-bit digest to the 18-bit MAC. 20 For bits
O through 15 of MACC HD = HVAC Digest Letj=0 Let i =0 to 31 25 If bit i
of Key! =Il Bi tA metfod\iGuthehtieativg lawenoimati luving Hinehioty andfiseléybrt] ) - Keyl
nod 4- 1) j=i+l End For bits 16 and 17 of MAC. 30 Bit 16 of MAC = bit 150
of HD Bi ‘ina%ﬁxg%vi%@orn 5 off HD. 15 WD 2004/ 102310 PCT/ US2004/ 012884

1)
| magi ng rea§ menory |l ocations 44-1 or 44-2 to deternne
whet her there is | east one t set. If there is at | east one bit

set, then i nadp‘?fﬂ%n&g\}'ﬂg@ O%fa’\ﬂncf’fls"gﬁ Mot to validate the MAC val ue, Thus,

for exanpl e, '&téﬁ%%%he&@ﬁsaﬁ@@&sﬁﬁhﬂ@%a?fea&lkft‘%i 4 Mg tr&hokBAnde used in 5
t he net hods of Figs to convert the 160-bit output di gest of the

HVAC oper at i dfiszd cmtsepmbl‘éﬂﬁ@ranhemﬂﬁusage threshoBl, then peafoumingf t he MAC to be
stored in nenory auch as_at one of locations 44-1 and 44-2. Wile this
i nvention has rﬁ%eéﬁnﬂé%’ COBYIRE: having a preferred design, the present

| nventi on_ can et B uBfichtiicote!softy kG aRehding 0f sA8 €BufHabld by

di scl osure.
storing said authentication code in said memory.

2. The method of claim 1, wherein said renewing of said consumable comprises at least
one of a replenishing of an imaging substance supply in said consumable and a renewal of a

license to use said consumable.

3. The method of claim 1, wherein said authentication code is generated using an HMAC
protocol.
4, The method of claim 1, wherein said consumable is an ink jet printhead cartridge and

said memory is attached to said ink jet printhead cartridge.

5. The method of claim 1, wherein said memory is integral with a printhead of said
consumable.
6. The method of claim 1, wherein said usage threshold is associated with an exhaustion

of an available amount of imaging substance contained in said consumable.
7. A method of authenticating a consumable used in an imaging device, comprising:

providing said consumable with a memory having an authentication code stored

therein, said authentication code signifying a renewal of said consumable;
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10 application is therefore intended to cover any variations, uses, or
adaptations of the invention using its general principles. Further, this
application is intended to cover such departures fromthe present

di scl osure as cone within known or custonary practice in the art to which

~thisinvent|on ertains apd within the limts. of. th pended
lar s, 16, WARThOFESTE AR IECodE bast o AT \SrateAdh SrECI RO o Tim ) e
havi ng a:HEHH&tYo Acted RPLLid Prepibry bR BfhsGRNbIECndCONPY | STNg: moNi foring usage
of said consumalgl determ ni néy whet her sai d consunmabl e has reached a usage

t hr eshol d; anctormpanmauﬂ avmstinathineotawith sad edymgicodats defermine sdbtheikaid hen

perform ng: enew id consumabl e; generating an aut henticati on code
si gni fyi rfg“eé‘fi‘ﬁﬂfa? %‘HQ&P?@ of said consumable; and storing said

aut hentication code in said nenory. 2. The nethod of claim1l1, wherein said
renewi ng of said consunmabl e conprises at |east one of a replenishing of an
i magi ng sfibst dmeenshgpdficlaim B aiisereionaid raiewal afishidicomsumable cofnpaised at deasise t o
use said consumable. 3. The nethod of claim]l, wherein said authentication
code is gu®ef afe@épmﬁémsgo 21 IMREOE SEPsianse sYpPIvIn spitkeonsymabie ard a reieizhof anher ei n

said con I L printhead cartridge and said nenory is
attachedslk%&ls%at:g 5% je%%ll?iﬁnt head cartridge. 5. The method of claiml,

wherein said nenory is integral with a printhead of said consumable. 6. The
met hod of claim1, wherein said usage threshold is associated with an
exhaust i dh ofTharm@thad p&blaim ghohereinsaid mggineg sodssisageoeratednisingedashingai d
consumabl A nmet hod of authenticating a consunmabl e used in an inmagi ng
devi ce, I ng: providing said consumable with a nenory having an

aut henti catl on code stored therein, said authentication code signifying a
renewal of said consumable; 17 generating a verifying code based on a secret
| ocat ed i ). saiTheimathedaof e T, eviendn said authentication code and said verifying code are

generated independently using the same algorithm.

11.  The method of claim 7, wherein said consumable is an ink jet printhead cartridge and

said memory is attached to said ink jet printhead cartridge.

12.  The method of claim 7, wherein said memory is integral with a printhead of said
consumable.

13. The method of claim 7, wherein said information stored in said memory of said
consumable includes an identification number of said consumable, said identification number

including a predetermined number of binary ones and zeros.

14.  The method of claim 13, wherein said identification number is generated by said

imaging device at a time of installation of said consumable in said imaging device.

15.  The method of claim 7, wherein said information stored in said memory of said

consumable includes time parameters.
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~information stored in said nmenory of said consumabl e; and conparing said
aut hentication code with said verifying code to determ ne whet her said
renewal was authorized. 8. The nmethod of claim7, wherein said renewal of
sai d consumabl e conprises at |l east one of a replenishing of an imaging
substance_supply .in,sai d consumabl e and .a,renewal of a .license.to use said
consummbi6:  OR b B OGRS s AR PR S S BT P APd PGB dieoeie
gener at edeyisd BGmArdiashi ng algorithm 10. The nmethod of claim7, wherein
said authentication code and said verifying code are generated

i ndependent | ypersormgng hfirs serewal gfwaid ¢omsuridble;The net hod of claim 7, wherein
said consumable is, an 11E_nk jet printhead cartri dgei. and szii d nenory is
attached to s&fm§rating g fust githenfication code signHyimg s3id firsigenewalyald of ciaim 7,
wherein said i B ) ol ] foaSal umabl e. 13.
The net hod of Hgﬂgé Erﬁlé}?ir%%g@gflﬁéag\g?g&liﬁp %%ir?ar}%llagﬁgsﬁg?g Olﬂﬂmggﬁil menory of
said consunmable includes an identification nunber of said consumable, said

i dentification nunmber including a predeterm ned nunber of binary ones and
zeros. 147 Théhepethed ofelaimdpnwhereingpid fastreagyal of spid eonsupablesompiseedt | s

generate Y. i 'rmg!- I I 4 nsi el j
consumab egpﬁorﬁlgggglffp?emgl%%gé#g@pg &@t#ﬁg&ﬁgbh%gglg? u&ﬁ%’:lamlvgﬁdvai@rl%yar% sai d
i nf or mat KPR1isdmeE BPudeRaldotsuigaBE.yY of said consumabl e includes tine
paranmeters. 18 16. A nethod of authenticating a consunable having a nmenory

and used in an imaging device, conprising: performng a first renewal of

Fir st ronBual ThRHCRG 1o Baierin & AT muiBricdRob OB R eFerth i,y of

said cong &gorikm. The method of claim 16, wherein said first renewal of
sai d consumabl e"conprises at |east one of a replenishing of an i maging
subst ance supply in said consumable and a renewal of a license to use said

consunmable. 18, The nethod of c¢laim 16, wherein said first authentication
code is égner dPemethqdpf claim 16, further comprising:

performing a second renewal of said consumable;

generating a second authentication code signifying said second renewal;

storing said second authentication code in said memory of said consumable.

20. The method of claim 19, wherein said second authentication code is different from

said first authentication code.
21. The method of claim 19, wherein said second renewal of said consumable comprises
at least one of a replenishing of an imaging substance supply in said consumable and a

renewal of a license to use said consumable.

22.  The method of claim 19, wherein said second authentication code is generated using a

hashing algorithm.

23.  The method of claim 19, wherein said first authentication code is generated using a

first algorithm and said second authentication code is generated using a second algorithm.
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~hashing algorithm 19. The nethod of claim 16, further conprising:

perform ng a second renewal of said consumabl e; generating a second

aut henti cati on code signifying said second renewal; storing said second
authentication code in said nmenory of said consurmable. 20. The nethod of

cl ai m 194 wh i ; i i i b £4f -om ~sai d
first a%t‘rien"tsﬂif lgéalﬁftgﬁa ggggﬁ?%ﬁ{%ﬁ%ﬁ%? ﬁ%ghggl ggﬁg?nmh%ggbl\?mfgétgtiﬂﬁwgg% 1élecond
renewal aide $mgchecnmgsarideeombantiisntiestionadode.east one of a repl eni shing of an
i mgi ng substance supply in said consunable and a renewal of a license to
use said consumabl e. 22. The nethod of claim 19, wherein said second

aut hentigatio i Us.i.ng i j . .- met hod
of clai nﬁQ, Ig\hnge?%?edn&zaﬁrﬂﬁ Fﬂr%daaﬁnﬁer%@%gwgghg%@ rygﬁgggﬁlg@én%gﬁ ﬁg a
first aldgideltommirthgai d second authentication code is generated using a
second algorithm 19 24. The method of claim 23, wherein said second

al gori t hm useperipaming g st reggwhlesfispiseongimableide i n generating sai d second
aut henti cati on code. . A nmet hod of authenti i a.consupabl e having a
rerory and. uSBBSTEA PrshatRsTiRe Ao i MR gl ek i BN ent el
renewal of sajighiEORKINBE Pin GEIRERLHNSF Aid ddnsimARESage aut hentication code
(MAC 1) signifying said first renewal; storing said MAC 1 in said nenory of
sai d consumabpeeformargy osevdomireacweloafisdidreenguadblaf sai d consumabl e; generating
a second nmessage authentication code (MAG2) signifying.saLd second renewal;
and storing sHPErRNRAES SeRorhgssegerarierticaligh qodo MYzl gnitene e sshotflod of
claim 25 reiyn said MAC | is generated using a first algorithmand said
second M2 generated using a second algorithm 27. The method of claim

26, wherein sabthdVAAMAC2 ieshid ReB@BEsBaid\@nsamablyAC2. 20

26.  The method of claim 25, wherein said MAC] is generated using a first algorithm and
said second MAC2 is generated using a second algorithm.

27. The method of claim 26, wherein said MAC] is used in generating said MAC2.
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