- A database (104) nmaintains one or nore groups (106) of digital objects
(202). A user (102) wishes to retrieve one or nore digital objects (202)
fromthe database (104), w thout the database (104) being able to determ ne
whi ch particul ar digital objects (202) have been retrieved. In addition,

t he dat abase (104) shoul d not aIIOM/thﬁgpser (102) to retrieve any digital
objects (202) to which the user (102) S not been granted access. The user
(102) requests the groups (106) containing the digital objects (202) the

user (10Abstirakas ofo thevDigtslosuite does not identify the digital objects
(202) w thrn each group (I06) that the user (102) is interested in. Using a
symetric key cryptosystem the database (104) generates a key (204) for
and encrypts each digital object (202) in the requested group (106) into

ci phertext (206), and additionally encrypts each key (204). The database
(104) transmits the cip mnémmdﬁ QR DIGITAL OB 208) to the user
«(102). The user (102) identifies the keys (208) associated with the digital
-obj ects (202) of interest, and further encrypts the keys (208), returning
t he changed keys (506) to the database (104). The database (104) reverses
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havebeenrehmeved.InaukhhmmyﬂhetkﬂabasecuMJshouhinotaHomvthetunr(102)ho
retrieve any digital objects (202) to which the user (102) has not been granted access.
The user (102) requests the groups (106) containing the digital objects (202) the user
(102) wishes to download, but does not identify the digital objects (202) within each
group (106) that the user (102) is interested in. Using a symmetric key cryptosystem,
the database (104) generates a key (204) for and encrypts each digital object (202) in the
requested group (106) into ciphertext (206), and additionally encrypts each key (204).
The database (104) transmits the ciphertexts (206) and encrypted keys (208) to the user
(102). The user (102) identifies the keys (208) associated with the digital objects (202) of
interest, and further encrypts the keys (208), returning the changed keys (506) to the
dahﬂmse(ulb 1Juadahﬂmme(HMDreveﬁmsusenuyphonxﬁthekgyscikﬂ,
transmits the partlally decrypted keys (510) back to the user (102). The user (102) then
apphmsfhelumrb(102)cwvn¢ha:yphon¢ﬂgpmuhnnurﬂuakeysQEHD,anﬂlhentmmsﬂhg
decrypted keys (204) to decrypt the digital objects (202) of interest. |

~ Figure 3.



