|  SECURI NG A LI NK BETWEEN DEVI CES BACKGROUND [ 0001] In general, wreless
comuni cation is insecure and vul nerable to attacks. Various techniques
may be enpl oyed to secure a wireless communication link or to nake it 5

| ess vul nerable to attacks. For exanple, cryptographic techni ques nay be
enpl oyed to secure a wireless communication link. In symmetric-key systens
(al so known as "secret- key systens"), a stngle, common cryptographic key
is stored by two conmuni cation devices. In public-key systens (al so known
as "public-private pair systens" } each conmmuni cation device stores its
own private key and freel y SEGYRINGtALINISBEIWEEN PEVIEES 10 [ 0002]
Various security concerns exist with the use of cryptographic techniques.
For exampl g cechefignneed to be shared between the two comuni cation
devices in a secure and authenticated manner. EspeC|aIIy in the case of

bile d t d ble to .have . t hose t k
the seoret Shot PERRIRFA" FReeRodry ST s Aostuadmatuoroaly Oritdenat i on

Technol ogy (\flaiﬁ))usaﬁéﬁhlﬂqﬁsrrﬁi)%e erAb199ed dol scBi¥ abﬁlragé'cro?rﬁﬁlﬁnéa‘?lo 8fliclof 14 g‘ﬂke fihe
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for creati n t he Zr(lassmn shar ed kgly Is inserted into a packet
transmtted %’)}cetsh BIEskeseimsy(@lse kaowp pe | ruadictrst i e %’a@w”bﬁa@he DHCP.
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operabl e wi?¥ e&HE?t? 28Rl Y i the sesead segiilcedsgiopptii mAY be desirable to have

only those two devices know the secret and not require the intervention/involvement of an
Information Technology (IT) administrator. Also, it may be desirable to verify that the
15 devices share a secret without exposing that secret to others, and to use the secret to

generate a key to secure a communication link between the devices.

[0093] US2002/076054 discloses how a public key used for creating a session shared
- key is inserted into a packet transmitted by a wireless terminal to an access point based on a
DHCP. A public key used for creating the session shared key is inserted into a packet
20 transmitted by the access point to the wireless terminal based on the DHCP. The access
point creates the session shared key based on the public key and the wireless terminal
creates the session shared key based on the public key. As a result, it becomes possible to
safely share the session shared key K for privacy and/or authentication between the wireless

terminal and the access point.

25 [00064] US2004/184606 discloses a method for permitting encrypted communications
between two stations which are operable with encryption algorithms that accept encryption

keys having work factors with different values.



keys having work factors with different values. 2 SUMVARY [0005] In a main
aspect, the present invention provides a nethod for securing a

conmmuni cation link between a first device and a second device, the nethod
conprising: generating a first cryptographic key; generating a second
cryptographic key that differs 5 fromsaid_first cryptographic key;
applying a hash function to packets communécat ed over said comunication
link to create a hash result; and applying said hash function to said first
cryptographiﬁ{kgy, sai d second cryptographic key and said hash result to
generate a Y. AlS:Yyptographic key to be used to secure said comunication
link. [0006] In a further aspect, the present invention provides a device
conpri si ng: [#008d cohmamasaeiped, ihetpeeseatiavetironygbvidks £megmiddodexieg ks abl e
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over said c I | i.nk. 15 (,106) to create a hash.resul and neans to
apply said g%’gﬁ&kj %ﬁ%&cﬁgﬁnglgﬁé%?lagt?ia%fh reépwg&pabm%sq{cis?sﬂsfﬁp@o%te5?\@ first
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key. [0007] In yet a further aspect, the present invention provides a
machi ne r eatABIoANREIF I P8 Msed i segrresaid copumaniestiondindbl e in a processor of
the device of any one of 20 clains 7 to 11 to cause said device to generate
a first cry{088t aphlca kather eppaess Beresesicioverdionqryypitiens dphéccdosyrisihmta

differs o] g fi . ogr aphi c, key, . appl. hash function to
packet s tonmRbiebE P HERAPREN G 4o PRR e KSR Saetreitsagon
create a habik wittsubther @dviced RptotesdlthidashethbACIHION dt&re2BUE ehfi$ixecutable by
crypt ographi ¢, key, said second cryptographic Key and said hash result to

generate a $946 p@cg§89b§@1&p§6ﬁn@awm@sing means to generate a first cryptographic key,
means to generate a second cryptographic key that differs from said first cryptographic key,

means to apply a hash function to packets communicated over said communication link

15 (106) to create a hash result, and means to apply said hash function to said first
cryptographic key, said second cryptographic key and said hash result to generate a third
cryptographic key.

[0007} In yet a further aspect, the present invention provides a machine readable
medium comprising code means executable in a processor of the device of any one of
20 claims 7 to 11 to cause said device to generate a first cryptographic key, generate a second
cryptographic key that differs from said first cryptographic key, apply a hash function to
packets communicated over a communication link with another device to create a hash
result, and apply said hash function to said first cryptographic key, said second
| cryptographic key and said hash result to generate a third cryptographic key.



BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0008] Enbodi nents of the invention are
illustrated by way of exanple and not Iimtation in the figures of the
acconpanyi ng drawings, in which |ike reference nunerals indicate
correspondi ng, anal ogous or simlar elenents, and in which: 5 [0009] Figure
1 is a schematic diagram of an exenplary s¥sten1 [0010] Figure 2 is a
flowchart of an exenplary nethod to be inpPenented by the devices in the
systemof Figure 1; [0011] Figure 3 is a flowhart of an exenplary nethod
for establiiyin% a. secret _between two devices; 10 [0012] Figure 4 is a

flowchart o HRFXNERETYOREPHJAIE BRAAWANESt i ng a symetric key froma

secret; [0013] Figure 5 is a flowhart of an exenplary method for
gener ati ng &0WBimet Fndbadayents aftlic (o@n4dn Fieglinerabed sy wapbdHolengil@agndamtof t he

| stem of Fi 1..15 [0015] It will be appreciated that f
St i by RGO R Byt o earaitvin affives o RBRA TRk o R nks GimeSlnave

not necessaﬁﬂdi@ht@@@fbsﬁé@d&ﬂg,taﬁaﬁg@ls%r shaflarCA GBS anll RewhibTENSI Ons of sone
of the elenents nmay be exaggerated relative to other elenents for clarity.

4 | DETA LEDIGRSCR PR, | 800 8hohinif Bichol bewt 0 letalladydesc i pti on

nunmerous specific details are set [ rovi de a thorough

under st andi e [ee=]s i nvention. ver i.t . wl e

under st ood Eg) 1t9 Losre@ %&é&?g{ %%%C%Eﬁfll rglier}ic emgar%mlgﬂlvoﬁat? bF ﬁ@plgﬁﬁghdﬁé’n@g of
t he 5 i nventiéacesiayhdeyspnactiged 1w t hout these specific details. In other
i nstances, well-known nethods, procedures, conponents and circuits have

not been depmiiped Fipueet &id ASQcASt dTQh dx@mpRS fIIR dLHELIMRAIFBNScpf t he
invention. [0017] Reference is nade to Figure 1, which is a sChenmatic

di agram of BFWEKRRT deices;
10 [0012] Figure 4 is a flowchart of an exemplary method for generating a symmetric key

from a secret;

[0013] Figure 5 is a flowchart of an exemplary method for generating a symmetric key;

and
[0014] Figure 6 is a block diagram of the exemplary system of Figure 1.

15 [0015] It will be appreciated that for simplicity and clarity of illustration, elements
shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.



system according to sone enbodi nents of the invention. A system 100
includes a nobile 10 device 102 and a wireless snmart card reader 104.
Mobi | e device 102 and smart card reader 104 are able to comuni cate over a
wi rel ess comruni cation link 106. A non-exhaustive list of exanples of

wi rel ess | ocal area network standards forEﬁﬁreless comuni cation link 106
includes the Institute of Electrical and ectroni ¢ Engineers (I EEE) for
Wrel ess LAN MAC and Physical l|ayer (PHY) 802.11 a, b, g and n

speci ficati uture rel ated 15 standards, the Bluetooth(r) standard,

t he Zigbee"Eﬂ§¥éiké92ﬁgﬁauPﬁngike. [0018] A smart card 108 is shown
inserted into smart card reader 104. Smart cards are personalized security
devi ces, def¥Hdd by It He fphovBgalcstlan dasaipting, nunscroer speafic ietils as sepivbihiinhed

by the Inter i |, . nization for.Stapdardi.zatjon. A snart rd may
nave & for Baer BRvie SRRoBEh bR GRS e RO i SR Bt 1
devi ce. ThewsEiewaiesbOby 2bse 0¥ bndFR¥kiliNg MtdRt fhalMBERMbol Mt SHnLe
programmed with a secret key and with an authentication certificate, and

may i ncl udelYcaER sy ibeprastigehwitheutghese spenifie defsidy. Tardliayrinstateds, catlehown

decryption | [ include .a connectoy fqr .powering the
sem conduct iorr%EH g\?’l @85%&%% Sb(gorq?xgornﬁ%‘lmr%ga ng é:}rlglélfs }éagmﬂg%eﬁtq'eﬁ?{%ﬁdﬂ% %{ﬁﬂégﬁ%}lﬁt&f)
devi ce. Al bescnad theempodsmeid ofahs thveiiat.i onal ity may be enbedded in a
device having a different 25 formfactor and different comrunication

protocol, foolekanpRefereldBivar&Alo 198l wBitS: is %Qé@mﬂﬁvdi%am-@?%ng%xﬁ?ﬂgar q

whose security information is stored on smart card 108 ndy use snar
reader 104 $Stenidepeidinedasrsn cabadingends of thalinvwensomgnAapsttmrl 00euelygdds aresbikges

sent by geyic [,00: I iy eyi ce be able to
send and lgeeéée‘iggeeﬂ%-z%ll ﬁ%ﬁ%&g%@aﬁ%@@?@aﬁg g‘ﬁfeﬁ{ﬁgﬁ? %Vé?%é&za(lﬁao%“%‘iﬁ\ﬁ%‘?adﬁ ,
for exanpl e]04 fre aBkaucemitunidaplsye 2 6virdlek @bAgiudiitlon Bk ansi anso SIMYR:
protocol is,.us i] messages received at nmobile 5 device 102 are

d, e-mai _ 02 are
encrypt ed US54 eéargg’/lﬁﬁ%% virglesy igeatiarsimahiverk siandarisden wivslspornkaynigatiner linke d
by the sendgys 9k | - IRl | L qel t-he
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of an encr yMirddard Raydical layer (PHY) 802.11 a, b, g and n specifications or future related

15 standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0018] A smart card 108 is shown inserted into smart card reader 104. Smart cards are
personalized security devices, defined by the ISQ7816 standard and its derivatives, as
published by the International Organization for Standardization. A smart card may have a
form factor of a credit card and may include a semiconductor device. The semiconductor

20 device may include a memory that can be programmed with a secret key and with an
authentication certificate, and may include a decryption engine, e.g., a processor and/or
dedicated decryption logic. A smart card may include a connector for powering the
semiconductor device and performing serial communication with an external device.
Alternatively, smart card functionality may be embedded in a device having a different

25 form factor and different communication protocol, for example a Universal Serial Bus
(USB) device. The person whose security information is stored on smart card 108 may use
smart card reader 104 for identification and to digitally sign and/or decrypt messages sent
by device 102.

[0019] For example, mobile device 102 may be able to send and receive e-mail
30 messages via an e-mail server (not shown). If, for example, the Secure Multipurpose

Internet Mail Extensions (S/MIME) protocol is used, e-mail messages received at mobile



nmessage, nobile device 102 may extract the encrypted session key and send

it to smart card 5 reader 104 via conmmunication link 106. Smart card reader
104 may send the encrypted session key to smart card 108, and the
decryption engine of smart card 108 nmay decrypt the encrypted session key
using the recipient's private decryption key, which is stored in snart

card 108. Smart card reader 104 may retrieve the decrypted session key from
smart card 108 and forward it to nobile device 102 via comunication |ink
106 so t hat HRV6F 2 asancerPierigisingse vammelsicrajgsuithneyifiee sinden sessien koyngsmsagal
The smart ¢ n ] i .use of the regipient's private
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i pi : ivate signing.key by.requiri that a sword or e
o e LA A e B S N it 8 PRSEIGL g or PN b
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106 fromsmart card reader 104 to nobile device 1 t ent t hi rd'
party fromPFENAf Egpiifeation wabst GHNL by stprlinddwforaallewinigdhe Hearkpti®Boperation
Simlarly, goﬁ)@ hagh to be signed should be sent authentically over

comuni cati o P9 nE' 106 fromsmart card reader 104 to nobile device 102 to

Card 108 t 408t b ilF BTG Helg eoHaEr o T anE Fdr Rt RAEFABIEt he
i nt ended] BQlevRESIAGEMoBIIBHEVIEAI6h HERIGG A RANIIThI RS HEQUE EGnAiPZicEBY e BACH
store a CorgiTnDarr]f card reader 104 over communication link 106. Smart card reader 104 may pass the

hash to smart card 108, which may produce a digital signature from the hash and the

sender’s private signing key, which is stored in smart card 108. Smart card 108 may then

pass the digital signature to smart card reader 104, which may forward it to mobile device

20 102 via communication link 106 so that mobile device 102 can transmit it along with the e-
mail message to the e-mail server. Again, smart card 108 may prevent unauthorized use of

the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0021] The unencrypted session key should be sent securely over communication link
25 106 from smart card reader 104 to mobile device 102 to prevent a third party from
retrieving the session key from communication link 106, Similarly, the hash to be signed
should be sent authentically over communication link 106 from smart card reader 104 to
mobile device 102 té prevent a third party from modifying the hash and thereby causing
smart card 108 to produce a signature using a hash different from the hash of the intended
30 message. Smart card reader 104 and mobile device 102 may each store a common,
symmetric key and use a symmetric algorithm to secure communications over .

communication link 106. Alternatively, smart card reader 104 and mobile device 102 may



symmetric key and use a symmetric algorithmto secure conmunications over
communi cation link 106. Alternatively, smart card reader 104 and nobile
device 102 may 6 store their own private keys and each other's public
keys, and use an asymmetric algorithm conbined with a symetric al gorithm
to secure conmuni cati ons over conmunication link 106. [0022] In order to
establish the symmetric key used to secure®communi cations over 5

communi cation link 106, nobjle device 102 and snmart card reader 104 may use
the foll owiSHYC MRsEHYY PHgate 1‘133(3”91’@1@&?@%10@191"% heblid kswe Hadtuse in B gumetriz, algopithm
whi ch refer 1 addi.t.i l.Y., . 23] At 202. a |ink between ile
devi ce 102 Sﬁgﬁgﬁﬁp?ﬂggﬁ%hﬁgglgﬁgﬁﬁﬁ%ﬁg@ggg%g%pwgﬁga@m¥ﬁp§rp@ﬁgﬂmgggggﬁgkor
exanpl e, wi rlébess communi cation link 106. 10 [00241 At 204, a short secret
S is established locally at nobile device 102 and snmart card reader 104.

Any net hod {00223t ablrh shiect hecssIMiEl tlﬁa%%&r’]iﬁﬁeﬁc §§§H§e‘alti¥ s&nge @%&%g@ﬂ%chﬁ&{sl ek S

suitable. By "locally", it is nmeant that the ‘establishmen I'S secret
does not Pe&OMEEINGHION lipk dPG.anetite davident08rand striadrvatsyreader| 108 anayatseaie

Technol ogy ( : 1. Sit L. reQv si.nce. t he, user .af bi |l e device
102 and snagf(%@gval?gmre@g%é%?ﬁ%ﬂtr%g@fn l%tg?#)g'rc;:ﬁrtt ﬂgﬁ}gélf%dotg‘fhlc%sr@g}&i}ﬁeész on an
as- needed baddifpndllyemedd abl i shnment of the secret ought to be a sinple
procedure. An exenplary nmethod to establish the short secret S using a

di spl ay 110[6023] des@tRbech IarRinba] Kb by degﬁc%tdlsg@lﬁagme‘%dér 1d40925]

Est abl i shing the connection between nobile device and smart card reader
104 may occEftashed eThigfinkmayrbec bricuamplet twreliss borestiabhiiahlink 16he shor t

secret Slocally on 20 nobile device 102 and snmart card reader 104. [0026]
Once the laofﬂﬂééf/i onAb@¢heshortobirkes teastablistiddoaiiy =5 rasbile davide n02ERT sh4 has

been establj shed an he short ,secref.. as, been established | ocally on
mobi 1 6 dovi £80 % i Spapelogts eFféé\]dSirtE%l%zﬂ tore geeetrPlpmdytheptiedlbss to
generate a siifabhyg [Seabedllyl!i0m hbs (SR U d csBBREShert of Ehaié géctrét%%gngttre&gpe arkP’

exanpl e, the short secret S‘naﬁ originate at snart
nvolvement or intervention by an Information Technology (IT) administrator. Moreover,

since the user of mobile device 102 and smart card reader 104 will perform the method of
15 Figure 2 on an as-needed basis, the establishment of the secret ought to be a simple
procedure. An exemplary method to establish the short secret S using a display 110 is

described hereinbelow with respect to Figure 3.

[0025] Establishing the connection between mobile device 102 and smart card reader
104 may occur before, after or concurrently with establishing the short secret S locally on

20 mobile device 102 and smart card reader 104.

[0026] Once the connection between mobile device 102 and smart card reader 104 has
been established and the short secret S has been established locally on mobile device 102
and smart card reader 104, a “bootstrapping” process to generate a strong secret from the
short secret § is initiated at 206. For example, the short secret § may originate at smart card
25 reader 104, and once it has been shared with mobile device 102, mobile device 102 may
initiate the bootstrapping process by sending an appropriate message (or just a packet) to

smart card reader 104 over communication link 106.

[002°7} The bootstrapping process involves at least one public key algorithm, at least
one symmetric key algorithm, at least one hashing function, and any other security or non-
30 security related information such as a compression algorithm. A non-exhaustive list of

examples of public key algorithms includes Diffie-Hellman (DH) on a large prime-order



25 reader 104, and once it has been shared with nobile device 102, nobile
device 102 may initiate the bootstrappi ng process by sendi ng an
appropriate nessage (or just a packet) to smart card reader 104 over
comuni cation |ink 106. [00271 The boot strappi ng process invol ves at | east
one public key algorithm at |east one sygnetric key algorithm at |east
one hashing function, and any other security or non- 30 security related
infornationfsuch as a conpression algorithm A non-exhaustive |ist of

exanpl es of BUlIgeuR@y BHwran fhgtiqah eurie EC Db rp. e AHDS, mashileRidyicer] 02 réqacste
pri me-order Wl s L1iptical cur (EQ) ., garoup.

D05, mobi | e ey e traeanp 1888 bR Slafied by Pusod bTaemhy efrBietfu
support ed alsgods & luref itAtupbéied slgrithneatodnsleRARKc:042. sends a list of its
supported algorithnms to nobile device 102. [0028] At 212, nobile device 102

sel ects the [ad3H)ri t R 1LOMBBI4ISSRGd VA RRCEURS %gHﬁﬁﬁns 8 betueRPindhe Elﬁ‘r%e@ge‘glmd

and sends an indication of the selected algorithns to smart card rea
104. The SelsEps efithgirihod messendeiudicatipn ohhc selettad akpotitioneth sl dacd keayler

al gorithns (1840 .ers .or, the nane of the elliptic curve group,
or the prinéggnghégﬁgﬁg{%%gégnpﬁgdpg?ge prinme-order finite group); b) a

sel ected symmetric key a rit e.g. Advanced Encryption Standard (AES)
and 10 the k§§/m§€f ?et%&ﬂiéf%d@ugwﬁg‘%%ﬁ% (e &nthemariimeters cpls) namsy ofithe
like); and elipcsehe i . D : .
Secuze Fﬁshiag@zlgor?%ﬁ%??a&%éﬁgﬁﬁ%yggméﬁggéfﬂggﬁﬁﬁgﬁpﬁigﬁg&Fggég%QkP 214,
nobi | e devi ce . f 4 - e .S

synmetric key bfilgg?lregrgr?t:ﬁe Eﬁ%ﬁl{e?saé@g@%é,&gaéﬁ eEg‘?ﬁﬁ%{ﬁflﬁn %Eérn fi %@Rﬁg@ ﬁ?‘il
her ei nbellBwthaikely sizéor Bge Stata BudFyplivreS tdndahd (I2ES), oftai liie).oevi ce 102 and

smart card reader 104 each generate the same symmetric key K2, as descri bed

in further detha belbmechasheiuontioni(tly., NespaEtDigost B (MUDS), SecurGeNSkiRkIAForithm 1
symetric k after or concurrently with generating

occur before,
symretric ké%Lﬁé)ﬁﬁ%ééﬁ¥iﬁ&tﬁi ¢).-nobi | e device 102 and smart card reader

104 each hth 8" t he Packets ‘
0029] At 214, mobile device 102 and smart card reader 104 each generate the same

symmetric key X/ from the short secret S, as described in further detail hereinbelow with
15 respect to Figure 4. At 216, mobile device 102 and smart card reader 104 cach generate the

same symmetric key K2, as described in further detail hereinbelow with respect to Figure 5.

Generating symmetric key X7 may occur before, after or concurrently with generating

symmetric key K2.

[6030] At 216, mobile device 102 and smart card reader 104 each hash all the packets
20 sent and received during the generation of symmetric keys X7 and K2 to produce the hash

result 7. For example, the selected hash function may be applied to the packets as the

packets are sent and received, so that this is concurrent with generating the symmetric keys

K1 and K2. In another example, the packets may be stored in a buffer and then the selected

hash function may be applied to the packets after the symmetric keys K1 and K2 have been
25 generated.

[0031] Once symmetric keys K/ and K2 have been generated, and mobile device 102

and smart card reader 104 have produced the hash result 7, mobile device 102 and smart

card reader 104 each generate the same symmetric key K3 from K7, K2 and the hash result

H. For example, the selected hash function may be used to combine keys K1 and K2 and
30 the hash result H into K3.



20 sent and received during the generation of symmetric keys KI and K2 to
produce the hash result H For exanple, the selected hash function may be
applied to the packets as the packets are sent and received, so that this
is concurrent with generating the symmetric keys Kl and K2. I n another

exanpl e, the packets may be stored in a buffer and then the selected hash
function may be applied to the packets afté@r the symretric keys KI and K2
have been iﬁ nergted. [00311 Once symmetric keys Kl and K2 have been

gener at ed, bi | Jig &8¢ 63 marfhen hapsedda seruresivmungationsayepr oduced

the hash resyhtnddicBRILE 1dgvi ce 102 and smart card reader 104 each
generate the sane symmetric key K3 fromKI, K2 and the hash result H For

le, th | f ' b Xo| mbi Kl d K2
and 730" ho O RPN b BT R4 e S5 W& i iPE oo e SrayPiRbn be

used t0 Secuieh@DRIUSAIRhIMESScOME betwe@N M 16ALLORodokdig 1P&md 83 Riments of
Reference is now nade to Figure 3, which is a ffovvchar% of an exenpl ary

met hod for &SIABMUISR; Ay 392seuics mayarorsarbuttan 142 (Figers, 1)ar obrediswigblcoinpatme

enbodi nent i 11000, 302,, a..user re tton 112
R oor o singpiaat Eh BRI Ber fhe S Sy G TRABESER o bkihut
which will €aEI6258ie tebostioveest ékplBy 110bf @XaTPAE readel 284 $2HA"  ARsbLySHOWN

on display 110 of smart card reader 104 at 304. At 306, a user nmmy open an
appr opr i at e TEFPIPFL &7 ARATOBHARSB e tige on aroblig Zievica | 82 nGanties Bleshert serstel todet o
be shown ogh i SH a¥%ndiq1 fore,. af urrently with .
openi ng the apprqpri%t% Wamﬁﬁ%ég‘?‘gh{‘%ﬁ 0%%‘?{%1%5%@%@ Ofﬁﬁ{ng[t%%@ﬁom%

t he shor 10sapplseti® kasiocbdedesboWtR.on di splay 110 and the appropriate
application has been opened on nobile device 102, the user may copy the

short secref0084} o ©hes tpphbicatdrens B breRkhevidey iEg1a3¥020ahd 3R8: %ﬁjpﬁ‘igtean
i nput conponent of nohile device 102, for exanple a keyboard f4. As
i 11 ust rat ed®fRECEIYURas been ppenedoarmepile deicerl@d, theaisemay capyhe shayt sesrad® to he

8-digit pasgphpas&itibRah hebilMRvRBqDE AP S6d l?stingan @JpEPQOL%QFo&eHE e S5RIPAS dses a

102, for example a keyboard 114. As illustrated in Figure 1, the user has entered the first 3

15 digits of the 8-digit passphrase that is the short secret S. Although this example uses a
numerical value for short secret S, any type of value may be used providing the value can
be shown in display 110 and inputted using the input component of mobile device 102.
Since the short secret S is short, it is simple for the user to copy the secret to the application
on mobile device 102. However, the short secret § is too short to be suitable for use as a

20 reliable symmetric key. Copying the short secret S to the application on mobile device 102
may result in mobile device 102 initiating the bootstrapping process (an example of block
206 of Figure 2) at 310, for example, by sending an appropriate message (or just a packet)

to smart card reader 104 over communication link 106.

[0035] To protect the short secret S from prying eyes, at 312, smart card reader 104
25 may clear display 110 once smart card reader 104 receives the message or packet sent by

mobile device 102 to initiate the bootstrapping process.

[0036] Smart card reader 104 may also implement a timeout, and if, as checked at 314,
the message or packet initiating the bootstrapping process has not been received by smart
card reader 104 within the predefined period of time, which may be calculated, for

30 example, from the time that the secret S is first shown on display 110, smart card reader 104

may clear display 110,



nunerical value for short secret S, any type of value may be used providing
the value can be shown in display 110 and i nputted using the input
conponent of nobile device 102. Since the short secret Sis short, it is
sinple for the user to copy the secret to the application on nobile device
102. However, the short secret Sis too shart to be suitable for use as a
20 reliable symretric key. Copying the shoFt secret S to the application on
nobi | e devi c 2 y result in nobile device 102 initiating the

boot st r appi r@‘%ﬁoc e e aghGaihieader 1 441 hee klcardalispfayF] Yusmar camtredEd 1 04 oray

exanmpl e, by 0'%%'89&1 SHA fﬂﬁ{-gﬁq&hﬁal{fﬁﬁﬁﬁ%@%&%ﬁ%%%ﬁue%gp S a?yg 0 stpﬁ]é&ggf.t

card reader 104 over communi cati on

secret S fr omaeyilogkieysslispity BIRwilsimkhowaribii@ateraldddn didplafaYo & Bakecret
di splay 110 once smart card reader 104 receives the nessage or packet sent

by nobile d&#te 102 to initiate the bootstrapping process. [0036] Snart
card reader 104 may also inplenment a tineout, and if, as checked at 314,
t he nessage [8938ack dteforanesianpyignadsdo Faptrs 41 wipich iga floeckssofasexeaipldrgen

[ : ead i thi defi ned i gd of tine,
i e ey bATC G BPAGeCRER AR AR R o s PR BrES RB mefodBssinre s | o

first showniobesei spklaysihpQfied pRistvofBbed 8AM N1 A% ey BRnGbe APt B PhaNod10. 9
[ 0037] Once snart card readerﬁ%4 has cl earegndi sgray 11%,%@”“&&8

reader 104 MESFIPEHIN HnaPRiens Newd 226883 tokibloge mili uariatioos of the\S PEXTiomhodairee
di spl : . - - } di,spl 0 wll t k

\met Ihzlro ? %e&g}a bzé;foté |r§tﬂ)rfgzwg&llcsk %? #é] r%goerg&%% Slh%gtrS%%rgﬂ‘g" 5WI[ 003g]0 ReP g\rNence

i i i . i fl. t, of | ) t hod f

generat i g ek 21 08k Bl i ot 00 L wn e T Btabua Toriort ghr e 4

i s based onatdhepsitizpldibitede ﬂﬁpﬁm&t%d%g%g%n@ép@%ﬂéﬂ A4, '&9)’40%!;?1'8@1?8&6&&? R .

met hod described in U S Patent No. 6,383 to Jablon. Al variations o
the SPEKE nByRasession of thaseprebSpad openbihgastlngted prblt kéycalgeyjthits. Fooenanide,

short secreff R gek .t%@ﬂ.ﬁ)iﬂ&ikgg%}l%gﬁﬁm%lj é]e%leﬁglgg s?mpn%gr% 1%%; Iép ?s ]5191 o?lea large

i mpl emented by nobile
prime-order finite group for a particular prime p, the function f; when applied to the secret

15 S, results in a generator of the group. U.S. Patent No. 6,226,383 discusses factors to
consider when selecting function . Similarly, at 412, smart card reader 104 has possession

of the secret § and the selected public key algorithm for generating symmetric key K.

[0040] At 404, mobile device 102 generates a random number R 4 1n the range of 2 to
p-1. Then at 406, mobile device 102 generates a short-term public key P; by raising the

20 generator f{S) to the power R4 within the group and sends public key P; to smart card

reader 104. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:

Py =£9)"* mod p

[0041] Similarly, at 414, smart card reader 104 generates a random number Rp in the

25 range of 2 to p-1. Then at 416, smart card reader 104 generates a short-term public key P>

by raising the generator (S} to the power Rp within the group and sends public key P> to

mobile device 102. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:



and a portion 410 to be inplemented by smart card reader 104. At 402,
nobi | e device 102 has possession of the secret S and one of the selected

public key algorithms. For exanple, if the selected public key algorithm
for generating symretric key KI is DH on a |large prime-order finite group
for a particular prine p, the function f, en applied to the secret 15 S,

results in a generator of the group. U S tent No. 6,226, 383 di scusses
factors to consider when selecting function f. Simlarly, at 412, smart
card reader AD4 7 Bmﬁﬁgssi on of the secret S and the selected public key
al gorithmfor generating symetric key KL. [0040] At 404, nobile device
102 generates a random nunmber RA in the range of 2 to p-1. Then at 406,

mobi I'e devi qe0482 ganakatiag 1 SRashhaIHE Ry Eiﬁaﬁ%%rdpflea%)f 16%1%%1 g&}(e‘gi)}ﬁn,glzo o

generator f(S) to the power RA within the group and sends pub

smart card 04. .1n.the exanpl e of on the | arge prine-order
finite grouﬁ; u? g?géy piad pendimg Jf &J‘Pgﬁé‘ﬂdﬁ’é"q 2 ‘B@Oé?’cqﬂigf’r(%éf} afer oRFRac iy
Simlarly, at 414, smart card reader 104 generates a random nunmber RB in
the 25 rangétiogengraiiopthe rampem namhe1 84 as nmwbile davide t @hdet caRdtigepabid key R,
short-term public key P2 by raising the generatorf(S) to the power Rp

wi thin thé ghespndingiilsesdart pullreadeké§d.P2 to nobile device 102. In the
exanple of DH on the large prine-order finite group forp, this is

cal cul ated 1 ows, P2=f . nod 04 Generat | he random
nunber RB a?@sjfﬁrt \g%lrc 821?0351 é?él{faogﬁﬁg %%ﬁ lgfgiﬂuegran ?fBM“B%%&%Aﬁ?d 3
sending it to no ilg.device 102 may. occur before, after or concurrently

wi th gener af 57 8 REPEGkeiohs. miehskerdemige 402 gsnirriss devinostriokeyakid agdiferlatthing

public key Pl an ending it to smarl card reader 104. [0043] Once
nobi | e devi S’ém&lgf OEg)ﬁ a‘éﬂ\?ﬂ R MY dELushenurb. the smemptEs key &ddpved

public key PAculaRBiak &idew: ce 102 generates a symmetric key KI at 408. In
the exanple of DH on the large prine-order finite group for p, the

symetric¢ Kk KL R
y T B <P, mod p= 9% mod

[0044] Once smart card reader 104 has generating the random number Rp and has

received public key P;, smart card reader 104 generates the symmetric key K7 at 418. In

the example of DH on the large prime-order finite group for p, the symmetric key K1 is

calculated as follows:
_p Ra RARy
15 KI=P; " modp=/5) mod p

[0045] Since the operations on the elements of the group are commutative, the two
calculations (at mobile device 102 and smart card reader 104) yield the same symmetric
key. Generating the symmetric key X/ at mobile device 102 may occur before, after or

concurrently with generating the symmetric key K7 at smart card reader 104

20 10046] Reference is now made to Figure 5, which is a flowchart of an exemplary
method for generating symmetric key X2, The method of Figure 5 is based on well-known

Diffie-Hellman exponential key exchange techniques.

[0047) The method includes a portion 500 to be implemented by mobile device 102
and a portion 510 to be implemented by smart card reader 104. At 502, mobile device 102
25 has possession of one of the selected public key algorithms, which may be the same as or

different from the selected public key algorithm used to generate symmetric key KI. For



calculated as follows: 10 KI = P2 RA nodp =f(S) RBRA nodp [0044] Once snart
card reader 104 has generating the random nunber RB and has received
public key PI, smart card reader 104 generates the symetric key Kl at 418.
In the exanple of DH on the large prinme-order finite group forp, the
symmetric key Kl is calculated as follows:, 15 KI =PI RB nodp=f ( S) RARB nodp
[ 0045] Since the operations on the el ementls! of the group are comrutati ve,
the two calculations (at npbile device 102 and smart card reader 104)
yield the sé?’f%mgt}%ifé]f“? pedectadgyblickae pleorifian forezengmatieg syumkeic kay &2 isidbioha
device 102 ) CLIr fare, r.Qr...concurrently.wih. rating the
symetric kgﬂ!;l)é%?ﬁg%é %ﬁér@ﬁ%ﬁrg&}% g%&g)rartich T P23 llelﬁ{ﬂ" ’éggﬂgga? ROSERR Weife
to Figure 5a kabirohpiidished pawehar T odfhe aioupx STREIRAY, at BB hodhf Ofd 9808F A4 NG
symetric key K2.. The nmethod of Figure 5 is based on well-known

Diffie-Hell ﬁﬁ?ﬁeé%%%ﬂgﬁli? Pepctrépulediramggoritbmrfar garemting oo ctihkey&2hod

i ncludes a portion 500 to be inplenented by nobile device 102 and a

portion 530[e®i8he | mplsespnbigtt duyiemaRtgehaaths LR berR ~ #lide rﬁ%@iolf A
device 102 25 has possession of one of the selected publit key algorltﬂns,

whi ch may be-1 HEhears06amabiledichfceri@ntgehsrares Tahﬂoﬁ@érﬁﬁ&tﬁﬂicﬂdé?'ﬁ%;k%ing the
algorithmused to generate symetric key K]. For 11 exanple, if the

sel ect ed pubbieatkey tathgamoiveh Ry frwithigelregratp ngd sspdeptiblickdsey3 st At esndar

| arge prine-order finite group for a particular prinep, nobile device 102
has possessileh Bfthe gxamplgmef Déﬁm HsHege pemer-ardar fifitogrotyp dorgr, dhip is Gllavildtad hy,
at 512, sma Ilo%?srd reader 104 has possession of the selected public key
al gorithm for generating symetric key K2. 5 [0048] At 504, nobile device
102 generates a gandom nunber RC in the range of 2 to p-1. Then at 506,
mobi | e déVi £8 = genkr at es a short-term public key P3 by raising the
generator T to the power RC within the group and sends public key P3 to
smart card reader 104. In the exanple of DH on the | arge prine-order
finite groul®0fBlp, Simikriysatcdicshat esrdasader 104 generates a random number Ry in the

range of 2 to p-1. Then at 516, smart card reader 104 generates a short-term public key P4
by raising the generator T to the power Ry within the group and sends public key P4 to

mobile device 102. In the example of DH on the large prime-order finite group for p, this is

15 calculated as follows:

P4'=TRD mod p

[0050] Generating the random number Ry at smart card reader 104 and generating
public key P4 and sending it to mobile device 102 may occur before, after or concurrently
with generating the random number R at mobile device 102 and generating public key P3

20 and sending it to smart card reader 104.

[0051] Once mobile device 102 has generating the random number B¢ and has

received public key P4, mobile device 102 generates a symmetric key K2 at 508. In the
cxample of DH on the large prime-order finite group for p, the symmetric key K2 is

calculated as follows:

25 K2=P4RC modp=TRDRC mod p



follows: 10 P3=T ° nodp [0049] Simlarly, at 514, smart card reader 104
generates a random nunber RD in the range of 2 to p-1. Then at 516, snart
card reader 104 generates a short-termpublic key P4 by raising the
generator T to the power RD within the group and sends public key P4 to
nobi | e device 102. In the exanple of DH oq he | arge prine-order finite
group forp, this is 15 cal cul ated as fol lldws: P4=T D nodp [ 0050]
Generating the random nunber RD at snart card reader 104 and generati ng

public key Rdosmd sendkBaitlcatrermbiloe h§§g’éxﬁ%t1#g%r1€%)éd&ﬁ%ﬂh b%fkg S ral ter

or concurrently wth generating the random nu eV|ce 102

and gener at r&t@iREBlbEC K&YPE %ma@pca‘?@geaﬁﬁnfm[%nbﬂﬁtetsQhé{}%ﬁlctﬁ@rkg}g K%%qgﬁ g1 4

10051] Once nobile device 102 has generati e random nunbe and

recei ved pulthg @ialm?;le FADHroobht drgepiice-otd2 fipeta@raipelor p, thy syt Heg)K 162 at
508. In the &X@m f@IﬂDH on the large prinme-order finite group for p, the
symetric k(g@l%ﬁ YEul ated as fol | ows: Rp 25 K2 = PAR nod p = T DRc
nod p 12 [0052] lgnce smar rd reader 104 has generating the random

number RD5aid -hBS ° nesdEh beeﬂ?cp@bfﬂo@ ey P3, smart card reader 104 generates
the symmetric key K2 at 518. In the exanple of DH on the | arge prine-order

finite grou symmetric key K2 is calculated as follows: 5 K2 =

t h
P3 RD nodp Ef@é%f nodﬁmfgﬁﬁ’éil’eé}iﬁr?&}é op e Seaenis PHRE 2501 He CarENERVS, BE tVae
group are CespMhddsy(s) méltﬁ?e do¥ce 1R 4d! s QAR fe@&er%gb Sf%e&jﬂé lstifie éﬁﬁw@ﬁ%

smart card reader 104) %/I eld the sane symetric neratin
symetric klssy. @er@ratmﬂ ¢ thrmd(em aftayolnlacrimmcbdf()@mmy atktiebefore, after or

concurrent| gon%%rent ﬁﬁ%‘érller} &18 s%nmett E%( athzmaaf’E casrgaeadelc% d reader 104.

10 [0054) Figure 6 is a block diagram of system 100, according to some embodiments of
the invention. For clarity, some components of mobile device 102 and smart card reader

104 are not shown in Figure 6 and are not described explicitly below.

[6055] Mobile device 102 includes an antenna 602 and smart card reader 104 includes
an antenna 622. A non-exhaustive list of examples for antennae 602 and 622 includes

15 dipole antennae, monopole antennae, multilayer ceramic antennae, planar inverted-F
antennae, loop antennae, shot antennae, dual anteﬁnae, omnidirectionale antenna and any

other suitable antennae.

[0056] Mobile device 102 also includes a communication interface 604 coupled to
antenna 602. Smart card reader 104 includes a communication interface 624 coupled to

20 antenna 604. A non-exhaustive list of examples for standards with which communication
interfaces 604 and 624 may be compatible includes 802.11 a, b, g and n and future related
standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0057] Mobile device 102 also includes a processor 606 coupled to communication
interface 604 and to keyboard 114. Mobile device 102 also includes a memory 608, which
25 may be fixed in or removable from mobile device 102. Memory 608 may be coupled to
processor 606 or partly embedded in processor 606. Communication interface 604 and
processor 606 may be part of the same integrated circuit or in separate integrated circuits.
Similarly, processor 606 and memory 608 may be part of the same integrated circuit or in

separate integrated circuits.



10 [0054] Figure 6 is a block diagramof system 100, according to sone
enbodi nents of the invention. For clarity, sone conponents of nobile
device 102 and snmart card reader 104 are not shown in Figure 6 and are not
described explicitly below [0055] Mobile device 102 includes an antenna
602 and smart card reader 104 includes aq antenna 622. A non-exhaustive
list of exanples for antennae 602 and 622 ﬁncludes 15 di pol e ant ennae,

nonopol e ani) ie, |tilayer ceram c antennae, planar inverted-F
ant ennae, | @%% nt e H&@,Cagﬁwd%d@éﬁ}ﬁ&émla@w RIASBHAE0 conpledite ernnBRigRiéon

ant enna and;agRy.c.eohek cﬁéf;ilzhf‘f)ﬂ Carh 2)828‘1’? 111 P%g%%t c%ﬁjﬁ%cﬁ:r 96y '%@g ?l‘%dg?' so

i ncl udes a conmuni cati on erface coup o] enna Pt card
reader 104 imvolond628,avtddmmanibedixicd i dndearokalgle fioddsaayphddeider 104 MRheRNa
604. A non-g?:épaus ive IiSt of exanples for standards with which

cormuni cat i 8° Y OF CABIEd BOX osFTacIERA Frwyrtiveepindgad itbPrecesiel Gifes 802. 11 a,

b, g and B apfhnfidiien Eﬁkzﬁé&%m%ﬁqg%g@c’fg%g g?? gw lb'éﬁjtaﬂo(%fgléé Qa]rﬁet 1?1{?3%22{1:&1 il

Zi gbeelM standard and the |iKke. evice al'so 1 udes a
processor 6@6ncopphiedntegratmmenite afindterlyl poessacs? G4 rmadotysIgayboss phrldd.
Mobi | e devi&’% 102.atl so, i.ncl udes. a menpry 608, which 25 may be fixed in or
renovabl e f PSAFREBT PEFaFdieR! ff)‘é‘.se%rﬁ{?rlétegﬁée%’ff’uﬁé coupl ed to processor
606 or partk}é ﬁgbeg‘ged i n_processor_ 606. Conmmunication interface 604 and
processor 6885Hay be Horrhgistye Estefirgemplea fordrreerseqrs 60P endp2¢ wchdpas agdral
i ntegrated g i S | agly n . t
of the same ot ampard(Cem: Eliets FERFARREk AHSSIANE (IRERL hs B My R
[0058] SharRIgE).¢: cosgder intQdctminsot ¢amepuietd€THC paraictas Sike. BR6Ghamepd, @ebckors

comuni cat i [ rface 624, .to display 110 and to buytton 112. Smart card
reader 104 @bs%‘dirk{%glrﬁad"ege pprt %?D”ﬂ?lh%%é{n S\Rﬁ?lgﬁ“i@al’ié LR AP K- BasRsvaDbl e
from smart ﬁa@r@farn%gﬁéatib%ped&’gggtraﬁ%aré%?odﬁ%y(m}gpupl ed to processor 626 or

partly enbedded i n processor ) Comuni cati1on interface 624 and

processor Gg@eayex nlaﬁ-eESlﬁMslti% fiEtht?f e?%rggleis %rqg%&g% dbrd6r £ &Gég@udrif% Agparate

integrated circuits. Simlarly, p ssor menory y be part of
combination of the following:

15 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access ‘
memory (RDRAM) devices, double data rate (DDR) memory devices, static random access

20 memory (SRAM), universal serial bus (USB) removable memory, and the like;
b) optical devices, such as compact disk read only memory (CD ROM), and the like; and
¢) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0061] Memory 608 may store executable code 609 which, when executed by
processor 606, may cause mobile device 102 to implement relevant portions of any or a

25 combination of the methods of Figures 2, 3, 4 and 5.

[0062] Memory 628 may store executable code 629 which, when executed by
processor 626, may cause smart card reader 104 to implement relevant portions of any or a

combination of the methods of Figures 2, 3, 4 and 5.

[0063] The preceding explanation uses the example of mobile device 102, smart card
30 reader 104 and wireless communication link 106. However, embodiments of the invention

are equally applicable to any two devices (not necessary mobile devices) where the security



the sane integrated circuit or in separate integrated circuits. [0059] A
non- exhaustive |ist of exanples for processors 606 and 626 includes a
central processing unit (CPU), a digital signal processor (DSP), a reduced
instruction set conputer 10 (RISC), a conplex instruction set conputer
(A SC and the like. Furthernore, proce55ﬂ§f 606 and 626 may be part of an
application specific integrated circuit ( C) or may be a part of an
application specif] stacg rd product (ASSP). [00601 A non-exhaustive |i st
of exanpl es ¥ Pfﬁ‘ﬁ HC&/ %ﬂlﬂanweatmdl gt BHepssar biiwirelats) Betwsen thedwo
follow n ces such as registers, latches, read

g: E@vx@és ﬁ@ﬁg&gﬂ?%&%ﬁ?{sg‘q g

only nmenory rlcaIIy erasabl e progrannable read only

menory devi EEP devi ce til ccess
TenDr y dev.i ? e o P o o RS B B Bt il RsBAm

devi ces, RAIHBH& eheng el NI sab&RSFonsTBIREYs, Q%ﬁmméﬂﬁyb&l@ﬁow%é@'tg elaka
rate (DDR) ngggry devi ces, static random access 20 menory (SRAM), universa

serial bus jiap s el ab e ark nibisy thegaferet toebd uridsrstand tbptthe appeided cleisns mach
as conpact l, r and the like; and <c) magnetic
devi ces, sugLéﬁ§8%§QN%P HE{I}melff(coppy 8|§Em¥§ magnetic tape, and the |ike.
[ 00611 Menory 608 nmay store execut abl e code 609 which, when executed by
processor 606, may cause nobile device 102 to inplenent rel evant portions
of any or a 25 conbination of the nethods of Figures 2, 3, 4 and 5. [0062]
Menory 628 nmay store executable code 629 which, when executed by processor
626, may cause smart card reader 104 to inplenent rel evant portions of any
or a conbination of the nethods of Figures 2, 3, 4 and 5. [0063] The
precedi ng expl anati on uses the exanple of nobile device 102, smart card 30
reader 104 and w rel ess communication |ink 106. However, enbodi nents of the
invention are equally applicable to any two devices (not necessary nobile
devi ces) where the security 14 and/or authenticity of the comrunication
link (not necessarily wireless) between the two



devices are possibly unsatisfactory. [0064) While certain features of the

i nvention have been illustrated and descri bed herein, many nodifications,
substitutions, changes, and equivalents will now occur to those 5 of
ordinary skill in the art. It is, therefore, to be understood that the

appended clains are intended to cover all such nodifications and changes.
15 dains: 1 A nethod for securing a cgymunication link (106) between a
first device (102) and a second device (104), the method conpri sing:
generatla a first cryptographic key; the method being characterized by the
steps of: ﬂﬁ eratlng a second cryptographic key that differs fromsaid
first cryptographic key appl ying a hash function to packets comuni cated

over sai link (106 re sh resu yi ng
S a hash funhecs b Sande ShRty s BT Rk b oA

crypt ogr aphi csekend @ak 0@)hﬁﬁﬁahg§u&hpﬁgngenerate a third cryptographic
key to be used to secure said comunication link (106). 2. The method of

claim 1, wherein sgingrasiaeiedire qumtegiephimbeyc theatethodbeisarinracenardiiydhe i on
l'ink (106) duy gﬂq)generatlon of said first cryptographic key and during
generation of said second cryptographic key. 3. The method of claiml or

claim 2, wherein gemersihpageSaiddriptoghplac kol 6ok diftorefrk@)saidcf@pri ses an
exchange of public keys between said first device (102) and said second

devi ce (104) SvRPEERIG Ke8nmuni cation 1ink (106), said public keys based on

a secret shared %yﬁgfrlgag%sfhsﬁ{m&?ow &%agﬂ%,gé(\)ll\ﬂﬁgnﬁgﬂ-eg PG ALYl h0)

4. The net hod of al ns erein generating said second
crypt ogr aphi ditkey 0¢onpréaseshash rendhange of public keys between said first
device applying said hash function to said first cryptographic key, said second

cryptographic key and said hash result to generate a third cryptographic key to be

used to secure said communication link (106).

2. The method of claim 1, wherein said packets were communicated over said
communication link (106) during generation of said first cryptographic key and

during generation of said second cryptographic key.

3. The method of claim 1 or claim 2, wherein generating said first cryptographic key
comprises an exchange of public keys between said first device (102) and said second
device (104) over said communication link (106), said public keys based on a secret

shared by said first device (102) and said second device (104).

4, The method of any one of claims 1 to 3, wherein generating said second
cryptographic key comprises an exchange of public keys between said first device

(102) and said second device (104) over said communication link (106).

5. The method of claim 3, wherein generating said first cryptographic key comprises:
applying a function to said secret to obtain a generator clement of a
mathematical group;
raising said generator element to a first random number to obtain another
element of said group;

sending said other clement over said communication link (106);



(102) and said second device (104) over said conmunication link (106). 5.
The nmethod of claim 3, wherein generating said first cryptographic key
conprises: applying a function to said secret to obtain a generator
clenment of a nmathematical group; raising said generator elenent to a first
random nunber to obtain another elenent of said group; sending said other
clement over said communication link (1p); 16 receiving over said

comuni cation link (106) a further elenent of said group, said further

el ement having beercgiiRalRer SYd EGhSuias&l Bnldenes 2Eathep LRARAL of éaid;gr%ﬁﬁ,ond
random nunber; and raising said further elenment to said first random nunber
to obtain sai#iq furher clemgnitlogingdieen ciealed by, raifing saist grodragdr chamyens teea sfcosdl ai s
1 to 5 wheregj erati. said second cryptographic key conprises:

raising a knd@ﬁdggggﬁgf%gg%lenent of a mathematical group to a first random

nunber to obtain anpgitenicienenteabnisaisgiddioupndaeidinbe Babthipthefirg! ement
over said comrunicatjon link (106); receiving over said comunication |ink
(106) a furt H&¥Piep@RbStkeyf said group, said further el ement having been
created by raising said known generator elenent to a second random nunber;
and raising said f rthgr elenenﬁ,to said first random nunber to obtain said
second Q:rypt%erlaﬁtﬁpéo iy, ong ofglaj@yilde 5S¢ vhoreim gapratigasridseerpd a

cormuncal, SRS AfpRa {1t oval un o oa  device (107, 108 1
102); a processor B0 aleReyn gampdhtor element of a mathematical group to a first random
number to obtain another element of said group;
sending said other element over said communication link (106);
receiving over said communication link (106} a further element of said group,
said further element having been created by raising said known generator element to a
second random number; and

raising said further element to said first random number to obtain said second

cryptographic key.

7. A device (102, 104) comprising:

a communication interface (604, 624) through which said device (102, 104) is
able to establish a communication link (106) with another device (104, 102);

a processor (606, 626); and

means to generate a first cryptographic key, characterized by means to
generate a second cryptographic key that differs from said first cryptographic key,
means to apply a hash function to packets communicated over said communication
link (106) to create a hash result, and means to apply said hash function to said first
cryptographic key, said second cryptographic key and said hash result to gencrate a
third cryptographic key.

8. The device (102, 104) of claim 7, wherein said device is arranged such that said
packets are communicated over said communication link (106) during generation of

said first eryptographic key and during generation of said second cryptographic key.



means to generate a first cryptographic key, characterized by neans to
generate a second cryptographic key that differs fromsaid first
cryptographi c key, nmeans to apply a hash function to packets comuni cat ed
over said conmunication |ink (106) to create a hash result, and neans to
apply said hash function to said first cryptographic key, said second
cryptographic key and said hash result 40 generate a third cryptographic
key. 8. The device (102, 104) of claim 7, wherein said device is arranged

such th sai ackets.are c ni cat eq ,over i 0 ni.cation link (106)
duri ng géenera 'eo‘ﬁevb?e Ofic ‘ﬁ%?“%ﬁ%ﬁ%gﬂ%ﬁ? élsq%egoﬁér‘?&nggﬁ‘fiioﬁlberélgﬁlé? ém%n of
sai d second CroopLRMHrARBES tK@Mre aldecrdd and BAd HeM Dt Hrasti@ksy 16 HakedBuponhigidel
said device (102, 104) and said other device (104, 102) are arranged to
share a secre¥c#hd said first cryptographic key is based upon said secret.
10. The device of any one of clains 7 to 9, wherein said device (102, 104)
is arranged to enerate said first cryptographic key froman exchange of
publ i ¢ Kys whadeyigepf gnnenc ofdgimse’ (01%4»{hey.@xz):alé\¢ewcsém, tohrspirezgelon | i nk
(106). 11. T levi f ' 7140 1f ' j eyj ce
(102, 104) i Q?Iglﬁn%gddﬁ{sga@(ég%ga }} Ceke?a]?(]) §e¢ 6%111 né‘?% 03{03!6: &IS g’%gﬁﬁfo\r{%%n an
exchange of pldsldellky 62 Widn ssidicdmnimietiodévik¢e0d)104, 102) over said
comuni cation |ink (106). 12. A machi ne readabl e nedi um (608, 628)
conprising code neans (609, 629) executable in a processor (606, 626) of a
devi ce (1102, THz4)evice of atigensaf claitlavi wel i ovhgenesad devdce (l0LS104Qny progedphi C
key, generate a second cryptographic key that differs fromsaid, first
crypt ogr aphi EEREgte S&ﬂpﬁeﬁo‘épﬁé{%ﬁ WA TR ap SEHBRES @ ikext Bifhsddr a
conmuni cat i onyghdrikvicd P4, w)fmm&%m%mc%ﬁ%& gilﬂxggt 2) to create a hash

result, and apply said hash function to sal Typt ographi ¢ key, said
second cryptographic key and said hash result to generate a third

crypt ographi ¢ kR¥hine readable medium (608, 628) comprising code means (609, 629) executable
in a processor (606, 626) of a device (102, 104) to cause said device to generate a
first cryptographic key, generate a second cryptographic key that differs from said
first cryptographic key, apply a hash function to packets communicated over a
communication link (106) with another device (104, 102) to create a hash result, and
apply said hash function to said first cryptographic key, said second cryptographic
key and said hash result to generate a third cryptographic key.



