.OPERATI ONAL RELI ABI LI TY | NDEX FOR THE KNOALEDGE MANAGEMENT SYSTEM

This invention relates generally to the field of know edge nanagenent, and
nore particularly enbodi nents of the invention relate to systens, nethods,
and conputer program products for providing a conprehensive system for
production support informati on. BACKGROUND Busi nesses store
applications, information, and data across various |lines of business
("LOB") in a decentralized fashion. Typically, specific departnents within
each LOB are responsible for conmpiling, sorting, storing, and accessing the
know edge of the associates working within each departnent in the nost
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in order to find the appropriate answer or contact reference. Inquires are typically forwarded on

to a group with the responsibility of escalating them to the appropriate business team. Subject
matter experts can also be pulled into the inquire in order to explain the system architecture, and
upstream and downstream system and customer jmpacts. When the incidents relate to small
issues, the personnel necessary to troubleshoot and fix the issue may only be tied up for a short
period of time, however this time could be avoided with a more efficient system. When the
incidents are significant, the process can take weeks to resolve and involve personnel being sent
on-site or communicating on the phone with associates for a considerable amount of time in
order to resolve the incidents. This time infensive process removes key associates from their
day-to-day responsibilities on a long term basis.

BEach time an incident is escalated to a higher support level it costs valuable time and
negatively impacts a business’'s customers. Typical knowledge management systems are

personally based, in that they are dependent upon the knowledge levels of certain associates in
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various groups. Therefore, contacting the specific associ ates whenever an

i ncident occurs is inefficient and far froma best practice. Enpl oyees
usi ng these systens respond reactively to any incidents and pull associ ates
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Currently there is no system under which a business can store, generate, distribute, score,
and track all of the knowledge generated by the associates of a business through one integrated

system in a seamless manner,



One enbodi nment of the invention is a systemfor operational reliability

I ndex scoring wthin a -know edge nanagenent system conprising a user
interface, a nenory device, a comunication device, and a processor. The
processor is operatively coupled to the conmuni cati on device, user

I nterface, and the nmenory device, and configured to execute a
conput er -readabl e program code to receive reliability data associated with
one or nore predictability factors related to a business application. The
processor is further configured to determine predictability factor
reliability scores for each of the one or nore predictability factors based
on the reliability data. The processor is further configured to determ ne
at least one of a category reliability score, an application reliability

_score, a business sub-channel rePRED re or a business channel score
based on the determ ned predictability factor reliability scores. In
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predictability factors related to a business application. The processor is further configured to
determine predictability factor reliability scores for each of the one or more predictability factors
based on the reliability data. The processor is further configured to determine at least one of a
category reliability score, an application reliability score, a business sub-channel reliability score
or a business channel score based on the determined predictability factor reliability scores.

In further accord with an embodiment of the invention, the processor is further
configured to execute the computer-readable program code to automatically receive the
reliability data from a business computer systern.

In another embodiment of the invention, the processor is fusther configured to execute the
computer-readable program code to manually receive the reliability data as inpuited by a
knowledge management system user.

In yet another embodiment of the invention, the processor is further configured to execute
the computer-readable program code to receive the reliability data, including receiving answers

to one or more predictability factor questions related to the business application.



I n anot her enbodi nent of the invention, the processor is further configured
to execute the conputer-readable programcode to determ ne the
predictability factor reliability scores for each of the one or nore
predictability factors based on the reliability data and the predictability
factor weighting val ue. In yet anot her enbodi nent of the invention,
the processor is further configured to execute the conputer-readabl e
program code to autonmatically receive the predictability factor weighted
val ue for each of the one or nore predictability factors froma busi ness
conputer system I n anot her enbodi nent of the invention, the processor
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(1) receive a category weighting value for each of one or more categories, wherein the category
weighting factor signifies reliability importance of the category in relation to at least one of
associated business applications, associated business sub-channels or associated businecss
channels; (2) receive an application weighting value for each of one or more applications,
wherein the application weighting factor signifies reliability importance of the application in
relation to at least one of an associated business sub-channels or associated business channels;
and (3) receive a business sub-channel weighting value for each of one or more business sub-
channels, wherein the business sub-channel weighting factor signifies reliability importance of

the business sub-channel in relation to associated business channels.



I n anot her enbodi nent of the invention, the processor is further configured
to execute the conputer-readabl e programcode to display on a user

i nterface a business channel and correspondi ng busi ness channel score and

i ncludi ng access to display one or nore business sub-channels within the
busi ness channel and the correspondi ng sub-channel scores, one or nore
applications within the sub-channel and the correspondi ng application
score, one or nore categories within the application and the correspondi ng
category scores and one or nore predictability factors within the category
and the cmi esponding predictability factor scores. In yet anot her
enbodi nent of the invention, the processor is further configured to execute
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category of a business application, weighting factors associated with each of the predictability

factor questions and receive inputs corresponding fo answers to the one or more predictability
factor questions.

In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code fo receive the reliability data associated with the one or more
predictability factors related to a financial institutions business application.

On embodiment of the invention is a computer program product for a knowledge
management system, the computer program product comprising at least one computer-readable
medium having computer-readable program code portions embodied therein, the computer-
readable program code portions comprising executable portions. The first executable portion is
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I n anot her enbodi nent of the invention, the first executable portion is
further configured for nmanually receiving the reliability data as inputted
by a know edge managenent system user. In yet anot her enbodi nent of
the invention, the first executable portion is configured for receiving the
reliability data, including receiving answers to one or nore predictability
factor questions related to the business application. I n anot her
enbodi ment of theMention, the first executable portion is further
configured for converting the answers received to one or nore
predictability factor questions into scores. In yet anot her

enbodi nent of the invention, the conputer progranlproduct further conprises
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each of ttie one or re pre ctors from a busi ness conput er
syst em the determined predictability factor reliability scores.

In further accord with an embodiment of the invention, the first executable portion is
further configured for automatically receiving the reliability data from a business computer
system.

In another embodiment of the invention, the first executable portion is further configured
for manually receiving the reliability data as inputted by a knowledge management system user.

In yet another embodiment of the invention, the first executable portion is configured for
receiving the reliability data, including receiving answers to one or more predictability factor
guestions related to the business application.

In another embodiment of the invention, the first executable portion is further configured
for converting the answers received to one or more predictability factor questions into scores.

In yet another embodiment of the invention, the computer program product further
comprises an executable portion configured for receiving, through the use of a processor, a
predictability factor weighting value for each of the one or more predictability factors, wherein
the predictability factor weighting value signifies reliability importance of the predictability
factor in relation to associated categories.

In further accord with an embodiment of the invention, the second executable portion is
further configured for determining predictability factor reliability scores for each of the one or
more predictability factors based on the reliability data and the predictability factor weighting

value.



In yet another enbodi nent of the invention, the executable portion is
further configured for manually receiving the predictability factor

wei ghting value for each of the one or nore predictability factors as

i nputted by a know edge managenent user. I n anot her enbodi nent of the
I nvention, the conmputer program product further conprises a fifth
execut abl e portion configured for doing one or nore of the foll ow ng
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busi nesswhéreinrta¢ applionnawaghtio ffagjer sighifics reliablity iimpertantoofiibs pplicatitnein

1 t . _ | ) . i t . ’
assocl a ge?ams)ﬁ' B ghanel o a%go%fa%d lﬁd{—ﬁhﬂﬂh s Rl aSUhRGL g‘ﬁ%%ﬁ? g&%%r%{v?_n%\ée ntion

t he conputer progfram pro E€r conprises an exe
conf i gur gd-chemmel iwsighting vedye fohreachgdl driseorusere Giib-ahapnels, erleosiy thersub-chaael

i nterface . business. channel..and. correspandi ng Qusj hanne e and

I ncl udi n‘gelg%%n&{;a&?f)%lgﬁ'iﬁ spreglﬁblgpﬁe“%gr%mn%cr%e&sqg%? g?]‘ér He{fgﬁ\?md? tH}'l%n{?’t %155 a(Sé’sdl ness

channel Tthetsvhamelsr espondi ng sub-channel scores, one or nore applications

wi thin the sub-channel and.the corsespondin [ ' e or nore

categories w rﬁetr: PR oid’é%etnlt 8§ ﬂ:étenHR'f”F'nrhen’c re?@%%ot%%u%ﬁcéﬁg%no?syﬁg%gr es and

one or nmn.ﬁgmbéﬁirc:bmhhih@ngyt feagitone sf wicbthgany tdlisbitigt gy an appticatioe reliability

corr eSpOchnl'e?% &Bjecgalin%teﬁlbelhla‘tlnfl% gc%r%t & 2 YiQh&S ‘channel score based on the determined
predictability factor reliability scores and a respective category weighting value, application
weighting value or sub-channel weighting value,

In further accord with an embodiment of the invention, the computer program product
further comprises an executable portion configured for displaying, through the use of the
processor, on a user inferface a plurality of knowledge management system defined business
channel icons and corresponding business channel scores, wherein the business channel icons are
configured for user input to display the associated sub-channel scores.

In another embodiment of the invention, the computer program product further comprises
an executable portion configured for displaying, through the use of a processor, on a user

interface a business channel and corresponding business chamnel score and including access to
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In yet anot her enbodi ment of the invention, the conputer program product
further conprises an executable portion configured for displaying on a user
interface a predictability factor score sheet including one or nore
predictability factor questions related to a category of a business
application, weighting factors associated with each of the predictability
factor questions and answer input fields configured for receivi.ng inputs
corresponding to answers to the one or nore predictability factor

guesti ons. I n anot her enbodi nent of the invention, the first
execut abl e portion is further configured for receiving the reliability data
associated with the one or nore predictability factors related to a

fi nanci adisplay ene armosmsubwhanels svitnhe businpssshannc and thocarrespautingfshehagpel; e

i nventi 0Bk GheY RloRIBphREatiGRGTiRih B 8hb-Eiahdch Bid thé YorteSstading GRflicAbnWEdrE, a

know edge managenent gysgqn1conp(|s|ng a user interface, "a nenory device, a
conmuni caeg enmefe gitegorienwithia ther application andrihe cosrespanding catpgory proregtand ers,orcoupl ed
to the Cmgpég}g&&sm FEMRY Gffthin HRLbtchd Sid BE Somreditfldinh SrelR AN Y £6res. and
configured t'o execute a conputer-readabl e program code to receive
reliability datyetpoetber embadimgnt of dhre inyentiopr thepromprter pgran pradget: Byrthery o| at ed
to a busi I I ; { ebiaby Li ] eeel Vi ng
answer s DS B e o B e e s e

busi ness fagtop s¢orashiegsrinel ang oy axord predietahility dalos quesienseploted ta peaisgaryod@ or

nore pregje WRTAY : j - | : lyd urt her
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conputer-re bl e ogramcode to display on a.user, interface a.busjness
channel mﬁiﬂg'r*%@gé’ﬁ%f@go ?I??e‘gén%ﬁgﬁﬁéfa&g o@orasnbﬁs?%noﬁ %%Ifeﬁ&blg%c% s to
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or edi ot af 135 o of spociae iginess anplicgipgs. SRSEARNRECT P RRRG S FPeTs o
conput er program product for a know edge managenent system the conputer
program product conprising at |east one conputer-readabl e nedi um havi ng
conput er - readabl e program code portions enbodi ed therein, the

conput er -r eadabl e program code portions conprising executable portions. The
first executable portion is configured for receiving, through the use of a
processor, reliability data associated with one or nore predictability
factors related to a business application, wherein the reliability data

i ncl udes receiving answers to one or nore predictability factor questions

related to the business application, and converting the answers received to
one or nore predictability factor questions into scores, wherein the




associ ated categories. The third executable portion is configured for
determ ning predictability factor reliability scores for each of the one or
nore predictability factors based on the reliability data and the
predictability factor weighting value. The fourth executable potion is
configured for doing one or nore of the follow ng through the use of the
processor: (1) receiving a category weighting value for each of one or nore
categories, wherein the category weighting factor signifies reliability

i nportance of the category in relation to at | east one of associated

busi ness applications, associated sub- channels or associ ated busi ness

channel s; (2) receiving an application hting value for each of one or
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DESCRI PTI ON c%“ qu%EVE‘lﬁf\Iftﬁ/ 11}]W%tcé]ﬂr:?eTHE DRﬁM\g %g?mr ro'&@c\fl tklﬂg\%legéscrl bed

enbodi nent s "0 Biice now
t o the amamypmotispsiemlrthecomgiter\pinogrdm @raductax)mpameg; stdeast w@wommtetﬂadabﬁ e, and

wher ei n: medium having computer-readable program code portions embodied therein, the computer-

q—!-

readable program code portions comprising executable portions. The first executable portion is
configured for recciving, throngh the use of a processor, reliability data associated with one or
more predictability factors related to a business application, wherein the reliability data includes
receiving answers to one or more predictability factor questions related to the business
application, and converting the answers received to one or more predictability factor questions
into scores, wherein the processor is operatively coupled to the computer-readable program code,
a user interface, a memory device, and a communication device. The second executable portion
is configured for receiving, through the use of the processor, a predictability factor weighting
value for each of the one or more predictability factors, wherein the predictability factor
weighting value signifies reliability importance of the predictability factor in relation to
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Figure 1 provides an overview of the interaction between the know edge
managenent system and the channels within a business, in accordance with an
enbodi ment of the invention,; Figure 2 provides a system di agram
illustrating the interaction of the systenms in the know edge nanagenent
system in accordance with an enbodi nent of the invention; Figure 3
provi des a hone page for the know edge mansgenent systemillustrating an
overview of the incidents within production support in accordance with an
enbodi ment of the invention; Figure 4a provides a process flow for the
dashboard system of the know edge nmanagenent system in accordance with an
enbodi nent of the invention; Figure 4b provi des_a dashboard for the

know edgesseritedeatagpmiess yibe dird experablepartiny is comfignrrd fordrieraininedirodistabilitici dent s

withinp Bf B GRE AMGE prédichbiity RRANAERINN B relifisli
mvenUo%ﬂgﬁy%bﬂfg;EHr}gw&m}%w des anot her dash%@%rd for the knrc?vh eétée
anddhe

manage et ﬁﬂh)b‘ﬂrf@f‘qf ipighting vakeen e dourid ghsratable gptiqne conbignigd fir s
wi thin ppagicid 611111&9 I%P‘ﬂ{ foué\ﬂngﬁﬁafgﬁétﬂ&ﬁsevafttﬁb gfec@mom F@Eﬁnngfa c‘takagory

i nvention; Fi gu provi des anot her dashboard for the nowle ge

manage rremﬂgbts&m ealus fOIr @Etthr off preyorapmoteneafegaries, Mheein &g calRESFY dreightiae 9T dent s
Wi thin pgl@ﬂﬁ&t ﬂeﬁ’eﬁ)ﬂﬁ&' RRRrfance &F tREGRHANA Sel¥idnto 3D 1caH A8 b BEIcidd Bulifiess

i nvention
' apphcauons, associated sub-channels or associated business channels; (2) receiving an

application weighting value for each of one or more applications, wherein the application
weighting factor signifies reliability importance of the application in relation to at least one of
associated sub-channels or associated business channels; (3) receiving a sub-channel weighting
value for each of one or more sub-channels, wherein the sub-channel weighting factor signifies
reliability importance of the sub-chanmel in relation to associated business channels. The fifth
executable portion is configured for determining, through the use of the processor, at least one of
a category reliability score, an application reliability score, a sub-channel reliability score or a
business channel score based on the determined predictability factor reliability scores and a
respective category weighting value, application weighting value or sub-channel weighting
value.

In further accord with an embodiment of the invention, the computer program product
further comprises an executable portion configured for displaying, through the use of a
processor, on a user interface a business channel and corresponding business channel score and
including access to display one or more sub-chamnels within the business channel and the
corresponding sub-channel scores, one or more applications within the sub-channel and the
corresponding application score, one or more categories within the application and the
corresponding category scores and one or more predictability factors within the category and the
corresponding predictability factor scores.

The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined in yet other
embodiments, further details of which can be seen with reference to the following description

and drawings.
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Figure 7 provides another dashboard for the know edge nmanagenent system
illustrating an incident sunmary of a specific incident within production
support, in accordance with an enbodi nent of the invention; Figure 8
provi des a pl aybook interface for the know edge nmanagenent system

Il lustrating the searching and display functions for incident recovery
processes for responding to specific incidents, in accordance with an
enbodi ment of the invention; Figure 9 provides a | cnow edgebase
interface for the know edge managenent systemillustrating the searching
and display functions for the resolved incident tickets, in accordance with

an enbodi nent of the invention; Figure 10 Erovi des_a Erocess map
interface for M&HBM@N%WHVEM&%WSQ JHEIRAWINER sear chi ng
and display functions for the physical, logical, and transactional process

maps, in accdiatingdlusdescribedereholisenisd thednventien ingomspl tams, reference willggWe 11
Provi des,anBicds &R SodiBatinrWinkd whidiGrdabPibatiay ARAAGS BRI aRlioA:

illustrating an exanple a physical, logical, or transact i onal process
map, in accorfigned mpvidesan avetyisl okt inferactipn hefvesn thokowledge mappggest 12

provi deSe el aawﬂfeh;ﬁér%iag iRl Dl BEss! MG AAGPa BIRERERIYE (R Gl

il lustrating an exanpl ow chart froma custoner perspective, in
accor dance wikignrad wotidesi hreystenp fllagiam ﬂlmt@qtfpg@lm interaction of the systems in the

knowledge management system, in accordance with an embodiment of the invention;

Figure 3 provides a home page for the knowledge management system illustrating an
overview of the incidents within production support, in accordance with an embodiment of the
invention; ,

Figure 4a provides a process flow for the dashboard system of the knowledge
management system, in accordance with an embodiment of the invention;

Figure 4b provides a dashboard for the knowledge management system illusirating a
channel summary of the incidents within production support, in accordance with an embodiment
of the invention;

Figure 5 provides another dashboard for the knowledge management system illustrating a
sub-channel summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 6 provides another dashboard for the knowledge management system illustrating
an incident level summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 7 provides another dashboard for the knowledge management system illustrating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention,;

Figure 8 provides a playbook interface for the knowledge management system illustrating
the searching and display functions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase interface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance
with an embodiment of the invention;
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Figure 13a provides a process flow for the operational reliability index
system of the know edge managenent system in accordance wth an enbodi nent
of the invention; Figure 13b provides a operational reliability index
- honme page for the know edge nanagenent systemillustrating the reliability
scores for each channel, in accordance with an enbodi nent of the invention;
Fi gure 14a provides an operational reliability index scoring interface for
t he know edge managenent systemillustrating the reliability scores for
each sub-channel, application, and category within a channel, in accordance
wi th an enbodi nent of the invention; Figure 14b provides an
operational reliability index scoring tenplate for the know ed(%e managenent
system i I | ust¥igarp g pradescoprasgssrmen inerfape for; the keawleges mesazemgntweiendance
with an r R dRaal er
operati onal glﬁ% %F hﬂé}%ﬁgggﬁggiggﬁbﬁs forthrfpphgfléwflggrlé?%ggknow edgg’%r%aér%agerrent
system i mapﬁsmaszmrﬁ@wwehgltmbqwnm@ﬁ gmventionit wo cat egories, in accordance
wi th an enbo to PN taekher
oper at i onal qbl 11 fm{ﬂhi&ng X sgéogilaﬁ dlSplarjr(pfogttgyfkg?‘}l?ﬁheep %ﬁ%ﬁg@dge rra‘%agerrent
system i illu@ts@tmam mgnmh@f sobysical logicel, pt%anmﬁoma}mroe@s Byprip aesordapcedthdndance
wth an QHP%]]{H f) ? i% invention; Fi gure 14e provides anot her
operational re Ity | ndex scoring tenplate for the know edge managenent
system i || ustFigare nig previdsear flay vhartr fisplay der theo keerrledger nanngement ayslendance
with an gibod FBRteQhnb 8 o A% hdrPBom a customer perspective, in accordance with an

embodiment of the invention;

Figure 13a provides a process flow for the operational reliability index system of the
knowledge management system, in accordance with an embodiment of the invention;

Figure 13b provides a operational reliability index home page for the knowledge
management system illustrating the reliability scores for each channel, in accordance with an
embodiment of the invention;

Figure l4a provides an operational reliability index scoring interface for the knowledge
management system illustrating the reliability scores for each sub-channel, application, and
category within a channel, in accordance with an embodiment of the invention;

Figure 14b provides an operational reliability index scoring template for the knowledge
management system illustrating the scoring metrics for two categories, in accordance with an
embodiment of the invention;

Figure 14c provides another operational reliability index scoring template for the
knowledge management system iftustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14e provides another operational reliability index scoring‘ template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance

with an embodiment of the invention;
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Figure 15 provides a contacts interface for the know edge nmanagenent system
illustrating the searching and display interface for the hierarchy and
contacts related to one section of the know edge nanagenment system in
accordance with an enbodi nent of the invention; Fi gure 16 provides an
I ncident report request interface for the know edge managenent system
illustrating a request formfor reporting the incidents in the system in
accordance with an enbodi nent of the invention; Figure 17 provides an
i ncident report for the know edge managenent systemillustrating a report
summary of a particular incident, in accordance with an enbodi nent of the
I nventi on; Figure 18 provides a process flow for the know edge
management syRigween 19 Ippsddeat 2 mgntatte intedactefior Hst kidvwledge omapagementssystedw, i n
accordange w.t h _an i . J [N | 0. Fi oyides an
incidentﬁﬁg*mmﬁég%m%%ER%H%HE%%@#é%%gmﬁhﬁgg%%gﬁ?n§¥é?gﬁ?g%#ﬁg%gg?Fhé&fhe
list of sgption iofidhel bmivdedge nmaregameabisysie inhacenrdemdsowitimant enafodingest iofidlent i on;

Fi gure 20 ru%\r/lj des part of an incident comunication interface for the

know edgB”HaNagenent systemillustrating part of the information |ocated
within an i ncFigeatl6tpredes an iincideoceporh mepeshirtérfage farthe kiavdedee ofanagement

I nvent | OQy-‘stem illustrating a request form for reporting the incidents in the system, in accordance with an
embodiment of the invention;

Figure 17 provides an incident report for the knowledge management system illustrating
a report summary of a particular incident, in accordance with an embodiment of the invention;

Figure 18 provides a process flow for the knowledge management system illustrating the
incident notification process flow, in accordance with an embodiment of the invention;

Figure 19 provides an incident home page for the knowledge management system
illustrating the list of open incidents, in accordance with an embodiment of the invention;

Figure 20 provides part of an incident communication interface for the knowledge
management system illustrating part of the information located within an incident ticket, in
accordance with an embodiment of the invention;
| Figure 21 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 22 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 23 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an

incident ticket, in accordance with an embodiment of the invention;
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Fi gure 21 provi des another part of the incident comunication interface for

t he knowl edge nmanagenent systemillustrating another part of the
information |ocated within an incident ticket, in accordance with an
enbodi nent of the invention; Fi gure 22 provi des another part of the

I nci dent conmuni cation interface for the know edge nanagenent system
illustrating another part of the information | ocated within an incident
ticket, in accordance with an enbodi nent of the invention; Figure 23
provi des another part of the incident conmunication interface for the
know edge managenent systemillustrating another part of the information

| ocated within an incident ticket, in accordance with an enbodinent of t he
invention;  FigureiZfuprovidas spasherdpast £f dhadneigat cogmupipetionnistefepn for th

conmuni cgti.g 55%3 denoubasdge B t rating
anot her part 8# tf%é o%ﬁ%tlﬁﬁslocated mﬁ?ﬁ?ﬁ an ?%??§§%?&F$Ltgﬁhiﬁn
accordanmeldmtlﬂhk@annm@mmﬂla@fc@h@mﬁmﬂéﬁlﬁllﬁﬁnﬁons Fi gure 25 provides
anot her part g &ﬁ&@?{ﬁ&é&@ﬁw rqﬁlétham g%ﬁ‘nﬁﬁa@&ﬁe:ftgj}sténbﬁlum%é gdge

nmanagenment sys ustra ng anot part theé 1 nformation | ocated
Wit hin amcndnrmr@eome pnog%eﬂowmaa@cdyn@afw@ean\mbndlmn@fﬂmnmmn,of t he

i nventi on; %m-!g] Igltq&l.&’é A" YA &ﬁﬁh&xﬂ;@g el de AWt {hgrlmbﬁfedg@ﬂz;ﬁufggﬂ@nt

management Sys ustrating the I nc esponse process
accor dansystew ilusteating tsowtitifisationodndt m@duulq&\ﬁéwhbbnto the user, in accordance with an

embodiment of the invention;

Figure 28 provides an expanded academy home page interface for the knowledge
management system illustrating the certification and modules available to the user, in accordance
with an embodiment of the invention.

Figure 29 provides an academy module interface for the kmowledge management system
illustrating the module display for a user, in accordance with an embodiment of the invention;
and

Figure 30 provides a process flow for the academy system of the knowledge management

system, in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

Embodiments of the present invention will now be described more fully hercinafter with
reference to the accompanying drawings, in which some, but not all, embodiments of the
invention are shown. Indeed, the invention may be embodied in many different forms and
should not be construed as limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy applicable legal requirements. Like
numbers refer to like elements throughout. Although the embodiments of the invention
described herein are gencrally described as involving a “bank,” one of ordinary skill in the art
will appreciate that other embodiments of the invention may involve other businesses or
financial institutions that take the place of or work in conjunction with the bank to perform one
or more of the processes or steps described herein as being performed by a bank. Other

14



Figure 27 provides an acadeny hone page interface for the know edge

managenent systemillustrating the certification and nodul es available to

the user, in accordance with an enbodi nent of the invention; Figure 28

provi des an expanded acadeny hone page interface for the know edge

managenent systemillustrating the certification and nodul es available to

the user, in accordance with an enbodi nent of the invention. Fi gure 29

provi des an acadeny nodul e interface for the know edge nmanagenent system

illustrating the nodul e display for a user, in accordance with an

enbodi nent of the invention; and Fi gure 30 provides a process flow for

t he acadeny system of the know edge managenent system in accordance with

an enbodemexiimefs ohthe iimveriin way irDBIVA|HED bDESERS PTIsTR drhENBORiaMENESYOF THE

I NVENTI O, | Enbodi nents of the present invention will now be described
gﬁther.. . . . .

nore fully®neréinafter with reference to the acconpanyi ng drawi ngs, in

whi ch some, bAg wilbbe gipreciatedthydinemitskillah thevat imviewitof gris diselosyirgy dhe. presetteed,

the inventi e [ | B nany. d r 115%1# be
constr ueﬂwg%%fli@ﬁn%t%dﬁ n?’gglt%ﬁéi? gr%%hdl nenatnggpégelﬁhgggﬁthﬁhgegriné% n&(I~J r epr,()ﬁt ese
enbodi medéviceae®.)ponw icdmbinatpnt ¢fathe tfregoini. s dcowrdinglyy embodiments of theapseienicabl e

| egal reguirements., Li r ef. | ke S h t hough
the embolVRHERPs™ S We&?n@gﬁ?ﬁ% gé%{yl E%g%ﬁjér%@ﬁ%%%g}n%%a?y%g@ ri bed
as i nvol emiglimert bgmekudingofienvedre,oresiderdr sofisiard, |micre-cotie eted, i kb cmbodiowhtat e

t hat ot her .enbodiyrents .of the inv | ' I L, S Or

fi nanci afmﬁltﬁglflﬂ; en%rld?'ﬁréitgva%aﬁ%%ec Sh%éatgﬁ{?? B(lsz;flﬁl'\(')[)(r8 rmr%tpﬁgrg%%ﬁ én t?glh wth

t he bankFinthepmort,centhodineentarof iy presvht infiention avy dalkesthe forstdpscotputer plogmher ei n

as bei ngpl%gili(;rt Oéo%%sibn £ cgl%lr:]ou er—lgaﬁgrstorage medium having computer-usable program
code/computer-readable instructions embodied in the medium.

Any suitable computer-usable or computer-readable medium may be utilized. - The

computer usable or computer readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or
device. More specific examples (a non-exhaustive list) of the computer-readable medium would
include the following: an electrical connection having one or more wires; or a tangible storage
medium such as a portable computer diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM or Flash
memory), a compact disc read-only memory (CD-ROM), or other tangible opfical or magnetic
storage device.

Computer program code/computer-readable instructions for carrying out operations of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalitalk, C++ or the like. However, the computer program
code/computer-readable instructions for carrying out operations of the invention may also be
written in conventional procedural programming languages, such as the "C" programming
language or similar programming languages.

Embodiments of the present invention are described below with reference fo flowchart
illustrations and/or block diagrams of methods or apparatus (sysitems, computer program
products, devices, etc.). It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams,
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enbodi nents of the invention may involve other businesses outside of the
financial industry altogether. As will be appreciated by one of skil
inthe art in view of this disclosure, the present invention may be
enbodi ed as a nethod or an apparatus (system conputer program product,
device, etc.), or a conbination of the foregoing. Accordingly, enbodi nents
of the present invention nay take the formof an entirely hardware

enbodi ment, an entirely software enbodi ment (including firmvare, resident
software, mcro-code, etc.), or an enbodi nent conbining softmare and

har dwar e aspects that may generally be referred to herein as a "system"”
Furt hernore, enbodi nents of the present i,nvention may take the formof a

conput er 3 Ryt Y CORBEE ProRtE BSTUSHMS élﬁleifscgg}pgtegp@g@@emﬁtgﬁp% havi ng
conmput er rasd%b/gﬂwmeag&arﬁx&%&a{ SO Rbiefl &@@Mn@uteﬂ%edmt riperest i n the

medi um ny sujtable conputer-usable Qr conp nedlun1nay

r-re da
be utili oer prvﬁ@m@ahlﬁd@@rprmge@aﬁra@s%awém%aﬂa glfu&n%uﬁlagahabgw for
exanmpl e Rldtradighs, lWhidht 8&citd vid theCprBEchdoP F Ghe DRHMALr] &,otﬂﬁtﬂrsg}hmmable data

el ectromagnetic, infrared, or_  sem conductor system apparatus, c&r devi ce.

Nbr e speBiOFSEing ppARbEss creale Tasshanisms foF fpelementing th fuppion &/t sreeified dm fhep| e

medi um V\@%M%&/&dﬁo&f&g{-ﬂmgmd}%hc@dﬁ el ectrical connection having one or
nore wires; or a tangible storage nedium such as_a portabl e conputer

di skette, a hEese epmpiter propamdnyRugiions ay #sabr sorerking compufessadgilt emeiyor v
(ROM ., apapeaS@Rea %ﬁﬂft&'ﬂ?&iﬁke’? f@%@mydﬁ?ﬁg&sﬁgaww toFfuason NRAOr y) , a

conpact disc read-only menory or o rta bl e optlcal or
magnet i cP@'ﬂ%}ﬂﬁg@ﬂH@v@é}éthat the ms@&ﬁ'ﬁ%ﬁ%‘?%\“d%?%%@ﬁ F&? HFORIRGTY PRSESe

i nstruct L,geg off‘ﬂfanﬁfﬁétﬁr)é IR im@Rehids] WRsh Riplédiai HeSeRbn/hd (Rl By be
witten in an object oriented, scripted or unscripted programm ng | anguage
such as Hewehartpad/pr bisskaliagram bleck awblackssr the | i ke. However, the conput er
program Code/mr%s for "G aR | iGsthuOfidns UWaky GRS HeOloadedl bitb ragc&ﬁﬁut@p&rah&ons of
the invention é | so ‘be written in conventional procedural progranm ng

| anguageptosemsrbledataprocessingropypEnta $RYsq pRign aboRsTationatisicps wﬂwedzj gmfdng

| anguagegy e compggf]?f}cutﬁ%art ogrdtmdblEapBhERe i profies '&tdoﬂzﬁut@f Fapikarnlc prstefie! ow

with reference | ustrations and/or bl ock di"agrans of nethods
or appar axchghqtstygm@mouoa%meqxe@%gmhﬁ proentes tos | othes \pregeammable, apparafys j | |
be under 5t .00d stt% QL Affled F %} fE:E:ﬁoﬁs O lhed il Rt BAWEHIA SanRE/ 16cib! OCkK

di agrans, and conbi natlons o sin flowchart 1llustrations and/or
bl ock di é:ggxamsblockcu rblasks. | Appmativelye mlmgnt@mr@ implementechstens or mets mayrbs. These
comput er . DERLARH fo&'g{ﬁrﬂﬂbﬁ W$iofl s faQrdir B ARF SRR eﬁ’%ftﬁmgﬁner al
pur pose conputer pecit al purpo e conp er, or other progranmmma

proceSS|q§hapwaﬁ@nus to produce a partlcular machi ne, such that the

i nstructi ons, dé@g(ﬁh iIRXEALU ﬂlevk@oﬁlgge%ﬁﬁ et lterh e HOMRMIR ce Oitld LT

pr ogr ammabl e processi ng appar dt us reat e nechani sns for inplenenting
t he f uncéembniihent of the pevshtione dTherknowlsdgd mensbemant systeiol sy Weuemcnoamtml 9l ock or

bl ocks. manage knowledge for all, or at least a plurality, of the channels across a bank and the sub-
channels within those channels. In the illusirated embodiment, the channels include, for
example, an e-commerce channel 2, a banking center technology (“BCT™) channel 3, an
automated teller macfnine (ATM) channel 4, a mortage, bome equity, and insurance technology
(“MHEIT”) channel 5, a card services channel 6, a deposits contact center (“DCC”) channel 7, as
well as other additional channels 8. However, in other embodiments of the invention, the
knowledge management system 1 can provide the same or similar support for different LOBs,
departments, or channels across any type of business.
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These conputer programinstructions nmay also be stored in a

conput er-readabl e nenory that can direct a conputer or other progranmabl e
data processing apparatus to function in a particular nmanner, such that the
instructions stored in the conputer readable nmenory produce an article of
manuf acture including instructions, which inplenent the function/act
specified in the flowhart and/or bl ock di agram bl ock or bl ocks. The
conput er programinstructions may al so be | oaded onto a conputer or other
programmuabl e data processing apparatus to cause a series of operational
steps to be performed on the conmputer or other programmuabl e apparatus to
produce a conputer inplenented process such that the instructions which

execut e on t Higwelpuveies o sysbinh diagemol@p aWrsiping thp préarastion obe systrmssn digs f or

i mpl emend | ' c{s:.S -8 Lt ol bR 95 sock
di agram %'}og‘g#gg?na%#%%%gp e?‘e?’nlgt#\el(gp {/d,cggvcl){r}rlpnﬁ‘%?b%r ogr g?prt%err%f;éey#g%t ed steps
or acts iilayiratel i Siguraikh @ vadrichmpyler systom 140 iseperetivélvpouptednyie d ngwepsl®rtoact s i n

order to E&&{;@%‘#}#ﬁéﬁ&%ﬁ% oRE of Hxs)ré ﬁ%ﬁ%%{aﬁzﬁes 130, and &leWord bank

illustrates managément system 1, 1n accordance wth an
enmbodi meadmfer tspsterisniAdnt lncghis Welyea kseo\i0€ 9f &rermseacpmmuier sysjem il qanj 1gcalvesy st em

configured,to. I t i 1t2¥, he
channel sg1 Hops ;}Epgg’g%ﬁ %g}#dtﬁ %%go“é%? éﬂﬁgar%ﬁ%e%t%\%\nw%ﬁ?‘g’ ?%g{s%t&%ﬁ%nﬁg aélafﬂﬁl t he
i | | ushat eatkemppatemsystems 140 Thhaciwotls102medy g e, gldbal aregappirl (CAN), sudhawther ce

channel a_ bankin nter n ) y {QRRL ed
teller fﬁ?ertrea\(lﬁﬁ'ﬁ%ag aﬁne@@ﬁﬂgq%%%%%%%@gﬁ@o@eﬁﬁ r?gg% ance

t echnol ogy cqribitiEon " 9f nd:tarﬂnkal Tlli&; netvos d04 enayi payidshionneirelige, B{irdefﬁos)i‘ tals .
contact center. (" 1) chann . channel s 8.
Homever,cciﬂ”%atnﬁé?%%l& n sﬁgkﬁémpﬁygﬁwgﬁ%%#ﬁg%ﬁe%% nmanagenent
system 1 can Aw dihisttated e Rgme rtheiusedl aompuigpeystent di0 diehéralie gomprigs a
departnents, or ..channel.§,across.. i . i .

or o1 dos YRR g I Son PR eviskR P dhd RRAE Bvice 1, Al
in the kthewteidgé&prmessioge ndenice’s ygeherallyl , inglndes ¢ cioquitgn asedni foh ispleaehidngi lent  of

the i tion. As il tr d.i i . t 01
opor at | vETYR U B 08 RO of  Bytuip el By SREBE EprsishElbdcl
120, onemay ifvhide ahligital cighad paxesorl@Pice.an thicomoaessondeviceh amkvaronpatalg-tey st ens

140. | hi 104, of th . an: i
el ot r onf B PBFHEe SREHEMAR ok R B SHRERDL T oAl BBt My BRMELE" °
dat abas ethe I@8goi dCdnire] dnd signal gnqeuassing fencsivenaf thek@steflaee aliotaisletvid®R thesey be a

gl obal area network (GA such as the |Intetnetn, a wde are . (WAN) ,
a | ocal B’i"&eofS‘ﬁ%\f,’\%)v\b‘?’eﬁ 1o ?F“éﬁs}mﬁvﬁg?pa%@%%s‘ oq%heﬁécfc\?g'rnﬁ%g?&c%%#ﬁg i on of
net wor ks fundtitdalite to\opdeatd Ol orayorp safivratkeprbgramsvbased om eomputeretaiglle instrucdions

conbi natjrhon Pf vg#lrel i.ne ?egd wirel efﬁ? comni cation between devices in the
net wor k thereot, ybichmagybe stored jo ¢ gieoty Gegics - o ™ ser conput er system 110
gﬁgegalrrle?/m(r:ongg/ic S?113 Asmmg::lthﬁ?:ei n- t &t rﬁiq'js?oce- -s}iy%(}q;:/tioeh‘?llz,
general | §° WW@E%EY‘%L%HWU%EE{TD’IDM%%I lgﬁtsr?tqller?g Sglgc%ﬁ%?ﬁ%ilcgﬁsgﬁe and/ or
| ogi c f:Jaﬁﬁd th @ﬂgqtiﬁifl daviwntlitﬁ:tbmmmmbaﬁmdtﬁaknmmgalma@mom L2 behely/ i ce .
may incluyde a ital sign rocessor. ce m croprogessor device, an
vari ous gﬁﬂ%aﬁeﬁ-{%dia@‘%ltt% g?%n?fg’? ug‘irss?’StﬁPﬁﬁ%igloy o-ﬁlgn’éﬁ%ﬁ(g c@%\/e P> Whd

ot her | SU&H@ﬁﬁni@dtibﬁ?dldvﬁcfaDﬂ/ gé?@?lﬁoicmp:%sema aﬁo&ilnle sba{eegmbntgm @mﬁ] dbr and
signal processing functions Q e system.are al l.ocat ed between ese
processi Ffﬁmﬂ‘é‘W"’é'gg "é‘rﬁ]%thBT ﬁﬁ‘“‘fﬁ ?lhél_?er/ n t@’%‘eiﬁ \Fé’dcﬁ%ﬁ% fioue, kyypoar
processi ﬂ%créiﬂl\déhﬁ,eanﬂ%y sth brd chor gbtﬁﬁ;bl hjﬁmtglwmiyoﬁe @p?ﬁ(&é els?-maoa;._r ;ﬁmfmlmt;ftware
progranms_based, on_conmputer-readabl e instr [ ereo i C y be

st or ed i#“é%ﬁrnﬁ‘gﬂé\}i’&@‘ﬂ%‘?omp“m Sﬁ%‘“ﬂ?@&‘ﬁ’i‘&%ﬁo e %ﬂd\ﬁﬁ "lf’fr“n‘[%% user
conput er | fy/géedinlthOmemosnRiRE 1 13 WhichGutidkdedhd @nipher-cadabliyinstaictian 1devfce 111
and the nenpry device 113. The prqcessin %@Vl Cﬁ 112 uses, the coggﬁlrtn cation
dovi ce 1¥eb DRSOk STEF siFmilar RPRCRE LRI 2 JEFRrPEEt §8em 2607 Bank
dat abases 130, and the bank conputer Zel?stems 140 over the network 102. As
such, the conmunication device Ill gererally conprises a nodem server, or
ot her device for comunicating with other devices on the network 102, and a
di spl ay, nouse, keyboard, m crophone, and/or speakers for conmuni cating
with one or nore users 104. As further illustrated in Figure 1, the user
conput er system 110 i ncl udes conputer-readabl e instructions 114 stored in
the nmenory device 113, which include the conputer-readable instructions 114

. of a web browser 115 or other simlar application that allows the user
conputer system 110 to




communi cate with one or nore other devices on the network 102. The web
browser 115 allows the user 104 to access the know edge managenent
application 125 in the know edge managenent server 120. The know edge
managenent application 125 gathers information representing the know edge
of the associates across all of the channels into one application and
stores the information for, anong other things, resolving production

i nci dent problens that occur within the various channels. Users 104, who
are often bank enpl oyees, use the know edge managenent application 125 as
their go to source for the location of all business related information
references, as is discussed in greater detail bel ow As illustrated in
Fi gur e 2eompenitaimwiteorgor s oberdsvicesnthe netwerk d8he Ths Vb brgvrpsril s alloys
comuNi Cafel ARy IRMI f0f adedds 11 RERAEHST PEnddeMbnt Caphldatiof MR 52 irl TR kiovdBydece 123.
The processing device 122 is operatively coupl'éd to the comunication

devi ce 1menagementissrvee Aty Theimewledgs mayigement anplication 1de \gathersipformation t he
conmmuni C?ﬂ?&fﬁ&ﬁﬂﬁ‘ﬂk%O%@:&gé&'tﬁ@Mﬁ%&%ﬁsM b thi EhariSet infPéHR b plicaidrSiam 110,
t he bank databaSes 130, and the bank cong;}er systens 140 over the network

102. As stgwn thednformaomion; aneng otheifthipes sesolyinggeadagtion ipridestippblensthat avpem
server, gt e ERNIERnER" GRAMIA Gab aRToiin! Bine hloybRY ke RRod1BEenet WOr k
102. As further i1llustrated in Figure 2, the know edge managenent_ server
120 i nc| mdeagememtpappligation a3 196 dhein ge rip doien dor1 g legape @f jall busieweieliiod devi ce
123, whi ﬁﬂ'orhfiﬁ+ﬂ‘c1§re&19£, &Q@E%eﬁi@&%&!d@taﬁﬂé&&ymi ons 124 of the know edge

managenment application 125. Although Figure 2 illustrates the know edge
management sehyBlusterd im Figyree2, dieskmemiedpe maragemers seraert 120 genesally copgrisssBer e can

be one of Ml tiidbe déé!c%tlg% %r;&%? y Advite Eijgiﬁai,@% micRORUeRL $24. Pae phiedie

col l ecting, storing, an I ng t_hé_ information for the know edge
manageneAevieylgR émaptratively coupled thythaommuribation devia0l 2d end the mepory,dqyide d@3.a
communi cqhl ﬁﬁc&%ﬁ%ﬁ@ﬁé‘e?’ﬂz% e e CERHuREE detie 1%1210 SR WY md QN ce 133,
The processtng device 132 1S operatlve?y coupl ed to the conmuni cation

devi ce 18dmputat system dbthy berky databages 330,Tand the denkserimpyter systases 140vge e t he

- conmuni caf,l Vi 3 gm Eg : g1t 5@%5.1 tem 110,
t he kno éetgggh[ek l(rég'né‘ggunde’hﬁmgcg?&er B?ﬁgg%i’!tlhée&%rg&ﬁk C ms)%%reﬂri&ise;ﬁ/{étsczyneg’ (%40 over
t he net wothkr de®Re forsommuhicatingovidetiven dévices oo thedetworle 1003 Asfartler dllusiyatedoitpr i ses

he. net whibierbgte Slonkalf el vl 10 R AR B i O oo 130

cont ai n storedum the-meaeain dédcept23gwhich inchide dlst Gomputed-Bdadablepinstrictionst 134 ofitheor v

device 1 ich. i es. .t ut e d iaN j dat a
ator age. bl Raledbndcholifof AR bR M, o7 Fhisks W wdolfele °T
capt ur e anshgementeerverf 120 mabhosystempihi$ apovianti to nete ikt kherorap be @ne gymtildinis 140,

and knowl edac . f
bl i cat PO, B AR Sltal Bothneti doer BBk NARON, G645, WA URETRRN, e
st or e t hinfatatation for the kxbwledge nmengdemettoyitas 1. knowl edgebases, maps, flows,

operational regliabi ]ty i Xe o) X eport s, inci dent %%ication
interfaces, an bﬁ(%égaet%yagessn% gtﬁeéal&n%\%\lﬁ’g%%%c#aﬁ%één%ﬁtd&gses@ma%? {hgh are
al | di scdeded 3l end atnxintorpddvioe. 133 Tho pigbesbing)device 32 [id apstatingle soupled o ek

dat ab 130. . it 1S | te that .th b
or mul ¢ FrERcAeR SgaS BAICHY e mieBony Bt A3, e AL Sea Bt Bkl lhe 7, 0 0°
st ori ng, camdmdcatich dévideblidll ito gorhinenicand withrttei wser domputehsystemolii0ethg &novelndpge nent

system 1. The b C ter systens, 14 eneral | onprise

conmuni cmmﬁﬁé?f&%a‘?ﬁﬁngﬁgg’ﬁﬁ%? |“%1°(5 S’@@\‘/ﬁsgggﬂfﬁ ,Eheé’ﬁiyivoé @hﬁ%ysu Hece 143,
The pr oceasmtgcation i deeicd 4311 genapily abmpsdey € mudeed séreer] loe atlenmdesice(@)t ifan
device 141 and the ¢ ry .device 143 T roc i ng.device 142 uses the
comuni ¢ §PPBH $3Véwtﬁ%gf¥f18“‘&38 § Rddye 'Og'h(}fsﬁiﬁfﬁgll]“sg%tﬁ%ﬂ}lélwgys m 110,
t he knowbettghtabases (0 &ntais ermviaier-tédabla pabgtaheinktankion ai3d bswmisin IBdmeveny t he
network 102. such, e comuni cat i device 1 rally conprises a
nmodem s&FYEr éﬁo?#lgf f’i’&i"‘gﬁe@? e 8@2@8 fﬂ%ﬁ‘i%(?’éﬁ ?%gt%evd%ﬁf%&%e@%é@@es on
the network 102, and a display, nouse, _keyboard, m crophone, and/or
speakers for comrunicating with one of®ore users 104. As Ant her
illustrated in Figure 1, the bank conputer systens 140 contain
conput er -readabl e programinstructions 144 stored in the nmenory device 143,
whi ch includes the conputer-readabl e instructions 144 for bank applications
145. The bank applications 145 are used, in part, to capture the necessary
information for the know edge managenent application 125 along with

provi di ng support for other bank systens. Although Figure 2 illustrates the

bank conputer systens 140 as one system it is inmportant to note that there
can be one or nultiple systens, each with simlar conponents that handle




Figure 3 illustrates the know edge nanagenent application hone page 50.
This is the page that, in one enbodi nent of the invention, a user 104 is
brought to when signing on, either automatically or manually, to the

know edge managenent system 1. The know edge managenent application hone
page 50 has tabs for the various applications within the know edge
managenent system 1. The know edge managenent hone page 50 contains tabs
for the playbooks 100, the know edgebase 200, the maps 300, the flows 400,
t he dashboards 500, the operational reliability index caul 600, the
contacts 700, the reports 750, the incident conmunication interface ("I1Cl")
800, and,the_acade 900 sections. The know edge nagenent application 125
is used By-al 38?m§ @gﬁraﬂéllfﬁ?‘?nﬁﬁ%’éﬁi)l}?"? tPéﬁPFE‘f% ﬁf\%‘?l Ena@f’ﬁgﬁm’e | oyees
Wi th accasus bk @bpiterlsPustéfdNi 400 ind Kdoodddbe Blag@tmern Bétvéri 120,201 the kashdedgeon
incidents, inplenent pew g;lgi;)duc'ti n_applications g%%{k?gre of .t he
know edg@agrient aPRligation d ey ker i pre embodiment, the Sjoi org fhe; o

i nvent i Ofata d)Redk RO WeEflEDosRRN REGITEIHCOAYS tredps, 1116wd) oberatiGiall rdliabilifya@ledes)Ci dent s
that occur within the bank. Incidents.are events that, occur, W thin the bank

syst ens SMERClSn SPROHS: gHient |pafempication, Migrieces, Ao ARRAPMISH e¥fa then SRV E%sdur es.
The i nci glaisém&R BysteRRl] whichi2¢ APaisciusel Q'Bdtail Bll@V.A8KNkoES FigndeQ ilisiratek tehe
cust oner |sqaal%Lect ed by the incident at the tine of the an dent or at a
| ater pobdtk daRLEFIESD P eRRAERY o IRpAEAn &0, Botp Nk L5 (RGOS Bt inigpltiple

i nt er act q@ibasek, dabh with sRERP bEmpIeRS thad hindic Fiphurihg, sitthgPGRIYr istHbMhS thel OSt
rAML") for each jncident. The know ed&e managenent system 1 t hrough the

know edg@foaatingdrithe kugsirdee Bapagrmestsy®sdks all of these metrics for

i nci dent t r ouipeasmbe @bhpderddystemt A4l Sefierflly bdifprida AKcoa@iiitabén daéeed, 240 and
bank applications  145. Tradi tional |y, when incidepts would occur,

| |
det ai | s BPoasHES fewiceqidhds and i memenpiairealdd: cHis mgcsesing dRyIcs\Idd 1% AREAYEY dent s

oNn an ascHAERAMIEE chiasuSication deies I £hd thY SeRbly QRE NBY.I The protatife ddvitet e
i nci dents and accurate contact ar oups wer.e not. established or naintained in

a cent r al422ses the eopmgpcationdevigedfd to sompmunisstesiffisthe useE GoaRtRy st L Mivcoy ees

woul d ' gefnolsedod Rraftéhert RGVEERD, dnd the 1Rnk d8HRsesAB30 VAR Id TRAAGR T8Nt Adhehed for
resolution of "a particular incident, and enpl oyees woul d not know what

process busemgungatiop fexice 16h geatelix eomnises AdmageMy servern P other fyEPed) 1t acki ng

and 1 esolgilefcatifk Sth! KRGS nNBEORSRErK 102, bR aCNIsPIE héRaCksbOHd ! he
incidents and to engage the appropriate resources to resolve the incidents.

Such a syierephPite dRYOrFrcakery & spmpRuIRafine (HEk onsceTIFIOET Uy 1¢4e AsafiBhéreasons
over and;Mpkeddgatifure 1, the b@ib&ﬂiﬂiﬁﬁe?ts?st?ﬁs 1 BE ki BAYRIRAGBRBOrasy St em 1
g

were designed, in part, with the goal of reducing the " FCls. |In ‘general, the

nunber aitrugtionst 149nstered | incthel apnaory gleviss PdAd hich iaeludes the copputapieadapleof
FC's.  AsigsiHfchonseM06} BRIM SppBlatihohe 14510Mhe bak AFphadRAEMs a%SisedNid ph@ClYS ONn

reduci ng the nunber and duration of incidents, which in turn_reduces the
negat i vecapipaibe neepsearss indermation for the knowledge management application 125 along with

providing sapport for other bank systems. Although Figure 2 illustrates the bank computer
systems 140 as one system, it is important to note that there can be one or multiple systems, each
with similar components that handle capturing and distributing the information for the
knowledge management system 1.

Figure 3 illustrates the knowledge management application home page 50. This is the
page that, in one embodiment of the invention, a user 104 is brought to when signing on, cither
automatically or manually, to the knowledge management system 1. The knowledge
management application home page S0 has tabs for the various applications within the

knowledge management system 1. The knowledge management home page 50 contains tabs for
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The incidents can be assigned different |levels of severity in order to
organi ze the incidents by levels of priority or other categories. In one
‘enbodi nent, the incidents are organized into three severity levels as the

i ncidents occur in the bank conputer systens 140. Severity one (1)
incidents are high inpact significant events that cause fill disruption of
service or outages to custoners and/or associ ates. These types of incidents
represent the highest rating. Typically there are no workarounds in
severity one (1) incidents, and they are addressed imredi ately to prevent
further disruption of service or outages to customers and/ or associ ates.
Severity two (2) incidents are nediuminpact events that cause parti al

di srupt i 8w playbesks 30 thednowlgdashass 260 theunaps Al therfloms 0Q Sheslashborids S0 frecal 1y a
wor kar Oualgeﬁol%grﬁﬁmﬁrqn@e}g@dmam liBb LEnth ey 7001086 rgﬁea@tm Wi mRideRy be

utilized ank to prevent ‘further disruption of service or outages

for the commutieation interfade G1GRE) Rafened fthy arademppPUheetions: SHipeknawledgsr ee (3)
| el dent ialobmb ol IERAGH 123/ is NR0r MY AP BP HRGHORUENH Siphdifleall@ VR VRINIBher MPAC

to custoner OF assocl ates. ese types of events are fixed by the bank
on an asempleyiss vithsicsess,| in ardereto apindidr, reoplsshopt, and fix rapE mredyptighingideniyer i t y
one (1) ang | f1GH DY the §ndNBIM: eGR4 TEBARGIRAL
system 1. clIlé%)Il—:llg‘é%]prrée 4;%?#%%@%}%{ %@g&ggaélh%oard prge({:ggss flowe,1500 used by
t he knowbwdg® nmanagenent system 1 to track and display the incidents that -

ocour at the B3RcRbhahdhs b tho Mol i ARVANBE Biinapilent Shrdn | Uit Bessifto DY

bl ock 1502, edge nmanagenent applic receives, by either
pul | i ng tackbiecideptptisheetyr withiorthebawn Isidgnts dra eventsdhdt raspufewitun theabaskccur

Ly 0U0 MO stchfd S s MifonD BN 1 WHRe e SHP Bk 80 pAREARS O HaRADK

appl i cat i‘ons ank conput er sy as t e i1 ncidents
occur. Theed enfaled pustoaner fifteradtions EHCEY) 1l toe fustoEe is affepted by ¢hedinciderti et theowl edge

nmanagemnme i i | ZEe he. I nei i.ption,
Ctars . dale B G0 3610 436 Bt Fuojddis R0 WA RS Blgited (RRGHLD
e- comer iter&tiolEa(“BCIATMople lemes, lost €BHLOh amh agenisrpiavtes dost (“AML Dot pesh

and ot or 68 thBioiBleh Rt REAER St € houch T 0 RS BBkt GHREART, 70
As il | usi2atrals b ob theskmdtEO6or invilehinowbisshyoting aulganaiysis of el bask computer25

communi cates w,th t.h ser ter systens 110 for displaying the data
rel ated fYoS?ePﬁén4¢ ﬁ%dibéglfﬁpé’ﬁ%aﬁl%%nnﬁ(%i/eral |, channel, sub-channel, and

i ndi vi dual i rbradidemtally,ewhdn inbidenig)lwotildeoasse defails o€ tlkamlderts dwerd 610red fand
illustrat by bl ock .1508,..t he user 104 il.l.ze Fﬂn% b 15 or
simlar %P?’éé&f?vbeﬁv,edt ¥ Iﬁ%‘é%‘ésso% %aﬁ(%eglvﬁn g%igﬂé‘k léfa%agerreér%%’ s&gp :Q@g) |%t£1°§125 in
order t ordlsed wvthahetidenialapd @cduae cotact @riugs worecnot restalgished othmaibived am aan

overal |, channel., sub-¢hapnel., .and i ndi vi du i nci t he '
S ehon; HENEIS locafot JTHIRRRE inci AR Mot Bk K AGRL: WGPl (DI D |
know edgncideditas eliequicus vs when hanagemien pusheé don nasohaion ofis paisilaoincident, and

illustrated in Figures .3, a 4bh t hrough 7. i Llustrated i.n _Fig 3, the
know edg&™ %%F@&?gﬁtn%dﬁlf’?'c‘g%t@ﬁocﬁ%n% gé’ gé%ﬁ'lr %)ovfe qye glgtlanm?e "t %%t 0
t racki ngnfethed fi Mackingfind resolakéont takes Haidigen tlem ciecesemy fy rayipenthe imphas vhtheous
channel |eyvels. For each channel the know ed agengni applicati,on hone
bage 50 HPLES 5§ cRerEr AR CEA AL BHOBE: sy 4 S youd
per f or maalt®&y foe GlahpFCIE that ddeerralfor e kamaredsdeydvesdnd ousr agint i on 60 di spl ays
gauges 62 illystrating,,in so enbodi ments, the nunber qf. open seyerity
Pevel one ( 1)EBPedasmty bf hejiomdedes MARRECTRE HHFM, “BF SSugist Aoyt fno ( 2)
ticket i pedl dfRHGcifpthe FOIsORegasial) tiemaiber dnt dwghorgefindidnticepéspynda direalgi ng i n
t he green, vyellow, red for illustrating t eneral status |evel for all
ot et B PR A8 s prottiients St ob @ T ench! QR LG on
. manage e fdudip tieGiibenani2durativa nf S@lideals, Which de tat heducdstthenégatien tigatietocur r ent
~incident status box 60 remains as the top |l evel view on the user's screen
~as the uSHIomEHU navi gates through the rest of the know edge nanagenent
. application 125. The know edge rrgnagerrent application home page 50 is
~a tool for upper managenent to see th Ooveral | health of the systens by

provi ding an overview of the data related to severity one (1) and severity
v two (2) failed custonmer incidents at the channel |evel.
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The daily performance section 70 of the know edge nanagenent application
125, in sonme enbodi nents, illustrates the total nunmber of incidents 72 that
have occurred thusfar in a day for each channel in increnments of one

t housand (K). The daily perfornmance section 70 al so gives a general
overview on a scale 74 providing the user 104 a visual display of the
nunber of' incidents that are nornmal (in the green) or that are abnornal
(in the red). The gauges 62 and scales 74 are used by enpl oyees, especially
executives, to track on a high I evel the nunber of ongoing incidents and

t he response of the production support teans. If there is a particular
channel showi ng a high level of incidents a user 104 can drill down into
addi ti onal dakhs ineidénjs can bo@psigned diffesens| lewdoof sevedtyt ingemenipaprepnied dics are

causi ng ' c navi et} : in the
know edg%pi?}%drﬁgggﬂegﬁég%B??%%ﬁrc%Z%té;i%él g%%lﬁiﬁsﬁl P%@%&s%g%lgé%g%é tab. As

i |1 ust r atrgahized imoghee saMgrityslevaleas thy indidentipshilsdatee B computgr s5lems 448
dashboar %gg%ﬁgg ) g?gi%fgg a}%}gg?%%%f@ cafl evPies Blafdhtisd A1 dﬁﬁighb(n pekfmmance

section udes t ] nunber of incidents 72 and the scale 74
i | | ust r aor outpges totchgomersraorassoriates. dEivse tybes of dnaidentsgepreseridhalighestelingser , t he
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sel ect i ngthedpullihge oxbéink pustypd, dnfoinmition related o fherincideitathaedeu thrdugkout dlid v
performance sectiaon 70. For ex ., Fli j i t he
incidentgﬂpﬁsﬁﬁ%(§Q%E%ﬁaﬁﬁ%F§ %@p%ﬁemgggﬁéﬁg%g%E@ﬂ%ﬁ%@%q%?%%%%ﬁﬂ%@&#he

onl i ne beunlpureg sysBihs 140} asdin in@@entsaovdurs rithieteafbersasritustral@ by blobk mrim Elgure The
503, 1 n i oY ey e Rl e, 2 Aranre s et B el hEMREG. O,

t he’ dai | starp@até, @hdrdate edusioh, severifPlcoél, dhagnal émpHoted (ixe eicomomeben £, BUNRATMS f or
each of {hese sub-chapnels arg di splayed.in . the sub- nnel stat us..section
S0, as i fEbt FRREHEh TRPtRctS oFie WEren shi gt pal BNy o) daat

di spl ay scusidenes RitdRactiba et arhglotentho datmtonale banktdatwbases Hi0Spt anbysis by thehmserchannel
1 8 o e B B AR G P o
sub- chanwith theass compitesystems 1 Hiefor displayhg the dava dded to the intiflents arsarov@l, want s
Loa°ar | fenh b ehranrcmd SR actiop e ireshiife bt B SAEPHRE 0 o'

i nci dent ifluétfitedF30blbdid 1698) et @kri 104 Fatilizes @hSwelb Yrowisar 1 16X vjmhity apicativn fg
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in the dashboard 500 illustrated in Figure 5. The MOD, in one enbodi nent,
is the manager that is responsible for the eventual resolution of incidents
in a particular channel, sub-channel, or application |evel at the bank. The
MOD incident |ist 530 has an incident status section 540 and a custoner

| ogi n volume 532. The incident status section 540 lists the incident ticket
nunber 541, the status 542, the description 543 of the incident, the start
date 544, the end date 545, the duration 546, the severity 547, the channel
i npacted 548, and the FCl 550, DCl 551, PHL 553, and AML 554 for each
incident. This dashboard allows the user 104 to exam ne each unr esol ved

incident in the tem and check th at us ach. | ncj
i |1 ust r aPEYTg At GPa%°U§§f°T§Q§C§h Fﬂi dﬁéﬂPg Véaﬁ@ﬁ? week,
and day, thr3asdbdrd@®ochange t he nunber of |nC|dents vi ewed at one tine on

t he page. The custoner w_5 ated in Fi ure .. all ows
the user to vigipg ﬁ@-W%ﬁﬁ@%mﬁ?&%ﬁgﬁﬁhgﬂénﬁiBy Iﬁ%ﬁ Eﬁﬂ?ﬂpélated
channel sjs dptyed aivielbss daahisbarie), ﬂilhﬁaieﬂ @nslgaf@s 8 adbdilroudior. AX ﬂﬁﬁﬂrﬁed inhe
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e- CO”WEFﬁ@:ﬁﬁﬁ&ﬂﬁhx&km%h&nﬁﬁﬁh&mﬁbﬂ&kﬂﬁﬁ&évﬂﬁﬂ@Eﬁhnﬂ&@@MrQﬁﬁakh@ﬁmﬁae
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incidents is proportional to the nunber of custoner 8|ns ut _that is not
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The dashboard 500 also allows the user 104 to view the specifics about each:
i ndi vi dudispipy\ reading in the grepn, yellows opredifer ifpsyating the sopssl tafey leved forpllypf thel ect
t he InCIgﬁﬂ&m%hg%g{h&Hﬁper 541 in the MDD incident list 530 to view the
detail report 560. The detail report 560 contains a summary of inportant
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- a user 104 w

R e 1 hor sch 58 494 Bpfles b abdifondRiiE of SEBlek REEuhaR iR, 00

or 5|n1Ihy&@mmu&émﬂh&bmméﬁwﬁwbdAsdmsh@ﬂba§M@mh@mSQQEMQﬂwGhdbbmﬂﬁa@ﬁbn0|dent
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involved with each of the production bQC|dents Furthernore, a user 104 can

also utilize the detail report 560 to"Tdentify the status of an incident

~and determ ne the next step in the process of resolving the incident

because the detail report 560 lists the | ast person to work on the

incident, and the last tine the incident ticket was vi ewed. The

pl aybook 100 tab is illustrated in Figure 8. The playbook 100 dat abase

gives a user access to incident recovery guides 150. The incident recovery

gui des 150 include information on how an incident can be resol ved and the

- steps taken for the resolution of the incidents. A playbook search section

170 is provided, in which the user 104 sel ects the channel and application




An incident recovery guide 150 is a step-by-step process for identifying
the root causes of an incident and fixing the problem The incident
recovery gui des 150 include information about how an incident can be

resol ved and the steps taken for the resolution. An exenplary incident
recovery guide 150 is illustrated in Figure 8. The incident recovery guide
150 has an overview section 151 that lists the synptomincident 152, the
possi bl e causes 153, the possible effected channels 154, the renediation

| eader 155, the initial triage paging groups 156, and any associ ated notes
157 for the incident recovery guide 150. The synptoniincident 152 lists the
error that produced the incident, such as for exanple, |f an onl i ne banki ng

moni t or  ewrtsmskides the telal] ygber phinciderts 7grandhe posle FoRlostratiag if thepwmbgoess bl e
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Figure 9 illustrates one exenplary enbodi nent of the interface for the
know edgebase 200 tab, which includes the search section 210 and the
results section 220. In the know edgebase search section 210, a user 104
can search any of the available tickets by keyword 212, application 214,
ticket nunber 216, and date range 218. The application 214 search finds and
displays any tickets related to a specific application used in production
support. The results section 220 lists each incident found in the search
and lists the ticket nunmber 222, start date 224, end date 226, issue
description 228, cause of the incident 230, and resol ution 232. Users

104 of the know edge nmana enent apﬁllcatlon 125 researchgdg particul ar
i nci dent Bt qugﬁ‘? E‘l%ﬁéﬁ’f? c TeReMOD; inepersmbadimeniofsiihs Bareserdhathe

rel ated jsnedpd@idis rhahdERniuiPrebst@ion ofGicidbaikeintOpdScufil JhBmblD Subl-dhaihdeHrS t 0
ot her associates for resaolution. This prevents ot her associ ates at _the bank

f r om havammcation syl ahthe anks e MR incident isy2i0des ayineident siap pstemtl andai dent s

that t heyshaéelosinveReht 38K Ehe maiH6ht Sbtuk BectiBie540ARts thel iaGiats GFEt AQdbes 88 Ut | | ze
t he know edge ot her associates to troubl eshoot the incident on their own

wi t hout tha\s?aﬁﬁ 343 theslescsiption fbksef thedugidant, thes dartdglec)dd, the end flgfe 3dSeths 104 of
the knowghgaas Iﬁeﬁﬁrﬁt%rs@ﬁ’ﬁhé GiahdeP Puphefed Gkd, GKd 912 HA1856 PEGIsabdrgr, ksici dent

ti cket nunber 222 I en up the full incident repart outlining the

history W%Sﬁﬁﬁva@hﬂn@% elhis oprg ghiewt the Ber { ffeto examiareech Har is
descr i beﬂcﬁ&it?ﬂvﬂté‘%?&eﬂ%ﬁc%ﬁe@k '&Q statag df%cm&dé@bmkml&am Ritte 6h8 ubdpci dent

ticket allow the uSers sent directl Y to ot her tabs throughout t he
know edgt4rean agérrtbwmégm bwpvtbnwmandsdaws liap ehgppe (s sgrabarad incidsnts For
exanpl e, yiggedif 8fd tiREsh hapsle. i N greater detail with regard to the 1Cl 800
tab, the users 104 examning the history of an incident ticket may select

t he inci dent Theensiensy legin view 582 dlluseated @cFlglb'e 61 fllowp thetuserp aiew the perbrrs bei ng
viened aggd, gﬁ)t a%avhﬁn} b0 1dghen ARPAE 'rﬁﬁt@tf'cﬁﬁaél?%ﬂﬁ-cﬁaﬁﬁé?é’%d g&ﬂcgﬁn}ﬁpthbn the

pl aybook 10 t versions e i ncident ~ may be stored
i n orderbavk. Epy @wnplnethms@ﬁoanmm@é& W@Watmn&mte &,@pxyrdesﬂw@n@b@tménded

Cab, ¢ heoiompe pfley o Ritec PR ik Pt SRR A aimehbf dlp E ROBRCSE Chl8 et

over ti nﬁhq@a@mmdﬁeagmquwentaﬁth@n@sberaﬁwsm@césbg@duwom@bml ng the

I nCi dent G4 channel, ok %Ht@aéoﬂ do! it st Bé"E g:%fo fﬁﬁ@% gtcll]d\;ges the
three prinmary type process maps e used for trou ootl_ng
i nci dent eccurrddein ey shapedl, Sbghanmple ot @ghmmn 3homanyedses ke mmmmsafcmlm 18330

Process F%%oﬂ%})%ﬁﬁé nhflfler &2 Qﬁ&&he‘?%%nﬁsg hixtcl!ﬁatqg' )notazg%raﬁ_ﬁﬁé Be. ”%H@gusﬂi md:N€ Mmaps

300 in to access that par e user may al so
sear ch tloginrvigye Sanlbrm}gdcs andtksy el dn belping kp trmk@tld tmuigdeboot [any brchlents

enbodi e MeghsS 8{ Angventi on, the left side of the interface for the maps
300 lists't aval? l e process maps of each channel and sub-channel. Wen
t he process r‘iﬁlp deshbeard §00alsealiond thenuseh 04 tefvievs thd epecifive apoud cash dndivigual s

di spl ay r n one
embod; penpiiyts UFRRN BHdr, i thert0? Bufetbct o TR e ol Bl A0 B 0
cross-| |Dvﬂﬁmjmc1dembhktér30prdew$l$e dmdsrelmmbéﬂl r BetdetrilagodsidD bbeaitha sumghary he

ot her tah..section i 0 Fi gure
1111 ety AR E opt Gk M RN SR AP RASC IR A E Ll B0ow, Thg " 31
| n one eddedldiepanicOaias tihve semas;thmneraltmfmmmn%ﬂmsé&,i the cdvasd mfonnﬂtlbn over

feature that 's S D ahgnever the cur.sor I e
el enent Y9 e4’pt$ E%)ggtlﬁfﬁgn&&ﬁg%ggﬁb »Erent Sine é&%rrn%)alg%g onpgk?bsrr}lgl | ed
over, t hgenedl mﬁ:trmatmnesedmnl Sﬁedlsttdim desonmdnpmn dhteveki datep dureiiong reod canse

Ie)r(n;)f);lnﬁ ;[ (Ih\gl%{ hgclng?ng %&ltﬁe? ﬁlgle"\orlg e 8% }}gm esr, ge(%rgxllt;[y,l &g%e Qésc%f[u%i'cgne Isnegtr thte ext

service level agreement, the related playbook, and the time and date of the last update. The

casual information section 564 lists where the failure occurred, what event caused the failure,

24



I n one enbodi nent when an icon in a particular map is clicked on or
scroll ed over, a pop-up w ndow 350 appears on the interface display. The
wi ndow 350 has tabs and |ists associated attributes of the element. The
tabs relate to different aspects of the icon and the attributes |ist
information for each of the tabs. In sone enbodi nents, each tab nmay have a
search function, a hierarchy drilldown tree, and/or lists of information
for organi zational purposes. The attributes in each tab relate to
information, including but not limted to, docunentation, performance
metrics, links to other process maps, data in the know edge nmanagenent
application 125, as well as systemrequirenments for the elenents in the
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embodiments the playbook search section 170 may be a specific page displaying all of the

incident recovery guides 150 for an application, sub-channel, or channel selected by the user

104.

Amn incident recovery guide 150 is a step-by-step process for identifying the root causes of
an incident and fixing the problem. The incident recovery guides 150 include information about

how an incident can be resolved and the steps taken for the resolution. An exemplary incident
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The tabs for server information can include operating systeminformation,
service | evel agreenent data, as well as other systeminformation for the
server, such as an application inventory tool ("AIT"), which is used to
track inventory related to applications, host nane, box owner, box
availability tinme, and LP address. These tabs may al so include links to
contacts responsible for maintnining the server, and by clicking the |ink
the user 104 is taken to the contacts 700 tab see the contact information
for the contacts. The tabs for the performance & capacity information
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application 125. The links and notes 164 can take the user 104 to other tabs within the
knowledge management application 125. Therefore, during specific steps in the recovery
process a user 104 can click on a link to a “process map” and the user is taken to the
corresponding process map in the maps 300 section. Additionally, the user 104 may have a
problem with one of the steps and may need to discuss it with the appropriate contact. The user
104 may select the “contact” link and be taken to the proper contact list in the contacts 700 tab,
which outlines who is the appropriate contact for that that particular step. Furthermore, the
incident recovery guide 150 is linked to specific incident tickets in the knowledgebase 200 tab,
discussed later, that have been resolved using that particular incident recovery guide 150. The
user 104 may view the incident tickets linked in the incident recovery guide 150 in order to

identify how previous incidents were resolved using the incident recovery guide 150.
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The transactional map 330 shows how a particular transaction is flow ng
into and out of the applications and systens. This process map captures
end-to-end transaction flow comruni cating or interacting with different
interfaces, including both applications and hardware. The transactional map
330 captures information, such as, interaction flow between different
applications, input and output from each application, process systemfl ow,
busi ness function, sequencing different business functions, and inpacts on
transactions to other processes. A user 104 views information about a
particul ar transactional map 330 by scrolling over an icon or selecting an
icon in the map. A MAndomlggps up on the screen show ng a_nunber of tabs

wi t h attri buti®songembpdimentytheplaybepk Kl0gRcludes dngidppt aeverpgudes a0 dprevery
tr ansact]b RAAdticHRR /et 3 at GERknEA ﬁ%%@&eésh@fﬁlmdéna&%u@fma& B&esRBYatesd) nBps
(0]

310 and gi cal maps 320, and/or different tabs. I n general, .the

process hﬁ@sﬂnflacrlémrecpm eeide 430 st teatn dgsigued A findls BRIdPI greaies PR dncidsat |

responsi @cgve})pém&ga;%tag&gaﬂgmt@gpl%gg@q%naps I n one enbodi ment the user
104 is able to point-out the chariges required in the process map to the

support t eam Theegowledzsboes209 &tﬂw Wé%ﬂdi tafninsthe lﬂtowéeds@ala%?@aﬁepﬂwg‘m 128m t he
user 104 AL R{sPed Helot, FRARva Werd RlaRiARES that needs!th bOBGmMEER AH TCRBO0 b Barf | OW

400 tab Erow des flow charts 402 from a custoner interface perspective, as

i |1 ust r abeeefl o T gt e ingientitickets Afieahedncidsat is Freelved; thorcpmpleleabigkat etored t he
f1ow 400 @ap KA eﬁygefé@ocfmkﬁné raed&itata@ R RveYrotlbtid BAR SesBRinEPRGHIKE. The
flow charts 402 provide a | ével overview of the applications that the
custonermam?@rﬂﬁlé&e@omeﬁﬁebﬁw daraesolutipes ¢fgimilar jcideds. 104 can al so drill
down to | OWEVH%&%@' ﬂl&én%s oheblen ﬁ@?eﬁb@&:u@ﬁt%f‘tﬁ@mi@?ﬂ‘a@e ﬁly?ttlfé' ltno&ffédgéb%gia to the

custonmer inter E icat] ons and systens or view other flow charts 402

for ot heRORighIwhidhtinaudes thegeashstcetinn 210 pnd bareshlisrgetion 22felndasdenoyiedpeinge 404,
usi ng th?eaﬂ:hoﬁgﬂ&v"ﬁlw Usef 04 Ql ée%cﬁoiﬁ? f@ﬁ@savﬁﬂ’ébf‘ecﬁél&& be Repwi tAbN the

flow charts ere can be nul | ow charts 4 2 per channel and

sub- chansagplication il tickel tymbkr 21fhandf daéﬁ/\ra@mltgs Thpapptieation 34 sqarthé@és oid h
th | | d
ot her Culﬁ%é]iﬁﬁraélg Otf?%’?t(s) géelété& B égﬁec dz\u}@rlf'atﬁﬂl(ﬁédc | pretdkeion Q@P&ﬂ TRE QesHl@é; he

transact SS nmaps, as Wlt ot her seCtions wt

t abs of sdgtork2AVlistschgeh mdmgmmn fépmmbaamdé\ﬁts tzgicket sumber 222t dair22the naps
300 sect L ofla 3560 %&és ﬁmh'lzgecgﬁ'sre%ﬁih%]glﬁ%n%ﬁcﬁﬁﬁesgﬁﬂﬁn 2ihe user 104
ct a arts 402

scrol |'s over or se e rcon int to Teceive nore
i nformati on aWsstst 106 lofithe khesrledge managdnecnt applicationl 25 werchingpariiculphigcidents

| nf or M 30 sdafondhSiRlafd Skidels An® R KB IAGH WYrhdidicd iﬁaaﬁ%fgahﬂ&&& gy W thin

each tab. nformation rel ateo rocess
maps andhaviado ¢dcdate¢l:kmm®ms0¢2 otherresbnsiatgs dertresphitiont Haiskuryeite der ma@ement

o bcess. 8 bedt B0 piRARy il Aerih SR ol ALl ol ey
rr:aps andhdviecalreadyataken 402 obrin dhehpast.i rFhe rusersi1OA qahaltllmcstherlmswleldgmhédﬂmro t he
e ol oRendetty Yot il GOIAER of Hor SRR Fou HhvHE M Bfal indho RIRY 7Y

t he ser vesodistesone of the process maps in order to display the new sewer

capacity inf O{hn Bl QN0s A 1Re E&H{e& ee%ﬁr[aggﬁﬁlzt%%ﬁﬁﬁn&p%a&ﬁk §%aﬁ?§g%ﬁ?up dat ed

process map, e rnformatton re ewer 1S aut
to incl urzhe1dblttelche1vnum%222tl3nh tofapemrap ittenfull incidenTreporONuiBGDg thebhisteryanf the

gg'm;' t'oegug%g foR& 3 féggmn%ﬂ &@P@fdgsc Léd @ehsvp% dr?déé&?ﬁ%é &B?{:i .

Ication,

factor | &&()eiabwlmks wlﬂmethalmmdeat tld;let pkdw dmdsansyomxdbstmbdirwﬂy te bthehiabs

Bheh pr clrRap e BroSted mens it Ao R 128, R is REBNGRoo P GEDHEE,

|”s] ass: gergd:p& , \ae idgriibell Mrnlageatelwa&iﬂwﬁb régavd bonpher ICA 800 datg Hheé sserm i@k ori ng
e reliabil. ev.e r

predi ct aBf ma(‘*hgfh%si) %egﬁﬁ‘i(%tml ?cl%f[ %6%014eggre&%8‘%%§1dé)r erglcl%%d(tﬁ t he

category, appl i cation, sub channel , a% channel | evel s.




Figure 13A illustrates an ON process flow 1600 used by the know edge
managenent system 1l to track and display the reliability of the
appl i cations, sub-channels, and channels. As illustrated by block 1602, the
know edge managenent application 125 receives wei ghed val ues for how each
of the predictability factors affects each of the categories. The wei ghed
val ues may be assigned nanually by a user 104 through the user conputer
systens 110 or they may be determ ned automatically based on data gathered
by the know edge managenent application 125 through the bank conputer
systenms 140. The user 104 assigning the weighted averages may be an
application manager, MOD, or other bank &gﬁloyee in charge of det%#nlnlng
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n each tab relate to information, including but not limited to, documentation, performance

metrics, links to other process maps, data in the knowledge management application 125, as well
as system requirements for the efements in the process map with which the window 350 is

associated. The navigation icons 360 at the top of the page of each map are used, in one
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Figure 14a illustrates part of the ORI 600 for the e-conmmerce channel 2.
The ORI 600 for each channel 602 includes the all of the sub-channels 604
wi thin a channel 602, each application 606 that inpacts the sub-channels
604, and the categories 608 that score the inpact of each application 606.
Not shown are the predictability factors 610 for each category 608, which
are discussed in detail below A drill-down button 605 is used to
drill-down in the index fromthe sub-channel 604 |evel, to the inpacting
application 606 level, to the category 608 | evel, and down to the
predictability factor 610 | evel. The scores are cal cul ated based on the
predictability factor score 612 and the wei ghted averages are then used to
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knowledgebase 200 that are associated with that particular server. The server may also contain

links to specific incident recovery guides 150, which are used in fixes of incidents associated
with the server. Links to the dashboard 500 may also be included in the MSD tab. The user can
quickly evaluate how the server is performing using the dashboard 500 to view the open
incidents associated with that server or application.

The tabs for change record information provide a list of all the changes made to the
server, such as, changes in the host name, as well as the service provided fo the server over a
specified time period.

The tabs for server information can include operating system information, service level

agreement data, as well as other system information for the server, such as an application
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The total percentages of the predictability factors 610 within each
category 608 add up to one-hundred percent (100% . As illustrated in
FI G 14b, the change managenent 651 category's FCl predictability factors
610 may include: Are the procedures for initiating, approving, verifying
and schedul i ng changes al ways adhered to? |Is there a clear distinction

bet ween a change request (e.g. upgrade application, change router
configuration, update firewall policies, etc) and a service request (e.qg.
resetting a password)? Are there regular reviews (i.e. at |least quarterly)
on performance of changes i npl enented against docunent ed key perfornmance

indicators ("KPIs") for this application? ﬁ%@ It|pIe rel ated changes
gr ouped H‘I’YEP"?IWé?Plé T8 PRICh dh Bt Rk iR BRI AR BRPICHIRSHOfHTARet 1% | npact

to the bpghdeBek saBitlity nle!dhd P bdfdss. mmeseetasscﬁejﬂ bls® ifchAD 3@ks {Eedhtacts
unf orseen del ays during |nplenentat|on ) ? I llustrated in FIG 14b,

the avai respAnsible, formamianian theessven and by rslicking dye IH%’HP s b0 it Ekem & Bes 610
may i ncl pgicts 700 tab see the contact information for the contacts.

The tabs for the performance & capacity information illustrate real time performance
metrics indicating how well the server is working and the capacity indicating how much more
information the server can control and store, such as the outage time of the server and any up or
down time.

The logical maps 320 display all the interacting applications, the application structures
and interfaces, and the linkage between them. The logical maps 320 capture the application
information without any hardware details, including front end applications, helper applications,
web servers information, including, simple object access protocol (“SOAP”} (a protocol
specification or exchange structure information in the implementation of web services in
computer networks), web logic, web sphere (sets-up, operates, and integrates electronic business
applications across multiple computing platforms), middieware tools, web methods, and online
support systems (“OSS™) interaction.

In one embodiment, the logical maps 320 interface is set up in much the same way as the
physical maps 310 interface. A user 104 views information about a particular application or part
of an application by scrolling over the icon or selecting the icon. A window pops up on the
screen showing a number of tabs with atiributes of the tab listed below. The tab sections can
have some of the same tabs of the physical maps 310 and/or different tabs. The tabs can include
information for change control, tools, and process map review information. The change confrol
information lists all the change records, such as updates to the application, for a particular
application over a specified time period. The tools information captures tools, such as the
monitoring tool, log file, routing tool, and any other kind of tool launched from the application.
The map review information shows whether a map was flagged as reviewed, when it was done,
who has reviewed it, and when it was created. In some embodiments the tabs provide a facility
for search functionality allowing the user 104 to search for information in the knowledge
management application 125 related to a particular application, system, or transaction depending

on what process maps are being reviewed.
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Are there any single points of failure ("SPOF") (If not known, please
answer yes)? |If yes, criticality to environnent of SPOF? Are availability
i mpact information (including the detail of the inpact of proposed changes)
comuni cated to the change nanagenent process area? |s there a regular
(e.g. at |least every 6-nonths) review of current infrastructure against
required availability wth a viewto identify SPOF? wth a viewto

optim zi ng equi prent (lowering cost)? 35

The transactional map 330 shows how a particular transaction is flowing into and out of
the applications and systems. This process map captures end-to-end transaction flow
communicating or interacting with different interfaces, including both applications and hardware.
The transactional map 330 captures information, such as, interaction flow between different
applications, input and output from each application, process system flow, business function,
sequencing different business functions, and impacts on transactions to other processes. A user
104 views information about a particular transactional map 330 by scrolling over an icon or
selecting an icon in the map. A window pops up on the screen showing a number of tabs with
attributes of the tab listed below. The tab sections for the transactional maps 330 can have some
of the same tabs of the physical maps 310 and logical maps 320, and/or different tabs.

In general, the process maps further include support team information indicating who is
responsible for maintaining the process maps. In one embodiment the user 104 is able to point-
ont the changes required in the process map to the support team, who receives notification for the
requested change from the user 104 through the maps 300 interface.

In one embodiment the flow 400 tab provides flow charts 402 from a customer interface
perspective, as illustrated in Figure 12. It is understood that in other embodiments the flow 400

| tab can provide charts from the bank or business perspective. The flow charts 402 provide a high
level overview of the applications that the customer interfaces with throughout the bank. A user
104 can also drill down to lower level flow charts 402 that provide more detail related to the
customer interface applications and systems or view other flow charts 402 for other applications
and systems, by searching in the search field 404, using the drop-down menu 406, or in some
cases selecting icons within the flow charts 402.

There can be multiple flow charts 402 per channel and sub-channel within the bank. The
flow charts 402 are cross-tinked with other customer flow. charts 402 and the physical 310,
logical 320, and transactional 330 process maps, as well as with other sections within the tabs of
the knowledge management application 125, as described for the maps 300 section. As
described in regard to the process maps, the user 104 scrolls over or select an icon in the flow
charts 402 to receive more information about that element in the flow chart 402. Again, the
information is displayed in a pop-up window with tabs and attributes within each tab.
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Do you have procedures for nonitoring, analyzing, and forecasting service
availability? Are there audit procedures in place to validate the ongoing
accuracy and appropriateness of the nonitoring and forecasting procedures?
Do you have defined targets for the availability, reliability and

mai ntainability of IT infrastructure conmponents (including 3rd party
vendors) relied upon by the application? Do you carry out nonitoring and
trend analysis of the availability, reliability and maintainability of IT
i nfrastructure conponents (including 3rd party vendors) to help identify

potential future bottlenecks? As illustrated in FIG 14c, the service
continuity managenent. 653 category's FCl_predictabilit actors 610 ma
i ncl ude: y Elergents and information re?ated%o each of th% process maps and tﬁe Ilow charts 402 can y

be updated in the knowledge management application 125. Changes made to the elements and
information in the process maps and flow charfs 402 automatically update any other process
maps and flow charts 402 or other informafion that is cross-linked to the elements and
information changed. For example, an upgrade fo a server may be implemented at the bank, A
user 104 updates the information related to the server in one of the process maps in order to
display the new server capacity information. As a result, if the server appears in any other
process map, the information related to that server is automatically updated to include the new
capacity information.

The ORI 600 tab is a multi-level corporate performance scoreboard. It allows a user to
drill down to channel, sub-channel, application, category, and predictability factor level views to
evaluate the reliability and stability of the applications as they relate to each category, sub-
channel, and channel, Each predictability factor, category, application, sub-channel, and channel
is assipned a weighted average related to how important each is in scoring the reliability of the
level above. Therefore, the scores from the predictability factor level can be rolled-up into a
score for each of the category, application, sub-channel, and channe] levels.

Figure 13A illustrates an ORI process flow 1600 used by the knowledge management
system 1 to track and display the reliability of the applications, sub-channels, and channels. As
illustrated by block 1602, the knowledge management application 125 receives weighed values
for how each of the predictability factors affects each of the categories. The weighed values may
be assigned manually by a user 104 through the user computer systems 110 or they may be
determined automatically based on data gathered by the knowledge management application 125
through the bank computer systems 140. The user 104 assigning the weighted averages may be
an application manager, MOD, or other bank employee in charge of determining the how each
predictability factor affects each of the categories for specific applications within the bank.

As illustrated by block 1604 the knowledge management application also receives
weighted values for how each of the categories affect each of the applications, sub-channels, or
channels, how each of the applications affect each of the sub-channels and channels, and/or how
each of the sub-channels affects each of the channels. Again, the weighted values may be
assigned manually by a user 104 through the user computer systems 110, or they may be
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| s the business continuity plan in standard format? o Wat is the date of
the last test? Have all outstanding issues identified as a result of
testing been resolved or is an approved busi ness continuity remedi ation
plan in place? |Is there a docunented and known recovery plan in place for
each service area, in the event of an unforeseen issue? Are there regular
backups of critical data taken and stored securely? Are critical backups
of information tested on a regular basis? |Is testing perforned for quality
attributes such as reliability, usability, and maintainability?

determined automatically based on data gathered by the knowledge management application 125
through the bank computer systems 140.

As illustrated by block 1606 the knowledge management application 125 receives
reliability data for f.he predictability factors for each of the bank applications 145. As illustrated
by block 1608 the knowledge management application 125 then transfers the reliability data into
a score for each predictability factor. For example, for the predictability factor of “if an
application has a control plan” the reliability data received is either yes or no. In some
embodiments, if the answer is yes the knowledge management application 125 transfers the yes
into a score of 100% and if the answer is no it is transferred to 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further
detail later. Again, the reliability data and scores may be assigned manually by a user 104
through the user computer systems 110 or they may be determined automatically based on data
gathered by the knowledge management application 125 through the bank computer systems
140.

As illustrated by block 1610 the knowledge management application 125 takes the scores
for each predictability factor in each category and calculates a category score, an application
score, a sub-channel score, and a channel score based on the weighted values of the predictability
factors, categories, applications, and sub-channels within each channel.

Figure 13b illustrates one embodiment of the ORI 600 home page. Figure 13b illustrates
the top level ORI score for each major channel 602; the e-commerce channel 2, the BCT channel
3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channel 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for each channe] 602.
A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
602 by clicking on one of the channel icons 601. In other embodiments, the user 104 can view
the ORI 600 score for each of the sub-channels 604 by clicking on the channel name, or using
the search function 640, or drop-down menu 642.

Figure 14a illustrates part of the ORI 600 for the e-commerce channel 2, The ORI 600
for each channel 602 includes the all of the sub-channels 604 within a channel 602, each
application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
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As illustrated in FIG 14c, the know edge transfer managenent 654
category's FCl predictability factors 610 may include. Has

handover/t akeover neeting conducted with initial teanf? Has necessary
docunent ati on been conpleted? Rate the quality of on-boardi ng new
resources (bank and strategic partner) Rate the quality of training
docunent ati on and schedul es Are workarounds docunent ed/ new changes tested
wi th workarounds in place? As illustrated in FIG 14d, the infrastructure
and risk managenent 655 category's FCl predictability factors 610 may

i ncl udyhich are discussed in detail below. A drill-down button 605 is used to drill-down in the index
from the sub-channel 604 level, to the impacting application 606 level, to the category 608 level,
and down to the predictability factor 610 level. The scores are calculated based on the
predictability factor score 612 and the weighted averages are then used to calculate a category
score 614, an impacting application score 616, a sub-channel score 618, and finally the channel
score 603.

The scores are calculated for each application 606 by using an ORI score-sheet 620, as
illustrated in Figures 14b through 14e. The score-sheet has a category column 622, a FCI
predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting
column 636.

The categories 608 in the category column 622 cover a range of management areas in
production support. They are the major management categories 608 that are addressed with any
application 606 that is used in production support. Each application 606 is scored in the
knowledge management application 125 on the basis of each of the categories 608. The
categories 608 for the ORI 600 were determined based on an analysis of the where, when, and
how the FCIs occurred throughout the production support process. In one embodiment, the most
important categories 608 were identified as change management 651, availability management
652, service continuity management 653, knowledge transfer management 654, infrastructure
and risk management 655, capacity management 656, service level management 657, and
systems management 658. However, it is understood that, in other embodimeﬁts, the criteria may
be split into any number of different categories 608.

Each of the categories 608 have a number of associated predictability factors 610
illustrated in the predictability factor column 624. The predictability factors 610 are questions,
data values, metrics, or other factors which relate to how FCIs occur within the bank for each
particular category 608. Within each category 608, the predictability factors 610 are weighted as
to how much each predictability factor 610 contributes to causing FCIs that occur within the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages

are based on historical data analysis of the predictability factors 610 causing FCls in the past.
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Does the application use any non-permtted ("NP") technol ogi es? (consider
software level: non permtted score by enterprise technol ogy and delivery
("ET&D') (can be nore than 1 per application)) |If yes, how nmany instances
of NP technol ogy exist? Does application have renedi ati on plan for any
non-permtted technol ogi es? Does application have a control plan? Was the
control plan updated within past cal endar year? Does the business inpact
anal ysis exist? As illustrated in FIG 14d, the capacity nanagenent
656 category's FCl predictability factors 610 may i ncl ude:

The total percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).
As illustrated in FIG. 14b, the change management 651 category's FCI predictability
factors 610 may include:
e Are the procedures for initiating, approving, verifying and scheduling changes always

adhered to?

e [s there a clear distinction between a change request (e.g. upgrade application, change
router configuration, update firewall policies, etc) and a service request (e.g. resetting a

password)?

o Are there regular reviews (i.e. at least quarterly) on performance of changes implemented

against documented key performance indicators (“KPIs”) for this application?

e Are multiple related changes grouped and then properly scheduled and communicated to
minimize the impact to the business users including last minute schedule changes (e.g.

unforseen delays during implementation)?

As illustrated in FIG. 14b, the availability management 652 category's FCI predictability
factors 610 may include:
e Are there any single points of failure (“SPOF”) (If not known, please answer yes)?

o If yes, criticality to environment of SPOF?

¢ Are availability impact information (including the detail of the impact of proposed

changes} communicated to the change management process area?

¢ s there a regular (e.g. at least every 6-months) review of current infrastructure against
required availability
o with a view to identify SPOF?
o with a view to optimizing equipment (lowering cost)?
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On average how cl ose are current processing volunmes to the volunme ceiling
of the application? Are there any known initiatives that will increase
rate of growh? (Initiative, Sales canpaigns, etc.) Are threshold al arns
in place for individual services that alert staff about approachi ng maxi num
capacity limts? Are key conponents (resources) nonitored for capacity

| oad? (e.g.. Hard disk, nenory, CPU, etc.). |Is capacity data constantly
anal yzed to help in resolution of incidents and problens? Are changes to
the capacity of the application handled through a formal change managenent
process? .

Do you have procedures for monitoring, analyzing, and forecasting service availability?

e Are there audit procedures in place to validate the ongoing accuracy and appropriateness

of the monitoring and forecasting procedures?

¢ Do you have defined targets for the availability, reliability and maintainability of IT

infrastructure components (including 3rd party vendors) relied upon by the application?

e Do you carry out monitoring and trend analysis of the availability, reliability and
maintainability of IT infrastructure components (including 3rd party vendors) to help

identify potential future bottlenecks?

As illustrated in FIG. 14¢, the service continuity management 653 category's FCI
predictability factors 610 may include:
e Is the business continuity plan in standard format?

o What is the date of the last test?

e Have all outstanding issues identified as a result of testing been resolved or is an

approved business continuity remediation plan in place?

o Is there a documented and known recovery plan in place for each service area, in the

event of an unforeseen issue?
o Are there regular backups of critical data taken and stored securely?
e Are critical backups of information tested on a regular basis?
o Is testing performed for quality attributes such as reliability, usability, and

maintainability?
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As illustrated in FIG 14e, the service |evel managenent 657 category's FC
predictability factors 610 may i nclude: Do service |evel agreenents
("SLA") exist between LOB and consunmer and snall busi ness bank technol ogy
and operations? |Is risk rating assigned by LOB? Does the current
application design support the LOB risk rating/SLA? Are agreenents with
vendors docunmented and reflected in the SLA's? Does the SLA structure

i nclude features such as reliability, security, service hours, support,
response tinmes, turnaround tines, performance criteria? Are there

mechani snms in place to nonitor and neasure all itenms in existing SLAS?

As illustrated in FIG. 14c, the knowledge transfer management 654 category's FCI
predictability factors 610 may include:
e Has handover/takeover meeting conducted with initial team?
¢ Has necessary documentation been completed?
e Rate the quality of on-boarding new resources (bank and strategic partner)
e Rate the quality of training documentation and schedules
e Are workarounds documented/new changes tested with workarounds in place?
As illustrated in FIG. 14d, the infrastructure and risk management 655 category's FCI
predictability factors 610 may include:
¢ Does the application use any non-permitted (“NP”) technologies? (consider software
level: non permitted score by enterprise technology and delivery (“ET&D™) (can be more
than 1 per application))
o If yes, how many instances of NP technology exist?

o Does application have remediation plan for any non-permitted technologies?

e Does application have a control plan?

o Was the control plan updated within past calendar year?
e Does the business impact analysis exist?
As illustrated in FIG. 14d, the capacity management 656 category's FCI predictability
factors 610 may include:
e On average how close are current processing volumes to the volume ceiling of the

application?

e Are there any known initiatives that will increase rate of growth? (Initiative, Sales

campaigns, etc.)
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Do SLAs have clearly identified key targets for service hours,
availability, reliability, support, response tines and change handli ng?
As illustrated in FIG 1l4e, the system nanagenent 658 category's FC
predictability factors 610 nmay include: Are tools and processes in place
to automate or quickly react to customer / agent inpacting events to
provi de operational relief'? Are conponent based technol ogy nonitoring
tools avail able? (e. g I ntroscope, PertMn, NetScout, SiteScope, Mjueue
Command Center, etc. s the operating systen1(on mhlch t he appllcatlon

TETZ, et N o Ay B Bl

per f or mancenfaxiamds capapity bmes? and proj ected forward to indicate vvhen
thresholds will break and projected breaks that are alerted with sufficient
time to alter the application/systemto avoid service breaks from

happeni ng? Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,
CPU, etc.).

s s capacity data constantly analyzed to help in resolution of incidents and problems?

* Are changes to the capacity of the application handled through a formal change

management process?
As illustrated in FIG. 14e, the service level management 657 category's FCI predictability
factors 610 may include:
e Do service level agreements (“SLA™) exist between LOB and consumer and small
business bank technology and operations?
o Is risk rating assigned by LOB?
» Does the current application design support the LOB risk rating/SLA?

e Are agreements with vendors documented and reflected in the SL.A's?

e Does the SLA structure include features such as reliability, security, service hours,

support, response times, turnaround times, performance criteria?
o Are there mechanisms in place to monitor and measure all items in existing SLAs?

e Do SLAs have clearly identified key targets for service hours, availability, reliability,

support, response times and change handling?
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Are conponent/ Application interfaces nonitored (A | Conponent Boundari es,
Framework Interfaces) Are custoner experience nonitoring tools avail able?
(e.g. Topaz, Online Banking Mnitor, Conpuware Vantage Agentl|ess Mbnitoring
(Measure transaction response tine, transaction volune)) Each of the
predictability factors 610 |isted above are assigned a particular weight in
t he sub-category wei ghting colum 628 associated with how each
predictability factor 610 contributes to producing FCls. The scores of each
predictability factor 610 may be nmanually entered by the source listed in
colum 630, AQt I'I!ﬁétra%éH)irPFﬁ?sl4e0rtheas§r&§&ﬁ rddddgdnien® r@EgﬁtégBry‘seFCF\Mé&Q:t&bﬁlﬁy
scorin Al ternative the scores may be automatl cal I'y "popul ated by

recei vmchfS ﬁi(bmm%w)éf rom ot her applicati ons | n t he know edge rranagenent
system 1 or ank .c er. systens 140,

corumn o35 A et M ERARSHNIE slube it KBl Bput) ST
“no" responggpacting 6vdnes to Préddudperidiolisl reld? cent ages a nunber range, pass or
fail, a high, medium and | ow response, or sonme other simlar rating
system Items with nultiple rating values, such as a scale, may have

associ at e
predi ct abéljl %?ya?ﬁg?%npﬂf%@%hﬁ %?gﬁéf%d}ﬁnéar)\lggéal !5’"3% re- sﬁ‘;ﬁg eﬁ%vkr)péy
have not e f NetStsutalSitoSsapg, Myees Cidmansl Qanper, etc2 why a particul ar score was

given for a particular predictability factor 610, in order to justify the
rating. The text and notes fields help to create uniformty in the scoring

across the ¢h@pBpdrating systehe@s WHidHhe BpfiitatdNsMfonkfts bREnAAIRD) GloAlbred b)

factors 610, in one enbodi nment, the Ppredl ct abi i tédiactors receive a score
in the answesrversindetem zechnes?Pagin)Filed/QGMNetworkd/@d.qoabBisk 36}, Remote Bisk
score of a pgjticular category 608 for an application 606 is based on the
sum of the scores for each of the predictability factors 610 in that
category multiplied by the factor weight listed in the sub-category
wei ghting cql um 62

| ght % %réj apphcat810n performance trends monitored and projected forward to indicate when

thresholds will break and projected breaks that are alerted with sufficient time to alter the

application/system to avoid service breaks from happening?

* Are component/Application interfaces monitored (All Component Boundaries,

Framework Interfaces)

s Are customer experience monitoring tools available? (e.g. Topaz, Online Banking
Monitor, Compuware Vantage Agentless Monitoring (Mcasure transaction response time,

transaction volume))

Each of the predictability factors 610 listed above are assigned a particular weight in the
sub-category weighting column 628 associated with how each predictability factor 610
contributes to producing FCIs. The scores of each predictability factor 610 may be manually
entered by the source listed in column 630, other employees, or a user 104 in charge of
reviewing the scoring. Alternatively, the scores may be automatically populated by receiving
information from other applications in the knowledge management system 1 or the bank
computer systems 140. As illustrated by the format column 632 and scale column 634, the
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In sone enbodi nents of the invention, other scores are used along with the
predictability factors 610 for each category when determ ning the
appli.cati on score and before the application score is used to cal culate the
sub- channel and channel scores. For exanple, in sonme enbodi nents an
application risks and control assessnent tool ("ARCAT") is utilized to
determ ne an ARCAT risk score and an ARCAT control score. The ARCAT ri sk
score is related to inherent application risks. The ARCAT risk score is
determ ned by taking into account the risks related to the application,
such as business inpact analysis, downstream applications, upstream

appl i cations, transaction rate, data vol une, recovery time requirenents,
rel at ed W&WW@CQW%H WESr OF “nfn deSBPISG e SPalaeh SPUNETYRUICARRIOCRIagESn e FYRbE cor e i s

a measur gng ésBSrfaﬁrHHE%L x@&u@ﬁdlﬁﬁ&&?&s@@ﬁs&ﬂ@é&&%ﬁhw&hﬁﬁé}@fems)lﬁ;h@”s or
appl i cations. The ARCA control score is calcul ated based on how the

appl i cat Vigh m‘%ﬁl}l"eﬁ’é‘?éd’a@@‘ e fed scale faphhpve pssocister o1t diyt defiagsi tP%(‘PF%r e,

pl at f or nyQksic8 b RHiOEMER BRoSE P thishie eBEdIMSS) tNe SAPIbATRE,
busi ness process l?or mat i on securit The 0111 score for each

appl i cat Mah higynoie ?éﬂﬁr‘@f@ﬂ“& Bses HYr lodwpalgle Wiy ¢ RUtIEHIAcor WAEEIVRTAr fhe
ARCAT r'Fﬁéfue%m Fedfé&gmﬁﬁ%& 610N oRder &5Q6tRY ﬂieyatag PRCRE h@ nbBEridIERHe1 !
score. For exanple t score for ‘a particufar application in one
enbodi ne%?ﬂfwfoﬁéiwth%ﬁpwws@?@hﬂﬂi}e hercent (80% . The resulting score

may be addeghelohdiddeof\ilie Insiwes Ko IO bR AicHBABM FREOBIR HCHR: érﬁaodheenr,eme(lo)
basis, and the ARCAT control score, neasured on a zero (0) nogl )

basis. Teredietpbility factesp geceize 3 peors inghe angweri@bygn $3¢tof ey (Phie obRfbread10
addi tio Qg&ceﬁl@%fe sSor@ bt 4 PeaARAdte drﬁgossepaneapaﬁan&mﬂs see& bPthe $ER b the

Furt her , as illustrated int category hting col um 636 each

channel , scgsgl fqrrra@mféh?:ﬁe@gtﬂelhbﬂfa@% 65¢h mwﬁhetl categ@'y asdiinhisd by thedagtergiightwei ght

rel at ed ﬁs@edflﬁ‘ﬂ%tsﬂ?céirff %htﬁagoﬁl%ﬁg@ch application affects the occurrence
of FCls 1 n eac hanne 0b- channel in relation to the other categories

608 within ﬂm@whm%mf ﬂﬁomvreklewmﬂ@r se@Eesiarg upsd plgne with themreligtebilittb, t he
change
N \%{I 46 &E% %& eh eff J@E‘er I&B@J‘&Slle ad 'béfolevrﬁélaﬁbnédﬁxsﬁ

per cent channel 3 twent’y percent

(209, etcore A vesd fooealquinse éhearsulamarmel yandramgmeﬂremre% at%fgo@xymphhen éamegor y
wei ght féiﬁboaln?éﬁw ﬁcﬁuéd hEl&e%th% 1&1%[“ sdedshidht fthéﬁ“ ¢EREASHVR GiMizei O the

BC'' channe per cent he sum of each wei ghted average for

each catmmnclan%'%mmmcéﬂwswﬁ die ARG sk spere dsaplated 1009 .

Th f 4 th
wei oht ecb iR S REHES BAAREATIACAA0R il ol Bl 20
appl i cat ishkn rilagsd do Mamﬂla@onosmbvasmusm%aww@admﬂs udowamsimame bpplicatioshannel |
Th f | ht ed
ere Orrg%str%ﬁne %B@}’da%iﬁ ém‘lf.l:.'a MSSRL, gabd) %lﬁﬁEege%%-lrf Gl ré]ril%ﬁ‘eﬂléltsa r%ﬁfa? te

aver age icta fact’or scores ted 1'n answer col um
626. Thehanfwre maltsc)ﬂwalsc‘@dem@m detar The &R6-Acheomirel| score 1&:¢mmwie of thegonigil ght ed

average of p&,ﬂgau%ﬁthﬁg S{e\f v?a.ﬁ&{se & Jsésr%%]gs{j?} n%ﬁ@wa@igﬁ] R fIocgon. 8Core is

sub- chanfiefPPor"Channe anne score 618 may
be a wei @Mhtbdé:awdaghowthetapgllcapqm is ccdatecbio bgsmsesanﬁnﬁtyf twhnolwgy ashitectibannel .

Finally, e_chann r
sub- chan%%llr[‘mglc%rr ey Tﬁ&g ggglb% 111§? Wrgresg]é%ég’f%gﬁf a]ErB&ﬁénnel
The s cormﬁmlnMerﬁw e Cﬁ%i(shom[ﬁqu aadvaappbwtlommabhe teduizt] dala percengagk of thae,

q di ) :
cont 1 derge: &ets; s W AREAT iR e ol AREATRERET Ao by SR PGB
enbodi newb=, F&reemplreethe foR1 saorpaébt amaﬂ&ﬂaapppthr mmnerembadlagmr yxaﬁrbe

e-mailed t ubj ect nmatt e

"t or val PR psRted Bl R uPlog Pl QRIS ER G ARBR 1
to do someaswad bh aebry (B)ate énofi0) Basisodnkd e SREAT comtrd] Scapé, nﬁdawmdmnemar@(q) t he
neasure tinme is tracked, and al arns and requests for updates to the
predictability factor 610 scores are sent to the proper enpl oyees to nake

sure the scoring of each application 14 kept up to date. Access to nake
changes to the predictability factors 610,




the associated scores, or the weighted averages may be restricted to only

t hose who have been granted cl earance. I n one enbodi nent, col or-coded
scoring is applied to each scoring level to give a user 104 the ability to
qui ckly identify the channels 602, sub-channels 604, applications 606,
categories 608, or predictability factors 610 that are acceptable, in
danger of failing, or failing. Scores greater than 75% are assi gned a green
col or code indicating that the associated netric has passed and is
accept abl e. Scores between 50% and 75% are assi gned a yel |l ow col or code
indicating that the associated netric is in danger of failing and should be

noni t or ed closely Scores bel ow 50% are assigned, a red col.or de
i ndi cat i R A bastte The disalisgerads witkqut of Hize, puf joginglpdes theadditio Pﬁig‘?]’l“ﬁ’i%f

anaIyS|SﬁkguagQﬁﬁghQ&eamjARCATcmmﬁhguggntacts 700 section, as illustrated
in Figure 15, is a reference tab for finding the necessary jnfqormatjon for

t he teans, pravoee; ap djustratedin the reiegery Weighting celwpn 3petagh chygpels ardaty on

contacts son"i’egca‘ﬁﬁl dactPsubQhiIRE, ORI of AfcBbi9 et refifed/o ﬁahw%&&iegb@t@s for
t hr oughout t he know edge nenagement application 125, in one enbodi ment, a

user 104cash ﬁpnlwamqmﬁ”@%ﬁtbpmﬁmen@ of FSHria caghehamel and sytehannal maglationdp theay o
to the appll GRELRA 60 WRhin ﬂiéhfgﬂéiﬁén 1o @MY a6 DINLARAd ih PieBfe b, iRecHaRge

vari ous enpl oyees. The user 4 can r|II-domm to_the levels by selectlng
the nanemapsgemeat] weight fnieotieopFFo hawael 2 it Fend-fiveeparmnt (pYpnahde th

- sub- changglefs &' th@PRET CbhrnD 3 ﬁv@eﬁty ﬁér&&ﬁ r@@%yeéte/ A8 165 ahe hO41apMy USe

the contact” search feature 702 or drop-down nenu 703 to find a specific
cont act . managemp@,wp@g% the palegormeighifer excamprere 4y ﬁﬁeeemﬁfca@t(la%b pYhdlg the

I nterfacg.; et [&htﬁ@r %ﬁ’d?:hél% SwehBp) ér@éﬁt gﬁ%)t e Qi df%aélﬁﬁ& gethagetgnnel  of

the e-co annel 2. The con act spl ¥ interface 704 has two

sect i ons¢ach ﬁetemmnpvban@@lm&%% xtotel of enechupdred pereesld P0%b nTheretorey safegohe
executi Vg, Féa{a&g?&rcom 8&&&6& 29 nhulrifitd Bﬂ&em&g}@dﬂ%%’raépfopéacﬂ bbb {bnd By title)

and the poin t 714 for each hierarch oi nt 712. In one

enbodi nmeshannél @andither sumarheel, potagh applisation bepa s‘@md? e itdgpaciiaach spbeshanmgk | on
lists thg {&chip! ogy executive, production support executive, e-comerce
production support executive, and the technol ogy architecture and

operati ons ebhewfre,as previousiyrdischesad e calegoraescse THoIsFeweiRkipd pyeragsiof tscanpl e

di spl ayS pleliRabY Al sdofls (103 ir? GhsWef E5tumifRn6.N Th niddGreiotb g5l bank

productl n support partners manager contacts 720 section lists the
sane i nf smﬂmu@hoa@annvélsmth@e@@ﬁpﬁww?&m scsresibdth fosthat gpplisation fay

hi h h h
lerarc %ag g char po?rrr?ﬂg’%? O&ﬁécé%béaﬂ%c%&%{e %héﬁel ?c%ret B DlaffiR! £ yn

point 72 cont act or eac hi erarchy point” 722.

one enbowieigbted amrageméthmmplg@hom@mes atq for impsubechppngh | Findlly, ﬁﬁéh@ﬂ@lh‘?orﬁﬁ)l nt
722 |1 stgyd gggl HeS @élgﬁ&ﬁave& {4or %us gﬁﬁﬁel%&‘ééléfﬁ & Hkon B0 For ¢ he

mebsphere ute performance and “‘Capacity support
nanagersﬂmtﬂsmumnaln manager, center of excellence managers, test partners,

as well as arﬂaugmr% n&fs BIRE HBAPRERicA M W SRR BY REBHME U¥RE helSHOW

t hese nanagers
intervals, or on an as needed basis to examine the confidence scores of the channels, sub-

channels, and applications. In some embodiments, the scores for a particular application or
category are e-mailed to a subject matter expert or application manager at various intervals, in
order to remind the person tasked with populating that field to do so in a timely fashion. In other
embodiments of the invention, the measure time is tracked, and alarms and requests for updates
to the predictability factor 610 scores are sent to the proper employees to make sure the scoring
of each application is kept up to date. Access to make changes to the predictability factors 610,
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The incident recovery guides 150, the incident tickets, or other areas of

t he knowl edge nmanagenent application 125, indicate that a specific

hi erarchy point 722 is contacted in order to resolve a particular incident.
Alink is provided to send the user 104 to the proper contacts 700 tab. For
exanple, if an incident recovery guide 150 indicates that the incident
shoul d be brought to the attention of the | evel 3 production support
manager for shared services, a link brings the user 104 to the mangers
contact 720 section illustrated in Figure 15. The user 104 can then send
the incident ticket to the proper |evel 3 production support nmnanager |isted

in the pgint of contact 724 col ym. I n sone enbodj nents a hieyarchy

o1 it 1 | o ShRegiets STt g P e uiupect Y s TRt @ SRIYRRF ot TG B

sel ect i ngrafBd Elbgadteer archy point link. In other enbodinents, the user 104
may view the phone nunber and email, of the contact point by clicking on the
nane |isted AN FRPodERsAb colpr-eqsisd storing 18APpliRd ."% seo ﬁ@elrt@[%‘?etas‘m??@gt ab, as
i 11 ustr aihedbility ol @K idéntif tHeQhEnnbR S0YSRb-chiiRels wa.bﬁlidaﬂo@fm@‘dafeg@ﬁésng
reports fromthe 1ncidents that are tracked wthin_the |Inow edge managenent
appl i cat $n o1 prydicigd tpra010:that e agceptable g dpmeer of fpillngn gr Zpilingn Ssgres

cust om r gRAEA thid 759480 adshiBed £8REd Solof2Bdd idicatifg tHak thid aisbaibedmetic hbdpisRd16, the
i ncident information report generator 751 can befﬁllled oyt . to create a

cust om oftddsipseRialle Repies betpest WppnddS Yanse ssignsd oyelieng soley cogyindegiingdbdier at i ng
reports @e s086kd ntrit iCik AnSeeb¥r MINGE ktd Whohlh Be Hiohiidted clasely! BBores Blldw S@%e 754,

or the end date 756 of the 1ncident ticket. A user 104 nay, al so popul ate

t he i nci #erpssigiedia rod, Gaipe codesndispting: B15t e pssediated mstischas7iiled gad nesdsy want

a I eport inQRediddsflalysit Rfdefcdiinda§R. Create reports based on the severity rating
| evel 763 one, two, or three, the status 764 of the_ incidents, the root

cause owner TRg@Eomicty Q0 pestiom s ilustrated) in Figuroh itrarelsrsreestab for Budingthes pank

technol 0@6@% HRIBRA 0L FSthé SinS RS Sroirdt of iradt, hikchy levelk SHBatibA
illustrates at the custom or cannedq¥gpo?t 77dﬁ1ook§ fﬁg after a request

i s ent er ealiacls, phwell ap gthes comagt referenceh e Aseith ethetotebs thseushent the,kepwlederon

entered jbndob8edt AFMASHIN 125N UHRRIbBMnTeRD @ uber 198 RuPHI-ddwer frbR thOinANGT Vi ew
section /72 of the report 7/0. The causal information 780 section

i | | ust r aleed, toithe bhanhd leveh fqiibn eprdiedtion Al inrefiede FryieMreniatigPralibR FPrsy st em
781, t hev&l%ﬂ§éﬁdpl§%%§]_tﬂ¥ea%er A%t B81-u8kA W fic 1TRRBY se?i&:?in% gﬂleenai_nep@mﬂe of

I nformation 790 section | ays out the inpacted channe , 1 npacted

t echni cavarieneemplpyees ingthe diffeeent ehanedls qubsehnedita ahanplivation levels. ddisgetiyshy,c

| ocat i ong,ZQderqips hﬂ? ubd" e ChnR d RHEBRD of birdpdodm hikan 7TD5 S PR spelikS 797,
and AMLs 798. The Teport 770 also lists the iSsue 784, the custoner 785

i npact ed¢ontdde restoral 786 information, the cause 787, and the resol ution

788 of the el deNindiifesafRRe ZFdQc&%t 3i¥ﬂ£}9&geh¥cegmgﬁ a%eeo@%&&g 7&@% or

executive nana _emsnt_ reporting and are revi éwed on a dal y _basli s.
reports fo7thecamhnghanking sutichannd of thastcommereg shanaeh 3. cFheanontagiiisplayiinieniaced f or

drivi nga'g(fezﬁga? E&%E&%&, %8 ?J{e%uﬁ)vje dolGetd 9[6(and the mabdper Sontabld nggzhef Ecutiv

illustr lgure I's where the incidents are trac Fom when t hey
are firseontadisiitl) séction lifts herhicrarghy paingsHE dercthe tifle and thef poinitof oontast Gbels t o

deal wt - LG [ 5 h: oy process
ahen & poopuishRl 46 7HL0R b chBodshEd bty BB H218 e St bakidis D

pr oduct i b ssgtpmdints iths techuelogyrexerutiye, prasiveiicn supront sxedutiversichomense prodectionci dent

is sent ' -gﬁ@@ abase 130, as
iIIustra%@@mﬁégﬁﬁggfhig%ﬁgﬁkﬁgggﬁgne ogﬁﬁgﬁﬁgogﬁﬁégga%o4 receives a

noti fi cati ofhe ianagextontaciydR0 seotiorsinigs ctample displays thecantaamfor shatedaervises,or has
occurred i Vi | L j [ r jve
o or 1 13C} el bl uRicdiid b By lndl 1o Rithe el PloRAGD

i |1 ust r alisgithl arid in&kmdihas thef executivh eonizaty 710G4ctioddmt orf & baven hisswehiydeietent |

ne or r of e AmsEE totta720 kot 384 Ra 1R Berlnfibolil s dedfpd Bt ol AT 01 1O

issue with the incident is identified4§he user 104 searches the

| oW edgebase 200 for any related incidents that have resol ved the sane
issue in the past, as illustrated in dianond 1816. If the user 104 finds
that the there is in fact a related incident, the user 104 drills-down into
the incident report to see if that particular related incident is resolved,
as illustrated in dianond 1818. If the incident ticket is resolved and

cl osed-out then the user follows the procedure outlined in the

know edgebase 200 incident ticket to resolve the current incident, as
illustrated in block 1820. The user 104 nmay cl ose out the issue when the
incident is resolved, as illustrated in the term nation bl ock 1840.




di ning the process of closing the current incident report, in order to help
subsequent users facing the sanme or simlar incident As illustrated by
di anonds 1816 and 1818, if the user 104 cannot find a related incident
ticket or the incident is not resolved, the user 104 | ogs a new inci dent
ticket into the 1Cl 800, as illustrated by bl ock 1822. Figure 19
illustrates the incident honme page for the incident tickets. A user 104 can
enter an incident by selecting the "new incident"” button 801 in the ICl 800
hone page, as illustrated by bl ock 1822. After opening a new incident the
user 104 is taken to the incident ticket screen 810, as illustrated in
Figures 20 through 25. In some embodi nments the know edge nmnagenent

appl i cat fosgachobjerarghy point 72Pat In pug gnbodenent of fhspgnessr qopgackt 720 BAhEedat a i n
the err OfjefaRRP éioﬁtﬁﬁeﬁistd fhet f?ﬁelb&ilk tHat AMHR% Profuctish C'shp[ﬁ}‘it BfagBisOBleem

ticket nunber severit or start time 813, as well as any ot her
i nf or mat WehPhea the, mpx e tqdri’f’(fﬁ‘éﬂf’é?ﬁ"é‘?d FRAGW SUPRRTe MaRagers, (s oD al so

has the @bidolt Yented of&icblieRbe HRlapES 180 YarinBiOdsRil1 a9 B nliflbdr BE ot GhAGEYrs ddacket .
Ther ef or e, after a user 104 creates a new ticket he/she can enter in or
change t theciplopses whe morkhelow theserpamagssyeri ty 812, the master ticket number

814 (the numpghingdent H:@oxfcbf $4i187 190 HeRQRdn: iiBkcrd, SR Bitkef WoRof 48 KREW t ion
incident when it is first rdentified), the client inpact 815, and t

st at us gwanagement aprlication: 125 Apdicsie thaty wecifi bigreshy peinh 7 ﬁ?lﬁ%céedtmerd%feu dent
ticket tmve@ymﬁ&ha@%mdear | QaKk Mf&ﬁm th Qerld! tRBuset FPko REprb i kSRS Fdocket

when it 1's recelved by themor when it reaches certain mlestones in the

process 8y Eecxapplagl #naciden recoyaryguige 550 ipdicatgadhat thegacidentshopidibe bryglfed 817,

restore 1%3'1 r gﬁgb t he new .
ticket fitr??%@ ?th&ﬁ%céftg%%ba? he uscglrr}IE E‘gﬁ%é"\?f* %g\fsﬁ({r%femwﬁrﬁ% i ui delﬁrﬂr%ggwf or
Salv i

escal at i ot 14do fhelm@errap@t!racb%(}ﬁm 1&%@@%@% ﬁ%ﬁlﬂ{lé‘md t he
user 104y, ﬁ@&e& RRetb e p}ér%ﬁe%l 3 6@t su ﬁ&b&hﬁnagmgtea%et% bt bﬁcohﬁétor med

of the incident. In one drne t, the pagi ng guidelines are | ocated in
t he i nci Péreolumacovery gurdes 150 of t he playboolcs 100 tab. Next, the user

104 alerts dﬁﬁi‘% i I rat ed
by bl ock 18?2%41%&%%1% odi rrent ynit%lyi“lt I@é boerrlhe}s‘élu éocjg?%é 1?432-:}[.11 {ngﬂahe

group ofhigratshy maphyp selecting pr S hisgarelfy mtémk aln othei Thie theisey l%m@y( 1)
W
PF Sub! eshih tRRbdbeR 1 R AP el Guradrp St (FSRLAESA diife LUEFE (bojy

pagi ng wag:pntﬂ@'ftlﬁetﬂmt group of people that are rrade avvare of the

i nci dent s, t r t he
i nci dent or pr 0%5 e a wdaE g%@%ﬁgm g?‘? aﬁb@ﬁﬂx%{ﬁgc\fggca ree {’gﬁmmégr ng |ist
is the greputs ﬁﬁme@amtéenmaat aeree'a@@rhtﬁafbme@e \khesvledasi managanenb shplinatiod 4 25.

h 1
changi ng, w%ebﬁgg}&%é r&éév@radd’% mf&ﬂeﬂlic%&toﬁﬁ}%xﬁ)ﬂﬁhgﬁﬁﬁrép%hs 5’6%6'9 s

conpl ete, opens a ge manage dgel I'ne
phonel i n&3y illustrated haeFlglrtplléyélesnwnt héorpag@mgppbﬂt mrawlh'?ﬁr@erbetml @gi o use

t he kno E%Pg i I t

illust r\g%rgagg% ogﬁ%%l%g . ?%ge%l}gé% 1%]9]3% ﬁ& engsl tﬁlggéno ré%%%org to the
i nci dent speaifiasciets hmtqymebﬂleeﬁﬁﬂea’?é% the starir dutecth4i or ﬂ;b@mkdﬂ%tﬁ qﬁthe nsidestsponse
process Vi [ as
wel | as gt u‘%ggﬁé?mﬁiaaggl ggé\ﬁu?tr ean%Hcg%'rsn% é%ét gﬁﬁteg\lj@? (E),P nglgﬁpg%%gﬁgt hr ough
t he fl owré2Hbattthey4@0t aasport! dnus Users d0¥ can didoouéatsl 850rts tRged: dretherseverityasting
illustrate k 18 t lmeal e £200 and
t he i ncral i%r ec%&g’ry&gur e@gf{aﬂgﬁ 168 ‘%%“’ iﬁa@b dkhé %btﬁrg‘%%ﬁe&g’g?ocg}sses

t hat hel jpcidess) kwbthe henshmer aid sinsl] betsnembdnkas:hmloat dnd gpetaticas assigned Filotoy of
rel at ed |nC|qe t tickets. These tabs help the users 104 find the

appr oprr%ar ources from each group, and determ ne the custoner inpact
for the cur Figate i hdlicbentes whatkthe custom or canned report 770 looks like after a request is

entered in the reports 750 tab. The report contains the information entered in the incident
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As illustrated in block 1856, the user assigns a severity level to the
incident ticket. The severity level 812 hel ps determ ne the process taken
to resolve the incident, as well as the proper individuals to nmake aware of
the incident. If the severity |evel 812 changes throughout the resolution
process of the incident ticket, the user may enter in the severity upgrades
or downgrades 820, if any, over the life of the incident ticket. The

hi story of any severity changes are recorded in the severity upgrade or
downgrade history field 821. The user 104 also enters a brief description
820 and probl em description 821 into the incident ticket, as illustrated in

Figure 21. The brief description 822 is a t_itlg%og short '§?e{38t§€(:e oytlining
the genelIrmaBHICROH SUREArL R HiR QYPrdRs Sratipe (7dh 0B B TrRorh T, I e

descri pt in@im@fon 720 se¥ioRiRM ates the HOW tBE inbident SeuRed inviuliy e oBiRatich s¢qémr M ned
t he MOD nakes a determ nation on who the iﬁ%@ ent ould be communicated to
and what 78lethe|caysal Qvert 82 and thecfailuse irpast 783; past 90 B0se¢0B 1455 bl ock

1858. Thg @@ itrphctdd ChateP78IS GabaR1ee Sechiifal icR&hiRIMo2] thé kBacte® sitl@aend 9%l s, as
illustrated by bl ock 1859 At the sanme time t i s determning the

: he MOD
escal at i 1A geagkphisdesationy’P4 9f the dppashendithepumbseofNiss ?P%SDQFSI‘?@QM@%# afed the

ticket tgmrReosnThdRpst £R Mo 1RRIYZIRTSANE 6BHORF P95 iNPaditiS tHeTSHRE 786
associated with the 1 ncident ticket by using the resources contained in the

know edgiformatinge e seuss 5B andythe gegolntien 788-ofithe pcident + Fhe 1590115|74@ Rre 138HIY The
user 104,.,306130YQARr BRchitvetHarertdh® rdpBiting @Rl ali 6¥i@bed SHRY diilyl basRUiTHENE

fields déscribing the problens, tracking the progress_ of the incident
ticket rrepertsutiosEn ajsgdvsed, fon gefrics celinstionansk analysis @psdofor ddyipg thesalegie 800
has the ghiddrinttesk store the history of changes nmade to the incident
tickets, and store information for each field from previous incident

tickets. Thdde IEhR00Ua s ilvataied indiguse {hds whese Hisripcidantsraretrapked fompghennci dent

ticket t riBentitied. © PiglleOmn MQUWAd MPnotiBitatioh prdedsto idtal NAEAESREHA:Cd
rel ated @'ﬁfg‘qﬁﬁ% 1luser 104gqrr1;ey manual |y fiol I r? the rsequi red fields. The

user 104whe ieisdeifaesd Tthe fmtistep i thepeocpysevhen grraeriuptins: igeident aeeus dyeEERase | t
standar d%té\g&%ihﬁ" Broc&Q e ,%tgmﬂﬁ@& bR fNBatGRAMIR b old it Srfbriaticle bt ki cket s.

This all e users 104 better understand the i ssues and resol uti ons

for the incidemtdnsent for erage jmp detabasre Fchas fherbael database 129, enillugiaied by blagk ar e

anal yzi ngg gy is0Gl dRBLaihORY 2 oY 104 deckRECE ABACRN Burddif Al BERimeldfidee! -

W thin the incident rnpact section 830, ilTustrafed in Figure 21, a user

. 104 sel eemynudigation thet areerres ham nesed 3 pftanrgcaying p sodlsation or while pesoanmEc

sub- Changeldivi!fdifortdics Yo 408 Welnel MRAGHBN' 608 18 Ancidlhl Nl GRS B { hese
the user 1 f

channel s may enter in the numper of FCl's, DCls, AM.s, and

PHL, s f oblogkat$l2c haftee theawssr $0didehiifipacl new insidmdt) therigerDttd idendidies the iss

further | : ; . . . 'ﬁfﬁm lﬂg

channel ?ﬁ%@%‘%ﬁﬁ %YH.E %e&%®@%4%o?§%6§i#fhg%%ﬁbfg ’\e%.zlal' ecte R

appl i cat 1314. &nce theiissieivathethe ingidens éxidentifigdthe ussn i 04 sehnabesithe kyowledgabage08i | how

" the inci | f. i i i I.0: - channel .
R08y lefuned A&&&&%%@ﬁ@@ﬁ% éaﬂﬁﬁss}lg;[ngtgg%sg%%ﬂ%tw.dﬂﬁ%nﬁ

The custOner’ experi ence sec I's popu mati on rel ated

- to how t W16 Atthd@ser 104 fiads thatt thetheteie icfact orelated ingidenhiia usenpHicdrilisilawni s
havi ng on.the . I el P Alel t he hi cal

| ocat i onm&@%t'ﬁ‘gﬁe&fg%opﬁgﬁgeehfttn?[sﬁé?%g%? éi%tg% ﬁi\%ﬁe@ﬂfsﬁa@fﬁﬁg’l% ltllg&%g’gﬁ?i fy the
root caudiemarsi #8%Bar Ifi thellimnidesty tleio resgleeieand Tlosedioyt enithe ushefollewspthet 837
is tallied at the. f j i Qn. | . FC s,
DCl s, AI\ES‘,’C%EIE?CP “&PEAS"%*%F léé‘g\glﬁé%ﬁ%gt%g? %;c?\dg&rs}b%%gﬁa{%ﬁgf .tﬁeséu%eﬁlhngm eg’galsi ption
secti on BWifiratl it hieck DR20dGhe uter thdamakeessubthe isswe wigpntilbinciflent tsrresohied,atsi ons

bet ween rs 104 tryin % I.C . . title

and descligres e Efieah Al s Pulabier S Shevidialf eritne P 16 G |

rel at ed tymiatealsihsiden titheefonmtindierknotl adizebtase 280 mathrany gdditidnalghfotthasion found

communi cations 842 is kept in the description section 840 and nmay be edited

- or deleted as the incident is investigated. Al so available in the
description section 840 is a work arogyd 843 section, which allows a user

104 to describe how the problemcan bé'tenporality fixed until the root

cause is identified and fixed. There are also restoral and resol ution 844,

and '




root cause description 845 sections that a user 104 populates with
information for identifying and fixing the root cause of the incident

ticket As illustrated by dianond 1862, if the root cause is not
identified at the initial level the incident is escalated to a higher |evel
for nore expertise on the incident team as illustrated by bl ock 1864.

Thereafter, the team anal yzes and researches the incident ticket again
until the root cause is identified. After the root cause is identified the
incident teaminplements a fix that addresses the root cause failure, as
illustrated by block 1866. If this fix includes a request for change
("RFC'") form_which is used for making a system hardware, or prqcess
change, g therroseascof sinsing thegapgent dngideat {?B‘@'é in proenda help sphseqhentyseR Scing

Fur t her nMpk §amd &1Rinhilk€ idRBdt. duration 847 is popul ated indicating the time it
took fromwhen_the user |ogged the incident into the know edge nanagenent
appl i cat i on As2Busigted by dipgmonds 1816 and 1818, {f thgsgr 104 cpumot find 2 relaipd incidel. A
link to fidke: &ffthe fnbiakRls S SosolRsd, YR Userd®4 iR aMel iRQMInAGEket MIPMBREI 0, dsS al SO

provi ded_for follow on inquires_by the user 104. After the fix is
i mpl ementlggrateddy Block 1872, fFigure, 1 34ipstetes reripgidanhhomamaes Rafedndidegt ket e t eam
resol vedydeP f04 QiR hn inbiak@R by sBiScting! this et iRslddn® BB 1801 868 1dhgoURREe 104

fills out the other details Section 850 and the root cause section 860 of

t he i nciPprgptastillesaied byihlocktlf2 Alemprening acaewolrciden thpuser if4aisdalicr o Bieeas f or

a probl empiasiimRket sdedn 810, ok Qlus@i®] SBREs 8P ol D5P ah FBRAE RinbbARekd iHe0n 853.
The probl em sunmary 851 section is populated with information indicating

how t he lsoviadgpmapisament appligatian 123<can pulf datyjnio the ney dugisleattickel fram thedaigh| em

and the QULEeRSr Rport Abreli iR W BRRRLLAG: MRIsYG & thd BRbihF @kt ASRIIRIENt 852
section describes the technical teamresponsible for the pernanent

resol ut i WHEtY &2, 98 sire e 813e30Vel pomnyssher Jefomagian that ean brclsundyia the prr
out cone Qo hBoddvér, b Akerl10€ alsh Eésctﬁ@ﬁtl}ility to edil'6t d&k%g%ﬂa!ﬁﬁn fifGt ieleA>0 al so

identifies the tool's 854 used to solvé the incident. The identification of
t he t ool tickgt jTherekase, iafier angers] O4tsteates 8 npw tickat he/shegan enterrin er ¢hangesborroblemd 855,

whet her §dig: 815 the 306 808 4hd tbid kK RS 40P BRSO RubRPor BOMsAR R LR RPN

area for_any files 857 that were created or used f1x the incrdent. Also,
in some Eepiiddngnthe moduches ingidant; wean,ig dgfirsh idenféfiedh dhejelipnt impare81S, wnd 818 t ake
the usergylfds i I Idoh j #Q,bﬂ i |68 , e

i nci dent r_ecod\?g?f;ﬂﬁ%%kggsﬁl{%%ﬁg%ggﬁﬁ% e _p'lgtgﬁlg%gén{(%%%& Iﬂ%g I%agcfidtg%nt
tickets asiews ytions toriencsta b ipsisigatdickerovheptitis received hhemms twhem iigeachasct i on
860 is t RCiyde oy & rm ned.
In the ﬁgﬁn%ﬁ&éiﬁ%%#ﬁfﬁg%a %Lg%ﬂ esc?%elg ﬁaéédgg“ugg’%ﬁ ure
det ai | s @gdzeB¥lhAnesiosed 1§, anddinisbed B\ hwgforpuest i ons: where did the failure

compounded {Hs" Meakor 108 Tbes BURRH AR uGine AT o Jo B 100 Bvich3 HiFfaging
guidelines for escalation, as illustrated by block 1824. The paging guidclines tell the user 104,
based on what type of incident occurs, who needs to be informed of the incident. In one
embodiment, the paging guidelines are located in the incident recovery guides 150 of the
playbooks 100 tab. Next, the user 104 alerts the level two (2) paging list for the incident, as
illustrated by block 1826, In one embodiment, the level one (1) paging list is the group of people
who are first notified of an incident. The level one (1) paging list basically serves as the first
help desk level used to troubleshoot any basic problems. In one embodiment, the level two {2)
paging list is the next group of people that are made aware of the incidents, and are usually
tasked to determine the root cause and fix the incident or provide a work around. Finally, the

level three (3) paging list is the group of people that are contacted when software code needs
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Under the question, where did the failure originate 862, the user popul ates
the fields describing the initial point of failure 863, the second point of
failure 864, and the final point of failure 865. Under the question, what
event caused the failure 866, the user popul ates the cause 867, the event
888, and the description 869 sections. Under the question, what issues
conpounded the inpact of the initial failure 870, the user 104 popul ates
the inmpact 871, the root cause owner 872, and the consuner and smal |

busi ness bank technol ogy and operati ons assi gnee 873. The user 104 al so
Fills ennotddoant b Phichie ThepRAtL | AReSHE 100 hh@i(DGpthiat is R8RdRd, dBsedqe to
conpl ete £he Tix of the incident. Furthernore, 'the incident ticket also has
a conmopénsat kemvipdast meyagementi bnidegbae (oraphoreldps vith thetempeyees wa the aapagal |

of the;.new edited. .an ' | LR t-he s hnei LG The
i nci deH%}S’dgto c%rio gérgén ?%éﬁgggoﬁgdéegg%ﬁg%gﬁ%p Elgctag aé%gfolrggq%%{she? ?é%l{’ragt ed
by bl odllustté@by Blotlens2s.d it is verified that the incident has in fact been

fixed in the syst as iJlustrated by bl ock 1872. Thereafter, the yser 104
Can ¢l ose. bR Ser a0 e beios 6 rergpictoctie B'}c“%ﬂ“&&a%%‘}‘? Profaerp i dfustated in
comuNp Rk 1850 bEMR TRkl fI8cesd prodRRE in ﬁ%@@%.t Thé D&r YOWravidwhs @8 nidpsizdent
sunmmary, as |IIustratped in block 1876. en the MOD apggoves the report the
MOD sutii asswelhas theaipdissam ped dewvnsigamhysiens and dyepmees afpoted thronsh ow

i nci de eparl. i t ' t: '

ol at oariicihy At hal RLIR 1459 fRARERE N Al th MRCRITNA R RS, |

i nf or makdngined the &n@alet gebutec00tand kied incalentretdverspgiithes 15C1in 8G0pliyboekpHifetabrs
illustrated in Figu 19. . The user, 104 may, search for tickets w thin

par 1 CHITGHOBETS PnEaP SEEIve T HArI FSgUal % GYBRE aigoRd BB of FRed
nunber ;30Rnt R iNOMRsPBBE hblpShé usthd 164 fihiehel AppldpeiBie eicukRt fRMMTBANSIERH t hat
mat ch the search criteria, as well as the associated issue description 807,
and seoed datermansthe gustemperimppctiipiethe getrend ircidenttieiet.- nunber s.  The user 104

Vi ews incigdee I f Or R -cl i cki i r t he
et dent 1 4 AhustioEl T SR 13 b Debeheibht EXAHTIVAIS dhé it leplUIRRET T
manage seetitysiped 2 atlpo détasnian theprokery/ taRfDtotraspiveathe ircidest, natvel ab thefirgpere 27.

The acade 00 is,a cross. funct.ional_.trainin orum.faor progductio upport
associ H%é‘ga“q?%toofrﬂg‘? AR &'@rﬁ‘%‘d‘?‘ﬁe Igééedé‘fﬁ“g’olﬁwﬁlaﬂfzo‘g’aﬂg%sd&f?}‘gé?@rtieand
track alsblufibn tfd6cesd @ Nthd dndi@ént fidkeDf the h@de MRdyOXRES 1Rtthé Revdiapkuppradehior
enpl oyees in angépot her busi ness. The acade 900 provides online training

to usefewngadest820nid apnowredgdiferahtigdnsidant Spfsrti dhe histpry obany seVpiiiyi changsank
per sonpel : : i : I .

Do nenpegbi el inife SR/ B4 GUoRBRAE hisflED dRNEEA, HE AN enfciC

t r ai ni hgefrdedeription 880 asppoblencdgoasgptiandi?d imfiotthe imcidhet teketk as illostottérbin Figure

nbodi , . t.h dul [ I dul es. iated wt

cpeci f PE B priFS SRRHRIPpags Atk terg s oridiiabe 250 e Bmn 66 nome
page, bﬂfbldﬁda&gri%tﬁi?mzfs%ahiwe AR BésdHpiitn 90e prtenal | | earni ng 904,
search’ | ear ni nt% 06, and view transcripts 908 sections. The training

modul es nedfigethgrsevarite deveb 8ihds deferming thenMPIhimekes 2 deteammpadonsap rhsr thét s.
The mﬂ}l&d%ﬁt glﬁ%{%& gaf,sjuirgrﬁuﬁf:ﬁ%? q#, 2%1V1'.d0@ﬁat l{éﬁgleﬂ)s ’e%(g}gtée o %08%3 Plic to, as

interactive 0 nane a e acadeny hone tab includes
any r eijlustrateld bgbiodki k8581 ditsre@fidr thh MOBY escaletestit ineiderggiwket foythodedemdnlas L OB,
depart gent 85 E{ oqu éadrq whi ch the user 104 works. A status indicator 914
not es IHUSHHETbRPICKk 183 ¢ programis available to take, if it is in process,

or if it hasmhbeshe GaERheMOD iAdAGnEning O &tBaiich, HeSeP I PV ardicghybse fiak@e Not es
related to the certification, and a bogkmark 918 is provided to take the

user t dQBes pireadyiestalated thgdickelda, hiaimtherencfranphzingtand fessprshing the issues

associated with the incident ticket by using the resources contained in the knowledge
management application 125, as illustrated by block 1860. The user 104, and anyone notified of
the incident ticket, may fill out the fields describing the problems, tracking the progress of the
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The acadeny hone 902 tab also has a drill-down button 920 to allow the user
104 to | ook at each of the specific nodules and requirenents associ at ed
with the certification program as illustrated in Figure 28. The drill-down
of the certification |ists each nodule that is required and whet her or not
the nodule is available, in progress, conpleted, or |ocked 922 (which

i ndi cates that the user nmust conpl ete other nodul es before | ocked nodul es
becone avail abl e). Each nodul e nay have a nunber of sections that the user
104 conpl etes before being allow to nove on to the next section or nodul e.
Test or quizzes may al so be required at the end of the nodules to determ ne

t he user! s, . 104. proficjenc ith the subj.ect matter._.b the user 104 is
al | ow tomﬁlrdﬁtgi@ trgo %F&gﬂ%\%ﬁﬂgé}é" Wcﬁé’{fﬁjlﬁe@"@’é % f’qhﬁi{:f%q(i? %&eé‘%ﬁlﬁf i cul ar
pr o%r amdﬁ?reghamkﬁﬁy %ﬂ%an des nﬁdstclﬁlthdSnéiﬂHilk geltetsc a%ﬂa?nl‘éi iffotAtion tfCeash @telgs for
each no e. . T Vi ew a ar ni 4.1 al | ows user .to browse
Chr ough. BV Povioun eideat ket b ABee S 0154t B aPpraniae s Mot imeieting. aqd
t hem ?r Hakgt ﬁﬁfu@hi}fecsﬁdraid %pgbaﬂmaﬁa,%ﬁigmewierﬁosasmead' eelgedy atlaﬂimwaomf The
certificate progr . a Ny e 0 i zed as,requirenments r
speci fi cm]%HPaB‘ﬂfglﬁiaﬁﬁg’é‘, %M%%sgﬁiﬁnﬁfw %%i@ﬁ%mﬁ@ﬁﬁq Ffb%ifz"&laoprﬁ‘ﬁto‘? el , or
c Ean nel . inag?t_u&&r bekBike qg Btaﬁdiﬁhieb &he€ l@fn&ﬁafgb _qa?]d adtof3I 1Bg lchiecle in rmeld iﬂglﬂantt hat .

t he user .required to take, along wi.th any that are available to the
Loer " S04dkgs: TRV e SerchOrde Biter e T IOM A Seoa DR 108 e PP,
depar t megdkeis irsaldmelikaBiagles., Or channels within the bank. Furthernore, sone
users 104 o are i har ge of roup, ., depart , etc, y have the
ability to%é’i“‘g‘f?ﬁ@:igg F’FiaEﬁl%’F& 'g? ?“GQFW&WYW%’Q@EE&%&B?”%U{}H%@‘B@ﬁ&P%r users
104 t hat wiminkhé Meldetim@sdd dtiofl PR illukRmkd it Figure P19 GSk 104 kddttd 108 affécp@r am or
nodul es may li)e upl oaded by t@&ﬁ?boss of tgagg%roup, depart nment, . to all

of the udBleisBY god drfigrdovsy, srecicsubrehapagis pihs e %f@?m%lémpééﬁvwd

trai ni nggRr WitkiaTadl of thds cRfinelk 881 iHRGseISEY hayldider iim the HRmBASSE FCIE, IUITs,
departnent, etc. The search learning 906 tab allows a user_104 to

per f or m 2Mpsornd, PHEs: for eqch shgnmeljaypubreammel. s The ELadoPCT bueakoni P33 @ther

sear chi ngludtfafes ABY BEFCTs fah€ BIOIPre BEREK a6Fn ithiNREed andddand bbbl R4 may
want to take. The _search results_ display all of the certifjcation prograns

or modul ¥§r K4 alsnefilisoin the affected applicationsand Timctigpalify, gegtion.ds quiligng [egreater

certifi CadiORow HROMBABNOE aestitb Qe abfIRBINEEn WAAT chhlfe]l Y sablehaARY. Ofhet he
progranms found in the search Leanlng 906 tab tq the user's 104 acadeny hone

902 t ab. customer gperipnsg, seqtign $7 jippo with inforgigtion related, to how the\indi¢est iser' s

104 cer t el the Businfg AWt T #0at T 1dvE Yon AhK dusRineBbabk 2T hddbLo [ (RANEscand
nmodul es the user 104 has conpl eted and passed. Furthernore, it |lists the

d
scores ofdiges the geograghicy decatiens336that therjucidengis imprpking Whighanaydwln te ddentify t ake.

The Vi eWht fRP&MEd Rla ARRulaf Brstetn S1QbrveN I Bhe V@ ANindidnP intlact 937 kOB G the @k Of
the various certification prograns and nodul es by the user 104, but also

{ . y
for the ofdbrigpactapcion g #nd lists thedotalfGls, JACTs, AMLs. g BHLS aricahcchanpehand
regul at af.chiMamager' s and executives can easily upload nodules to the
acadeny home 902 tab of an enployee, and track in the view transcript 908
tab what enphegesesptionsectionfiP of &g invidenkrielist kaeps pavnning tal pEcompmRieationsans  do
not  hav &, eed REAE 104 Fpink tdHkdI0e tickdt. USEIe? 1306ntat adibalk daPRbcnah i have

been properl apprai sed” of and trained on aeﬁﬁ)artl cul ar application because
they ca 841 geqtiens jindicabipg infapmatign gelated @ resplving thi encident Ggket. ofA t he
user's 104.:Rau6 of HIRbAhEHickits %@ﬂiéil&:ﬁtq P addid 8Nk by vk fedited

regul at ors want Oto kKnow 1 f'c t he bank als1 I nf ordr%glnthe enpl oyeeg abolut

changes driteleted @s e incidpat iginvptigated h Alsoeyailabledn Sheclgspriptionsseetion 340w whdw
transcriphyndGas ts.@&igﬁ,“ﬁ%@h{i‘ 'gﬁ'&yst DGser 584 16 ddBAvd Ry HRVRoHQRAEHE ndpbility

associ at ecfl trarnin
fixed until the root cause is identified and fixed. There are also restoral and resolution 844, and
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Wthin the nodules in the acadeny 900, a user 104 can navigate through
| inks to content pages | ooking for information el sewhere in the know edge
managenent application 125. The user 104 can al so, add, edit and delete
notes on particul ar pages of each of the nodules, and return to the nodul es
or note sections if they have questions in the future. Bookmarks for
specific areas visited within the know edge managenent application 125 can
be added or renoved within the nodules to help direct the users 104 to
areas related to the nodul es. I n ot her enbodi nents of the invention
users 104 may play ganes in the acaderry 900 t hat are related to nodul es.
The acade 900, al sQ cont ains 0SS ter sers.104. not famliar
with cerid %W&WEPWW%Pﬁe@H%S% § é%%‘é"“ﬁ%‘?sé’“ "f‘l’?‘ﬁr‘r‘él {iovi de a
better Uﬁydﬁgﬁ&ﬁjwbﬂgg&fthdlhﬁd@@dﬂdee Figure 29 |IIustrat es an exarrpl e of
the interactive display,. nod interface 95Q. 1¢cons 952 are. used r gl obal
functions sdeflusla %&Qﬁ&f%ﬂﬁgﬁ%ﬁéﬁﬁm%cﬁ%“e%% Iy ‘6@%»{1&%’??@6’?{@
di ff er enfacioRfl i &8a10¢6d @ LRghapidvll for tdde: te@ewseatgmew&ﬁﬂ&aﬂtasammraeab on 125.
W ndow buttons 954 are provided for closi nlgeﬁ m .ni.m %Ele%gz' ng the
#c

di spl ay. blagkel 86fs hhexsaften thsi team prabpesand 1o %%‘3@“&“ &% or

LI nki ng Mhdehis ilukan WAREIE: FEHD AR B HdeRTTRY it intidnt kedmn ttgﬂanmgaemmldtool bar

958 contajins icons for |jnks WI hi ngH)t fG&%i’g ctive gl sp o are? such

as but n@@reﬁteﬁrtlteeraottfeusetfﬁ'énmﬁél usirgjed byyp f\? 1 At St %age,

hel p pag&ang%qt‘ gm which B usbdIfop hlaRifg a sy, heldwiafe, &%ﬂﬁﬁssdﬁhﬁgé,ﬁ@ﬁﬂlénd t est
0. tab, etc. A user 104 can view gny aqf these sections by

books 1
Efilggkl ngR%(Fu?lt?‘HéerI&‘* fils priydedsiadhs ircidew tokeh Fb'gPefg’%e’ %ﬂ@ﬁ“ég“ré'i‘?nt 84Jift on 959

is also pg Qt\éted%dnéaﬁﬁg thbﬁ:ﬂé%ﬁ&oﬂ@:ﬂmtv@e@metusérh@gge@wes&mwf inf0hOknoWlédge a
nodul e i's corrpl eted. |If the interactive display nodule interface 950 is

exited dumaggment ﬁmh‘}ﬁt@ntlﬁé uytikthe éixlfeﬂthﬁr%ﬁleé'sgchegwé%ﬂﬂ@éflﬂﬁét &Y Bk fethepdul e
IS exit eRRC ticket m Wewsmﬁdmtonechefm&@ Ble6 Plovite® or $idwdn ihfbres
interactive display nodule interface 950 has a title 962, a navigation path
area 964@%@“&%&?%9 t hroughout the nodul e, and go forvvard 966 and go back
968 feat ur e rlePihe MRVis HlpRACK AL k&' drits! ﬁ{vﬁﬁgtgpf& tie MO inBicatitigShowOfk ent

di splay 970 shows the specific page of the ule that user is working on

and t he Ewairgokvediedndgijent tigkeh apitinstiied in blogk 1868, e yasp 104Hispue

Fi nal |y, gdidie s&ias pef i AR TRl eec%wssd@fﬁesmelaedt 88k AN oARHAG:iRScdtbn t he
character 1s teaching the | esson and i ncludes character animtion controls
982 for ¥®rhas shtaj sy tareas moblﬁmetmmmtﬁéﬂn tigket tasagnment 8%% apd permangntgyr e 30
|11 ustrafgs, HeSitufRh 835 R G5 Is@WS&Q&tPlstéﬁﬁa whl AR UNaaES AR AGY e TNt

system 1 outl1ning It trac the training nodul es and
certifi ctae prohlepy ergireds whakr the zedss &ifl to #@“bl@b?@ thepmroblem; and the awtcomse pf thest r at ed

by bl oc e I i ni ng
“irckfiShoohE alflifA eqgE ﬂtﬁ&a&e@:atmas%@ ekt 8RS hEGRhYES khA

nodul es prograns, “a t he associ ated tests,
qui zzes, respodgble ffon the permatm) refsplmesn '@hq:pemmnt emlgt@qn G seetivn dgseribprethas er

comuterﬁ@%m&]ﬂ%f&r E kical Iy through the bank conputer systenms 140
and stores themin the abases 130. The nodul es and certification
prograns nayheether mle d@n@l Sﬁq)alea@emﬁe@ thefteolk Barsed drosobieeribevaident. The
applicaty 1 t he
fggrglﬁ%%%n 514 Rfzed Adhufls, bl Wnck tp&‘t hegz%tgg%&%%&

acadeny dge” managenent a |ca
cr eat ed. the user 104 consulted the knowledgebase 856, and an attachment area for any files 857 that

were created or used to fix the incident. Also, in some embodiments links are included in the
incident ticket, which take the user 104 to the tools utilized, including but not limited to, the
incident recovery guides 150 used from the playbooks 100, the incident tickets used from the
knowledgebase 200, efc.
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As illustrated by block 1904 when a user 104 selects a training nodule or
certification programthrough the user conputer system 110, the know edge
managenent application 125 allows the user 104 access to that nodul e or
certification program As illustrated by bl ock 1906, as the user 104
conpletes the training nodules or certification prograns and the associ at ed
tests, quizzes, etc. the know edge nanagenent application 125 receives the
notification of conpletion fromthe user conputer systens 110 and stores
the progress in the bank databases 130. Furthernore, as illustrated in

bl ock 19081 @%0di NGudS&ktid? 466 WRIB! Sipulali@ by MMhddd 108 UHeP ShOinckfeht ikl gat i on
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and entitled "Know edge Managenent Systenit; U. S. Patent Application Serial
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Moni t oL,j for n e m'; S, P i ion
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Serial No. 12/428 340 to Grace et al. and egtitl d "Acad(fgmp/ for the

Knowl e8#ise RRRSRieAtd by spmtymer and smad),businst baidpdiilogy PO PPIRRETS AVANEF on
are degesi bed herein. Many nodifications and other enbodi nents of the
invention set forth herein will cone to mnd to one skilled in the art to
whi ch t he Threset it &halge filla onisthp actiongitantresepiéere$§G oushining avhebrgeds fryke damsdent ed

in the foregohn i ptions asS.oLi . ] T it is
Lo bo SRORERTHET BE il ALGERD Athchhbiem IROAL AL ALCMAT: o REIGIRLEon, |
enbodi hisnirg sdetioml 89k dharkkepd at lisvoahids timat stamss alh dbfothh enewe ndaliteld, et delated

conbi natj ons, of enmhodi ments are intended to be included within the scope of
the ap ﬂ’%??&mel“bﬁ"ﬁér.‘c“aﬂ“fﬁgﬁéh specific terms are enployed herein, they are

used in a PRNAEIdentHehild ARCIEPEdvER if BIRIANP BhtibaaB11 70 ks fIREtratbd BPBRSK 9870.
limtation. WHAT IS CLAIMED I S:; A system for operational

r el i abiAfieryordritisxvesifiod ithey the iﬂﬁidﬁnhh%ﬁﬁvfﬁéa{?éﬂ pdh e theritysteiys ee tHustatedl b¥y st em
CONPT1 81538 1872. Thereafter, the user 104 can close out the issue as illustrated by block 1874. The
final communication regarding the incident is sent to the MOD with an incident summary, as
illustrated in block 1876. When the MOD approves the report the MOD submits the incident
report to the knowledgebase 200, where the incident report is stored for future searching and
troubleshooting for related incidents.
Any user 104 that has access to and wants to edit information in a particular ticket can pull
up the ICI 800 home page as illustrated in Figure 19. The user 104 may search for tickets within
a particular date range 802, time period 803, severity 804, or by ticket number 805. The home
page lists all of the incident ticket numbers 806 that match the search criteria, as well as the
associated issue description 807, and severity 808 for each of the incident ticket numbers. The
user 104 views incident tickets for editing by clicking on the ticket number of the incident in the

incident ticket number 806 column.
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a user interface; a nmenory device; a comrunication device; and a processor
operatively coupled to the communi cati on device, user interface, and the
menory devi ce, and configured to execute a comnputer-readabl e program code
t o: receive reliability data associated with one or nore
predictability factors related to a business application, determ ne
predictability factor reliability scores for each of the one or nore
predictability factors based on the reliability data, and

The knowledge management system also has an academy 900 tab, as illustrated in Figure
27. The academy 900 is a cross functional training forum for production support associates. In
other embodiments the academy 900 can be used to store and track all of the training for all of
the employees at the bank or the employees in any other business. The academy 900 provides
online training to users 104 of the knowledge management application 125, including bank
personnel, such as the production support employees and the MODs. The academy 900 provides
access to certification programs, which contain training modules for spécific positions within the
bank. In other embodiments, the modules may be singular modules not associated with specific
certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the
academy home 902, view all leaming 904, search leaming 906, and view transcripts 908
sections. The training modules may be provided to the user 104 in a number of different
formats. The modules may be slide presentations, videos, pure audio, or an interactive display,
to name a few.

The academy home 902 tab includes any required certifications 912 that are deemed
necessary by the bank, LOB, department, or group in which the user 104 works. A status
indicator 914 notes if the certificate program is available to take, if it is in process, or if it has
been completed. A note icon 916 is also provided to make notes related to the certification, and
a bookmark 918 is provided to take the user to specific links associated with the certification
program.

The academy home 902 tab also has a drill-down button 920 to allow the user 104 to look
at each of the specific modules and requirements associated with the certification program, as
iltustrated in Figure 28. The drill-down of the certification lists each module that is required and
whether or not the module is available, in progress, completed, or locked 922 (which indicates
that the user must complete other modules before locked modules become available). Each
module may have a number of sections that the user 104 completes before being allow to move
on to the next section or modnle. Test or quizzes may also be required at the end of the modules
to determine the user’s 104 proficiency with the subject matter before the user 104 is allow to
proceed to other modules or before certification for a particular program is granted. Again, a
status indicator 914 displays the status for each module.
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determ ne a category reliability score, an application reliability score, a
busi ness sub-channel reliability score and a busi ness channel score based
on the determ ned predictability factor reliability scores. 2. The
systemof claim1, wherein the processor is further configured to execute

t he conputer-readabl e program code to automatically receive the reliability
data from a business conputer system 3. The system of claiml,
wherein the processor is further configured to execute the
conput er -readabl e program code to nanually receive the reliability data as
I nputted by a know edge nmanagenent system user. 4. The system of
claim1l1, wherein the processor is further configured to execute the

conput er - r eadtyiew gl ledypring POk alleyvs the wsey to hropsetirprahall of the lepsning modilesydi ng
recei Vi Nhafids WRkIaHIE & (RIBhnR bnd RIdhdM Scling bafibdtd proframb & thélRPt 1 @ Radeglyat ed to

t he busi ness_appl i cation.

home 902. "The cerfificate programs and modules may be organized as requirements for specific
job openings, or jobs within a group, department, sub-channel, or channel. The user 104 can add
the certification programs or modules that the user 104 is required to take, along with any that
are available to the user 104 to improve the user’s 104 general knowledge about other groups,
departments, sub-channels, or channels within the bank. Furthermore, some users 104 who are
in charge of a group, department, etc. may have the ability to assign specific certification
programs or modules to other users 104 that work in that group, depariment, etc. The
certification program or modules may be uploaded by the boss of the group, department, etc. to
all of the users 104 in that specific group, department, etc. as required training or areas of interest
for the user’s 104 in the boss® group, department, etc.

The search learning 906 tab allows a user 104 to perform keyword, date, group,
department, sub-channel, channel, etc. searching for any certification programs or modules that
the user 104 may want to take. The search results display all of the certification programs or
modules at the bank. If the user 104 is allowed access to the certification programs or modules,
then the user 104 may add any of the programs found in the search Ieaning 906 tab to the user’s
104 academy home 902 tab.

The view transcript 908 tab allows a user to view the user’s 104 certification program or
module history outlining what programs and modules the user 104 has completed and passed.
Furthermore, it lists the scores of any tests or quizzes that the user took or was required to take.
The view transcript 908 tab is not only very helpful in keeping track of the various certification
programs and modules by the user 104, but also for the manager and executives as well as audit
organizations, and regulators. Manager's and executives can ¢asily upload modules to the
academy home 902 tab of an employee, and track in the view transcript 908 tab what employees
have compieted the modules. Furthermore, audit teams do not have to spend time finding out if
users 104 of a bank application have been properly appraised of and trained on a particular
application because they can view the transcript 908 tab to see instantly whether all of the user’s
104 have completed the required training. Additionally, if regulators want to know if the bank

has informed the employees about changes in federal regulations, the regulators can be shown
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5. The systemof claim4, wherein the processor is further configured to
execut e the conputer-readabl e program code to convert the answers received
to the one or nore predictability factor questions into scores. 6.
The system of claim 1, wherein the processor is further configured to
execute the conputer-readable programcode to receive a predictability
factor weighting value for each of the one or nore predictability factors,
wherein the predictability factor weighting value signifies reliability

i mportance of the predictability factor in relation to associ ated one or
nore categories. 7. The system of claim6, wherein the processor is

further configured to execute the copputer-readabl ram.code .to
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busi nessmﬁﬂ}gfeﬁh}ﬂ%mwmggul@ssoci ated business channels; (2) receive an
application weighting value for each of the_one or mpre applicatiaons,

wher ei n t he Figwet 2%lustrates we pepmpland thedpteretiv displayineadulednterfase PpQ.\IophsE2 t ance
oML g Lol Mg e DR s AR
sub- modules or areas within the knowledge management application 125. "Window buttons 954 are
provided for closing, minimizing, and resizing the display. The display module interface 950
also has a main link 956 for linking with the knowledge management application 125 home page.
A tool bar 958 contains icons for links within the interactive display to areas, such as but not
limited to, the home page, glossary function, resources page, help page, notes page, print
function, interactive games, quizzes and test page, playbooks 100 tab, efc. A user 104 can view
any of these sections by clicking on the fink provided in the tool bar 958. A course exit button
959 is also provided for the user 104 to exit the course during or after a module is completed. If
the interactive display module interface 950 is exited during a module the user’s 104 progress is
saved before the module is exited.
In one embodiment, the main content area 960 of the interactive display module interface
950 has a title 962, a navigation path area 964 for moving throughout the module, and go
forward 966 and go back 968 features for moving back and forth throughout a module. The
content display 970 shows the specific page of the module that user is working on and the audio

transcript area 972 provides text of the audio content. Finally, the character animation 980
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channel weighting value for each of the one or nore business sub-channel s,
wherei n the busi ness sub-channel weighting factor signifies reliability

i nportance of the business sub-channel in relation to associated business
channel s. 11. The system of claim 10, wherein the processor is
further configured to execute the conputer-readabl e programcode to
determ ne at | east one of a category reliability score, an application
reliability score, a business sub-channel reliability score or a business
channel score based on thedeterm ned predictability factor reliability
scores and a respective category wei ghting val ue, application weighting
val ue or busines sub-channeé wei_ghti ng val ye. 12.. The system of

ol ai m 1, HSbiopk 70 B @8 db thej diapagier e feaching fhpuletsan apd dndledss e

conput er afi@actalioftrdlé SRR o doaR6iEng Me GhEPhitlanfikiiol 6f M8 Sardcid-er face a plurality
of know edge nanggenent syst em defi ned_busi ness channel icons and

cor r espondi HgELSY Hivswtes ARAsadenyJypesss Aowmd P weed fhx thy nosdadee easasaenti cons
are conf gygtemeodtRing 4RV it brhdkd bind @isplhys %@Yaﬁiﬁ?mﬁ&ﬁ&%&&&ﬂﬁ@&ﬁ%ﬁ E‘%?‘?*e’“ for

sub- channe] scores. 13. The s§sten1 claim1, wherei processor

i s furt heah ob e Yee 84 ebtheberl: As dinstratedrby block 189% 4k moiesige meneasment: o

di spl ay gppligatiesans rdabifssl REfnAmBAAE A TR IR pradiinS Mohe SRAME fRehchial ness
channel score, and including access to display one or nore business

sub- chantf&fkamigrehyifeo iHes. pile Alessic Famtaiserd i thomgh te upes sprapmienmysiaubli®hannel
scores, GitdMatibdllyah-aRe thé BhdkAdtpet YsfendsNQ0 ahPst6RAMRA in AhahD Gatabases

corresponding appl'ication score, one or nore categories wthin

th
appl i cat 1¥n edules apd cetifention nepscsrsonsr he sepdandayrioadid tothe \@2dge
predi ct aRhdabiderk appiREHRY2S by ind ier FRl (%%Eéyél@ﬁﬁ e phil G PLLRARRS mf%%egnlyei " the

predictability factor scores. Lo . e system of claiml,
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i nputs corresponding to answers to the one_or nore predi ity fdctor
quest i ores the user 104 completes the training modules or certification programs and the associated tests,

quizzes, etc. the knowledge management application 125 receives the notification of completion
from the user computer lsystems 110 and stores the progress in the bank databases 130,
Furthermore, as illustrated in block 1908, as the user 104 completes the training modules or
certification programs the knowledge management application 125 unlocks additional training
modules or certification progra:ﬁs for the user 104. As illustrated in block 1910 the knowledge
management application 125 also tracks and stores the results of any tests, quizzes, training
modules, or certification programs in a transcript section in the bank databases 130.

The following U.S. patent applications are filed concurrently with the present application
on April 22, 2009 and are hereby incorporated by reference: U.S. Patent Application Serial No.
12/428,330 to Grace et al. and entitled “Knowledge Management System”; U.S. Patent
Application Serial No. 12/428,333 to Grace et al. and entitled “Performance Dashboard
Monitoring for the Knowledge Management System”; U.S. Patent Application Serial No.
12/428,337 to Grace et al. and entitled “Incident Communication Interface for the Knowledge
Management System”; and U.S. Patent Application Serial No. 12/428,340 to Grace et al. and
entitled “Academy for the Knowledge Management System”.
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15. The systemof claim1l, wherein the processor is further configured to
execute the conputer-readable programcode to receive the reliability data
associated with the one or nore predictability factors related to a
financial institution's business application. 16. A conputer program
product for a know edge managenent system the conputer program product
conprising at | east one conputer-readabl e nmedi um havi ng conput er -readabl e
program code portions enbodi ed therein, the computer-readabl e program code
portions conpri sing: a first executable portion configured for
receiving, through the use of a processor, reliability data associated with

one or nore predictahjlity factors relate a, busi ness. |ication,
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ata; and . a third execut ortion c i,gured for detern ning,
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busi ness channel score_ based onq%gaﬁg term ned predictabi]ity factor

rel i abi | flgigpss Alfheugh specific termp are eppplo %Wﬂbﬁ%ﬁ%aﬁ&%ﬁ%@%ﬂ%emvm 16,
mhera|1§éﬁ%&ﬂ§§ﬁng%§ benfpatidadisn 1S further configured for
automatically receiving the reliability data from a busi ness conputer
system 18. The conmput er program product of claim 16, wherein the
first executable portion is further configured for manually receiving the
reliability data as inputted by a know edge managenent system user.
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19. The conputer program product of claim 16, wherein the first executable
portion is configured for receiving the reliability data, including

recei ving answers to one or nore predictability factor questions related to
t he busi ness application. 20. The conmputer program product of claim
19, wherein the first executable portion is further configured for
converting the answers received to one or nore predictability factor
guestions into scores. 21. The conputer program product of claim 16,
further conprising a fourth executable portion configured for receiving,

t hrough the use of a processor, a predictability factor weighting val ueifor

each of the one or nore predi ciyapit id ¥ hdCiEpy ], Wherein the predictability
factor weighting value signifies reliability inportance of the

di ctabi | iyt yaf j [ ' -QF t I es.
22 “The. compit S A7 a7 PO sl ARBE KL ythEs RioRE Bt Cut o

port i orsystemf said $ystermcmmipriginged f or determining predictability factor
reliability scor.e ffO[ each of the one or nore predictability factors based
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23. The conmpuhéhorpdedt@m product of claim 21, wherein the fourth executable
portion is further caonfigured for automatically receiving the

pr edi ct abi | BEYMIRIcIHOMETVIGE Aty val ue for each of the one or nore
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a business application,
determine predictability factor reliability scores for each of the one or more
predictability factors based on the reliability data, and
determine a category reliability score, an application reliability score, a business

sub-channel reliability score and a business channel score based on the determined

predictability factor reliability scores.

2. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to automatically receive the reliability data from a business

computer systenm.

3. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to manually receive the reliability data as inputted by a

knowledge management system user.
4. The system of claim 1, wherein the processor is further configured to exccute the

computer-readable program code to receive the reliability data, including receiving answers to

one or more predictability factor questions related to the business application.
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25. The conputer program product of claim21, further conprising a fifth
execut abl e portion configured for doing one or nore of the foll ow ng

t hrough the use of the processor: receiving a category wei ghting
val ue for each of the one or nore categories, wherein the category

wei ghting factor signifies reliability inportance of the category in
relation to at | east one of associ ated busi ness applications, associated
sub-channel s or associ ated busi ness channel s, recei ving an
application weighting value for each of one or nore applications, wherein
t he application weighting factor signifies reliability inportance of the
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claim 25, wherein the third executable portion is further configured for
determ ning at |east one of a category reliability score, an application
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computer-readable program code to determine the predictability factor reliability scores for each
of the one or more predictability factors based on the reliability data and the predictability factor

weighting value,

8. The system of claim 7, wherein the processor is further configured to execute the
computer-readable program code to antomatically receive the predictability factor weighted

value for each of the one or more predictability factors from a business computer system.

9. The system of claim 7, wherein the processor is further configured to execute the
computer-readable program code to manually receive the predictability factor weighted value for

each of the one or more predictability factors as inputted by a knowledge management user.

10.  The system of claim 7, wherein the processor is further configured to execute the
computer-readable program code to do one or more of the following: (1) receive a category
weighting value for each of the one or more categories, wherein the category weighting factor
signifies reliability importance of the category in relation to at least one of associated business
applications, associated business sub-channels or associated business channels; (2) receive an
application weighting value for each of the one or more applications, wherein the application
weighting factor signifies reliability importance of the application in relation to at least one of

associated business sub-channels or associated business channels; and (3) receive a business sub-
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28. The conputer program product of claim 16, further conprising a fourth
execut abl e portion configured for displaying, through the use of a
processor, on a user interface a business channel and correspondi ng

busi ness channel score and including access to display one or nore
sub-channel s wi thin the business channel and the correspondi ng sub-channel
scores, one or nore applications within the sub-channel and the
correspondi ng application score, one or nore categories within the
application and the correspondi ng category scores and one or nore
predictability factors within the category and the correspondi ng
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weighting value, application weighting value or business sub-channel weighting value.

12.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface a plurality of knowledge
management system defined business channel icons and corresponding business channel scores,
wherein the business channel icons are configured for user input to display the associated

business sub-channel scores.

13.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on a user interface a business channel and
corresponding business channel score and including access to display one or more business sub-
channels within the business channel and the corresponding sub-channel scores, one or more
applications within the sub-channel and the corresponding application score, one or more
categories within the application and the corresponding category scores and one or more

predictability factors within the category and the corresponding predictability factor scores.

14.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on a user interface a predictability factor score sheet
that is configured to display one or more predictability factor questions related to a category of a
business application, weighting factors associated with each of the predictability factor questions

and receive inputs corresponding to answers to the one or more predictability factor questions.
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system said systemconprising: a user interface; a nenory device; a
communi cati on device; and a processor operatively coupled to the

comuni cation device, user interface, and the nmenory device, and confi gured
to execute a conputer-readabl e program code to: receive reliability
data associated with one or nore predictability factors related to a

busi ness application, wherein the reliability data includes receiving
answers to one or nore predictability factor questions related to the

busi ness application, and converting the answers received to the one or
nore predictability factor questions into scores;

15.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to receive the reliability data associated with the one or more

predictability factors related to a financial institution’s business application.

16. A computer program product for a knowledge management system, the computer
program product comprising at least one computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

a first executable portion configured for receiving, through the use of a processor,
reliability data associated with one or more predictability factors related to a business
application, wherein the processor is operatively coupled to the computer-readable program
code, a user interface, a memory device, and a communication device;

a second executable portion configured for determining, through the use of the processor,
predictability factor reliability scores for each of the one or more predictability factors based on
the reliability data; and

a third executable portion configured for determining, through the use of the processor, a
category reliability score, an application reliability score, a sub-channel reliability score, and a

business channel score based on the determined predictability factor reliability scores.

17.  The computer program product of claim 16, wherein the first executable portion is
further confi gured for automatically receiving the reliability data from a business computer

system.

18. The computer program product of claim 16, wherein the first executable portion
is further configured for manually receiving the reliability data as inputted by a knowledge

management system user.

19.  The computer program product of claim 16, wherein the first executable portion is
configured for receiving the reliability data, including receiving answers to one or more

predictability factor questions related to the business application.
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receive a predictability factor weighting value for each of the one or nore
predictability factors, wherein the predictability factor weighting val ue
signifies reliability inportance of the predictability factor in relation
to associ ated one or nore categories; determ ne predictability factor
reliability scores for each of the one or nore predictability factors based
on the reliability data and the predictability factor wei ghting val ue;

do the following: (1) receive a category weighting value for each of one or
nore categories, wherein the category weighting factor signifies
reliability inportance of the category in relation to at |east one of
associ at ed busi ness applications, associ ated busi ness sub-channels or
associ at ed busi ness channels; (2) receive an application weighting val ue
for each of 20ne @he conmitapdgremtprohst ofdlamel % whireinathp first ak¢catablegiogivin ing

factor signifies reliability inportance.of the application.in_relation to
at | oa iR SoRfiEucrddaE FORVERin (e TSN STREVEH 6 e & Thre BB A 0Rs  ness
channelggestidfdlinto3scofe8Cei Ve a busi ness sub-channel wei ghting value for each

of one or nore business sub-channels, wherein the business sub-channel
wei ghting factor signifies reliability inportance of the business

. sub-channel 5ikn r i i Wes 0 termne a
cat egory reg?abiﬁ#?é&gggég% én g%%%%ﬁ%?#%n réﬁfg%?ilé§%?g%¥gPH§ busi ness
sub- charemkablepartadni danfigured Gorgeceavidg, dhipugh thesise elepmelssacaprdistbddy on t he
cat egor il iRt Apaitrsion SRS but PmSarti e REOUEReR S shdftecs ¢
sub- ¢ hansiadtabilety FhdtormgeiMaingezalue signifies reliability importance of the predictability factor in

relation to associated one or more categories.

22.  The computer program product of claim 21, wherein the second executable
portion is further configured for determining predictability factor reliability scores for each of the
one or more predictability factors based on the reliability data and the predictability factor

weighting value.

23.  The computer program product of claim 21, wherein the fourth executable portion
is further configured for automatically receiving the predictability factor weighting value for

each of the one or more predictability factors from a business computer system.

24. The computer program product of claim 21, wherein the fourth executable
portion is further configured for manually receiving the predictability factor weighting value for

each of the one or more predictability factors as inputted by a knowledge management user.

25.  The computer program product of claim 21, further comprising a fifth executable
portion configured for doing one or more of the following through the use of the processor:

receiving a category weighting value for each of the one or more categories, wherein the
category weighting factor signifies reliability importance of the category in relation to at least

one of associated business applications, associated sub-channels or associated business channels,
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32. The systemof claim 31, wherein the processor is further configured to
execute the conputer-readabl e program code to display on a user interface a
busi ness channel and correspondi ng busi ness channel score and i ncl uding
access to display one or nore business sub-channels within the business
channel and the correspondi ng sub-channel scores, one or nore applications
within the sub-channel and the correspondi ng application score, one or nore
categories within the application and the correspondi ng category scores and
one or nore predictability factors within the category and the

correspondi ng predictability factor scores. 33. A conputer program
product for_a know edgg t e uct
conpri si ng gtcellvem&svgtna ﬁ@ca@%ﬁp@%ﬁg@rﬁ Hé ‘e’aé%gq?gh Cr?e iol?%qgﬂgl\%eng P gégn%ggreuflﬁeglgdabl e

pr ogr athecpPhcanion ichihsing feadistpaifich e¢lzbility irysortacpofites apptiastinl ie rglathgrtaat code
portions conpri sing: a first executable portion configured for

recei vilfﬁ@t,onFWfBﬁﬁﬁa‘ieﬁ_éuﬁiglb’mB‘?ls g ?ﬁs%ﬁg‘gg‘r‘%‘nqs%? a&B‘?l?j ty data associated with
one or norerReRHod @BLdhbdnel (REh@NSvAIRd fk 88thtdT ofie BHBbRASBE-cARelsC Fhérem.

wherein the reliability data includes receiving answers to one or nore

pr edi cthesubichgnichweighting@stor signifieeredinbititit isporandsof thesyb-chppie] waeladen toand
conver%&ggﬂ&?%ugﬁaﬁgﬁéué ceived to one or nore predictability factor

guesti ONS 1 Nt O SCOres, erein the processor is operatively coupled to the
conput er -r eadabl e program code, a user interface, a nenory device, and a
conmuni‘cat i dey] ce; a secon xecyt abl e. port,i.on conf.igured for
recei vi ng, ggrr ou)gﬂ\e ?W%%ré’r?ﬁmi’i?éo‘ﬁ’%%e‘i@%‘r, ﬁ’gﬁﬁegﬁgﬁ ; 'qxie‘f%;abflge?lgpn .
wei ght igrual dgfibeed 3 @lteRthiniddeat ASt Bl HTRIcAPE9HIRbARY bdotd/ ah @FHIRGRen Wher €i n
the predictabilify factor melqﬁflng value signifies reliability inportance

of t he reliability segis. irisul-chapaelgelighility sPere op A bugdness shaonekseerebascdpwrthe s ; a
Chirg _ ) . SO e ob ity fact
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a fourth executable portion configured for doing one or nore of the
follow ng through the use of the processor:

27.  The computer program product of claim 16, further comprising a fourth

executable portion configured for displaying, through the use of the processor, on a user interface
a plurality of knowledge management system defined business channel icons and corresponding
business channel scores, wherein the business channel icons are configured for user input to

display the associated sub-channel scores.

28.  The computer program product of claim 16, further comprising a fourth
executable portion configured for displaying, through the use of a processor, on a user interface a
business channel and corresponding business channel score and including access to display one
or more sub-channels within the business channel and the corresponding sub-channel scores, one
or more applications within the sub-channel and the corresponding application score, one or
more categories within the application and the corresponding category scores and one or more

predictability factors within the category and the corresponding predictability factor scores.

29.  The computer program product of claim 16, further comprising a fourth
executable portion configured for displaying on a user interface a predictability factor score

sheet, including one or more predictability factor questions related to a category of a business
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receiving a category weighting value for each of one or nore categories,
wherein the category weighting factor signifies reliability inportance of
the category in relation to at | east one of associated busi ness
appl i cations, associated sub-channel s or associ ated busi ness channel s,
receiving an application weighting value for each of one or nore
applications, wherein the application weighting factor signifies
reliability inportance of the application in relation to at |east one of
associ at ed sub-channel s or associ ated busi ness channel s, receiving a
sub- channel wei ghting value for each of one or nore sub-channels, wherein

t he sub- ane I : | .Qr . Sl.ani Lability [ nport.ance of the
sub- chaPpiarinih ey lcRts 5kt Rilthos SnE Be bt Pl TRRERBRCGA, (17,
execut ahdver frput fields canffgugpdriedret @ving éipatsndoniesi@nding te gy etde fusenewl nidie
processor, .cate%or reliability score, an application reliability score,
a sub-Bﬁgﬁﬁ§M“V§FV§ $1PS-score and a busi ness channel score based on the
determ ned predictability factor reliability scores and a respective

cat egory meightin val ue, application weighting value and sub-channel

wei ghti ng vaPue. TBacomputerprparam profustpizhaipr od wheresy the first pregBtablewportingris
COMPr $ithdr Q&ffg)ﬁ?e(&%xal%l:&viﬂg "t@é r‘éﬁab‘%ﬁ?fda%%&%iafte% ml‘_?lﬁ &Q'Oﬁé! b Gord EQUER e use
of a processor,” on 'a user rnterface-a business channel and correspondi ng
busi ne$®tarhadated tosciinaaciahidstitniidnislisingsseapptisgtiono di spl ay one or nore
sub-channel s wi thin the business channel and the correspondi ng sub-channel
scores, one or nore applications within the sub-channel and the

correspondi By, applsysigini fBForkeRiotal rOIMdIIRY iliek 8coring with a knowledge management
system, said system comprising:
a user interface;
a memory device;
a communication device; and
a processor operatively coupled to the communication device, user interface, and the
memory device, and configured to execute a computer-readable program code to:

receive reliability data associated with one or more predictability factors related to
a business application, wherein the reliability data includes receiving answers to one or
more predictability factor questions related to the business application, and converting the
answers received to the one or more predictability factor questions into scores;

receive a predictability factor weighting value for each of the one or more
predictability factors, wherein the predictability factor weighting value signifies
reliability importance of the predictability factor in relation to associated one or more
categories;

determine predictability factor reliability scores for each of the one or more
predictability factors based on the reliability data and the predictability factor weighting
value;

do the following: (1) receive a category weighting value for each of one or more
categories, wherein the category weighting factor signifies reliability importance of the
category in relation to at least one of associated business applications, associated business

sub-channels or associated business channels; (2) receive an application weighting value
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categories within the application and the correspondi ng category scores and
one or nore predictability factors within the category and the
correspondi ng predictability factor scores. 35. The systemof claim
1, wherein the processor is further configured to execute the
conput er -r eadabl e program code to display on the user interface information
stored in the knowl edge nmanagenent systemrelated to a perfornance
dashboard for nonitoring one or nore incidents that occur in the business,
a current status of the one or nore incidents, recovery guidelines for
effeating resolution of the one or nore incidents, historical information,

cont act i nf t t

associ at ed a#?%&{ﬁ eo@ﬁ%ﬁ?ﬂ%&%ﬁ?ﬁ%l @Hh& gggggnnaggﬁﬁghF(kmgﬁ rts for
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associ at es. . The c ut er oduct cl ai 1 erein
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st atus of tﬂ?tﬁﬁ.og&oagkﬁbhﬂﬁ&g els/ &govery guidelines for effecting
0 e
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37. The sysprictbilal FcdrIdliabMi¢s&ires dnde r@sﬁfé@t@s&&ﬁfegb@ weighthervaienfigured to
execut e the corrput er-readabl e program code to display on the user interface

i nf or mat i onaRRlisaten Weighting valusfr by sacsrarbrgbanapl weighiingXalust ated to a
performance dashboard for nonitoring one or nore incidents that occur in
t he busi ness, a current status of the one or nore incidents, recovery
gui del i nes B2r efThesysiangolrdaiol 1it, imbareof the peocesser isrfumeonﬁg;mﬂdntese;cute the
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program product comprising at least one computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

a first executable portion configured for receiving, through the use of a processor,
reliability data associated with one or more predictability factors related to a business
application, wherein the reliability data includes receiving answers to one or more predictability
factor questions related to the business application, and converting the answers received to one
or more predictability factor questions into scores, wherein the processor is operatively coupled
to the computer-readable program code, a user interface, a memory device, and a communication

device;
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a second executable portion configured for receiving, through the use of the processor, a
predictability factor weighting value for each of the one or more predictability factors, wherein
the predictability factor weighting value signifies reliability importance of the predictability
factor in relation to associated categories;

a third executable portion configured for determining predictability factor reliability
scores for each of the one or more predictability factors based on the reliability data and the
predictability factor weighting value; .

a fourth executable portion configured for doing one or more of the following through the
use of the processor:

receiving a category weighting value for each of one or more categories, wherein
the category weighting factor signifies reliability importance of the category in relation to
at least one of associated business applications, associated sub-channels or associated -
business channels,

receiving an application weighting value for each of one or more applications,
wherein the application weighting factor signifies reliability importance of the application
in relation to at least one of associated sub-channels or associated business channels,

receiving a sub-channel weighting value for each of one or more sub-channels,
wherein the sub-channel weighting factor signifies reliability importance of the sub-
channel in relation to associated business channels; and

a fifth executable portion configured for determining, through the use of the processor, a
category reliability score, an application reliability score, a sub-channel reliability score and a
business channel score based on the determined predictability factor reliability scores and a
respective category weighting value, application weighting value and sub-channel weighting

value.

34.  The computer program product of claim 33, further comprising an executable
portion configured for displaying, through the use of a processor, on a user interface a business
channel and corresponding business channel score and including access to display one or more
sub-channels within the business channel and the corresponding sub-channel scores, one or more

applications within the sub-channel and the corresponding application score, one or more
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categories within the application and the corresponding category scores and one or more

predictability factors within the category and the corresponding predictability factor scores.

35.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface information stored in the
knowledge management system related to a performance dashboard for monitoring one or more
incidents that occur in the business, a current status of the one or more incidents, recovery
guidelines for effeating resolution of the one or more incidents, historical information, contact
information, incident reports, outstanding incident tickets associated with the one or more
incidents, process maps or flowcharts for systems, applications, and customer views, or an

academy for training associates.

36.  The computer program product of claim 16, wherein the computer-readable
program code portions further comprise an executable portion configured for displaying on the
user interface information stored in the knowledge management system related to a performance
dashboard for monitoring one or more incidents that occur in the business, a current status of the
one or more incidents, recovery guidelines for effecting resolution of the one or more incidents,
historical information, contact information, incident reports, outstanding incident tickets
associated with the one or more incidents, process maps or flowcharts for systems, applications,

and customer views, or an academy for training associates.

37.  The system of claim 31, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface information stored in the
knowledge management system related to a performance dashboard for monitoring one or more
incidents that occur in the business, a current status of the one or more incidents, recovery
guidelines for effecting resolution of the one or more incidents, historical information, contact
information, incident reports, outstanding incident tickets associated with the one or more
incidents, process maps or flowcharts for systems, applications, and customer views, or an

academy for training associates.
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38.  The computer program product of claim 33, wherein the computer-readable
program code portions further comprise an executable portion configured for displaying on the
user interface information stored in the knowledge management system related to a performance
dashboard for monitoring one or more incidents that occur in the business, a current status of the
one or more incidents, recovery guidelines for effecting resolution of the one or more incidents,
historical information, contact information, incident reports, outstanding incident tickets
associated with the one or more incidents, process maps or flowcharts for systems, applications,

and customer views, or arxacademy for training associates.
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