SYSTEM AND METHOD FOR SECURELY ADDI NG REDUNDANCY TO AN ELECTRONI C MESSACGE
Field of the Invention This invention relates generally to electronic
nmessagi ng, and nore specifically 5 to a nmethod for detecting tanpering
with an el ectronic nessage. Background of the Invention There are known
redundancy techni ques for guardi ng agai nst naI|C|ous alteratlons of

el ectroni c mesSagal IV Ak - ! ] n R AHIINBAINGY.  enpl oyed
to determ ne whet her L d ansit between the 10
sender and reci pi ent reSSage T eotto %¥Q¥%ﬁthe nmessage file. Such
redundancy may take the formof a cycllc redundancy check (CRC) or a hash
of the nes&&ﬂeofﬁmlﬁummoﬁystens prior to transm ssion of the nessage from
t he sender’ communj cation device, an encoder cal culates a CRC or hash

val ue bas ed on t hiduis wyertiontrelgtes prreralbsiopipsironis dnespging and mote spacifiealbo t he
end of the SS ether with the hash value, is

t hen enc?ypﬁgg%@ﬁ Jforgete&p%c}‘%%n%%n el 1%%1% %C%ffé‘%%ed CRC or hash val ue
is then transmitted via a wireless or fixed-link network to the

reci pi ent' s Raekpponnd af themvdatigice. Wen the nessage is received by the

reci pient's communi cati on device, the sage i s decrypted. The CRC or
hash val ue may t HEKIHEe KBEW WH@WYF%F@P%@f@@@HgGmWW% devi ce at
the end of t [ i.Qn ble to
calculate a @fﬁﬁﬁﬁéﬁﬂgﬁ: Hﬁ ?%%Jﬁgi%ﬁPéggﬁﬁﬁﬁ %%?gaégg%§%@$ﬁ?§maand t hen
conpar es t hengadpudltatedmviak whethiet HnichRge BEIEEA ARV & tihsitibatwesB she
transmtted with the nessage. |f the values match, then the message fileis

presumed?® t GeREE BNGESIPIEH Y toddd ancseags redundatsyy s theymespagerfdei prdint ' s

o <21 SRS etk 18 U2 ST Rl RS EREO" 1

structure ofm&wsde. &h eady 9Bte s/ MRS &gRadsmifsor &f thé Aekfape fidmahdSdeOE ds, it is

general |y known that redundancy measures such as those descri bed above
append the ¢communication device, an encoder calculates a CRC or hash value based on the

content of the message, and appends this value to the end of the message file. The
15 message, together with the hash value, is then encrypted. The encrypted message with
the appended CRC or hash value is then transmitted via a wireless or fixed-link

network to the recipient’s communication device.

‘When the message is received by the recipient’s communication device, the

message is decrypted. The CRC or hash value may then be found by the recipient’s
20  communication device at the end of the message. The recipient’s communication

device is able to calculate a CRC or hash value from the received message content,

and then compares the calculated value with the redundancy value that was

transmitted with the message. If the values match, then the message file is presumed

to have been unaltered before receipt by the recipient’s communication device. If the
25  values do not match, then the message is determined to have been deliberately or

accidentally altered.

The structure of such electronic message files is static; in other words, it is
generélly known that redundancy measures such as those described above append the
CRC or hash value at the end of the message file. It is therefore possible for a party

30  intercepting an electronic message before it is received by the message recipient to
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CRC or hash value at the end of the nessage file. It is therefore possible
for a party 30 intercepting an el ectronic nessage before it is received by
the nessage recipient to -1 |locate the redundancy value at the end of the
i ntercepted nessage content. Once the redundancy value is |ocated, an

interceptinq party may maliciously alter the content of the nessage while
preserving tipeate bigapdiadascyvalugat theend of theiintsroppted massaze cortpati fhccfr ty nay

eprace e o epadly e IRRRAE R bbb L iR ARl TG

case, the rikelniestkape while prosériitg thsredentiate daludehltieahivgy, a8 idtBRegtBgl pi ent is
therefore unable to determ ne fromthe redundancy val ue conparison that
t he message N6y myyealier besentsnt ofithe messaesm reqalaulatd thaagdupdansy walvechnly t he

recipient''s i I vice... Accor dingl it .is desi,rable 1o provide a
ot hod 16 ASaeme SRENAR 10 Wi g Rl e tatts IR SR BB RS Den e
del i ber at e tradiRhh¢detthidlieSs fundaege thefRBvd & tRefdcBient & thélefRetmabiRiggnary of

the Invention According to one aspect of the invention, a nethod is
provi ded f ordetermiarediery thesdmdanesaralencameparigen thet the ovdsshge haslasd samgered an

el ectronic t e.sent .ta,a . 15 recipient co ni.cati on device, the
et hod compr i AUt ids B a%s AuB bt eieichS PRI S62hbe for t he

el ectroni c message to be sent, determning a |ocating value, the |ocating
val ue bei ng defi neeosdieflylibatdetifdly/Rl pievidah nRshdddor sididereamdaateaiccini c
messages and being defined such that the |ocating value nmay be determ ned
by the ecitpiadslechemfmaswgesem thehdeliberpisrtamperingab discownged, anskis gasderdent to
it, placing &Qeétzo redundancy value in the electronic nessage at one or
nore | ocations determned by the |ocating value, and encrypting the

el ectroni ¢ nmessage including the redundancy value. In a further aspect of
t he i nvent i Gumpsivef thednt&eioat ep of pl aci ng the redundancy value in the

el ectroni c nessage at_ _one or nore |ocations determ ned bg t he | ocating
val ue, the el ect rdtordingtosongaspest phthgarveation ¢ methed isesovided s a sepding ocks,

glng c ig f Qr ot '%Q&iéiﬁ%nﬂi%%‘dé‘ IANGYidd HiBa Ry W' En HeotBiEmeSIPORAULEnBla

15 recipient communication device, the method comprising the steps of determining a

redundancy value for the electronic message to be sent, determining a locating value,
the locating value being defined such that the value varies for different electronic
messages and being defined such that the locating value may be determined by the
recipient communication device for each electronic message sent to it, placing the

20 redundancy value in the electronic message at one or more locations determined by
the locating value, and encrypting the electronic message including the redundancy
value. In a further aspect of the invention, prior to the step of placing the redundancy
value in the electronic message at one or more locations determined by the locating
value, the electronic message is formatted as a series of message blocks, and

25 formatting the redundancy value as one or more redundancy value blocks. A further
aspéct is that the step of determining a locating value comprises the step of
determining the value of a characteristic of the electronic message. Yet another aspect
is that the step of encrypting the electronic message including the redundancy value
comprises the step of assigning a session key to the electronic message. In various

30  embodiments of the invention, the step of determining the value of a characteristic of

the electronic message may comprise the step of determining the number of bits of a
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aspect is that the step of determning a |ocating value conprises the step
of determning the value of a characteristic of the electronic nessage.
Yet anot her aspect 1is that the step of encrypting the el ectronic nessage

i ncl udi ng the redundancy value conprises the step of assigning a session
key to the electronic nessage. In various 30 enbodi ments of the invention,
the step of redesermingdiiuca theesdonkeya ot thgsteptod detsmmisingfthe valee ef &ct r oni ¢
nessage nay [ t t i.ping the nunber of, bits.of,a -2

or edetor m mehABleh e Vi HoBRull plSRE0 Mo b B SR B i e

val ue of a wifigy ethemibérditst he el ectroni c nessage further conprises the
step of determning the parity of the nunber of bits. In another aspect of

the invention, the step of placing the redundancy value in_ 5 the
el ectroni c nmessad@ 2aethgimspest ofthednyessian; thastep ef plaging e redundaecy wéustinng

val ue co repr i tﬁg éle%tgcglex%ﬁ%gs%gﬁ Iét (fh%lo? ﬁdr@ﬂ)o&i%@?ﬁgﬁin@h %g @J lg)gaq}ntlgr{r s’ les of

nmessage bl oc ocating va I'ns i'ng a east one of

the one or nersedlisdRPSYS seklitia Bledglss biodk &ohdmalkei ofefdssed bigdks el ation
to the sel ected nessage bl ock, and optionally that the step of determ ning

a | ocati ng \eeseothabedasas velne asd igsermgpd lagstiane wf Hermpeonmopatedandspcy

characteri st re edet erm ned nessa bl ocks. . Yet. anot her
aspect of th‘}e&&llwﬁ@%n ?%%5%0%% gée%leg I%Berlr%r?hor?ﬁgg%el nglec%g\ﬂlecs%agfe E’?OCksaenﬁldi ng a
message to aptieailp thnd the oepYhi@ainifingdauifing vERERbMBHAS (IR A &M code
operative to define a rressa%e; program code operative to determ ne a
redundanty 1dsteparniag thervatueeot geharaeferistirdgpnaor Bwtepsgesemtingdmessagiet er m ne a
| ocati ng valc}Hg k! he | ocating val ue being defined such that the val ue
varies for di ?e'rent messages and being defined such that the |ocating
val ue may be determ ned by the recipient comunication device for each

~nmessage sent to iYe¢t apother aspedod theGpadntibh peovidespl cdbenudiddion devibelforcy val ue
in the nessage_at one or nore | ocations _determ ned by the 20 | ocating
val ue; and pﬁ%@‘ﬂ&ﬁ“&?%eéﬁéf%ﬁm% coBmppgalipn deviee, SRBBHYBS PIEXAICORE t he

redundancy V(ﬂJei‘ﬁ?ive lt@déﬁ{{etar}ﬁéssgﬁe? 8100tg§am E&Fe Ap%?a%iklie ?@dé{%ﬁe 5 ?edhﬁ&n‘é? lue of a

sel ected
15 value for the message; program code operative to determine a locating value, the

locating value being defined such that the value varies for different messages and
being defined such that the locating value may be determined by the recipient
communication device for each message sent to it; program code operative to place
the redundancy value in the message at one or more locations determined by the

20 locating value; and program code operative to encrypt the message including the
redundancy value. In further aspects, the locating value is the value of a selected
characteristic of the message. In another aspect, the program code is also operative to
encrypt the message using a session key, and the selected characteristic of the message
may be the number of bits of a predetermined value in the session key or the parity of

25 the number of bits of a predetermined value in the session key.

In a further aspect, the communication device further comprises program code
operative to format the message as a series of message blocks and program code
operative to format the redundancy value as one or more redundancy value blocks,
such that the program code operative to place the redundancy value in the message at

30 one or more locations determined by the locating value is operative to identify one of

I




characteristic of the nmessage. In another aspect, the programcode is al so
operative to encrypt the nessage using a session key, and the sel ected
characteristic of the nmessage may be the nunber of bits of a predeterm ned
value in the session key or the parity of 25 the nunber of bits of a
predeterm ned value in the session key. In a further aspect, the

comuni cat i dhe grsigs emisiegh blocks apd thep snsertatyleashonedéthegpepamowe to f or mat

th i f bl d . ive t
formt the. redRaRey T BAtbaliE ARt SRR Elieddh BF SR e LR Lo
‘that the progriasdReitagRbds] Hearddthd?lagdselt, iSorbAdHNAB eyaldPbpégative té he

message at 30 one or nore |ocations determ ned by the |ocating value is
operati ve t encophthefyessase vsing-aZessian kayr prapeftivitsdane atabekfsomand t hen

insert at.|least pne.of.the .an r. nope redyndanc alue blocks in a
| ocati on Sdef PRLATRIT & Aapeelied bitch b fgermss gl e bX‘?Clkf fothc Jrifing of
message bl oclahuc, l02aRRALNSIE{i8 RRSdage bRk BARATRThERIRiSvaRleS nPRSEPA Ve tO
encrypt the nessage using a session key, or operative to derive a val ue

froma 5 chdeastoes ¢ithe onoér morpedindaegy taluediodks in hbocgton definef inmedsimge

bl ocks as the,l o attifn val u |l ocate an identified nessage bl ock based on
the |l ocati ngo\}léq@g}lheﬂdn?s%ggﬁ#o% | east one of the one or nore redundancy
val ue blocks in a location defined in relation to the identified nessage

bl ock. Yet anot heyetatpdet aspbetlofithel ilVé#ibh PRovided i AfSn Ahi&BBRYBYiedtdon devi ce
for 10 decrypting an encrypted nessage, the nmessage conprising a plurality

of messalfe bleswpEngpcrmyter message, thainessagesonvalsing dplovikity ¢flraeseateanong t he

plurality of ssage_ bl ocks accordi ng t | ocating val u he .l ocati ng
val ue being b&%&?’ﬁggggﬁ%mo{eﬁg? Y V(f‘%éetlfqﬂ‘g(s\}’gqcﬁ a g%@@&?@ﬁ“lff er ent
nessages, thfeauBIo@aAtERANGRY b (R atifOMNE, ShNBcAMBALRINHREAIBRES fichve to
decrypt the encrypted nessage, program code 15 operative to |ocate the one
or nore reduhddhelpctingiealis veies fardifférentmaessagge, thaseumonicatidreddvigsat i ng

val ue, program code operati

am o Oée to obtain a rtﬁcei veﬂ (&edundancg val ue from

the one or nmole PedthdEALY” % PR SR S CIYR 1B PGl CeOPER A TR B
determ ng a opedltiey kdfoste HRAMRAR REC YeluH@arlch 9Flub BRcRS 1Bk he¥sagl baRI9RT€
bl ocks, and ﬁr ogram code

the locating value, program code operative to obtain a received redundancy value from

the one or more redundancy value blocks, program code operative to determine a

calculated redundancy value from the plurality of message blocks, and program code

operative to compare the received redundancy value with the calculated redundancy

20  value,

In a further aspect of the invention, the communication device is provided with
program code operative to locate the one or more redundancy value blocks in the
message based on the locating value comprising code to determine or receive the
locating value, identify one of the plurality of message blocks using the locating value,

25 and identify the location of at least one of the one or more redundancy value blocks in
relation to the location of the identified one of the plurality of message blocks within

the message.

In a still further aspect of the invention, a method is provided for determining
the reliability of a received encrypted message, the message comprising a plurality of

30  message blocks and one or more redundancy value blocks placed among the plurality
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operative to conpare the received redundancy value with the cal cul ated
redundancy 20 value. In a further aspect of the invention, the

comuni cation device is provided with program code operative to |locate the
one or nore redundancy val ue blocks in the nessage based on the |ocating
val ue conprising code to determne or receive the locating value, identify

one of the pimmespageiplosks aecosdipstan bertingiglusytheecatipe yelua feing dolinedzgclng

identify th (o2 t f r rer val ue
bl ocks | n rirane et yisEa R diRGe R NasE e e s B R R Ry a1 Ty
of message hifdekspthg fh Rncrired FRSS@E 0 obthind hiésside; fodhtidethe anpechorf the
invention, a nethod is provided for determning the reliability of a
recei ved ende{idarcyaducdackstip therpessagsdasesher thsilorgting yalue; #btainingp 30
message hlo - e ndancy_ val | ock ced anong the
pIuraIit? -i%é?aﬂgggggéﬁ |%@%@ﬂéﬁ@%F%?H%¥?%@g%ﬁ8@%FVX ugéﬁ?gg the | ocating
val ue bei ng diedrinivéidly § dglbulated aéduhbandyQaRikifitin WalplkgaN@of afesdage bibickd;er ent
messages, the method conprising the steps of decrypting the encrypted
message to olomHaRng thegsesivpd: redusdandyrigluceitlythe celculatadaedundanaydatiey andal ue

" edandancy. wEHIELRGART s Thmeits, S it e PR ROt dgafEr i o g

a cal cul at ectalthsi@ieydarey dRck VAT kitGroPbdlial i ty of message bl ocks;
conparing the received redundancy value with the cal cul ated redundancy

val ue; and deternininﬁgthat the message is not reliable if the received
redundan®y val ue Badutthe aspest, anathadl@rtherrpmpsises the siepxolidenieyiagennef thequal
10 In a furt . . I i ses {. t.e f ifying
one. of the. Atarg gt AR HE HATEe R e P RR b RV

i denti fyi ng ledye oh®efthe 0nc 6f maite redi®daticyoRtuetlodkdien RilRioRIto Y 18cdtRdwidaRNCY
value blocks in relatigon to the |ocation of the identified one of the

plurality ofideidicd gue pf Bepduplityiof mestnge hoskayithinghe afesdeecri pti on of the

Drawi ngs 15 In drawi ngs which illustrate by way of exanple only a preferred
enbodi ment  pgjer Description of the Drawings
15 In drawings which illustrate by way of example only a preferred embodiment

of the invention,

Figure 1 is a block diagram of a system for securely adding redundancy to an

electronic message.

Figure 2a is a block diagram of a message created by the system of Figure 1

20  prior to the secure addition of redundancy.

Figures 2b, 2c¢, and 2d are block diagrams of messages created by the system

of Figure 1 after the secure addition of redundancy.

Figure 2e is a block diagram of the message of Figure 2d after the extraction of

a redundancy block.

25 Figure 3 is a flow diagram showing a method for securely adding redundancy

to an electronic message.




of the invention, Figure 1 is a block diagramof a systemfor securely
addi ng redundancy to an electronic nessage. Figure 2a is a bl ock diagram
of a nmessage created by the systemof Figure 1 20 prior to the secure
addi ti on of redundancy. Figures 2b, 2c, and 2d are bl ock diagrans of
nmessages created by the system of Figure 1 after the secure addition of
redundancy. Fi guriéByre 4iisa gop) deseamishgy i doncthpd forpsdageing p redugdansy 2d af ter
t he extractl Figure 3 is a flow diagram
show ng a dgﬁ(gﬁfé%% gﬁ@ﬁ¥%§£8%§§%%§ndancy to an el ectroni c nessage.
-5 Figure 4 |s a flow di agram showi ng a nethod for perform ng a redundancy
check upon regsiiqutDetriptioedfatié Invdhtonmessage. Detail ed Description of the
I nvention Referring to Fi ure 1, a communijcation device 10 is provided. The
5 commni cation PEBL 1@ 1g§rep1r @\ﬁoawmaﬁlﬁnalew@é%m@wsl@i Teory 30, an
e- mai | t T grunl cat vi.ce 10 may
00Ut ricil a8k TR rﬁ@ﬁ&?%{[ﬁ% pyddf 30T em&g,g ol ECe

be a person conputer, perso assi's

conmuni cat i anodldy #@,end ranﬁﬂqmt dévikes0. Tm O ARhIdeVics Y kg bRQ pefsopaiovi ded
with an operating systemand other 10 elements known in the art used for

t he operati d%ﬁmmﬁ‘ge ceswional digital ppsistednvirplessamplile epavienicatighidevice pethased i n
conjunction th t he processor 20 and the nenory 30. The nenory 30 may

i ncl ude ran&on}access menory for tenporary storage of nmessages conposed by
the user of the comunication device 10. The input device 50 may be a
keyboard, touch- sHrsiotrinvénisatiogdsyviceol( aigrevidediwvithah epélatise 8nichyarilisthae for
the user of the 15 communjcation device 10 for_ providi ng conmands and

“ent er i ng'%datAeneERtBkaqyn iadhe e usefdfor theeperghipm prdeantioholhe pemmypicpon: onnect ed

to a w de-ar®a; AL HRR KrelR8d Y @nfunction with the processor 20 and the memory 30. The

memory 30 may include random-access memory for temporary storage of messages

composed by the user of the communication device 10. The input device 50 may be a
keyboard, touch-sensitive screen, or other suitable data entry device for the user of the

15  communication device 10 for providing commands and entering data into the device
10. The communication device 10 is connected to a wide-area network 100 viaa

connection that may comprise a wireless gateway or a fixed link.

The e-mail module 40 is preferably provided as application software that is
executable on the operating system of the communication device 10. E-mail module
20 40 receives instructions and data from the user via the input device 50. The data may
include the content of an e-mail message to be sent, as well as the e-mail address of
the intended recipient. Instructions may include the command to “send” the e-mail to
the intended recipient, or another command by which the user indicates to the module

40 that composition of the message content is complete.

25 In the preferred embodiment, as shown in Figure 1, e-mail module 40 includes
program code executable on communications device defining a formatting/encoding
layer 42 and program code defining an encryption/decryption layer 44. When a user

 has defined an e-mail message and issues the send command, the program code in the

formatting/encoding layer 42 executes to format and encode the e-mail message. In




connection that may conprise a wreless gateway or a fixed |link. The e-nai
nodul e 40 is preferably provided as application software that is

execut abl e on the operating systemof the comunication device 10. E-nail
nodul e 20 40 receives instructions and data fromthe user via the input
device 50. The data may include the content of an e-mail nessage to be
sent, as welthe peeferred caibedimeny ghransediag respliwinithe defined ermail picesage being

I nstruction N c toc"send"” the.e-mail t.o  the intended
oot pient - PRH 3t REVHEGRRIRCSRPEI R fr 3R ap M eRitont et e " dut 6 40
that conposition of the nessage content is conplete. 25 In the preferred
enbodi ment, as showordifig fd the pefetredenibuidimehb®nd Figned 24 @% foprifgdawd code
execut abl e on communi cations device defining a formatting/ encoding |ayer
42 and pr ogreagPdeddaesysc 200 rgmprseicrypher ehbigeks yiporloAl Q eppenrisgsibeadpien a user
has defined . -mal | RS i t send .conman he .pr.ogram code
in the or nlgﬁ) tnI% ﬁg?ﬂé nkvchg% ‘ﬁg"gﬁé’@‘gg dﬂg%ﬁ‘?‘z%su@ ggecfpég%tos rarﬁwa’tﬁl3 ssg%gﬁtaﬁ%tgl ég“’ the

e- mai | nmessapee addtimétdos apd ef efidrasticandreeisigrkey ihasspneOt thenfcesidb by i n the
defined e-mail nessage being placed in a commonly recogni zed format for

el ectroni c rhf e nedye Aldn secordence mihigchnisiuenkngyyeinghe e Blitsbali ment
o 0 R, APl o R BRSSP MR RRTRERER,

nunber of bloc conprises ader _ _
i ncl ude dat ahée € fhadshel (BENARE tHY il SncREHPE 850t réqutebteBé définee by dlocdabe and
ti mestanp, and an_encryption or session key K assigned to the nessage by

the e-mei0 ripdialedesbe iformation sefant in the ekample loh theuseferedombodimente art .

Bl ocks 220a. ' he.content .of the nmes e. It will be upderstood
byt hose skt efl0 bl MR GRGHER O bo B BRIE ekl B SE 4355S o
required to thgicsifiseed by bl ocks or 10 to include the information set out
in the exanple of the preferred enbodi nent. However, to permt e-nail

messages to be widely used, the general format set out is typically used.
After formatting A ferestngendengedipg kaye tekecplacermessige 200k then pased tpassed

L0 SXECUL | kB AGEATSAL Th DS SISINPILRRKAREEUPI Brebly,

15  formatted and encoded message 200 is stored in the memory 30 of the communication

device 10, and the formatting/encoding layer 42 passes a pointer to the memory

location of the formatted and encoded message 200 to the encryption/decryption layer
44,

The encryption/decryption layer 44 accesses the formatted and encoded

20  message 200, and calculates a redundancy check value based on the content of the
message blocks 220a...h, such as a hash or CRC value, in accordance with techniques
known in the art. The encryption/decryption layer 44 encodes the redundancy check
value into one or more blocks, and inserts these blocks into blocks of the formatted
and encoded message, according to the method described below. After the

25  redundancy check value is inserted into the message 200, the encryption/decryption
layer 44 encrypts the message 200, including the blocks having the value of the
redundancy check (using session key K). The encrypted message is then made
available to be transmitted to the network 100 by the e-mail module 40 for receipt by

the recipient communication device.




15 formatted and encoded nessage 200 is stored in the nenory 30 of the
comuni cation device 10, and the formatti ng/ encodi ng | ayer 42 passes a
pointer to the nmenory |location of the fornmatted and encoded nessage 200 to
the encryption/decryption |ayer 44. The encryption/decryption |ayer 44
accesses the formatted and encoded 20 nessage 200, and cal cul ates a
redundancy check RefbmmghaFapro?b, ilhe podatendmiaidinéas, thaesaagdnileogiton

220a. . . h, SLiCh %% a hash or CRC value, .| n accordance with techni ques known
in the art. ‘& *&fRiFsOPhrdetatamtp spedixfhs logatianpr doradiontis thedgidancy check

val ue into OperOfheTRh d%é etﬁg&sivﬂg%%tiﬁsehlg@sﬁl J%E&ﬁlé%:eh{éﬁlﬂhp %%géﬁ'gee f the

formatted and encode]'gl sage, according to the neth scri OW.
After the 25cmiedimeantby laatok ofithk u@lundaricysalicesd nobtmifirdy defhrdgeb20, t he

encryption/decryption |ayer 44 encrypts the nessage 200, _ including the

bl ocks havi rrﬁe FlFfEOﬁ/'gP fRssFEe coftent dBathgr didekationds sRpedicd Iy Ay k). The
encrypted neggager : {: I . 1 t . net wor k
100 by the e-nall Iﬂnglgtgfegfﬂﬁlgqggtrm%cel?%? zgyﬁjgtl(%gtlélé@%?%%%lg%g A eér%?g%ti on
devi ce. -7 Rekat ot thg contehd gfithemaisagé PO itRel€f Borregamelebidi ment , the
encryption/decryption |ayer 44 carries out a calculation to specify the

| ocati on or 6BRHPHASCTYRHdHaydddngpects Hisdist hlpek olehemessney 230 tae bl ocks
‘UL be i ‘ . . ) _
W e i nsefdsdhind i g;gﬁ%rdcﬁﬂ%%r% Eght&ﬂfi’d &%Feﬁrﬁrlrﬁiﬂth e‘%g?i&g»w%tg%g 5 the

| ocation of the re ncy values I's not unitormy defin
end of tihe nhebhgk 220nt@tdindliee ks theRathption/de@yptadhyed a4 imsetpesinkieced by

variable values. In the exanple rel atalénﬂ to Figure 2b, the | ocation or

| ocat i ons ar@odp@td fonggping feagduangyey ebweendhe fifih aﬁ@?éﬁ’déo@@@zoﬁ sel f.
For exanpl e’mﬁ@%ﬁﬁﬁt@%%ﬁ%@@b%ﬁé&ﬁéﬁvﬁmﬂ;i%%érr%rzcl))?d' i nspects the first bl ock

of the message ermone e nu Is or Gs contained therein.
If, in the exanple of Figure 2a, 10 the bl ock 220a contains five Is, the
encrypti on/ decr y ¥oorprefeysbly, 44 dedaelahey ealse 3@kt intol DelkraliBOofhimtkaitei ng t he
r edundancy fo‘;ll| esq% t ween qt:{w fifth and sixth bl ocks 220e _and 220f of the
message 200, gger %gﬁqa-eﬁh ogifian of ghe redundancy within the message 200. If the

15  redundancy value is to be split between two blocks 230a and 230b, the
encryption/decryption layer 44 inspects a plurality of blocks of the message, for
example the first and second blocks 220a and 220b. If, in the example of Figure 2a,
the second block 220b contains three 1s, the encryption/decryption layer 44 inserts the
first redundancy value block 230a between the fifth and sixth blocks 220e and 220f of

20 the message 200, and the second redundancy block 230b between the third and fourth
blocks 220c¢ and 220d, as shown in Figure 2c.

In a most preferred embodiment, the location of the blocks containing the
redundancy value is determined by the value of the session key K. The
encryption/decryption layer 44 counts the number of Os appearing in the binary

25 representation of the value of session key K. If this number is even, then the first
redundancy value block 230a is placed between first and second blocks 220a and 220b
of the message 200. If this number is odd, then the first redundancy value 230a is
placed between the second and third blocks 220b and 220c of the message 200.

Further, if the key value is divisible by four, then the encryption/decryption
30 layer 44 places the second redundancy value block 230b between the fifth and sixth
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More preferably, the redundancy value is split into a plurality of bl ocks
to further obfuscate the |ocation of the redundancy within the nessage
200. If the 15 redundancy value is to be split between two bl ocks 230a and
230b, the encryption/decryption |layer 44 inspects a plurality of bl ocks of
the nessage, for exanple the first and second bl ocks 220a and 220b. If, in
t he exanpl e bddckEi290e snd22201 of the nswegr@0b] @bérw22Dthesarndirabintlimogeraties, t he

encryption/ decr jon layer 44 inserts the first redundancy val ue bl ock
230a’ bet meﬁ??q%%bﬂ% WasPetyseniheny d??ﬁé‘ﬂh‘ﬁac@é’é% and” %mgh%essage
200, and th r j fourth

bl ocke 2200 hg 5309, 58 ERauA aRimaraRRal e AOGd i AL

enbodi nent , erbedinadis dowafin Figard2dika exanipb wherg tHehmmbeediidakcis dval ue i s

determ ned by the value of the session key K. The encryption/decryption
| ayer 44 Scoﬁﬁf‘§< IS8 eNeBURb ihatds ‘é‘ﬁﬁéﬁ‘tﬂflﬁé af ¢- tTkes Bethad 9P éﬁéerrr&wgéfm ati on

of the valu : i | o first
redundancy 3%%318ﬁ§?€ﬁég pefl @ggm{ég V%)]ltlgl(i:)gjgﬁ%e V\ég IEIS @??tzy}‘@fgrﬁ%d %2‘@%% bl ocks 220a
and 220b ofmdéshezerieggiagfth? Gikssdgt 200 inmyershet; if thedoehtiohhefithé Fedufidansy

r edundancy \ﬁ‘IPRH;e 230a is . p) aced between the second and third bl ocks 220b
and 220c of S st Sfernuines prnginalx basedonga gl aymben aids 5 UyFnpeaig i8 by

four, then t j |

redundancy T Saph KB ooREREEY Bbeaag, i coiple, 4 BLABROVANEIBAIG 0 o
220f of mhe 4Hashysteid to plabes widasdanth ealaeblokl 28 @ Betndamtyo massdge blbtlack 230Db
is placed between the sixth and seventh bl ocks 220f and 220g of the
message 200.2291kat duknetiagivally exist rrewEing ibin gresesditiant he nessage 200 in this
enbodi nent is shown in Figure 2d in an exanple where the nunber of Gs in K

is 6, 5andKisWHIpyéhwjf;@,h hat wi [ ; ; | t hod of
determ ning the Io%atlforgzs o} tﬁgg g‘%"&*ﬁé@ﬂ%&ﬁ&%‘% ag?%cﬁgec%ggg?ﬂoa’?g nost
pref erred asechdee ovatthé netweds HifEby thngthaibiotitile 40ed dagecigiRbi’smybe short; if

the |l ocations of the redundancg bl ocks were determ ned principally based
on a hi gh nfRBERUEgatipndeyee H) t %ﬁwfnt?fgmpwagftwa%ssééq key or a message

bllock 22Q, T RErypHaTREGyptidAGafth 44 YRhich BEAQELYRL MY IMERYE 200. The

encryption/decryption layer 44 operates to extract the redundancy blocks 230a,b from

the message 200 to determine the redundancy check value.

As a person skilled in the art will understand, the extraction of redundancy

blocks by recipient’s communication device is defined in a way that matches the way

20  that sender’s communication device 10 inserts such blocks. The recipient’s
communication device is therefore provided with sufficient information to determine
the locations of the redundancy value blocks 230a,b. Thus, for example, if the
sender’s communication device 10 is configured to evaluate the number of 1s in the
first block 220a of the message in order to determine the location of a redundancy

25  block 230a, then the receiver’s communication device 10 is likewise configured to
evaluate the number of 1s in the first block 220a of the received message. The
nece'ssary information may be transmitted from the sender to the recipient separately
from the encrypted message; however, if the information used to determine the
locations of the redundancy value blocks 230a,B is the session key K, a portion of the

30  information necessary to locate the redundancy value blocks 230a,b is thus transmitted

along with the encrypted message.




10 44 mght attenpt to place a redundancy val ue bl ock 230 between two
nmessage bl ocks 220 that did not actually exist, resulting in an error
condi ti on. \When an encrypted nessage wi th redundancy thus added is received
froma sender over the network 100 by the e-nmail nodule 40 of the
recipient's comunication device 10, the encrypted nessage is passed to

t he 15 encrypt i orflod egamyplt) winert theaecedvir’ swioinmiurfigatish detdce Ypteseiverthaessage

200. The encrypti.on/decryption |la 44 oper tes xtracgt the r edundancy
bl ocks 230a, %C%'B%V@fw %@5@9%%&{ dnisgebindmac elen Sufon 8WEY fe¥Rck
val ue. As a(REtaqon% kltSQefeﬂn&Q%@lBEat%me alfdFlodxt0s86b! @8 Of

redundancy bl ocks reci pirent's communi cation device Is de |ned In a way
that match esenth@tlm;ie@ﬁ)ttohdhyes dh dretheseceonimglieviadt 1(ofirstidack ypes thO miessge ts such

bl ocks. The recipient's |cat|ond i |sthe fore provided with
suf fi ci ent i%‘ﬁ‘f“é‘f%ﬁlﬂ‘? BRSEE 0 WOMHe Fawe 2.0 de earapET ‘ﬂe}?@’PP@’élfﬂB{%‘ﬁ‘Ey val ue
bl ocks 230a, IAsnest vice 10
is confi gurergx%o ev% Sl}fa?.% Se‘%téﬁg% dgﬁl d%?ﬁ%lr%?l{}%?ff’hﬁﬁe &%ﬁg}s&{b S%?%{élﬁ&gg%a of the
nessage i n dhessssibo kegKerAs sieistdneveo aambeantheffirst récﬁdﬂmﬁt@mymﬁodmmk i230a,

t hen the receiver comruni cation _device 10 is |ikew se con ur ed
eval uat e theeXFra%%#s‘rO@f thg mesgage PR fi Pmrl%ettw?ﬁﬂdbk%@%%ﬂ %ﬁCO%BlOP i?essage

The necessagyy, wﬁf}{yﬂga 0%, A% pliSs %%é'ﬂﬂéﬁ%ﬁ @%Qt%@%ﬁfémgrﬁom

reci pi ent separate om t he encrypted nessa

i nf or maticon afSktreteveltd @nmmmeicdtion debicedl) diest, dic dnbeptied/dedagtion lywk 4é bl ocks

230a,b is the session key K. a Eortlon of . the 30 informatjon necessary to
8

locate the rdstarmenss &Rat the nywiber Q%mz*h@%e%ﬁonkexa 5% 181104 s Thle &y fougy ¥y wi t h
the encrypt 6. ARss cts tfle E&Bn&%%@m?&a%c N%%kg3§¢:ﬁoﬁl%%ﬁkéfeﬂft5%8§@%“' cation
epicted in

device 10 receives t encr Versi on o e nessage

Fi gure 2d ansvérsh bhmks 0fesl Tl@em&entidf&h@&:ﬂandﬁncj(hlybc% Iiﬂi)aﬂlﬁtreth&hne t he

| ocation of the redundancy val ue bl ocks_ 230a,b, the encryption/decryption
layer 44 in astranbledio genprglen sxiacted radupdancy ¥alue Bes t he message to 5 arrive

at the message 200 shown in Figure 2d. The encryption/decryption |ayer 44
15 The encryption/decryption layer 44 in the receiving device 10 then computes

its own redundancy value R¢ based on the content of the message blocks 220a...h,
and compares this R¢ to Rg. If the values match, then the receiving device 10
determines the message to be unaltered. If the values do not match, then the message
is determined to have been altered, and preferably a warning is provided to the

20  recipient.

As a person skilled in the art will appreciate, the means of determining the
location of the n redundancy value blocks 230a...h is not restricted to an evaluation of
the content of the first n blocks of the message 200 or the session key K. Other
suitable and variable characteristics of message content, for example message length,

25  may be used to establish the location of the redundancy value blocks 230a...h.
Alternatively, another parameter that is not dependent on the message content may be
used to determine the location of the redundancy block or blocks 230a...h. Provided
that the communication devices 10 of each of the sender and the intended recipient of
the message are provided with the same means for determining the locations of the

30  redundancy blocks 230a...h of the message 200, such other means may be used,
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next exam nes the session key K and determ nes that there were six Gs
contained in the session key K As six is an even nunber, the first
redundancy val ue block 230a is extracted fromthe nessage 200 from bet ween
the first and second bl ocks 220a, 220b, as shown in Figure 2e. The nessage
200 is then tenporarily stored in the nenory 30 10 of the receiver's
comuni cat i adtheleshi est peeferiplytthe lokhatians geygrttcd hy these msanisonn patestialbavary

determ nes that the nunber of Os in the session key, six, is not divisible
by four, an Oni’ﬂjgﬁsérlg?)foemg?f‘geacts the second redundancy bl ock 230b from
between the sixth and seventh bl ocks 220f, g. The contents of the

redundancy bl ocksThesGBr Exanipe, lal166k-up sb&NEYH Rehbh&, %ﬂﬂh&ﬁé}%fﬁﬁbp@l@téd&ﬁﬁl@d o
redundancy val ue RE. 15 The encryption/decryption |ayer 44 in the receiving

devi ce 10 t hieles defpumined using a prude sendetamoyber genwsatRC chasastileon arthal cont ent

f th bl ogks 220a....h thi,s Re_ to.RE. If th |
h o o R bEBE R AT 00 oeedB GTBTER et RufatBuf o o VoIV
unal tered. IdominfifidtBbH asvides. WhedBietbagd RefAsdcno ﬂﬁ%_‘ﬁé‘i%tioﬂ@e&ﬁﬁ%g%ﬁ?d to

have been altered, and preferably a warning is providéd to the :
reci pi ent. Ad o theeyesder’ stanirhedcationtdegicand f, the k¢ndappdedeat ®then Heeriea shes  of

determ ni ng l,ocation of the.n.redundancy, val ue ock 30a....h is not
Festri ot ed sARpedSET YAER e sed i E G BT BRI Pl ETrGRBLOBE ¢ he
message 200 00al ke PRiS T8 nkebekranGhiiRE to Bidirk@Pietr fbnManicantevice 10
characteristics of nessage content, for exanple nessage | ength, 25 may be
used to st dbgatlun withethe orsatageroraftemhtivaly gointta nfyrmaionendy tedlens2B8d to . h.

Al ternativel anot her paramet.er .t hat.1s_not dependent. on the nessage
content  my Wer R S caRRBPRRIA o Tire oS PRSP RE BRI S ok or

bl ocks 230a.timéktankyy OMhel BfbssabBalhitNR SRS witll IR aRR St &FinkRe @itaiREh of the
sender and the intended recipient of the nessage are provided wth the
same neans fooce thetreessageiintransmattéd ddhénths razipictits @hmadeatidadeyicoldcks

230a...h of the age 20 ch .ot her .nea may, be ed,, -10 al t hough
ot b o or AR VTR PESatt 20, MBS PrChaties T O et therstelt | 1o vary
f rom nesgageatRniBGHB&Som the database.

Referring to Figure 3, a method of securely adding message redundancy to an
electronic message is shown according to a preferred embodiment. At step 300, a
message composed by a user is received by the e-mail module 40 of a communication
device 10. The message is then formatted and encoded by the formatting/encoding
20 layer 42 at step 310, then passed to the encryption/decryption layer 44 of the module
4Q at step 320.

At step 330, the encryption/decryption layer 44 calculates a redundancy value
and encodes it into one or more blocks. At step 340, the encryption/decryption layer

44 determines one or more locations for placing the blocks containing the redundancy

25  value. At step 350, the redundancy value blocks are inserted within the message, then
the message is encrypted at step 360. Finally, at step 370, the message is dispatched

to the recipient.

The method of decrypting a received message and determining whether the
message has been altered before reception by the intended recipient is shown in Figure

30 4. Atstep 400, a message is received by a communication device 10 over a network
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Thus, for exanple, a | ook-up table or database, which nmay be populated with
val ues determ ned usi ng a pseudo-random nunber generator, can reside on a
mail 5 server on the network 100, accessible to both the sender's and
recipient's comunication devices. Wen a nessage is passed to the
encryption/decryption |layer 44 of the sender's comrunication device 10,

t he sender' stOflevihe encs$ige hepnsepdeo itlserchption/deerpptiom layar 44 of tharemaid be used in

determning the locatio f .t he redundan bl ocks 30a....h. Thjs val ue
maybe trans W?‘fuéﬁg(?gl4%%? g'&\“fﬁ ﬁ%‘t Sgepp‘gm EBTWBWP”&%?D@’Q%EWT’OM oget her
W th the mesRagfs tRE mdbdags MakdpVadoy thRR dBleRhink N e 16 LITRY rédfinddnapsm t t ed
to the recipiént's communi cation device 10. This pointer information nmay

conpri se t hevalueiblesks ahpepf3 Q. hat sters44ly ¢he rafirctandysvaberbledkataedensiacted fiven val ue
stored int dat abase, onc he ssage is transm.tted. en t he

Fecl pi ent s (G RPL A BB Fuprogice it e et AU MBS dliedi0 A e

reci pi ent's GRVje& rt@uf@icy Nk, R%E%s'tﬁéﬁ%&%i&ﬁ%ﬂﬂ%@oh&ﬁ?%@ﬂﬁ&% efrom

t he database. Referring to Figure 3, a nethod of securely adding ssage
redundancy tabstep 45@)|and tthovilgesfesaady: ars cahpamd aicster 460ndf the values efatrhr ed

enbodi nent. At step 300, nessage conpos y user_is_received by the
o 1 roctur e Giessaie i fhstieat ) pe CENATEG 4767 Ot%wsr?egé%f&éerr@n%dﬁen
formatted a I Q] t step 310,

t hen passed ﬂ{tigétﬂﬁégdag%rce?)};%%%ﬁi;egieﬂgféﬁ%ﬁﬁg@g?&‘%iﬁ%écﬁ%ﬁ%ﬁ%{?e 40 at step

320. At step 330, the encryption/decryption |ayer 44 calcul ates a
redundan®y val ue Vaivas embodiswnistofitn presemeinoentimr fevbigdeks thuadestibpd 840, t he

encryption/dgcryption layer. 44 determ nes qne ar. npre. | ocations for

a6 g ¢ he SRR Boat SRPI Tonl Seanthiaio froos S urTir gt Ba St | ne
redundancy Vgl yeodih Qfibas ﬁiragbb REEE GeHoMd &eﬁhﬂ‘ing e $R&Btioh. M8R inddABofrESSage
is encrypted at step 360. Finally, at step 370, the nessage is di spatched

to the reci phdndes dillrachepartativns indimodifisationy aa fallbwithindle sveps affthe appknded
determ ni ng \i\/net her the nessage has been altered before reception by the
i ntended reciPMnt is shown in Figure 30 4. At step 400, a nessage is
recei ved by a conmmuni cati on device 10 over a network
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-11 100. The nessage is passed to the encryption/decryption |ayer 44 of the
e-mail nodule 40 within the device 10 at step 410. The
encryption/decryption |ayer 44 decrypts the nessage at step 420, then
determ nes the | ocations of the redundancy value blocks at step 430. At
step 440, the redundancy val ue bl ocks are extracted from5 the nessage and
assenbl ed t Wprddidé: t he extracted redundancy value RE. A calcul ated
redundancy value, Rc, is then determ ned fromthe content of the nessage

at step 450

and t he.values Rc.and RE are ¢ ared at. st 60. . If the
val ves march: HoRe R HES e fioR S o e UR e Bl o
ot herwi se, idlectrdnideh@EdPen6 e béht 10 AVRiIPER RoRhfuRl@Hon AR URIBEREL Y a war ni ng
is issued to the recipient at 480. 10 Various enbodi ments of the present

i nventi on haempgisisgdhe stepsofdescribed in detail by way of exanple, it will
be apparent to those skilled in the art that variations and nodifications

may be made wit hg arti romt.he.invention. The invention includes
27 such var ! at | SRErRRRE A AR08 £ WM e PSeRE IS or e
appended clains. WE CLAIM | . A nethod for a sending comuni cation device

to provide redundepgyidifs &bcaheedlic theClobRBEIgRcbRinERleE8EE such titat BRCI pi ent
comuni cati on device, the nethod conprising the steps of determning a

redundancy val ue vebie varies Br differenticlectipeis apssages sl baing defied syakithatike a

| ocating val ue, t | i.n I bei ef i ned such that.the .val ue
vartes for i ffenSingrak Pl deeR R dy BBl iR et ne

| ocati ng val ue mayclbéeetintd Mesase fnt toig reci pi ent communi cati on device for
each el ectronic nessage sent to it, placing the redundancy value in the

el ectronic msssagef at one or nore |ocations determ ned by the | ocating

val ue, encrypti ngd4%e e sedupdacy valiedn e destpnigimrysagsat preniBeiscy val ue. 2.

The net hod of cl %@tibng&gtélj?rﬁﬁe&:%%iﬁéaﬁﬂgvﬁﬁé or to the step of placing the

encrypting the electronic message including the redundancy value.

2. The method of claim 1 further comprising, prior to the step of placing the
redundancy value in the electronic message at one or more locations determined by

the locating value, the step of’

formatting the electronic message as a series of message blocks, and

formatting the redundancy value as one or more redundancy value blocks.

3. The method of claim 1 wherein the step of determining a locating value
comprises the step of determining the value of a characteristic of the electronic

message.

4. The method of claim 3 wherein the step of encrypting the electronic message
including the redundancy value comprises the step of assigning a session key to the

electronic message.

5. The method of claim 4 wherein the step of determining the value of a
characteristic of the electronic message comprises the step of determining the number

of bits of a predetermined value in the session key.
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redundancy value in the electronic nmessage at one or nore |ocations

determ ned by the locating value, the step of-. formatting the electronic
nessage as a series of nmessage bl ocks, and formatting the redundancy val ue
as one or nore redundancy val ue bl ocks. 3. The nethod of claim1 wherein
the step of determining a |ocating value conprises the step of determning
t he val ue off.-a cHdearatked efidlaimot whersinghe step ofiflgerminingdlagevalue ofthe et hod of

| ai m 3 wher gi he. f [ I [ . di
The T edundartey o dis S ampnFeRe KESepepBf Gelroh M AP L a8 aMr I o 1 ne

el ectroni ¢ fRfgAIehe Fumdd@rBREN0d of claim 4 wherein the step of

determ ning the value of a characteristic of the el ectronic nessage
conprises the Stgﬁ%@Of determ ni ng the nunber of bits of a predeterm ned
val ue in thé sesshhsmdthgd of cdgme? wiprsinithe Bl obplaeingithn wdyudaney yalteia the ep of
determ ni ng the val ue of characteri.stic of .t el ectroni c.nmessage
furher comsicalR st s onf HRPE G hy St b fosh e B noer o

bits. 7. Theofptiedhebtesd off sdledtivh£hREdAzE BRCE M BE st RS RbsdaB bIREMNdancy
value in the electronic nmessage at one or nore |ocations determ ned by the

| ocati ng valhaeed apcthp lacgiirg vaiee, ané prsedingsibleas onn gf therpps sngerdiedeidaneom t he
series of nessa | ock as on.the | ocating, val.ue, and.inserting at -
| east one ofvaf%g&%cﬁ(é h ?Or?ﬁg%n %&ﬁﬁ&éﬁi loné‘éhl?egglr?ﬁ?gﬁ%esfqgeglqc tation defined

inrelation to the sel ected nessage bl ock. 8. The nethod of claim2 wherein

the step of glet erfHefhdiBodof @&iat 2 Reréal HE step ONBELSESinkRF &R vafuedet er m ni ng
the value of a characteristic of one or nore predeterm ned nessage bl ocks.

9. A conmuni%eEwrises theste ef dgerminingitheyvaunelasdgenctesisic pleriepir apre
comuni cat i %qedege%iir%ﬁ,mgsgﬂ%rﬂlgékgg: program code operative to define a

message;
9. A communication device for sending a message to a recipient communication
device, comprising:
program code operative to define a message;

program code operative to determine a redundancy value for the message;

program code operative to determine a locating value, the locating value being
defined such that the value varies for different messages and being defined such that
the locating value may be determined by the recipient communication device for each

message sent to it;

program code operative to place the redundancy value in the message at one or

more locations determined by the locating value; and

program code operative to encrypt the message including the redundancy

value.

10.  The communication device of claim 9 wherein the locating value is the value

of a selected characteristic of the message.
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program code operative to determ ne a redundancy value for the nessage;
program code operative to determne a |locating value, the | ocating val ue
being defined such that the value varies for different nessages and being
defined such that the locating value may be determ ned by the recipient
communi cation device for each mnessage sent to it; program code operative

t o pl ace t hdlr eddihdanoynunadation devithef dleiss Hjehatindhepwgrammoode dpecéve tns
determ ned by the. locatin .ue; an%@gg&g{ra code gperative tpo encrypt the
message i ncl ﬁﬂﬂbmfﬂgsﬁgagﬁég#@%ﬂvé? . Varpgds eRsEFHYTItR SRE R vi ce” of
claim9 \Aherrﬁésga%eh@inl QGRldispkyal ue is the value of a selected
characteristic o thg nessage.” -14 11. The communi cation device of claim10
wherein the program code operative to encrypt the nmessage including the
redundancy Ja} ue Ths copernmidatien devienof gipim 1 hehemimgbasglcais] dgrastesisisodbn key.
12. The conqﬁnication evi ce of cla£n11éﬂyhere'nlthe ﬁelecteg

char act er i stTCTETERE HeRWaRY of bty Rk AgAgemied pYSIGhe SeHPREEY er mi ned
value in the session key. 13. The conmuni cation device of claim 1l wherein
the sel ect edscharaei@hindiditioh detibEoMSBAPEWhSrefnNBe RAEIEY cHafactdiRtiOpfTDEr  Of
bits of a predeterm ned value in the session Kkey. 14. The communi cati on
devi ce of clth¢ messageisttheparsy npthiesiumper of igrodmpeaidteroped anluedn the sksstomat t he
nmessage as series of nessage bl ocks; and program code operative to formt
t he redundaﬂ%?‘value as one or nore redundancy val ue bl ocks, such that the
program code operative to place the redundancy value in the nessage at one
or nore | ocaui onsTHiRbRmin@dioR Metibeof Qiat 9 RgthéAbdiBprigngper ative to identify
one of the series of nmessage bl ocks, and then insert at |east one of the
one or nore

program code operative to format the message as a series of message blocks;

and

program code operative to format the redundancy value as one or more

redundancy value blocks,

such that the program code operative to place the redundancy value in the message at
one or more locations determined by the locating value is operative to identify one of
the series of message blocks, and then insert at least one of the one or more
redundancy value blocks in a location defined in relation to the identified one of the

series of message blocks.

15.  The communication device of claim 14 wherein the program code operative to
encrypt the message including the redundancy value is operative to encrypt the

message using a session key.

16.  The communication device of claim 15 wherein the locating value is the

number of bits of a predetermined value in the session key.

17.  The communication device of claim 15 wherein the locating value is the parity

of the number of bits of a predetermined value in the session key.

18.  The communication device of claim 14, further comprising:
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redundancy val ue blocks in a |ocation defined in relation to the identified
one of the series of nessage bl ocks. 15. The commrunication device of claim
14 wherein the program code operative to encrypt the nmessage including the
redundancy value is operative to encrypt the mnessage using a session key.
16. The communi cation device of claim 15 wherein the |locating value is the
nunber of bits ofpregrpmeddt eperattedo dativea valut fremsedharasterikiey of dspeciTiaé

conmmuni catiqn device of claim15 erein the |locating value is the parity
of the nunbgﬂo n g serigg 0 W%%Fehl\é\,ﬁgl?ﬁaﬁé@]\?%t%"ia ®t he session key. 18. The
comuni cation device of claim14, further conprising: -15 program code

operative to deripntgedm\@HsEpdrhidfd 18 16 AGHE Rk nfes@ge 1R Mabdd Gfthe Pl OCK I n
the series of message bl ocks as the |l ocating val ue; "program code operative

to | ocat e aro¢atipptvalueemhdmessage bl ock based on the |ocating value; and

program code operative to insert at |east one of the one or nore redundancy

val ue bl ocks in a |locati 8n defined.in rg, ation %ﬁﬁt he identif,ied nessage
fta §8

bl ock. 19. The cONMARTERLT BRETHEF Q&S L feartan P& CRTOREOHAFREY er i st ¢

of a speci f ivatheHIQKK id 8 1dcBGodeThRE 1Pfelflich%o Ble iR BT st val ue in the
speci fied bl ock. 20. The conmuni cation device of claim 18 wherein the

characteristic of a specified block is the parity of the nunber of bits of
a predeternilfed vElcwemnmni¢ation dpeet o dainbl Hwhkereinithe ghasanteristicodsi on devi ce

message bl ocke IRLORRkaPe REPES PERTH oAy b IOk tp PRCURTIENG e
plurality of nessage bl ocks according to a |ocating value, the |ocating

val ue being xef i ME@ cSHffudi¢htion dBeict OEALINN DS Wakidh thathRactéitic@Fhf er ent
nmessages, the conmunication device conpri Si n%: program code operative to
decrypt t he sepeifighblesk isghe payity of the number of bits of a predefermined value in the

specified block.

21. A communication device for decrypting an encrypted message, the message
comprising a plurality of message blocks and one or more redundancy value blocks
placed among the plurality of message blocks according to a locating value, the |
locating value being defined such that the locating value varies for different messages,

the communication device comprising:
program code operative to decrypt the encrypted message;

program code operative to locate the one or more redundancy value blocks in

the message based on the locating value;

program code operative to obtain a received redundancy value from the one or

more redundancy value blocks;

program code operative to determine a calculated redundancy value from the

plurality of message blocks;

program code operative to compare the received redundancy value with the

calculated redundancy value.
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program code operative to | ocate the one or nore redundancy val ue bl ocks in
t he nmessage based on the | ocating value; program code operative to obtain a
recei ved redundancy value fromthe one or nore redundancy val ue bl ocks;
program code operative to determ ne a cal cul ated redundancy value fromthe
plurality of message bl ocks; program code operative to conpare the received
redundancy V2l ue Thietchmhhmicatiah detied eficlziedlindherein thaprogram d@le2Perafiheto

comuni cati qn deyice of claim?21 vvhereirlthe rogram code, operative to
locate the OAEQ e%?@%fﬁfﬁ@fﬁ%@?%ﬂéﬂhﬁebﬁ?lﬁd% G TResS RS Ak A @O IEHRE on t he

| ocating v aH%c%ﬂﬁSPlEés.ses: program code operative to determ ne or receive
the | ocating value; program code operative to identify one of the plurality
of nessage bl ocks using the l|ocating value; and program code operative to
identify the | ocaregramebdavpdratastto daterminetoheeceive tlerlocatmgeralvedundancy val ue
bl ocks in relation to the location of the identified one of the plurality

of nmessage bl ocks within,the nmessage. ..23. The c nicati on vice of claim
22 wheron the. | QEATTGOEPTRATE 8 HEuEy o CHEa SR Gate SR RES encr ypt eq
nmessage. 24.ysiRe Regidoandehgd M ning the reliability of a received
encrypted nessage, the  nessage conprising a plurality of nessage bl ocks

and one or nore redundancy value blocks placed anong the plurality of
message bl acks adeesrainrgde opaativedaideng vk lesation patlleshenenf theadneeorbei ng

defined such_that,the | ocati val ue varies .for. di fferent. ssages, the
ot hod compiP b Rtupancy R bt fufbRin findtionef UidaninedSag P88 obt ai n
a nessage,; |ﬂ@§ﬁﬂyr¢g‘rﬁe@§1g@@ﬁmﬁ§“m&ghéﬁﬂ:§%ancy val ue bl ocks in the nessage
based on the |ocating val ue;

23.  The communication device of claim 22 wherein the locating value is a session

key provided with the encrypted message.

24. A method for determining the reliability of a received encrypted message, the
message comprising a plurality of message blocks and one or more redundancy value
blocks placed among the plurality of message blocks according to a locating value,
the locating value being defined such that the locating value varies for different

messages, the method comprising the steps of?
decrypting the encrypted message to obtain a message;

locating the one or more redundancy value blocks in the message based on the

locating value;

obtaining a received redundancy value from the one or more redundancy value

blocks;

determining a calculated redundancy value from the plurality of message

blocks;

comparing the received redundancy value with the calculated redundancy

value; and
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obtaining a received redundancy value fromthe one or nore redundancy val ue
bl ocks; determ ning a cal cul ated redundancy value fromthe plurality of
nmessage bl ocks; conparing the received redundancy value with the

“cal cul ated redundancy value; and -17 determ ning that the nessage i s not
reliable if the received redundancy value and the cal cul ated redundancy
check val ue are neterregpired thatdbe niEkagensst fvd delmbleaf tieme@ivefl redundanayomei si ng

the steps of: .identifyi ong of the plurality of nmessage bl ocks using the

| ocating valdgdh “I%"é{r}gij aﬁ‘@’?br?gklv@b“é?’iedﬁtéquat | east one of the one or

nore redundancy value blocks in relation to the location of the identified
one of the plsuralifen@hod BSR4 RBEKSWrsHghd iepsBISSage.

identifying one of the plurality of message blocks using the locating value; and

identifying the location of at least one of the one or more redundancy value
blocks in relation to the location of the identified one of the plurality of message

blocks within the message.
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