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Field of the Invention 5 The present invention relates to a peer-to-peer

el ect r oniwopaymant73system and refers particul arly, thowgh/seavozexedrsisi vely,
to such a paynent systemwherein digital noney is generated in a

di stributed manner. Background to the Invention 10 A significant factor in
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account i ¢haliengesi feeing elpetronigirammerse isskdve pdyateptsecan e mee efficientiyaciaiyit i s

debi t ed. Flacsetvibly. rrggrtngbﬁes;&a%; f@%i %eﬁﬁ?ﬂhﬁy s{:&;&mﬁé s@}rrlrefamﬁteﬁg%@vesaél%h ereare
preseryi ng payer angn an rev i ng doubl e spending. In nos

el ect ﬁgcl)ni %o%ﬁéﬁag‘{/%%m r?g%eélrn&%?egﬂf"l‘ﬁ)eé'é?é’%gtaﬂ‘l’(g‘ﬂ’g°y ve fixed denomi nation
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established with the same or another bank.

B

Bank-account-based electronic payment systems include pay-now systems and pay-later

25  systems. In pay-now system, the payer’s account is debited at the time of payment. In pay-
later systems, the payee’s bank account is credited the amount of sale before the payer's
account is debited.

The two most basis requirements for electronic cash systems are preserving payer

30  anonymity and preventing double spending. In most electronic cash systems, electronic
cash tokens have fixed denomination values and therefore one needs the right combination
of tokens to make a payment. This is necessary so that the bank cannot trace the payer by
looking at the value of the purchase. However, maintaining payer anonymity is a double-
edged sword. While user anonymity prevents someone from compilinb- dossiers on the

35  spending patterns and whereabouts of individuals, criminals can also exploit it for, by way of
example, blackmailing or money laundering. It is this concern that has recently lead to the
study of anonymity revocation techniques.
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systens i Buth@&idh tokeAaRd the cheque to the payee. While this method works in preventing
overdrawing of payer's account, it may not be suitable for on-line transactions where the
amount of the payment may be negotiated in real time.
25
Peer-to-peer (P2P) systems are distributed systems where all nodes are peers in the sense
that they have equal roles and responsibilities. Peer-to-peer systems presently available are
mostly for free sharing of files and computation resources amongst a community of peers,
such as Napster, Gnutella and Freenet. Much research has been done on peer-to-peer
30  systems in recent years.

In a peer-to-peer commerce environment, every peer can be both a merchant — to sell
something - and a customer — to buy something. In a particular transaction, a peer who sells
something is called a merchant peer while the peer who buys something is called a customer

35 peer. An example of such a peer-to-peer commerce environment could be a community of
video enthusiasts, who shoot their own videos on various topics and trade the videos with
each other for entertainment. The attractive feature of peer-to-peer commerce is that a
person can make money provided the person has something other people want.
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present invention, conprom se of a nmerchant is tine-limted since digital
noney has expiry dates. If digital noney is stolen fromthe nmerchant, it

will Bé ndloesuen i allewsapeesciocbecom mMérchaptsywhilntat Slyes ta@me difnet dhateqting St
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st & Fehathe pesel
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manner angusltéd Nark iiflaiwagh *&e&gﬁ antjrrh'@srt ed i Rr?ﬁlécy whhedddi P&rnitnt Eﬂ{gpri ,SHO\Never
digital si rg&ecs Lil-[os}vgve?'r ee tpugtredn%art)y of the preléser% invention doesn’t know what the merchant
peer is selling and the merchant peer doesn’t require any sensitive personal information from
25  the customer. The trusted party is not the party that produces the digital money. Instead, the
money is generated by every merchant peer in a distributed manner and is validated by the
trusted party by adding a stamp. However, digital signatures are normally not used for
stamping the money to keep computational requirements as low as possible. Hence, public
. key cryptography operations are normally not used.
30
There are three main entities in this payment protocol. The broker is the most trusted entity.
A bank or a credit card authority may be the broker role. The peers involved are customer
peers and merchant peers, depending on their role during a transaction. As already
mentioned, these two roles are interchangeable. A customer peer can be a merchant peer
35 and vice versa.

A merchant peer generates digital notes in several fixed denomination values, which reflect
the prices of the goods/services it is selling. Each peer has only a finite set of fixed prices for
its goods. This is a reasonable assumption for a peer-to-peer commerce environment where
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A merchant peer can claim money from the broker by giving the broker stampé it received

'(from the }customer peer) to the broker. A customer peer is allowed to refund the notes and

the associated stamps from the broker if the customer has not spent the money. To prevent

the customer cheating by refunding spent notes, there may be specified time limits for both
25  merchant redemption and customer refund.

All the previous e-payment systems adopt at least one of the following three approaches,
public key cryptography, secret sharing between bank and merchant, or online checking with
a trusted bank to prevent double spending. The present invention does not use any of the
30  above three approaches. Public key cryptographic operations consume much computation,
while online checking always decreases efficiency and introduces operational delay. Sharing
of secrets between bank and merchant could lead to some advantages during the
verification of digital money, however it jeopardizes the security and reliability of the system.

35  Preferably the broker is always online. Merchant and customer peers are not necessarily
always online. Notes submission from merchant peer to broker can be done in batches.
Notes can be obtained from the broker at any time, either in batches or individually. The
merchant peer may redeem money from the broker at any time before the deadline for
redemption. The customer peer can only refund notes that have not been spent after the
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Figure 4 is a view similar to Figure 3 when a customer peer purchases from a merchant

20 peer;

Figure 5 is a view similar to Figure 4 when a merchant peer obtains a redemption from the
broker; and '

25  Figure 6 is a view similar to Figure 5 when a customer peer refunds un-spent money.

Description of the Preferred Embodiments

In this description the following apply:
30« X, Y means the concatenation of X with Y
» KeyedHashxa(X) means that X is hashed using a secret key K,. A Keyed-hashing
algorithm is also referred to as MAC (message authentication code) algorithm

» Hash(X) means that X is hashed with a one-way hash algorithm

35  In any peer-to-peer payment systems there are many variables. The present invention
includes the following variables:

1. KMerchantPeer is the secret key used by the merchant peer (and known only to the

merchant peer) to key hash the digital notes.
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digital not e enerat es Val ue
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10. T2 is the start tlme_for the customer peer to seek refund from the broker.

15 11. T3 is the expiry time for the digital note.
12. SVC is the stamp verification code explained in the next section.

The preparation of digital notes by a Merchant Peer is shown in Figure 1:

IDMaterial = IDMerchantPeer’ Value, SerNum, T0, T1, T2, T3

20  Digital Note = IDMaterial, KeyedHash merchantPeer (IDMaterial)

As shown in Figure 2, the Merchant Peer then transfers the created digital notes to a broker,
and the broker adds a broker stamp.

Broker Stamp = IDBroker, KeyedHashKproker{Digital Note, IDBroker)

25
Stamp verification code (“SVC”) = Hash (Broker Stamp)

Stamped digital note = {Digital Note, Broker Stamp, Stamp Verification Code}
30 The broker then transfer the SVC to the merchant peer and the stamped digital note is ready

for circulation. The stamped unspent digital note should be kept secret and protected by the
entity possessing it, either by the broker or customer



8. TOis the tine of issue of the digital note. 9. Tl is the expiry tine
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a cust@nmerappBang mg&t,grpﬂ@uﬁém%@eg%gg{{sserV| ces froma particul ar nmerchant
peer, the ﬂngroac henbroker obtain a required anount of digital cash
1

(i ssued by PR T'heer and stanped and stored by the broker) using
macr o pay fenthatibe Higitel sash haznstt beep spéntgeteahidt card paynent schenmes. Referring

now t o Fi gur fhesvcnfihed witE 878 Iprdied bméb,fapér%r%@pﬂ.&pﬁétecash fromthe
broker they can purchase goods/services fromthe nerchant peer. During a

transacti on process the custoner peer reveals the stanped digital note,
excl udisng Thaendrctakie peest therp .apPeliesr éhe ttdhsagipn candntenafets” ahes geddsearvicéshe

mer chant peeRased&fihe: cus"tomél;(l;b'&r Gy Flénﬁﬁ'tthet éu@ﬁgﬁr Eger tr%ﬂsfy%%e E})Jéﬁer%ltagrk fal cash

has not been spent %’_. prowpded by the
br oker fofWhos&Pashsp fdcqflea\’a'ﬁb‘f‘%s‘i@) The merchant peer then approves the
transaction and transfers the goods/services

To now refer to Figure 5, a merchant peer can redeem the value of digital cash before time
20  T1 associated with the digital cash. The merchant peer has to reveal the broker stamp to the
* broker, the broker stamp having been transferred to the merchant peer by customer peer
during the transaction. The broker checks for validity of the broker stamp, and if valid, credits

the merchant peer's account.

25  In Figure 6 there is shown the process by which a customer peer can seek refund of any
unused digital cash. After time T2 has elapsed and before time T3 (expiry time), a customer
peer can agpproéch the broker for a refund. A customer peer cannot seek refund of digital
cash already spent because the merchant peer would have. redeemed real money in lieu for
spent digital cash transferred to it by the customer. The broker checks for the validity of the

30  unspent digital cash (especially the broker stamp) and refunds the customer peer.

After time T3, the digital cash is considered invalid. The merchant peer should have
redeemed real money for any digital cash spent by a customer peer at its site by time T1.

35  As the clocks of the entities involved may not be synchronized, so a time delay may be
allowed. This is A, where A specifies the maximum tolerable difference in time between the
clock of the broker (assumed to have a reliable clock) and a peer. The creation of digital
cash and its purchase by customer peers remains the same.



purchased to the custonmer peer. In return the custoner peer transfers the
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also ensures that the merchant peer does not have to obtain sensitive customer information

20 to complete a transaction. As such, a compromise of a merchant peer is not severe, and

damage can be easily localized.

It is preferred for all the computer systems involved and to be secure, and all secrets to be
well protected. All network communications are preferably secured using mechanisms such

25 as HTTPS.

The system can prevent and deter wrongdoing on the part of any of the entities involved,
especially the peers, in a peer-to-peer environment. The digital notes generated by the
merchant peer are protected by the keyed hash of the merchant peer. So it is impossible for

30  any other party to create the digital notes. The digital notes are stamped (keyed hash of the
broker) by the broker and the SVC transferred to the merchant peer. The merchant peer
does not know the broker stamp at that time and cannot create broker stamps of its own.
Only the customer peer and the broker know the broker stamp as well as the SVC.

35 . When a customer peer uses digital cash, the merchant peer removes the particular digital
stamped note from its database. This prevents double spending. The customer peer cannot
spend the digital money at any other merchant peer. The customer peer cannot seek refund
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be a wal | mbneychh emilyebe Miisedvand spentsof tware is  preferably capabl e of
securely comuni cati ng with the broker as well as various nerchant peers.

It al so preferabl ¥ intain an audi.t | og of all traQ atctl ons ang manage
digital nbitegatively, the dlgltal money of the various cusStomer peers may be stored on a central

server, possibly by the broker.

25 A merchant peer is an entity that is interested in selling goods/services on-line. They may not
be a well-established e-merchant, and might not have the resources to be a full-time e-
merchant. it is possible that they can be students or amateurs. Hence, they may not be
meticulous in managing their on-line site. Moreover théy might not be on-line all the time.

30  The merchant peer may have a payment gateway and a “digital money creation” module.
Since the broker stamps the digital notes created by the merchant peer, even if an attacker
compromises the merchant peer server and steals digital notes (even with the SVCs), they
will not be able to be use because when a customer peer makes a purchase, the customer
peer has to reveal the broker stamp (whose hash is the original SVC). Only the broker and

35  the relevant customer peer know the broker stamp. So even if the merchant peer database is

stolen, it cannot be misused.

The broker is preferably the most trusted entity and may be operated by a bank or a credit
card institution, or a similar organization. Advantageously, the broker has secure facilities to
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peer. and other financial institutions to associate risk with a peer. Merchant peers as well as

customers peers, may be rated according to their credit history. A customer peer can
become a merchant peer and credit histories of one kind can be used to determining risk
category of another. For example, a new merchant peer might fall into a “very risky” category

25  while a long-standing merchant peer might fall into a “reliable” category. The evaluation of
“risk” should be done by the broker, and can be determined not only on the credit history of
the merchant peer but also based on factors such as reliability and load handling capabilities
of the merchant peer servers, merchant peer's management practices, whether the
merchant peer servers have been compromised earlier, and so forth.

30
Depending upon the risk category of the merchant peer, the broker may charge a transaction
fee on each digital note transacted. The broker may request for a deposit from the merchant
peer, especially for a new merchant peer. Risk categories can change with time. In this way,
the broker can not only protect its own interests but also the interests of other peers. Brokers

35  may reveal ratings of merchant peers to a requesting customer peer to enable the customer
peer to evaluate the risk involved in a transaction.

Customer peers may also be rated. A new customer peer may be considered unreliable with
regard to a longstanding customer. Customer peer rating can be used to determine the
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5 peer. The broker may be. a conmputer system of a financial or other

organi zati on, and both the nerchant and custoner peers may be conputers of
a mer chanwoana/@asBoner respectively. 10 The present i nPEMSIGAM2a0605 ext ends
to a conputer usable nedium conprising a conputer program code configured
to cause a processor to execute one d2 nore functions to perform the

nmet hods deggcedimed herein. Whil st there has been described in the foregoing
description preferred enbodi mrents of the 15 present invention, it will be
understood by those skilled in the technol ogy that nmany variations or

nmodi fi cat tons An pdettepées difanclab ansedion nngthee  imdke wrandueied deysar @i ng from
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one digital note tostampyesification ?ﬂdeqﬂaud.sa%ﬁ'wgdhe é‘ﬁ’(‘}pﬁ’gﬁiﬂPH@“%m "ien@Stbr oker
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peer, '10 c. a %econd peer one Ital’ note fromthe
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broker stanp to thesecsfiGead peer; e. the second peer providing to the first
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conduct ed overa

code; and
g. the second peer transfemng to the first peer the broker stamp.
20 2. A peerto-peer financial transaction method to be conducted over a

telecommunications network, the method including the steps of:

a. a first peer generating at least one digital note;
b. submitting the at least one digital note to a broker for verification,
c. receiving from the broker a stamp verification code for the at least one digital
25 note;
d. receiving from a second peer a request for goods/services in return for a
payment;
e. receiving the at least one digital note with the stamp verification code from

the second peer;
30 f. checking the at least one digital note and the stamp verification code; and
g. supplying the requested goods/services to the second peer and receiving
from the second peer a stamp of the broker.

3. A peer-to-peer financial transaction method to be conducted over a
35 telecommunications network, the method including the steps of:
a. receiving from a first peer at least one digital note for verification;
b generating a stamp for verifying the at least one digital note;
c. generating a stamp verification code for the stamp ;
d sending the stamp verification code to the first peer,
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generating a SA ag&;r\{(?ﬁé' GfHnLiAn tl%ﬁé%%tlcfnorméth@dsStt@”Qe : coruct&ENElendat he stanp
verification first peer; 04/ 049273 PCT/ S&G2002/ 000275 5 10
15 20 13 e. r'é'é@"W‘H‘@’aﬁ‘qnéﬂ?tW@é%’ﬁﬁ‘h?j’e'é?'“dé"grt%ﬂ%"?P ‘to purchase the at

| east one digid.al asHcend peadméakingsarguesgtotateolat tol pparbasect astioge dgitainot e; t he
stanp,, and the stara% verification code to the second peer as a result of
the purchase thereo eby t he second peer eer-to-peer financial
transaction met hodsm@"('f'gl?é’at'&?fﬂf%lhéét'B%P"Bad‘g"tabﬂ"g'éommni cations network, the
met hod i ncl udigig t hecenirgi®mahe broker the at least one digital note, a broker stamp, and a

stamp verification code;

d. making a request of a first peer to purchase goods/services using the at
15 least one digital note;
e. sending to the first peer the at least one digital note and the stamp

verification code in payment for the goods/services; and
f. sending the broker stamp with the at least one digital note to enable the first
peer to verify the at least one digital note.

20
5. A method as claimed in anyone of claims 1 to 4, wherein in step (f) the first peer also
checks the at least one digital note with a database of digital notes of the first peer.
6. A method as claimed in claim 5, wherein the database of digital notes includes a
25 field indicating those digital notes the first peer has submitted to the broker for
stamping.
7. A method as claimed in any one of claims 1 to 6, wherein there is included a final
step of the first peer forwarding the stamp to the broker to obtain a redemption.
30
8. A method as claimed in claim 7, wherein the first peer has a first predetermined time
from a time of issue of the at lest one digital note in which to forward the stamp to
the broker for the redemption.
35 9. A method as claimed in any one of claims 1 to 8, wherein the second peer can

present the at least one digital note and the stamp to the broker for a refund within
predetermined time but not thereafter.



2. a second peer neking a request to a broker to purchase at |east one
digital note; b. making a paynent for the at | east one digital note; C.
recei vi ngwofzoemd4bite broker the at | east one digital notecTacanmnkes27st anp,
and a stanp verification code; d. nmaking a request of a first peer to

pur chase goods/services using the at 14l east one digital note; e. sending to

the first ipeer Ath@ndt as L18ME inOH@MA @hérabpnéﬁaea {8 ruhirh [Be wher@iPthe Yetiiridf i cat i on
code in paynent for th t he broker stanp

ds/serV|c sen n
with the at | eRY°Y %88?%?‘%&8‘%‘% gﬁ‘sﬁésg?rgde[t%rmmlgl# " peer to verify the
at | east one di gltal note. 5. A nmethod as clainmed in anyone of clains 1 to

4, whereinin atehnddlab cramdf.d mtonegeaa.ﬁ\mo 1&%@#@% thd16echd .Le%aégnnane di gi tal
note with a database of digital note t hod as

Crat el il alth BS SRSt TGO A ACEoBE o G LS AT S P e o 25
field indicati pgdétatreddtingi t al notes the first peer has submtted to the
broker for stamping. 7. A nethod as claimed in any one of clains 1 to 6,
wherein there is included a final step of the first er forwarding the
stanp to fhe broRethodas Cl?lﬂ“’&l'mc'ﬁmﬂéd@??ﬁ"? teat 'sa#tsneqssw&%%rpé%s i med in
C| aim7, wherepm étle thildipsddeemaiednia®. a first predetermined time froma time
i ﬁge of the at lest one digital note in which to forward the stanp to
the broker for the redenption. 35 9. A nethod as clainmed in any one of
clains 1 1% 8, Awethodiapcleimed nslami greiaim ¢4 vheisindhatiird pradetermined i8¢ isone
digital note apdshhgasthanmst grédefehindytideer for a refund within predeterm ned
time but not thereafter. WO 2004/ 049273 PCT/ S&002/ 000275 14 10. A nethod
as clainmed in claim9 when appended to claim8, wherein the refund cannot
take pl aces.bef smesthddesslapradyn aify anieeof Flaimst 1 toriddwheseintheca laapiane digital A et hod

as clgined in ARY ifefi8esof plgﬂaﬁy Bﬁdléitat Rotdeof difeRine VdludshBach @F @ieChIRERY ofcannot 5
use the at |east the stanp for a purchase after expiry

nd
of athird pr glgla? gq%?ﬁq'ﬁglag ? P%ue sena‘? number.

15. A method as claimed in any one of claims 1 to 14, wherein there are a plurality of

first peers, each of the plurality of first peers being able to issue digital notes, the

20 digital notes of one first peer being able to be used by the second peer to effect a
transaction with the one first peer but no other of the plurality of first peers.

16. A method as claimed in any one of claims 1 to 15, wherein the first peer is a
merchant peer and the second peer is a customer peer.

25
17. . A method as claimed in any one of claims 1 to 16, including allowing a time delay
due to lack of clock synchronization.
18. A method as claimed in any one of claims 1 to 17, wherein the at least one digital
30 note is protected by a keyed hash of the first peer.
19. A method as claimed in any one of claims 1 to 18, wherein the broker stamp
includes a keyed hash.
35 20 A method as claimed in any one of claims 1 to 19, wherein the stamp verification

code is a cryptographic hash of the broker stamp.



12. A method as clained in claim1l1l, wherein the at | east one digital note
expires at the end of the third predetermned tine. 10 13. A nethod as

cl ai med iwoches/wazs or claim 12, wherein the third predecarsGoeidoz’se is
the sane as the first predetermned tine. 14. A nethod as clainmed in any
one of clainms 1 to 13, wherein the ati5| east one digital 15 note includes a

8' ur al : tyapf dﬁ%hﬁhteﬂ@ia@@ aédiuhh i:érﬁxrreung aveimpater paedin eddet dswgmlredr @l i td y of
igital notes having a unique seria med in any
one of claims P53 oceﬁfféq%eﬁecf"ﬁeorng oé%eg?eeq‘un E?Jb?'glto £y orjf;\ tq? WOdgaeser s, each
of the pl ural i ¢lgimed infany gre gfeleims 1ekhg able to i ssue digital notes, the 20
digital notes of one first peer being able to be used by the second peer to
effect a transaction with the one first peer but no other of the plurality
of first peers. 16. A nethod as clained in any one of clainms 1 to 15,
wherein the first peer is a nerchant peer and the second peer is a
custoner peer. 25 17. . A nethod as clainmed in any one of clains 1 to 16,
including allowing a tinme delay due to |ack of clock synchronization. 18.
A method as clainmed in any one of clains | to 17, wherein the at |east one
digital 30 note is protected by a keyed hash of the first peer. 19. A
nmethod as clainmed in any one of clains 1 to 18, wherein the broker stanp

i ncl udes a keyed hash. 35 20. A nethod as clainmed in any one of clains 1 to
19, wherein the stanmp verification code is a cryptographic hash of the

br oker stanp. WO 2004/ 049273 PCT/ SG2002/ 000275 15 21. A conputer usable
medi um conpri sing a conputer program code configured to cause a processor
to execute one or nore functions to performthe nethod as clained in any
one of clains 1 to 20.



