WO, 03/ 088547 Cctober 2006 MONI TORI NG A LOCAL AREA NETWORK CROSS REFERENCE
TO RELATED APPLI CATION [00011 This application clains the benefi t of an
-earlier fi] Erowsmnal application U. S. Provisional g‘ﬁp n Seri al
No. 60/ 371W§§%( titled MONI TORI NG A LOCAL AREA NET n April 8,
2002, the entire content of which is incorporated herein by ref erence.
BACKGROUND 1. Field of the Invention .,' [0002] The present invention
generally relates to wireless |local area networks. More particularly, the
present invention relates to nonitoring a wireless |ocal area network. 2.

Description of the Rel at 3 t itionally

communi cated with each &ﬁﬂ’ﬁﬁ#ﬂ@g@lﬁ% m&w&éﬁéﬂmrks (" LANs").
However, with the increased demand for nobile conputers such as |aptops,
personal digital assistants, and the like, wreless |ocal area networks

("W.ANs") have devel op€8Qss RERBRENGE TORIIAFED At}d’ldﬁmﬁm:ate with each
ot her through SSi a . w.rel ess nmediu sin i 0o signals,
infrared si gn(ﬂtogﬁiﬁ}d gcal%lto E‘lrﬁﬁ)%?fn?fﬁ Ograﬂé?‘ﬂpg}i 1) 1é1o|n eroperability
of WANs wi t haygafehioh U P%\qm&‘hélb\pp%itﬁﬁ ﬂeﬁ'ﬁﬁ%t&%ﬂ% %ﬁgtlédl standard was

devel oped as a international standard f . Génerally, the | EEE
802.11 standaMDNHEORiBﬂE@nb@CMABEASNEﬂ“W&KKsﬁMtohAmd & ane,ithe ertirace as an

| EEE 802 wired LAN, while all ow dat o.be transported over a wireless
medi um 10005&09%?Pté’é¥$¥@éﬁb‘@°wot%g‘th%rellnglé’é 69181 standard, a station is

authenticated and associated with g@cmg}@pl nt in the WLAN before
obtai ning service from the access point ring this authentication and
associ ati on ptoces¥ield bigthsimtenbon pr oceeds through 3 stages or states (i.e

Stgte 1, Stat d State on naut hent i cat ed
and-unassoci afoé)ﬁzl ﬁﬂe E’Eeé‘?né r?'ektl%gg‘t%ﬁyc?ﬁllateé t%ﬁ’t“i‘?i'?ﬁf H?élt @835 B%Jﬂvoﬂﬁassolci at ed.
In State 3, tRRrépatic@AL),IhePiecba invedtiSdredies to%&@o@iﬁé(%&%éll&s‘tocgﬁﬁger 2006

network.

2. Description of the Related Art
[0003] Computers have traditionally communicated with each other through
wired local area networks (“LANs”). However, with the increased demand for
mobile computers such as laptops, personal digital assistants, and the like,
wireless local area networks (“WLANs”) have developed as a way for computers -
to communicate with each other through transmissions over a wireless medium

) \ using radio signals, infrared signals, and the like.

C [0004] In order to promote interoperability of WLANs with each other and with
wired LANS, the IEEE 802.11 standard was developed as an mtemattonal
standard for WLANSs. Generally, the IEEE 802.11 standard was designed to
present users with the same interface as an IEEE 802 wired LAN, while allowing
data to be transported over a wireless medium.

{0005] In accordance with the IEEE 802.11 standard, a station is authenticated
and associated with an access point in the WLAN before obtaining service from
the access point. During this authentication and association process, the station
proceeds through 3 stages or states (i.e., State 1, State 2, and State 3). In State 1,
the station is unauthenticated and unassociated. In state 2, the station is

authenticated but unassociated. In State 3, the station is authenticated and
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associated. If a station has a connectivity problem..such as difficulty
obtaining service froman access point, diagnosing the cause of the
connect i W em can be difficult. SUMMARY [000 I npl ary
enbodi rren?{w)gm\gf\n&?,el ess local area network (W.AN) is %(Rlc?%l?ée}? fsf/@r ecei vi ng
transm ssi ons exchanged between one or nore stations and an access point
(AP) in the WLAN using a detector |located in the W.AN. A database is

conpi |l ed based on the received transnm ssions. The received transm ssions
are analyzed to determ ne the state of a station. The conpiled database and
t he det er m negsssdiated. ofa dtittonsHagtai connettieity prbldng, siclagndistodgrubediinyi t y

probl ens of the station. DESCR|I PTION OF THE DRAW NG FI GURES [ 0007] The
present i nven$Sryie 9 HragsessPoigdingioshie thecause af s cenpestivis Problambwi ng

det ai | ed descyjptl ken in conjunction with the acconpanyi ng draw ng
ke

figures, in e parts may be referred to by |ike nunerals: [0008]
Fig. I shows an exenplary Open Systens Interconnection (CSlI) seven |ayer
nodel ; [0009] Fig. 2 shows an exenplary extended service set in a wreless

| ocal area network ("WLAN'); Ca [00 PgRYB is an exenplary flow di agram

| Lustrating, Yioepiton BLADIRY SHALEAP o iAot LG o Fidin dpliovs an

exenpl ary enb an-actess poln ation exc

t ransm ssi onsmon6kd]byfreetivibg srhmbissbeexchangell batveex ofip bamyrakaitihase; [ 0013]
Fig. 6 shows anot her exerrplzg enbodi nent _of an access point _and a station

exchangi ng t r apka aaesipeintdAF) rothe AV LANusing & deforiosiopatpd nlbe NekANK éhpl ary

08/ ogbaay - a CRRRREICETyRRaaalth Be R BGHARRRE, T BT o8 o0 2 2O,
mor e t hor ough trafisheissibas e agalpieditb deeriine fifie state of a station. The compiled ( h

s

database and the determined state of the station are used to diagnose connectivity

problems of the station.

DESCRIPTION OF THE DRAWING FIGURES
[0007] The present invention can be best understood by reference to the following
detailed description taken in conjunction with the accompanying drawing figures,
in which like parts may be referred to by like numerals:
[0008] Fig. 1 shows an exemplary Open Systems Interconnection (OSI) seven
layer model,

‘ [0009] Fig. 2 shows an exemplary extended service set in a wireless local area

network (“WLAN"); - ()
) [0010] Fig. 3 is an exemplary flow diagram illustrating various states of stations

ina WLAN;

[0011] Fig. 4 shows an exemplary embodiment of an access point and a station

exchanging transmissions;

[0012] Fig. 5 shows elements of an exemplary database;

[0013] Fig. 6 shows another exemplary embodiment of an access point and a

station exchanging transmissions; and ‘

[0014] Fig. 7 shows still another exemplary embodiment of an access point and a

station exchanging transmissions.



invention, the follow ng description sets forth nunerous specific details,
such as specific configurations, paraneters, exanples, and the like. It

.shoul d be recognized, however, that such description i ded as a
i mtati onWsho3{U§8s47scope of the present invention, but:i ?%&%?Ft%@% to

provide a better description of the exenplary enbodi nents. [0016] Wth
reference to Fig. 1, an exenplary Open Systens Interconnection (COSlI) seven
| ayer nodel is shown, which represents an abstract nodel of a C networking
systemdivided into | ayers according to their respective functionalities. In
particular, the seven layers include a physical |layer corresponding to

|l ayer 1, a data link |ayer corr d¥pbALEIyDESORIVEION, a network | ayer

correspondin er, 3, a transport. |layer correspondj to layer 4, a
sessi oﬁ I ayegJ [@@ﬁ] 3%884‘?8 _}(haro_tv Bi%l e tg?mégjb?l‘é‘geéﬁf‘écﬁp%ﬂ%{%‘g%efse‘&to?/r espondi ng
to layer 6, Eiﬁ'\lﬁénﬁﬂn,etﬁ@fdlﬁﬁ&ihé’ﬂeécﬁiéﬁén Eéli’sf fc@ﬁxﬁ%@@rh&ﬂsl §p@ci|ﬁ@)défai1§ subiggh | ayer

inthe OSI nodel only interacts directly with the |ayer i nedi at el y above
or below it. [sperifi¢ coxdigieqsions qurametBisgexamples, frfiktherltkec drghotldits can

comruni cate directl ith each other only .at th hysi cal .| ayer.  However,
Gt Terent comptroaPbediowexer O puh Groeamnit aatbeaied fns Buitebdipimene: ng
common protoc %épe dT e px%&‘éﬁmwénti&ﬂ%ug ARih&Ed @%oﬁﬁmeﬁ&%ﬁcﬂﬁdtfbﬁ ognot her

conputer at the 'C application layer by propagating a franme fromthe
appl i cati on | dyeexeniplaygmbeodohenty.ayer below it until the frane reaches the

hysi [ | T f t b t bt to t hysi | | f
ot hor compatlayTel it FfEeRT e FiEnt da neBREE Obks Sy St JeBResigh: cal 1 ayer
until the frar(@sggraeaﬁﬁy&hﬁo@mé o, WhidheoéBres@fts o astrabQibUI 8Fa [ 0018] The

| EEE802. 11 standard fof wirel ess local area networks ("W.ANs") operates at
t he\dat a | i nk netwaskingwhistem dioided o fayerstagcordingrto 2haif resprsti®sl seven | ayer

nodel , as descsi bed ,above, Because, | EEE 802. 11 operates | ayer 2 of the
oSl seven Iafﬁré]?c WB@Z’EFC,S' ﬁ%?gﬁf%’ghﬁseé’% eEdHCIBE%PQ@%SI?f@i@FHi ng to the same
protocol s USQ@H’é&fﬁOﬂdihEE@lf?}@?l)’!dﬁQlihﬂ‘@er EdtidsPORdiRS & lal@YehtiefvorRd above
can be unaware of the network actually transporting data at |ayers 2 and

bel ow. 3 WO 032 @s8sasponding dhlayendaranspard layeheimespondjeg to 1dyarddaabove can

operate ident Isgs‘?}s%ollly la}IIer} ctopr%s;;olrzl %g%g %a}yénr r'5,e a(lj presentation layer corresponding to layer

6, and an application layer corresponding to layer 7. Each layer in the OSI model
only interacts directly with the layer immediately above or below it.
[0017] As depicted in Fig. 1, different computers can communicate directly with
each other only at the physical layer. However, different computers can
effectively communicate at the same layer using common protocols. For
‘ example, one computer can communicate with another computer at the

C' application layer by propagating a frame from the application layer through each
léyer below it until the frame reaches the physical layer. The frame can then be
transmitted to the physical layer of another computer and propagated through each
layer above the physical layer until the frame reaches the application layer of that
computer.
[0018] The IEEE 802.11 standard for wireless local area networks (“WLANSs")
operates at the data link layer, which corresponds to layer 2 of the OSI seven layer
model, as described above. Because IEEE 802.11 operates at layer 2 of the OSI
seven layer model, layers 3 and above can operate according to the same protocols
used with IEEE 802 wired LANs. Furthermore, layers 3 and above can be
unaware of the network actually transporting data at layers 2 and below.
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LAN and the | EEE 802.11 WLAN. Furthernore, users can be presented with the
sane interface, regardl ess of whether a wired LAN or WLAN i s used. [0019]

Wth refer‘g\ﬁl%g,\mgg&ﬁ g. 2, an exanple of an extended Isg&%fe)b{segéoﬂgm ch

formse a W according to the | EEE 802.11 standard, ving three
basi c service sets ("BSS"). Each BSS can include an access point ("AP') and
one or nore stations. A station is a conponent that can be used to connect
to the W.AN, which can be nobile, portable, stationary, and the |ike, and
can be referred to as the network adapter or network interface card. For

instance, a statj.o an be a.laptop co t.er ..a perso jgi.t.al, assi stant,
and the i ke. KR BPen s o bl Gn BaRubuitrPH BRI RERRBE "Sheh oo

aut henti cat i ODAN adle@ e IREE 86281 1 WLAW! FMAKmotE ibete e B F})I‘é@érﬁ’ed witeltehe | ke.
(00201 Each station can communicate directly with an AP through an air |ink,

such as by semngiengierfagenigardiessiohfvhatheria witngd A1AM or WHehNVE B#¢dt r ansitters and
receivers. E R n support._station services,. a escribed abpove, and can
dd t onai 1y OKSoy ERGRERREIA Fign Dl prEBls o ehteadeE ERhEr &, Wik

di sassoci at i ofgyms &L ANRIdEb g to ThEIFEH 862011 @ffliabd)$s Jidﬂf@tedﬂ@ﬁ%dﬂ_réw' y, an AP
can comunicate with one or nore stations within'its BSS, and wi th other
APs t hr ough abassdeuyage setsy(pBE&T). yEach BSSctan intiledeanmagcess pomy £t A anfiooe f or ms

t he backbone of the AN. . This.distributjon systemcan include both

Wi rel os and TieE SiaRuch en if bEmmong| R S B aE Rt nRig 1 Bs 0 g o
under the curwgmN, Wiikh 882bdhobligpenksle, staRaRryS hitd heMikelid &g baut hent i cat ed

to and associated with an AP in order to becone a part of a BSS and receive
servi ce from wiengspto agthemgtwigkrdapten or nefvedrl intarfacet aardsi kor igstarcesa at i on begi ns

in State 1, re the station is unauthentigcated .to_.an nassogci ated w th
i AP 5t atdie caing 3UANbR SRt S Ao A Rrsi e BB ERE R [ e ()
types, such agiditich'® sta¥iBf Sart fipfpoRdtatioh k&ickhsuchtaalidentictioacat e and
authenticate to an AP, and the'like. [0022] If a station successfully

aut hent i cat esdeagthgntigations prisacy rdeliyeryiof datacand thelikel evated to State 2, where
R s A
that can al | omichRebskeidiia t4diREeSDEhRHQighal Bet@Ber WL AN trahfiftitletskdd 4 WO
03/ 088547 1- Cctober 2006

receivers. Each AP can support station services, as described above, and can

additionally support distribution services, such as association, disassociation,

distribution, integration, and the like. Accordingly, an AP can communicate with

one or more stations within its BSS, and with other APs through a medium,

_ typically called a distribution system, which forms the backbone of the WLAN.

This distribution system can include both wireless and wired connections.

[0021] With reference to Figs. 2 and 3, under the current IEEE 802.11 standard, ( )

each station must be authenticated to and associated with an AP in order to

become a part of a BSS and receive service from an AP. Accordingly, with

reference to Fig. 3, a station begins in State 1, where the station is unauthenticated

to and unassociated with an AP. In State 1, the station can only use a limited

number of frame types, such as frame types that can allow the station to locate and

authenticate to an AP, and the like.

[0022] If a station successfully authenticates to an AP, then the station can be

elevated to State 2, where the station is authenticated to and uﬁassociated with the

AP. In State 2, the station can use a limited number of frame types, such as frame

types that can allow the station to associate with an AP, and the like.
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[0023] If a station then successfully associates or reassociates wth an AP,
then the station can be elevated to State 3, where the station is
authenticated to and associated with the AP. In State 3, the station can
"use any freoeosegg@s to conmunicate with the AP and otfh€lcteber 2006 in t he
WLAN. |If the station receives a disassociation notification, then the
station can be transitioned to State 2. Furthernore, if the station then
recei ves a deauthentication notification, then the station can be
transitioned to State 1. Under the | EEE 802. 11 standard, a station can be
authenticated to different APs sinmultaneously, but can only be associ ated
W th one AP a{0023y If & sRtion R 4licc¥shililly fbadiges 6r eaibeiated whthgin AP, théice a
-station is authenticated to and associated with an AP, the station can
conmuni cat e wiherstatinst grarbesleyeted io State Bavhepe g stationgaauthenticaied tqand ati on can

send a nessa ' u . ] | i dentification
addreas (- poartyp iyt BRAETTAACS e uich ¥ Bse bR BBkl ap, The AP
can then di st comuiveidabewitt dfolR ahdothBestaticsiin theSWERIN.I Hdhegatidnhecelesd i nati on
address in the nessage. Thiis destination address can specify a station in
the sane BSS, adisapsociation metifieation; thep thesstationican be grangionsd to Btaseidh t he

di stribution ] o j € rvice set
havi ng three E@é&m&{%’a?o Std\%rcﬁlc &%E%ﬁt%g Cfeﬁ{r}@gﬁtg‘%agl?ﬁgﬂgﬁéagiﬁg’:@?gﬁlged

servi ce set cafatibncinbetranyticnedoestaef 1. Bids thaMHRIMSCAN statdadd]e statjonnunber  of
stations. [0026] Wth reference to Fig. 4, a detector can be used to nonitor
a WLAN.  Mor e c@pbe pythentjcated te ﬁkffea@%té\:}?wmelme%ﬂb&w FLeTY be asspaiaiedy e
transm ssi ons e \ﬁ\éﬁ%'f en conpil e a database based on the received
trapsm ssi ons.vﬁﬁ?s&%‘?ll) e nd%%cri bed bel ow, the information conpiled in the
database can {[6024] ith seferehce againiotRig. 2, bacdM Abtidols auttenieged toande of various
events and/or to di agnose roblens. [0027] Wth reference to Fig. 5, in one
confi gur at i on2ssoRBiegaYith a2 8P thestatien cay commpnigatesritibangtihe staien uh&’ﬂe

el ements, sess I 3 : t.ELa. .5 1s
intended to d?%?%%\ﬁtlﬁ s%crﬁtljag{@u?%t?o %én ‘géﬁ{aég%gh%ﬁg%?%‘ﬁ%%d‘ﬁh%’adet ect or
in abstract abdsiasdrvicetsetnidemtificaticiepddressi(fBSSIEY Yand it degtination addretd) o fiat abase.

5 WD 03/ 088547 4 Cctober 2006 . i i
associated AP. The AP can then distribute the message to the station specified as

the destination address in the message. This destination address can specify a
station in the same BSS, or in another BSS that is linked to the AP through the
distribution system.
# [0025] Although Fig. 2 depicts an extended service set having three BSSs, each of
which include three stations, an extended service set can include any number of
BSSs, which can include any number of stations.
C, [0026] With reference to Fig. 4, a detector can be used to monitor a WLAN.
More specifically, the detector dan be configured to receive transmissions on the
WLAN, then compile a database based on the received transmissions. As will be
described below, the information compiled in the database can then be used to
monitor the WLAN for the occurrence of various events and/or to diagnose
problems.
[0027] With reference to Fig. 5, in one configuration, the database compiled by
the detector includes node elements, session elements, and channel elements.
Note that Fig. 5 is intended to depict the structure of the database compiled by the

detector in abstract and not intended to depict the actual structure of the database.



10028] A node elenment is associated with a node in the WLAN, such as an AP
or a station. In one configuration, node elenents are i ndexed by MAC
addresses, which can be obtained fromthe source and destinati on address
fields of WgeaRssyy Each node el enent in the database | ”@&ﬁﬁér% gset of
statistics that tracks the nunber of transm ssions into that no e and
anot her set of statistic that tracks the nunber of transm ssions out of
that node. The set of statistics categorizes transm ssions according to
frame types (beacon, probes, etc.), address type (unicast, multicast,
broadcast, etc.), receive radio attributes (signal strength, noise, CRC

error, trans r{D@Zﬂ]%n@@@&E’meﬁtls dsso&al wBCEnSleS T WE AN &R at AFABGR One or
more of the foll ow ng fields: -createtime (ti me when the node is di scover ed)

- MACaddr ess (dwtGionddn ess caifiguraionpni@le clerBadcanlimdexed by MAGadieswsn interval

i f the node n AP I of ESS/ 1,BSS red
;qui val ent plr“rs'WQE wtamg(fgl I % Sé%ﬁ%ﬂﬁg‘résﬂﬂqt1%a§ldreéﬁ gegopﬁﬁ‘PFFAlwgos ( Open
system or shatghkede a@ﬁﬁﬁﬂh'tﬁé‘@ldté’&)se idchideES M dYEf §tbln§tfc§ﬁ{apt HatiliRe NMode)

-HasPrivacy (WEP enabl ed) -Support ShortPreanbl e (Short preanbl e supported)
-1 SAP (this nuodder of tensaisionsgBoithigeode midsanadishr setsofatabisticlte) tracks the

Al dSsl AP, .did SI. D SSID (SSID of th
node (AP or  Shaglet s FoLsmiRgHe ot pE hatodes THR SHIL TS IRRIAEED AP name)
- DSPar anBet  ({£haan8lond 38do3MAE & fram§'f‘?é§’£9] ot i)?@oeﬁ Jetc ¥ 1ad§re§s type 11 mbps)

-1 PAddress (1P address of t hé node) ession e enment "I's associ at ed
wi th a sessi dunigsstapbltshsobroedoasts ptcdymeceivevadivatihutes(signalsstahgh, moist ation i s

B e oS i 20 et S A LSR8 g, 2008
tracks the  more of the following fields: ()
-createtime (time when the node is discovered)
-MACaddress (MAC address of the node)
-Beaconlnterval (the beacon interval if the node is an AP)
-Capability (bit map of ESS/IBSS, CF-poll, wired equivalent privacy
(WEP), preamble, channel agility, etc.)
-AuthAlgos (Oi)en system or share key authentication)
-IsInEssMODE (Infrastructure mode)
-HasPrivacy (WEP enabled)
-SupportShortPreamble (Short preamble supported)
-IsAP (this node is an AP) ; k/)
-IsBridge (this node is a bridge)
-ApAnnouncedSSID (If it is an AP, did it announce SSID)
-SSID (SSID of the node (AP or Station))
-APNAME (If node is an AP, its announced AP name)
-DSParamSet (Channel assignment)
-SupportedRates (1, 2, 5.5, or 11 mbps)
~-IPAddress (IP address of the node)

[0029] A session element is associated with a session established between any

two nodes, such as when a station is authenticated and associated with an AP.
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nunber of transm ssions in one direction between two nodes and anot her set
of statistics that tracks the nunber of transm ssions in another direction
between two nodes. For exanple, if the session is between a station and an
. AP, one set of statistics tracks the nunber of trans @§1the
station t QP88 P7and  another set of statistics tracks the nun%

transm ssions fromthe AP to the station. ' [0030] A channel elenent S
associated with a channel in the WLAN. In the current inplenentation of the
| EEE 802.11 standard, a total of 11 channels are wused in the US, 13
channel s are used in Europe, and 14 channels are used in Japan. Each
channel elenent in the database includes a set of statistics that tracks
the nunber of %qhaﬁﬁgﬁwrsglie@ﬁ@t infdhe ﬁ%{@baéﬁawmes opgs of stagistiGsdhat fagksdB cr i bed

Lhe, bast o Cong s kARl bHE 1 WASE PP ot Ut RSB e

foll owi ng descri the ransm Ssi ons

recei ved by tdetigiies €et aaclante hﬁlﬁb&r}ﬁi@ﬁnﬁﬁlssmﬁﬂhmﬁwﬁ dirbattondowden tabt ai ned
from the transm ssions: Types es of Transm ssions (btained |Infornmation
Beacon Frane BigsoRon eaamiaiif thespssiam is betwern ptasion apd an i), ene ss6pH,  Suppor t ed

Rt o5 Ol A P ORE RSSOl HE AR, fodearyaRor  od Fate

of SSI D Probe espons eacon rivacy eanbl e, SSI D,

Supported Rat ﬁmtherG&adﬂs&{usuéﬁrmaﬁw%mhﬁﬁbfﬁaimmﬁisammABmct theat i on
Al gorithm (Open . System or Shared Key), Authentication State Information
(Aut hent i catlﬁﬁﬁ%quence Nunber) DeAut hentication Frame Indication that the

Sessi on has bagdo) ASHIMALEMAR ROGALANRA A SHAIPLAN. GRRRDT 1Y

Support ed Rat
current implementation of the IEEE 802.11 standard, a total of 11 channels are

C | used in the US, 13 channels are used in Europe, and 14 channels are used in
Japan. Each channel element in the database includes a set of statistics that tracks
the number of transmissions in that channel.

[0031] Having thus described the basic configuration of the database compiled by
the detector, the following describes the different types of transmissions that can
be received by the detector and the types of information that can be obtained from

the transmissions:

= Types of Transmissions Obtained Information
Beacon Frame Beacon Interval, Capability, Privacy
Preamble, SSID, Supported Rates,
Channel, AP name

C Probe Request SSID of sender node, Supported Rate
of SSID
Probe Response Beacon Interval, Capability, Privacy

Preamble, SSID, Supported Rates,
Chamnel, AP name

Authentication Frame Authentication Algorithm (Open
System or Shared Key), Authentication
State Information (Authentication

Sequence Number)

DeAuthentication Frame | Indication that the Session has been
terminated

Association Request & | Sender’s Capability, Supported Rates,

ReAssociation SSID

Association Response Capability, Confirm that a Session has
been established

Data Frame IP address, Confirm that a Session has




Associ ati on Response Capability, Confirmthat a Session has been

establ i shed Data Frane |P address, Confirmthat a Session has

03/ 088547\ é 2006 been established, ldentity of ntity of
Desti nati on, J?)(aentlty of AP used Table 1 [0032] The ?568?‘%‘%'1‘ %hﬁlgbt ai ned
fromthe received transm ssions can then be wused to conpile and/or update

t he dat abase. For exanple, assune that the detector receives a beacon frane

froma node that has not been added to the database. As such, a new node
elenent is created in the database, assurre that thi s node is | abel ed Nodel .

As descri bed above—MWMAC—addresses——c¢ 98 be .1 nt1 uuéée@rg auw ce and
; S%Wia

destination address fields of frameq A rame is
transmitted by an{AP. As such, Nodel I@%{W% 161, ddentdy ghARp land by its
MAC address. Additionally, as descrilefl above, a beacon frane c n include
informati on such as Beacon Interval, Gakbility, Privacy Pr eanbl e, SSID,

Supported Rat , and AP n such, the a t flel ds of
Nodel is upda(&@jﬂ %ﬂeﬁn ﬁpgtl?rh?tﬁ?lﬁﬁfge 8. tﬁé&ﬁ??’t"i@@ﬁépﬁr?sg 8 ©statistics
to track 0“%9&’{6%0%&1&2%1%@?\1@@ fiRraaBee! Hot ek g@ge.gs g{e of statistics

for the appropriate ch ment 1's al so upda 033] Now assune t hat
a probe requetetectcs recepes adgadondnanze frode nodathdt Ass nattbebe eddedddted t o t he

dat abase. a, new, node el I S crea ed.in the database, . .assune
that this nodfét%%gsq AbeTIch %fd*é@ogeféemmtamrﬁﬁty ytt lﬁrda@ga%eeaﬁegl@ this
transmtted %délsfjlfaﬁélé&’ﬂod@ﬁ Ré‘&&cnﬁ@&%%v@%A@adcﬁé‘s@&d dangfd lj%%an:?edSt ation.

Addi tional ly, escrib above, a probe Tequest can include information
such as j SStdmdfe stolua:esaaddestmaﬂdma@drebstﬂehis&frfpmudsemdaai@aﬂj' :IBBaccsrender

d h h Nod d h t
o i o e AR by o Al Kb ety MRSk s SR B g ber )

transni ssi onqtsfmd\gﬁ?gss' 3RS ﬁpasggg %@5%0%%6%@@'3%&?%?%%%@ Obe -

request is sent to Nodel, WhIC can eterm ne pr obe
request, the 1nﬁ1rmaﬁon;sw:hlasBm@ﬁhtmaip@apahﬂm%mcﬁﬂm 888D f or

Supported Rates, Channel, and AP name. As such, the appropriate fields of

Nodel is updated with this information. Additionally, the set of statistics to track
outbound transmissions for Nodel is updated. The set of statistics for the
appropriate channel element is also updated.

{0033] Now assume that a probe request is received from a node that has not been
added to the database. As such, a new node element is created in the database,

_ assume that this node is labeled Node2. Additionally, a probe request is
transmitted by a station. As such, Node2 can be identified as a station.
Additionally, as described above, a probe request can include information such as &,
SSID of the sender node and the Supported Rate of the sender node. As such, the
appropriate fields of Node2 is updated with this information. Additionally, the set
of statistics to track outbound transmissions for Node2 is updated. Moreover,
assuming that the probe request is sent to Nodel, which can also be determined
from the probe request, the set of statistics to track inbound transmissions for
Nodel is updated. The statistics field for the appropn’ate channel element is also
updated.

[0034] The SSID of an AP can be suppressed in the beacon frame, meaning that
the SSID cannot be obtained from the beacon frame. In such an instance, the
SSID of the AP can be obtained from the probe request of a station that sends the

8



Nodel is updated. The statistics field for the appropriate channel el enent
is also updated. [0034] The SSID of an AP can be suppressed in the beacon

frame, nmeaning that the SSID cannot be obtained from

such an i NMBWB8S4he SSID of the AP can be obtai ned #r@ffei‘r‘?eojf})rdéroe request
of a station that sends the 8 WD 03/088547 Cctober 2006 probe request to
the AP and the AP sends a probe response to the station. The AP woul d not
have sent the probe response to the station had the probe request not

contai ned the proper SSID. Thus, in this manner, the SSID of an AP t hat

suppresses its SSIDin its beacon can be determ ned based on the probe
request sent mgb%;regtl@[t fothetAP andthapP qeo@%prqhowsagwrte thehstaticn. JEteaAR r ame is

received froma de t been ata ase.

new node el errevh?uq& l?avgtss%tat?‘ﬁ 8@3?%%% t%{?&h?gt ?rﬁq&e%ai is

| abel ed Node3.coftamedans f@efssmﬁlﬁhusnﬁxttﬁfs(iﬁmﬁ@ﬁfthéﬁ@ﬂﬂ@ﬁﬁ@ﬂﬁ@ﬁ i's being
sent from Node3 to Node The identity of Node3 and Nodel can be obtained

by exami ni ng tsupprgsses its S&HR'is ith beasen cimbeodetemiioed bagad ontireepropparetitestl ar |y t he
destination and urcte ad%&zﬁ; As such, even if the existence of Node |
had not been KWBUH 2§tHLoL ce can be discerned fromthe data frame. The

transm ssion qhosd)eNsRlassdmicMme: mattmem hodedvanHFohlofsddedht haSfbtafieh Shes

that the two nodes are operating on the sane channel and are using the same
aut hent i cat i oraddedtorthe ldatabadeus\s suble aayspr uplei caneerft issdrdated orthidateBasend Nodel

can be updated. Th t of, st o) ack out bound transm.ss ns f or
Nades.t oo 2 asne Bab fiafodess BeRh Noed A A P R dSs e S DG . and
the set of stagimsd is%%mgosfeni Remamica 6 Nakel . chiiashtitslog NRat3 hﬁ‘dﬁbé& ééBdat ed.

[0036] Additionally, Nodel and Node3 can be identified as stations or APs
baséd - on t he teedhtianedby expanidmgahd dataamitateagarinformhten, pnd awraAP i s

onti {160 2 e o oS o SRR AL b SRR AT, 12
speci fied a  difNdded Uhd 96t SecakaBvn! ibedkifaii8lcak 88 df2Berhde bl theatd Fragfe. AP and
Node3 can be identified as a station. However, if both the destination and
sour ce addr essBs transmgssianenf the dlatsﬁﬁmblbtetvmqatheéﬁnd Nodel aloolestatdistieNode3 are
both APs, and that the two nodes are operating on the same channel and are using the same
authentication algorithm. Thus, the appropriate fields for Node3 and Nodel can
be updated. The set of statistics to track outbound transmissions for Node3, the
set of statistics to track inbound transmissions for Nodel, and the set of statistics
of the appropriate channel element is also updated.
[0036] Additionally, Nodel and Node3 can be identified as stations or APs based
) " on the header of the data frame. More particularly, an AP is identified as a
C : . distribution system in the header of the data frame. As such, if only the
destination address of the data frame from Node3 to Nodel specified a
distribution system, then Nodel can be identified as an AP and Node3 can be
identified as a station. However, if both the destination and source addresses
specified a distribution system, then Nodel and Node3 are both APs, and more
particularly APs operating as a bridge. Thus, in this manner, nodes operating as
bridges in the WLAN can be identified based on a data frame received at the
detector.

[0037] The receipt of the data frame also confirms that a session has been

established between Node3 and Nodel. As such, a session element is created in



particularly APs operating as a bridge. Thus, in this manner, nodes
operating as bridges in the WLAN can be identified based on a data frane

recei ved -detector. [0037] The receipt of the ta fra o]
confirms t %w(gss‘%gssi on has been established bet men%@i’gﬁmel. As
such, a session elenent is created in 9 WD 03/088547 7- Cctober 2006 the
dat abase, assune that this session is | abel ed Sessionl. The set of

statistics to track transm ssions from Node3 to Nodel is then updated.
[0038] If the data frane is encrypted, then Nodel and Node3 can be

Identified as S| w red l,val ent pr.vac V\EP cryptd on...The
appropriate fthgﬁ%fgg?%ﬁ’ am%&%g ?ﬁ&§}8’é%&?‘é§?¥§§# B%Ja?[g&sgt[qﬁ%gfthsgot hi s
manner, the dadcRRASEMBkichS BFoROd6s3 16 JodePStheBpdfdrNNel s within the WAN
can be conpiled by the detector. Note, however, that the above exanples are

not nmeant to [9838loHthedatmBhme iversryntest, thenNedel tand Nodes easboideniefiedys i ng t he
dat abase. Rather, the above exanpl e nmeant be il l.ust i.ve of the
process. [00457°§ er"‘ﬁgqlﬂ}zag?gﬁpvgg%ﬁgﬁgi ?Pcéﬂ%’d’&'r #&ﬁ@pp@ﬁga@é{e%lgr conpi | es
the database NB¥el'R@NYdedUrd theRepdsd&d.ons over a period of tine. In one

configuration, the detector conpiles the database over a period of several
m nut es, such[0839)5in thi3 mamer, thy datahiaseioEthe niidese seshionsapd charinals witten per i od of

ti d ' th ' t . E | e, I i od
T R W e
assessment of et Wddnol A0 Lo RScHRRERIERE @RMfont BEMEBEREIr can T ecei ve

transm ssions over the W.AN by scanning the avail able cﬁannel s in the WLAN.
Al t er nat i vel ycomgpbng fheodatabhsen Retkercthn abevessiapl esdire mebws te banlhstrativisofal so
descri bed aboye, the nunber of available channels can vary dependi ng on the
country. For BX&NS®: in the US a total of 11 channels are used, in Eurépé
a total of 13j0pheynRahs F?Js&lt‘é‘i@ﬂ laAPenbstimdAR &t dtdcfir@bnipiled the @laBAR! S are
used. [0042] Although the detector scans the channels to receive

t ransm ssi onsbhy feceivpgstsingmisgions ovenageriot of timsen drione confsguratbmntheg t hat it

does not broadcast sighals o t he WLAN. . Al dvant age ,of SSiV
moni t ori ng thgectﬁmopgplﬁeﬁﬁle 256 QVEL R penocliﬁ' oP severa& rrgnutes, SB&]&SS, ‘ﬂ),yor

more minutes. Note, however, that the period of time can vary depending on the

circumstances. For example, a longer period of time, such as an hour or more,
can be used for a more comprehensive assessment of the WLAN.
[0041] As described above, the detector can receive transmissions over the
WLAN by scanning the available channels in the WLAN. Altematively, specific
channels can be selected to be scanned. As also described above, the number of

‘ available channels can vary depending on the country. For example, in the US a
total of 11 channels are used, in Europe a total of 13 channels are used, and in (J‘
Japan a total of 14 channels are used.
[0042] Although the detector scans the channels to receive transmissions, it
passively receives the transmissions, meaniI;:g that it does not broadcast signals on
the WLAN. An advantage of passively monitoring the WLAN is that additional
bandwidth on the WLAN is not consumed.
[0043] The detector can be a station in the wireless local area network.
Additionally, the detector can be mobile, portable, stationary, and the like. For
instance, the detector can be a laptop computer, a personal digital assistant, and
the like. In addition, the detector can be used by a user as a diagnostic tool, by an
administrator as an administrative tool, and the like,'to monitor the WLAN.

10



bandwi dth on the WLAN i s not consuned.
in the wireless | ocal

nobi | e,
be a | apt opV@

adm ni strat or

portable, stationary,
isiiae!

area network.

r, a personal

the detector can be used to nonitor

events. The foll ow
events that calf0Rdl

Security Eventg Eye
exam ne data franes

ng tables |ist

sa

and the |ike.
di gi tal

[ 0044] For exanpl e,

Addi tional ly,
For
assi st ant,

t e det ect or
I nst

by
to nonitor the
t he dat abase conpi

and the |iKke,

[ 0043] The detector can be a station
can be

theﬁg} ctor can
, aﬁ%cﬁfwg’qri .6e| n

addition, the detector can be used by a user as a diagnostic tool,
as an admnistrative tool,

10 WD 03/088547 } Cctober 2006

an
WL AN.
| ed by

the WLAN for the occurrence of various
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| f
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M ne

rAPmath WEBSID i s

atishbied hori zed AR

Exaieiha beicobFtahd erathimerdamefthndds t€0

determine if data frames are encrypted

npar e

C

Client with WEP Examine data frames to determine if data
disabled frames are encrypted

Flawed WEP Examine 3 sequential data frames to determine
encryption if the encryption fits a predictable pattern
Open System auth. Determine from authorization request and/or
used response

Device probing Examine probe request frame for SSID with
network length of zero and if probe request frame only

has SSID field. Determine if station fails to
proceed with authentication after receiving
probe response.

Auth. failures

Count number of authentication failures.

exceeded

AP unconfigured Examine SSID o1 AP and determine if SSID is
a default SSID

Unauthorized AP Compare to a list of known and authorized AP.

detected -

Unauthorized client
detected

| Compare to a list of known and authorized

clients

Spoofed MAC address

Examine sequence number of packages to
and/or from a node

[0046]

Table 2
II. Performance Events
Event Detection Method
AP with weak signal | Determine based on data received from WLAN
strength Card antenna. Signal can be considered weak if

below an established threshold, such as 20 % -
Relative Signal Strength Indicator (RSSI)

CRC error rate
exceeded

For each channel and node, compute rate from
transmitted frames. Error rate exceeded if
above an established threshold; such as 20 % -
CRC error frames to total frames ratio
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detected Unaut horized client Conpare to a list of knawn and authori zed .
detected clients Spoof ed MAC address Exami ne sequence nunber of packages to

and/or fr Table 2 [0046] 1I. Performance E ection
%?an & el ve@?‘nomﬁl

Met hod AP "W vveak signal Determ ne based on data re

strength Card antenna. Signal can be considered weak if below an

establ i shed threshold, such as 20 % - Relative Signal Strength |ndicator
(RSSI) CRC error rate For each channel and node, conpute rate from exceeded
transmtted franes. Error rate exceeded if above an establ i shed t hreshol d,
such as 20 % - CRC S 10 T 7 -
7Cct ober 2006 Frafre Ffa{ el rre{T'S’r%aE'Ee'e For %Ia%a ﬁ‘ﬁ}ﬁ% 51&1 %pn\‘ﬁdtyﬁ{té),e rate from
exceeded transnmtte 8"%‘3?% Retry Sn@ﬁ%(ggé% ;( Hé% ];9 i shed ‘
t hreshol d, such as|10 % - 802. 11 el PPVE AR SR eflél?rﬁf’ %G Low
speed tx rate For each channel and N8 Evianaes tg tetak WSI@QQeeded
transm tted franes| LRatspeedkixaatded i1Fabwahmmebmdamdlesmmthrmfmm, such
as 70 % - 11 nbps |drdeadéd anes to t ptrahsnd&edfibimasreRatatekoceABR Habovs at | On
Exam ne associ atioh response frane {1 estaslished thr&AORS bich afsabl%cqcﬂenﬁﬁ;
Fragnentation rate|For each channel aggﬁg{gg,mmfaeﬁglﬁépd%rom exceeded

t tted f d
e AL S R g TR e

Fragmentation rate For each channel and node, compute rate from
exceeded transmitted frames. Fragmentation rate
exceeded if above an established threshold,
such as 50 % fragmented frames to total frames (

e

ratio
Bandwidth usage For each channel and node, compute air time
exceeded from transmtted frames
Excessive missed AP | Count received beacon frames. M1ssed AP
beacons beacons excessive if over an established

threshold, such as 50 % missed beacons to
expected beacons ratio

AP not supporting Determine from beacon frames and probe

high speed response frames

Channel with Determine from number of nodes that are

overloaded APs - Access Points in the same channel

Missing performance | Determine from compatibility fields in beacon

options frames and probe response frames

Both PCF and DCF Determine from compatibility fields in beacon

active frames and probe response frames

APs with mutual Determine from number of nodes that are (,

interference Access Points in the same channel and signals g
(RF) from Access Points

Conflicting AP Determine from fields associated with nodes

configuration identified as Access Points. For example, if

multiple APs have same SSID
Channel with high Determine based on data received from WLAN

noise level Card antenna
Excessive For each channel and frame, determine number
multicast/Broadcast of multicast/broadcast frames from transmitted

frames. Number excessive if more than an
established threshold, such as 10 % of total
frames

Table 3




rati o Bandw dth usage For each channel and node, conpute air tinme exceeded
fromtransmtted franes Excessive m ssed AP Count received beacon franes.

‘M ssed AP beacons beacons excessive if over an establ%ﬁe@ tﬁ@?ﬁhm d, such
as 50 % m wae@/osgHtons to expected beacons ratio AP not € [5’55 g

Det erm ne from beacon franmes and probe high speed response frames Channel
with Determ ne fromnunber of nodes that are overloaded APs Access Points
in the sane channel M ssing performance Determine fromconpatibility fields
in beacon options franes and probe response franes Both PCF and DCF
Determ ne fromconpatibility fields in beacon active frames and probe
response franmgd804Rsnvinelcontiguratioettenmna ef the@wvents hikied abdveniodetsctedehe ar e

Poi nt s Conf |1 RSP A8 BECERHIFHE o DAY & AR JGR S0BVER D Motsbeverts ~ oo
have Same. SoEl ) CEnan e A A R o R BRI e ah Ul o O o v
noi se | evel Camser.antenna Excessive For each channel and frame, determ ne
AR R e SR G
%of total —fr c-gﬂkﬁle%iegirab]ré R %ﬁ%ﬁiﬁ%éé %(f}g)%@@ﬁf tgggf?lﬁon ([Tg?,?%]e I'n one

configuration, en one of the events ove Is detecte
experiencing in obtaining service. As described above, according to the current

IEEE 802.11 standard, a station is authenticated and associated with an AP to
become a part of a BSS and thus obtain service. As also described above, the
( steps in the authentication and association process is categorized into 3 states (i.e.,
State 1, State 2, and State 3).
[0049] For example, with reference to Fig. 6, assume that a station is having
difficulty in obtaining service from an AP. Determining if the station is able to
reach State 1, State 2, or State 3 can assist in trouble shooting the problem.
[0050] Thus, a detector can be located in the WL AN such that the detector can
receive transmissions sent from and received by the station. Note that the detector
need not necessarily be physically adjacent the station. Instead, the detector can
be sufficiently near the station such that the reception range of the detector covers
the station and the AP.
‘ [0051] By examining bthe transmissions sent from and received by the station, the
C detector can determine the state of the station. More particularly, different types
of transmissions can be identified as being indicative of different states. For

example, in the following table are different types of transmissions and the state

that they indicate:
Type of Transmission State
Probe Request Transmitted by Station 1
Probe Response Transmitted by AP 1
Authentication Request Transmitted by |1
Station
Authentication Response w/ Challenge | 1
Text Transmitted by AP
Authentication Challenge Response 1
Transmitted by Station '
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[0052] Thus, when a transmission sent to or from the station is received, the

detector examines the transmission to determine if the transmission is one of the

types of transmissions listed above. Ifit is, then the detector can determine the

state of the station that received or sent the transimission. Note that the detector

can also determine the state of the station based on the received transmissions for

the station in the compiled database.

[0053] For example, if the detector receives a probs request frame sent by the

station, then the detector can determine that the station is at State 1. If the

* detector receives a probe response frame sent by the AP to the station, then the

detector can determine that the station is at State 1. If the station receives a data

frame, which is a higher layer protocol data, sent by the station or received by the

station, then the detector can determine that the station is at State 3.

[0054) The detector can also be configured to display the types of transmissions

as a checklist. For example, the following checklist can be displayed:

Beacon received by Station

Probe request sent by Station

Probe response received by Station

Auth. request sent by Station

Auth. challenge received by Station

Auth. challenge response received by Station

Auth. final response received by Station

Assoc. request sent by Station

14



13 WO 03/088547 7- Cctober 2006 Authentication Final Response 1 - on
negative Transmtted by AP response 2 - on positive response

Deaut hentication Transmtted by AP 1 Disassociation TFransnmtted by AP 1
“Associ ation Request Transmitted by 2 Station Associ at:li mtBBEFQ@%

Transmi tt eYOPp/088547 on negative Station response 3 - '‘on posi
Data Transmtted 3 by Station or AP Table 4 [0052]
Thus, when a transm ssion sent to or fromthe station is received,

H gher Layer Protocol

t he

Ive response

detector examnes the transm ssion to determne if the transm ssion i s one
of transm ssions listed above. If it is, then the detector can
state of the station that received or sent the transn ssion.
detector cahAat®oredpimse neceivet bg Stdtaine of the station based on
the received transm ssions| Dafa sehi®y Sta@én On 1 n the conpilTed database.

of the types
determ ne the
Note that the

For exanple, i
station, then
the detector

f the detect Oh BBV, PSREGPE [ cquest Trame sent by the

t he det ector Tanmdeterm ng T1I§[ETIIB stattonts at State
receives a probe response ﬂ#%

[ 0053]
1. |f

sent by the AP to the station,

then the det q0085] WaBn 6g¢ 6f fhe M@néthiRtiohdh Bk disl RMeicbted! thoh Blaltybe off t he

station receives a_data franme, which is a hi gher | ayer protocol data,
by the stati oriransmisstasig arhrksd. thos example) iban at

that the stati

sent

emzation remtestcient bytha det er mi ne

.is at Stat ..[,0054]. Th tect.qr..can al so he. confi gured
o di spray  nettnas Mse e ArekPER R SIEL B8\ Ruut PuuBhBnt fof 8 D
fol  ow ng chedbbiet icals Mt Thé 836 OT thBRIRELHr V6K by B¢ adiMinfitAtdr @f the

WLAN or a trouble-shooter, can more easily determine the state of the station.
[0056] Additionally, as will be explained below, a station can use one or more
channels. As such, a separate checklist can be provided for each of the available
channels.

[0057] With reference to Fig. 7, as described above, before a statioﬁ can receive
service from an AP, the station must be authenticated. In order to increase
security, an authentication protocol can be imple_mented in a WLAN environment,
such as the extensible authentication protocol over LANs (EAPOL) protocol in
accordance with the IEEE 802.1x standard.

[0058] In accordance with the current EAPOL protocol, a station wanting to be

authenticated, which is referred to as a supplicant, is authenticated using an

authentication server, such as a remote authentication dial in user service

(RADIUS) server. As depicted in Fig. 7, the station communicates with the AP,
and the AP, which is referred to as the authenticator, communicates with the
authentication server to authenticate the station. ‘

[0059] During the authentication process, the station, AP, and authentication
server exchange a number of transmissions. More specifically, in one exemplary
mode of operation, the AP sends an “EAP-Request/Identity” transmission to the
station. The station then sends an “EAP-Response/Identity” transmission to the
AP. The AP then sends the received “EAP-Response/Identity” transmission to the
authentication server. In response, the authentication server sends a challenge to
the AP, such as with a token password system. The AP sends the challenge to the
station as a credential request. The station sends a response to the credential

request to the AP. The AP sends the response to the authentication server. If the
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Probe request sent by Station Probe response received by Station Auth. )
request sent by Station Auth. challenge received by Station Auth. chall enge

response i l.by Station Auth. final response recgj tion
Assoc. re%ﬁg@{o\é%gﬁt by Station 14 WO 03/088547 } Cct o%gp/cgghgyzﬁggoc.

response received by Station Data sent by Station Data received by Station
Tabl e 5 [ 0055] When one of the transm ssions on the list is detected, then
that type of transmission is nmarked. For exanple, if an authorization

request sent by the station is received, the detector can "check off" the

"Auth. request sent". lipe from. above, In.thj.s manner, the u of the

det ect or, sucﬁesg%nslgrfmé‘aﬁ\er#aélppést%er%rfthteﬁ@th. %QOBFEE’(CW‘?&EBP%?E%BMH, can
nore easily dgheki iAmkRRsRDhas ek P MBS ianidh Bt pakkd A6 Tle Adketnt itPnRl 1y, as

wi || be explained below, a station can use one or nmore channels. As such, a

separ at e checkdspartsedampyepesy e iauthdntication serhersendhan ‘GiAP{Fabliee” channel s.
[0057] Wth reference to,Fi . .as_descri bed aboye, before_a.station can
Fecel ve | servEEHTRR rnadY hichSEdy B CARSHsHes KR SPEFGHOU R Peor der o
i ncrease  secichhMredthaPitb RERLELAId (9PesRITHaRGRssieAdeRBah S0 REPGHe | 1 @ WLAN
envi ronment, such as the extensibl & authentication protocol over LANs

(EAPQL) pr ot ostation,rAP,z0d evnthanitation sérvertan VESE peadihg os tlenaaplemernftéds58] | n
accordance with th(g curtr.ent EAPCL protocol, a station wanting to be
aut hent i cat ed™ORfiPEAPT 8t erred to as a supplicant, is authenticated using

an aut hent i Capi(aR ASUeY&ibed IHGH, Ao IRy BMbBERIdnE Aldepitidlicah bk User
service (RADIUS) server. As depicted in"Fig. 7, the station conmunicates

with the AP, lcoattdtihéieAFLAMsush that thedateqtentangecsve tiansmissimstsent taom
communi cat es Ya\.llllé pecteﬁrgd b? 'tﬁehs%ﬂ}gn? %gia?rﬂ n%teerti{aGtrthé getgé{})p r?e%&iin%?ggcegsgglys lt)ea tion ( IIIII \)
physically adjacent the station. Instead, the detector can be sufficiently near the -
station such that the reception range of the detector covers the station.
[0061] By examining the transmissions sent from and received by the station, the
detector can determine the state of the station. More specifically, the detector can
receive the transmissions exchanged between the station and the AP during the
authentication process described above in accordance with the EAPOL protocol.
The detector can then determine the state of the station based on the received
transmissions. More particularly, because the EAPOL transactions occur in state
‘ 3 as 802.11 data, the station can be determined as being in state 3.
[0062] Additionally, the detector can also be configured to display the types of
transmissions as a checklist. For example, the following checklist can be ( /*

displayed:

802.1X initiated sent by Station
Identity request sent by Station
Identity response received by Station
Credential request sent by Station
Credential response received by Station
802.1X authentication OK by Station
802.1X authentication failed by Station
De-authentication sent by Station
Data sent by Station
Data received by Station

Table 6
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[ 0059] During the authentication process, the station, AP, and
authentication server exchange a nunber of transm ssions. Mre
specifically, in one exenplary node of operation, th

" EAP- Reque¥D/®M@8%7 t y* transmi ssion to the station. %ﬁgﬁgpgpggﬁﬁghen sends
an "BAP- Response/ldentity" transm ssion to the AP. The AP then sends the
recei ved "BAP- Response/ldentity" transm ssion to the authentication server.
In response, the authentication server sends a challenge to the AP, such as
with a token password system The AP sends the challenge to the station as

a credential request. The station sends a response to the credenti al
request to thé00B] When o efdheibansassiensparibe listgs detectadtthemthiat®Pe oh ser ver .

If the 15 WO 03/088547 .3 t gber 2006. r.ges romthe station is proper,
Lhe. aut hont | cJEPSRESap oP B fafor Al if 8 HRE R BRI EL okl Sl 2
whi ch sends t B¢ tiRAARAY LeckiFed iRe 8&t8EtbPEen Iched k6 the SRRAGS, fe§uésiB@PRie t he

aut hentication server sends an "EAP-Failure" transm ssion to the AP, which
sends the traffom given In s menssrathe yaer afithedriedter, pech asapagminisdiatoneft t he

nunber and types.Qfibr.ansm ssiens,_exchanged hetween. t st atd.on,. AP, and
Ut hent | cat | el o ARE R AReE (o e Frst SRRl pdls Vet
operati on. [O(P(ﬁﬂﬂia Al daesally DRV iRV plaliftdHREve eestat oAl din 8D 66k HEbre
detector can be [ocated in the WLAN such that the detector can receive
transm ssi ons cBamelst ohsughdr sepewafe/dugcklist ctrebespravidsd forgssh of thegwailablat t he
det ect or need 1got E:{éecessari ly be ( } physically adjacent the station.

| nstead, the § ctor can be sufficiently near the station such that the

reception rang@6sf Totieestely ek PansEA%RIS sbitdirdth ahd BReivi@ 86 He dticaxaid ni ng the
tragm ssions sent fromand received by the station, the detector can

det érmi ne t he dsfegiorobiainsiibe MA{ pddresaafrtbe sipiéen, which gap betqhiained Bemdhe can
i the t 1 | t - St I \J i
the® aut hont | EREDRTEY SRaGEARRAS iRl Bty RASAEL, 2GRS, Aldrgli

protocol . Theanlslkebt obtaited difeetly doiethektaton h_lteinati eclpfthé MeASaddessofbased on
the received transm ssions. Mre particul arl % because_ it he EAPOL

transactions SecHiRtiqnragibgistoredandregueved frogme kible ofMAGaddsess assigBRed®t er ni ned
bei C ) jti | b
b T Syt dBESRL A  B DrgSEsher can ol b

P ransmssions as a checklist. For
- exanpl e, the feldedwdddticlatigkifaphrtivair PP that the station is attempting to

communicate is known, the particular channel that the AP is operating on can then

beémonitored. If the station is attempting to communicate with multiple APs and
the identity of those APs are known, then the particular channels that those APs
are operating on can then be monitored.
[0067] Furthermore, the detector can scan the channels of the wireless local area
C, network to receive transmissions sent from and received by the station with
known or unknown APs. As described above, in the current implementation of
the IEEE 802.11 standard, a total of 11 channels are used in the US, 13 channels
are used in Europe, and 14 channels are used in Japan. For the sake of
convenience, the following description will assume that the detector and the
WLAN are located in the US. However, note that the detector can be configured
to operate with any number of channels and in various countries.
[0068] In one configuration, the detector is configured to begin scanning by
monitoring channel 1, then scan down each of the remaining 10 channels. Ifa
station is having difficulty obtaining service, it will typically switch channels and

repeat the association attempt therefore repeating the association failure scenario.
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di spl ayed: 802. 1X initiated sent by Station Identity request sent by )
Station ldentity response received by Station Credential request sent by
Station i@l response received by Station 802. h hegation OK
by Stati og&%@%&lﬁ( authentication failed by Station 6a‘ﬁph8ﬁ?lbp§t i on sent
by Station Data sent by Station Data received by Station Table 6 16 WO
03/ 088547 QOctober 2006 [0063] Wien one of the transm ssions on the list is
detected, then that type of transm ssion is nmarked. For exanple, if an
"BAP- Request/ Il dentity" package sent by the AP is received, the detector can
"check off' t " I Vi "ol fr I S nanner,

t he user of tﬁgtaéieog Z:c Szrn?hnrgggﬂ9§gd§ﬁﬂé ﬂrlll:élg arné)te%g}l gﬁgﬂﬁﬁé& &E‘kﬁf or a

t r oubl e- shoot efvice.ans suihe tivaiktdcyordet @ifigure tb ftonstoah paiculahehfhaltfopn. [ 0064]
Additionally, as will be explained below, a station can use one or_nore
channel s. As Sifpientanqph phtime sp &at fhestationcap eopplels erecrmegresxelps. dfort he
avail able ch i ' | . | SiS) rom and
recei ved by the _1%4%@89{{%]%&8(%% §g{ig\§r¥%g 1319%1%&[&%@ %?‘gfjfgfggé’“gf t he
station, whickceads.be obtained fromthe source and destination address
fields of the transmtted franes. The MAC address can al so be obtai ned
directly fronfQ088] Hnettrapsmisajons areadetersgdatter pranming allod teeschagnels.tthen heat i on

can be stored_ap ' d : 0 ress | nts, which
can be maintal né%%?ggdﬁ?%dgrﬁgn‘lﬁegﬁlgﬁ%aﬁ)%g %%%{Xa%ﬂﬁlggfgﬁé‘é‘?é‘i%ohal ly, if a
particul ar APrdpbadlyhiroalatHehamelSint Raakmpitol btaifi @&fviLRI FRIveeves aknown, t he

particul ar channel that the AP is operating on can then benopnitored. If the

station is at éialipn sampleabecamighredde enly atismptiong picts 2ud tastep afethiedesitity of
those APs ar ecmyhas tb@&?a&é?rﬁnt?&”%%ﬂ ltl?erstzftlbﬁqpﬁelbﬁo{eg?itt t}p?c%?l?/ b'g‘giﬁs ( j

- operating on channel 1. As such, by rebooting the station and monitoring on

: channel 1, a transmission sent to or received by the station can be detected.
However, a station can take some time to reboot, typically a few seconds. As
such, the detector is configured to monitor channel 1 for a longer duration than the
other channels. For example, in one configuration, the detector is configured to
monitor channel 1 for a period of 30 seconds.

[0070] As described above, the detector can scan the available channels in the
WLAN. Alternatively, specific channels can be selécted to be scanned. Although
the detector scans the channels, it passively receives the transmissions, meaning

‘ that it does not broadcast signals on the WLAN. This has the advantage that
additional bandwidth on the WLAN is not consumed. )
[0071] The detector can be a station in the wireless local area network.
Additionally, the detector can be mobile, portable, stationary, and the like. For
instance, the detector can be a laptop computer, a personal digital assistant, and
the like. In addition, the detector can be used by a user as a diagnostic tool, by an
administrator as an administrative tool, and the like.

[0072] Based on the compiled database and/or the determined state of the station,
the cause of the connectivity problem of the station can be determined. For
example, the following tables lists some possible problems and a method of

detecting the problem:
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are operating on can then be nonitored. [0067] Furthernore, the detector can
scan the channels of the wireless local area network to receive

transmi ssions sent fromand received by the station mhiq?cﬁﬂhé¥2 unknown
APs. As de¥0 dsdsEbove, in the current inplenmentation 802.11
standard, a total of 11 channels are used in the US, 13 channels are used
in Europe, and 14 channels are used in Japan. For the sake of conveni ence,
the follow ng description will assunme that the detector and the W.AN are

| ocated in the US. However, note that the detector can be configured to
operate with any nunber of channels and in various countries. [0068] In one
configuration, the|detect®oblemconfi gured to begiDet&EiaAM&HoLY nonNitor]i ng

channel 1, then scapidaWih&d f theTr tati on
is having difficully 1obt ai ni %%ms)er VI cq,}ggynﬁiﬁﬁlé c&ﬁn?ﬁ{k?igga i{éc r%}:ﬁlz_nnel S

and repeat the ass$ thetero associatiof
failure scenario. Lzﬂ 5 mgyg‘ﬁ% Oct (Mﬁ Cal ?%gwa ¥ i nuous| y
cycle through the ¢R3HAels in an effor Malé@ﬁl]\ylb@élprﬂ@e@dgﬂleretre
detector is configlred to nonitor a pardregwtiple SHRsABtha WLAN syufficient
anmount of tine so {Nismalchedchmniheln can Bphptlengtraifie sent byothe s@yioh aseackor,
exanpl e, the detector can be confi gur gdchanneipepérdthesstahng e @ offthe abqut 3
seconds. [0069] Ifi{no transn ssions ariezgetErbadisad b@alths satied meepl | of |t he
channel s, then the | station is reboot €dpnAfiflRSmyifaer@bove, a stationcan

be configured to ci Mlﬁma{cﬁé’ae@ Ty TRy By thatciing te ¢ idbi’m’g Oétrflbhté“orﬂ{épl 1o

3)‘—

obtain service. Ho\ ion_ca at t énpt

one cycle and to st 8? ?tonlé SsqT cﬂlgﬂﬁg?t asgaBg t he
statd-on i s reboot edP a{n Spically beg| %ﬁ‘o&?‘? ec"l‘?%‘?? Itheilkrﬂé"’ such,

by Rebooting the sta PEHH : ent

to or received by HAelt@QOttml fadlrlrebe deBsetraédng auibMXpetlpnmSmmtpmkdsan t ake
sone tine to reboof Astogtivalfhifire f ew siEgBpidskingdsssosittidn respense phcket or i S
configured to noni { gguphantslilude for a [RpEstc %ﬁ HhkRtstthARmitha at ol fRn

channel s. For . exanpl e, i n one configuriah} @fdioh he detector is configured to
nmoni tor channel” 1 305 1Y) rifed—above, the
det ector can scan 1?1%) a‘?/'gu ?’a e channeeﬁ}ycn E@gﬂgﬂgnﬁbstr%ﬁﬁﬂﬁlﬁfhe

complle atabase. The detector can be
placed adjacent to the station to obtain signal

strength
: Mismatched speed By matching station supported data rate
against those of the APs
Mismatched WEP key Association state reached and client station

has transmitted data packets. The associated
AP however sends no data packet back.

Higher layer protocol By detecting successful data exchange
] problem between station and the AP
C_, Table 7

[0073] Although the present invention has been described with respect to certain
embodiments, examples, and applications, it will be apparent to those skilled in
the art that various modifications and changes may be made without departing

from the invention.
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WLAN. Alternatively, specific channels can be selected to be scanned.

Al t hough the detector scans the channels, it passively receives the

transm ss ning that it does not broadcast si WLAN. Thi s
has t he aw {age?t hat additional bandw dth on the \/%;ﬁc?%ﬁ%o?ﬁ@gnsurred.
[00711 The detector can be a station in the wireless |ocal area network.
Additionally, the detector can be nobile, portable, stationary, and the

i ke. For instance, the detector can be a | aptop conputer, a personal
digital assistant, and the like. In addition, the detector can be used by a
user as a diagnostic tool, by an ‘adm i@é& tor as an admnistrative tool,
and the |like. [0072] Based on the corrﬂﬁ'r at abase and/or the determ ned
state of the station, the cause of the connectivity problemof the station
can be deter mgneghinfFor exanple, the following tables |ists sonme possible
probl ens and a nmethod of detecting the problem 18 WO 03/088547 Cctober
2006  Probl eml Det ebtmethod/ef movitdvingrawubless 188! Braynemsork(WigAN),itent st ati on
SSI D agai nst aI{ SSID.in the conpiled database Wldcard (nmatch all) By

mat chi ng cl i eI SPMBHSEE) D agai nst SSID NULL SSID. May only be a probl em
if there are thre'c&v@%sfnﬁbsfoﬁi@e%&éﬂb%’?@@éim S0 Slaribits &ﬁ%k' ng
traffic sent by the station in each channel, report the channel that AP of
the sane SS| Broessipstist (AR) mtleVs’LAtN lmmlgmdercctoﬂoaﬂsdrmiﬂlem packet s

M smat ched speed, B t chi n attribute of the privacy,
network type, or c?‘y mgtaéilta gij‘é‘? tIhS VG GARSMREIORS; | £ preanbl e
station ignores t h&ﬂyﬁgg%e&eﬁﬁeﬁ tran SRR ddnindndensdofa émio%h stat
Aut hentication failure By tracki ng aut hentication response packet$.

Assocj ati on fand ure By tracki ng associ ati on response packet Equi pnent

failure By notici ng gno r?é: é(o%tngct}vrlt%/q)srg%ltertnggf telll s%tlon usmg the compiled

()

database and the determined state of the station.

2. The method of claim 1, wherein receiving comprises:
obtaining a medium access control (MAC) address of the station;
receiving a fransmission using the detector, wherein the transmission
includes a source address and a destination address; and
determining if the source address or the destination address of the

transmission is the MAC address of the station.

3. The method of claim 1, wherein receiving comprising:
scanning a plurality of chanmels used in the wireless local areanetwork
using the detector; and
rebooting the station if no transmissions are received during a scan of the

plurality of channels.
4, The method of claim 3, wherein the station operates on a first channel after

being rebooted, wherein the first channel is one of the plurality of channels used

in the wireless local area network, and further comprising:
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the station AP signal to weak By checking AP signal strength in the
conpi | ed dat abase. The detector can be placed adjacent to the station to

obtain signal strength M smat ched speed By matching st ati rted data
rate agaiwoto3fpgsde of the APs M smat ched WEP key Ass%c?%‘l[tlgﬁﬁ??tﬁgge reached

and client station has transmtted data packets. The associated AP however
sends no data packet back. Hi gher |ayer protocol By detecting successful
dat a exchange probl em between station and the AP Table 7 [0073] Although
the present invention has been described with respect to certain

enbodi nents, exanples, and applications, it will be apparent to those
skilled in the artschinabg vathedfirst chadndlivsapithandetactor fohangesr payode timele

wi t hout departjn frgmthe invention. 19 WO 03/ 088547 (Oct ober 2006 CLAI M5
Ve claim 1. A{hﬁg%’%{j&lﬁmaﬁﬁ% ﬁmlwahfé( %Cﬁ%m@&susr: Enihe FriEsess decabiTea (WL AN)
the nethod cqoppgégi ng: receiving transm ssions exchanged between one or
nore stations and an access point (AP) in the WLAN using a detector |ocated
in the WLAN, conpiling a database based on the received transm ssions;

anal yzing the receiyved transm ssions to deterjrine the state of a station;
and di agnosi ngs-connglﬁm?/tihf’érog?]%llén’é’h‘ETFmt‘W@lI%lcn&% FURPERSEPNg t he conpil ed

dat abase and the debefiplpde Slcileth thd skl blld of tueigeUgd hod of claim 1,

wherein receiving conpri'ses: obtalning a nmedi umaccess control (MAC) address
of the stati onransmissions, wherein a node element is associate with a station or an AP in the

WLAN;
creating session elements in the database based on the received
C transmissions, wherein a session element is associated with a session established
between two node elements; and
creating channel elements in the database based on the received
transmissions, wherein a channel element is associated with a channel in the
WLAN.

6. The method of claim 5,
wherein a node element includes a first set of statistics that tracks the

number of transmissions into the node element and a second set of statistics that
tracks the number of transmissions out of the node element;

wherein a session element includes a first set of statistics that tracks the

C number of transmissions in a first direction between two node elements and a

second set of statistics that tracks the number of transmissions in a second
direction between two node elements; and

wherein a channel element includes a set of statistics that tracks the

number of transmission in the channel.

7. The method of claim 6, wherein creating node elements comprises:
receiving a beacon frame from a node in the WLAN;
determining a MAC address of the node from a source and destination
field of the beacon frame;

identifying the node as an AP in the database;
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receiving a transm ssion using the detector, wherein the transm ssion .
i ncl udes a source address and a destination address; and determning if the

source addre r.the destination address of the traRSAl$SLON~hs.the MAC
address o Ot(ﬁgmés%t*éti on. 3. The nethod of claim1, V\hg‘?'eﬁ‘f%%%'[e?(ﬁ%g
conprising: scanning a plurality of channels used in the wreless |ocal area
network using the detector; and rebooting the station if no transm ssions

are received during a scan of the plurality of channels. 4. The nethod of
claim 3, wherein the station operates on a first channel after being

reboot ed, wherein the f.irst.chapnel is one .of. t lurality of annel s used
inthe wirel ess | o‘i'g?mﬁwélﬁ lﬁ%PQ%rQi?mﬁrﬁc?k*Sgsr]Pﬁ}éer&g%}%ﬁ? f}?f ?@%eSpWCSSQ)I / 088547
Cct ober 2006 p&geanni ng on the first channel using the detector for a | onger

period of tine tha.n other channels of the plurality of channels used in the
wirel ess | ocal ared themidesidment doddmot erish @addinf aclewinodt elentert ei n conpi | i ng
conprises: creating,.node el epents i.n the datapase based on the received
transmi ssi ons‘f"%&ﬁ%‘?‘&?ﬁ%‘?%&ﬂ% @Péﬁ%ﬂ?tal?aée &%@B‘E‘fagpg the sefo %efa{]?tﬁtﬁtlﬁ? an AP
in the WAN  £heabiddesesshe €l ements in the database based on the
received C transm ssi ons, wherein a session elenent is associated with a
sessi on est abl i shetf thémedesdeménndoenciastchpiating the sacahdsetaf statiptichefithe
elenents in thedd t abase based on the received transm ssions, wherein a
channel el emefQd8emeUnciated with a channel in the WAN. 6. The nethod of
claim5b5, wherein a node elenent includes a first set of statistics that

tracks the nunber of transm ssions into the node el enent and a second set
of statistics8that The meticd aflcbaiminfoetherndomprsirgri ssi ons out of the node

SR S ME TN E - A G
el ements and a determining if a channel element exists in the data that corresponds to the
channel;
1f the channel element does not exist, adding a new channel element
corresponding to the channel in the database and updating the set of statistics of
the new channel element; and
if the channel element does exist, updating the set of statistics of the

channel element.

. 9. The method of claim 6, wherein creating node elements comprises:

receiving a probe request from a node in the WLAN;

determining a service set identification address (SSID) of the node from ( )
the received probe request;

identifying the node as a station;

determining if a node element exists in the database that corresponds to the
node;

if the node element does not exist, adding a new node element
corresponding to the node in the database and updating the second set of statistics
of the node element; and

if the node element does exist, updating the second set of statistics of the

node element.
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second set of statistics that tracks the nunber of transnissions in a second
di recti on between two node el enents; and wherein a channel el enent includes

~a set of statistics that tracks the nunber of transn?%&g iepltdﬁ? channel .
7. The net MI0388%47ai m 6, wherein creating node el enents € #?p ises:

receiving a beacon frame froma node in the WLAN, determ ning a MAC address
of the node froma source and destination field of the beacon frane;
identifying the node as an AP in the database; 21 WD 03/088547 - Cctober
2006 determning if a node element exists in the database that corresponds
to the node; if the node el enent does not exist, adding a new node el enent

correspondi ng t@ thEhamdthodfchémdafuahasengiiingpdat i ng the second set of
statistics of the node elenent; and . if the node el enent does exist,
updating the seconddg@mipmgdiar thareeeved prohereqreta destuptian noge; The met hod of

claim7 further co LSi-ng: 1.0l -gﬂpﬂﬁl n | acon frane
was received; () n@%{e@lﬁ’l& iaﬁﬁﬂéﬂéﬁ%ﬁlﬁgﬁ? e em%%%é}}g}seggv%cﬂ&to Eg dat a t hat
corresponds toreghetchannel ; if the channel el enent does not exist, adding a
new channel elenent. corresponding to the channel in the database and

updating the set ofdsnifying the degmatiompodeeas afinel el ement; and if the
h | el t d I . i sef . t 1 St f th h |
lomont. 9. The et ttephiing bR AR O8N R indhs Hif5ast ief Eodiomhi T <es.

recei ving a pr@henstauese; froma node in the WLAN, determ ning a service set
identification address (SSID) of the node from( 1 the received probe
request; identifyi nd throdgsdrmens daesnaftexish;adding a new node element

corresponding to the destination node in the database and updating the first set of
C statistics of the node element; and
if the node element does exist, updating the first set of statistics of the

node element.

11.  The method of claim 6, wherein creating node elements comprises:
receiving a data frame from a node in the WLAN;
identifying the node from a header in the data frame;
determining if a node element exists in the database that corresponds to the
node; and )
if the node element does not exist, adding a new node element
corresponding to the node in the database and updating the second set of statistics
( of the node element; and

if the node element does exist, updating the second set of statistics of the

node element.

12.  The method of claim 11, wherein identifying the node comprises:

if the node is indicated as a distribution system in the header, identifying
the node as an AP; and

if the node is not indicated as a distribution system in the header,

identifying the node as a station.

13.  The method of claim 11 further comprising:
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determning if a node el enent exists in the dat abase that corresponds to the
node; if the node el enent does not exist, adding a neéw node el enent
corresponding to the node in the dat abase and updat i t he second set of
statisti cNOBHO8HE node el enent; and if the node el errghgc(!l@b%re Qe
updating the second set of statistics of the node elenent. 22 WO 03/088547
~- COctober 2006 10. The nmethod of claim9 further conprising: determning
fromthe received probe request a destination node; determning a SSID of

t he destination node fromthe received probe request; identifying the
destination node as an AP; determining if a node elenent exists in the

dat abase t hat corré@pmﬁdhlgtﬁpmﬂmredﬁmddmframeadds;inatibnnbdae node el ement does
not exist, addi ng e el enent res ondl ng to the destination node
in the database an Si‘@dFﬂE‘atl?I?E? eheade} 4t i stics of the node
elenment; and if th

stati stl cs of the S%tgglgﬁlr%leﬁegﬁ?ae Q%ﬂér_xltﬁegisﬁsgn tH@@ﬁ%Ba@?%%aEq@o&é tfl)\/istlgadrSZ?rrtth creating
node el enent sdestmpiorsesie; receiving a data frame froma node in the W.AN;

identifying the no r header in the ta frame;, determning if a node
el errentyexigsts in ?fﬁg H%‘{nea"gea’g%mdq‘?ﬁin??&?“r%§g g3 ey 1998 elemst ang if the
node el ement 9&%§g&%ln@§5 ggfcﬂﬁhaﬂ @détﬁ\eﬁertg%asé danﬁ9t1{eq§r99gagb{tg to the

node in the database an I ng t e second set o tatisStics he node
el ement; and istfatitsttveorﬂdntmodbelmrdntdmés exi st, updatl ng the second set of

statistics of the .npde el rrent 12. .The pet haqd claim ein
i den!ti f;/i ng the no%f(r-}'g‘éﬁ gtggnt ‘does exist, upﬁngﬁl t?rst set o%stat%s:tl‘lcs X\Pﬂge !

node element.

- ®

14.  The method of claim 13, wherein identifying the destination node
comprises:

if the destination node is indicated as a distribution system in the header,
identifying the destination node as an AP; and

if the destination node is not indicated as a distribution system in the
header, identifying the destination node as a station.
15.  The method of claim 13, wherein creating session elements comprises:

identifying a session between the node and the destination node;

determining if a session element exists in the database that corresponds to
the identified session; ()

if the session element does not exist, adding a new session element
corresponding to the identified session in the database and updating the
first/second set of statistics of the new session element; and

if the session element does exist, updating the first/second set of statistics

of the session element.

16. The method of claim 1, wherein transmissions are received and the
database 1s eompiled during a period of time.

~

17.  The method of claim 1, wherein analyzing comprises:
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if the node is indicated as a distribution systemin the header, identifying
the node as an AP; and if the node is not indicated as a distribution system
in the header, identifying the node as a station. 13. The nmethod of claim
11 further conprising: 23 WO 03/088547 + Cctober 20. 66, t erydfidy ng from
the recei v®9 B48%4Tranme a destination node; identi fy?’rgé)?ﬂ@eggsﬂtqgnati on
node fromthe header; determning if a node el enent exists in the database
that corresponds to the destination node; if the node el enent does not

exi st, adding a new node el enment corresponding to the destination node in

t he database and updating the first set of statistics of the node el enent;
and if the node el enent does exist, updating the first set of statistics of
the node el ement. axgmimng areeenesd transmissiom 481 wherein identifying the

destinati on node <c ri.ses: i.f..the destination node is.indicated.as a
di stribution syst e#ﬁ%{lﬂ@g@é%?a?lveisﬁgh?ﬁﬁ?Ftﬁﬁoq f’ﬁ?o‘c‘fééefji gl'lf‘)ﬁecﬁbv as an
AP; and if thergdgsidsiati on node is not indicated as a distribution systemin

the header, identifying the destination node as a station. 15. The net hod
of claim 13, wherein creating session elenments conprises: identifying a

sessi on between, t he.node_ and .t he stination nqde; ..determ.ning . f .a session
el ement exists I'n ?”ée ‘&8&"8@%&&%3_%@??@ : ﬁdgathS’fﬂfarFia%}Oa‘éﬁ??sg?lé‘{fdsessi on;

i f the sessi onyRh &Rt seOBPandissNb, Shd v deRrtRh S&DHIrRes €l ement
corresponding to the identified session in the database and updating the
first/second set ofdaeeratngiitheofceivied trapsmissios isoonesdfahefitst seiof i f t he

session el ement does. exist, updating the first/second set of statistics of
the session el EIRSHISSIOPS: afhe ot hod of claim 1, wherein transnissions are

r eceikved and the  jdentifying the state of the station as being the first state when the received

( transmission is determined to be one of the first set of transmissions.

19. The method of claim 18, wherein a second state of the station is associated
with a second set of transmissions, and wherein determining comprises:
determining if the received transmission is one of the second set of
transmissions; and
identifying the state of the station as being the second state when the

received transmission is determined to be one of the second set of transmissions.

‘ 20.  The method of claim 19, wherein a third state of the station is associated
with a third set of transmissions, and wherein determining comprises:
(» determining if the received transmission is one of the third set of
transmissions; and
identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.

21. The method of claim 20, wherein the first state indicates the station has not
been authenticated or associated with the access point, the second state indicates
that the station has authenticated but not associated with the access point, and the
third state indicates that the station has authenticated and associated with the

access point.
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dat abase is conpiled during a period of time. 17. Th _nethod of claim1,
wherei n anal yzi ng conpn The conprises: 24 WO 03/088547 } COctober 2006
exani nin I ived transm ssion; and determ ni ng amng icagck i tate of
t he stat ?%’g’oé@gsg’é?lat ed with the received transnm ssio dngﬁs:r%\émréset hod of
claim17, wherein a first state of the station is associated wth a first
set of transm ssions, and wherein determ ning conprises: determning if the
received transmssion is one of the first set of transm ssions; and
identifying the state of the station as being the first state when the
received trapsmssjon i|.s . determ.ned to be one of. the first, set of

Lransm ssi ong?2 10, TR BeOARI ST e PrTsES EHIPEFeIS Schaustd BETER Y ¢ ne
station is asgaGPdRlhe Wedebs foitiily th aBfextdndibidhiRd@idstorfietosbler ei n
determ ning conprises: determning 1f the received transm ssion is one of
t he second setvarflocal agasniveskosPRndroweol i fyi ng the state of the station
as being the second state when the received transmssion is determned to
be one of the second set of transm ssions. 20. The nmethod of claim 19,
wherein a thipgl st @henRihddT cBlidtl, GReleth ARPRGASEGHpridtsi h a third set of
transm ssions, and wherein determ ning conprises: determining if the

recei ved transm ssiisplaymganlet of transmissionsdngdbe detectot, mvéresam s lsh icluaies!

identifying t state of .the station, as. being the, third state when.the
ecei ved 7 andiiet bR of bEtemons oo TalY GHaabesd e Po St gid e
transm ssi ons geds pol€ afi@t hod of claim 20, wherein the first state indicates

the station has not Dbeen authenticated or associated with the access point,
the second state i hdieatresivedhmgssagesonrspondnttens cltthtitypes ehirandminsionsot

iated with.t .poi nt., .and the. thj tate. indicates that the-
CTation has ath e SareyiRaRdaiRinad e 1 et bl el Arlibeg™ 110

transmission corresponding to the received message was received.

24.  The method of claim 23, wherein the types of transmissions include
transmissions exchanged between the station and the access point during an
authentication process in accordance with an extensible authentication protocol
over local area networks (EAPOL) protocol.
25.  The method of claim 1, wherein diagnosing: comprises:
| detecting a mismatched SSID problem by matching a client station SSID

against SSIDs in the compiled database;

detecting a wildcard SSID problem by matching a client station SSID K’
against NULL SSID;:

detecting a mismatched channel problem by tracking traffic sent by a
station in each channel;

detecting a mismatched speed, privacy, network type, or preamble
problem by matching a capability attribute of a station against that of the AP;

detecting an authentication failure problem by tracking authentication
response packets;

detecting an association failure problem by tracking association response

packets;
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WO 03/088-,47 October 2006 22. The method of claim1, wherein the
transm ssi ons exchanged between the station and the access point conply

wi th an extensible authentication protocol over |oc r ng% ks ( EAPQL)
protocol . 23. The nethod of claim 1, wherein analyzi%%‘?ﬁﬁﬁ%?' qyg}ﬂ spl ayi ng
a list of transm ssions on the detector, wherein the |ist includes

different types of transm ssions potentially exchanged between the station
and the access point; and when a received nessage corresponds to one of the
types of transmssions in the list of transm ssions, indicating on the |ist
of transm ssi ofgeqtingen saPmeldalugs preblgm whengegiaeksts jasrirapomiredsiromalstatipnt o t he
recei ved nessage was received. 24. The nethod of claim 23, wherein the types

of transm ssi ongedAgh WIS ab GERPILRSH 8D e BANRPYEH RELMEENN Dabat 1 On and

the access point during an enti1cation Pproc e wth an
ext ensi bl gagepstient i cati on protocol over |ocal area networks (EAPQL)
protocol. 25. The nmethod of claim 1, wherein diagnosing conprises: detecting

a msmatched S | | |at.chi. oAl L at | | [ Sl Ds
't he. compi | oiF ek BBy TR e lsb AP B leihed p B PRl !
client st ahpoerid®Sh Bate anrhlian sansiittetl d@spaoketelestt ecassavipted AR donmnat bend padisets bask
problen1b§0&5§& ong traffic sent by a station in each channel; detecting a
m smat ched speed, privacy, network type, or preanble problemby matching a
capability attribute of a station against that of the AP; detecting an

aut hent i cat i onahahérdayer pototd] eroblemn Hyrdetedtinp guceastfhisdata egeltangen betwespohsien pelcket s;
detectingfgggassociation failure problem by tracking association response
packet s; "Cctober 2006 detecting an equi pnent failure probl em when no
packets are transmitted froma station; detecting a weak AP signal problem
by checki rig. AP Asdygimralto momiengtvheless Idchiarea oapbikd WLAN), the system comprising:

a detector that receives transmissions exchanged between one or more stations and an access

point (AP) that communicates with the one or more stations in the WLAN; and
a database compiled based on the received transmissions;

wherein connectivity problems of a station in the WLAN is diagnosed using the compiled

database and a determined state of the station.
27. The system of claim 26, wherein the database comprises:
node elements, wherein a node element is associate with a station or an AP in the WLAN;

session elements, wherein a session element is associated with a session established between

two node elements; and
channel elements, wherein a channel element is associated with a channel in the WLAN.
28. The system of claim 27, wherein node elements are created by:

receiving a beacon frame from a node in the WLAN;
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dat abase; detecting a m smatched wired equival ent privacy (WEP) key problem
when a station reaches an association state and has transmtted data '
packets b ci ated AP does not send packets balﬁ tion;

a higher |ayer pfo?ocol probl em by detecting successfu ‘85‘%"’3% ges
between a station and an AP. 26. A systemto nonitor a wireless |ocal area
network (WLAN), the system conprising: a detector that receives
transm ssi ons exchanged between one or nore stations and an access point
(AP) that communicates with the one or nore stations in the WLAN; and a

broblens of & st ati BRI VRS oL e TRRE T R TR Gt abase
and a determ ngdladfah€béteot hemst ati on. 27. The system of claim 26, wherein

t he database conprises: node el enents, wherein a node el enent is associate
with a station or ailenpfying thaaody anen ABasthieshtabbssirent s, wherein a session

el ement is associated with a.ses n establi d two n enent s
and channel el emantg te SR lﬂago‘i%gaiﬁ’ﬁg?t eé}smg flge@égﬁﬁ 8?%?fp9ﬁ}il4jﬁ ghechannel
in the WLAN.  28de; 1h@ system of claim 27, wherein node el ements are created

by: receiving a beacon frame froma node in the WAN a~ WO 03/ 088547 .
Cct ober 2006 determﬁthﬁngd%lelﬁm&tahmn@@ktst adtimgroe fodselementur ce and

destination field of.th e identifying the node as an AP in the
dat abase; det ePﬂﬁf‘FﬁPﬂaleﬁ?%Rﬁ&a egithﬁgEthaeg% sts in the database that

corresponds to the node; and if the node el enent does not exist, adding a
new node el enent corresponding to the node in the database. 29. The system
of claim 27, wﬁ@reith@NQﬂBMémehn§7awbﬂdmm@dedkhwnwEﬂ@@@ﬁ@ﬁhg:a pr obe
request fron1a node in.t.h

address (SSID) of t I’i%cehvdﬂ%a °§%e‘fu%t§te¢°én%gwg%%bti§w‘$§dﬁgtst I dentificatl on(:)
determining a service set identification address (SSID) of the node from
the received probe request;
identifying the node as a station;
determining if a node element exists in the database that corresponds to the
node;
if the node element does not exist, adding a new node element
corresponding to the node in the database;
determining from the received probe requést a destination node;
determining a SSID of the destination node from the received probe
request; |
identifying the destination node as an AP; ( /)
determining if a node element exists in the database that corresponds to the B
destination node; and |

if the node element does not exist, adding a new node element

corresponding to the destination node in the database.

30.  The system of claim 27, wherein node elements are created by:
receiving a data frame from a node in the WLAN;
identifying the node from a header in the data frame;
determining if a node element exists in the database that corresponds to the

node;
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identifying the node as a station; determining if a node el enent exists in

t he database that corresponds to the node; if the node el ement does not

exi st, adding a new node el enent corresponding to fhe node in the database;
. determning fromthe received probe request a desti na’%i@@t(ﬂ%iezoo@let erm ni ng
a SSI D of WR&YESHT nati on node fromthe received probk request; identifying
the destination node as anAP; determning if a node el enent exists in the
dat abase that corresponds to the destination node; and if the node el enent
does not exist, adding a new node el enent corresponding to the destination
node in the database. 30. The system of claim 27, wherein node el enents are

created by: receiving a datfa frame froma node in th AN; identifying the
node from a header lifﬂletrFPéleGLﬁ“!fnf fagsaot S’é‘tSTeP%?IHg ﬁ@ewfnoge\é\{}géena ement exi sts
in the dat abasgfhal, ﬁgt%‘?ﬁé’r%&sintﬂ%& asdiode; 28 WO 03/ 088547 Cctober 2006
if the node el ene élo 5 not exist, a cﬁ ng a new node el enent corresponding
to the node in the dedgratmiag frodetheredeivedglafa foame hdestmatonvaddglat a franme a
destination node; jdentjfyjng the_ destjnatiagn noge fromthe header;

determining if a nodentdymgdhs destination nodedrpm fiethesd&e t hat corresponds to the
destination node; and.ifini - ek L %peg w node
el ement correspondi ngrlrfut])lh?ﬁfemeste?érggét}?g%lsﬁggzh| n %bﬁgég%l%% asé&éq% . The

system of cl aides@fationtheddejandsessi on el enents are created by: identifying a

session between the node and the destination_node; determning if a session
el ement exists in tﬁ@ed&dﬁl?%&em Aags 1o F¥isk pading 2psw node elegsat i fi ed sessi on;

corresponding to the destination node in the database.

C : - 31.  The system of claim 30, wherein session elements are created by:
identifying a session between the node and the destination node;
determining if a session element exists in the database that corresponds to

the identified session;
if the session element does not exist, adding a new session element

corresponding to the identified session in the database.

32.  The system of claim 26, wherein the state of the station is determined by:
e examining a received transmission; and
determining an indicative state of the station associated with the received -

transmission.

33.  The system of claim 32, wherein a first state of the station is associated
with a first set of transmissions a second state of the station is associated with a
second set of transmissions and a third state of the station is associated with a
third set of transmissions, and wherein determining comprises:

determining if the received transmission is one of the first set of
transmissions;

identifying the state of the station as being the first state when the received
transmission is determined to be one of the first set of transmissions;

determining if the received transmission is one of the second set of

transmissions;
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if the session el ement does not exist, adding a new session el enent )
corresponding to the identified session in the database. 32. The system of

cl ai m 26, MS’J&%&% he state of the station is determ grteg{cth?r?ﬁggl ning a

recei ved transmssion; and determ ning an indicative station
associated with the received transm ssion. 33. The system of claim 32,
wherein a first state of the station is associated with a first set of
transm ssions a second state of the station is associated with a second set
of transnm ssions and a third state of the station is associated with a

third set of transyhssisons g WEELEL RS BLIL B GCEOIRLLSARy et e m ni ng

if the received transm onis set ransm ssi ons;

i dentifying t hecepleltRnbihiskids iSdaéinfed® HainBGftiescbbnidiet 5F Ahmikieshst he
received transm ssion is determned to be one of the first set of

transm ssions; det detarmimag ifthe ieeeived bansatssiomisone 96 therthird sefmd of t he second
set of trans&}ssi ons. 29 WD 03! 088547 - COctober 2006 identifying the state
of the station a3 he) H& atnﬂe second state when the received transm ssion is

deternined to be ongefyinBenesene bditzatatioh ak bainghSHidntate dabeti® ning i f the
received transmssion is one of the third set of transm ssions; and

i denti fying t Heceitedtteansmissia is deteinpnedito Heedne fitheethind setoldransmisgions t he
received transm ssion is determned to be one of the third set of
transm ssions. 34. The system of claim 33, wherein the first state indicates

the station hagy, notTheh§sRmAficRMLI L e kiPthe ITHQEA TR AtdsttRe §tBorfieds8s POI Nt ,
the second state indicates that the station has authenticated but not

associ at ed wi theen hetherticated opebseriatedrwiith the acedss peing tthe eccond sletetindicataat t he
station has a ti.cated and assqciated . with the. cess poi.nt. . The .
oot oot ot o tiiShe e BT SR Bitot HesblrlellSighoe S8iesP Pt mntice | vian
i s diagnosed usirdetatdigdicaidpilabthedtidh 25 aRRchiR 28200 AERRMAtRWkIEthel the

station by: )
access point.

35.  The system of claim 26, wherein connectivity problems of a station in the
WLAN is diagnosed using the compiled database and a determined state of the
station by:
detecting a mismatched SSID problem by matching a client station SSID
against SSIDs in the compiled database; | .
detecting a wildcard SSID problem by matching a client station SSID
. against NULL SSID;
detecting a mismatched channel problem by tracking traffic sent by a ( /»
station in each channel;
detecting a mismatched speed, privacy, network type, or preamble
problem by matching a capability aftribute of a station against that of the AP;
detecting an authentication failure problem by tracking authentication
response packets;
detecting an association failure problem by tracking association response
packets; 9
detecting an equipment failure problem when no packets are transmitted

from a station;
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detecting a m smatched SSID problem by matching a client station SSID
against SSIDs in the conpiled database; detecting a~wildcard S SID problem
by matching a client station SSID against NULL SSID;- i m smat ched
" channel probbzessky tracking traffic sent by a stati o%q?%&?eggh%c(ﬁannel;
detecting a m smatched speed, privacy, network type, or preanble problem by
mat ching a capability attribute of a station against that of the AP,
detecting an authentication failure problemby tracking authentication
response packets; detecting an association failure problem by tracking
associ ati on response packets; detecting an equi pnent failure problem when
no packets are trandatéctingd weakd\R sigsdl protdem b3ChodioSADSESWY stTen@tt nshe 2006
detecting a weak AF i gnal probl em by checking AP signal strength in the
conpi | ed dat ab®5E! eﬂ?ﬁ%@?ﬁ"’ng a msmatched wired equival ent privacy (WEP) key

probl em when a st ajdi@fink@akiBRGtcABI AHSQChALAIRR ﬁﬁ@%ﬁf(‘@@) Ray plobfpsm t t ed
data packets but an associ ated AP does not send packets bacﬁ to the

station; or a Wheghestatienyreachss ah essokiatipn katerandyhag taesmittad)dste peeists it adat a
exchanges between g%%%a i on _and.an AP conput er -r eadabl e storage
‘ t

. 36, A
~ medi um cont ai MSFYFR : S89(%38311Bﬁqkﬁtséa%&bthfaﬁtaﬁ‘ﬂﬁi ¥or a wirel ess | ocal
area network (W.AN), Pighémaiedr pedtbeisl @g?lﬁmytd%fecﬁﬁgs&@@srsﬁﬂ%aﬁﬁexﬁﬁ’ﬁ s

recei ving transm ssions exchanged ween“one or nore stations and an
access point (WdRyedma stiigonindNnUsPng a detector located in the WAN;

conpi ling a database based on the received transm ssions; analyzing the
received transm ssions to determne the state of a station; and di agnosi ng

connectivity pigbl egRopbutddeadhbitisRifagtshfBuh8nGMHIRE L& fputer executable
C : code to monitor a wireless local area network (WLAN) by instructing a computer
to operate as folldws:
receiving transmissions exchanged between one or more stations and an
access point (AP) in the WL AN using a detector located in the WLAN;
compiling a database based on the received transmissions;
analyzing the received transmissions to determine the state of a station;
and

diagnosing connectivity probiems of the station using the compiled

database and the determined state of the station.

37.  The computer-readable storage medium of claim 36, wherein compiling
(, comprises:

creating node elements in the database based on the received
transmissions, wherein a node element is associate with a station or an AP in the
WLAN;

creating session elements in the database based on the received
transmissions, wherein a session element is associated with a session established
between two node elements; and

creating channel elements in the database based on the received
transmissions, wherein a channel element is associated with a channel in the

WLAN.
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dat abase and the determ ned state of the station. 37. .The conputer-readabl e
storage nedium of claim 36, wherein conpiling C conprises: creating node

el enents i t abase based on the received transyg &S| rein a
node el erre\g?topgxsg?soci ate with a station or an AP in ?h?%%%%\l;zw%eati ng
session elenments in the database based on the received transm ssions,
wherein a session elenent is associated with a session established between
two node el enents; and creating channel elenents in the database based on
the received transm ssions, wherein a channel elenent is-associated with a
channel in th WL ' - : : :

conput er - read :ﬁ e %r%é”é’ %ﬁ%&%@% &é&%g? %e%wm%lé?%ﬁ (\:Vr}%g%ull -Fm%'g“% de

el ements conpracieslentedtaionipieas beacon frame froma node in the WAN,
determ ning a MAC addr.ess of the node from a source and destination field
of the beacon frameieC§yiBa R repsayTane iamrenads mtheaWLANt he dat abase;
determning if a no ?exﬁ,iﬁggﬁtmgé' a?dfd§es§ Bf%%oﬂéhggxaf&u%%d%éﬁ %?181‘-1’”0'3 to the
node; and if the node el enent ‘does not exist, adding a new node el ement
correspondi ng field bhithetbedeni fiarthdle dat abase. 39. The conput er-readabl e storage
medi um of claim 37, wherein creating node elenents conprises: receiving a
probe request from idenbymegithe pode agannP yeibedatahasey a service set
identification addr - t . fr. i guest ;
denti fying the nodquliig iy e fenBLeisliidMe dfbatbOR LiftBRRE ETLCY

t he dat abase tfiade; #al responds to the node;

if the node element does not exist, adding a new node element
corresponding to the node in the database. ( 0
39.  The computer-readable storage medium of claim 37, wherein creating
node elements comprises:
receiving a probe request from a node in the WLAN ;
determining a service set identification address (SSID) of the node from
the received probe request;
identifying the node as a station;
determining if a node element exists in the database that corresponds to the
node;
if the node element does not exist, adding a new node element
corresponding to the node in the database; ’ \}
determining from the received probe request a destination node;
determining a SSID of the destination node from the received probe
request,
identifying the destination node as an AP;
determining if a node element exists in the database that corresponds to the
destination node; and
if the node element does not exist, adding a new node element

corresponding to the destination node in the database.
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if the node el ement does not exist, adding a new node el ement corresponding
to the node in the database; deternmning fromthe recei ved probe request a

destination node; determning a SSID of the destinatd t he
" recei ved pvOWaossséquest; identifying the destination T%ggg&g%?a%ﬂ(%;

determning if a node elenent exists in the database that corresponds to the
destination node; and if the node el enent does not exist, adding a new node
el enent corresponding to the destination node in the database. 32 WO

03/ 088547 3 Cctober 2006 40. The conputer-readabl e storage nmedi umof claim
37, wherein creatin node el ements conprises: receiving a data frame froma
node in the WA\ %H‘*eﬁ‘?m?‘}t%{fa@%e pletagemesivm ohelame 87 Wherpia caeatiagf r ane;
determning if . .eXi sts in the database that corresponds to the
node; if the no ee%z eeln‘géng(gggﬁss?gnot exi st, adding a new node el enent

correspondi ng to theceei d datd femddtoabasede theheWILANNG from the recei ved
data frane a destination node; _identifying the destination node fromthe
header, det er ni ni ngideRtifyingfhe nadeframa keaderig thedath&amat abase t hat

corresponds to the - nat.i ode: g f. t d I n ot
exi st, adding a newdﬁgﬁgh@%éﬁéﬁ?& %g?l?%rskgégﬁgdﬁn&ggg%g?aﬁgﬁlc?gg&rénsop\?ﬁgsﬁortl Yde in

t he dat abase. ddde; The conputer-readabl e storage nmedi um of claim40, wherein
creating session e]lements conprises: identifying a session between the node

and the destinati onflerreode dane dpas wef exist. addimginsi radsplamenéxi sts in the
Gatabase hal GLLERHAALD LEnobl ABIpifEed scssion 1T Che session cl eren
determining from the received data frame a destination node;
C identifying the destination node from the header;
determining if a node element exists in the database that corresponds to the
destination node; and
if the node element does not exist, adding a new node element

corresponding to the destination node in the database.

41.  The computer-readable storage medium of claim 40, wherein creating
session elements comprises:
identifying a session between the node and the destination node;
determining if a session element exists in the database that corresponds to
" theidentified session;
(‘w if the session element does not exist, adding a new session element

corresponding to the identified session in the database.

42.  The computer-readable storage medium of claim 36, wherein analyzing
comprises:

examining a received transmission; and

determining an indicative state of the station associated with the received

fransmission.

43.  The computer-readable storage medium of claim 42, wherein a first state

of the station is associated with a first set of transmissions a second state of the
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corresponding to the identified session in the database. 42. The
conput er -readabl e st orage nedi um of claim36, wherein_analyzing conprises:,
exam ning a received transm ssion; and determ ni ng an indicative state of

the stati Oﬂ/(ﬁo%@%hﬁt ed with the received transm ssi Oii],(?&
conput er -r eadabl e storage nedi um of claim 42, wherein rst state of th

station is associated with a first set of transm ssions a second state of
the 33 WO 03/088547 Cctober 2006 station is associated with a second set
of transm ssions and a third state of the station is associated with a
third set of transm ssions, and wherein determ ning conprises: determ ning

if the recei veaattdxﬁaaggoéﬁteewrﬁa QRgndPlet Bhﬁaﬁs‘nﬁ%mﬁ%d%fthlr& CARYFRS ons;

identifying the state of the station as being t first state when the

recei ved transatiasis @ssociatedatithy aihivddet af tmasmrselouﬁ anteviferais tetsehinnfg

transm ssions; determning if the received transm ssion is one of the second
set of transnfERRTERE: identifying the state of the station as being the

second state when ! RiemfifiG€i AL rdctABS MarhiBliol & ARIGPHE MSfld gr be one of the

second set of transm ssion etermning I e received transm ssion is one
of the third sednsofissiansansmni ssions; and identifying the state of the station
as being the third stat&Men the recejved transnssion is determned to be

one of the third s etdegfyimgdhe stpteof thrstation asprmedheditst stpte whmdhe E3°§1t"611age
medi um of cl ai g4 éuss‘ﬁ[ﬂﬁ rrfnlﬁgcéid Eesé] escf]f@lrxéeﬁrstﬂg'o?ﬁﬁﬁﬁmgﬁg%ét ation has not

been aut henticated or assocl ate access pol nt second state
i ndi cates that the dttetmininglifthe actietved tianahiesiobist onealf theasesomd gt efl Wit h t he
access point, and the third state indicates that the station has

aut henti cat ed BHFTHSINS ated with the access poi nt. 45. The

comput er - readabl e s{QfRgh ALY Alnchldd Abeint1RE SindLARWRRg COTPI i Ses;

received transmission is determined to be one of the second set of transmissions
determining if the received transmission is one of the third set of
transmissions; and
identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.

44.  The computer-readable storage medium of claim 43, wherein the first state
indicates the station has not been authenticated or .associated with the access
point, the second state indicates that the station has authenticated but not
associated with the access point, and the third state indicates that the station has

. authenticated and associated with the access point. { .

45.  The computer-readable storage medium of claim 36, wherein diagnosing
comprises: |

detecting a mismatched SSID problem by matching a client station SSID
against SSIDs in the compiled database;

detecting a wildcard SSID problem by matching a client station SSID
against NULL SSID;

detecting a mismatched channel problem by tracking traffic sent by a

station in each channel;
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detecting a m smatched SSID problem by matching a client station SSID
against SSIDs in the conpiled database; detecting a-wldcard SSID probl em by
. matching a client station SSID against NULL SSID;, dejegt.l i smat ched
channel pr\¥BIBiBESY7 tracking traffic sent by a statio @ﬁ*@g"crﬁz@innel; 34
WO 03/088547 - Cctober 2006 detecting a m smatched speed, privacy, network
type, or preanble problemby matching a capability attribute of a station
agai nst that of the AP; detecting an authentication failure problem by
tracki ng authentication response packets; detecting an association failure
probl em by tracking associ ation response packets; detecting an equi pnent
failure probl em whéstegfongpaokenaickadspeedpsmadyt setwofk opesorgireamila; det ecting a

weak AP signal problem .checki ng. AP _sjgnal. strength in th cpompi | ed

ot abase: ot CHITE *8 PHLCHAA §REATOH® AUBAR A EHET rv Y OB Ay or obl em
when a station r ea@l@@@tiﬁg‘arﬁﬁﬁﬁ’&ﬁﬁﬁﬁ&ﬂfaﬁﬁﬁtﬁoﬁ% Haacki wfdntiesigiat a packets
but an associ ated AP does not send packets back 'to the station; or a higher

| ayer pr ot ocolrespoudsipankdsy, det ecting successful data exchanges between a

ion an n AP. . _ . . .
station and a d§t5<actmg an association failure problem by tracking association response

packets;

detecting an equipment failure problem when no packets are transmitted
from a station;

‘ detecting a weak AP signal problem by checking AP signal strength in the
Cs : compiled database;

detecting a mismatched wired equivalent privacy (WEP) kéy problem
when a station reaches an association state and has transmitted data packets but an
associated AP does not send packets back to the station; or

a higher layer protocol problem by detecting successful data exchanges

. between, a station and an AP,

35



