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the software may be used, and the random number generated by the base
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response as valid and accordingly increments the number of times that

delivered software may be used. The base unit verifies the message from



response as valid and accordingly increnents the
nunber of tines that delivered software may be used.
wab@4loaeed unit verifies the nessage from WO 20PdT/0CBR@ED04064

PCT/ GB2003/ 004064 2 the manufacturer using a digital
signature and a hash of the ®@anufacturer's nessage.
Digital signatures are known in the art and generate a
single-bit yes/no answer to the question "Ts this

thmassc@a%p%hg % s S50, 000803 LY E e oul put

n ufa%t@t hemati cal function that naps val ues
Fargedondi B°5°RFD a smal ler range, is one-way in that
it |s conmputationally infeasible to find any input

whi wlﬁgi‘maflSsi@aaﬂy’es BF&-kSPRE i ihi ek QW PdHa, géﬂgahé a single-bit
ye§)QJo| Eu%m% écg Q:%el &e%@%n I“Esl 8%@3“%&% a%@ en Wﬁ"”h ﬁalbash is

S|Ieto |({r}ctdan two ai stlne I npu
ge?erai??% P H&8h] ?@CFH%FP%‘?@E‘S? erajaps from a
1a1r€r?oﬁmarlﬁ t—lh@ ar fmalﬂJﬁlf orrgpatiel yye-the inbkighir ectional
congoRtitnaal y Ciﬁhféf\ﬁlblé% etd BO Syst gﬁﬁlﬁﬁqu%eig‘o Iagiy, NOt

V, tribu
pr?ﬁg@ﬁflgeao&ltléfgct%ﬁga gglfllgqo? 1i$'r S:hn tt!hath ul I’Tbls Ofl’lplb aé:é.onally
TS %fé‘ o gwo ,&11§Bln‘tthénﬁ’lﬁsl WeirthsRR ém theegamne eytout.
Suchnhaghiner fuwtior ane Wil |lnegnuin the ;i NindbatdameHI Yhe
bidifresgifdnall catbtiniasiadhse ahet nkesn Us8ded Q‘egﬂx%nl@%og always
ava@.§§§lé1@hg t§> $RE r(ﬁtst).kl@(ltg. P met@}g\gnggn%ﬁ%dl\%r %ga?ﬁtdgaﬁﬁe to the

unit' EU éC ser | al
=)

ShES WRGAKE ?S%luma%sler thf’e§l€\l‘§| nfist §§R flekinapopysten
TeGFeRe AE tdtionisaEAen vadi bijiligo tund ti it egiitainod reobtmateserial
nuniyptislla@g. sddr8t kdat usdioto Gletdfnididba tdasM AV ' lselet key from

kno@Xb@ROS £ LS RN GHA! - aﬂ%l%cé‘extlgl rﬁﬂﬁ:g:‘?nt' cating

firmvare programmed in boot PROM and then using that

trusted program code to aut henticate a subsequent set

of Priogfdm 88dé- 1Ghd 3/ o Fraunks et st dsacappendssianilar systen
fordagfiteatisitgnatandevd faigekhe eddregettvngr R¥eftcadb®iles. U.s.
patdigd.r bbidd,ens ft'ol ﬁlrcﬁ*ngt tahe dishhk %@nggé%t:gmggré%h to

ecr I ONn

o JEEINGLSE SioLS- Sl et R C AR ST BTI S, O

tru§‘é%/q‘ pé%?‘?aﬁ‘c‘r“?c??g t%)@é@&?réﬁicétﬂlasﬁﬁbﬂtﬁw&@m skt | veewram code.
Theglfirofrr efe aflr oswsdeniabprtd aodigdinkendiigaaalreCos ralpbi BRxtfacting

exesmﬁbesscillﬂtrllﬁftloﬁ 686! Sananehd %h@%ﬂ%u&élg 7st351£v€arlef id I&%crypted

341
i I PEERIl Biklie 68 s Tl il i egoReROG 1 Raprvvees

des
a?ﬁi“%% Gy 8l it Fort i sxetutpbby dar tidteiem fhee secure
andr@ﬂea‘éﬂe@l aShidlenad s orT Srpeht bsall heotubeltn e\WueBeddul, or

rejéd@nand taell g iché cat b oy +hofRHPRLIEN FLgarding itself
to a renote server before receiving updates fromthe

servgr
.5. Pat. No. 6,341,373 to Shaw describes another secure data

upgrading method that enables only selected portions of program code to be
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U.S. Patent 5,343,527 to Moore, teaches a method for providing a
reuser of a software component from a reuse library with an indication of
whether the software component is authentic and valid, or whether it has

been tampered with by some unauthorised entity.
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intact and unmodified.

This is the typical prior art signet calculation: R = g, g, mod
M where K is an output sequence of bits, gy and g are public numbers
stored with the transmitted digital message itself, h is the hash of the
message, and a is the digital signet. M is the public modulus under which
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The present invention accordingly provides, in a second aspect, a
computer program product for guaranteeing message integrity, comprising a
computer-readable medium tangibly embodying computer-executable code means
thereon, said code means including: a first code means for transmitting a
message and at least one appended value from a distribution centre; a
second code means for receiving said transmission with a user device; and
a third code means for computing an integrity value K’ that depends on
said transmission and at least one stored secret value, where X’

selectively enables successful further processing of said message.
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FIG. 1 is a diagram of the new message generation method according

to a preferred embodiment of the present invention; and

FIG. 2 is a diagram of the new message authentication and validation

method according to a preferred embodiment of the present invention.
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hardware/software approach to the préblem, so that unique combinations of

values of g; and g; are stored in individual user devices like PC audio

cards, but where the same software, such as a common audio card driver
program, can be executed by many different cards. The secret values of g
and g, effectively serve as device keys that preferably uniquely identify a

given user device hardware instance.

The distribution centre creates a digital signet a and a public
modulus M that are then combined with the device keys g. and g and an
original message hash hy, by the user device to compute an integrity value
K. Any hashing algorithm may be emploved, including those that perform

various obfuscation functions. Integrity value K is preferably unigque to
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. values of gl and g, effectiwvely serve as device keys

that preferably uniquely identify a given user device

hardmare instance. The distribution centre creates a

gital signet a and a_public nDdqus M t hat are. t he

eacemﬁ@auaw 1997t ARGy T KRy gL B2 Aty gn 2R 9 and 15
comptitegi haltheessagéethiash 4w Kby d.He gasemod:lem ce to conpute

an integrity value K. Any hashing algorithmnay be

nplﬁlg%/ % %ncl ud%q}g t hose t hat Re rfo(res(g va&l)% Nt message as
HBn FORCTToNSS TPegr Ty SFaFte R P oreter abry -
follpisquehe oD ROO @a@ge@tteeﬁl CRYTUT/ W{)Gﬂl‘l@? begfh identifies
thel Vil Iahd YRl ol @l aescxdued te1éwie tHat greness: oftmrhgl

and h
messei gzrkfguser %ﬁl:ﬁio nggic%g ta Seulrl gte Ee&%\ékfc\?ﬁugsx'l(usang the

user VI Ces recelve
neWpY"%ﬁl@éé 'ass (AFSeRl eHe %eagelag VHIHPE S 9:t e GReM 2
folU&M:CR’ cabg,ames 1, WRssAge= hdstvbdy abue Priadnchunbers p and q are

sel%g:lee'afé d%écrlblgg ]yeeil Hes hhcéﬁ@][;% Bqnc(rt 8 Ql?e qg%ﬂl@@gd separately.

at are sent wt nessage.
If Hes MeRsags| Bantat e e Pt PRESr | t‘gﬁnvm ué*° an&stlttht%Céﬂated
inte@wtyatales BY, egualanthepradedrménekilstéqgty atales ¥yl , s is

theggﬁor@’ e@@gtMe§§ arlc %hb%lollﬁ of‘tW&Z@lﬂmdesa\é@a}'zﬁué H;, with
selected as

thed%'écmtblgg ]%aeﬁeg on ﬁeewt ssa %grshqvaar g lrfr ans‘?ﬁ tt S:aace the user
deviepapedscKyfor ERriiies ﬁe@esgémaetﬂ%al(a@ [fxfEicorf ggght contain
devifeRreys)s bis naﬁﬁadel‘lﬁllﬂabéuﬁzﬁipedly pRrbegyselyi/ ahdeonky if its

sou:.ecgé'l%&’ c,tolﬂ@erg.r edeterpined integrity value K s is
therefore effectively an encryption of the original

nessage value ho, with the encryption based . on new
meS%a georiiasth hagh Uielke dhdot dhe SiqvcBetige s des HagHcep be the
disfeeaside befitdr i e aisreréy OpRIEL can Hd efisedanid @heté is a z

sucg] t%g% Cont z_iLI Hod %%& WES%/FS)E‘ f’é %%QPSSSQ%CEMOU Qﬁ in this case

y Erocesse source and
" (pgbripeht (4t b o8r PR beq%eSc‘aﬁ BLECTHER P PERFIRL® LT RS RSP
keyNBw EBS S@gendssagiesi goedhis fvenmthe todbstsakbeftiiedn the greatest

comﬁ@rptdéﬁonﬁ_ngﬁglj I Eccﬁséf KSY andMal ;SE) &ab: B ensy reedtl'lefy HDer 8ave no

com‘E‘Eﬂ ch‘éPrﬁun&"t gidartdn Ehi saéé g)ehF(sé’q)lg (p- 315) G4 . the
relgticnehithesomevet He disitafipdtandnmmeeneriets . pribpaetorRssteps

musK&¥e tQkent BE éﬁ@%@&&&@gﬁ idFonat hirsrf @AYl & tockRequential
chaﬁatsI %fl d ntwh%e [ %%t g 1 beCIQ.JLHLD E.ntde_tngﬁre ri‘:%.gﬂrva%ggdgf Qﬂe new

and

NesSFHR B?%‘meBo‘tdﬁ1 (‘ﬁ)r f‘) c%‘t?“(‘hmi)caﬁrkee BPE S BUTY Thit °§e 15
alwaye Ritidreaddeg] 8o ionshbprached feverthigehasdt vafuedf aifdinEven.
In Zn eXkshSridhenehfle, ti5d @pé order bit of the hash can be OR‘d. In

vet another alternative, one could assign b, = 2h;+1 to sure that h, is
forced to be odd. Other techniques for ensuring h; is odd will be familiar
to persons skilled in the art. If h; is odd, it is likely that the
greatest common denominator is 1, but testing is required to guarantee
this condition. If the greatest common denominator is not 1, the
distribution centre simply picks another set of primes p and q and tries
another value of modulus pg. It is a common practice in RSA encryption to
pick primes as follows: pick a random prime p’, and test if 2p’+1 is also

prime; if so, set p=2p’+1. Then, in the preferred embodiment, do the same
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step 114, the distribution centre appends the values of s and pg to the
new message. Finally, in step 116 the distribution centre transmits the

new message.

Referring now to FIG. 2, a diagram of the new message authentication
and validation method according to a preferred embodiment is shown. Each
user device (UD) is a specific hardware instance capable of performing
computational method steps involved in guaranteeing the integrity of new
messages from a distribution centre. Each user device stores in

tamper-resistant or completely secure hardware preferably unique values g
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from the distribution centre. Next, in step 204 the
user device calculates a test hash value h of the new
nmessage using the sane hashing algorithm enployed by
the distribution centre. in step 206, the user device
proceeds to conpute a new integrity value K with the
recei ved values of s and pq, its own device values gl
and g2, the hash value of the new nessage h, the
digital signet a and nodul us M as descri bed above. In
step 208, the newintegrity value K is used in
further processing as if it were K O course, if K
is not equal to K, the further processing wll fail.
Thus, an attacker trying to gain sone advantage by
nodi fying the nessage w1l cause total failure rather
than the limted behaviour nodification desired.' In
the preferred enbodi nent a general purpose conputer is
programmed according to steps described above. In an
alternative enbodi nent, an



article of manufacture - a nmachine conponent - is used
by a digital processing apparatus to execute the
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distribution centre that transmts a nessage and at
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value K that depends on s ansm ssi on and at
| east one stored secret value, where K selectively
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hash value h1 is a public RSA key corresponding to said private RSA key =.

6. The system of claim 5 wherein said integrity value R’ equals
g* g,*> mod M, where x = s" mod pg, h is a hash value of sald message
computed by said user device in a similar manner as saild correct hash
value h,, M is a public modulus, a is a stored digital signet, and g: and

g, are preferably unique stored secret values.

7. The system of claim 6 wherein said integrity value K’ is a
value required to enable successful further processing of said message if
and only if said hash value h matches said correct hash value hy,

guaranteeing the integrity of sald message.

8. The system of ‘claim 1 wherein said message includes a software

program portion, and said integrity value K’ includes another software



program portion, and said integrity value K includes
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to perform an integrity ¢alculation; and

using the result of said integrity calculation for further

processing.

11. A method for guaranteeing message integrity, comprising:
transmitting a message together with an encrypted integrity value h,,
said encrypted integrity value h, being encrypted with a key based on the
hash of said message;
decryvpting said encrypted integrity value hy;
using said integrity value h, together with stored integrity values to
perform an integrity calculation; and
using the result of said integrity calculation for further

processing.



