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1 DESCRI PTI ON ACCESS CONTROL AT AN | NTERMEDI ATE NETWORK ELEMENT CONNECTI NG
A PLURALI TY OF DATA COVMUNI CATI ONS NETWORKS 5 Techni cal Field The present
invention relates to the use of access control in a plurality of data
comuni cati ons networks An internedi ate node control access of edge nodes
to 10 the network resources in a singular or plurality of data

communi cati ons networks. the grant of cess to the network resources is
deci ded by an external entity not co-located with the internedi ate node.
Such a depl oynment scenario i's es 'gﬁkﬁT%qﬂynn in, but not limted to, 15a
W rel ess data conuni cations networ ere the internedi ate node does not
make a deci sion on access requests because of the need to reduce the
processing | oad, or for ease of managenent. 20 background Art Information

on document gatter g et@kirret onpr her @rtsrieeried wedwoiRi $1deseirption
will first be disclosed. Non-Patent Docunent 1 : | EEE 802.1 Wrking G oup,

" Por t - BasegNettworkc Acsessr@antrol 7 bEEER 302niXStrandar dys25rdunez Re01.
Non- Pat ent Docunent 2 : L. Blunk and J. Vol |l brecht, "PPP Extensible

Aut heaticati on Protocol (EAP)", |ETF RFC 2884, March 1998. 2
Non- Pat ent Docunent 3 : Basavaraj Patil and A Yegin, "Charter of Protocol
for carryieghAutdent irtatlidon for Network Access", | ETF PANA WG Charter, My
2002. Non-Patent Docunent 4: C Rigney, S. Wllens, A 5 Rubens, and W

Si npson, " RenptErAut heatindatiinone DEabnl wellser e Setvi the( RABI UF) 'a,cdETE RFC
2865, June 2000. Non-Patent Docunent 5: P.R Cal houn, J. Arkko, E. CGuttnman,
G Zorn, anfrolodghaepl it bhevep IBdsd Peotoeont catErm snnetnetr IDs af t
10.draft-ietf-aaa-diameter-12.txt, Wrk In Progress, July 2002. Non- Pat ent
Docunent #6* BN LABGRE 1 2 Fhe N®AWFRIACCREE RESRFFi e 2 dETFIRFAC 2488,
January 1999. The Internet today has evolved to a stage_where 15 nunerous
peripher AR Yd A" EBMUACER T DRE Snefwdr RS NGe: e dt byrd ARddnd” & sykt et of

fixed network nodes., Most of, these perjpheral networks are controlled by
di £ 1 er entCRBFYPAE T L7 Ber'® BYOBRGani ZhE POt SAE &lchaciffase to the

network resources i1s decided by an external entity not
co-locatedwith the intermediatenode. Suchadeployment
scenario 1is especially common in, but not limited to,
15 a wireless data communications network where the
intermediate node does not make a decision on access
requests because of the need to reduce the processing

load, or for ease ©of management.

20 Background Art
Informaticn on documentaticn relating toprior arts
referred to in this description will first be disclosed.
Non-Patent Document 1: IEEE 802.1 Working Group,
“"Port-BasedNetworkAccess Contxol”, IEEE80Z.1X Standard,
25 June 2001,
Non-Patent Document 2: L. Blunk and J. Vollbrecht,
“"PPP Extensible RAuthentication Proteocol (FAP} ", IETF RFC

2284, March 1988.



» networks utilize different nethods to inplenment access 20 control. In
addition, the underlying network infrastrictures are vastly different
bet ween these peripheral networks (e.g. wirel ess networks versus w red-|inw
net wor ks). Possi bl e access control nethods are limted by the underlying
network infrastructure used. 25 As a result, there exist a w de range of
access control nethods. For instance, the |EEE (Institute of Electrical and
El ectroni cs Engi neers) 802. 1x standard defines a network

L Tia 3 accesg prafnoco] for:1,nealc ?r eﬁegﬁg‘%@fﬁp '\Pl”IP A/t ‘ID8§I yaent 1).

This standard defines an extension o nternet ngi'neérind Task

Force) Extensihble Authentieation Ppot ocgl yEﬁ! Au%é%@&@g%tm”%t 2) 5
for use in an | EEE 802 network, such as tﬁ E 802.3 Ethernet or | EEE

802. 11 WN%E%]BGA%V%s”AHQW ﬁ%W'Vﬁ;“@HEQt@rthﬁa?”%@ﬂ effort of
| ETF in the Protocol for carrying Authentication for rk Access (PANA)

Wor ki ng G oup (MNen-PRai:eat-Docwmndn8) 4 :Such Repwerk 10 ageessipsptacols are
usual | y depl oyed for |ocal area networks, where the access control nmessages
are |ism trdbead heshocal Betmwtkn, |NRmté|AUdelﬂ§lchﬁ:lmrgleQ mecessary
to transport the access control nessages beyond the |ocal 15 area networKk.
For instaneger tshersébwer( RARAL Ugnant sracuessroay dees | ogahed Jova.di fferent

| ocal area network. Such situations occur when a single adm nistrative
domai n consi st sNoh -& amumberDotulmeoat %ar ea. net woa ksouh ceht rfat kroge8s server
is usually used to control these |ocal area 20 networks since it is easier
t o manageGCahdmedi nt di n docess i anhdrndti ohoifghineys cOPHhestelten Baeecentra
area, rather than belng distributed to various |ocal area networks.

Fur t her noP &0 t&@ehl ‘4 scenar i o il Décom ng node i aére conmon B aAttrhe
mndespread d%plo ynment of nobile network 25 infrastructure, where a nobile
termitfal Fa§ Be ToahiAG 4 TF b2 Prd T4 - 6 i Uk B s het WBERE S v ohelvenot e
area, and 8§ghent|cated by a server in its honme area. For these situations,
a protocdf pabl e of

Nen~Patent Document 6: B. Aboba, “"The Network Access

Identifier”, IETF RFC 2486, January 1999.
The Internet today has evolved to a stage where
15 numerous peripheral data communications networks are
deployed arcund a system of fixed network nodes. Most
of these peripheral netweorks are controlled by different
service providers or organizations. As such, these
networks utilize different methods to implement access
20 control. In addition, the underlying network
infrastructures are vastly different between these
peripheral! networks {(e.g. wireless networks versus
wired-line networks). Possible access control methods
are limited by theunderlying network infrastructure used.
25 As a result, there exist a wide range of access ceontrol
methods.
For instance, the IEEE (Institute of Electrical and

Electronics Engineers) 802.1x standard defines anetwork



: 4 traversing one or nore packet switched network is usually desired.

Exapl es of such protocols are the wi dely depl oyed Renote Authentication
Dial In User Service (Radius) protocol (Non-Patent Docunent 4), and the 5
D aneter (DI AMETER) Protocol (Non-Patent Docunent 5) of the IETF, which is
currently being defined. These protocols are typically used to provide a
backbone infrastructure for authenticatton, authorization, and accounti ng
servers to comuni cate anong each other. 10 Because these protocols are

usual Iy QUid & ext ensivge ot 8,0t en gongkder eﬁ&%ﬁ%gg%@f—yg%g;ﬁ%h a

conput ati on and nmoru sense) to deploy 1n end termna

depl oyment, (M.l heRE §9r. taimnal §,h8USE &kt 968ls %%C%i%&el%%%?p' F $Y6h as

| EEE 802.1x, to perform 15 access requests to a local internediary. This

i nter medi afyr it hepr gent-acds aph AR 9] QQal rserwerryskag RARIUS, o Ol AVETER
that perforns the actual authorization and authentication. Such an

ar r angenent; Hise MRSt 2aG0MMNPY o%eRIo 1 N, zhut) notiohi-Md edntopawhegkess
net wor k envi ronnent 20 where the wirel ess nobile node EAP to request
accesss &nd thee W hebesIERIess 2paidiwases BAADL Ussor hld AMITERs ota verify
the wireless user with a server on the wired network. In a network access
envi ronmeAtthwheiett her | dcel Enctles . 23 u¥eés «re 88r enkbealr lJaccessnpratacol s,
such as PANA, | EEE 802. 1x, or other EAP-based protocols, and the gl obal
aut hent i catiaorp bemwarl ddes tarot hgo igl okdl £ act ess 1pridgt ocot h suttho s cDIJAVETER
or RADIUS, there is no efficient way
for carryving Authentication for Network Access (PANA)
Working Group {(Non-Patent Document 3). Such network
10 access protocols are usually deployed for local area
networks, where the access contrcl messages are limited
to the local network.
In some situations, 1t might be necessary to
Transport the access control messages beyond the local
15 areanetwork. TForinstance, theserver thatgrantsaccess
may be located in a different local area network. Such
situaticns occur when a single administrative domain
consists of a number of local area networks. A central
access server is usually used to control these local area
20 networks since it is easier to manage and maintain access
informationif it iscollected in one central area, rather
than being distributed to various local area networks.
Furthermocre, such a scenario is becoming more and more
common with the widespread deployment of mobile network
25 infrastructure, where a mobile terminal may be roaming
in a plurality cf wireless networks in cne remote area,

and authenticated by a server in i1its home area.

For these situations, a protocol capable of



v of maintaning the sessions between the two protocols at the internediary.
In addition, inplenentation of an internediary is often tightly coupled to
the access protocols, so that the change of an access protocol would 5
require substantian effort to nodify the intermediary O the studied prior
arts, only DI AMETER ( Non- Pat ent Docunen% 5) specifies the possibility of an
internmediary capable of linking two different protocols, known as a
"translation". However, specification of such an 10 agent is absent. For

002 Lx (Vg oL ek o ) ML et oyt bennjeatat st 1

802. 1x prgi.QCal e ¥hen Lompunicat g é"%?ﬂ ot 5+ endspoi LS, Ot hadN widely

aut henti cati on session. e charter t he PANA 15 wor ki ng group

(Non- Pat et OENtR Ao BReCA@t h¥ritdent thlbes bhe 1PANA prokecale+¢ ke used
Wi thin one hop, i.e. there can be no internediary using PANA protocol to

comuni cat & aw iths botd-& he clacal adepard Hihe rgl ©bakn tseaver. athe the
internediary, in such cases, will have to 20 use a different protocol to

rel ay :an pttienté cat b oAMEESSE Pre totbhe gl @hah - adtthent imat iarnsesveb.r
Unfortunately, the architecture and operation of such an internediary is
not definede FOETHer meha,cisi nee oany depl gyneat sgof deddmad. 25These
internediary are in a wireless environnent, it is highly possible to
envi sage anoitmter hediary wyrehced lit selfedroliid eprsuchdas a Waekkessieaccess
point in atrain or aircraft. Wth such settings, there is a significant
infrastructure for authenticaticn, authorization, and
accounting servers to communicate among each other.
10 Because these protocols are usually guite extensive, it
is often considered too expensive {in both a cecmputation
and memory sense) to deploy in end terminals.
A typilcal deployment will ke for terminals to use
a local access protocol, such as IEEE 802.1x, to perform
15 access regquests to a local intermediary. This
intermediary then contacts a remote global server using
RADIUS or DIAMETER that perfcrms the actual authorization
and authentication. Suchanarrangement ismost commonly
gseen in, butnot limitedto, awirelessnetworkenvironment
20 where thewireless mobile node uses EAP Lo request access,
and the wireless access point uses RADIUS or DIAMETER
to verify the wireless user with a server on the wired
network.
ITnanetworkaccess environment where the local nodes
25 uses one or more local access protocols such as PANA,
IEFEE 802.1%x, or other EAP-basaed protocols, and the global

authenticationserveruses another glchal accessprotocol

such as DIAMETER or RADIUS, there 1is no efficient way



» 6 possibility that the connection between the internedi ate node and the
gl obal server may be nonentarily down. This is especially true when there
is a high frequency of handovers between base stations. Mbst
i npl ementations 5 of access control are not optimzed for such a scenario.
O'ten, access requests of local nodes are rejected or put on hold whrn the
i nter medi at e nodescannot | ocate the gl obal server. This is
counter-productive if the local nodes just need to communi cate with each

other 1043 srlopuca alyd uRRtian Lt ofs an. phLest al.t bepresspb iavent on

to provide an access contro od napluralit at'a “‘communi cati ons

networ ks Lhat ;enablesraephunal 1 tyrQf 1 5agal: Je nPﬂﬁgienRer‘PQHg‘ei'@gf;g}%la‘gL;P

L
each ot her even when connécti‘on between an i nternediate no

server is;ppympbarialy | 98t .o Fbgnpr&%?ﬂtt lpveatione @l loysthie ipterdwedi ary
to enploy a high | evel state machine fo aynchroni ze between 20 two or nore

access proteadSo1kn partheul ahe thendfd v aaCE0SS N rObSoUsSRE AL
abstracted to a set of generic control nessages for use in the state

machi re. Asguiche &b sprzabt £a1 0k sehangi hg A6EESSy PrOE ocaks rinsedii Art,ed to
just the change in the affected protocol. 25 In addition, the invention
di sclosed in thos desertpdied pdidesd ghed stk I ARJEAHR t(@8porBs Y ehass of
connections taken into consideration. Thus, it has neans of allow ng |ocal
nodes to Pormrmumgratel wrddc eddk other possibility of an intermediary
capable of linking two different protocols, known as a
“translation agent”. However, specification of such an
10 agent is absent. For 802.1x {Non-Patent Document 1), an
intermediate “authenticator system” is defined. This,
however, is confined to an intermediary using the same
802.1x protocol when communicating with both end-points
of an authentication session. The charter of the PANA
15 working group (Non-Patent Document 3) specifically
identifies the PANA protocol to be used within one hop,
i.e. there c¢an be no intermediary using a PANA protocol
to communicate with both the local node and the global
server. The intermediary, in such cases, will have to
20 use a different protcoccl to relay an authentication
sSession to the global authentication server.
Unfortunately, the architecture and operation of such
an intermediary 1s not defined.
Furthermore, since many deployments of such an
25 intermediary are in a wireless environment, it is highly
rossible to envisage an intermediary which is itself

mobile, such as a wireless access point in a train or

aircraft. With such settings, there is a significant



+ 7 even when the global server cannot be contacted. The present invention
i nvol ves operation of an internediate node controlling access of | ocal
nodes in a singular or plirality of data communi cati ons networks. 5 Wen a
| ocal node requires network access, the internediate node is configured to
contact a gl obal server to authorize the request. the protocols used by the
| ocal nodes and gl obal server can be identical or different. Wen
connection to the global server is nonentarily lost, 10 the present

| nvention,alJ gﬁé@i% ?)‘E[yjhg%lgrt”ﬁﬂi aé%aé%é%’{@ﬂrk?ﬁ%% e e E%%Wr!fﬁé%cth%ss to

the | ocal “"no i ['ocal” n S can st conmmuni cate wi'th each ot her.

Bri ef DesgridlLam Of OO AW LA £l B dyisse Bl AMAG SHOW AR | This

comuni cation network Scenari o, ustrati ng communi cate networ ks connect ed

to an integnediate;natvmprke-nede,hBna tiyptgal scengnif, Wehdde-ai dof the
gl obal server, the internedi ate node controls access to | ocal and gl obal

net work rgaeueesr 20 By widhen 119gak pedesio kG 2Mbs @ e & Aessage flow
sequence in access control, depicting a general flow sequence of control

messages wheacpelSOIamgraccess aont belt af i ackbocalr redeh by sa gh obabk .server.
The internediate node is 25 funtioning as a relaying agent between the
| ocal nodefard t hecgkebalr sgenwerns Folr i eem: genedes conér ok jresisagesr are
shown here.
put on hold when the intermediate node cannot locate the
global server. This is counter-productive 1f the local
nodes Just need te communicate with each other.
10
Disclosure of Invention
It is an object of the present invention to provide
an access control method in a plurality of data
communicationsnetworksthatenablesagﬂuralityoflocal
15 nodes to communicate with each other even when connection
between an 1intermediate node and global server 1is
momentarily lost.
The present invention allows the intermediary to
emplcy a high level state machine to synchronize between
20 two or more access protocols. In particular, the actual
access protocols used are abstracted to a set of generic
control messages for use in the state machine. As such,
the problem of changing access protocols is limited to
just the change in the affected protocol.
25 In addition, the invention disclosed in this
description 1s designed with frequent temporary loss of

connections taken into consideration. Thus, it hasmeans

of allowing local nodes to communicate with each other



v FIG:3 is a state transition di agram show ng state
8 transitions when the internedi ate node receives a new data packet froma
| ocal node has no active session associated with it. FIG4 is a state
transition diagram showi ng state 5 transitions when the internedi ate node
receives a new data packet froma |ocal_node that has no active session
associated with it.This state diagran1i% sinplified fromFI G 3 when an
acknol edgenent for rel ease of network resources is unnecessary. 10 FIG5 is

a 1 owchart, for, pracessi ng, packet s, . depi clingokhe al gorithm eppl oyed by the
e to éket r ca

i nternedi ate no process a pac f'ecei cve omalo hode. FIG6 is

fiog;fiv“éﬂg show ?ﬂet herasehid e%‘ézreq]@Ioﬁh%n%Q%@eﬁdB?&c@@FSn GPASL§Ling of
gl obal access 15 protocol units to handl e access protocol
nessages Y$@drmediate node controlling access of local nodes in
a singular or plurality of data communications networks.
5 When a local node requires network access, the
intermediatencode is configured tocontact a global server
to authorize the reguest. Theprotccolsusedby the local
nodes and global server can be identical or different.
When connectiocon fto the global server is momentarily lost,
10 the present invention allows the intermediary to

temporarily grant network access to the local nodes, so

that local ncdes can still communicate with each other.

Brief Description of Drawings
15 FIG.1 is a drawing showing a communication network
scenarioc, illustrating communication networks connected
to an intermediate network node in a typical scenario.
With the aid of the global server, the intermediate node
controls access to local and glokal netwerk resources
20 by the local nodes.

FIG.2 1s a drawing showing a message flow sequence
in access control, depicting a general flow segquence of
contrdlmessageswhenperformingaccesscontrolofalocal
node by a global server. The intermediate node 1is

25 functioning as a relaying agent between the local ncde
and the glchal server. Fourteengenericcontrolmessages
are shown here.

FIG.3 is a state transition diagram showing state



» by l'ocal nodes and the gl obal server, a nessage mapping unit that maps the
actual access protocol nessages to one of the 15 generic control nessages,
and a state nachine that inplenents the state transition diagram 20 Best
Mode for Carrying out the Invention Wth reference now to the acconpanyi ng
drawi ngs, enbodi nents of the present inyention will be explained in detai
bel ow. 25 An apparatus for controlling fHetworks el enent is disclosed here.
To hel p understand the present invention, the following definitions are

used: e - - A packet Ls a
T sitionsg when the intermedi RAGKE! ;o ne
sel f-contai'ned unit of data 5% any p5§5|%?eafgr§§% that can be del'iVéred on

a data netyrk.po oy e tAR dutennRdl arys s capy Hicnherded| af e peLwerk < &l gment ",
and an "internedi ate node" are equivalent, and are used I nterchangeably,

unl ess ot heryw se-specified, itto refer to a gateway, an access router or an
intelligent network hub to which the present invention applies. In the

follow ng descrizptd on, 1§05 &hetRUROSEs o ixPlENay-am sIReei higC shunders,
times, structures, and
5 fransitions when the intermediate node receives a new
data packet from a local node that has no active session
associatedwithit., Thisstatediagramissimplified from
FIG.3 when an acknowledgement for release of network
resources 1s unnecessary.

10 FIG.5 is a flowchart for procegsing packets,
depicting the algorithmemployed by the intermediate node
to process a packet received from a local ncde.

FIG.6 1s a drawing showing the architecture of the
intermediate node, consisting of local and global access

15 protocol units to handle access protocol messages used
ky local nodes and the global server, a messadge mapping
unit that maps the actual access protoceol messages to

one of the 15 genericcontrol messages, anda state machine

that implements the state transition diagram.

20
Best Mode for Carrying out the Invention
With reference now to the accompanving drawings,
embodiments of the present invention will be explained
in detail below.
25 An apparatus for controlling network resocurces at

an intermediate network element 1s disclosed here. To
help understand the present invention, the following

definitions are used:



ot her paraneters are set forth in order to provide a thorough understanding

of the present invention. however, it will be apparent to anyone skilled in
the art that the present invention may be practiced wthout these specific
details. The invention disclosedin this description is designed to

be enployed in an internedi ate network node, which is connected to two or
nore data conmuni cati ons networks, as ilTustrated in Fig. 1. The subject of
the present invention, the internedi ate node (103) controls acess to | ocal
networks (102)  and a gl opal network. (104) hy |ocal .nod 101). ~\Wenever
there is a n_e\l\f‘l OE’EIC]%%ge t1o01)® eﬁue%?fl g et PE1508§§SC§aE?IeOFnF8TyWEdi ate
node (103) wddshaye tgraonsphl d Bgn0bORAL, sGkualy (102) 2 WhLN | S-the
authority in granting network access to I ocal nodes (10f3. Fig
illustratgs a fypica l.ow sggyence of _cont kgl SSage! t t

i nternmedi ate noée (1%%%? a %ocgﬁyc P8 Un (EPABYS 08 m%i%tvﬁggé{ (101)
and the gl okalemenver, GX)an “internkdsakby, nldee+ogak @%QQ\Kaﬂ-pél)ltW I
have to request access by sending the internediate node (103) a | ocal acess
request nessage, asesi gHddediby drAELESSREQ, (20201 dHES geIsage i vl |
normal Iy indentify the |ocal node (101), and state the network resources
required, Beweyveriea, acalrabde £303) gmayvassunent hatesuch-c@teqguest is
not necessary and directly attenpt to use network resources, such as by
sendi ng dat arpadkdieslt ogardi nglessws rpl unab ntobewhdfcnodés: | pothentl ocal
networ ks (102) or the global network (104). \Wen the internedi ate node
(103) receivessychopacket§iftsom a | ocal node (101) that has not been

previously granted acess (or for which a previous grant
In the following description, for the purpose of

2

10 explanation, specific numbers, times, structures, and
other parameters are set forth in order to provide a
thorough understanding of the present invention.
However, it will be apparent to anyone skilled in the
art that the present invention may be practiced without

15 these specific details.

The iInventicn disclosed in this description is
designed to be employed in an intermediate network node,
which is connected to two or more data communications
networks, as illustrated in FIG.1l. The subject of the

20 present inventicn, the intermediate node (103) controls
access to local networks {(102) and a global network (104)
by local nodes (101). Whenever there is a new 1ocal node
{101) reguesting network access, the intermediate node
(103) will have tc consult the global server (105), which

25 is the authority in granting network access to local nodes
{1011} .

FIG.2 illustratesatypical flow sequenceof control

messages between the intermediate node {103), a local



has 'expired), the internedi ate node (103) can notify the | ocal node (101)
to send an L- ACCESS- REQ (202) nessage by sending an L-ACCESS-INIT (201)
nessage. When the internedi ate node (103) receives an L- ACCESS- REQ
(202), it then contacts the gl obal server (105 with a G ACCESS- REQ (203)
message. this control nessage inforns _the gl obal server of the new access
request fromthe | ocal node (101). Thélblobal server (105) can then
accept, reject, or authenticate the request. To accept the request, the

gl obal Se%%ﬁﬁf§ﬁg§?atéﬁﬂgstkge<%§%§5?§g%§5§egoq%”§§ 3) a G ACCESS- K (208)

nmessage. n ernmedi ate réceives this, it grants access

to the |ocal nogde GhOl) by,sendind &dadQESS) OF:4209), FESSage, haethe | ocal
t node (

S
node (101). Fromthis point on, e |l ocal 101) can accessthe

request ed R Kby sending the intermediate noddl(f@sgurgeryptijl it
chooses to release it, or until the grant expires To rel ease the

network regsewLe, rthed seahnofdes£103)s can sendi the 4t ernediat e-nede (103)
an L-LOGOFF (210) nessage. The internedi ate node (103) wi Il acknow edge the

rel eage by2neplyi nogh Wt 88z b=LOGEDER AK2(1211) deessiage .t HA 1bke 1sapee i me,
it will informthe gl obal server (105) that the | ocal node (105) has

rel eased theinesauwccet by cackbavw edgesk wekh war & kEQENEi ACGK ( 213) weortrr,ol
message.
a local node (101} may assume that such a regquest is not
necessary and directly attempt to use network resources,
such as by sending data packets to a single cr plural
10 number of nodes in other local networks (102) or the global
network (104). When theintermediatenode (103) receives
such packets from a local node (101) that has nct been
previously granted access (or for which a previous grant
has expired), the intermediate node (103) can nctify the
15 local node {(101) to send an L-ACCESS-REQ (202) message
by sending an L-ACCESS-INIT {201} message.

When the intermediate ncde (103) receives an
L-ACCESS-REQ (202}, it then contacts the global server
(105) with a G-ACCESS-REQ (203) message. This control

20 messageinforms theglobal serverof thenewaccess request
from the local node (101). The global server (105) can
Then accept, reject, or authenticate the request. To
accept the request, the global server (105) sends the
intermediate node {(103) a G-ACCESS-0K (208) mnmessade.

25 When the intermediate node (105) receives this, it grants
access to the local node (1CGl) by sending an L-ACCESS-0K
(209) message Lo the local ncecde {(101}. From this pcint

on, the local node (101} can access the requested network



t

It nust be noted that acknow edgenent of the rel ease of network resources
is optional. In such cases, the L-LOGOFF-ACK (211) and G LOGOFF- ACK (213)
control nessages are unnecessary. When the gl obal server (105)
rejects the request, it sends the internedi ate node (103) a G ACCESS- REJ
(214) control nessage. Upon receiving . this, the internmedi ate node notifies
the I ocal node (101) with an L- ACCESS- RE] (215) nmessage.

Al ternatively, the global server (105) can choose to authenticate the | ocal

node (101 i ten | at.e .no 2

message. ﬁ%yciﬁfgrgrrgglgalthlg %gdghrgecg%s?tsr e%a%%%g:%' 1Fﬁ}an Llﬁﬁ%éRqué)e( 205)
nmessage tg.t| I(Qg j node (101). The local node (101) will have to respond
to the aut ﬁentl catl on Wwth an L-AUTH RES (206) nessage sent to the

internedi ate node (dP3)scTheeild €fHRGl AL E Qe ( %@?@) 1heraendsid iy g 3to the
gl obal server (105) with a G AUTH RES (207) control

12 messageanlhe 04 OPRE Servermédal Lalohben1aceepin of -rej@strt henequest
bases on the authentication response. In addition, it can choose to further

aut herst i cate stape | ocahenode A2DdN vt anakhen (G AWTH: REQ-(204) 1 eaaty ol
nmessage. Due to the fact that L-LOGOFF-ACK (211) and G LOGOFF- ACK

(213) nesshgeraleacpt bonatp LiyWe setis tohin IgeneGioE ot Kol 2 ks sages agan be
identified; first, the full set consisting of all fifteen nmessages defi ned
above, asAtitbe Banfedtivre, (3} wesdribdd tatiene het ebn,l ard-secontD o)
that the lccal node {(105) has released the resource by
sending a G-LOGOFF (212). The glcbal server (105)

10 acknowledges with a G-LOGOFF-ACK (213) control message.
It must be noted that acknowledgement of the release of
network resources 1s optional. In such cases, the
L-LOGOFF-ACK (211) and G-LOGQOFF-ACK (213) control
messages are unnecessary.

15 When the global server (105) rejects the request,
it sends the intermediate node (103) a G-ACCESS-REJ (214)
control message. Upon receiving this, the intermediate
node notifies the local node {101) with an L-ACCE3S-REJ
{(215) message.

20 Alternatively, the global server (105} can choose
to authenticate the local node {(101) by sending the
intermediate node (103) a G-AUTH-REQ (204) message. The
intermediate node (103) relays this with an L-AUTH-REQ
{205) message to the local node (101). The 1ocal node

25 (101} will have to respond to the authentication with
an L-AUTH-RES (206) message sent to the intermediate node

(103). The intermediate node {103) forwards this to the

global server (105) with a G-AUTH-RES (207) control



» a reduced set consisting of only thirteen nessages, w thout the
L- LOGOFF- ACK (211) and G LOGOFF- ACK (213) nessages, as cited in feature
(2) described | ater herein. As clearly shown in the above
illustration, the internedi ate node (103) will have to nmaintain states
during an access request session to syn%hroni ze between the nessages sent
fromand to the I ocal node (101), and t'Ke nmessage sent to and fromthe
gl obal server (105). To facilitate this, the data structure shows in Data
Format 1 I S cited | tu d rd.be at erej S fined
t ypedef s??&%ﬁi@éss?&lﬁe_tgg%%%ﬁ O ﬁ%ﬁ)ocg %no ee_llqn gé;&sﬁ'kﬂ?%e
state; BUEEERCt tne RARKELL(n)E ol oRESHLON, BRI FOLTalo L v D6, SESSI ON
Structure 13 The aata ormat SESSI ON contal ns three nmaj or
fields, kacalignodechnfa.r stale-nhapdd he, pPagkel AF raychethe 4 9eal taQde_info
field is used to store the identification information of the |ocal node
(101). Thbgacamdas!l ude 1useri tdeahisfidicat i @nautei work aceess déentishi er
(Non- Pat ent Docunent 6), and sanme unique identifier of the network
i nterfracemearsGgethe state field is used to store the current status of
the access request. Its usage will becone apparent later is this
descri pti on whebhutheteopetatd orf0ft t hehant erredi@d erreds (103) 1) s dinscl osed
further. The packet array is used to tenporarily store outgoing data
packet s senl.oldmr oRCKo (hk3) ovals swdes( Bl optwheml heted ssattepdorary
| oss of gl obal network connectivity. Use of the packet array wll be
di scl osedg¢uetthier da@néroiln mddsadescrigptilon. identifTedsudcasstul ke
mai ntain the two sessions, one betyween the |ocal node (101) and the
i nter medi Byl 2@l adies behdm betiween Thetprterfaedisarys gedf ihedgtlobik server
(105), a set of states and transitions anong the states is needed.
Feat iFes ¥1D)! epd 1 12 fdwse litned eFaterl fdrlel he 5 gt ¢ y v e fisf el dset  of
states and state transitions that is crucial for the operation of the

present iHvémdbne HovebveCOt hit 6FdeYd £ 8- tRBLpr e%%ﬁf—”tielﬁf_énfﬂie&rﬁi‘%eéper ate
necessar B UERC O e EarE b b7 BiacI ed b A AT &  aberimert ! *4s
descri bedmggs%%eess,t %[sectirt%ngiitﬂ re]:rzldciua éa ) 3 é):%Mé'rii- chl gasceaﬁ%elzrigiﬁ’. with
As clearly shown in the above i1llustration, the
15 intermediate node (103) will have to maintain states
during an access regquest session to synchronize between
the messages sent from and to the local node (101), and
the messages sent to and from the global server (105).
To facilitate this, thedata structure shown in Data Format

20 1 below, as cited in feature (8) described later herein,

is defined.

typedef struct _ session tag |
NODE INFC local neode info;
25 STATE state;
BUFFER packet][];
} SESSION;

Data Format 1: The SESSION Structure.




+ 1 4:- reference to features (14), (15), (17) and (18) described | ater
herein It should be apparent to anyone skilled in the art that other sets
of states state transitions can be defined to inplenment the invention
di sclosed. ,an he defined to inplenent '.ho invention disc in the art that
ot her sets of states and state transitiqQns ccan be defined to inplenent the
i nvention disclosed. Nonet hel ess, suck1§ set will incorporate in sone form
the mninmal set cited in features (11) and (12) described |ater herein.

nol udes 1 he L {OA0EE RGO AN TGOS, AR Tebaa0ee: S kB Thess Tiiveages
2 S h (S Mol TEpt P FEBEAT SR PSR R Bt P e g 1

(301): The i figlqgstateryhen ﬁdmegvu%aﬁ% ggo&%ceméegdww @i Lg¢alopode
(101) that has not previously been granted access, and has no pendi ng

access gr ahtro rofs ReWnSESSHON: st buGtiures wel 1 1ke @l I oeptied cand iAktiald zed
for this local node (101). The SESSI ON structure wi |l continueto next untl

the Sl SCONN (307 estatre ¢stieaghed.ndbus rk nethode ot chackdmygifiad ocal
node (101) has any pending or granted access is to check if there 1is an
acti ve SEESSHOY steudtt res@ssaci at)jed amdlhsthe hocatusode onlidily i by lodtat i ng
a SESSION structure that has simlar |ocal node info.
the network interface card. The state field is used to
store the current status of the access regquest. Its usage
will become apparent later in this description when the
10 operation of the intermediate node (103) is disclosed
further. The packet array is used to temporarily store
outgoing data packets sent fromor to the Llocal node (101)
when the access request of the locai node (101) is pending,
or when there 1is a temporary loss of global network
15 connectivity. Use of the packet array will be disclosed
further later in this description.

To successfully maintain the two sessions, one
between the local node {101) and the intermediary, and
the other between the intermediary and the global server

20 (105), a set cf s2tates and transitions among the states
is needed. Features (11) and (12} described later herein
specify the minimal set of states and state transitions
that iscrucial for theoperationof thepresent invention.
However, 1in order for the present invention to operate

25 correctly, a more complete set of states and state
transitions is necessary. Two such complete setfts are

discleosed in this document, as described by the state

transition diagrams shown 1in FIG.3 and FIG.4, with



+ This state is a transient state in that ir will always transit to a
different state. the state it transits to depends on the received packet
type. |If the received data packet is an L- ACCESS- REQ (202) nessage, then

t he next state will be SSRESS-WAIT (303), as

i ndi cated by the transition denoted byc%lteral 311. At this transition, the
variable "try" is set to nunber n, defines the nunber of G ACCESS- REQ
(203) nessages to be sent before 5 declaring that cormecti on has failed. If

the paCke\Lﬁlﬁeexf%}Z‘%dtbsf @QE?G:%' 3“13/4 data packef, elﬁ]i;%?egﬁfﬁé F?H%teed"“ A

be S-ACC- as 1 ndicate t he tran5|t|on iteral 310.

At this tr i e v b tar S u i fines the
nunber of 1%071%L]§ A%%Esé?l I'NI '?irTlZ 2%%§ur%ecgsba%easﬁﬁtg%é§1€eg§ %g&oorry\egdgég grq"lén% t hat

connecti 0R phas of Abhednat S AL VAL 6302} 5 tBY andd §tt%ﬂ§ terrg@ggg iWhien the

i nternedi ate node (103) receives an ordinary packet froma |ocal node

(101), 15c%rrpnwhu@fl,ﬂeaa%dw01mff%@aé/ﬁa amd - AGEST REQ Hiscissthe, state
in which the internedi ate node (10 is waiting for the local node (101) to

send an LyACCESS: REQs(,202)chRESSaget hHdea timSostatats emnt ef®@fle &drm

L- ACCESS-INIT (201) nessage will be sent to the |ocal 20 node (101), and

t he vari abhe hinhy'mald [de be decdehent €dt ulte 4 Ha ISiammnd | (M) ald $aed befd val ue
Twill be started. When this tinmer expires, a new state transition is
triggeredlalfer tnyteiisigreater than zero, a self-transition takes pl ace,
i.e. the SSACC-WAIT (302) 25 state is re-entered, as indicated by the
transition denoféé .y il ttdrals Bade ddm ghemovhen hard Sdf aheyenmerl expires

with "try" equal to zero, the attenpt at connection with the | ocal
control messages includes the L-LOGOFF-ACK and

10 G-LOGOFF-ACK messages. When these messages are not
necessary, The state diagram can be simplified to the
one shown in FIG.4. A total of nine distinct states are
defined, as follows:

. S-INIT (301):

15 The initial state when a new packet is received from
a local node (101} that has not previously been granted
access, and has no pending acgess grant. A new SESSION
structurewillbeallocatedandinitialized for thisleocal
node (101). The SESSIONstructurewill continue toexist

20 until the S-DISCONN (307) state igsreached. Thus amethod
of checkingifalccal node (101) hasanypendingor granted
access 1s to check if there ig an active SESSION structure
associatedwith the local node (101} by locatinga SESSION
structure that has similar local node info.

25 This state is atransient stateinthat itwill always
transit tc a different state. The state it transits to
depends on the receivedpacket type. If thereceiveddata

packet is an L-ACCESS-REQ (202) message, then the next



16 :'node (101) is deened to have failed, and the next state of transit is
SDI SCONN (307), as indicated by the transition denoted by literal 322. A
state transition to SSRES-WAIT (303) can occur regardless of the tiner 5
when an L- ACCESS- REQ (202) nessage is received fromthe |ocal node (101).
This is the expected state transition. ring this transition the variable
"pkt" is set to G ACCESS-REQ (203), and="try" is set to n, as denoted by
literal 321. 10. SSRES-WAIT (303): This state is entered when the

i di de . ' - - : | d
(100) | Thes A e st a8 WREORTHE (o or earS e neds 1109 T et ing
for the 9%2%?15? EY8r ablde o gendiack 15 a regpopse. it'}alrt@i%@'b of a

G ACCESS- 208) to accept the access request, a G ACCESS- REJ 214)" to
rej ect the,aceess; Lgquesty - oF AsGAUTHREQ 6204) 4.0 authenti cal githe; access

request. Upon entering this state, the internedi ate node 20 (103) wll send

a G ACCESEHRER:1:BQ3I) o 01 -an &x AVERIRRS (207) nlc0s £ Bg 8l 0b@e sehver « F1AR)

dependi ng on the value of "pkt", decrenent the variable "try", and start a
timer of valkuetin¥hemihi scHdectexp ress aFaewestatertransi tpeakeid | be
triggered. If "try" is greater than zero, a 25 self-transition takes place,
i.e. the BeBES-WALTL § 303)o stlahar s deenteced,t ,ashaditdad edehy thate
transition denoted by literal 330. If "try" is zero when the tiner
expires, whe lt banS-Ricah-Wendt éd 0lzy | iaerdald 882 twid byvwéhe transition
denoted by 1iteral 310. Af this transition, the variable
“try” is set to number nace, which defines the number of

10 T-ACCESS-INTT {201} messages to be sent before declaring

that connection has failed.
o S-ACC-WAIT (302):

This state is entered when the intermediate node
(103) receives anordinary packet froma local node (1C1),

15 from which it has not received an L-ACCESS—-REQ (202).
This is the state in which the intermediate node (103)
iswaiting for the local node (101) to send an L-ACCESS-REQ
(202) message. Once this state 1is entered, an
L-ACCESS-INIT (201) message will be sent to the local

20 node (101), and the variable “try” will be decremented.

At the same time, a timer of value tapec Will be started.
When this timer expires, a new state transition is
triggered. Tf “try” 1is greater than =zero, a
self-transition takes place, i.e. the S-ACC-WAIT (302)

25 state 1s re-entered, as indicated by the transition

denoted by literal 320.

On the other hand, 1if the Timer expires with “try”

equal to zero, the attempt at connecticn with Tthe local



16 node (101) is deened to have failed, and the next state of transit is
S-DI SCONN (307), as indicated by the transition denoted by literal 322. A
state transition to SSRES-WAIT (303) can occur regardless of the tiner 5
when an L- ACCESS- REQ (202) nessage is received fromthe |ocal node (101).
This is the expected state transition. D6ur| ng this transition the variable
"pkt" is set to G ACCESS- REQ (203), an try" is set to n, as denoted by
literal 321. 10. SSRES-VWAIT (303) . This state is entered when the

| nt er medi %to%é"'o{’wﬁoii?g% bR Eé”ﬁhvéc%sﬁrgﬁ é%@?&ﬁ% ng%%'@eslt node

(101). This 1s ein e interne te no is waiting

for the g a (105 ba a sp , h onpof a
G- ACCESS- é%b 563% S aéc%ep% fbﬁessg(gggss%géﬁestgga %qa%@ﬁs%%& 3%21%‘0

rej ect th%r%‘"r?@?&&%‘é%ot@& 8 yCIAWEE REQ3(214) A os aHthentd £af ¢ -tihg, access
request. Upon entering this stafe, the internmedi ate node 20 (103) will send

a GACCES%oR%Qz(@QBimqu a( &0 AYTIHES, 20 Foghhe 10l obab rsaryer + 1)

dependi ng on the value of "pkt", decrenent the variabl "try", and start a
timer of waleue atn L\chglslssm@erzezpl RS s @agBeWsstake fvaasttbantwd | be

triggered. If "try" is greater than zero, a 25 self transition takes place,
i.e. the $oRES WAHE (30@3)) st ateiissite:leatetedstasl snditcatecirbyi tiansi tion
denoted by literal 330. If "try" is zero when the tinmer expires, the
transiti obuddnof edhbys | ttemai 838@nwitheberariable “pkt” takerseDependi ng
on the policy of internediate node (103) as cited in features (9) and (10)
descri bedGFaCSIE her BEQ, (2the) nexhdst'dtrey s detetvhereS- CONMOST &(308) or
S-DI SCONN (307). If the policy is to assune that access
by literal 321.
10 . S-RES-WAIT (303):
This state is entered when the intermediate node
(103) receives an L-ACCES5-REQ (202) from the local node
{101)., This is the state in which the intermediate node
(103) is waiting for the global server (105) to send back
15 a response, in the form of a G-ACCESS-0K (208) to accept
the access request, a G-ACCESS-REJ (214) to reject the
access reguest, or a G-AUTH-REQ {204} to authenticate
the access request.
Upon entering this state, the intermediate node
20 (103) will send a G-ACCESS-REQ (203) or a G-AUTH-RES (207)
to the global server (105) depending on the value of “pkt”,
decrement the variable “try”, and start a timer cf value
treg. When this timer expires, a new state transition
will be triggered. If “try” is greater than zero, a
25 self-transition takes place, i.e. the S-RES-WAIT (303)
gstate 1s re-entered, as 1indicated by the transiticn

denoted by literal 330. If “try” is zero when the timer

exXxplres, the transiticn denoted by literal 332 will be



is granted when the internedi ate node (103) cannot contact the gl obal
server (105) (on-lost), the next state will be S-CONN- LOST (308), and an
L- ACCESS- OK (209) nessage will be sent to the |ocal node (101), as
indicated by the transition denoted by literal 334. On the other hand, if
the policy is to assune that access is geni ed when connection to gl obal
server (105) is lost (on-lost), then t € next state will be S-DI SCONN
(307), and an L-ACCESS-REJ (215) nessage is sent to the |ocal node (101)

ot her dlztc et ome EE%%@?@%@?%%Z? Yotk N TR A B T2 ot
expi red. Tl s happens uhen, Lhe | o ermdi pt e fode (103) fae@ggkg\%ﬁgégessage

fromthe g server the recei ved nessage is ‘REJ

(214), trapgi thendosthe Statg S Pl S@Nh(e%ons—\@drhwﬁ@% a3 (tenotgd
literal 331. At the transition, an L-ACCESS-REJ (215) wll be sent to the

l'ocal nodg-ph&onkf ( Bbe%receﬂf/ec%mﬁ%y $sat& AGLESR HhdL08)cess
transition to the state CONN (305) will "occur, as denoted by literal 336.

During this d+ansitd O e nafh b-ACCESH K 4 2090 ABSSATE) icadfiansshtadtt o the
| ocal node (101), and the variable "try" is set to nCONN. O herwise, if the

recei ved tressaget $1 as6rAldiH REQ5(204)n - L be tnexttist ahexw st Dee SWAUTH WAI T
(304). be S-CONN-LOST (308), and an L-ACCESS-0K (209) messade

will be sent to the lcocal node (101), as indicated by

the trangsition denotedby literal 334. On the other hand,

10 i1f the policy is to assume that access is denied when
connection toc global server (105) is lost (on-lost), then
thenext statewill be8S-DISCONN (307}, andan L-ACCESS—-REJ
(215) message is sent to the local node (101}, as indicated
by the transition denoted by literal 333.

15 Transiticns to other states from S-RES-WAIT (303)
can occur even when the timer has not expired. This
happens when the intermediate node {(103) receives a
message from the global server (105). If the received
messade 1s a G-ACCESS-REJ (214}, transiticn to the state

20 S-DISCONN (307) will cccur, as denoted by literal 331.
At the transition, an L-ACCESS-REJ (215) will be sent
to the local node (101). If the received messade is a
G-ACCESS-0K (208), transition to the state 8S-CONN (305)
will occur, as denoted by literal 336. During this

25 transition, an L-ACCESS-0K {(209) message 1s transmitted
to the local node (101), and the wvariable “try” is set

Lo TNcownn. Otherwise, 1f the received message 1is a

G-AUTH-REQ (204), thenext statewill be S—AUTH-WAIT (304) .



Durirng this transition denoted by literal 335, the variable "try" is set to
NAUTH. S-AUTH-WAIT (304): This state is entered when the internedi ate node
(103) receives a G AUTH REQ (204) fromthe gl obal server (105). This is the
state in which the internediate node (103) is waiting for the | oca node
(101) to respond to the authentication_ w th an L-AUTH RES (206) nessage.
When the state is entered, an L-AUTH ngz‘g (205) is sent to the | ocal node
(101) and the variable "try" is decrenmented. In addition, a tiner of val ue

TAUTH w | bhl%ger?tfg—btﬁi}/!]gncs%glﬁstiit%n %‘Eﬁ@%eﬁ[ %géﬁf????%ti S3hecel yed, from

t he | ocal ate transition w e tiner eéxpires

wth "try'{,sgri%fqgfé t\%zeﬁg, S\f,aﬁntsekg-tnransiti on will occur as denoted by

literal 34 "try" iI's zero en the timer expires, it is assuned that

connecti oQ witlg_%A h Ogal (nodep(101) is lost, and the next state will be
S-LOGOFF (306) it the full set of generic control nessage is used (FIG 3),

as indicated bythhe tyapnsktiien denst-ed hdht enal 342 @ dihe: ot helyhand,
if the reduced set of generic control nessages is used, the next state wll

then ke S{DISCOMN S80¥)s ascindireatrmloby2the Eramsitticon danot ege by cli t er al
442. State transitions can al so occur when the internedi ate node (103)
recei ves amol-)AUTHIRES {206heespanse ifr omidie tlocal nnedendd0dre hBdhi s
case, the next state is SSRES-WAIT (303). The variable "try" is set to
(103) is walting for the local node (101) to respond to
the authentication with an L-~AUTH-RES {2(C6) message.
When this state is entered, an L-AUTH-REQ (205) is sent
10 to the 1local node {101) and the wvariable “try” is
decremented. In addition, a timer of value tayrg will be
set.
When this timer expires or a response 1s received
from the local node (101), a state transitionwill occur.
15 If the timer expires with “&try” greater than zero, a
self-transition will occur, as dencted by literal 340.
If “try” is zero when the timer expires, it is assumed
that connection with the local node (101) is lost, and
the next state will be S-LOGOFF (306) if the full set
20 of generic control messages 1s used (FIG.3), as indicated
by the transition denoted by literal 342. On the other
hand, if the reduced set of generic control messages 1s
used, the next state will then be S-DISCONN (307), as
indicated by the transition denoted by literal 442.
25 State transitions c¢an also occur when the
intermediate node (103) receives an L-AUTH-~RES (206)

response from the local node (101}, In this case the next

state is S-RES-WAIT (303). The variable “try” is set to



: NRES and the variable "pkt" set to G AUTH RES (207), as indicated by the
transition denoted by literal 341. S-CONN (305): This state is entered
when the internedi ate node (103) receives a G ACCESS- K (208) nessage
indicating that the access request of the Iocal node (101) is granted.

Upon entering this state, the variable "tr wi |l be decrenented, and a
timer of value tCONN will be set. V\hen]t%e timer expires, a state
transition will occur. If try is greater than zero when the tirrer

expires, g self-transition whl ﬁpg UE .~ ag denot ed, ﬁ)fﬂ{l g éal %@? 3 try"

is zero V\/néﬁst et i rer exp |res connection Wt oca 701

assured £0 e 495k gpceggh %Qﬁ%ﬁ%ﬂtﬁﬁ ode 4 109) 1h: . Poy repei ved any

packets fromt | oc When t appens, e fransition
denot ed by |It% o3 By he state S-LOGOFF (306) will be taken, when the
full set of generic control nmessages is used (FIG3). If the reduced set is

used (FIG 4), arhriansithes as deneted Dywhbherdle 452t Wirkde Peat akepgahi ch
| eads directly to the S-DI SCONN (307) state. During the transition denoted

by thes|itared) 452¢cd & 4 OB0EF {2IR} sressage0wi)| Indes sent itrodi be tglrapal
server (105). Even when the timer has yet to expire, state transitions can
still occuhathehet heciertereedicat e aodes 103k Ir aedieves Opacketsr Enamd he
| ocal node (101). If the packet received is an L-LOGOFF (210) nessage to
i ndi cat e Ubemr eéease iofgnehvicr ksteseyr cehe ther nektl esstatewti IWill be
decremented, and a timer of value teony WwWill be set. When
the timer expires, a state transition will occur. IF
10 “try” is greater tThan zero when the timer expires, a
self-transition will occur, as denoted by literal 350.
If “try” is zero when the timer expires, the connection
with the local node (101) is assumed to be lost, since
the intermediate node (103) has not received any packets
15 frem the local node (101).
When this happens, the transitiondenotedbyliteral
353 to the state 8-LOGOFF (306) will bhe taken, when the
full set of generic control messages is used (FIG.3).
If the reduced set isused (FIG.4), a transition as denoted
20 by literal 452 will be taken, which leads directly to
the S-DISCONN (307) state. During the transition denoted
by literal 452, a G-LOGOFF (212) message will be sent
to the global server (1Ch}.
Even when the tfTimer has yet To expire, state
25 transitions can still occur when the intermediate node
(103) receives packets from the local node (101). If the

packel received is an L-LOGOFF (210) message to indicate

Che release of network resources, tThe next state will



be S-LOGCFF (306) for the full set of generic nessages (FIG 3). During
this transition denoted by literal 352, the internedi ate node (103) w |
send an L-LOGOFF- ACK (211) nessage to the | ocal node (101) and set the
variable "try" to a variable of nOFF. On the other hand, if the reduced
set is used (FIG 4), the transition d%‘r;)ted by literal 452 wll be taken,
| eading to the state S-DI SCONN (307). ring the transition denoted by
literal 452, a G LOGOFF (212) nessage will be sent to the global server

L ona volle s-LREOFF, (395), Fordns EHPh TR R KPubay 50stEehe "

occur. — SyBISCON (30Dind i, Sl £n 5 (et eath ghen §hen ptenmadiAte node

(103) decides that the local node (101 onger requires the netwdrk

resour ces ¢ nldpom €8t Rk, £ Bi %o%it@t €1 o%he wSESSE@N fata struedte-agseci at ed
with the Iocal node (101) will be deleted. No nore state transitions wl|

occur.  S{EONV LGSk {3886 t'H'lé 3 st @t evd et €1 ¢damheds Ehen & nier mediiat e node
(103) decides that connection to the gl obal network (104)

5 “try” to a variable of ngrr.

On theother hand, if the reduced set isused (FIG.4),
the transition denoted by literal 452 will be taken,
leading to the state S-DISCONN ({307). During the
transition denoted by literal 452, a G-LOGOFF (212)

10 messagewill be sent to the glebal server (105). Hgwever,
if the packet is a nocrmal data packet, a self~-transition
to S—-CONN (305) will occur, and the wvariable “try” is
reset to the value of neonw, as indicated by the transition
denoted by literal 351.

15 - S-LOGOFF (306):

This state is entered when the intermediate node
{(103) receives an L-LOGOFF (210) message from the local
node (101), and the full set of generic control messages
is used (FIG.3). This 1is the state in which the

20 intermediatenode {103) sends the global server a G-LOGOFF
(212) message, and walits for the G-LOGOFF-ACK (213)
acknowledgement. ©Once this state is entered, a G-LOGOFF
(212) message issent tothegleobal server, and the variable
“try” is decremented. Furthermore, a timer of value tgrr

25 will be set. When the timer expires with “try” greater
than zero, a self-transition occurs, as indicated by the
state transition denoted by literal 360, If the timer

exXxplires with “try” equal to zero, or if a G-LOGOFF-ACK



is lost, and the policy is to assune that an access request of the | ocal
node (101) is granted until connection to the global network (104) is
restored. The session will always stay in this state until it receives an
L- LOGOFF (210) message fromthe | ocal node (101), or until connection to
the gl obal network (104) is restored. _ILn the former case, an L-LOGOFF- ACK
(211) message is returned to the | ocal “dode (101) and the next state is
S-DI SCONN (307), as indicated by the transition denoted by literal 381, if

the full %2&30)“ n%é‘g%él%aﬁ%ztfre t%{@ééa%%nl %Wéeéjgégkg‘@%?g‘{éag?? oggd,uced

set is used’instead e next state iIs

i ndi cated.b t Lt e L 1. the: pth d, if
connectioﬁ ¥S%t%%tgﬁgﬁgﬁkﬁg¥ao¢£%%gog¥ ?skﬁggé%ﬁgdf3%ﬂg 2?%%% ﬁffpégé

S-RESET-VWAI T (30%)r-gddikng At s.transition denoted by literal 380, the
variable "try" 22 is set to a value of n.

S-RESET-WAI'T (308)is B St st ake drst €pker echahennthe - it eherdiat € Aede (103)
has just regained connection to the global network. 5 This is the state in
whichsit isowai tieRd dos recet \ter @ lpacketns@at(1hyl | he letade natdeq(1@d)s to
verufy that the | ocal node (101) is still active, before resum ng the
previ ous aheess: tregqu&strsessrar.s Wanobthi e rstat eénigs tant er ed,aitde vard abl e
"try" is decrenented and a tinmer 10 is set with value t. Wien this tiner
expires aggsstrgN dstegratteruthareaosoaisatddt wandi ttlon (1330)1 onodrs.
O herwise, if this tinmer expires with "try" equal to zero, the |ocal node
(101) is &sfdrnedwibl nbel degerted. No more state transitions will
occur.
10 . S-CONN-LOST (308):
This state 1is entered when the intermediate node
(103) decides that connecticn to the global network (104)
is lost, and the peolicy is to assume that an access request
of the local node {101) is granted until connection to
15 the global network (104) is restored. The session will
always stay in this state until it receives an L-LOGOFF
(210) message from the local node (101), or until
connection to the global network (104) is restored.
In the former case, an L-LOGOFF-ACK (211) message
20 is returned to the lccal node (101) and the next state
15 S~-DISCONN (307), as indicatedby the transitiondenoted
by literal 381, 1f the full set of genericceontrol messages
is used (FIG.3). If the reduced set is used instead
{(FIG.4), the next state is S-DISCONN (307), as indicated
25 Dby the transition denoted by literal 481. On the cother
hand, if connecticn to theglobal network (104) isrestored,

the state will be S-RESET-WAIT (309). During this

Lransition denoted by literal 380, the variable “try”



need the network resources. In this case, a transition 15 as denoted by
literal 391 to the state S-DI SCONN (307) occurs. Wien a packet is received
fromthe | ocal node (101), the session will leave this state. |If the packet
is an L-LOGOFF (210) nessage, the next state will be S-LOGOFF 9306), if
the full set of generic control m&*ssaggs2 20 is used (FIG 3). Together with
this state transition denoted by liter 392, the variable "try" is set to
n and the Iocal node i s acknol edge with an L-LOGOFF- ACK (211) nessage.

O herw se, edu td sed instead 25(FI G 4) the next state wll
be S-Di CK%&\I (%%93:5 glsc\?% ?%at eédlg “the transition denoted by literal 492.

During this tran SX;(]ZF (212) cintrol nmessage wll be sent
to the gl obal geﬁé\}teérﬁ?lgg‘)%T 5505 ' 23 On the

other hand, if the acketereceied-isdNQih@R EnleOGPH: (ALQ): MESSAGGe the
| ocal nodels still actively using the networl resource, and thus the access

request  $@%$3J)0R sAUSH she reesiedd ddh  elct 4 MdiCated by Jihel stat Ro% k.
transition, denoted by literal 393, to the state S-ACC-WAIT (302). Durlng

this ty an$ht1|80msthﬁevafﬂaﬁbbelnt Muitcs sef 19 RAGEidd the raboyveve a
description of the state diagrans, a few references are nade to nACC,

NAUTH, nRSI-kCONN:nand ynOHFe IThesa arsdér etioypartaseters"t enphoyedhto
control the nunber of re-tranm ssion attenpts. It should be

local node (101) 1s still active, before resuming the

previous access redguest session. When this state is

entered, the variable “try” is decremented and a timer

10 is set with value tgsr. When this timer expires and “try”

is greater than zero, a self-transition (390) occurs.

Otherwise, if this timer expires with “try” equal
to zero, the local node (101) is assumed to no longer
need the network resources. In this case, a transition

15 as denoted by literal 391 to the state 8~DISCONN (307)
cccurs. When a packet is received from the local node
{(101), the session will leave this state. If the packet
1s an L-LOGOFF (210) message, The next state will be
S-LOGOFF (306), ifthefull setof genericcentrolmessages

20 is used (FIG.3).

Together with this state transition denoted by
literal 392, the wvariable "“try” is set to nerr and the
local node is acknowledged with an L-LOGOFF-ACK (211)
message. Otherwise, 1f the reduced set is used instead

25 (FIG.4), the next state will be S8-DISCONN (309), as
indicated by the transition denocted by literal 4932.

During this transition 492, a G-LOGOFF (212) contrel

message will be sent to the glcbal server (105).



* apparent to anyone skilled inthe art that should re-transm ssion of any of
the control packets not be desired, or be otherw se prohibited, the state
transition 15 di agram di sclosed is still applicable by setting the
corresponding "retry paraneter” to a value of 1. In addition, afew
references are made to tACC, tRES, tAUTH, tCONN, tRST, and t OFF. These are
time-out paraneters to control the re-4F anmi ssi on period and state
transition 20 timng. The present inventions allows the internedi ate node

(103) to tenporapil grggg)eakcc}ggﬁdto I]pc@le @(%QOE)ECme\p%gjhand &) ction

to the gl obal netvvo is down. As Cit eatures ( )
descri bed .pf et ghefei N, 125) LS d§ea tcr%'fl'og%ﬁ'?ﬂo%@l?ﬂs' Qﬂilqeé)éﬂ@vrégl;?n

policy. Such a conflguratlon option, its sinplest form can manifest itself

as a bit, yuhe{e @ bihevalue: ofe 2600 ddpldes that the PRldLysi Set®est
tenporarily reject access, and abit 24 val ue

of one lmlelsasl@ha;ﬁugiﬂeb@ol:b@mmesato tBAROR &N iy i0f @Ak JaB&eshe ki ashoul d be
apparent to anyone skilled in the art that other fornms of inplenmentation

are passi bresnstuchoas usidgoaesitriong afi bétsit osiogndi cate theeswstehiag 5 on
or off of the congiguration option. During the period when connection to

t he gl obak -awet vioAK T( 164)2 )i s downinigf thhies patdeyiitd do, griaatva heé aldcal node
(101) access, all data packets sent to other |ocal nodes(101) in the | ocal
net wor ks (1102)” coanecttedt v onkbe. 10 i nt er medi ate node (103) are forwaded.
Al'l data packets destined for the global network (104), however, cannot be
f orwaded. Theselar &éhst aredvendgshufirriassod diled wiehet el 4 9tamsnode

(101), as cited in features (26) and
few references are made Lo Nace, Nressy DNAUTHr; DRsTs, ICONNs

10 andnerr. Theseare “retryparameters”employedtccontrol
the number of re-transmission attempts. It should be
apparent to anyone skilled in the art that should
re-transmission of any of the control packets not be
desired, ocr beotherwise prohibited, the state transiticn

15 diagram disclosed is still applicable by setting the
corresponding “retry parameter” to a value of 1. In
addition, a few references are made to Lace, LTress Tauru,
tconns Trsrr, and Lorr. These are time-cut parameters to
control the re-transmission period and state transiticn

20 timing.

The present invention allows the intermediate node
(103) to temporarily grant access to local nodes (101)
when the connection to the global network (104) is down.
As cited in features (9) and {10) described later herein,

25 this is a configurabkle option, depending onpolicy. Such
aconfigurationopticon, initssimplest form, canmanifest
itself as a bit, where a bit value of zero implies that

the policy 1s to Temporarily reject access, and a bit



" (27) described later herein. 15 For this purpos, the packet array in the
SESSI ON structure is used. This can be used to store data packets sent by
the local node (101) destined for the global network (104) when connection
to the gl obal network (1040 is down Whenconnection is restored and access
has been granted 20 by the gl obal servE% (105), packets queued in the
packet array has been granted. The pac & array can al so be used when
connection to the global network (104) is alive. This is to store 25 data

packet s S%i&%l%gf?h%ﬁ?nm?ﬁggs( QL) topany g %aésﬁ}”%i R, H?iagg %;eet he

| ocal networ e access request yet to be ant

gl obal = seryer, { 1080¢ &5, ci{edshBheptil eépﬁa%@erﬁggt&zé}lﬁ%?&r%?%gisﬂ er

herei n. For I nst ance, en the

session i gpsthbla i dhes state: SoREE WA inb3@R)e0f 2 S1AHTEE WA s 6384)e, ONCe

the access has been granted, data packets queued inthe packet array are

then processed a5 ddithey areineceirved & ties acgess t has bapntananigd.
FIG 5 illustrates the algorithmused by the internedi ate node (103) when a

packets i sonecet ved £f rrofm the lcegaf i gode (ildd) opwitdnreference to features

(22) and (23) described later herein. The Iist of SESSION 10 structures is

first searched padioccat eha SESSLION tWtatn connection to the global
network (104) is down, i1f thepolicy is tc grant the local
node (101) access, all data packets sent to other local
nodes {101) in the local networks (102) connected to the

10 intermediate node {(103) are forwarded. All data packets
destined for the global network (104), however, cannot
be forwarded. These are stored in a buffer associated
with the local node (101), as cited in features (26) and
(27) described later herein,

15 For this purpose, the packet array in the SESSICN
structure is used. This canbe used to store data packets
sentbythe localnede (101) destined fortheglobal netfwork
(104) when connection to the global network (104) is down.
When connection is restored and access has been granted

20 by the glokal server (105), packets queued in the packet
array are then processed as if they are received after
access has been granted.

The packef array can also be used when connection
to the global network (104) is alive. This is to store

25 datapacketssentbythe localnode {101) toanydesitination,
including the local network (102), when the access request
has yvet to be granted by the global server (105), as cited

in features (24) and (25) described later herein. For



is associated with the local node (101), as shown in the step denoted by
literal 501. This search can be sinple search through all the SESSI ON
structures, or a hash function on the local _node_info field can be used. If
15 nostructure is found, a new state machi ne governed by the state machi ne
shown in FIG 3 or 4 is instantiated aéclfhown in the steps denoted by
literals 502 and 503. |If a SESSION str ure is found, the packet is next
checked to see if it is an L-ACCESS-REQ (202), L-AUTH RES (20), or L-LOGOFF

(210) mas%‘%%a@éei nqitcgitigﬂg)ént hf%ét%gsgﬁg% eids bé/tkiltle.riar{ @Q% Sltfaﬂé i's,

the message 1S protesse I ctated e state transition diagram as

shown i nt he t Lter h ihse, t t I ked to
see if itgi sr&tss?%%%&? g’%wdé%S%%{&%ﬁQﬁc‘%%(g%%ﬁ ‘as s %(\%\m@ig% %ﬁte: st%esgps

denoted byld bekd] §1206: 889 3984 bh NG StptLuba Bn GOW ;§§ﬁ§ett he Racket is

sent in the normal "way and the state nmachine proceeds to the

26 next Shaletias ipeheatset byasherstap ydenat ed by | bicteral t 587a cOhes vi se,
if the state is S-CONN-LOST (308), the packet is checked to see if it is

destined fars theegl ekalnhetiwork (104) or local network (102). If the packet
is 5 destined for the local network (102), it is sent and the state nmachi ne
proceeds to thermexts stial usas sthosn thet halstepi dénot edsdy | byerahsdbl2. |f
t he packet is destined for the global network (104), it is queued to the
SESSI ON st ngetrured and <t hmeo 3¢ atl & Crfachinen paopeeds: t ol sheenexitvaetlafeond0 as
shown inthe step denoted by literal 511. On the other hand, if the step
denot ed byhki tlerad 1 509des {&Rén., 1wl thi sestepentiee packet tivsr apiedéd )t o t he
SESSI ON structure and the state machine proceeds to the next state. 15 In
any practagal (4l emrestcatibadofl ather dhsdiosed | Akentlibnt ptf iSESALPN
reasonable to set a limt on the nunber of packets to be queued. If nore
packégsngggqqfures is first searched to locate a SESSION that
is associated with the local node (101), as shown in the
step denoted by literal 501. This search can be a simple
search through all the SESSION structures, or a hash
function on the local node info field can be used. If
15 no structure is found, a new state machine governed by
the state machine shown in FIG.3 or 4 is instantiated,
as shown in the steps denoted by literals 502 and 503.
If a SESSION structure is found, the packet is next
checked to see 1f it is an L-ACCESS-REQ (202), L-AUTH-RES
20 (206), or L-LOGOFF (210) message, as 1lndicated by the
step denoted by literal 504, 1If it is, the message is
processed as dictated by the state transition diagram,
as shown in the step denoted by literal 505. Otherwise,
the state is checked to see if it is 8-CONN (305} or
25 S-CONN-LOST (308}, as shown in the steps denoted by
literals 506 and 508.
If the state is S-CONN (305), the packet is sent

in the normal way and the state machine proceeds to the



bwe 'queued when the packet array is full, the incom ng packets can be
silently discarded. Furthernore, it 20 should be obvious to soneone skilled
in the art that by setting the size of the packet array to _
27 (102), and a singular or plurality of global access protocol units (602)
t hat handl e the access protocol used béf}he gl obal server (105). Messages
to and fromthe | ocal node (101) are hardled 5 by the |ocal access protocol
unit (601) as indicated by the data path denoted by litera; 611. Messages

t d f t I - : b I

protocol AL (802) 4™ nil CaEhl by CHo Ual pat aengiad by 11 [erar s12.
Th hi t ), Fl i I 1 [ it
(803) . whi’ch g Ehe fedeages sed By T he. Fooay  nd ol ooal - Baceed

pf0t000|5ﬁ5%M¥¥3f§ dhec kbht eenseent ol cnessages idefhnedrimmEl & dpaand the
state machi ne (604), which inplenents the state transition diagram

de:scri bedpk ofd G 3( 00 4] @Al&%%ﬁé@%ﬁrmme | ggalt rac Ges$ 6 kprotiee ol
unit (601) and the global access protocol unit (602) are mapped to a
generisc c@akrolna@ssager has1shkenn hyt be kdatia pat hst desot ed tbynki teral s 613
and 614 respectively. The mapped nessages are then passed to the state
machi ne (604)e asashowe hyr20etdits dabatpal haenotsadh by, | htsersit o A5 .1 rWhen
the state nachine (604) decides to transmt nessages to the |ocal node
(101) or ghebatepetwes teHOBY,l theselne$i8aged farbepasseed tt Dstdwes tessape
mappi ng unit (603) via the data
for the glcbhbal network (104), it is gqueued to the SESSION
structure and the statemachineproceeds to thenext state,

10 as shown in the step denoted by literal 511, On the other
hand, if the state is neither S-CONN (305) nor 8-CONN-LQST
(308), the step denoted by literal 509 1is taken. 1In this
step, the packetf is gueued tec the SESSION structure and
the state machine proceeds to the next state.

15 In any practical implementation of tThe disclosed
invention, it is only reasonable to set a limit on the
number of packets to be gueued. If more packets need to
be queued when the packet array is full, the inceoming
packets can be silently discarded. Furthermecre, it

20 should ke obviocus to somecne skilled in the art that by
setting the size of the packet array to zero, the present
inventionisreducedtoasystemwherenc queuingofpackets
is performed.

Withreference to feature (1) described later herein,

25 FIG.6 depicts the architecture of the intermediate node

(103). It consists of a singular or plurality of local

access protocol units (601) that handle the access

protocol used by local nodes (101) in the local networks



path denoted by literal 615 to be mapped to the actual 25 control nessages.
The actual control nessages are passed down to the |ocal access protocol
unit (601) or gl obal access protocol unit (602) via the data paths denoted
by literals 613 and 614 respectively, to be sent to the

28 |ocal node (101) or gl obal server 05) It is up to inplenenters to
use the ful set of fifteen generic con roI nmessages, orthe reduced set

wi t hout L-LOGOFF-ACK (211) and G LOGOFF- ACK (213). The nessage 5 mappi ng

uni t (603) ,ghoul d yor k, ace %gbﬂ%‘ﬂ”?gs Jfﬁﬁgliirt 68% foé‘é)l(g?g ?5(7)

descrlbed ater hérein® erence ures
descri bed E:%tt‘%{c@%r@ﬂ a. g6p§T 8 2SOhYHOMN: ithd § bk oSets e‘(‘f{‘ere
t he L- LCE%FF ACK generlcnessage maps to a nul nmessage, 1.e

noact ual gontol %?ggggp ssrset bypthe local access protocol uni t (601)
and the G— OGOFF- 213) generic nmessage maps to a virtual nessage,

wherin the nmessage S'@@&Wﬁnﬁnﬁkbﬁﬂth@ have1begner eceiyesdrwhenguer £
G LOGOFF nessage is sent.

5 by the local access protocol unit (601) as indicated by
the data path denoted by literal 611. Messages to and
from the global server (105) are handled by the global
access protocol unit (602) as indicated by the data path
denoted by literal 612. The architecture shown in FIG.6

10 also contains a message mapping unit (603), which maps
themessages used by the local and global access protocols
to one of the fifteen control messages defined in FIG.2,
and the state machine (604), which implements the state
transition diagram described in FIG.3 or FIG.4.

15 Messages from the local access protocel unit (601)
and global access protocol unit (602) are mapped to a
genericcontrolmessage, as shownbythedatapaths denoted
byliteralsé6llandéldrespectively. Themappedmessages
are then passed to the state machine (604), as shown by

20 the data path denocted by literal 615. When the state
machine (604) decides tTo Transmit messages to the local
node (101) or global server (105), these messages are
rassed to the message mapping unit (603) via the data
path denoted by literal 615 tc be mapped to the actual

25 control messages. Theactual control messages arepassed
down to the local access protcoccol unit (601) or global

access protocel unit (602) via the data paths denocted

by literals 613 and 614 respectively, to be sent to the



15 Simlarly, inplenenters can base the state machine (604) on the state
transition diagramdisclosed in FIG 3 OR FIG 4, according to the choice
of use of the full set of generic control nessages, as cited in feature
(17) described later herein, or use of the reduced set of generic 20
control nessages, as cited in feature (19) described |later herein. In fact,
a general solution is to use the state ansition diagramdepicted in FIG
3. Wen the reduced set of generic control nmessages is used, one can derive

t he operaaﬁgpagfngQﬁas fabe) tQ%pn% ggygiggéqglgl husthated 25 in FIG 4 by

setting nOFF to one, and the ti Ftoa very smal | val ue, such as

one i crosecond ; agsGi ed [ Rofeadi earc2l) \and(a2)udecsetidied i ein

herein. The present | nvention allows an i nternedi ary

Tl- er espMeriBVi@nitthbl Meddayed Waoh ithe- rRiudehl 4 . Al hAPt
controlling the network access of |ocal network nodes in a singular ar

pluralityiefrdooar-data comunigat consdetmorksc (1418) | owshkheedecd géon to
grant network access to be located in an external gl obal server, so that

the 5 % nt evamsiagyudoes (i3 hayectd bevcovierd cadedi wi g byaukkentiitead ijon and
access issues. Wth the enploynent of the present invention, the

i nt er nedi dteentnode scart jeashdly { Aodelesandr i he gllobat rsarevwerinl n addifbican, the
di sclosd 10 invention also allows internediaries to tenporarily grant
access towvligoal r mbdes nwhent ¢ hé egltobad s nébworda d s{ ¥ dstle sThi sballl dws ¢ he

| ocal nodes to continue to communicate with one another when gl obal
connect i oh&ire inenpod ankeky downl uPacketls $entiae tlhe Gl bbaf efiet whrekrar e

the L-LOGOFF-ACK (211) generic message maps to a null

10 message, l1.e. no actual control message is sent by the
local access protocol unit (601), and the G-LOGOFF-ACK
{(213) generic message maps to a virtual message, wherein
the message 1s always 1mplied to have been received
whenever a G-LOGOFF message is sent.

15 Similarly, implementers can base the state machine
(604) on the state transition diagram disclosed in FIG.3
or FIG.4, according to the choice of use of the full set
of generic control messages, as cited in feature {(17)
describedlaterherein, oruseof thereducedsetof generic

20 controlmessages, ascitedin feature (192) described later
herein. In fact, a general solution is to use the state
transition diagram depicted in FIG.3. When The reduced
set of generic controcl messages is used, cone can derive
the operaticnof the state transitiondiagramillustrated

25 in FIG.4 by setting nerr To one, and the timer value toprr
to a very small value, such as one microsecond, as cited
in features (21) and (22) described later herein.

The present invention allows an intermediary



15 al so queued so that once gl obal connection is restored (and access is
grant ed0, these packets can be transmtted i mediately w thout having to
wait for the local nodes to re-transmt. Features of the present invention
are listed below 20 (1) A network access control framework apparatus for
controlling access to resources in a pluyrality of network el enents,
hereafter known as | ocal nodes, in one6r more data communications

net wor ks, hereafter known 25 as |ocal networks, are access controlled, and

one or mor.g data) ¢OUTN At cPPE"‘Br%ﬁee é‘eé ahler, kngwn a5, '@%%ﬂes

net wor ks, "are not access COI’ltO Sal access contro ramewor Kk,

Com”'ses in a singular or lura%lty of local d§9a coﬁﬁﬁﬂ@@é@&dﬂs
plurality of |ocal” access protocol units, wherein a |ocal access protocol

unit servihees,ACLESS '_‘[%Qéﬂ@%%sf rt%r@ !j@%%'s N9[as; Usi NYt & SPR6KNI £caecess
protocol; 5 ii. a singular or plurality of global access protocol units,

wher ei n at@'%Qaho%Qﬁ§§§ @hobgﬁ@bdﬂ@tha§e©Wkﬁﬁ§la§§@%&n§eS@@nﬁﬁétfEQﬂéOﬂe or
nore network el enments, wherein the global servers provide authoritative 10

resporses ih@ aaaces8s argquesiss f restt haalecaltqodes; bivkerlaoa®@88age im@ppi ng

unit that maps the contro
authentication and access issues. With the employment
of the present invention, the intermediatenodecaneasily
synchronize the access regquest messages between the local
node and the global server. In addition, the disclosed
10 inventionalsoallows intermediaries to temporarily grant
access to local nodes when the global network is lost.
This allows the local nodes to continue to
communicate with one another when global connection is
temporarily down. Packets sent to the global network are
15 also queued so that once global connection i1s restored
(and access is granted), these packets can be transmitted
immediately without having to wait for the local ncdes

to re-transmit.
Features of the present invention are listed below.
20 {l) A network access control frameworkX apparatus
for controlling access to resources in a plurality of
packet-switched data communications networks, wherein
network elements, hereafter known as local nodes, in one
or more data communicatiéns networks, hereafter known
25 as local networks, are access controlled, and one or more
data communications networks, hereafter known as global

networks, are not access ceontrolled by the said access

control framework, comprises:



nmessages used in the said singular or plurality of |ocal access protocol
units, and control nessages used in the said singular or plurality of

gl obal access protocol units, 15 to a generic set of control nessages; and
iv. a state machine to control the operation of the said network access
control framework apparatus based on the said generic set of contro
nmessages. (2) The set of generic cont rol” nmessages wherein the 20 nessage
mappi ng unit nmaps to and fromthe control nessages used by the singular or

plurality of Iogal, aggﬁgﬁle&%%mn%& gftm csaln%@@é 0 PLurald 1y of

gl obal access protoco nits, as-ci

L- ACCESS- hwiwen%@fecré:fﬂtrolweaia%?cégeg %&%o%eld Lasinform igal nodes

that access request i's required: an L- ACCESS- REQ generic cont

nmessage that-d$s sentubeem the) QQ:?canr?édE% L8 Q?%E acressrie Lheess

31 controlled network resources; iil. Q generic control
message thatot$cased to |nforn1the global server that a | ocal node is
requesting access to the controlled network resources; 5 iv. a G AUTH REQ

generix control imessage dinbi ricsr penir £ 1 ot de ogl obal Ser¥ ek gPotocol
request aut henticati on
units, wherein a global access protocol unit services
access responses from one or more network elements,
hereafter known as global servers, in the global network,
wherein the global servers provide authoritative
10 responses Lo access requests from the local nodes;
iii. a message mapping unit that maps the control
messages used in the said singular cor plurality of local
access protocol units, and control messages used in the
saidsingularorpluralityof global access protocol units,
15 to a generic set of control messages; and
iv. a state machine to control the operatiocn of the
sald network access control framework apparatus based
on the said generic set of control messages.
{2) The set of generic control messages wherein the
20 message mapping unit maps to and from the control messages
used by the singular or plurality of local access protocol
units and the singular or plurality of global access
protocol units, as cited in (1) above, comprises:
i. an L-ACCESS-INIT generic control message that
25 is used to inform local nodes that access request is
required;
ili. an L-ACCESS-REQ generic control message that

is sent from the local nodes to request access to the



information on the |ocal node that is requesting access to the control
network resources; v. an L-AUTH REQ generic control nessage that is 10 sent
to the local node that is requesting access to the controll ed network
resources to request authentication information fromthe said | ocal node;
vi. an L-AUTH RES generic control rressgﬁe that is sent fromthe | ocal node
to provide authentication 15 informati that is sent fromthe | ocal nodes
to request access to the controlled network resources; vii. a G AUTH RES

generic ¢ r a i end authentication information
%fnq)} %ﬁi Q;h & Pat i 5 dsed e S

fromthe loca 'S requesting access to the controlled network 20

resources to thglgl ot}laIng{:\f@rS, NMQe thatﬁt?%g%%n%(g?nﬁr G £ont rt?ll {ressage

that is used to informthe Ioca request to access the

control | edsnefad ki hesorees ks Irantgd e r @B LR genesi cneent rol
nmessage that is sent 32 fromthe | ocal node

to indecate fdgukelteass sofc s s $1d eolrter §0Mkioh Eed Jiet wardo 1 esaur ces;
Xi. a G LOGOFF generic control nmessage that is sent to the global server to
indicate the releasa d-ACTESREY §onthd conbhelled meswarde rigsour ges by

the local node; xii. a G ACCESS-REJ generic control nmessage that for
access tosthe cdontmokthed edwank swsodtces hyetthe dtocah t hede: i satejoect ed;
and 10 xiii. ND L-ACCESS-REJ generic control nessage that is used to inform

t he | ocal inddentadtat obhhernr Etpeedtod o]l accdssthat is requesting access
to the ceontrolled netweocrk resources;

v. an L-AUTH-REQ generic control message that is

10 sent to the local node that is requesting access to the
controlled network resources to request authentication
informaticn from the said local node;

vi. an L-AUTH-RES generic control message that is
sent from the local node to provide authentication

15 information that is sent from the local nodes to request
access to the controlled network resources;

vii. a G-AUTH-RES generic control message that is
used to send authentication information from the local
node that is requesting access to the controlied network

20 resources to the global server;

viii. a G-ACCESS-0K generic control message that
is sent fromthe global server to indicate that the reguest
of access to the controlled network resources by the local
node is granted;

25 ix. an L-ACCESS-0K generic control message that is
used to inform the local node that the request to access
the controlled network resources is granted;:

®x. an L-LOGOFF generic control message that is sent



the controll ed network resources is rejected. (3) the set of generic
control nessages as cited in (2) above wherein the nessages mappi ng unit
maps to 15 and fromthe control nmessages used by the singular or plurality
of | ocal access protocol units and the singular or plurality of gl obal
access protocol units as cited in (1) g ove, whereas an acknol edgenent is
necessary when as indication of releas f a access to the controlled 20
network resources is required, further conprices the follow ng additional

coni Lol TESSARPe| p A L LR A uanert g col 6l s e uecd

to acknoel edge to node that the access to net wor k

resourcestkﬁ.gﬁ@egggﬁgfngggfrﬂyuﬂgrg-qugggiégﬁ;generic control nessage

that is sent fromt server to acknow edge the rel ease of the
access to the CQELVQ|éeﬂo@ﬁhﬂpkhm£§§9%rE%%H%bif%%&@%%@ ROAE: is sent

33 (4) By neans of the nessage mapping unit cited in
to the global server tTo indicate the release of access
5 To the controlled network resources by the local node;
x1i. a G-ACCESS-REJ generic control message that
is sent from the global server to indicate that the request
for access to the controlled network resources by the
local node is rejected; and
10 ®xiii. an L-ACCESS-REJ generic control message that
isused to inform the local node that the reguest to access
the controlled network rescurces 1is rejected.

(3) The set of generic control messages as cited
in (2) above wherein the message mapping unit maps to

15 and from the control messages used by the singular or
plurality of local access protocol units and the singular
or plurality of global access protocol units as cited
in (1) above, whereas an acknowledgement is necessary
when an indication of release of access To the controlled

20 network resources is required, further comprises the
focllowing additional contrcl messages:

i, an L-LOGOFF-ACK generic control message that is
used to acknowledge tcec the local node that the access
to the controclled network resources i1s released; and

25 ii. a G-LOGOFF~-ACK generic control message that is
sent from the glokal server to acknowledge the release

of the access o the controlled network resources by the

local node.



+ (2) *above, control nessages used by the singular or plurality of |ocal
access protocol units and the singular or plurality of global access
protocol units, as cited 5 in (1) above, are mapped to one of the generic
control messages as cited in (2) above. (5) By neans of the nessage
mapping unit cited in (3) above, contral_ nessages used by the singular or
plurality of |ocal access protocol units and the singular 10 or plurality
of gl obal access protocol units, as cited in (1) above, are nmapped to one

of the generi c qoniral WiESSA0RS: 3% 61480 d 9 9bove; B} the IRl hog used

in the nessage nappi unit of the network acces r ameor

appar at us, ;as %bb%,lSCio@nﬁ%la%\@ ab@soenscal ige tthf'esgtismguiﬂctec%p

generic control nessage cited in (3) above to the reduced of thirteen

generic c rltdxoélﬂ%gsggelsoébtleggi:@s(@br%b;qy@@lq%rp&issgﬁdt@ﬁessg epqefiat-
mappi ng the L-L F- ACK generin control nessage 20 toa null nessage,

wherei n neraguat s MesSAger i $168AL @ké@@s'P@ﬁt@@§$5@d¥ﬂﬁpcgb gRitte d When
no acknow edgenent is necessary for the rel ease of the access to the
contrd | ednnetmorkbeesQurLes; mapedd .t dappeng it en & O ACKogeneri n
control 25 message to a virtual nessage, wherein the G LOGOFF- ACK generic
control nmessageses assunktdetio iavéz beemdeeei ved i medi aterly after an

i ndi cation of the release of the access to the controlled network resources
is sent to (5) By means of the mess34< heagbobgl wWerveer | twiten.mo
acknow edgenent is necessary for the release of the access to the

control | ed3netabpkeresoantex]l messages used by the singular or

plurality of local access protocol units and the singular
10 or plurality of global access prctocol units, as cited
in (1) above, are mapped to one of the generic controel
messages as cited in (3) above.
(6) The method used in the message mapping unit of
the network access control framework apparatus, as cited
15 in (1} above, to generalize the set of fifteen generic
control messages cited in (3) akove to tThe reduced set
of thirteen,generic control messages cited in (2) above,
comprises the steps of:
i. mapping the L-LOGOFF-ACK generic control message
20 to a null message, wherein no actual message is sent by
the local access protocol unit, when no acknowledgement
isnecessaryforthereleaseof theaccesstothecontrolled
network resources; and
ii. mapping the G-LOGOFF-ACK generic control
25 message to a virtual message, wherein the G-LOGOFF-ACK
generic control message is assumed to have been received
immediately after an indication of the release of the

access to the controlled network resources is sent to



* (7) 'the nessage mapping unit cited in (1) above, 5 wherein control nessages
used by the singular or plurality of |ocal access protocol units and the
singular or plurality of global access protocol units, as cited in (1)
above, are mapped to one of the generic control nessages as cited in (3)
above, utilizes the method as cited in_10 (60 above to generalize the set
of fifteen generic control nessages citéd in (3) above to the reduced set
of thirteen generic control messages cited in (2) above (8) the data formt
used by t a 0 a r t i i 1)
above, 15Q$ﬁ£§§$ﬂ5%ls%%ggﬁﬂquﬁ#géH%gs%?ggﬁﬁﬁggﬁg%ﬁgi |§@§§§%%§gfggf ith a
| ocal nodg Lhialghott chite $esshon DegbRing J 1AM a0 884esl1 48TnBEGRAS, O
network resources to the release of the network resource, conprises: i. a
field that stQieseknformati on about the 20 associ ated | ocal node, wherein
the said field stores a sufficient anount of information such that the

associ ated; ii. (a)field hbatsadorpspbhe gunnent stiatsg oh tiwe siabedrachin,
as cited in (1) above; and 25 1ii. a field that can be used to tenporarily
st or e Fat anpacket & Eent obyné be agssocisaled vl vcals inoge 1 a9 rtdieu At warK
access to resources in a plurality of 35

packet - swbttchedcddt aacamami gatdtomsonetwot ks, asdcited singular or
plurality of glcbal access protocol units, as cited in
(1) above, aremappedtooneof thegenericcontrolmessages
as cited in {3) above, utilizes the method as cited in
10 (6) above to generalize the set of fifteen generic control
messages cited in (3) above Lo the reduced set of thirteen
generic control messadges cited in (2) above.
{8) The data format used by the network access
control framework apparatus, as cited in (1) above,
15 wherein a structure of the said data format is associated
with a local node throuchout the session beginning from
a request for access to network resources to the release
of the network rescurce, comprises:
i. a field that stores information about the
20 associated local node, wherein the said field stores a
sufficient amount of information such that the asscciated
local node can be identified using the information;
ii. a field that stcres the current status of the
state machine, as cited in (1) above; and
25 iii, a field that can be used to temporarily store
data packets sent by the associated leccal node.
(2) The network access control framework apparatus

for controiling access to resources in a plurality of



in above (1) above, further conprises a nechanismto switch the policy of
the said network access control franework apparatus to one of the
following; 5i. in the case where it is determned that the connectionto
the gl obal server is lost,nonentarily or otherwise, the policy is to reject
all ongoing or newWwy initiated requestsg%\ﬁr access tothe said network
resources during the period of tine for ich it remains 10 so determ ned
that the connection to the global server is lost; or ii. inthe case where

¢ e det gLmined that deqcRuReoki .01 the: ghoboh Seryef ol Sakostica

monent ari Fy or ot herw se, e policy Is to accept all ongoi ng or

initiated;request §pbQfe ACERSS HO- t BEN$AI (O DT WO F1ESQUEGES: JUEiRG dihe
period of time for which it remains so determned that the connection to

the gl obakrserieri bg besthe( §Q)id hee FRERANSTAL s svbheh dihes pohiGyraf the
20 network access control franmework apparatus for controlling access to

resourcesab@@r@tugalﬂd Yok packeheswidichedidat:a communi cati ons networks
,as cited in (1) above, switchen to one of the following; i. inthe case

wheredt is deternminedthhkatctbe 2bheernecti an tdethenglobal tSefverHes | ost,
nonentarily or otherwi se, the policy is to reject all ongoing or newmy
i nitiatedcrequest sohok cattes sy ltab & hessaivk netswor ks tr esoursccesadurivng 7t he
period of time for which it remains 36 so
det er m nedttiwatw i he,cohregtd ohcyvoishéoglreljetcsenvérongoing or newly
initiated requests for access to the said network
resources during the pericd of time for which it remains
10 so determined that the connection to the global server
is lost; or
ii. in the case where it is determined that the
connection te the global server is lost, momentarily or
otherwise, the policy 1s to accept all ongoing or newliy
15 initiated requests for access to the said network
resources during the period of time for which it remains
so determined that the connection to the global server
is lost.
(10) The mechanism to switch the policy of the
20 network access control framework apparatus for
controlling access to resources 1in a plurality of
packet-switched data communications netwcrks, as cited
in (1) above, switches to one of the following:
i. in the case where it 1is determined that the
25 connection to the global server is lost, momentarily or
otherwise, the policy 1s to reject all ongoing or newly

initiated requests for access to the said network

regources during the period of time for which it remains



is l'ost; or ii. in the case where it is determned that the connection to
the gl obal server is lost, nonentarilly or 5 otherwise, the policy is to
accept all ongoing or newy initiated requests for access to the said
network resources during the period of time for which it remains so
determ ned that the connection to the g&§bal server is lost. 10 (11) the
set of states used in the state nachin hat controls the operation of the
net wor k access control framework apparatus, as cited in (1) above,

conpri sesg g{k t wheyk r §ﬁ%§ ent,.to the
| ocal node |n e tlng {¥W% %ﬁ g%%bé% re%gg§?n¥oyésgégg§§ ) an8 said state

machi ne i g waithingfor an access request nmessage to be sent by the | ocal
node; ii. an S-RES-WAIT state, wherein a control nessage is sent to the

gl obal server indicatingnthal; 38 access rle;quze§tdb%ermﬁi§me@n0kﬁ§@ said state
machine is waiting 20 for a response to be sent by the global server; iii.

an S- CONNcshatees t Wher ebn thhke [Aacness ke ratd » nied Wos K1 esemoeda by 1t @4 ocal
node is released, and the 25structure with the data format specified in (8)

above 3 hat the rasse6i, ated wdhi theikocal aradestsadel ehediivg an zSeQ@ﬂNr LOST
state, wherein the said state machine determ nes that connection to the
gl obal setwérriated requests for access to the said network
resources during the period of time for which it remains
so determined that the connection to the global server
is lost.

10 {11} The set of states used in the state machine
that controls the operation of the network access control
framework apparatus, as cited in (1) above, comprises:

i. an S-ACC-WAIT state, wherein a control message
is sent to the local node indicating that an access reguest

15 is required, and the said state machine is waiting for
an access request message to be sent by the local node;

ii. an S-RES-WAIT state, wherein a control message
is sent to the global server indicating that an access
request is made, and the said state machine is waiting

20 for a response to be sent by the global server;

iii.anS-CONNstate, whereinaccess to the requested
network resources 1is granted to the local node;

iv. an S-DISCONN state, wherein the access to all
network resources by the local node is released, and the

25 structure with the data format specified in (8} above
that is associated with the local node is deleted;

v. an S-CONN-LOST state, wherein the said state

machine determines that connection to the global server



37 s lost, and the policy specified in (9) above is set to all ow access
tenporarily when connection to the global server is lost; and vi. and
S-RESET-WAI T state, wherein the said state 5 machi ne determ nes that
connection to the global server is regained, whereas the prior state is the
S- CONN- LOST state. (12) The set of tragfitions between the states cited in
(11) above, wherein these transitions e used inthe 10 state machi ne
control framework apparatus, as cited in (1) above, conprises: i. the

{ransi ti on £ ram i he .S AC: WALTstaLe Lo Jher SSBES AW T SLake, o pravidled by

the condition t e | ocal node has sent a control nessage to request

access tothg) 1cenkEeld £d Nef¥ork Tiespynes, ddnnkbBe iS4l fd tarshbicen, pf the
S-RES-WAIT state, provided by the condition that a control message In

response k@ -herregquasisf or saceess to the controlled 20 network resource
has not been received fromthe gl obal server after a specified tinme period

, Wherein the nyrhenofs sebfrtr-ansiti ons tper o ded ikas Mots gxaeeded &
specified threshold; iii. the transition fromthe S-RES-WAIT state to 25

t he S-DI SEENN ist at®e tpravirded byatheceondttiom thatha candsal sessage in
response to the request for access to the controlled network resource has
not been hecekeved nédonmwhire g oblahesprierr aft #t cai spetief Sed ANKeLP&T od,
38 wherein the nunber of self-transitions perforned has

state.

(12) The sett of transitions between the states cited

in (11} above, wherein these transitions are used in the

10 state machine that controls the operation of the network
access control framework apparatus, ascitedin (1} above,
comprises:

1. the transition from the S-ACC-WAIT state to the
S-RES-WAIT state, providedby the condition that the local

15 node has sent a control message to request access to the
controlled neftwork resource;

ii. the self-transition of the S-RES-WAIT state,
provided by the condition that a control message 1in
response to the request for access to the controlled

20 network resource has not been received from the global
server aflter a specified tLime period, wherein the number
of self-transitions performed has not exceeded a
specified threshold;

iii. the transition from the S-RES-WAIT =state to

25 the S-DISCONN state, provided by the condition that a
control message in response to the regquest for access

to the controlled network resource has not been received

from the global server after a specified time period,



exceede a specified thrshold and the policy is configured to reject the
access request as cited in (9) and (10) above; 5 iv. the transition from
the S-RES-WAIT state to the S-CONN-LOST state, provided by the condition
that a control nessage in response to the request for access to the
controll ed network resource has not begg received fromthe gl obal server
after a specified tine period, 10 wherei'n the nunber of self-transitions
performed has exceede a specified threshold and the policy is configured to

accept t h%p%%%f’tml %_‘B%“%%m%% L1 5%25%1_%r%@sﬁQQ)Jn%b\‘}e!%'gg‘é-rzﬁé‘ﬁeHaaé‘Si tion

fromthe state to the N state, pro by t condi tion

that the globalgsgrver bgs seniog continl,gessaged oancentothe request for

access tonthe contro d network resource, wherein during the sai

transiti opona iCANEEQl tB FRSSAYL tReSERLJDs thegleeal Jwdei {adi ¢ating that
t he request for access 20 to the controlled network resource is accepted,

vi. the tgaasition tremd he SS-RES-WAIT state to the S DI SCONN state,

provi ded by the condition that the gl obal server has sent a control nessage
to accept the rejecthentphnaccessnt orbhetaensrold edineTWork eSQUEEEe;
wherein 25 during the said transition, a control nessage is sent to the

| ocal node-Codincatdag tdiastthe pequesied obracctss tonthe cont rodld €d anet wor k
resource is rejected; vii. the transition fromthe S-CONN state to the

39 S- DI SCONNtstcalt ene praviaedn by etdreoworditta onh & ha caipaskett drasa nok slseen
received fromthe |ocal node after a specified tinme period, wherein the
nunber oftsetfieteansinolonsdpee foomed nesoexceecied acdpecidn edcedhieskabl d; 5
viii. the transition fromthe S-CONN state to the S-DI SCONN state, provided
by t he cohEPM dire hatohadonseeiver after a specified time period,

10 wherein the number of self-transitions performed has
exceeded a specified threshold and the policy is
configured to accept the access request as cited in (2)
and (10) above;

v. the transition from the S-RES-WAIT state to the

15 S-CONN state, provided by the condition that the global
server has sent a control message to accept the request
for access to the controlled network resource, wherein
during the said transition, & control message is sent
to the local node indicating that the request for access

20 to the controlled network resource is accepted;

vi. the transition from the S-RES-WAIT state to the
S-DISCQONN state, providedby the condition that the global
server has sent a control message Lo accept the rejection
of access to the controlled network resource, wherein

25  during the said transition, a control message is sent
to the local node indicating that the request for access
to the controlled network resource is rejected;

vii. the transition from the $S-CONN state to the



* message is received fromthe local node to indicate the rel ease of the
controll ed network resources, wherein during the said transition, a control
nessage is sent 10 to the | ocal node acknow edge the rel ease of the
controlled network resources; ix. the transition fromthe S-CONN-LOST state
to the S-DI SCONN state, provided by th% condition that a control nessage is
received fromthe local node to indicate 15 the rel ease of the controlled
network resources, wherein during the said transition , a control nessage

s sent ta thesdogal sRode 1o arknauledge the el easeqaf the coptiolded

network resources; Xx. the transition N- | state to the 20

S RESET- WALT 5batiee oRNovL deq iy rbhg, eondiblon hBak ARe GoanasLLof oyt he

£ le th
gl obal server is determ nde to have been regalneg; Xi . the se transition

of the S REQET-MALT i At eunProvhdednby {hgpeondb ki ane | hat: 13 Pagcket, sent
fromthe 25 | ocal node has not been received after a specified tine period,

wher ei n t pe e 4ot sel xteansd 41 ang e f eneed «has snetl @xceeded a
specified threshold; xii. the transition fromthe S-RESET-WAIT state to
5 viii. the transition from the 5-CONN state to the
S-DISCONN state, provided by the condition that a control
message is received from the local node to indicate the
release of the controlled network resources, wherein
during the said transiticn, a contrcl messadge 1s sent
10 to the local node to acknowledge the release of the
controlled network resources;
ix. the transition from the S-CONN-LOST state to
the S-DISCONN state, provided by the condition that a
contreclmessage isreceived fromthe local node to indicate
15 the release of the controlled network resocurces, whereiln
during the said transition, a control message is sent
to the local node to acknowledge the release of the
controlled network resources;
¥. the transition from the S-CONN-LOST state to the
20 S-RESET-WAIT state, provided by the condition that the
connection to the global server is determined to have
been regained;
X1l. the self-transition of the S-RESET-WAIT state,
provided by the condition that a packet sent from the
25 local node has not been received after a specified time
period, wherein the number of self-transitions performed
has not exceeded a specified threshold;

xii. the transition from the S-RESET-WAIT state to



40 -the S-DI SCONN state, provided by the condition that a packet sent from
the | ocal node has not been received after a specified tinme period, wherein
t he nunber of self-transitions perforned has exceeded a specified 5
threshold; xiii. the transition fromthe S-RESET-WAIT state to the

S-DI SCONN state, provided bya the condition that a control nessage is

recei ved fromthe |ocal node to indicat® the rel ease of the controlled
network resources, 10 wherein during the said transition, a control nessage

is sent tq tehes|19§%|c €. 19ack %99%&hl$yr%l Sggﬂgé%gﬁr\ql\p\?%l ;Ht; g to

networ k resources; XiVv. the t an5|t|on on1t

the S-ACC,WAIT, o8l Q}é%’t pfpafad%%vagylwslcme' pagﬁ%tab%%rpafée%t W d

recei ved 1pr omt ocal ereas the sai t I's not con

nessage tgqdAmdicate fﬁé‘t;elf@'e%ﬁsﬁlﬂé tﬂl@r?@ﬂ”%ﬁ@geﬂfﬁ WorK resgyEees, £ (13)
The state machine of the network access control framework apparatus, as

cited in bl @bevgnsutiléges dHLrd@reey ofa St abese shked &n {Jdcakavwey and
the set of transitions betweent the said states cited in (12) above, to

contrd the:epstatyen of the said network access control framework
apparatus, (14) The set of states, as cited in (11) above, used 25 in the
state machi ne thati icontiiel s rtahes Dpevat ifpwf theke NEAMOER -&UCESSs cantg ol
framewor k apparatus, as cited in (1) above, further conprises: i. an SSINT
state, whtpreitihca StPUSCOMAN wthtkheprovided by the condition that
a control message 1s received from the local node to
indlicate therelease of the controllednetwork resources,
10 wherein during the said transition, a contrcl message
ig sent to the local node to acknowledge the release of
the controlled network resources; and
xiv. the transition from the S-RESET-WAIT state to
the S-ACC-WAIT state, provided by the condition that a
15 packet is received from the lccal node, whereas the said
packef is not a control message to indicate the release
of the controlled network resources.
{13) The statemachine of the network access control
framework apparatus, as cited in (1) above, utilizes the
20 setofstatescitedin (11) aboveandthesetof transitions
between the said states cited in {12) above, to control
The operationof the saidnetwork access control framework
apparatus.
{14) The set of states, as cited in (11) above, used
25 in the state machine that controls the operation of the
network access control framework apparatus, as cited in

(i} above, further comprises:

i. an S-INIT state, wherein a structure with the



41 data format specified in (8) is initialized, wherein the said structure
is associated with the local node initiating the said state machine; ii. an
S-ACC-WAIT state, wherein a control nessage 5 is sent to the |ocal node
indicating that as access request is required, and the said state nachi ne
is waiting for an access request nessa%e to be sent by the local node; iii.
an S-RES-WAIT state, wherein a control Hessage is sent to the gl obal server
i ndicating that an access 10 request is nade, and the said state machine is

vaiting for .a E%S:Qnoér:c[sré glte% De; sant g(ya t Q? ogJOé)?%Liﬁﬁft‘éeél;r]i %)é o, An SrAYHF VAL T

state, wherein a co message is sen ocal node indi cating that

aut hent i cat,jons L PLOrdmL L oR s, reguired, - and dhe,said state Jmehi geds 15

waiting for an authentication response nessage to be sent by the | ocal

node; v. @ﬂf%ﬁ%gNNngt%ﬁﬁa vhereid: aceess: d19ihhe requested network
resources is granted to the |Iocal node; vi. an S-LOGOFF state, wherein a

control nesssageiZ20ahsssentctwathesgl.ahal weLyen i adi-eatd ng) thessealgase of
request ed network resources, and the said state nmachine is waiting for an
acknol=edge snessages tta P cseilt nbyid he 1l obal nger vet; aMidccaBsS HySEEN

state, wherein the access to all 25 network resources by the |local node is
rel eased jsamédherstyueatud ecwet Batile ad aef anrat i specisf Wwed i hin §8)f cabove
that is associated with the local node is deleted; wviii. an S-CONNLOST
st at e, whenekrk ddres sa@dustsdt message to be sent by the local node;
iii.anS—RES—WAITstate,wherein51éontrolmessage
1s sent to the glokal server indicating that an access
10 request is made, and the said state machine is waiting
for a response to be sent by the global server;
iv. an S-AUTH-WAIT state, wherein a control message
is sent to the local node indicating that authentication
information is required, and the said state machine is
15 waiting for an authentication response message to be sent
by the local node;
V. an S-CONN state, wherein access to the requested
network resources 1is granted to the local node;
vi. an S-LOGOFF state, wherein a control message
20 is sent to the global server indicating the release of
regquested network rescurces, and the said state machine
is walting for an acknowledgement message to be sent by
the global server;
vii. an S-DISCONN state, wherein the access to all
25 network resources by the local node is released, and the
structure with the data format specified in (8) above

that is associated with the local node is deleted;

viil. an S-CONN-LCST state, wherein the sald state



42 machi ne determ nes that connection to the gl obal server is |lost, and
the policy specified in (9) above is set to allow access tenporarily when
connection to the global server is lost; and 5 ix. an S-RESET-WAIT state,
wherein the said state machi ne determ nes that connection to the gl obal
server is regained, whereas the prior state is the S CONN-LOST state. (15)
The set of transitions between the stafés cited 10 in (14) above, wherein
these transitions are used in the stare machine that controls the operation

hese | 1 : : !
compr | ses T RE FE SR E RS AT RS FRPTON KBec Y B "R T
state, proyi q%ds@{om%[ Gandi gbqua&p&%p&a' in]nOP@) hag il SENt A

control nessage t request access to the controlled network resources; ii.

the transition;hrom-the Stk 852t e f Qe c o3 RES: WAT e 8t h €, g PLeviided by
the condition that the | ocal 20 node "has sent a control nessage to request

access togthe netywerk yosousge;, iii. the self-transition of the SSACCGWAIT
state, provided bythe condition that a control nessage to request access to

the caontroll ed petwank sresourcewrasr ot abeen w3k recai ved fyomit Heaglobal
node after a specified tinme period, wherein the nunber of self-transitions

per f or nedmhas innd dexeeade s spestfeedntduteshbal dp tve thedzansétiven from
the S-ACC-WAIT state to the
is regained, whereas the prior state is the S-CONN-LOST
state.

{(15) The set of transitions between the states cited

10 in (14) above, wherein these transitions are used in the
state machine that controls the operation of the network
access control framewocrk apparatus, as citedin {1) above,
comprises:

i. the transition from the S-INIT state fTo the

15 S-ACC~WAIT state, providedby the condition that thelocal
node has not sent a control message to reguest access
to the controlled network resource;

ii. the transition from the S-INIT state to the
S—-RES-WAIT state, providedby the condition that thelccal

20 node has sent a control message To request access to the
network resource;

iii. the self-transition of the S-ACC-WAIT state,
providedby the conditionthat a controlmessage torequest
access to the contreolled network resource has nct been

25 received fromthe local nodeafteraspecifiedtimeperiod,
wherein the number of self-transitions performed has not
exceeded a specified threshold;

iv. the trangition from the S-ACC-WAIT state to the



- 43 S-DI SCONN state, provided by the condition that a control nessage to
request access to the controlled network resource has not been received
fromthe |l ocal node after a specified time period, wherein the nunber of 5
self-transitions perforned has exceeded a specified threshold; v. the
transition fromthe SSACC-WAIT state to the S-RES-WAIT state, provided by
the condition that the local node has %ent a control nmessage to request
access to the 10 controlled network resource; vi. the self-transition of

the S-RES.WAT. i CHion. .
Foasponse T § e R Bgusal ToF Leero e (He CoHTThI Tod AECaprc PECeuroe. has

not been heclyed flomLhe, i ebal.dasserver ald epcd sheei bedy Ligm eri od,

wherein the nunber of self-transitions performed has not excee a

speci fi ed Lhrashobdy » ¥i o ¢t PRt ansid | 9B df Fomit Re S IRES: YALd g8t akre 4.0 the
S-DI SCONN state, provided by the condition that a 20 control nessage in

response 40 the. fequest ferpaccessriggthe gRateal] edt pet wankasesource has
not beeb received fromthe gl obal server after a specified tinme period,

whereim t Be 1munbeanef: tsiedfist nadsicbirensd perd or et hageexceedgskaispea fied
threshold and the policy is 25 configured to reject the access request as
cited in ¢Qregttb(30) above; viii. the transition fromthe S-RES-WAIT state
to the S-CONN- LOST state, provided by the condition that

v. the transition from the S-ACC-WAIT state to the
S-RES-WAIT state, providedby the condition that the local
node has sent a control message to request access to the

10 controlled network resource;

vi. the self-transition of the S-RES~WAIT state,
provided by the condition that a control message in
response to the request for access to the controlled
network resource has not been received from the glcbal

15 server after a specified time period, wherein the number
of self-transiticns performed has not exceeded a
specified threshold;

vii. the transition from the S-RES-WAIT state to
the S5-DISCONN state, provided by the condition that a

20 control message 1in response to the request for access
to the controlled network resource has not been received
from the global server after a specified time period,
wherein the number of self-transitions performed has
exceeded a specified threshold and the policy is

25 configured tc reject the access request as cited in (9)
and (190) above;

viii. the transiticon from the S-RES-WAIT state to

the S-CONN-LOST state, provided by the ccondition that



+ 44 a control nessage in response to the request for accesss to the
controll ed network resource has not been received fromthe gl obal server
after a specified tinme period, wherein the nunber of self-transitions
performed has 5 exceeded a specified threshold and the policy is configured
to accept the access request as cited in (9) and (10) above; ix. the
transition fromthe S-RES-WAIT state tﬁg gl obal 10 server has sent a

cont rol nessage to accept the request for access to the control network

resource, , g'hee{‘of% Q%atg{l:h ﬁ?irﬂe%gﬁ%é tﬁec%g'ﬁ‘é ?ggcc%ss ”t to

the | ocal e |nd|ca at t uest or acce to t e contro ed

net wor k r%%OHE%ecb%tazC&fPéédne%%d%ktﬂ@ LL@Rs! Han fJ0md
state to the S-DISCONN state, provided %y t he condltlon t hat t e m

server ha%r%%“tﬁ%caﬁwﬁﬁl”E@%%%%téfﬁ%%eﬁééﬁ@c&%f@&'@&ﬂg ﬁ@%@%%t()the
controll ed network resource, wherein during the said transition, acont r ol

nmessage i§gneeni20tth@ thembecal o pode 1 Pdieatd Nt § Bals tﬁ@rlf@qli@é&l fars access
to the controlled network resource is rejected; xi. the transition fromthe

S- RES-HWAI dxslcaic= 80 &hesS=AUTH &M Tt Btralsho paovieded B4 hepsondivii ans t hat
the global server has sent a control nmessage to request 25 authentication
i nf or mat i panffrianut b ghohalc dwdet h¥i hbcddre seffietstanst td Dhedf ihhe€ 9)
S-AUTH-WAI T state, provided by the condition that a control nessage in
response &ndt hel # pquestvd or aut hentication information
ix. the transition from the S-RES-WAIT state to the
S—CONN state, provided by the condition that the global

10 server has sent a control message to accept the request
for access to the controlled network resource, wherein
during the said transition, a control message 1s sent
to the local node indicating that the request for access
to the controlled network resource is accepted;

15 x. the transition from the.S—RES—WAIT state to the
S-DISCCONN state, providedby the conditionthat the global
server has sent a control message to accept the rejection
of access tec the controlled network resource, wherein
during the said transition, a control message i1is sent

20 to the local node indicating that the request for access
to the controlled netwocrk resource 1s rejected:

xi. the transition from the S-RES-WAIT state to the
S—-AUTH-WAIT state, provided by the condition that the
global server has sent a control message to redquest

25 authentication information from the local node;

x1i. the self-transition of the S-AUTH-WAIT state,

provided by the condition that a contrel message in

response to tThe request for authentication information



- has not been received fromthe |ocal node after a specified tine period,
wherein the nunber of self-transitions perforned has not exceeded a
specified threshold; xiii. the transition fromthe S AUTHWAIT state to 5
the S-LOGOFF state, provided by the condition that a control nessage
response to the request for authentication information has not been
received fromthe | ocal node after a sﬁéﬁified time period, wherein the
nunber of-self-transitions perforned has exceeded 10 a specified threshold;

Xiv. the beansiti oo lromLie o BESVRLT £Lata 10.he s SATHYALT staie

provi ded by e condi'tion server has sent a ‘control nessage

Lo request iyt hgRLIGAl] of M O fBILRD TI@ThLhe GEORSL 1 ROGG:ald; Xy o dde

self-transitio e S-CONN state, pro by the condition that a

packet haﬁe'}%oﬁﬁgﬂ necehyed from bhe I pcal cpqde; At e & specified time
peri od, erein the nunber of self-transitions perforned has not exceeded a

speci fied threshelid;, 20 \rah e tirANs #QN hEoM-hlye 1S-iANN state te the
S-LOGOFF state, provided by the condition that a packet has not been

recei ved themd-heotborat sedeaf teroaispesi bivedcheme qredi edorwherekn & he
nunber of self-transitions perforned has exceede a specified threshold; 25
XVii. thecselfrdI ansetsisoingof tilhe S-E£ONNnsiat efopr ab«edrkyjutdet cordizx i on
that a packet has been received fromthe |ocal node, wherein the packet is
not a conttaharessage iton | hdif catren & henr élsgaseo of btdhen contredlted Aetwor k
the local node after a specified time period, wherein
the number of self-transitions performed has exceeded

10 a specified threshold;

xiv. the transition from the S-RES-WAIT state to
the S-AUTH-WAIT state, provided by the condition that
the globkal server has sent a control message to request
authentication information freom the local node;

15 xv. The self-transition of the 3S-CONN state,
provided by the condition that a packet has not been
received fromthe local node afteraspecifiedtimeperiod,
wherein the number of self-transitions performed has not
exceeded a specified threshocld;

20 xvi. the transition from the S-CONN state tc the
S-LOGOFF state, provided by the condition that a packet
has not been received fromthe local node after a specified
time pericd, wherein the number of self-transitions
performed has exceeded a specified threshold;

25 xvii. the self-transition of the 3S-CONN =state,
provided by the condition that a packet has been received

from the local node, wherein the packet is not a control

message to indicate the release of the controlled network



46 resources; Xxviii. the transition fromthe S-CONN state to the S-LOGOFF
state, provided by the condition that a control nessage is received from
the I ocal node to indicate the 5 release of the controlled network
resources, wherein during the said transition, a control nmessage is sent to
the | ocal node to acknow edge the rele%se of the controlled network
resources; Xxix. the self-transition of £he S- LOGOFF state, 10 provi ded by
the condition that an acknoel edgenment of the rel ease of the controlled
network re %%ﬁﬁg§egas not been received fromthe global server after a
speci fied tine péridd, wherein the nunber of self-transitions perforned has

not exceeded a af I g t t Fansiii h - LOGOFF
$08qiifi &g, g m]?éﬂglCElCé'lgdf(?é?mt felk gi%tﬁzhoé't%%%mtto @ he

state to the S-DISCONN state, provi e con Ion that an

acknow edgemepic of é@@t&?'%%%%ﬁgie&h§yc@ﬂér@&£QQ¢ﬂﬁ$MﬂH%aEe§QH5ﬁ@%o@?s not
been received fromthe global server after a specified tinme period, wherein

t he nU”beﬁeQEaé%)§§|feéé§W%diﬁ%@mﬁ@hbomﬁﬂbha§oQécﬁ%d@%éﬁéﬁﬁéiE%%Q
threshold; xxi. the transition fromthe S-LOGOFF state to the S-DI SCONN

states proyidesdyctthecigondiddono t hatd afe acknoel edgenenteof, tuigcreliease of
the controll ed network 25 resources has been received fromthe gl obal
server,; xAurdndecheansiid onr Ehemit henS- GCOMNPLOBE 1stied €sthae the SebBItSCONN
state, provided by the condition that a control nessage-is received from
the | ocaltnodéh¢ oliondi cahede to acknowledge the release of the
controlled network resources;
xix. the self-transition of the S-LOGOFF state,

10 provided by the conditien that an acknowledgement of the
release of the controlled network resources has nct beaen
received from the global server after a specified time
period, wherein the number of self-transitions performed
has not exceeded a specified threshold:

15 %X . the transition from the S-LCGOFF state to the
S-DISCONN state, provided by the condition that an
acknowledgement of the release of the controlled network
resources has not been received from the global server
after a specified time period, wherein the number of

20 self-transiticns performed has exceeded a specified
threshold;

®xx1i. the transiticn from the S-LOGOFF state tc the
S-DISCCNN state, provided by the condition that an
acknowledgement of the release of the controlled network

25 resources has been received from the global server:

xx1i. the transition from the S~CONN-LOST state to

the S-DISCONN state, provided by the condition that a

control message isreceived fromthe local node to indicate



- 47 the release of the controlled network resources, wherein during the said
transition, a control nessage is sent to the |local node to acknow edgenent
the rel ease of the controlled network resources; 5 xxiii. the transition
fromthe S-CONN-LOST state to the S-RESET-WAIT state, provided by the
condition that the connection to the gl obal server is determ ned to have
been regai ned; xxiv. the self-transitién of the S-RESET-WAIT state, 10
provi ded by the condition that a packet sent fromthe | ocal node has not

been receiyed antel. a Speaid i/ghL L% 0sl Lod:,, wher el the. umher of 1 o

self-transi'tions perforne as not excee speci resho XXV. the

{ransi ti o £rqn ¢ e SRESET- WA TSt &l 5,10 L5608 - SDLSOOM st at &, spiQvi ded

by the condit t a packet sent fromthe | ocal node has not been

received afterg.sperii ed JdaerRers 0dn ML LB (e NWIEL 20k of the
self-transitions perforned has exceeded a specified threshold; 20 xxvi. the

transiti opchram I hedSTRESE +VWATE st ate o the S-LOGOFF state, provided by
the condition that a control nessage is received fromthe |ocal node to

indicate the rekease ofthbereansoLled naitdr kheeSOU CRE- DUEET kR ad | ng
the said transition, a control nessage 25 is sent to the |local node to
acknow edgeneint 3-heEEReEITeasel 0fstheecontboldl dddnet Wik doasdlt des; tamd XXVii .
the transition fromthe S-RESET-WAIT state to the S-ACC-WAIT state,
provi ded biethencenditoontohatie global server is determined to have
been regained;
XxX1v. the self-transitionof the S-RESET-WAIT state,
10 provided by the condition that a packet sent from the
local node has not been received after a specified time
period, wherein the number of self-transitions performed
has not exceeded a specifiied threshold;
®xxv. the transiticon from the S-RESET-WAIT state to
15 the S5-DISCONN state, provided by the condition that a
packet sent from the local ncde has nolt been received
after a specified time period, wherein the number of
self-transitions performed has exceeded a specified
threshold;
20 xxvi. the transition from the S~RESET-WAIT state
to the S-LOGOFF state, provided by the conditicn that
a control message is received from the local node to
indicate thereleaseof the controllednetwork resources,
wherein during the said transition, a control messadge
25 is sent to the local node to acknowledge the release of
the controlled network resources; and

xxvii. the transition from the S-RESET-WAIT state

to the S~ACC-WAIT state, provided by the condition that



+ 48 a packet is received fromthe |ocal node, whereas the said packet is not
a control nessage to indicate the release of the controll ed network
resources. (16) The state nachine of the network access control 5 framework
apparatus, as cited in (1) above, utilizes the set of states cited in (14)
above and the set of transitions betmqu the said states cited in (15)
above, to control the operation of the 30 d network access control
framewor k apparatus. 10 (17) The set of states, as cited in (1) above,

used [n the siekemchi pecthaj. gontrg) s fhe operath pRLof hheccnst vork

access contro r arrevvor apparatus, as cit e urther

conpri seS-sal%gr&&éNﬁ ﬁé%taeco\“ﬁieﬁ@l Rueds ST ENGIHE B Wity Lhe, 45 cdat g for mat

specified In O above is initialized, wherein the said structure iIs

associ at ed v £ het be 11063k 18006 o | Bbikati dgothe:sai d state machine; ii. an
S-ACC-WAIT state, wherein a control nessage is sent to the |ocal node

i ndicating that @nsaeeess tamesicROnkso f aqih hedswapd 4 8eesd dosttat @l
machine is waiting for an access request message to be sent by the |ocal

node; %ii .framSvBES WAbR Ssdatie, wheceitr @ icontinolabwessageciis isend o=t he
gl obal server indicating that an access request is nade, an the said state
machi ne i satabftfi galb f of tad espohée dioo be aseht hisy s eheo §lobmh sSerivers 1 v.
an S-AUTH- WAIT state, wherein a control nmessage is sent to the |ocal node
i ndi cat i ngpetthat eauthentiacat ione tporndtddni R st équirbed;e andot hendgaidl st at e
machi ne is
the cperationof the saidnetwork access control framework
apparatus.
10 (17) The gset of states, as cited in (11) abecve, used
in the state machine that controls the operation of the
network access control framework apparatus, as cited in
(1, above, further comprises:
i, an S-INIT state, wherein a structure with the
15 data format specifiedin (8) above lis initialized, wherein
the said structure is asscociated with the local node
initiating the said state machine;
ii. an S-ACC-WAIT state, wherein a control message
is sent to the local node indicating that an access request
20 is reguired, and the said state machine is waiting for
an access request message to be sent by tThe local node;
iii. an S-RES-WAIT state, wherein a control message
is sent tTo the global server indicating that an access
request is made, and the said state machine is waiting
25 for a response to be sent by the global server;
iv. an S-AUTH-WAIT state, wherein a control message

is sent to the local node indicating that authentication

information is required, and the said state machine is



49 waiting for an authentication response nessage to be sent by the |ocal
node; v.an S-CONN state, wherein access to the requested network resources
is granted to the local node; 5 vi. and S-DI SCONN state , wherein wherein
the access to all network resources by the |l ocal node is rel eased, and the
structure with the data format specified in (8) above that is associated
with the local node is deleted; vii. art-5- CONN- LOST state, wherein the said
state 10 machi ne determ nes that connection to the global server is |ost,

d th oy s ) = h .
and e PRy aBcEbLLeg 1 2h abaver b SELLA Al bow asgeseo tamarar! Y
state, “hﬁégL@héhﬁo%%tg ﬁgagg 15 machi ne determ nes that connection to the

gl obal server is regalned, whereas the prior state is the S-CONNLOST

state. (18) Theysepnof-tiANpistd LS, bghween 1 e & abeso Cikh 8d- & Jukkhe @bove,
wherein these transitions of the network 20 state nmachi ne that controls the

oper ati onpeft ¢ heknetas kr aegesss cgptihled r apEWOIK BAppanatiuSdeads cited in
(1) above, conprises: i. the transition fromthe S-INIT state to the

S-ACC-3MI T stat @, .praavigledI by chhe €oadit,i emdbhatnt hed ccate2s nedeilhns not
sent control nessage to request access to the controlled network resource;
ii. the thanstdipnrésomrtdes ¥ NHestate 1t ackde 1 S+RES: WARE ,statde,t1ps ovi ded
by the condition that the |ocal
structure with the data format specified in (8) above
that is associated with the local node is deleted;
vii. an S-CONN-LOST state, wherein the said state
10 machine determines that connection to the global server
is lost, and the pelicy specified in (2) above is set
toallowaccess temporarily when connection to the glebal
server is lost; and
viii. an S-RESET-WAIT state, wherein the said state
15 machine determines that connection to the global server
is regained, whereas the pricr state is the S5-CONN-LOST
state.
{(18) The set of transitions between the states cited
in (17) above, wherein these transitions are used in the
20 state machine that controls the operation of the network
access control framework apparatus, ascitedin (1) above,
comprises:
i. the transition from the S-INIT state to the
S-ACC-WAIT state, providedby theconditionthat the local
25 node has not sent a control message to reguest access
to the controlled netwocrk resource;

ii. the transition from tThe S-INIT state to the

S-RES-WAIT state, providedby the condition that the local



50 node has sent a control nessage to request to the network resource;

iii,. the self-transition of the SSACC-WAIT state, provided by the
condition that control nessage to request 5 access to the controlled
networ k resource has not been received fromthe |ocal node after a
specified tine period, wherein the nu of self-transitions perfornmed has
not exceeded a specified threshold; iv."the transition fromthe S-ACCWAIT
state to the 10 S-DI SCONN state, provided by the condition that a control

message t?errCFéJLfﬁisé %ﬁ?sé éQntt?t%f%éggb%dt%ekﬂd&égf?gg%%ﬁ% N4 been

recei ved omthe | ocal node after a specified p erein the
nunber of selfstransiddQpscperformed has exceeded a specified 15 threshol d;
v. the transition fromthé S ASS-WAIT state to the S -RES-WAIT state,

provided by thejganditi©nsd hat tthhe, b oeals mode has septcawontr gk smessage to
request access to the controlled network resource; 20 vi. the

sel f - trangirtiwond 8f Hhehs BESIMA o stratL: apf OMided hY stsheysordl thor dthat a
control nessage in response to the request for access to the controlled

network reseuw<e hasthet durenroedeidatke twvemk he: gbobale servenoaf berera
specified tine period, wherein the nunber 25 of self-transitions perforned
has not exeeedieded fspacitficet ottharleshaleda ficr atspes ¢ 1 Ansid t Omefw omihe
S-RES-WAIT state to the S-DI SCONN state, provided by the condition that a
wherein the number of self-transitions performed has not
exceeded a specified threshold;
iv. the transition from the S-ACC-WAIT state to the

10 S-DISCONN state, provided by the condition that a control
message to request access Lo the controlled network
resource has not been received from the lcocal node after
a specified time period, wherein the number of
self-transitions performed has exceeded a specified

15 threshold:

v. the transition from the S-ACC-WAIT state to the
S-RES-WAIT state, providedby thecondition that the local
node has sent a control message to request access to the
contreolled network resource;

20 vi. the self-transition of the S-RES-WAIT state,
provided by the condition that a control message in
response to the request for access to the controlled
network resource has not been received from the globkal
server after a specified time periocd, wherein the number

25 of sgelf-transitions performed has not exceasded a
specified threshold;

vili. the transition from the S5-RES-WAIT state to

the S-DISCONN state, provided by the condition that a



51 control nessage in response to the request for access to the controlled
networ k resource has not been received fromthe global server after a
specified tinme period, wherein the nunber of self-transitions perfornmed has
5 exceeded a specified threshold and the policy is configured to reject the
access request as cited in (9) and (10)_.above; viii. the transition from
the SRES-WAIT state to the S—CCNN—LCé%’State, provi ded by the condition
that 10 a control nessage in response to the request for access to the

cont rol | ed et wot krresom se; has. oL ohes, regeiyed feom.the gl pbal cserver a

specified ti per1 od, erei n the nunber of sel ansitions perforned has

exceeded @ Spgg f:io%q:ﬁ@iﬁ?ég‘)#%t(ﬁgirkh@eEBUﬂ IS 4% Lo d 9T ed La acgept

the access request as cite and (100 above; ix. the transition from

the S-RESYWAIT stat g1t hesS+GAW stats; Propedad byqt e yconditiien t hat

the gl obal server has sent a control nessage to accept the request 20 for

access toyhhe cont kold eduRlawor K £r esOUFCe.r el @han@&b@gfmen@@i thas
transition, a control nmessage is sent to the | ocal node indicating that the

request fekcace®ss Ho bheccionieal | edrmeinoll reseur athé s @eteptyed;i x. the
transition fromthe S-RES-WAIT state to the 25 S- DI SCONN state, provided by
t he condi tbert idat etihe oglrebjad ¢ set wer ahas: sent e gueartt raod aressdgeént g 9accept
the rejection of access to the controlled network resource, wherein during
the sai d anansit®pbnabawontrol nmessage is sent

viii. the transition from the S-RES-WAIT state to
the S-CONN-LOST state, provided by the condition that
10 a control message in response to the request for access
to the controlled network resource has not been received
from the global server after a specified time period,
wherein the number of self-transitions performed has
exceeded a specified threshold and the policy 1is
15 configured to accept the access redquest as cited in (9)
and (10) above;
ix. the transition from the S-RES-WAIT state to the
S-CONN state, provided by the condition that the global
server has sent a control message to accept the reguest
20 for access to the controlled network resource, wherein
during the said transition, a contrcl message is sent
to the local node indicating that the request for access
to the controlled network rescurce is accepted;
%¥. the transition from the S-RES-WAIT state to the
25 S-DISCONNstate, providedby thecondition that the global
server has sent a control message to accept the rejection
of access to the centrolled network resource, wherein

during the said transition, a control message 1s sent



52 to the local node indicating that the request for access to the
controlled network resource is rejected; xi. the transition fromthe
S-RES-WAIT state to the SSAUTHWAIT state, provided by the condition that
the 5 gl obal server has sent a control nessage to request authentication
information fromthe | ocal node; xii. %Q@ self-transition of the
S-AUTH-WAI T state, provide by the condition that a control nessage in
response to the request for authentication information 10 has not been

recei ved ftﬁoﬂntehﬁolcoacf!n&ﬁ’geiﬁ H%ratgiﬁg%ﬁgiteghtei 7R égdfow?f&gig%stgw

nunber of self-transitions perforne S not excee a Specl

threshol di oXidje LBS I ANSLE %Ja}ﬁm he S AUTHE WAL Trstate £ @; the S- DI SCONN

state, provided by the condition that a 15 control nesSage in response to

the request foryauthent E¢ation: i phormali enchas il -paen tecaiyved kmum the
| ocal node after a specified tine period, wherein the nunber of

sel f - trangihivons-perforgest bas pexceeded appeakf icethdheesholihiathehe
S-AUTH-WAI T state, provided by the condition that the gl obal server has

sent & coptebela message: t ohequesh taukherdh cavilomé pkargat ten f£quetshte | ocal
node; xv. the self-transition of the S-CONN state, 25 provided by the
condi t i onat:hatera: paaketorhasn iotriheebonedat ved threom ¢ bell ocale node after a
specified tine period, wherein the nunber of self-transitions performed has
not exceeded a spéci fthedsthrfeshobdsition of the S-AUTH-WAIT state,
provided by the condition that a contrcl message 1in
response to the request for authentication information
10 has not been received fromthe local node after a specified
time period, wherein the number of self-transitions
performed has not exceeded a specified threshold;
xiii. the transition from the S-AUTH-WAIT state to
the S-DISCONN state, provided by the condition that a
15 contrbl message 1in response to the request Zfor
authentication information has not been received from
the local node after a specified time period, wherein
the number cof self-fransitions performed has exceeded
a specified threshold;
20 ®Xiv. the transition from the S-RES-WAIT state to
the S-AUTH-WAIT state, provided by the condition that
the global server has sent a control message to request
authentication information from the local node;
xv. the self-transition of the S-CONN state,
25 provided by the condition that a packet has not been
received fromthe local nodeafteraspecifiedtimeperiod,

wherein the number of self-transitions performed has not

exceeded a specified threshold;



53 xvi. the transition fromthe S-CONN state to the S-D SCONN st at e,
provided by the condition that a packet has not been received fromthe

| ocal node after a specified tine period, wherein the nunber of
self-transitions 5 perforned has exceeded a specified threshold, wherein
during the said transition, a control ggssage is sent to the gl obal server
to indicate the rel ease of the access the controll ed network resources;
Xvii. the self-transition of the S-CONN state, 10 provided by the condition

that a packed hagibean, eceiyed {1am thehoepl nodeonuheriei fethe packet s

not a controlled network resources; Xxviii. trasnsition omthe S-CONN

state to éh%ﬂsf?cémgl %g%%,sfp @viﬁ%@vbgregh@/cb@ﬁjic@ﬂghtEH'&tt habaa xeant r ol

nessage i s receive omthe local node to indicate the rel ease of the

control | edanet Wenke & §SOLF £€%e MR BLAUT bRG 1t he dsak @ tlrapsigé en iz gontrol
message is sent to the global server indicating the rel ease of the access

20to the ¢opty obbed J1ef Waike F £$QUIr€RS; b etheo Fr ansl E-an arf & omithes
S- CONN- LOST state to the S-DI SCONN state, provided by the condition that a

contrad npssagehsdreacsl vedckeond he beeali hode ttodadheadtd theereli@ase of
the controll ed network resources; 25 xx. the transition fromthe
S- CONN- LOSTi rsitrat ethe  stshied St RESER WA T, stateonprov dedsby ddel gondirtt on
that the connection to the global server is determ ned to have been
regai ned; to the global server to indicate the release of the access
to the controlled network resources;
xvii. the self-transition of tThe S-CONN state,
10 provided by the conditicn that a packet has been received
from the local node, wherein the packet is not a control
message to indicate the release of the controlled network
resources;
xviii. the transition from the S-CONN state to the
15 S-DISCONN state, previded by the condition that a control
message is received from the local node to indicate the
release of the controlled network resources, wherein
during the said transition, a ccntrol message is sent
to the global server indicating the release of the access
20 to the controlled network resources;
®ix. the transition from the S-CONN-LOST state to
the S-DISCONN state, provided by the condition that a
controlmessage is received fromthe local node to indicate
the release of the controlled network resources;
25 ®xx. the transition from the 3-CONN-LOST state to
the S-RESET-WAIT state, provided by the conditiocon that

the connection to the global server is determined to have

been regained;



- 54 xxi. the self-transition of the S RESET-WAIT state, provided by the
condition that a packet sent fromthe | ocal node has not been received
after a specified tinme period, wherein the nunber of self-transitions
performed 5 has not exceeded a specified threshold; xxii. the transition
fromthe S-RESET-WAIT state to the S-DI _SCONN state, provided by the
condition that a packet sent fromthe I°Scal node has not been received
after a specified tinme period, wherein the nunber of 10 self-transitions

performed has e ed a i.f ] .t hr ; Lkl Erahar it from
S-RESET-WAI T st%%g 1 gﬂteh%%%fafg)lé%%glﬁllsta e?aépggve:(gegEbsyﬁ?hrghclgggilth%' that a

trol ' i ved frof | d isnd he K&l
oM Lo TRIANLILS EELANE cbiro £ DEnl 0Gal £ n9de, 10, db RYCat eokhg K&l ease

of the ¢ resources, wherein during the said transition, a

control mgssage dSqsehb st adthe, Hiobak -serves i ndiecati ng dherieleasenof the
access to the controlled network resources; and xxiv. the transition from

the S RESEL-MALJ, sttt £e20 ERAet REMBACEVWALT Stk gnspriov et by rbheed

condition that a packet is received fromthe | ocal node, whereas the said
packets i ShRQ 8o €0BkicedBESa0Ee: ¢ Oclifidiccat entthesnel ease of the controlled
network resources. (19) The state machine of the network access control 25
framewor k appar akus,. ashei tedd i { 1pnalfoven ohid iZeBEBRE -l Tofs tsttat es
cited in (17) above anf the set of transitions between the said states
cited in ¢b8):labayvel 66 @UNts bRt et,he wopet dieidorb ofthhecsaid hebwnoith catcess
control framework 54 xxi. the self-transition of the

S- RESET- WAl Psitcdtest;, peoti fedrbyitdel condi ricgke tthat aofablestn seatefiiisinit he

after a specified time period, wherein the number of
10 self-transitions performed has exceeded a specified
threshold;
xxiii., the transition from the S-RESET-WAIT state
to the S-DISCONN state, provided by the condition that
a control message is received from the local ncde to
15 indicate therelease of the controlled network resources,
wherein during the said transition, a control message
is sent to the global server indicating the release of
the access to the contrcoclled network resources; and
xxiv. the transition from the S-RESET-WAIT state
20 to the S-ACC-WAIT state, provided by the cendition that
a packet is received from the local node, whereas The
salidpacket isnotacontrolmessage toilindicatetherelease
of the controlled network resources.
(19) The state machine of the network access control
25 framework apparatus, as cited in (1) above, utilizes the
setof statescitedin (17) above andtheset of transitions
between the said states cited in (18) above, to ccntrol

the operationof the saidnetwork access control framework



" local node has not been received after a specified tinme period, wherein the
nunber of self-transitions perforned 5 has not exceeded a specified
threshold; xxii. the transition fromthe S-RESET-WAIT state to the

S-DI SCONN state, provided by the condition that a packet sent fromthe

| ocal node has not been received after q%specified time period, wherein the
nunber of 10 self-transitions perforneé as exceeded a specified threshol d;
xxXiii. the transition fromthe S-RESET-WAIT state to the S-DI SCONN st at e,
provi ded Ry, d:e,egndition that a control nmessage is received fromthe |oca
node to 15 indicate the release of the controlled network resources,
wherein during the)sak tdansbhi QBe @ iGOMHOIn MBFSRYE alcs- SeHt b Arthe gl obal
server indicating the release of the access to the controlled network
resour cesfraitb Xy appa tLiansids oni feam hhel $ RESEE WAAT sirad £220 A0 the
S-ACC-WAIT state, provided by the condition that a packet is received from
t he | ocal thedese twhet easattlkes sa3d d- paekietini s DY gbbtedlam@sisiagesta ioxdi cat e
the rel ease of the controlled network resources. (19) the state machi ne of
t he nét wokk aaccessooenbedlwe @25 firaneawrks apparatus; edsici t2d) i ab oY)k ,above,
utilizes the set of states cited in (17) above and the set of transitions
bet ween t he $aied ssttates sibédd g 18} tabovey (b7 toabrolie tdred operatiedn of
the said network access control franmework ~ 55 apparatus. (20) The
met hod used i panRé tdatwe bie taeees st tamtariol sttedmesverikt appar al 83 akowiet-ed i n
(1) above, to generalized the set of states as cited in (14) above and the
set of 5 £PARS 1T dhs thét vieefPFhe® Said states cited in (15) above, to the
set of states as cited in (17) above and the set of transitions between the
said states cited FRPEESEbBYe ok T 888 Uafes st bpsl6f S3Ld dBETgdri ng t he

Phat Tor TRE =S8 TS0RGTS L1 bR 1S (HEFS ALGURR “5eht 87 Chy ovk B6d BBy (hEe
diti t hat know ed t af -t I f th trall t Kk
Fesour coo° Fae Tiate Beey TULeT Uk Fr S LHGF b1 SBaIT Server “arie? AYebBd fi ed
time period, Jhersin 49, the aunher, of seldshrans Lhans performed bas not
exceeded a specifired t resﬁo?g, e sai specigle thme period i's so snal

a value thah iy 5o 00l LabLe ML Bukesned, 4 6,4 hey peacessidg, cyckeqgl the

said specified thresho 20 1s set to a value of zero sot

sel f-transhti 9no6aN AeGUfe r aNf: b aCOPELAUTI &Y ¢ NRePBERNRIES S10f LN said
networ k access control framework apparatus such that for the transition

fromthe ShbQENFestated D-the 25D SCONN shate rREdn AYided i d bgeq
condition that an acknow edgenent of the

a specified threshold, the said specified time period

is so small a value that it is negligible with respect

to the processingcycle of the said network access control

framework apparatus, and the said specified threshold

20 is set to a value of zero so that no self-transition can

occur; and

ii. configuring the parameters of the said network

access control framework apparatus such that for the

transition fromthe S-LOGOFF state to the S-DISCONN state,

25 provided by the condition that an acknowledgement of the

release of the controlled network resources has not been

recelived from the global server after a specified time

period, wherein the number of self-transitions performed



" rel ease of the controlled network resources has not been received fromthe
gl obal server after a specified tine period, wherein the nunber of
self-transitions perforned 56 has exceede a
specified threshold, the said specified tinme period is so small a val ue
that it is negligible with respect to tQ@ processing cycle of the said
networ k access control framework apparéius, and the said 5 specified
threshold is set to a value of zero so that a transition to the S-DI SCONN

state ws&ia%g%gcgggré& he 52l d; $Req fﬂﬁfdeg}w%qcp,erme ghanses, c £2%); e

state mac network access control franmework apparatus, as cited

in (1) abeyge Utbbhzes fhesd0s3pf of st Re Siates al ted iR (41 aBeva.=the
set of transitions between the said states cited in (15) above, "and the

met hod citiedd n-A92 cabeyerhe geseralizaqt Bgcsel of (slatesigihedwior K 14)
above to the set of states cited (170 above, and the set of transitions

between thesai4l stahex it eflrdibeiwb{15) apbemeat@stheagel ofheramsiitd ons
between the said states cited in (18) above, to control the operation of

t he sd& d sefwnr ki adcessreonbiol ifs ageworde appandtuss. o {22k rthes oethed: used
in the network access control framework apparatus as cited in (1) above,
to process 26aadat acpacketthsemt- bysSaoldtal t ambdenuednpraoiseswhhe $teps of .
i. searching for a structure with the data format as cited in (8) above
that i s assdci atredcwiftired heiecate nodd, «andrsfsnot found, instantiating a
new i nstance of 25 the state machine as cited in (1) above to process the
sai d packet:; ii{2#iehhehetsirdrgchudtacd thef pand e Haddee sRecontrol

framework apparatus, as cited in (1) above, utilizes the
10 set of states cited in (14) above, the set of transitions
between the said states citedin (15) above, and themethod
cited in (20) above to generalize the set of states cited
in (14} above to the set of states cited in (17) above,
and the set of transitions between the said states cited
15 in {15) above Lo the set of transitions between the said
states cited in (18) above, to control the cperation of
the said network access control framework apparatus.

(22) The method used in the network access control
framework apparatus as cited in (1) above, to process

20 a data packet sent by a local node, comprises the steps
of:

i. searching for a structure with the data format
as cited in (8) above that is associated with the local
node, and if not found, instantiating a new instance of

25 the state machine as cited in (1) above to process the
sald packet:;

ii. when the said structure is found, having the

sald packet processed by the state machine as cited in



sai d packet processed by the state nmachine as cited in

57 (1) above if it contains a control nessage that corresponds to one of
the generic control nessages cited in (2) and (3) above; iii. when the said
packet does not contain any 5 control nessages that correspond to one of
the generic control nessages cited in cited in (2) and (3) above, and the
state of the state machine as cited in 81) above is the state in which
access to the controlled network resources is granted, forwarding the said

packet. to hts. 40.int endedrec) fent; iy when the, said packet. dogs.nat

contain any control™ ~nessages at” correéespon 0 he ‘ge

messages g%t Bd b« A andef3) 1aDYE - 209 LR, shake of; Lhe shate) maghine as

cited in ) above, 1s not the state 15 in access to the gl oba
server isdetegiped to be lost, nor the state in which access to the
controlled network resources is granted, queing the said packet in the said

structure associated whth tihee! acald ngdekae Waalk t he Sadbnpacket adges not
contain any control 20 nessages that correspond to one of the generin

contragl nessages! chéedade { 20) aand oI e apoviel @nbhbeost ate: afehbeist ate
machine as cited in (1) above is the state in which access to the gl obal
server i scdeteran nedstsades | osttedanththetpol ity a )jcided 1(B3)( Doabevye, is
configured 25 to accept access requests and the intended recipient of the
sai d packetdi shiensa& ada¢ a £onmens tattieoms: atet wer kst hatt d& icontt bl dledviey t he
sai d network access control framework apparatus, forwarding the said packet
toits is the state in which access to the controlled network
resources 1s granted, forwarding the saild packet to its
10 intended recipient;

iv. when the said packet does not contain any control
messages that correspond toc one of the generic contrcl
messages cited in (2) and (3) above, and the state of
the state machine as cited in {1) above is not the state

15 in which access to the global server is determined fto
be lost, nor the state in which access to the controlled
network rescurces is granted, gueuing the said packet
in the said structure associated with the local node;

v. when the said packet deoes not contain any control

20 messages that correspond to one cf the generic control
messages cited in (2) and (3) above, and the state of
the state machine as cited in (1} above is the state in
which access to the global server is determined to be
lost, and the policy as cited in (9) above i1s configured

25 to accept access requests, and the intended recipient
of the said packet is in a data communications network

that is controlled by the said network access control

framework apparatus, forwarding the said packet to its



- 58 i'ntended recipient; and vi. when the said packet does not contain any
control nessages that correspond to one of the generic control nessages
cited in (2) and (3) above, and the state of 5 the state machine as cited
in (1) above is the state in which access to the global server is
determned to be lost, and the policy gﬁﬁcited in (9) above is configured
to accept access requests, and the int ed recipient of the said packet is
in a data comruni cations network 10 that is not controlled by the said

network a tr rk par atus, queing the said packet inthe
sai d strug ﬁgglgggoé%% %%ﬁ%ﬁi’ t%@alocal node. (23) The network access

control framework QH%'haEH%’s§§d%%ggeitnd£>@s ﬁ@@‘é@oﬂ‘tialiirzgiytEéngerlt@fdl

cited in (22) 15 above to process data packets that are sent oca

node. (24).the, gechanismadiLezedid £Beonel W ke RECEES LONE T 8L nichafewor K
apparatus, as cited in (1) above, wherein the said néchanismallows the

network ageessag0scontyol frameworknho tenparakid )y shar e RackeksSent by a
| ocal node i ntended for sone other node when the said | ocal node has not

yet been grhantsath agceashtind hes conteel lied nejwablk veesiouireies, seenpy iises the
step of, when the said packet does not contain any control nessages that 25
corresponghtiaclongcok stshe: generl oy cobknolsaessagds ciéedrinn (2R and 4S3)
above, and the state of the state nachine as cited in (1) above is not the
state in Whiscth acoessheopthe cgl ebalc isexdeini $9detbomiaed tapheil bostgd nor
the to accept access regquests, and the intended recipient
of the said packet is in a data communications network
10 that is not controlled by the said network access control
framework apparatus, queuing the said packet in the said
structure associated with the local node.
(23) Thenetwork access control framework apparatus,
as cited in (1) above utilizes the method cited in (22)
15 above to process data packets that are sent by a lccal
node.

(24) The mechanism utilized in the network access
control framework apparatus, as cited in (1) above,
wherein the said mechanism allows the network access

20 control framework to temporarily store packets sent by
a local node intended for some other node when the said
iocalnodehasnot vetbeengrantedaccess tothecontrolled
network resources, comprises the step of, when the said
packet does not contain any contrcl messages that

25 correspond to cne of the generic contrcl messages cited
in (2) and (3) above, and the state of the state machine

as cited in (1) above is not the state in which access

to the global server is determined to be lost, nor the



» 59 sstate in which access to the controlled network resources is grante,
quei ng the said packet in a structure with the data fornmat cited in (8)
above, wherein the said structure is associated with the |Iocal node. 5 (25)
t he network access control franmework apparatus, as cited in (1) above,
wherein the said network access control_framework utilizes the machani sm
cited in (24) above to tenporarily st ore packets sent bya | ocal node

i ntended for some other node when the said | ocal node 10 has not been

grant ef ag;c%?%g&(gpﬁé%hggtc;cg%égdc E‘éh"@%ﬁ@??%%"dsne%&%’%ksﬁésw‘%c%sep of ,

when t he contai'n control messages that correspond to

one of the . ggnerlLc.gon h%huﬁ?&séﬂsss%HR?,ﬁi§§§%)%%ﬂg 6 Bboyee and i he

state of the state nacﬁlne as“cited 15 i above is not the state in

which access t@athe [l obat serves iis d@@ﬁr Apedet 0 R Lasth, e the state
in which access to the controlled network resources is granted, queing the

sai d packet dyr@nstruct U eswictin tbe datan foreat &d 4 ednicd 8) above, wherein
the said structure is 20 associated with the | ocal node. (26) The nmechani sm

utilized in thezaetmeek @ewesk gertdHt domnEvRrKr appay@t isim@saehted,in (1)
above, control framework to tenporarily store packets sent by a local 25
node whenakhe iconmechi on )t gddreesaithdoehh nade swmbsdnot tyeir besencgrsant ed
access to the controlled network resources by the global server cited in
(1) abovegowteraei irthevwsar kl datd ipack et hies miattlemdednf ari sodeiot Herd )node in
above to temporarily store packets sent by a local node
intended for some other node when the said local node
1C has not yet been granted access to the controlled network
resources, comprises the step of, when the said packet
does not contain any control messages that correspond
to one of the generic control messages cited in (2) and
{3) above, and the state of the state machine as cited
15 in (1} above is not the state in which access to the global
server is determined to be lost, nor the state in which
access to the controlled network resources 1s granted,
queuing the said packet ina structurewith the data format
cited in (8) above, wherein fthe said structure 1is
20 associated with the local node.
{26) The mechanism utilized in the network access
control framework apparatus ascitedin (1) above, wherein
the said mechanism allows the network access control
framework to temporarily store packets sent by a local
25 node when the connection to the said local node has not
yvet been granted access toc the controlled network

resources by the global server citedin (1) above, wherein

the said data packet ig intended for some other ncode in



' 60 a data communi cations network that is not controlled by the said network
access control franmework apparatus, conprises the step of, when the said
packet does not contain any control nessages that cerrespond to one of the
generic 5 control messages cited in (2) and (3) above, and the state of the
state machine as cited in (1) above ise}he state in which access to the

gl obal serve is determned to be |ost, 4hd t he policy as cited in (9) above
is configured to accept access requests and the i nt ended recipient 10 of

the said pagkels i dihuadala LOMIUNLAAL] OAS. NELWOLK ChAL. d 2 PBY 1GRRLIPL] ed

by the said network access control franmewor apparatus guel ng t

packet in<the said sftég{wﬁﬁq asseelsal edowicth, 1 he local, prdep ;%Lttdge
network access control framework apparatus 15 as cited in (1) above,

wher ei n t he ngad fs BetvvE k a6 8%S ¢RBW ©h e fora@Werdk apRRIAL HS Ut bhirzesy t he
mechanismcited in (26) above to tenporaruly store packets sent by al oca

node whenahReceannect ndk 4 Ogther said-boeals gwde thas 1ot ryeh <bgen «griant ed
access to the controlled network 20 resources by the global server cited in

(1) abovecowter®l md heagaisdcdateal packety had nsengedvigr asenehet bern twde in
a data conmmuni cations network that is not controlled by the said network
access conffr ahef reanether kaapparatas, céargat iises{ 1 heabbep afs twhensthe sai d
packet does not contain any control nessages that correspond to one of the
generi c cont Wdlisessagess ¢i tedtilre (@) camd (33 rabaove, s addttehen shatle taf t he
state machine as cited in (li above is the state in which access to the
gl obal sebgekcis dendrifhpamrtdcy as citedin (9) above is configured

to accept access redquests, and the intended recipient

10 of the said packet is in a data communications network

that is not controlled by the said network access control

framework apparatus, gqueuing the said packet in the said
structure associated with the local node.

{27) The network access control framework apparatus

15 as cited in {1) above, wherein the said network access

control framework apparatus utilizes the mechanism cited

in {(26) above to tenporarily store packets sent by a local

node when the connection to the said local node has not

vet been granted access to the controlled network

20 resources by the global server citedin (1) above, wherein

the said data packet is intended for scme other node in

a data communications network that is not controlled by

the said network access control framework apparatus,

comprises thestepof, whenithe saidpacketdoesnotcontain

25 any control messages that correspond to one of the generic

control messages cited in (2) and (3) above, and the state

of the state machine as cited in (1) above is the state

in which access to the global server is determined to



61 'be lost, and the policy as cited in (9) above is configured to accept
access requests, and the intended recipient of the said packet is in a data
comuni cations networks that is not controlled by there said network access
control 5 framework apparatus, queing the said packet int he said structure
associated wth the | ocal node. This application is based on Japanese

Pat ent Application No. 2002-276195 filled in Septenber 20, 2002, the entire
content of which is expressly incorporated 10 by reference herein.

L SlcheRbls a0 e e PLengslcLokent Lo 5,500b) s ogsses
conmuni cathons: M8 WokkSress requests, and2the intended recipient
of the said packet is in a data communications network
that is not controlled by the said network access control
5 framework apparatus, queuling the said packet in the said

structure associated with the local ncde.

This application 1s based on Japanese Patent
Application No.2002-276195 filed on September 20, 2002,

the entire content of which is expressly incorporated

10 by reference herein.

Industrial Applicability
The present 1invention 1is applicable to access
contrcl in an intermediate network element connecting

15 a plurality of data communications networks.



* CLAPMS 1. An access control nethod is an internediate network el enent for
connecting a plurality of data communi cation networks including a |ocal
network and a gl obal network, 5 conprising the step of; determ ning whet her
or not a connection froma local node in the |ocal network to a gl obal node
in the global network is disconnected;eﬁnd accepting an access fromthe

| ocal node to the global 10 node when ‘tthe connection fromthe | ocal node
the gl obal node is detem ned to be disconnected in the step of determ ning.
2. The access control method accordkﬂggﬁﬁ gCclaim1, 15 further conprising
the step of: rejecting an access fromthe |ocal node to the global node is

determ ning to ke diseannectgd -4 N e slepnofn det €L PG, 20, WhgLein the
step of accepting and the step of rejecting are swtched according to a

course of caehiof: ofo # f&gﬂnﬁlé@"t@d% at g 1Ratawi kyeberneat o Somthe 8cgesscontrol
met hod according to claim1, 2 urther conprising the step of:

transm tthagwd Messiagel ha itthe d acala nodet wbirGhainkdhcat es 4 hate @Roagcess to
t he gl obal node is accepted when an access fromthe [ocal node to the

gl obalz nodemprising the steps of: 63 is accepted in the step of
accepting. 4. the access control nmethod according to claim 2, further
conpri sing the gtéeprofinbntynanshihtety ng acmes sagen & o ttiken facal anbde adhi ch
i ndi cates that an access to the gl obal node is rejected when an access from
t he | ocalnadeeito tihe lglobhlnatderils rejectedbiit hedst ém dfhe ef bobianig.
network is disconnected; and
accepting an access from the local node to the glokal
10 node when the connection from the local node to the global

node 1s determined to be disconnected in the step of

determining.

2. The access control method according to claim 1,
15 further comprising the step of:
rejecting an access fromthe local node to the global
node when the connection from the local node to the globkal
node 1is determined to be disconnected in the step of
determining,
20 wherein the step of accepting and the step of
rejecting are switched according to a course of action

of the intermediate network element.

3. The access control method according te ¢laim 1,

25 further comprising the step of:
transmitting a message to the local node which
indicates that an access to the global node is accepted

when an accesgss from the local node to the global node



63

is accepted in the step of accepting.

4, The access conbtrol method according to claim 2,
further comprising the step of:

transmitting a message to the local node which
indicates that an access to the global node is rejected
when an access from the local node te the global node

is rejected in the step of rejecting.



