; e3emhhi k: kOnb<nirny2J 1 CLUSTER NODE DI STRESS S| GNAL BAG(G?SJﬁlg)Dg: THE
| NVENTI ON 1. Technical Field 13 D E C 2002 This invention ge Ey2002
relates to clustering conputers, and nore specifically relates to distress
signaling for cluster comunications. 2. Background Art Soci ety depends
upoh. conputer systens for many types of information in this electronic age.
Based upon various conbi nations of hardware (e.g., sem conductors, circuit

boards, etc.) and software (e.g., conputer prograns), conpute y
wi dely in design. Many conputer systens today are designhed tomwmmmmeHMMM{
wi th other conputer systens. Through networking, a single conmputeggystem

can access information Stﬂﬁ%ﬁiﬂpN@ﬁﬁﬂﬂﬁﬂﬁ@®§? dyapt her conputer systens.

Thus, networking results in greater nunmbers of conputer systens having
access to greater nunbers of electronic resources. Networking is nmade
possi bl e by physical "routes" between conputer systens, and the use of
agreed upon conmuni cations "protocols." Wat protocol is chosen depends

upon factors including tBACKGEROUNI OFSTNRINSENTIOPUt er systens, the

di stances separating the conputer systens, and the purposes of information
exchange Beﬂ%@gwﬁiﬁﬁihonputer systens. Communi cations protocols can be very

sinplistic if only a few conputer systens are networked together at close
proximty. However, these .13 D E C 2002 conmuni cati ons protocols becone
nmor e sophi st i cdbhsdnastigr geatrelly relatdsdao slugéringmoppuiers, ayistaerspegifiealydded, and as

comput er Srglgttese {TPaieSs ssxgergﬁxl;ga' %o?glugg; (%I;n(%lai}nleclﬁti(g[{sst ances.
2. Background Art

Society depends upon computer systems for many types of information in this
electronic age. Based upon various combinations of hardware (e.g., semiconductors,
circuit boards, etc.) and software (e.g., computer programs), computer systems vary
widely in design. Many computer systems today are designed to “network” with other
computer systems. Through networking, a single computer system can access
information stored on and processed by other computer systems. Thus, networking
results in greater numbers of computer systems having access to greater numbers of

electronic resources.

Networking is made possible by physical “routes” between computer systems, and
the use of agreed upon communications “protocols.” What protocol is chosen depends
upon factors including the number of networked computer systems, the distances
separating the computer systems, and the purposes of information exchange between the
computer systems. Communications protocols can be very simplistic if only a few

computer systems are networked together at close proximity. However, these

AV
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The sophistication of comruni cations protocols also varies with tbii ype.of
i nformati on exchange. For instance, sone protocols enphasize ék u ¢ fﬁbf
sending | arge amounts of information, while others enphasize the speed of
information transfer. The communi cations requirenments of the applications
runni ng on a conputer system network determ ne what type of protocol is
chosen. An exanple of a conputer appligation requiring real-tine, reliable
information transfer is a "cluster" nmanagenent application. Custering is

t he networking of conputer systens for the purpose of providing continuous
resource availability and for sharing workload. A cluster of conputer

Syst ens appmafudicatorR ProtGREEShe YR EIRKCAR & LQR UhBberSYSdogPulser ' s
perspective, but actually is a network of conputer systens backing each

ot her up. sysiemhare addedt andfas gompges sy Bemf as¢ separiated by ggatebdigtancehput er system in
a cluster, cluster managenent applications automatically reassign
processing responsibilities for the failing conputer systemto another
conput er syst efThé sophistication 8f @mmurticasionsfpretatals alsevariss it hpegieiofe there is no
interruption in the availability of resources. T icalby, qge qode in the
cluster i dNQEUItPREHECHIPESEIOY N BASOIALIAPIPEA)S SRRhasiEF asppRqyan seine larey . |

dat abase, a5RuNET infdtthaéd) hild OEHES eﬁb&s&é%e&?&dobﬂﬁ&ﬂﬁtié:ﬂ?ﬁﬁﬁﬁ!mé ity. Wen
the primary node for an application fails, the back up nodes in the cluster
t ake over conspwiraiigsisirequrements ofhe apphpAtiopUNHAS O FUNRBIRE SYSem nefwork gh

avai l abi | i ' i " clu ' j ' t hr ough
cluster né%%&gﬁgk@ggggfgﬁgﬁﬁ%ﬁ%ngg%aﬁég%%ﬂ%?%%“%ﬁﬂgggﬁﬁﬁgﬁ%ﬁter systemin
a cl ust er .reqiiirgperealptphé, ceiable fomeiltiaty trarlstes iser “clmstes’agmmagdnankapphicatioar t h acr oss
the cluster network to control cluster activities. Custer nessaging 13 D
ELc~0~ 3 is also used to distribute updates about which conputer systens
in the cluster dian@inghiaihe REWIRIDE ARSmPASTsyHEnd RSP PaIpBid dfprReding O ensur e
the high availability of applications running on the clusters the cluster
needs to HENEMIOES fesodessgyailabilitk anst for sharing werkloadt Aglustet pfcompyisssisiema cl ust er .
To do tNi Spp&RCH S BHbRE: SUSHHI dechpblelSisRin SAMJAIGUSL ol RAIAGT s each of
t he ot her Snputer systens’in the san@ cluster to'ensure that each is alive
and per f orige nggwiokleofimoopatssiyagma barkipgedch aghdrup. Ithseveptrdan averbdd oon a

cluster fail ' [ mar esponsibilitj n [ d to the backup
nodes. Unfatl Slrh?rﬁﬁ}é%g @quq’?irl}’/%&er%naé‘?%%? h%{c?gglf’%l%gm?g aﬁéﬁ&fqﬁat a node in the

cl ust er hasudnadticalty. reksoign @roeegaing respbnsibhi@tien &irier fhiling congmitdr oystdetoreen one node
and the rest of the cluster fail, tg, cluster will nq longer be able to

tel | if tFRPHRGEAIAULr SYERm I thecstg ﬁ‘i‘sy frofa uger§ peispPGeuv t@fﬁfglls ¥berating but

i ts networikeeGQpRRGH kRMvhibRi S redRfles 1N the cluster has failed, then the
node is said to have been "partitioned" fromthe cluster. Wen a node
unexpectedly stops comrunicating with the rest of the cluster it cannot be
easily determ : t I i been nerely
partitioned fro { e’f@gém%gﬁyﬁgggFﬁggg&&k+ﬁﬁPﬁgngpﬁgggﬁy?%§8rrectIy
assunes t happhicatien kag., dadbasedseramnchnd ogiegmsles dre atsepnkdipckuyckesonsibidicyy

responsi bidity . for. the |ication, th | uster can.w,l 1. have two nodes

bot h bl i eV Ry REmapHsd® Kt Applicgian iy o ik o iR it LRk PV Gat o

i nconsi st efgdoasibilify fob thatlaiphbiog. dhiskasfesneligsh HARNING of hal fPUesia. to the
cluster. If on the other hand, the cluster incorrectly assunes the node is
still performing its primary applications and has only been partitioned
fromthe clust . . i I fbd: | t he back up
node, then thogﬁelugpp lgglt%;&eo gslem@%rﬁb%%#gg{d%ﬁg@gp@ggﬁlid ér)cg)gt & clients of
t he cl ust emnnihpuos gadhrcompuryr syasmdan b hiasted. e erapplicatinabéley ¢losteaneseaplet y r espond
to a non-co ni cati ng node w t hout manual intervention by adm nistrators.
13 D B C b5 a0 e Do Cltipeo sk Conb e b BE TN oot BSEr BORPARGT  ayst om
networ ks, the demand for continuous access to such network resources wl|l
grow. The demand for clusters as a neans to provide continuous availability
to such network resources will grow correspondingly. Wthout inproved

nmet hods for determning the status of cluster nodes, the continuous
availability these resources will not be fully realized. D SCLOSURE OF

| NVENTI ON According to the present invention, a cluster node distress
systemis provided that inproves the reliability of a cluster. The cluster
node distress systemprovides a cluster node distress signal when a node on
the cluster is about to fail. This allows the cluster to better determ ne
whet her a non-comruni cati ng node has failed or has nerely been partitioned
fromthe cluster. The preferred cluster node distress systemis enbedded
deeply into the operating systemand provides a pre-built node distress
signal that can be quickly sent to other nodes in the cluster when an

N T o o " b



The foregoing and ot her features and advantages of the inventio?cgvimlEtge
apparent fromthe followi ng nore particul ar description as set th=i
preferred enbodi nents of the invention, and as illustrated in the
acconpanyi ng draw ngs. 13 D E C 2002 5 BRI EF DESCRI PTI ON OF DRAW NGS The
preferred enbodi nents of the present invention will hereinafter be
described in conjunction with the appended draw ngs, where |ike

desi gnations denote like elenents, and FIG 1 is a block diagramof an
apparatus according to a preferred enbodi nent of the present invention;
FIG 2 is a schematic diagramillustrating a cluster node distress signaler

i n accor dagg, Wek lfb &iSEbRE ﬁ{)@a'ié's 86b1R WRARHIcORBhteystbSinRhEA8Mr haQR4:i On; and
FIG 3 is a flowdiagramof a cluster distress signal nmethod in accor dance

wi th the prifasy ansbagkrp tispangibiligies.t he present invention. 13 DEC20W2 6

To ensure the high availability of applications running on the cluster, the cluster
needs to be able to keep track of the status of all the nodes on a cluster. To do this, each
computer system in a cluster continuously monitors each of the other computer systems
in the same cluster to ensure that each is alive and performing the processing assigned to
it. Thus, when a node on a cluster faiils, its primary responsibilities can be assigned to

the backup nodes.

Unfortunately, it is not always possible to tell that a node in the cluster has failed.
For example, if the network connection between one node and the rest of the cluster fail,
the cluster will no longer be able to tell if that node is operating properly. If a node is still
operating but its network connection to other nodes in the cluster has failed, then the node
is said to have been “partitioned” from the cluster. When a node unexpectedly stops
communicating with the rest of the cluster it cannot be easily determined whether the
node has failed or instead has been merely partitioned from the rest of the cluster. If the
cluster incorrectly assumes the node has failed, and assigns the backup node primary
responsibility for the application, the cluster can will have two nodes both believing that
they are the primary node. This can result in data inconsistencies in the database as both
nodes respond to requests to the cluster. If on the other hand, the cluster incorrectly
assumes the node is still performing its primary applications and has only been
partitioned from the cluster, and does not assign primary responsibility to the back up
node, then those applications will no longer be available to the clients of the cluster.
Thus, in many cases the cluster is unable to correctly respond to a non-communicating

node without manual intervention by administrators.



BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON The present invention relates to
cluster communi cations. For those individuals who are not generala 002
famliar with the concepts of clustering, the Overview secti on1 I Efc 2
presents nmany of the basic concepts and term nology that will help to
understand the preferred enbodi nent of the present invention. Individuals
skilled in the art of clustering may s‘Ci p the Overview and proceed directly
to the Detailed Description of this specification. 1. Overview C ustering
is the linking together of conputers, or groups of conputers, in a way that
allows the conputers to share work and act as back ups for each other. As
such, a cl USt e BlohOihufbel BIRME ALoetiiiL RV Qofpk! GEm'RnAREL B and provide
services even IT one or nore of the conputers in the cluster tfails. From

t he conputdemangsfor tantipequs pesessi to eychtnkwvork reseusees offill grovp Ukherdempd fons  appears as
one conputer. system ustering.is tra ren users.9f,, conput er

ol usters. sS85 hnt ot R PPl fATRERY Rioph BeblSftRE s Bt oot e

syst em or graw tdrizsgonddgRut WithGw shioBed rhethédador, devdnaininpathé suitds dfcliisng users of
conputer clusters is that they have access, to E}h resogurces they need, such
as dat abad8ees: 15 pontiopQus ayaijagility these resghregy yidknot ‘Flg’léé??gﬁ?der syst ems
together, continuous availability to necessary resources can be achieved.
There are nunerous advantages to clustering conputer systens together.
First, and nost inportant, RISGHOSUREBOFANMENTEMNEr availability by all ow ng
conputer systens within a cluster to back each other up. Second, clustering
i ncreases scalability, by allow ng additional conputer systens to be added
as needed to i EpRENAg B BE PRESIND thvROva) a clidiérndde distrdst patkH i€ arovhied ltak anced

bet ween cqnputer systeps in cl uster,. 1 E C 2002 The conputer systens
that nake '# roéiesctpﬁ\é?‘é?‘ngr"éaﬁ&%r'cyl‘ff ﬁﬂ“‘”ﬁ‘Bg"e‘g?‘“esﬁ'@'éf?m W&Y‘ﬁ?ﬁ rr'11’?Féert er m node
can refer pofe MEQGEESSA Svheilt 2 ATOVNGRE d1@RS i£LT B lFdiR 'his Mowk & BlRR %o  Hovever
for the purposes of a cluster, a node refers to one of the individual
conput er $péeragistnine whethergynop-comppnicatingnode hesfailrskns hasynerelylbger er i s

assi gned j LPidded b {: cluster.
Assi gned &;dég%ﬁ%%w}l?%gé%gag e&P'gé&)%Jﬁéé&g?&?%gw?rﬂ%ﬁb 139%18%@? ? ons such as
provi di ng deee &80 the ogatting sysehandprogideoapratbeilt mdp Histress isigna thav carpseovi di ng
access to hardware resources,,as in printers, s ner or .fax machi nes.
The nodes SHpHERGp HEREIES Rt wie e eh 2 fpeTRIRe s Foe® ot o

functi oni r@tecteBathis smprotiattheCprobdbity thgt the hbdwalitresysigACWilinRdeutibsfoad | ve and
actively mpnitoring for conditions that would require a switch fromprinmary
to backup.haeRse éot?‘?)' fgily | Wehew thediode distessypignp! By afieali\Flyatent th shadlyster, the

responsi bidiistdr 85 aclitGte R defhithe R Re hOde 1R EIARR hEAbI A8 phiitbhA& mafe t hat
performs the task and i'nteracts with clients of the cluster. Wen the

pri mary ndbeclbuerofhis allawbibe clugteptorrespend ¢ormsctds &¢-gbetbsining pihehrodes he cl ust er
managemnent ﬁBQ:' [ . u ser still has
access to The é"g urs‘(g)ggy’;ﬁs@%eﬁrai‘g% l%sg"ﬁ%g&{@atg?tg %@@g&tshgtgﬁgé tl#o perform

Thi s i nvolpresrraddnisidimat proeides inipievet aluktapreliatdiity ahddectdasdd relgmoeioce t o
primary responsibility. In this manner, the cluster user still has access
to needed ardgg‘BffFaé%@', even when the conputer systemprimarily responsible
for providing those resources is unavail able. Custer managenent
applications and a communi cations infrastructure between all the nodes
enabl e a cl ust efFhafgregpiag andother feptyerapdadvantges efrthsipgensian ilbhs appawat ' s

per specti v, le i . 0} .informthem
Bbout ¢ he Lo BRTOANARERER poRRRRPARE R S e BUeh O P e
Messages asfehesiaméntibn, aad as Yunedks ih theleeepnpahging dpwingsdat e as to what nodes
have primary and backup responsibilities for particular applications. This
prevents nultiple nodes fromattenpting to performconflicting operations,
such as the nultiple nodes trying to behave as the primary node 13 DEC
2002 8



for a particular application. If two nodes are allowed to operate th|nk|n
they are both prinmary nodes, problens such as data inconsisten | 200%
occur. Thus, nessages are sent to every node so that all wll be |n
agreenent as to what action to take when one node is unable to performits
assigned responsibilities. Every node in the cluster nust receive these
cluster nessages in the correct order to ensure proper cluster functioning.
One type of basic cluster nessages areScalled "' heartbeats". Heartbeats are
| ow | evel nessages sent between nodes in the cluster to allow the cluster
to keep track of which nodes are presently performng properly. For

exanpl e, the each node WrikriDERERAPIONOE FIRAWINGS! | Yy ad] acent node a
heart beat signal at regular intervals. Each node in the cluster thus
expects to receive a heartbeat signal fromits logically adjacent node at
these sane re le%reffl:rpetd%%\ﬁ%dlm 1 of the! p?e gnt?%ﬁtt@no&l llrh%fe?da\ﬁgrlg (Fes&rb% er

heart beat signa for a exrended perloé i KNGWs there is a
pot ent i al inponjnh@ish withhhé dppedtizt driningspwitee likd desighatichaddnotedike@lcheasi ve a
heart beat continues, the cluster nanagenent system wil| attenpt to take
approprla?@ action. Another way the cluster nonitors its node is through
nmessage tinmers. In a exenplary clustering system if a nessage sent to a
node fails, it will automatically be retried for a set period of tine.

Addi ti onal | y, llfe! mesdedkaliasoun of dneapprrpieppecenlingsp agreferredrembgdimestels

avail abl e for h eﬂ?qgaumﬁ after multiple tries the nessage is stil

undel i ver ed, mahagenent systemw || again know there is a

pr obl em and attenpt to take appropriate action. Unfortunately, it is not

al ways possi bl stentto know what is the

{ the cluster enent
appropriate acio oﬁ‘st"osc 1 dl‘—”@fa“enﬁlétﬁ%t“@gac'fus hieeds SPe R Ect i on bet ween

node and the raesérdaifcemucel;st@ﬁeﬁédé@ddtménhefmb ?ﬁ&e@tf invérlton{ndl onger be able
totell if that node is operating properly. a node is still operating

but its network connection to 13 DEC 2002 ot her nodes in the cluster
has failed, thﬁe.tct{t%ﬁad&a 'a@utser DAY Es BERI melidh i Sdcoiagke JiflOR t he
cluster. When a node unexp ctedly stops comrunicating wth the rest of the
cluster it canpreferrrberataglirhgnt déthe presenethvetmnher t he node has failed or

i nstead has been nerely partitioned fromthe rest of the cluster. If the
cluster incorrectly assunmes the node has failed when it has only
partitioned, and assigns a backup node primary responsibility for the
partitioned node's applications, the cluster can be left with two nodes
both believing that they are the primary node. Again, this can result in
data inconsistencies as both nodes respond to requests to the cluster. If
on the other hand, the cluster incorrectly assunes the node has partitioned
when it has actually failed, and does not assign primary responsibility for
the failed node's applications to a backup node, then those applications
will no | onger be available to the clients of the cluster. Thus, in many
cases the cluster is unable to correctly respond to a non-comruni cati ng
node wi t hout nmanual intervention by adm nistrators. 2. Detail ed Description
According to the present invention, a cluster node distress systemis
provi ded that inproves the reliability of a cluster. The cluster node

di stress system provides a cluster node distress signal when a node on the
cluster is about the fail. This allows the cluster to better determ ne
whet her a non-comuni cati ng node has failed or has nerely been partitioned
fromthe cluster. The preferred cluster node distress systemis enbedded
deeply into the operating systemand provides a pre-built node distress
signal that can be quickly sent to other nodes in the cluster when an
immnent failure of that node is detected. This inproves the probability
that the node distress signal will get out before the node totally fails.
When the node distress signal is effectively sent to the cluster, the
cluster can accurately determ ne that the node has failed and has not just
been partitioned fromthe cluster. This allows the cluster to respond
correctly, i.e., by assigning other 13 D E C 2002 10 nodes primary
responsibility, with I ess intervention needed by adm nistrators. Thus, the
preferred enbodi nent provides inproved cluster reliability and decreased
reliance on adm nistrators. Referring nowto FIG 1, a conputer system 100
in accordance with a preferred enbodi nent of the present invention is an
AS/ 400 m d-range conputer system However, those skilled in the art wll
appreciate that the nmethods and apparatus of the present invention apply
equally to any conputer system regardless of whether the conputer system
IS a conpllcated nuftl-user conputlng apparatus or a si ngl e user deV|ce
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I 13 D E C 2002 to acconplish the functions of a processor. Pro
sui tably executes conputer prograns within nmain nenory 120 as ﬁxmcl&ﬁﬂz

Auxiliary storage interface 140 all ows conputer system 100 to store and
retrieve information fromauxiliary storage devices, such as magnetic disk
(e.g., hard disks or floppy diskettes) or optical storage devices (e.g.,
CD-ROV. One suitable storage device is a direct access storage device
(DASD) 170. As shown in FIG 1, DASD $70 may be a floppy disk drive which
may read prograns and data froma floppy disk 180. It is inportant to note
that while the present invention has been (and will continue to be)
described in the cpR{EMOPE FORCARRYINGIOOTFHEANPENEIORYSt em those
skilled in the art will appreciate that the mechani snms of the present

i nvention ar e dgpatsert infentien relptesite elusten aoaunuaicationsr Sgr thesepndividesis i n a
variety o .1 h i I | & |1y regardl ess
o the part S5maeeba) Bl JRanhEasittod BHARILAP, AEBLERGEL ¥ LI he
di stri but badew piexantqxhasy afftheshagieabndeprnndgrmindiogy thacwilidelp waadurdatd e t ype
medi a such as flqp isks (e.g., disk 180) .and CD . ,.and transm ssion
Type. o e el Ehbodina otuf il BEBhm e SR FSH el uat ng

Wi rel ess QORRHY kAL kB tht ORESieWNaIDEOCeSPd LY tothe DARiled hH:O4En UERIOT @
processor (not shown) separate from processor 110, is responsible for

movi ng r etpgeificaidni nf or mati on from main menory 120 and/or through auxiliary
storage interface 140 to processor 110. Wiile for the purposes of

expl anation, nenory controller 130 is shown as a separate entity, those
skilled i hOvweviawt understand that, in practice, portions of the function
provi ded by nenory controller 130 may actually reside in the circuitry
associated wth processor 110, main nenory 120, and/or auxiliary storage
interface 140.cCilieefgiakhel Iihkeigftégthel 50cor pudies oS}64BBF stApulrs fif alvays and
conput er ﬁééﬁranners to communi cate with conputer system 100, normally

y
t hrough p lowrlin omputess tpyshargworkond aot azdagkatps f9rsad othert Hswyeh. ehe syst em

100 depi ctigded dMobk Quox%px?t%ﬁ%@ﬁ% Qﬂlti\[lu@t sdyeg{e%na'g RidRlsQoRESQkn fbleand a

single system bus 160, e under st ood at the present 1 nvention
appl i es egquabiewf the compptatsan thechistenfilha Firorg theichmppterusprsqeepswive, themd nul ti pl e
system bu . Simlarl al t hough the system bus 160 of .the preferred
embodi rnen?heiia%r Og ¢ ?B?%g%%g'mﬁ% amFed> o%‘fotniypdlrecr)s Sgeﬁ%,éiﬁsgl%glnn@d%ﬁgggarrgﬁ??’reans t hat
supports the-usérs efdongpuah cloeEiRIWhe adeld @bt beravarcaighdther theyedrausiag éevi r onnment
could be used. Network interface 190 supports the transfer of information
bet ween CSW%HFQFygvgféﬁWE@ SOMPUIEE RETemse SMateYhal Pateide tPuss&hor k 195. I n
the pref ecsmshi@onackd e far thef BalactiRE & tRORESuras tHeh @eddSiudR b daldbased! €
simlarly set up to work with conputer system 100 as a cluster. Network

i nt er f acePAYOSsiiles. g5t By clustasiag somputersystaps epibernennkniays ayailabilityddapt ers 193,
each netwggkd 1%§uﬁ£§c qﬁﬁkﬁgw%QB typically inplenented as an expansi on
card that can eéasily be added to conputer systens such as conputer system
100. Exanples of network interface adapter 193 include Peripheral Conponent
| nt er connect (EEI expansi on, car ds, Ipdustry St andar d Arcm%t%gture (1SA)
expansi on car d&DCTHEFMIEIYT §4vaRERTSAp ClUNPURE compytenitems festhst Eihnt er s known
now or i Nugd#ines iinPortdhe cfddfekbﬁﬁovi&@ﬁl?&r%kdilabﬁ@' bynallolMheaopidet dysteRgOgni ze t hat
the functiognality of network interface 190 can_be inplenented directly as
part of m¥iHinAdEts tahirkspdcabadp. Peend dysipsing intomgses sabdidntdy any type of
net wor k k : i i : J1SA | net,
I nt ranet s?Q%Sg?d%@%?ﬁgﬁ%%rﬁgﬁ@%%mg)a?&et\(/i\i'aglg&gg%{aoq%gtb&g?ng&%\a&w‘ S) or any
conf i gur atppwer. dfhird awchkboads Gnde dathbasd betweenicangruter yyskenovima olusteievel oped i n t he
future, by which conputer systems communi cate with each other. On network
195 will exist other nodes which are also on the cluster. Main nmenory 120
suitably contains one or nore application prograns |21, cluster nmanagenent
applications 122, and operating system 123, which includes a cluster node
distress signaler 124. Al of these prograns in nmenory in nenory 120 are
used in 13 DEC 2002



13 its broadest sense, and includes any and all forns of conputef ~p
i ncl udi ng source code, internedi ate code, machi ne code, and any {)lahggca?ﬁoz
representation of a conputer program In the preferred enbodi nent,
application prograns 121 can conprise any programfor which clustering wll
be used to provide increased reliability and scalability. As such,
application prograns 121 would typically include all the prograns for which
conputer system 100 is either a primary or a backup node. Exanples of such
application prograns include Wb Servers, File Servers, Data Base Servers,
etc. Cluster managenent application |22 provides the nmechani sm needed to
create and manggeciifutélsPtERe thatthiie upaldiet Belaldd @allcddendifc9eessi ng of

adm ni strative requests tor the nanagenent of a conputer cluster. For

exanpl e, tTerknicedtiyi the isrohededanyefeniolpaesesspisecomsryvigatisisontanliles; eat i ng a

cl uster, J: dr vina n S breferred

enbodi mentq %gdé us'?gorwe ?rgf,? it %‘se “‘??geﬁé’fé?“‘g‘ﬁfzg ?@eﬁ%‘?fasgzr’ g?ée(gﬂ\t‘/mehi? %lg{dﬁ%l operating
syst em 122otnputer sysieae it heluger dlypiehllygeathmpdd inaf dlusear gvdssigred psimafy adndi ng node

di stress signals when.the inmnept failure of node, i.s detected. It should
be under st’8 pt‘?ﬁ&?“ﬁﬂ“‘h"’sr‘r‘éﬁ‘ﬁ’#’ﬁmfgé‘e\ﬁfulmf“' ﬁ?l%&@é%&?‘?‘l‘vewm fﬁr A% parts
of all mechasinilEpls ARWHodsud ds prévidia ad%@ist@wl,%bﬂomﬁ@édnﬁﬂ' grof application
program 121, .cl.usl'g er msl;n_agenentptrappl%cati on 122, and operating system 123
may be | odgeliratipisporoyidiag Acress to RardaaeacsOHES, Shipaitersppeapiess 858%8r 110 to
execut e, ' t-her. fill. r ' .1 cal disk
st or age d%%céglgg(t]h%tnog%sdgm%e%%éﬁe\pg%| t&iﬁgﬁé Poa t rglg}lélgatg lﬁbgre%:%ﬁpﬁ&f @&t”lb%’ ogr ans
are all shbawuis, that ¢leseérihg sofiwhie@ngachenode isaliye hralctivabnmonitoring féro be under st ood
that mai n nmenmor 20 consi st of di spar at nory |ocations. The term
13 DEC fﬁb‘gg‘i%t&*}’ré‘f?g%eq‘ﬁ? Wéﬁgﬁgmrﬁrx%p&ag&po any storage location in
the virtual nenory space of system 100. It should al so be understood that
conput er system 100 is exenplary of each node in a cl USIGYT and that thus
each node in t A0des ingrebstehprgiagsigngd erimae a8 brsiey repomilties y anibnasode

di stress sjodd# SadhQppiidifibn RAEEde that P& fdthlife sk iad InfifacBMGM clRfitsoF s fai lure.

The cluster managenment applications 122 on each of the other nodes can then
respond aphe dpstérat When the pamaryimpde beriomes mepbledp perfarindtsassigrieddungtions,

responsi bi ] i Q_other nodes .in th ster ] now I1.0.F1 G 2, the
roferr eq theierbetndielent BiRaddls bl UEhLe pdDQUOG AR BN 5 P2 0%
nor e det aidccesé\® tHemstnirbtdssidied & tht hedethat$d wrablad perfhinat TRisSnwlvgnal er 124

provi des the mechani needed, t 9 send a di stress signal. to _other nodes in
a cluster VPGHERRS ?frsfH‘!lS'Pf’éﬁi‘p Roges {r Ehabresquses tﬂBH@Wﬁ?pgnsglP‘I‘%\é“ cluster
nManagenmentmapey, ke@ls@b used &ill B3 ab&igs Rlldeded RIBGeDEveh Rihek e Tb@Puted O
accurately determ ne that a non-respondi ng node_has failed, and has not

j ust been YaEmiPMBHbOresnogsibleder rEpYiding thosg resquiges fywrwilallg embodi ment, t he
cluster node distress signaler 124 is integrated into the operating system
123 to allow it to respond quickly to immnent failure of the node. In the
pref erred enbodiusenmandghment|applicationscad adommupisations grfi@sterctui@bktweralalldes a

send di stress sign t ho a prebui.lt, di stress nessage, and a dedi cated
o orr ose! i Radth PRl {0005 ol Frkbintle SO R R ES RS e R0 &, P
enbodi mentperdpb@ive. BbEnétiRe] HEsHITE Bledbit@6)6vedf nddd @ M6 thing hioaste Si gnal

nmet hod avail abl e.. One sends the distress signal nessage synchronously,

meani ng t h%‘_ﬁlatéﬂnl Wig W&ec?@ﬁm@rﬂédﬁénﬁ’éﬁh’éﬁeﬁﬁeﬁw A SEHEO ST RSP ar e put
on hol d_untdep afcltAlp. BERRAGTo yfiaGRBL HalBHiisy SRTback S RsRhlifHindFbod sends the

distress sig
particular applications. This prevents multiple nodes from attempting to perform

conflicting operations, such as the multiple nodes trying to behave as the primary node



15 asynchronously, neaning that the cluster node can continue processing
other tasks after starting the send distress signal nethod. In tfsg
preferred enbodi nent, the asynchronous nethod is used when thereli [)E(:ZDOZ
sufficient tinme for an orderly shutdown of the node. Using the asynchronous
met hod all ows the current execution thread to performother tasks in
preparation for shutdown while the di gtress nmessage is being sent. Allow ng
the node's current execution thread to continue to perform other tasks
whi |l e preparing and sending the distress nmessage has the advantage of
resulting in a nore orderly shutdown, but the di sadvantage of a potentially
longer defopy phabiSphitGtich. SirheS Sod¥8 aRadEweSodpbRlthidkiaEiMey aC®BMET Sel y, the
synchronous nethod 1I's preferable when failure is immnent and the distress
message nrrgnarpgodpsrproblemesticheedata inpprsistapaicheanpsely. Meupdebspagesarall ot her
processingd,of e%ehr? o] ro%ﬂét afi il %tc Iino%ééepr{’egﬁd.tg Q/hﬁ%lct? rHQttzikl \thr? O%:I stress
nmessage i's sent, Fesu ting in quicker seﬁﬁlng of ‘1he nrode di Stt ess nmessage.
For exanphoe id dnabld@o pefdnries assigiat résporditilitiesr Evdty Ao ibte cluder muktemai ns
"battery backup pom?r there will be relative“% nor e }ine'before failure to
al | ow t heeeRIeg theseeTusies massagqsdn e CORFPRt T 19 AT SHEFQRE ISR fubcugingas f or nor e
paral l el actions to be perfornmed, such as ot her shutdown procedures,
providing for a nore orderly.shutdown. As another exanple, if the failure
event is a har@Ongyee ¢fdasicclustor messeges picralisdoheastocathe Herbedzneddven there may
not be ti ' [ ' ' nmessage
synchr onoﬁgﬁlwes%%%stssepg%gr e1is1 n??\“?%%?%&(g%s%ﬁgﬁﬁgg%#g? %géegtrtégﬁ?fl t distress
nmessage, whichnbdes atprésenity @xfoaning propeily.cBa eratiplenhd ¢agh osdetvdllot her processes
until that nessa is.sent. This allo t he dj stress. nessag 0 he sent as
Ui okl y 2P RTCHE & e pajacealiodt aeusmNial d et RS L EAIRAE g down
bef ore t hg gl QLHESIBusBRESRAS r&ciVe ABeSHBIRAE signallfforkitélogicdPOjakbntlnddd e
preferred enbodi ment, synchronous distress_signal nessages are processed in
t he cur r ethesesrme gegulsn interals. Hpmedd dogs petacorivs Shrguones hepstbeat sienghdpred qui ckl y.
In partic . haped : AR : , While the
wai ting dgg?%E%gﬂﬁgﬁgpﬁgggm%§§Ekﬁ%&“ﬁave t%%%gméagﬂgﬁe ﬁﬁ%ﬁ%?@&?he nmessage
can be semtde. Bithis fiibrategeceivka heartbeshtontiawslk, thecludtadnanegesntisystem willst r ess
nmessage WI& hmﬁ0 gjﬁé owir ngla{%t 49, move on unt il the nessage is sent, other
actions tﬁé?"hay B PH5e bé?forned will be on hold. Thus, using a
synchronous nethod to send the distress signal nessage inproves the chances
of the message bejng sent before the failure eyent occurs, but at the

expense of ot hEPORF Y SRGUsterRRPUPEdisPodeis HAHEARSTSC HMSHET 88 si gnal
NMessages akepk@ybiuberity dyachh, Fuen@sde@ker: ifa ARPILGR! e dildhusdharaiysbgnal t ask,
and run in its context. Typically, this task will need to be awakened to
per f or m t FrériesidapR sry pesfodiof imee duldijionally, thepessiage eouldibg atemiptad usiag ahehi ng el se
on its qu J L4 i f 1S - i task. Once
the asynchdsis Yt Tol i B8, ASHEmERER B AimAT: SAHLEMRRE "2 ont

t ask can teriusteuenaoagemicottsystem witl lagain pnox thesdsa prblencut ananptitmgké or t he

di stress nessage ta be sent. The dedi cated distress signal task for sending
t he rressa@%”rf)?‘%fee?cgﬁ’l"y conprises a low | evel execution thread in the
operating systemthat functions as a process. This can be inplenented as an
instantiated task object waiting to be executed when cal |l ed. Wen the
asynchronous dVafortasaely;igisapt shapyrRrpsyible £of thesdustsr magggement syslemad’ k  obj ect
nmessage ( g I i L i he code

defi ned b;gﬁ Jt’{ﬁiwélﬂr}g%lﬁggﬁrgﬁgﬂggﬁi%ﬁt@ a‘é%cﬂ;(ﬁggg?eﬁ%r&em% gagog(ecglh%ég? %rgl task for
sendi ng t hetweadroddiand thesest sf thaalustet fady the clasterovifi me Soriged betaplead tdlhié net hod
having to wait i.n the task qbject ssage queue. Instead, it will be run by
e noxt SN ePeBE SReRY. FogoBan B ePar g s FOTNa K Ravecliag di 1 or ent
tasks available to run at any given tinme, but only one task can be executed
by each processor at a tine. Wien the processor has to wait for sonething,
then the current task is set aside and it goes onto the next. 13DEC
2002 The prebuilt distress nmessage preferably includes a previously
instanti ated nmessage object that is ready to be sent in the event of a
failure event. The nessage preferably includes a header that indicates it
is a node distress nessage, and the ID of the node that sent the distress
nmessage. The nessage could also include data as to the reason for its
failure, if known, although this is not required.



Turning nowto FIG 3, a nmethod SO0 for sending a node distress signal in
accordance with the preferred enbodinent is illustrated. The first p 685
is when the cluster node experiences a failure event. The next ‘lsﬁeaségﬂ
for the node's systemto detect the failure and call the distress signal
met hod on the cluster node distress signaler. In the preferred enbodi nent,
any type of failure event can be det e%t ed, although in reality not all
types of failure events can be adequately detected in tine for the correct
response. For exanple, one type of failure event is the | oss of power.
Preferably, the node conputer system can detect the | oss of power while
Mai Nt ai Ni HPerQRBEA iR LILsRN HaLRAND bheh e HodeisGhidSs Bivebegle pditdibh@S $rofi gnal to
be sent. As descri bed above, because the cluster node distress signaler

i ncl udes teghistsui Wheaiagpdeunsxpsctdh stonswemﬁwa@atmgwﬂe@%reﬁﬁ(g‘ﬁleﬁcl@éﬂﬁ be sent
much quic eases the
l'ikeli hoog% anéﬁ?:sarf%ﬁ?{rﬁlﬁaegg&gﬁtﬁp{/ﬁ\ggbﬂ%?#lggolallngtgéﬂ haIP %)ér%n'ltl gg’ nessage to
be sent bpdratienet fiemntbe eescafitid dusdry Iff the blssterAscoancﬂ)hBSumahvglodebds a failure

event, own. of the prot coI st ack. use conmuni cat. h ot her
menber s o%aalfcﬁé’ﬂﬂb‘a hasg Oé'ﬁ?' ‘Ef’ép @PQBSSH%?S f H%&HBB% ewaé’fﬁef%oﬁﬁ'gg‘r%{?éh bef or e
it goes dgpatiitiosdd dodesdpSiRBkbrsthe Blusttd @8 He BRESHBNNO foliesHOU eBevihfiese are
j ust three types of failure events that could be detected b¥, t he node
system wi thet %/nax e dheamimagyieee dainathii Gag reselt dutitn inprasistepriesad bAdde di stress
signal . Erefsf)% dl‘{[)?eqﬁgs%]ttoqhé:aﬁgtg ok fFROOHRE f?ﬂld%@?lhﬁ@r lh&él%&? ating
system failure one or nore hardware conponents . es, network
adapt er s, asstupes thd hodechas harhhad:dwhetl Iitéxaaacttually T8lel) dad @o®0®2a58&n\mh1laryt hus
recogni ze_t hat ref d enbo L e i nvent on can be
eCognt Ze . b2 el BILER IR ARILS, o DEn RS BE bk WERUR S, ©
advance t mlisﬁ@dmgé'tebedwéitabl%&s tkfélcgélab of thdclustbratThud) én mbny dakeg tf cliiste ipr ef er r ed
enbodi ment to quickly send the prebuilt distress signal greatly reduces the
advance wiPHISg cRBERbdewout tomqoaﬁow@ﬁ%ng sdg pahoimanug! H@efaffé»oatbwng system
recogni zegyhi&uhpre of failure event that is occurri ng, such that it can
call the appropriate send distress signal nethod (i.e., asynchronous or
synchronous) dependi ng upon the anmount of time before failure occurs.

Addi ti onal2 étaiileISehsgri er ating system does not recogni ze the type of
failure as—%er‘ng—vnﬁ‘%at can be responded to asynchronously, it preferably
calls the synchronous nethod to best assure that the distress nessage wl |
be sent before failure occurs.. K The. next step. 5 or the d ress signal
Tothod to. sondAsCiiEbt BE S eRidl pHufe ot gttt ap el iles o gnal

task to amyploedtBORNiSiliy dfARIsIeHS TBE clustéropE @ibidsh bystbnSproGides 4d1gstal
preferably comorl ses an _instantiated nessage object that includes the nane

of the nod@dsHMERsHjerhhena aedeon thypluste)iy fawgt the Bl Thisiallews de ghister oo pe

qui ckl'y p%Euarateenﬁlhewmétﬁ&%mn.c%mﬁmmgm% hikiIErhRs Weely del the message
to be built first. In the preferred enbodi nent, step 506 ¢can be perforned
ei t her asmmpmdcﬁxshﬂle@iussynﬁhﬂwn%usd glustctexpémdstrﬁgs mtenheempp@ecbf failure
event detegc of .tine renai rebui | t

i st rese. St raprafERem g provEef SR ok FishEd e ol S0 o
assure t hajuicklyesemadethdi ssaesinl thel8asterbdheRah immmearfdmbaskma nogsgonsi bilities.
Again, it is undesirable for multiple nodes to all attenpt to perform

pri mary f fisteetednEhis frprevirdhappbabily thehthe “qff‘ﬁfgs“e%s‘%@hm"r&jt PHOCIEUe di stress

signal thige m@@otmw A vshléﬁ dRLARRE dRRASS hm;effehn»eg/ g t'omst@\/tﬁé | abl e,
and nust be replaced by the appropriate ac up no for some reason

this cluster can accurately determine that the node has failed and has not Just been partitioned

from the cluster. This allows the cluster to respond correctly, i.e., by assigning other



13 D E C 200 19 node recovers, it nmust still take itself offlin e e
anot her node will have likely begun to performits previous priﬁ'asymfle 2002
responsibilities. Thus, the preferred enbodi nent of the present invention
provi des a cluster node distress system and nethod that inproves the
reliability of a cluster. The cluster node distress system provides a
cluster node distress signal when a node on the cluster is about to fail.
This allows the cluster to better to teterm ne whether the

non- communi cati ng node has failed or has nmerely been partitioned fromthe
cluster. The preferred cluster node distress systemis enbedded deeply into
t he oper ahbdeg pavartyeE8paiibi RIyOWitH 8Ss Mtdvedboh hdeddieaddiisistf@5s Bign@é that can
be quickly sent to other nodes in the cluster when an inmnent failure of

t hat nodePickrigd eabedimentiprgyidpsiimproverbclpsteselisbility ndidsereaseheclippsgeondi st r ess
signal wil} @%&mﬂ&? before the node totally fails. Wen the node distress
signal is el ectively sent to the cluster, the cluster can accurately
determ ne that the node has failed and has not just partitioned fromthe

cluster. This allows th ter to respond. correctl i.e., by assigning
ot her nodes prﬁ?ﬁﬁ?g‘/‘gf‘%\gg‘bﬁ@ 'Iquwutﬁﬁﬁg?%gﬁq:W@gcqr%aé’gé WHQ%PV@#FW by
adm ni st r gibsdimeMVdif tHR prddent iRt 19 An ABB100 eEa-range tobplltaisierfhown and
described with reference to preferred. enbodi nents thereof, it will be

under st oollonyvarHBew skillpd inghe athwilhappsgetate thalithg mgthedsand prpgepdss of thef or m and
details ived ' i 5}8‘%0 RAL{stend rdoh Rt d lef itk and scope of
the i nveﬁi%g)%?l 1%“%9@9%1@8 262 CLH%?I\/BE)EAS\%CHQBL%M at u(gﬁ‘é%gn%g %hts:i ng: at | east
one pr ocessopyteraystemiy acooplipdtedimulbi-wser ¢cagstingappagatue oes siogle userdevist er node
di stress sk%naler FE?idl e.clu gge di.stress

st o R R ekt oot R

In. s

si gnal er FHRIAGEPRGCH Hi¥llre of a node
on a cl usk®bgnitdBatahdds fimetidhedean slbSbd MEGd& @REeLsyserRBButlgad IBMpBr ebui | t

di st froma failing node to other nodes.in the cluster when a

f ;|S| Lszsema S, 98@{1%8@@800, Micrgosoft’s Wingows NT, Noveﬁj’s ?\IetWare, Linux and the

other various flavors of Unix. Computer system 100 illustrates in detail the preferred
embodiment of how one node in a cluster would be configured, where other nodes in the
cluster reside on network 195. Computer system 100 suitably comprises a processor 110,
a main memory 120, a memory controller 130, an auxiliary storage interface 140, a
terminal interface 150, and a network interface 190, all of which are interconnected via a
system bus 160. Note that various modifications, additions, or deletions may be made to
computer system 100 illustrated in FIG. 1 within the scope of the present invention, such
as the addition of cache memory or other peripheral devices. FIG. 1 is presented to

simply illustrate some of the salient features of computer system 100.

Processor 110 performs computation and control functions of computer system
100, and comprises a suitable central processing unit (CPU). Processor 110 may
comprise a single integrated circuit, such as a microprocessor, or may comprise any

suitable number of integrated circuit devices and/or circuit boards working in cooperation



2. The apparatus of claim 1l wherein the cluster node distress signaler

I ncl udes a dedi cated distress signal execution task waiting to1ssmEQm
prebuilt distress nessage when a failure event is detected. 13

21 3. The apparatus of claim1 wherein the cluster distress signaler

I ncl ydes a nethod for sending the prebuilt distress nmessage asynchronously
and a nethod for sending the prebuilt distress nessage synchronously. 4.
The apparatus of claim3 wherein the Het hod for sending the prebuilt

di stress message asynchronously uses a current execution task to send to
the prebuilt distress nessage and wherein the nethod for sending the

prebuilt di S W) ' di stress
si gnal exg%%%F@ﬁﬁ?ggiﬁﬁ%§m§ﬁ§§ﬂéggggtngo &ivgfﬁgﬁhkﬂg?@%%bggﬁﬁpcluster

di stress pogeans wittah erainus@sory 120 asdcadad. f or sending the prebuilt distress
message asynchronously to allow for nore orderly shutdown procedures when
sufficient tinme before the failure event exists, and uses the nethod for

sendi ng the pralyilihly strsleiReFaciR G Qlﬂﬁws&:\éﬂ%hfe@é}.@téﬁi 20036 RElc¥h fotrife The
apparatus of claim1 wherein the cluster distress node i%?naler i ncl udes a
mechani smitformaties fropyryxilisey sisers desiepsy auchias gapsetie diski(¢ f1ehasd diskser after t he

cluster digfe&SkedkddRbpRarsRERE UL (%2 ABROM Hne RALBE stdtade/Mavikt UST €T -
is a direct access storage device (DASD) 170. As shown in FIG. 1, DASD 170 may be a
floppy disk drive which may read prc;grarns and data from a floppy disk 180. Itis
important to note that while the present invention has been (and will continue to be)
described in the context of a fully functional computer system, those skilled in the art will
appreciate that the mechanisms of the present invention are capable of being distributed
as a program product in a variety of forms, and that the present invention applies equally
regardless of the particular type of signal bearing media to actually carry out the
distribution. Examples of signal bearing media include: recordable type media such as
floppy disks (e.g., disk 180) and CD ROMS, and transmission type media such as digital

and analog communication links, including wireless communication links.

Memory controller 130, through use of a processor (not shown) separate from
processor 110, is responsible for moving requested information from main memory 120
and/or through auxiliary storage interface 140 to processor 110. While for the purposes
of explanation, memory controller 130 is shown as a separate entity, those skilled in the
art understand that, in practice, portions of the function provided by memory controller
130 may actually reside in the circuitry associated with processor 110, main memory 120,

and/or auxiliary storage interface 140.

Terminal interface 150 allows system administrators and computer programmers

to communicate with computer system 100, normally through programmable



13 D E C 200 22 7. The apparatus of claim1l wherein the cluster distress
node signaler conprises an integrated part of an operating systemresiding

in the nenory. The apparatus of claim1 wherein the prebuilt
nmessage conprises a previously instantiated nessage object. (113 @@@%2

23 9. An cluster node apparatus conprising: at |east one processor;

menory coupled to at | east one proceSﬁgr; a cluster node distress S|gnaler
residing in said nenory, the cluster de distress signaler including a
prebuilt distress nessage indicating failure of the cluster node apparatus,
wherein the cluster node distress signaler includes a nethod for sending

t he prebuiobksttishs Q\ﬂﬁmﬁ@ﬁtﬁ@%teﬂﬁm%h@féﬁ WSFIG. 1 Radtaiis@fy asiaple i@t execution
task and a nethod for sending the prebuilt distress nessage sinchronously

net hod use@cgﬁswahlpuan@aaeépéwe@ab‘m léprwg)ugiuhgnlaﬂerﬁa@c‘b@t t'@fri)rﬁs&g and wherein
the clust gr.Rag 1&&%@&?1’2 égb&n&hé? s%s?&gﬁqgavh Endi Qb’t’ol:%s&i Al &sgpieessage from

a failing no esint ure event S
det ect ed. sﬁs@am Eﬁhaes apmalnidy, aBhafgh dleaysterd buh Bilaif thegmé ferra ensodimedt istar ess node

AR e e B R e A A

suf fi ci entohmiBicRRNGH & céhifutératiated enBioRRentR$UId S usednd uses the rret hod for

sending the prebuilt distress nessage synchronously ot herw se.

Network interface 190 suppm:ts the transfer of information between computer

system 100 and remote computer systems in network 195. In the preferred embodiment,
one or more nodes on the network 195 are similarly set up to work with computer system
100 as a cluster. Network interface 190 suitably includes one or more network interface
adapters 193, each network interface adapter 193 typically implemented as an expansion
card that can easily be added to computer systems such as computer system 100.
Examples of network interface adapter 193 include Peripheral Component Interconnect
(PCI) expansion cards, Industry Standard Architecture (ISA) expansion cards, proprietary
adapter cards, and any types of adapters known now or invented in the future. Those
skilled in the art will recognize that the functionality of network interface 190 can be
implemented directly as part of main memory and processor 110. Network 195
represents any type of network known to those skilled in the art. This includes Internet,
Intranets, Local Area Networks (LAN's), Wide Area Networks (WAN’s) or any
configuration of hardware and software, currently known or developed in the future, by
which computer systems communicate with each other. On network 195 will exist other

nodes which are also on the cluster.

Main memory 120 suitably contains one or more application programs 121,
cluster management applications 122, and operating system 123, which includes a cluster

node distress signaler 124. All of these programs in memory in memory 120 are used in



13 D E C 2002 24 11. The apparatus of claim9 wherein the cluster distress
node signal er includes a nmechanismfor assuring the cluster noqlea ED)EQ
renoves itself fromthe cluster after the cluster distress signal has been
sent to the other nodes in the cluster. 12. The apparatus of claim9
wherein the cluster distress node signaler is part of an operating system
residing in nenory. 13. The apparatus of claim9 wherein the prebuilt

di stress nessage conprises a previousBy instantiated nessage object. 13 D
E C 2pp~ 25 14. A nethod conprising the steps of: providing a prebuilt

di stress nmessage indicating a node on a cluster is experiencing a failure

event; angs BeaksEndenMmdRA@RNEs hiy AidSlirfems dre&ﬁﬁaa ﬂré%ﬁ&ﬁiﬁcﬂidldg!’kﬁuﬂ&@de when
an inpending failure event is detected. 15. The nmethod of claim 14 further

conpri si néP H@tegpg@atggoqgr n@qqh(i}ier@d% apdanycathes gepresentation of a computer

program.

In the preferred embodiment, application programs 121 can comprise any
program for which clustering will be used to provide increased reliability and scalability.
As such, application programs 121 would typically include all the programs for which
computer system 100 is either a prim‘ary or a backup node. Examples of such application

programs include Web Servers, File Servers, Data Base Servers, etc.

Cluster management application 122 provides the mechanism needed to create
and manage the cluster. This would include the processing of administrative requests for
the management of a computer cluster. For example, this would preferably include the

mechanisms for creating a cluster, adding and removing nodes to a cluster, etc.

In the preferred embodiment, cluster distress signaler 124 is integrated with the
operating system 123 to provide the quickest and most efficient means of sending node

distress signals when the imminent failure of a node is detected.

It should be understood that main memory 120 will not necessarily contain all
parts of all mechanisms shown at all times. For example, portions of application program
121, cluster management application 122, and operating system 123 may be loaded into
an instruction cache (not shown) for processor 110 to execute, while other files may well
be stored on magnetic or optical disk storage devices (not shown). In addition, although
the computer programs are all shown to reside in the same memory location, it is to be

understood that main memory 120 may consist of disparate memory locations. The term



di stress signal task to process and send the prebuilt distress nessage. 16.

The nmethod of claim 14 wherein the step of sending the prebuil i
nmessage conprises sending the prebuilt distress nessage asynchﬁéﬂgﬂgpg?ﬁgz

allow for nore orderly shutdown procedures when sufficient time before the
I npending failure event exists and sending the prebuilt distress nessage
synchronously otherwi se. 17. The nethod of claim 14 further conprising the
step of assuring the node renoves itsé&lf fromthe cluster after the cluster
di stress signal has been sent to the other nodes in the cluster 13 DEC
200Z 26 18 The nmethod of claim 14 further conprising the step of

det er m ni @ehél9” hyiRed Mreih PTG N9 siordde USRSV RITthe vittBal eI GfceHNPr i sing the
steps of. providing a prebuilt distress nessage indicating a node on a

cluster i%seRpH% encing a failure event, providing a dedicated distress
signal task to process and send the prebuilt distress

It should also be understood that computer system 100 is exemplary of each node
in a cluster, and that thus each node in the cluster would have the ability to quickly send
node distress signals to other nodes in the cluster in the event of its failure. The cluster
management applications 122 on each of the other nodes can then respond appropriately,

i.e., by assigning appropriate primary responsibility to other nodes in the cluster.

Turning now to FIG.2, the preferred embodiment cluster node distress signaler
124 is illustrated in more detail. As described above, the cluster node distress signaler
124 provides the mechanisms needed to send a distress signal to other nodes in a cluster
upon the imminent failure of the node. This allows the cluster management application
122 (on the other nodes of the cluster) to accurately determine that a non-responding node

has failed, and has not just been partitioned from the cluster.

In the preferred embodiment, the cluster node distress signaler 124 is integrated
into the operating system 123 to allow it to respond quickly to imminent failure of the
node. In the preferred embodiment, the cluster node distress signaler 124 includes a send
distress signal method, a prebuilt distress message, and a dedicated distress signal task for

sending the message.

In the most preferred embodiment, there are two implementations of the send
distress signal method available. One sends the distress signal message synchronously,
meaning that all other methods to be performed during the shutdown are put on hold until

that message is confirmed as sent. The other method sends the distress signal



nmessage; detecting an inpending failure event; asynchronously sending the
prebuilt distress message to other nodes in the cluster when squigfgthUOZ
time before the detected inpending failure event exists and ot herw se
sending the prebuilt distress nessage froma failing node to other nodes
synchronousl y; and assuring the node renoves itself fromthe cluster after
the cluster distress signal has been sent to the other nodes in the
cluster. 13 D E C 2002 z7 20. The ntthod of claim 19 wherein the step of
asynchronously sending the prebuilt distress nessage uses the dedicated

di stress signal task and wherein the step of synchronously sending the

prebuil t %@L&S&&s RSN A e Audtdd hban SERANE bRBestiAg Bthelthsks hig: Met hod of
ereln the prebul

claim19 t distress nessage conprisSes a previously
i nst ant i asedingtiesaykdistojsesignal method.

In the preferred embodiment, the asynchronous method is used when there is
sufficient time for an orderly shutdown of the node. Using the asynchronous method
allows the current execution thread to perform other tasks in preparation for shutdown
while the distress message is being sent. Allowing the node’s current execution thread to
continue to perform other tasks while‘ preparing and sending the distress message has the
advantage of resulting in a more orderly shutdown, but the disadvantage of a potentially
longer delay before the distress message is actually sent. Conversely, the synchronous
method is preferable when failure is imminent and the distress message must be sent
immediately. The synchronous method puts all other processing on the current
execution thread on hold until the distress message is sent, resulting in quicker sending of

the node distress message.

For example, if the failure event is a power outage but there remains battery
backup power, there will be relatively more time before failure to allow the distress
message to be sent asynchronously. This allows for more parallel actions to be

performed, such as other shutdown procedures, providing for a more orderly shutdown.

As another example, if the failure event is a hardware failure or a termination of
the IP stack then there may not be time to wait, and it is preferable to send the distress
message synchronously. This results in immediate sending of the prebuilt distress
message, with the current execution thread not moving on to other processes until that
message is sent. This allows the distress message to be sent as quickly as possible, and in

some cases prevents the node from shutting down before the distress message can be sent.



13 D E C 2002 28 22. A program product conprising: (A a cluster Eﬁ;
di stress signaler including a prebuilt distress nessage indicating EUZQDZ
of a node on a cluster, the cluster node distress signaler sending the
prebuilt distress nessage froma failing node to other nodes in the cluster
when a failure event is detected; and (B) signal bearing nedia bearing said
cluster node distress signaler. 23. Tge program product of claim 22 wherein
sai d signal bearing nmedia conprises transm ssion nedia. 24. The program
product of claim 22 wherein said signal bearing nmedia conprises recordable
medi a. 25. The program product of claim 22 wherein the cluster node

di stress signajfme blréfelnlégeﬁlbgdlgl@m SakRdnélis MstBESighhRekageX 86 Pldc@ied ask
waiting to send the prebuilt di stress message when a failure event is

det ect ed. in th¢ JuenEexscpii@askoalipvingthe npstage torepeaiduere aeiekly) b partizRlapher ei n
the clust e C(tilﬂ%lllt SRS mgmgcilﬁely sghd tHggx%ssgge, while the waiting dedicated distress

task may have to be awakened before the message can be sent. But, becausg the current
task is used to send the distress message without allowing it to move on until the message
is sent, other actions that may need to be performed will be on hold. Thus, using a
synchronous method to send the distress signal message improves the chances of the

message being sent before the failure event occurs, but at the expense of other processes.

Conversely, asynchronous distress signal messages are sent to a task queue for the
dedicated distress signal task, and run in its context. Typically, this task will need to be
awakened to perform the sending of the message, but because there will be nothing else
on its queue it will still be faster than using a non-dedicated task. Once the asynchronous
call is made to the dedicated distress task, the current task can continue on with its other

processes, without waiting for the distress message to be sent.

The dedicated distress signal task for sending the message preferably comprises a
low level execution thread in the operating system that functions as a process. This can
be implemented as an instantiated task object waiting to be executed when called. When
the asynchronous distress signal method is called, it calls the task object message queue.
The next processor available will then pick up the code defined by this method and run it.
Because there is a dedicated task for sending the node distress signal, there is no
possibility of the method having to wait in the task object message queue. Instead, it will
be run by the next available processor. Typical operating systems have many different
tasks available to run at any given time, but only one task can be executed by each
processor at a time. When the processor has to wait for something, then the current task

is set aside and it goes onto the next.



met hod for sending the prebuilt distress nmessage asynchronously and a

nmet hod for sending the prebuilt distress nessage synchronously. j? thﬁ:
program product of claim 26 wherein the nethod for sending the p éL 2002
di stress nmessage asynchronously uses a current execution task to send to

the prebuilt distress nessage and wherein the nethod for sending the
prebuilt distress nessage synchronously uses a waiting dedicated distress
signal execution task. 28. The prografYproduct of claim 27 wherein said
cluster distress node signaler uses the nethod for sending the prebuilt

di stress message asynchronously to allow for nore orderly shutdown

procedur es whemh&ptbbuik URftss mdi®agh pfefiravly helulie d piéGoWandtarisiedt S, and uses
the nethod for sending the prebuilt distress nessage synchronously
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fromthe uster after the cluster élstress si gnal has been sent to the
ot her nodmsedd thattskes thd disttess message3 TheEneSsaze 0ould dep Boludeadeta gstotheaeaspn oduct  of

claim 22 erei.n the cluster distress node signaler conprises an integrated
part of a m3%2?§¥?ﬁ VQT%ﬁvvékﬁﬁﬂﬁa’fﬁﬂWﬁ% memory. 31. The program product

of claim22 wherein the prebuilt distress nessage conprises a previously

i nstanti ated nessage object. . ) ) ) )
Turning now to FIG. 3, a method 500 for sending a node distress signal in

accordance with the preferred embodiment is illustrated. The first step 502 is when the
cluster node experiences a failure event. The next step 504 is for the node’s system to

detect the failure and call the distress signal method on the cluster node distress signaler.

In the preferred embodiment, any type of failure event can be detected, although
in reality not all types of failure events can be adequately detected in time for the correct
response. For example, one type of failure event is the loss of power. Preferably, the
node computer system can detect the loss of power while maintaining operation long
enough for the cluster node distress signal to be sent. As described above, because the
cluster node distress signaler includes a prebuilt distress signal, the node distress signal
can be sent much quicker than the previous mechanism would allow. This increases the
likelihood that the failure event was detected in time for the message to be sent before the
node completely fails. As another example of a failure event, a take down of the protocol
stack used to communicate with other members of the node can be detected by the node

system long enough before it goes down to call and send the distress message.

Of course, these are just three types of failure events that could be detected by the
node system with sufficient advanced warning to send the cluster node distress signal.
Other failure events could be impending crashes in operating system, failure of one or

more hardware components (e.g., drives, network adapters, etc.) Those skilled in the art
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cl uster node

di stress signaler including a prebuilt distress nessage indicating_f

of a cluster node apparatus, wherein the cluster node di st
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i ncludes a nethod for sending the prebuilt distress nmessage asynchronously
t hat, uses a current execution task and a nethod for sending the prebuilt
di stress nessage synchronously nethod uses a waiting dedicated distress
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Preferably, the operating system recognizes the type of failure event that is
occurring, such that it can call the appropriate send distress signal method (i.e.,
asynchronous or synchronous) depen‘ding upon the amount of time before failure occurs.
Additionally, if the operating system does not recognize the type of failure as being one
that can be responded to asynchronously, it preferably calls the synchronous method to

best assure that the distress message will be sent before failure occurs.

The next step 506 is for the distress signal method to send a prebuilt distress
signal using a dedicated distress signal task to any listeners in the cluster. The prebuilt
distress signal preferably comprises an instantiated message object that includes the name
of the node sending the message. This allows the distress signal to be quickly put onto

the protocol stack without having to wait for the message to be built first.

In the preferred embodiment, step 506 can be performed either asynchronously or
synchronously, depending on the type of failure event detected and the amount of time

remaining to send the prebuilt distress signal.

The next step 506 is for the distress signal method to assure that the node
discontinues all primary and backup responsibilities. Again, it is undesirable for
multiple nodes to all attempt to perform primary functions for some applications. Thus,
by sending the node distress signal this node informs the other nodes that it is no longer

available, and must be replaced by the appropriate back up node. If for some reason this



" exists, and uses the nethod for sending the prebuilt distress nmessage ,
synchronously otherwi se. 36. The program product of claim 32 whéﬁkﬂﬁE{hQUUZ
cluster distress node signaler includes a mechanismfor assuring the
cluster node apparatus renoves itself fromthe cluster after the cluster

di stress signal has been sent to the other nodes in the cluster. 37. The
program product of claim 32 wherein the cluster distress node signaler is
part of an operating systemresiding %h the signal bearing nedia. 38. The
program product of claim 32 wherein the prebuilt distress nessage conpri ses
a previously instantiated nessage object. .AYu2. A ( .A ASL.Af9.A".ALLA A

A LAL A@de’%&%vex@}'—it Ast-sOF tahe it&1f ofIMB because another node will have likely begun

to perform its previous primary responsibilities.

Thus, the preferred embodiment of the present invention provides a cluster node
distress system and method that improves the reliability of a cluster. The cluster node
distress system provides a cluster node distress signal when a node on the cluster is about
to fail. This allows the cluster to better to determine whether the non-communicating
node has failed or has merely been partitioned from the cluster. The preferred cluster
node distress system is embedded deeply into the operating system and provides a pre-
built node distress signal that can be quickly sent to other nodes in the cluster when an
imminent failure of that node is detected, improving the probability that the node distress
signal will get out before the node totally fails. When the node distress signal is
effectively sent to the cluster, the cluster can accurately determine that the node has failed
and has not just partitioned from the cluster. This allows the cluster to respond correctly,

i.e., by assigning other nodes primary responsibility, and requires less intervention by

administrators.

While the invention has been particularly shown and described with reference to
preferred embodiments thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the

spirit and scope of the invention.
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signaler including a prebuilt distress message indicating failure of a node on a
cluster, the cluster node distress signaler sending the prebuilt distress message from

a failing node to other nodes in the cluster when a failure event is detected

2. The apparatus of claim 1 wherein the cluster node distress signaler includes a
dedicated distress signal execution task waiting to send the prebuilt distress

message when a failure event 1s detected.
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3.

The apparatus of claim 1 wherein the cluster distress signaler includes a method
for sending the prebuilt distress message asynchronously and a method for

sending the prebuilt distress message synchronously.

The apparatus of claim 3 wherein the method for sending the prebuilt distress
message asynchronously uses a current execution task to send to the prebuilt
distress message and wherein the method for sending the prebuilt distress message

synchronously uses a waiting dedicated distress signal execution task.

The apparatus of claim 4 wherein said cluster distress node signaler uses the
method for sending the prebuilt distress message asynchronously to allow for
more orderly shutdown procedures when sufficient time before the failure event
exists, and uses the method for sending the prebuilt distress message

synchronously otherwise.

The apparatus of claim 1 wherein the cluster distress node signaler includes a
mechanism for assuring the node removes itself from the cluster after the cluster

distress signal has been sent to the other nodes in the cluster.
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7. The apparatus of claim 1 wherein the cluster distress node signaler comprises an

integrated part of an operating system residing in the memory.

8. The apparatus of claim 1 wherein the prebuilt distress message comprises a

previously instantiated message object.
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9. An cluster node apparatus comprising:
at least one processor;
a memory coupled to at least one processor;

a cluster node distress signaler residing in said memory, the cluster node distress
signaler including a prebuilt distress message indicating failure of the cluster node
apparatus, wherein the cluster node distress signaler includes a method for

sending the prebuilt distress message asynchronously that uses a current execution
task and a method for sending the prebuilt distress message synchronously

method uses a waiting dedicated distress signal execution task, and wherein the
cluster node distress signaler sends the prebuilt distress message from a failing

node to other nodes in the cluster when a failure event is detected.

10. The apparatus of claim 9 wherein said cluster distress node signaler uses the
method for sending the prebuilt distress message asynchronously to allow for
more orderly shutdown procedures when sufficient time before the failure event
exists, and uses the method for sending the prebuilt distress message

synchronously otherwise.
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11.  The apparatus of claim 9 wherein the cluster distress node signaler includes a
mechanism for assuring the cluster node apparatus removes itself from the cluster

after the cluster distress signal has been sent to the other nodes in the cluster.

12.  The apparatus of claim 9 wherein the cluster distress node signaler is part of an

operating system residing in memory.

13.  The apparatus of claim 9 wherein the prebuilt distress message comprises a

previously instantiated message object.
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14.

15.

16.

17.

A method comprising the steps of:

providing a prebuilt distress message indicating a node on a cluster is

experiencing a failure event; and

sending the prebuilt distress message from a failing node when an impending

failure event is detected.

The method of claim 14 further comprising the step of providing a dedicated

distress signal task to process and send the prebuilt distress message.

The method of claim 14 wherein the step of sending the prebuilt distress message
comprises sending the prebuilt distress message asynchronously to allow for more
orderly shutdown procedures when sufficient time before the impending failure

event exists and sending the prebuilt distress message synchronously otherwise.

The method of claim 14 further comprising the step of assuring the node removes
itself from the cluster after the cluster distress signal has been sent to the other

nodes in the cluster
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18 The method of claim 14 further comprising the step of determining the type of

impending failure event.

19 A method comprising the steps of.

providing a prebuilt distress message indicating a node on a cluster is

experiencing a failure event,

providing a dedicated distress signal task to process and send the prebuilt distress

message;
detecting an impending failure event;

asynchronously sending the prebuilt distress message to other nodes in the cluster
when sufficient time before the detected impending failure event exists and

otherwise sending the prebuilt distress message from a failing node to other nodes

synchronously; and

assuring the node removes itself from the cluster after the cluster distress signal

has been sent to the other nodes in the cluster.
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20.  The method of claim 19 wherein the step of asynchronously sending the prebuilt
distress message uses the dedicated distress signal task and wherein the step of

synchronously sending the prebuilt distress message uses a current execution task.

21.  The method of claim 19 wherein the prebuilt distress message comprises a

previously instantiated message object.
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22. A program product comprising;:

(A) a cluster node distress signaler including a prebuilt distress message
indicating failure of a node on a cluster, the cluster node distress signaler sending
the prebuilt distress message from a failing node to other nodes in the cluster

when a failure event is detected; and

(B) signal bearing media bearing said cluster node distress signaler.

23. The program product of claim 22 wherein said signal bearing media comprises

transmission media.

24.  The program product of claim 22 wherein said signal bearing media comprises

recordable media.

25.  The program product of claim 22 wherein the cluster node distress signaler
includes a dedicated distress signal execution task waiting to send the prebuilt

distress message when a failure event is detected.
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26.  The program product of claim 22 wherein the cluster distress signaler includes a
method for sending the prebuilt distress message asynchronously and a method

for sending the prebuilt distress message synchronously.

27.  The program product of claim 26 wherein the method for sending the prebuilt
distress message asynchronou‘sly uses a current execution task to send to the
prebuilt distress message and wherein the method for sending the prebuilt distress

message synchronously uses a waiting dedicated distress signal execution task.

28.  The program product of claim 27 wherein said cluster distress node signaler uses
the method for sending the prebuilt distress message asynchronously to allow for
more orderly shutdown procedures when sufficient time before the failure event
exists, and uses the method for sending the prebuilt distress message

synchronously otherwise.

29.  The program product of claim 22 wherein the cluster distress node signaler
includes a mechanism for assuring the node removes itself from the cluster after

the cluster distress signal has been sent to the other nodes in the cluster.
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30.  The program product of claim 22 wherein the cluster distress node signaler

comprises an integrated part of an operating system residing in the memory.

31.  The program product of claim 22 wherein the prebuilt distress message comprises

a previously instantiated message object.
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32. A program product comprising:

(A) a cluster node distress signaler including a prebuilt distress message

indicating failure of a cluster node apparatus, wherein the cluster node distress
signaler includes a method for sending the prebuilt distress message
asynchronously that uses a current execution task and a method for sending the
prebuilt distress message synchronously method uses a waiting dedicated distress
signal execution task, and wherein the cluster node distress signaler sends the
prebuilt distress message from a failing node to other nodes in the cluster when

a failure event is detected; and

(C) signal bearing media bearing the cluster node distress signaler.

33.  The program product of claim 32 wherein said signal bearing media comprises

transmission media.

34. The program product of claim 32 wherein said signal bearing media comprises

recordable media.
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35.

36.

37.

38.

The program product of claim 32 wherein said cluster distress node signaler uses
the method for sending the prebuilt distress message asynchronously to allow for
more orderly shutdown procedures when sufficient time before the failure event
exists, and uses the method for sending the prebuilt distress message

synchronously otherwise.

The program product of claim 32 wherein the cluster distress node signaler
includes a mechanism for assuring the cluster node apparatus removes itself from
the cluster after the cluster distress signal has been sent to the other nodes in the

cluster.

The program product of claim 32 wherein the cluster distress node signaler is part

of an operating system residing on the signal bearing media.

The program product of claim 32 wherein the prebuilt distress message comprises

a previously instantiated message object.
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