SPECI FI CATI ON METHOD FOR SECURI NG SAFETY OF ELECTRONI C | NFORVATI ON
Technical Field This invention relates to a nethod for securing
safety of electronic information in storage of electronic information or
in exchange of electronic information and also to a nethod of securing the
identity with apeAwsgiimabrof el ectronic information. Background Art

A | arge nunbermﬁfmﬁﬁﬁﬁﬁfa?gwhave been and are being connected to a

comuni cation network to forma system such that each of the conputers can
be connected to many and unspecified persons over a conmuni cation path.
Therefore, there is the possibilitySPReEFEFABL@ ectronic information
stored in an external storage apparatus of a

METHOD FOR SECURING SAFETY OF ELECTRONIC INFORMATION

)

Technical Field

This invention relates to a method for securing
safety of electronic informaéion in storage of electronic
information or in exchange of electronic information and
also to a method of securing the identity with an

original of electronic information.

Background Art

A large number of computers have been and are being
connected to a communication network to form a system
such that each of the computers can be connected to many
and unspecified persons over a communication path.
Therefore, there is the possibility that alsc electronic
information stérédliﬁ'an external storage apparatus of a
computer such as a hard disk apparatus may be accessed by

5 a third party having no authority over a communication

path and stolen or altered.

Also transmission of electronic information over a
communication path such as exchange of personal

information by an electronic mail and so forth,



conputer such as a hard di sk apparatus may be accessed by a third party
havi ng no authority over a comuni cation path and stolen or altered.

Al so transni ssion of electronic information over a conmunication path such
as exchange of personal information by an electronic mail and so forth,

di stribution of an application programsuch as a ganme programor a

busi ness programor distribution of data extracted froma database and

Sditﬁd has begn and is dincreasing. Wher e conmuni cati on environments open
o] e outside are used for such el.ectronic_information exch , there
is the possib@#??SAWWE&OQ1Qﬁ£anaﬁ?ﬁﬂ? 81 BTRIF% S?%@e?%i% party may

acquire electronic informati on being comuni cated,thrpugh AN i,ntercepting

or stealing d%%?%ﬁﬁmfﬂﬁi4ﬂhqq%ﬂﬁsﬁh@r€9§épr8ﬁiélﬁﬁfb? %?%n? F&t3 cularly

where information is distributed for pay or infaqormtion .
extracted from a database and edited has been and is

increasing. Where communication environments open to the
- outside are used for such electronic information exchange,
there is the possibility that a third party who is not a
receiving party may acquire electronic information being
communicated through an intercepting or stealing action
and utilize the electronic information. Particularly
where information is distributed for pay or information
relating to privacy is transmitted, it is necessary to
take a countermeasure so that electronic information
being communicated may not be stolen readily.

In order to disable utilization of electronic
information by a third party having no relation even if
the third party acquires the electronic information, a
method is used to assure the secrecy of electronic
information through encipherment of the electronic
information. Encipherment techniques developed for the
object just described include various systems such as
encipherment systems which use a symmetrical key and
another encipherment systems which use an asymmetrical
key.

However, even if such encipherment techniques are



relating to privacy is transmtted, it is necessary to take a
counterneasure so that electronic informati on being conmuni cated may not
be stolen readily. In order to disable utilization of electronic
information by a third party having no relation even if the third party
acquires the electronic information, a mnethod is used to assure the
secrecy of electronic information through enciphernent of the electronic
i nformati on. Enci phernment techni ques devel oped for the object just

descri bed incl ud [ t h . i_pher, .ch
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key. However, —even |if such enciphernment techniques are, .
2 FREaTmatHER RIS AR IR TR Fah OF8FBAEFBRT o
information being transmtted includes all informatio

if someone acquires a decipherment methodnfhrough some
means such as deciphering of the cipher, then the person

. can decipher the cipher readily to acquire the useful
information. Also alteration or counterfeiting is
possible, and attention must always be paid to whether or
not information extracted or received keeps true and
correct information. Particularly where electronic
information for which high security is required such as
authentication information of the person itself is stored
or transmitted, the conventional methods are not free
from anxiety.

If information stored or being communicated is
subject to alteration or missing, then most of the
information extracted or received cannot be utilized
correctly, and use of the incorrect information as it is
may give rise to some trouble. Also the fact itself that
information is known to a third party sometimes matters.
Accordingly, a convenient technique for confirming that
received electronic information has the identity with
that which has been forwarded and for confirming that
electronic information is used legally is demanded.

Therefore, it is an object of the present invention



i f soneone acquires a deci phernment nmethod through sonme neans such as

deci phering of the cipher, then the person can decipher the cipher readily
to acquire the useful information. Also alteration or counterfeiting is
possi bl e, and attention nmust always be paid to whether or not information
extracted or received keeps true and correct information. Particularly
where electronic information for which high security is required such as
aut hentication information of the person itself is stored or transmtted,

t he conventional nethods are not free from.anxi i nformation

stored or beihg Eﬁﬂﬁﬁﬁ?c%f%ﬁFﬁ%%q%ﬁﬂﬂﬂaﬁ$ﬁﬁf%&ﬁtEﬁﬁt?SHuSFtﬁlgtlng, t hen

nost of the information extracted or received cannot be utilized
correctly, an@legereniennfommriant ynMorkitidoslstrenis 1RE9TYRTERi se to
sone trouble. Also the fact itself that information is known to a third
party sonetinge hatsersed o doralismyibieda scoiéhki-efvepedfinthfie for
confirmng that received electronic information has the identity with
t hat which hasl@eénomnmwamﬁQKM&ﬂubﬁ(ﬁtQﬂﬁﬁ|Qﬂﬁhﬁ3ngh§ﬁanémé§tﬁdnﬂé
information is used legally is demanded. Therefore, it is an object
of the presenstbbeentioncannot be utilized thereby to decrease the

value of the information and to provide a method of

assuring the genuineness of information which a user has

aextracted or received to restore.

Disclosure of the Invention

A security assurance method for electronic
information of the present invention is characterized in
that an electronic information file is divided into a
plurality of information elements, and the divided
information elements are selected and combined with their
order changed to produce one or more information blocks.
The information blocks include all of the information
elements if all of the information blocks are integrated.
Further, division extraction data in which a method of
division into the information elements and a method of
formation of the information blocks are recorded is
produced, and the information blocks and the division
extraction data are stored or transmitted. Then, when the

electronic information is to be utilized, all of the



3 to provide a technique of assuring the security of electronic
I nformati on by working electronic information to be stored or transmtted
so that, even if the electronic infornmation stored or being transmtted is
stolen, it cannot be utilized thereby to decrease the value of the

i nformati on and to provide a nethod of assuring the genuineness of

I nformati on which a user has extracted or received to restore.

Di scl osure of the Invention A security assurance nethod for
electronic information of the present invention is characterized in that
an el ect roni cipfperabtPorP¥edks janddithied s vilwiona exgrackirpydarai A¥8r mat i on
el ements, and the divided information elenments are sel ected and conbi ned
with their ordétechasigend ttherioditomadionorelemeatisnfiockudiprdnipl 6bks.

information blocks are re-divided, re-arranged in the
correct order and integrated based on the division

extraction data to restore the original electronic

w

information file.

It is to be noted that the division extraction data
may be stored or transmitted separately, and the division
extraction data relating to the information elements may
be produced and annexed for each of the information
elements.

According to the security assurance method for
glectronic information of the present invention, an
electronic information file to be stored or sent is
divided into a suitable number of information elements of
suitable lengths and then shuffled and combined to
produce one or more information blocks, and the
information blocks are storéd into an external storage
apparatus or sent to a recipient.

: Accordingly, since the electronic information
stored or being communicated are in a state wherein it is
not useful unless it is restored like paper information
broken by a shredder, even if a third party who does not

have restoration means accesses the electronic



The information bl ocks include all of the information elenents if all of
the information bl ocks are integrated. Further, division extraction data
in which a nethod of division into the information el enents and a net hod
of formation of the information bl ocks are recorded is produced, and the
I nformati on bl ocks and the division extraction data are stored or
transmtted. Then, when the electronic information is to be utilized, al
of the 4 i nformati on bl ocks and
the division extraction data are collected and the informtio | enent s

i ncl uded in t RBEOFREBIMAL | B BHRUEFWE Aefgrppdéan t&-3PFa ﬁﬁgegna?he
correct order and integrated based on the division extraction data to
restore the oFfgiableelrEe¥mmiion, st rgreiorelelt 1S SeCpEeis to be noted

that the division extraction data
Also where only one information block is formed for

an electronic information file, since the order of the

3 information elements placed in the information block is
different, it is difficult to read or discriminate the
information. However, where a plurality of information
blocks are formed and stored or sent separately from each
other, then even if a third party steals one of the
information blocks, the entire contents of the electronic
information are not stolen, and consequently, naturally
the security is improved further.

Also it is possible to apply a cipher technique to
store or send the information blocks to achieve further
improvement of the security. |

The division extraction data is data necessary for
division and combination'used when the information blocks
are formed, and is stored or sent together with the
information blocks. Since the division extraction data

. includes position information and length information of
each information element in the electronic information
file, it may be annexed to each information element and
handled together with an information block. Further,

where the importance is attached to the security, the



may be stored or transmtted separately, and the division extraction data
relating to the information elenents may be produced and annexed for each
of the information el enents. According to the security assurance
met hod for electronic information of the present invention, an electronic
information file to be stored or sent is divided into a suitable nunber of
i nformation elenents of suitable |lengths and then shuffled and conbined to
produce one or nore information blocks, and the information blocks are

stored into ap, external storage aratus or _sent to a_recipient,
Accor di ngl y, S RESL ORe B oM ST GRvacon  SL 8o BRTBEFRY. EBMuNi cat ed
are in a state mhergin it,is not useful unless it is restored |ike paper

information bFBKEREBYMACLM RfRSKSeven if a third party who does not have

restoration nmeans accesses the electronic ] , 5
A person who extracts or receives the electronic

information collects all of the information blocks and

- uses the division extraction data to separate the
information elements included in the individual
information blocks and re-couple the information elements
in the correct order to restore the original electronic
information.

When the electronic information is to be stored
into an external storage apparatus of a computer,
information blocks and division extraction data may be
produced by processing the electronic information file in
such a manner as described above and stored into the
external apparatus.

Where the security assurance method of the present
invention is applied to a storage apparatus, even if the
storage apparatus is accessed by a third party, this does
not lead to leakage of wvaluable information, and the
security in storage of electronic information by the
computer is improved.

It is to be noted that, where electronic
information is to be sent, preferably an electronic

information file is divided into a plurality of



information, the electronic information is not | eaked as val uable
information, and therefore, it is secure. Al so where only one
information block is formed for an electronic information file, since the
order of the information elenments placed in the information block is
different, it is difficult to read or discrimnate the information
However, where a plurality of information blocks are forned and stored or
sent separately fromeach other, then even if a third party steals one of
the information blocks, the entire contents of the electronic_ information

are not st ol ehnfarme bR RIS angt (rha 19ivided dBdermeyire PLERBUES

further. Also it is possible to apply a cipher technique to store
or send the iaferaaleohned| vekscadinsd dve pfapduger @ PApratéfEnfiof the
security. The division extraction data is data necessary for

di vi si on and tofibimatiom hiseckswhemd Hhdmftdrardmnifonmbitdéoksblargsf arfred, and
is stored or sent together with the information blocks. Since the division
extracti on datsansnttudesiposidéemrdind aroratiitdenafdohergth bhherntivi en of
each information elenent in the electronic information
- recipient and division extraction data is transmitted to
the recipient along with the separated information blocks,
whereafter the recipient side receiving the data re-
divides and integrates the information elements included
in the information blocks into the correct order based on
the division extraction data to restore the original
electronic information.

When an electronic information file is to be sent,
preferably it has a higher degree of security because a
communication path used is sometimes widely open to the
public. Also in such an instance, where a plurality of
information blocks are sent by different communication
means, a considerably high degree of security can be
assured.

Since the information blocks in the present
invention individually carry mere part of necessary
information, even if some information block is acquired
during communication, the entire information cannot be

restored.

Accordingly, preferably at least one of the



file, it may be annexed to each information el enment and handl ed together
with an information bl ock. Further, where the inportance is attached to
the security, the 6 di vi si on
extraction data nmay be handl ed separately from the information bl ocks.

A person who extracts or receives the electronic information collects al
of the information bl ocks and wuses the division extraction data to
separate the information elenments included in the individual information

bl ocks and re-coupl e.the,informati.on, el epents _in the correct, order to
restore the dfﬁ%?%ﬁ%lﬁwe@bPSEFcangngg?nngbﬁ+°n GXtraqﬁﬁﬁPtééfiﬂégnronic

information is to he stored _.into an,external sto e apparatus of a
conput er, i MM SR %IEeckBeaR8CyPYPeFo yei‘?‘?%‘(’:‘ﬁ %ﬁf%‘ip B2} oduced

by processing the electronic information file in
different from the transmission means for the other

electronic information.

Where all of the information blocks and the
division extraction data are not sent using the same
transmission means but some of them are transmitted by
different transmission means, even if a thief is present
midway of a communication path, it cannot collect all
information, and this provides a higher degree of
security.

If the information blocks are sent at different
points of time from each other or sent using different
communication routes from each other, then it is very
difficult to steal all information blocks without a miss
on the way of the communication path, and only part of
the information can be acquired to the utmost. Therefore,
even when authentication data of the person itself is
sent, it can be prevented that a third party steals the
authentication data.

It is to be noted that preferably the division
extraction data includes data for confirmation of the
originality of the electronic information file. The

identity between the electronic information file which



such a manner as descri bed above and stored into the external apparatus.
Where the security assurance nethod of the present invention is applied to
a storage apparatus, even if the storage apparatus is accessed by a third
party, this does not |lead to | eakage of valuable information, and the
security in storage of electronic information by the conputer is inproved.
It is to be noted that, where electronic information is to be sent,
preferably an electronic information file is divided into a plurality of

7 informati on el ements and the divided information el enents
are sel ect ed el kesbiimdgnoedpodbeesanpl andl ¥y @Fectirgokdmati on bl ocks,
and then the information.blocks are transmtted in a separate condition
from each ot herfammegion restored by the recipient can be confirmed

with a high degree of certainty by verifying the fact
that the division extraction data and contents of the
- received information blocks are consistent.

Further, the identity between the electronic
information file which has been intended to be sent and
the electronic information restored by the recipient may
be confirmed by placing an information element selected
from among the information elements, that is, a key
element, into information blocks to be sent along
different communication routes so that the key element
may be included commonly and verifying, when the
information elements are to be integrated, the identity
between the key elements included in an overlapping
relationship in the received information blocks.

It is to be noted that, in order to confirm that
the electronic information sent is identical with the
electronic information file which has been intended to be
sent, also a simple method of checking whether or not the
number of words included in the individual files coincide
with each other is applicable.

If the security assurance method for electronic

information of the present invention is used for on-line

10



reci pient and division extraction data is transmtted to the recipient
along with the separated informati on bl ocks, whereafter the recipient side
receiving the data re- divides and integrates the information el enents
included in the information blocks into the correct order based on the
di vision extraction data to restore the original electronic information.
When an electronic information file is to be sent, preferably it has a

hi gher degree of security because a conmunication path used is sonetines
wi dely open to_ the ublic. ;Alsqg.in such an instance, where_a plurality of
't or at 1 on BTOERE o £ GHE I A e PENE T EBREnR 40 T BRA Se aHaeh 4 ven
considerably hpgh degree of security can be_ assured. Si nce the

i nf ormation bt c?%yi$#3?ﬁaHﬁﬁ%ﬂ%ﬂthqnn@eﬁﬁﬁéﬁ PHAFDREBEI FYeR0Fry nere part
of necessary information, even if some information block is acquired
during commun®t2EFeRni¢ Hevfamatd ombeinat conmeahretede orbytpreld. of

Accordingly, preferably at | east one of the 8
the information can be acquired, and consequently, the

. program cannot be executed or useful information cannot
be acquired. Accordingly, since there is no motivation of
stealing electronic information being communicated, the
merit to the selling party is not damaged by theft.

Further, if the security assurance method for
electronic information of the present invention is
applied to send authentication data of the person itself,
then information exchange with a high degree of security
can be achieved while theft or forgery by a third party
is prevented with certainty.

If further strict assurance is required, preferably
the original of electronic information to be sent is
stored, and electronic information restored by the
recipient side is sent back and verified with the
original of the electronic information to confirm the
identity.

Furthermore, if the electronic information restored
by the recipient is sent back and verified with the
stored original of the electronic information to confirm

the identity, then even when the electronic information

11



i nformati on bl ocks and the division extraction data is transmtted to the
reci pient by second transm ssion neans different fromthe transm ssion
means for the other electronic information. Where all of the

i nformati on bl ocks and the division extraction data are not sent using the
same transm ssion means but sone of themare transnmitted by different
transm ssion neans, even if a thief is present mdway of a conmunication
path, it cannot collect all information, and this provides a higher degree
of security. If the informati on bl ocks are sent at different

poi nts of ti nes falomamsat hiwtingr commsedtatsbngodi hf esentparohyuritiess i on
routes fromeach other, then it is very difficult to steal all information
bl ocks withoutard Wé s@is@finiitatay imddlie Ay cailiecorn patuntambanine par t

of the information can be acquired to the utnost. Therefore, even when
aut hentication dataz@f jkheopBesABtblSEhAti She information blocks
acquired by the recipient may be sent back as they are
. and verified with the original éf the electronic
information. If inspection is performed for each of the
information blocks, then a damaged portion can be
specified, and this facilitates a countermeasure.

If a difference from the original is detected, then
considering the reliability of the communication path
doubtful, the information may be sent again or the
communication path may be changed to prevent interference
of a person who has altered the information. It is to Dbe
noted that also the recipient can utilize the electronic
information with confidence when a result of the
verification is received from the transmitting person.

The reliability is improved i1f a transfer station
or so called transfer authority which is neutral and
‘impartial is interposed in the transmission means so that
information transmission may be performed through the
transfer station. The transfer station transfers an
information block included in an information package sent
thereto to the recipient based on address information.

Where such a route as described above is used to

12



sent, it can be prevented that a third party steals the authentication
data. It is to be noted that preferably the division extraction
data includes data for confirmation of the originality of the electronic
information file. The identity between the electronic information file
whi ch 9 has been intended to be
sent and the electronic information restored by the recipient can be
confirmed wth a high degree of certainty by verifying the fact that the
di vision extraction data and contents of the received information bl ocks
are consi stensend the irFornkdriont fpd cickent istpcbetheeappharanees rohikhe
information file which has been intended to be sent and the electronic
i nformati on réstoded yfdmetien pileatksmaye deffenéntnéEdobyeathacdbigean
i nformati on el ement sel ected

it is difficult for a thief midway of the communication

path to collect all information blocks necessary to

- restore the electronic information file, and the security

is further improved.

Particularly, even if only a portion including the
division extraction data is sent through the transfer
station, the reliability of the entire system is improved.

It is to be noted that, if the transfer station
applies a cipher technique to transfer the electronic
information, then a higher degree of security can be
assured.

Further, the transmitted information may not
necessarily be used immediately by the recipient.

Therefore, the transfer station may keep the information
blocks sent by the transmitting party such that the
recipient may cause the transfer station to transmit the
information blocks when necessary so that it may
integrate the collected information blocks to restore and
utilize the electronic information.

Further, also where a system wherein a

certification station or certification authority is

interposed to assure the identity of information in order

13



fromanong the information elenents, that is, a key elenent, into
I nformati on blocks to be sent along different comrunication routes so that
the key elenment nmay be included comonly and verifying, when the
information elenents are to be integrated, the identity between the key
el ements included in an overlapping relationship in the received
I nformati on bl ocks. It is to be noted that, in order to confirmthat
the electronic information sent is identical with the electronic
information file which has been intended to be sent, also a sinple nethod
of checki ng whet heevent natdisputadroresf poordes nohgdeteda tilse Lisndi vi dual
files coincide wth each other is applicable. If the security
assurance net podsfibieetecdiwvoig tonaiwrpmdsdans dinfidraapriesebiloichksention i s
used for on-line 10

obtained by division of an electronic information file by

the certification station and the parties concerned such

that, when the electronic information is to be used, the

pertaining information blocks are collected from said

certification station and the parties concerned and

integrated to restore the original electronic information

to assure the security of the electronic information.

In this method, the security assurance method for

electronic information of the present invention is

utilized such that part of information is deposited to

the certification station and, when the original

information is required, the information block in hand

and the information block owned by the other party as

well as the information block deposited to the

certification station are joined to restore the

information. Accordingly, even if one of the parties

concerned and the certification station alters its

information, the fact of the alteration is found clearly,

and since the information stored by the certification

station is not the entire information but part of the

information, the information capacity required for the

certification station may be small. Further, since the

14



sal es of an application program or a database, then even if any other
person than a |l egal purchaser steals electronic information being

comuni cated, only part of the information can be acquired, and
consequently, the program cannot be executed or useful information cannot
be acquired. Accordingly, since there is no notivation of stealing

el ectronic information being communi cated, the nerit to the selling party
is not danaged by theft. Further, if the security assurance nethod
for electronic information of the present invention is applied to send

aut henti cat i opuslet Bowfot hesyransitddisr) frhe tshenrinfyoofath@orrichangeswith a
hi gh degree of security can be achieved while theft or forgery by a third

party is preyepigdaWMAto aeid alfttede parties, ik fBrthesdshhtgheaspurance is
required, preferably the original of electronic information to be sent is

stored, and ehegl 0Dt fat (OTRIIAD de3Li0ed kol BeaciBRi Bh8RL chbde I sent

back and verified wth the original ' ectronic information to

confirmthe ﬁ?@éhtgh.th cer€}¥ J%) re t %lokhﬁle%g§}gonlc i nformation

restored by the reC|p|e IS sen vVeri th the

Brief Description of the Drawings

FIG. 1 is a block diagram illustrating a concept of
a security assurance method for electronic information of
the present invention; FIG. 2 is a view illustrating an
operation of the present invention; FIG. 3 is a flow
diagram illustrating a first embodiment of the security
assurance method for electronic information of the
present invention; FIG. 4 is a block diagram of a system
which uses the present embodiment; FIG. 5 is a flow
diagram illustrating a second embodiment of the security
assurance method for electronic information of the
present invention; FIG. 6 is a block diagram of a system
which uses the present embodiment; FIG. 7 is a flow
diagram illustrating a third embodiment of the security
assurance method for electronic information of the
present invention; FIG. 8 is a block diagram of a system
which uses the present embodiment; FIG. 9 is a flow
diagram illustrating a fourth embodiment of the security

assurance method for electronic information of the

15



stored original of the electronic information to confirm the identity,

t hen even when the electronic information 11
is altered during comruni cation or msses partly, this can be
discrimnated i medi ately to take a counterneasure. It is to be

noted that the information blocks acquired by the recipient may be sent
back as they are and verified with the original of the electronic
information. If inspection is performed for each of the information

bl ocks, then a damaged portion can be specified, and this facilitates a
count er mreasur gresent invéntaidh f fEI®NA® firom bhecr dgagabmi s det ected, then
considering the reliability of the communication path doubtful, the

i nformati on mayihets£pin@gai fii Bfh tddodiaEntniotathenspatbitpyabsuchaoged to

prevent interference of a person who has altered the information. It is to
be method for electronic information of the present
invention and FIG. 11 is a block diagram illustrating a

function of a certification station or certification

authority to which the present invention is applied.

Best Mode for Carrying out the Invention

The security assurance method for electronic
information of the present invention is a method of
making the security of electronic information certain in
storage or communication of an electronic information
file. According to the method of the present invention,
even if someone steals electronic information during
storage or during communication, the value of the
information which can be acquired by theft is reduced to
prevent damage by the theft and the gain of the theft is
reduced to prevent a stealing action. Further, if missing
of information or alteration to information occurs during
communication, then this fact is detected thereby to
assure the security.

In the following, details of the present invention
are described with reference to the drawings.

FIG. 1 is a block diagram illustrating a concept of

16



noted that also the recipient can utilize the electronic information with
confidence when a result of the wverification is received fromthe
transmtting person. The reliability is inproved if a transfer
station or so called transfer authority which is neutral and inpartial is
i nterposed in the transm ssion nmeans so that information transm ssion nmay
be perfornmed through the transfer station. The transfer station transfers
an information block included in an information package sent thereto to
the recipient based on address information. Where such a route as
descri bed abobkeipresent timvention, and FIG. 2 is a view ijpustrating
send the information blocks, since the appearances of the divided
i nformation bancégeraeici féderem grommeadnwmidon. | FIés Hitiltestrated, a
thief mdway of the conmmunication path to collect all information bl ocks
necessary to aseshogseambhiee edecicmnict iudeorofatthenpliekbentandvehéisreurity

case wherein an electronic information file is divided

into six information elements and divided into two

information blocks.

In the security assurance method for electronic

information of the present invention, an object

electronic information file 1 is divided into a suitable

number of information elements 2. Here, for

simplification, a case wherein the electronic information

file 1 is divided into six information elements A, B, C,

D, E and F is described as an example. The information

elements 2 need not be divided at a position at which

they have significance as information, and in orxder to

reduce the possibility of stealing, preferably the

information elements 2 are obtained by merely dividing

the electronic information file 1 physically.

The order of arrangement of the information

elements A, B, C, D, E and F obtained by the division is

changed and they are grouped suitably to form a suitable

number of information blocks 3.

In the example shown, the information elements A, D

and E are distributed in the first information block 3,

17



Is further inproved. Particularly, even if only a portion including
the division extraction data is sent through the transfer station, the
reliability of the entire systemis inproved. It is to be noted
that, if the transfer station applies a cipher technique to transfer the
el ectronic information, then a higher degree of security can be assured.
Further, the transmtted information may not necessarily be used
i medi ately by the recipient. Therefore, the transfer station may keep the
information blocks sent by the transmtting pariﬁ such that the recipient
may cause theantlahbeeinEorndohon celerearsid tB.t Ke andchfformgt dés tEILbEKS dnwhen
necessary so that it nay integrate the collected information bl ocks to
restore and udhi ktheesébenel oefoomiciéomfloiandt idon. It is to Parndeed Bhab
where a systemwherein a certification station or certification authority
IS interposedlkso assusedéheof dentadgensdnt rfforbie iioformadider elements
13
in each information block 3 can be changed arbitrarily.
Even if such information blocks 3 are read out by a
third party, since the information elements A, B, C,
are not arranged in a significant arrangement, contents
of the electronic information cannot be read if they
remain as they are.
Further, since the electronic information is in a
divided state, the contents of it cannot be restored if
all of the information blocks are not acquired. For
example, if authentication data of the person itself
illustrated in {(a) of FIG. 2 is divided as seen in (b) of
FIG. 2, then even if one of the information blocks is
acquired and the information is restored successfully,
the information cannot be used as authentication data.
Therefore, even if someone accesses the electronic
information illegally, it is not easy to make it possible
to utilize the electronic information, and the security
of the information can be assured.
The information blocks 3 are stored into a storage

apparatus or sent to a recipient in accordance with an

object.
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to prevent a dispute between parties concerned, it is possible to
divisionally possess information bl ocks obtained by division of an

el ectronic information file by the certification station and the parties
concerned such that, when the electronic information is to be used, the
pertaining information bl ocks are collected fromsaid certification
station and the parties concerned and integrated to restore the original
el ectronic information to assure the security of the electronic

i nf or mati on. In this nethod, the securi assur ance .neth for

el ectroni ¢ i nfor mat iFotS6E PﬁetBFe§%ﬁFtFﬂ9%ﬂt+%#§%@?t%ﬁqVﬁﬁ%ﬁﬁﬁﬁgﬁmihat part
of information is deposited to the certification station and, when the
original inf&REREPRLYE Mlafiks el aqd reff SERBt FBR BFBERIFn®hand and the

i nformation bl ock owned by the other party as well as the information

bl ock deposi t eecebvedef raerthd iteznisod t4ting osrape ibtAearigirdstore the

i nformation. Accordingly, even if one of the parties
information elements 4 (A, B, C, ..) and re-arranges the

information elements 4 into a correct order to form a
usable electronic information file 5 thereby to restore
the original electronic information file 1.

Basic information necessary to restore the
electronic information file 1 is division information of
the information elements A, B, C, .. included in the
information blocks 3 and information of the position and
the length of each information element in the electronic
information file 1.

After all of the information blocks 3 relating to
the object electronic information file 1 are collected,
the information elements in the information blocks 3 can
be cut out and re-arranged into a correct order using the
information of the top address and the word length of
each of the information elements 2.

Further, when the electronic information file 1 is
to be restored, information for specifying the object
electronic information file 1 or information of the oxder
of arrangement of information elements included in each

block when the information elements 2 are re-—arranged to
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concerned and the certification station alters its information, the fact

of the alteration is found clearly, and since the information stored by
the certification station is not the entire information but part of the
information, the information capacity required for the certification
station may be small. Further, since the 14
function of authenticating the security of information is divided into the
three parties, it is an advantage in admnistration of the certification
station that the burden on the certification station is |ight. Bri ef
Descri pti on ofokhethbeanhh@bmation bidks B inayablel ackldizagramillustrating a

concept of a security assurance nethod for electronic information of the

present invention; Fif5oxidrs to HedWolrll skl at EBgréfic information file
1, it is required first to confirm that the collected
information blocks 3 relate to the object electronic
information file 1 and that all relating information
blocks have been collected without a miss. In this
instance, the operation can be performed efficiently if
an identification region X1 or X2 is annexed to an
information block or an information element and ID
information for specifying the electronic information
file 1 is stored in and used together with the
identification region.

Further, the electronic information file 5 obtained
by re-dividing the information elements included in each
block using division information and re-arranging them in
accordance with the order of arrangement of the divided
information elements 4 is the same as the electronic
information file 1.

It is to be noted that whether or not the restored
electronic information file 5 and the original electronic
information file 1 are same as each other can be verified
with a certain degree of certainty, for example, by
comparing the total word lengths of the two with each

other.

20



operation of the present invention; FIG 3 is a flow diagramillustrating

a first enbodinent of the security assurance nmethod for electronic
informati on of the present invention; FIG 4 is a block diagramof a
system which uses the present enbodinent; FIG 5 is a flow diagram

illustrating a second enbodi nent of the security assurance nethod for

el ectronic information of the present invention; FIG 6 is a block diagram

of a system which uses the present enbodi nent;

illustrating a third enbodi nent of the security assurance nethod for
el ectroni c i nfornmat banisfohhextpaeseot daveninondiFige st dasilsl ock di agram

of a system which uses the present enbodi nent;
i | lustrating afotdti embedigrertuceld thenseaudr ihforassiuvanckoakes hbdafaor

electronic inf_ormation of t_he 15
present invendisflicdd Gnd Gtoredl Droglenti @gtBMan identification region

annexed to part of the information blocks 3 and then
utilized to restore the electronic information file 1.
The division extraction data may be annexed for each
information element.

It is to be noted that the division extraction data
may be stored or sent separately from and independently
of the information blocks 3.

According to the security assurance method for
electronic information of the present invention, the
number of the information blocks 3 corresponding to the
single electronic information file 1 is not limited to
two but may be a plural number equal to or greater than
three or may be one. Since, in any case, the arrangement
of information elements in each information block 3 is
different from the original arrangement, a third party
cannot read out and utilize the electronic information.
Consequently, the security of the electronic information
can be assured.

(Embodiment 1)
In the first embodiment, the security assurance

method for electronic information of the present

21

FIG 7 is a flow diagram

FIG 9 is a flow diagram



illustrating a fifth enbodi nent of the security assurance nethod for
el ectronic information of the present invention and FIG 11 is a block

diagramillustrating a function of a certification station or
certification authority to which the present invention is applied. Best
Mode for Carrying out the Invention The security assurance net hod

for electronic information of the present invention is a nmethod of nmaking
the security of electronic information certain in storage or comunication
of an electronic information file. According to the nmethod of the present
invention, evenentisoneonepstieal seltectysodiseionf ofmani ehedbrongc st orage
or during communication, the value of the information which can be

acqui red by theférhstiesufielt teecyfeaenio daragehky phetyhebingnd the gain
of the theft is reduced to prevent a stealing action. Further, if m ssing
of informati oBcefudd &£fBén awtirp, i nformation occurs during communication
then this fact is detected thereby to assure the security. In the

fol lowing, details agfid.he presertoln¥enbian 12I8sE8selhhethaisfesaier ence
to the draw ngs.
’ embodiment, and FIG. 4 is a block diagram of a system
which uses the present embodiment.

First, a basic form of the present embodiment is
described with reference to FIGS. 3 and 4.

An originator of electronic information first
prepares newly or extracts from a database and edits
electronic information to be transmitted to prepare an
electronic information file 11 (S1). An example of
subject electronic information is electronic information
for which high security is required such as
authentication data of the person itself or valuable
electronic information such as software which is sold
over a communication path.

Then, division software 12 is used to divide the
electronic information file 11 into a plurality of
information elements 13 (S12). To the division software
12, the division position of each of the information
elements 13 in the electronic information file 11 and the

word length of the information element can be indicated.

It is to be noted, instead of indicating the
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FIG 1 is a block diagramillustrating a concept of

16 the present invention, and FIG 2 is a viewillustrating an
operation of the present invention. FIG 1 illustrates, as an exanple of
formof use of the present invention, a case wherein an electronic
information file is divided into six information elenents and divided into
two information bl ocks. In the security assurance nethod for

el ectronic information of the present invention, an object electronic
information file 1 is divided into a suitable nunber of information
elements 2. Hdleision pssimpldediaad itde worhdentér eifn etbd éhdotrmanion
information file 1 is divided into six information elenents A, B, C, D, E

and F is desceilbgdnfs il eXo fon THerdwihy it iiakelel eagntet2rngead not be
di vided at a position at which

the division position and the word length if the number

of divisions is designated. Although the division number

can be determined arbitrarily, where electronic

information up to approximately 100 kBytes is an object,

it may be determined that a number, for example, equal to

or smaller than 100 is selected.

Then, extraction software 14 is used to distribute
the information elements 13 into a plurality of
information blocks 15 (83). The extraction software 14
has a function of re-arranging the divided information
elements 13 into a different order and another function
of distributing the information elements 13 into the
information blocks 15. An operator can indicate the
number of information blocks.

Further, the division information and a result of
the re-arrangement of the information elements 13 are
converted into division extraction data of the electronic
information and individually annexed to the information
elements 13. The division extraction data of all of the
information elements 13 distributed to the information
blocks 15 may be annexed collectively in the

identification regions X1 and X2 of the information

23



t hey have significance as information, and in order to reduce the
possibility of stealing, preferably the infornmation elenents 2 are
obtained by nerely dividing the electronic information file 1 physically.
The order of arrangenent of the information elenments A, B, C, D, E and F
obtained by the division is changed and they are grouped suitably to form
a suitable nunber of information bl ocks 3. In the exanpl e shown,
the information elements A, D and E are distributed in the first

i nformation blgck 3, 17 and the

i nformation eP ﬁﬁﬁﬁsl%,(%ﬂbnd F are distributed in the second information
block 3. It is to be noted that also the order of arrangenent of the

i nfor mati on el enent stt ik dackhs mPsefathes Bhreckisrtahl bRt tPangRons

arbitrarily. Even if such information blocks 3 are read out by a
X1 and X2 may include data regarding an originator and a

recipient, data regarding electronic information such as
its preparing person and its owner, data which describes

a range within which the electronic information can be
utilized such as an authorized user or a term of validity,
data for specifying software to be applied such as
integration software and so forth.

Further, if an ID which indicates electronic
information is described in an identification region,
then since this facilitates assorting of information
blocks, this is convenient to collect information blocks
relating to object electronic information in order for a
recipient to re-integrate the information blocks to
restore an electronic information file.

It is to be noted that the division extraction data
may be sent to the recipient separately from and
independently of the information blocks. Further, instead
of annexing the division extraction data discretely to
the information blocks, the division extraction data may
be annexed collectively to one of the information blocks.
Furthermore, the division extraction data regarding the

entire electronic information file may be annexed to all
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third party, since the information elenents A, B, C, ... are not arranged
in a significant arrangenent, contents of the electronic information
cannot be read if they remain as they are. Further, since the
electronic information is in a divided state, the contents of it cannot be
restored if all of the information bl ocks are not acquired. For exanple,
I f authentication data of the person itself illustrated in (a) of FIG 2
is divided as seen in (b) of FIG 2, then even if one of the information
bl ocks is acquired and the information is restored successfully, the

i nformati on cafinbhe bendsefla@boUswditd cation data. Therefore, even if

someone accesses the electronic information illegally, it is not easy to
make it possible tornéd) iR tlh&o%@%tlbanb@obragowaar@nln@mlamﬁﬁcurlty
of the information can be assured. The information bl ocks 3 are

Zaorggjggto ap%&@éégfnt@pﬂééﬁg¢§sOEoEHH“tﬁéﬁéﬁﬂE%%HPE%”Erhﬂs%@ﬁordance Wi th
stations 21 (S5). In each of the packages, the address of
a person to receive the package finally is placed. The
packages are enciphered and sent to the transfer stations
21 (86). The encipherment processing may be performed
applving a suitable known method.

In this instance, differeﬂt destinations can be
selected for the individual packages. Communication means
to be used is selected based on the degree of security
which depends upon the risk of a communication path and
the characteristic of the electronic information. Where
leakage or alteration should be minimized, a number of
communication means as great as possible are used.

It is to be noted that, when the risk of leakage of
information is low, an ordinary communication path in
which no transfer station is present may be used. Since
the security assurance method of the present invention
has a high degree of security because it places
electronic information into communication paths in a
divided and re-arranged state, even if an ordinary

communication path is used, the security assurance method

provides a sufficiently high degree of security when
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A user of the electronic information divides the information blocks 3
acquired fromthe storage or received fromthe transmtting person into
original information elenents 4 (A, B, C, ...) and re-arranges the
information elenments 4 into a correct order to forma usable electronic
information file 5 thereby to restore the original electronic information

file 1. Basic informati on necessary to restore the electronic
information file 1 is division information of the information el enents A,
B, C ... included in the information blocks 3 and information of the
position and cbhpateaghhtof ceasdnt idranmddtaipagl.ement in the el ectronic

i nformation file 1. After all of the information blocks 3 relating

to the object el ectypiifed NfQr RREORIELLEcA REENSP! FEEt &Lampldie a
information elements in the informati on bi ocks 3 can be cut out and

re-arranged it enga corr E6ingr ks 510 ddi o WHLEBNEORLBEabBeabopcaddr ess

and the word length o each o I nformati on el enents
such as a floppy disk or a like method may be selected.

Each of the transfer stations 21 receiving a
package deciphers the package to read the destination
information placed in the package (S87).

Further, the transfer station 21 enciphers the
information blocks placed in the package again and sends
them to the indicated recipient (S8).

Since the information blocks 15 are distributed in
a state wherein contents thereof cannot be discriminated
from their appearance to different transfer stations in
this manner, even if a third party can acquire the
electronic information present in the communication path,
it is difficult for the third party to discriminate and
collect necessary information, and the third party cannot
restore the obiject electronic information.

The recipient receives and deciphers information
blocks 31 sent from the transfer stations (S9) and then
searches the information blocks or the identification
region portions of the information elements to collect
all of the information blocks 31 required to restore the

object electronic information (S10).
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Further, when the electronic information file 1 is to be restored,

I nformation for specifying the object electronic information file 1 or

i nformati on of the order of arrangenent of information elenents included
in each block when the information elenments 2 are re-arranged to

19 formthe information blocks 3 may be utilized. In
order to restore the electronic information file 1, it is required first
to confirmthat the collected information blocks 3 relate to the object
electronic information file 1 and that all relating information bl ocks
have been col | ect ed Fuirttheut, ahei secibhethi sxtrastances diveisjpsrati on can be
performed efficiently if an identification region X1 or X2 is annexed to
an infornati ontdimeki o @ed MHiaheon ngloefnt oandleent 8f DBMateon for

specifying the electronic information
produced and the extraction information used when the
information blocks 15 are produced from the division
extraction data of the identification region portions
(s1l).

Then, the recipient re-divides the information
blocks 31 based on the division information and the
extraction information to cut out the original
information elements 13 (S12) and re-arranges the
information elements 13 into the original order using
integration software 32 {813).

Finally, the recipient integrates all of the
information elements to form an electronic information
file 33. 1In this instance, the recipient compares the
total length of the electronic information file 33 formed
by the integration with the total length value of the
original file included in the division extraction data
{8S14). If they coincide with each other, then it can be
determined that the original electronic information file
11 has been regenerated successfully with a considerably
high degree of probability. Further, it is also possible
to use information which describes a characteristic of

the original or position information in which a suitable
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file 1 is stored in and used together with the identification region.
Further, the electronic information file 5 obtained by re-dividing the

i nformati on el enents included in each block using division information and
re-arranging themin accordance with the order of arrangenent of the
divided information elenents 4 is the sane as the electronic information
file 1. It is to be noted that whether or not the restored

el ectronic information file 5 and the original electronic information file
1 are sane as, each other can be verified wth a _certa degr ee, of
certainty, foPCekadpFels pipsETfshrimPrdes 6t éEIO%FEf Fbﬁg%ﬁgngft%e t Wo
with each other.

Di vi si on extrﬁéthoﬁh%aQ%ﬂqkﬁﬁbdﬁﬁél§U@H9@§§'@egFﬁ?oP§aPF6HrP§Yproduced when

the informati on bl ocks 3 are
{Embodiment 2)

In the second embodiment, the electronic
information security assurance method of the present
invention is provided with means for assuring the
originality of electronic information with a higher
degree of reliability.

FIG. 5 is a flow diagram illustrating the
electronic information security assurance method of the
second embodiment provided with means for assuring the
originality by an originator of electronic information,
and FIG. 6 is a block diagram of the same.

In the following, the embodiment of the present
invention which is provided with means for confirming the
originality by an originator of electronic information is
described with reference to FIGS. 5 and 6.

It is to be noted that, since the security
assurance method on which the present embodiment is based
is the same as that described hereinabove, in the
following description, overlapping description is avoided
to such a degree that simplification or omission of a
portion does not cause misunderstanding.

When the originator prepares an electronic

28



produced and stored or sent with an identification region annexed to part
of the information blocks 3 and then wutilized to restore the electronic
information file 1. The division extraction data may be annexed for each

i nformation el enent. It is to be noted that the division extraction
data may be stored or sent separately from and i ndependently of the
i nformati on bl ocks 3. According to the security assurance nethod for

el ectronic informati on of the present invention, the nunber of the
i nformation bl ocks 3 corresponding to the single electronic information

file 1is notilltl%a%&@h&o fitzvb@ UL JBY Rend, Phir gkoluBber aegygy 1P or

greater than ree or may be one. Since, in any case, the arrangement of

| nformati on eLeggnhe, i £aGL 1 ORTALIHAN SBlock 3nbScofyf t6r 8paf romd he

original arrangenent, party cannot read out and utilize the

el ectroni c informat,on, equent|y,. .t ecur|j ectronic

i nformation %%ngﬁéb%s%%F%ﬁG§H%E§%§H¥ﬁ%ﬁ?%f§ 11 hg¥ ?% %Egrgérg%

enbodi nent , thf securit assurqpfe met hod for electronic infornmati on of
the present FPlace of the copy 17.

Then, the originator uses division extraction
software 16 to work the original 11 of the electronic
information file based on division information and
extraction information given from an operator or produced
partly by the computer to form an information block 15
similarly as in the first embodiment described
hereinabove {$S23). It is to be noted that, where the
original 11 is stored, the copy 17 is selected as the
subject of the working.

The information blocks 15 are individually sent to
transfer stations 21 similarly as in the first embodiment
(S24).

The transfer stations 21 transfer the received
information blocks 15 to the designated recipient (825).

The recipient checks the received information
blocks 31 to collect all of the information blocks 31
necessary to restore the object electronic information
{s26) .

Thereafter, the recipient uses integration software

32 to extract information elements in the information
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21 invention is applied to transm ssion of an electronic
information file securely to the other party using a comunication path.
FIG 3 is a flowdiagramillustrating the present enbodinent, and FIG 4
is a block diagramof a system which uses the present enbodi nent.

First, a basic formof the present enbodinment is described with reference
to FIGS. 3 and 4. An originator of electronic information first
prepares newy or extracts froma database and edits electronic
information to be transmitted to prepare an electronic information file 11
(S1). An examplarld 3SWYRE B etld eRiteacriionMihfopmasieh extd Ortie

I nformation for which high security is required such as authentication
data of the pefeoddd Stlfortatvdniaklc@uded in the acquired division
extraction data and re-arrange and integrate the
information elements to form an electronic information
file 33 (s827).

Further, the.recipient produces a copy 35 of the
formed electronic information file 33 (828) and sends
back the copy 35 to the originator of the electronic
information through a transfer station 22 by a similar
method to that in the transmission from the originator
(S29) . Preferably, a plurality of transfer stations are
used for the transfer station 22 in this instance
similarly as in the case of the transmission. Further,
the copy 35 to be sent back is preferably enciphered to
ralse the security.

The originator compares the received copy 35 of the
restored electronic information file and the copy 17
stored therein with each other to confirm the identity
between them (S30).

If the two do not coincide with each other, then
since the copy 35 cannot be used as the electronic
information, a notification of this is issued (831). If
the recipient does not receive a warning notification

from the originator, then it can discriminate that the
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el ectronic informati on such as software which is sold over a communi cation
pat h. Then, division software 12 is used to divide the electronic
information file 11 into a plurality of information elenents 13 (S12). To
the division software 12, the division position of each of the information
elements 13 in the electronic information file 11 and the word |ength of
the information el enent can be i ndicated. It is to be noted, instead
of indicating the 22 di vi si on
position and the word | ength of each information elenent, the division

software 12 i#setédrimyoslederiAde ntidigmadtiivinsifan ep@aist beanapdrfbemadrd | ength
I f the nunber of divisions is designated. Al though the division nunber

can be determpagdsBiPi tgayyly, where electronic information up to
approximately 100 kBytes is an object,

It is to be noted that, if the two files do not
coincide with each other, then since this represents that
some trouble has occurred during the communication, a
cause must be found out and excluded so that later
communication may be performed securely. If the cause
cannot be excluded, then preferably the communication
means is changed.

Where the originator confirms that restoration of
electronic information by the recipient has Eeen
performed correctly in this manner, electronic
information exchange of very high reliability is realized.
{(Embodiment 3)

The third embodiment is an originality assurance
method for electronic information wherein the security
assurance method for electronic information of the
present invention is provided with means for confirming
the originality of each information block to detect
abnormality of individual communication paths to further
facilitate a countermeasure.

FIG. 7 is a flow diagram illustrating the present
embodiment, and FIG. 8 is a block diagram of a system

which uses the present embodiment. In the following, the
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It may be determ ned that a nunmber, for exanple, equal to or smaller than
100 i s sel ected. Then, extraction software 14 is used to distribute
the information elenents 13 into a plurality of information blocks 15
(S3). The extraction software 14 has a function of re-arranging the
divided information elenents 13 into a different order and anot her
function of distributing the information elenents 13 into the information
bl ocks 15. An operator can indicate the nunber of information bl ocks.
Further, the division information and a result of the re-arrangenent of
t he i nf or mat | Bre etriresnisodiznente i slpserided Anodaitaidi vhtbxtreheErBAcdat a of
the electronic information and individually annexed to the information
el ements 13. TheFHEYi sTamdx@raction data of all of the information
el enents 13 distributed to the information blocks 15 nay be annexed
collectively in the It dentiof beahbapdr egabpsaXsoaim e gfrddent nf ormati on
23
embodiment, overlapping description is avoided by
simplifying or omitting the same portion as that
described already.
Similarly as in the first embodiment, an originator
prepares an electronic information file 11 to be
transmitted (S41), and cuts out and shuffles information
elements based on division information and extraction
information to form information blocks 15 (S42).
Then, the originator produces a copy from the
information blocks 15 and stores the copy (S43).
Then, the originator sends packages in which the
information blocks 15 are placed to transfer stations 21
by the same method as in the first embodiment (S44). The
transfer stations 21 decipher the packages to read the
the address of a recipient and transfers the information
blocks 15 to the designated recipient again (S45).
The recipient produces a copy of the received
information blocks 31 (S46) and sends back the copy to
the originator through a transfer station 23 (347).

The originator verifies the copy of the information

blocks 31 sent back thereto and the copy of the original
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bl ocks 15 ($4). It is to be noted that the identification regions
X1 and X2 may include data regarding an originator and a recipient, data
regardi ng electronic information such as its preparing person and its
owner, data which describes a range within which the electronic
information can be utilized such as an authorized user or a term of
validity, data for specifying software to be applied such as integration
software and so forth. Further, if an I D which indicates electronic
information is described in an identification region, then since this

facilitates agssebthagi®h BIESMIEIE GrorRldoeheretihi #ith eaokeatkrat to col | ect
information blocks relating to object electronic information in order for

a recipient tongerhnigide dhedinfdiRidanchibiecksthocabrsborgran
electronic information file. It is to be noted that the division

extraction dan 8Fay be sent to the recipient separately from and
i ndependent | y o? he informati on bl ocks. Further, instead of annexing the

di vi sion extraction:ﬂggﬁmpk%%rggghxi&g with each other, then since the

information blocks 31 have not been subject to alteration
during the communication, they can be used as they are to
restore the electronic information.

On the other hand, when the two do not coincide
with each other, this represents that a communication
path which has been used for transmission of an
information block is abnormal. While detection of
abnormality is possible in the second embodiment
described above, since abnormality is detected in an
integrated form of all communication paths, it is
difficult to specify a communication route which is
abnormal. However, where the method of the present
embodiment is used, the abnormal route can be specified
simply as described above. Accordingly, also it is easy
to take a countermeasure such as removal of the trouble.

A notification of a result of the verification
performed by the originator is sent to the recipient
(S49) .

If the result of the verification proves that the

two copies coincide with each other, then the recipient
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the information bl ocks, the division extraction data may be annexed
collectively to one of the information bl ocks. Furthernore, the division
extraction data regarding the entire electronic information file may be

annexed to all 24 of the
I nformati on bl ocks. Then, the information blocks 15 are individually
pl aced into packages to be transmtted to transfer stations 21 (S5) . In

each of the packages, the address of a person to receive the package
finally is placed. The packages are enci phered and sent to the transfer
stations 21 {83 .iMtroerciPharafitmans ddedsi pgrfaymbsepbpFathed Ofppl ying a
sui tabl e known net hod. In this instance, different destinations can
be selected toe ¢hecinehid dusfopmdkiagesilGoimuniccarioncaeahth 20 be used
Is sel ected based on the degree of security
procedure same as that in the first embodiment (S50).
Integrated data 33 formed from the information blocks 31
become a file 34 having the same contents as those of the
original electronic information file 11.
It is to be noted that, as described hereinabove in
connection with the first embodiment, exchange of
electronic information may be performed using a
communication path in which such transfer stations 21 or
23 as described above are not present.
Further, the transfer stations may store the
information blocks transmitted from the transmitting
person and then transmit the information blocks in
accordance with a request of the recipient. The recipient
collects all information blocks and integrates, restores
and uses them.
{Embodiment 4)
According to the fourth embodiment, the security
agsurance method for electronic information of the
present invention is applied to storage of an electronic
information file into an external storage apparatus of a

computer system.

FIG. 9 is a block diagram of a computer system
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whi ch depends upon the risk of a communication path and the characteristic
of the electronic information. \Were |eakage or alteration should be
mnimzed, a nunber of comunication nmeans as great as possible are used.
It is to be noted that, when the risk of |eakage of information is [ow, an
ordi nary communi cation path in which no transfer station is present may be
used. Since the security assurance nethod of the present invention has a
hi gh degree of security because it places electronic information into
comuni cation paths in a divided and re-arranged state, even if an

ordi nary comwhidtcatdeon et Bdcnnised astheaseeunetodsEor apbec e
provides a sufficiently high degree of security when

25 _  infoRaliash Wi kheopreskin@namboet heds . Further, as
comuni cati on neans, for exanple, a

In the following, the present embodiment is
described with reference to the drawing.

It is to be noted that, since operations and
effects of the components of the present embodiment are
much common to those of the embodiments described
hereinabove, like components having like functions to
those in the embodiments described above are denoted by
like reference numerals and the description of them is
simplified to prevent overlapping description.

An electronic information file 41 prepared by a
computer system is divided into information elements and
re-arranged by division extraction software 42 so that it
is distributed into a plurality of information blocks 43
and then stored into a storage apparatus 50.

When the electronic information file 41 is to be
extracted from the storage apparatus 50, information
blocks 61 which carry the subject electronic information
are all collected and integration software 62 is executed.
The integration software 62 extracts division information
and extraction information from the information blocks 61,
cuts out the information elements in the information

blocks 61 based on the information, re-arranges the
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met hod of using a mail to send a portable storage device such as a floppy
disk or a like nethod may be sel ected. Each of the transfer stations
21 receiving a package deci phers the package to read the destination
information placed in the package (S7). Further, the transfer
station 21 enciphers the information blocks placed in the package again
and sends themto the indicated recipient (S8). Si nce the
information blocks 15 are distributed in a state wherein contents thereof
cannot be discrimnated fromtheir appearance to different transfer

stations in si¥cTrERARY c1eMeRtkl iatbhthd paigingRroBtatiiareithe el ectronic
information present in the comrunication path, it is difficult for the

third party thm%gt%%@e@ Rake 2Bdpr6QLLECENNEEESEAEY 1 E N OF SBd O 6n afich & he
third party canno restore the object el ectronic information. The

reci pient reggejves and deciphers information blocks 31 sent fromthe
transfer stations (S9) and then searches the information bl ocks or the

B g Lo g A
| nformation gggépdd of the present embodiment is used, since an

electronic information file stored in the storage

apparatus 50 is divided in a plurality of information

blocks, it is difficult to collect all relating

information blocks so that object electronic information

may be restored. Further, since information elements in

the information blocks are scattered like paper

information broken by a shredder, also it is not easy to

regenerate part of electronic information.

Leakage of information through accessing from the
outside can be prevented in this manner.

It is to be noted that electronic information may
be enciphered when it is to be recorded into the storage
apparatus 50.

Further, the storage apparatus 50 need not be a
single storage apparatus, and electronic information may
be stored into storage apparatus separate from each other
for individual information blocks.

The electronic information security assurance

method of the present embodiment can be applied when an
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26 Further, the recipient extracts the division

I nformati on used when the information elenents 13 are produced and the
extraction informati on used when the information blocks 15 are produced
fromthe division extraction data of the identification region portions
(S11). Then, the recipient re-divides the information bl ocks 31
based on the division information and the extraction information to cut
out the original information elenments 13 (S12) and re-arranges the
information elenments 13 into the original order using integration software

32 (S13). authEhBabidiod hecded iR wWhileghakeseallriel, iherehnioegntion
elements to forman electronic information file 33. In this instance, the
reci pient conparesctifriy stores authentication data of the person

itself into an external storage apparatus such as a hard

disk apparatus or a magnetic tape apparatus.

{Embodiment 5)

In the fifth embodiment, the security assurance
method for electronic information of the present
invention is provided with means for making use of part
of electronic information to secure the originality of
the electronic information. FIG. 10 is a block diagram
illustrating originality assurance means used in the
present embodiment. Since the security assurance method
for electronic information on which the present
embodiment is based is the same as that described
hereinabove, in the following description, overlapping
description of the portion is simplified or omitted to
prevent overlapping explanation.

FIG. 10 illustrates a case wherein, as an example
of form of use of the present invention, an electronic
information file is divided into seven information
elements and divided into two information blocks.

The order of arrangement of the divided information
elements A, B, C, D, E, F and G is changed, and they are

grouped suitably so that they are distributed into two

37



total length of the electronic information file 33 forned by the
integration with the total |length value of the original file included in
the division extraction data (S14). If they coincide with each other, then
it can be determned that the original electronic information file 11 has -
been regenerated successfully with a considerably high degree of
probability. Further, it is also possible to use information which
describes a characteristic of the original or position information in

which a suitable 27 bookmark is
inserted i n oLdéorhatiomfbXonkde Tdenhibyinstéhceéhesomé gihathed th a hi gher
degree of accuracy. (Enbodinent 2) In the second enbodi nent, the

el ectroni c i nhosARAEL OEN SELadrins agsuriarQedwEt hodmohiyhespkegent invention
is provided with nmeans for assuring the
elements into both of the information blocks. Further,
identification regions X1 and X2 in which division
information of the information elements, information of
the position and the length of each information element
in the electronic information file, ID information of the
electronic file and so forth are recorded are annexed to
the information blocks so that they can be utilized for
restoration.

In the example illustrated in FIG. 10, the
information elements A, B, C, E and F are distributed in
the left information block while the information elements
B, D, E and G are distributed in the right information
block, and the information elements B and E are included
as key elements in both of the information blocks. Since
the information elements in each information block are
changed in order suitably and are not arranged
significantly, even if the information block is read by a
third person, contents of the electronic information
cannot be read as they are. The information blocks are
stored into a storage apparatus or sent to a recipient in
accordance with an object.

A user of the electronic information divides the
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originality of electronic information wth a higher degree of reliability.
FIG 5is aflowdiagramillustrating the electronic information security
assurance nethod of the second enbodi nent provided with means for assuring
the originality by an originator of electronic information, and FIG 6 is
a bl ock di agram of the sane. In the foll ow ng, the enbodi nent of the
present invention which is provided with nmeans for confirmng the
originality by an originator of electronic information is described with
reference to FIGS. 5 and 6. It is to be noted that, since the
security assitkq@nosdreidrsren v ehohe Ahesepheeabbdinehtinfobrasetbnis the
sane as that described hereinabove, in the follow ng description,

overl appi ng dep&hdmid o | B,a\0i dgdbalsedsvah taedegreems bbdn stapbidédat i on or
om ssion of a portion does not cause m sunder st andi ng. When t he
originator prepanes A Ml €6daich regions X1 and X2, and re-arraddes
- the information elements into a correct order to restore
the original electronic information file.

Upon restoration, the information elements B and E
which are included in an overlapping relationship in the
two information blocks and serve as key elements are
detected and verified individually with each other. Thus,
if any of the information blocks has been subject to some
alteration upon storage or transmission of the
information, then since the contents of the overlapping
information elements do not coincide with each other, the
abnormality can be detected simply.

According to the abnormality detection method used
in the present embodiment, since a key element which is a
subject of verification cannot be extracted even if an
information block is observed by itself, an attack of a
third party can be prevented readily. Further, no special
additional information is required, and information
processing for confirmation of the security is simple.

It is to be noted that naturally the abnormality
detection method of the present embodiment may be used

together with any other method to improve the security.
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information file 11 to be sent, he produces a copy 17 fromthe original
(S21) and stores the copy 17 (S22). It is to be noted that the original 11
may be stored in place of the copy 17. Then, the originator uses

di vision extraction software 16 to work the original 11 of the electronic
information file based on division informati on and extraction information
given from an operator or produced partly by the conputer to forman
information block 15 simlarly as in the first enbodi nent descri bed

her ei nabove (S23). It is to be noted that, where the original 11 is
stored, the c oinehtSeected as the subject of the working. The
I nformation blocks 15 are individually sent to transfer stations 21

simlarly as in theTB%r%Exfﬂbgﬂbggfﬁengsgéiates to a HdiraRshaonstations

21 transfer the receive I nformation bl ocks 15 to the designated recipient

(S25) . <08 4,801, Pient. - 6ReGks 15N LRERLYSHy BROENBLLON es the

security assurance method for electronic information of
the present invention to divide and store information
into several places and accurately perform various
verifications of transaction contents and so forth
between the parties concerned.

FIG. 11 is a block diagram illustrating a function
of a certification station or authority to which the
present invention is applied. Since the security
assurance method on which the present embodiment is based
is the same as that described hereinabove, in the
following description, a portion describing the
certification authority is described in detail while
overlapping description of the other portion is avoided.

A first party I and a second party I1 convert
mutually consented transaction contents into electronic
information and store the electronic information. However,
since an electronic document leaves no marks even if it
is rewritten, the originality of it cannot be secured.
Accordingly, in order to minimize the possibility of the
future dispute, it is demanded to utilize a certification

authority CA, which is a third party organization in
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bl ocks 31 to collect all of the information blocks 31 necessary to restore

the object electronic information (S26). Thereafter, the recipient
uses integration software 32 to extract information elenents in the
i nformation 29 bl ocks 31 based on

the extraction information and the division information included in the
acquired division extraction data and re-arrange and integrate the
information elenents to forman electronic information file 33 (S27).
Further, the recipient produces a copy 35 of the forned electronic

information fishecB3c6S28demddl sondse datded haLqRpoBitt echitendisi gitnat or of
the electronic information through a transfer station 22 by a simlar
method to thatrhAshBeibhalsd) SO ddUBLNS, OHDiREAVve a

presentation of and confirm the original.

However, where an original is recorded in its full
text, a very great storage capacity is required for the
certification authority CA. Further, even the
certification authority CA may possibly suffer from
alteration, and if it is tried to completely secure the
genuineness of electronic information, then considerable
difficulty is involved in management and administration
of the certification authority CA.

The present embodiment is configured by applying
the electronic information security assurance method of
the present invention and is an authentication system
wherein the burden on the certification authority CA is
low and the originality of electronic information can be
secured with a high degree of certainty.

The parties I and II concerned divide contents of
the mutual agreement into information blocks A, B and C
based on the method of the embodiments described
hereinabove. The first party I concerned stores the first
information block A while the second party II concerned
stores the second information block C. Further, the third

information block B is deposited to the certification
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(S29). Preferably, a plurality of transfer stations are wused for the
transfer station 22 in this instance simlarly as in the case of the
transm ssion. Further, the copy 35 to be sent back is preferably
enci phered to raise the security. The origi nator conpares the
received copy 35 of the restored electronic information file and the copy
17 stored therein with each other to confirmthe identity between them
(S30). If the two do not coincide with each other, then since the
copy 35 cannot be used as the electronic information, a notification of
this is issuedut&3#itylEa. the recipient does not receive a warning
notification fromthe originator, then it can discrimnate that the
30 rest ofratduh ah hGenkAt9EABRL bANs{ bt em hass betpepedsorard
if any of the organizations alters its record, the
original cannot be restored. Accordingly, the actually
restored electronic information conveys the contents of
the original correctly. Therefore, the certification
authority CA can secure the originality of the restored
electronic information only by recording a very small
part of the original. Since the storage capacity to be
possessed by the certification authority CA is reduced
and the full text of contents of the agreement need not

be stored, also the storage responsibility of the

certification authority CA is moderated.

Industrial Applicability of the Invention

As described in detail above, since the security
assurance method for electronic information of the
present invention divides an electronic information file
once into information elements, re-arranges and places
the information elements separately into information
blocks and then places the information blocks into
communication paths or stores the information blocks into
a storage apparatus, even if a third party steals an

information block being communicated or stored, because
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normal Iy (S32). It is to be noted that, if the two files do not
coincide with each other, then since this represents that sone trouble has
occurred during the communication, a cause nust be found out and excl uded
so that later comrunication may be performed securely. If the cause

cannot be excluded, then preferably the communication neans is changed.
Where the originator confirnms that restoration of electronic information
by the recipient has been performed correctly in this manner, electronic

i nformati on exchange of very high reliability is realized. (Enbodinent 3)
The third enbetialgntinferantdpngehahenys assergiossd net o dadrt exdeelc thioami C
informati on wherein the security assurance nethod for electronic
information ofint e phEseRbtioNePLOOR a8d ptavidiad Wi Rkheansdaondenfi rm ng
the originality of each information block to detect abnormality of

i ndi vi dual commireatiion pahRsttBef veddesr dogddiniai < CaLRikRIGRRATUS €.
FIG 7 is aflowdiagramillustrating the present enbodinent, and FIG 8

is a block di agleameQfred ¥t BB prevented. Further, when the electronic
information is to be restored, the originality of the
electronic information can be confirmed readily. It is to
be added that, where a communication result received over
a communication path by a recipient or a restored
electronic information file is sent back to its
originator and verified with a stored copy, the
originality can be secured with a very high degree of

reliability.
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whi ch uses the present—ensbodiment. In the follow ng, the
31 pr esent enpodiqﬁnt I's described in detail with reference to
FIGS. 7 and 8.1mYsqum¢Bﬂm be noted that, also in the present

enbodi ment, over il & ption is avoided by sinplifying or omtting
the sanme portionjis L\ ri bed al ready. Simlarly as in the
first enbodi nent| Orl gl nator -prepares an electronic information file 11

to be transmtted (S41), and cuts out and shuffles information elenents
based on division informati on and extraction information to form

i nformation blocks 15 (S42). Theaimé he origi nator produces a copy
fromthe information blocks 15 and stores the copy ($43). Then, the

originator sendsapackagesy! As¥BisAcé NBethod for electronic information,

characterized in that an electronic information file is
divided into a plurality of information elements; the
divided information elements are selected and combined
with their order changed to produce one oOr more
information blocks in which all of the information
elements are included if all of the information blocks
are integrated; division extraction data in which
formation information of said information elements and
the information blocks are recorded is produced; said
information blocks and the division extraction data are
stored or transmitted; and when said electronic
information is to be utilized, all of said information
blocks and said division extraction data are collected
and the information elements included in said information
blocks are re-divided, re-arranged in the correct order
and integrated based on said division extraction data to
restore the original electronic information file.

2. A security assurance method for electronic information
according to claim 1, characterized in that said division
extraction data is stored or transmitted separately.

3. A security assurance method for electronic information

according to claim 1, characterized in that said division

AN R B




i nformati on

bl ocks 15 are placed to transfer stations 21 by the sane

nmethod as in the first enbodinment (S44). The transfer stations 21 decipher

t he packages to read the

i nformati on

reci pi ent produces a copy of the received
sends back the copy to

t hereto and
i nformati on

alteration

bl ocks 15 to the designated recipient again (S45).

the copy of the original 32

the address of a recipient and transfers the

The

I nformation bl ocks 31 (S46) and
the originator through a transfer station 23 ($47).

The originator verifies the copy of the information blocks 31 sent back

Rieckstidnstaradrbheeehy wbl Bacachhpdfeition «ondénts viteet her or
not they coincide with each ot her $48) . If the two coincide with

each other, thep .siee: t Bechi BEOLEREI QRrbtAskSo8 leNavent®! been subject to

4. A security assurance method for electronic information
according to any one of claims 1 to 3, characterized in
that said information blocks and the division extraction
data are stored into an external storage apparatus to
keep the electronic information in said external storage
apparatus in security.

5. A security assurance method for electronic information
according to any one of claims 1 to 3, characterized in
that a plurality of said information blocks are formed,
and said blocks are transmitted in a separate state from
each other to a recipient together with said division
extraction data.

6. A security assurance method for electronic information
according to claim 5, characterized in that said division
extraction data includes data for confirmation of the
originality of said electronic information file.

7. A security assurance method for electronic information
according to any one of claims 1 to 6, characterized in
that an information element selected from among said
information elements is included commonly into a
plurality of information blocks, and when the information

elements are integrated, the identity of said information
-
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during the comunication, they can be used as they are to restore the

el ectronic i nformation. On the other hand, when the two do not
coincide wth each other, this represents that a comruni cation path which
has been used for transm ssion of an information block is abnormal. Wile
detection of abnormality is possible in the second enbodi nent descri bed
above, since abnormality is detected in an integrated form of al

comuni cation paths, it is difficult to specify a communication route
which is abnormal. However, where the nethod of the present enbodinent is
used, the abnelemgntouinelomiedecpeeilfi da a@iﬂﬁﬁylaﬁpééch?%éHlﬁbﬁbé? '
Accordingly, also it is easy to take a counterneasure such as renoval of
the trouble. in the Qi fidietedtn fonrmeftian bdwicksofist meriéipdi ati on

performed by the originator is sent to the recipient (S49). If the
result of thecyefifhcieie mequrmoves dthathet Hafotrmatdopi.es coi ncide with each
ot her, then the recipient 33

8. A security assurance method for electronic information
according to any one of claims 5 to 7, characterized in
that further the original of the electronic information
to be transmitted is stored; the electronic information
restored by the recipient side is sent back; and the
electronic information is verified with said original of
the electronic information to confirm the identity.

9. A security assurance method for electronic information
according to any one of claims 5 to 7, characterized in
that further the original of the electronic information
to be transmitted is stored; the information blocks
received by the recipient side are sent back; and the
information blocks are verified with said original of the
electronic information to confirm the identity.

16. A security assurance method for electronic
information according to any one of claims 5 to 9,
characterized in that at least one of said information
blocks and said division extraction data is transmitted
to the recipient by second transmission means different
from the transmission means for the other electronic

information. "””’ﬂ’ﬂ’ﬂ’ﬂf,ﬂf——

_— heet Has Been chlaced
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uses integration software 32 to performrestoration of the electronic
information file in accordance with a procedure sane as that in the first

enbodi ment (S50). Integrated data 33 forned fromthe information bl ocks 31
becone a file 34 having the sane contents as those of the original
electronic information file 11. It is to be noted that, as

descri bed herei nabove in connection with the first enbodi nent, exchange of
el ectronic informati on nay be perforned using a conmunication path in
whi ch such transfer stations 21 or 23 as descri bed above are not present.

Further, the transd edesidittonss@munskomethbe fonfolsatronidl ocks
transmtted fromthe transmtting person and then transmt the information

bl ocks in aceardangeivhticdof@mesio aildie IgcCichaeltrethecteshpicaat

collects all information blocks and integrates, restores and uses them

(Embodi ment 4} transfer station is interposed in said transmission
means or said second transmission means, and a block of
the information to be sent by said transmission means 1is
accommodated into an information package together with
destination information and sent to said transfer station,
which in turn transfers the information block to said
recipient based on said destination information.
12. A security assurance method for electronic
information according to claim 11, characterized in that
said transfer station stores and keeps said information
block until a request of said recipient is received.
13. A security assurance method for electronic
information according to any one of claims 1 to 12,
characterized in that said information blocks obtained by
the division of the electronic information file are
possessed divisionally by a certification station and
parties concerned, and when said electronic information
is to be used, all of said information blocks are
collected from said certification station and said

parties concerned and integrated to restore the original

electronic information.

This Sheet Has Been Replaced
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According to the fourth enbodi nent, the security assurance nethod for
electronic information of the present invention is applied to storage of
an electronic information file into an external storage apparatus of a
conput er system FIG 9 is a block diagramof a conputer system

34 whi ch uses the security assurance nethod for electronic
informati on of the present enbodi nent. In the follow ng, the
present enbodi ment is described with reference to the draw ng. I t
is to be noted that, since operations and effects of the conponents of the
present enbodi nent are much conmon taBstRA€Tof the enbodi ments described
her ei nabove, |i ke conponents having |ike functions to those in the

enbodi ments descri bgdsabayet gr gsser@i@sl dychnique for electronic
information wherein an electronic information file 1 is
divided into a plurality of information elements 2 and
the divided information elements are selected and
combined with their order changed to produce one or more
information blocks 3, and division extraction data of the
information elements is produced and the information
blocks are formed and stored or transmitted, whereafter,
when the electronic information is to be utilized, the
information elements 4 included in the information blocks
3 are re-divided, re-arranged in the correct order and
integrated based on the division extraction data to
restore an original electronic information file 5,
whereby, even if electronic information stored or being
communicated is stolen, the value of the information is

reduced to disable utilization of the information.
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| i ke reference nunerals and the description of themis sinplified to
prevent overl appi ng descri ption. A?/glectronic information file 41
prepared by a conputer systemis divided into i nformation el ements and
re-arranged by division extraction software 42 so that it 1is distributed
into a plurality of information bl ocks 43 and then stored into a storage
appar at us 50. When the electronic information file 41 is to be
extracted fromthe storage apparatus SSZqu mation blocks 61 which carry
t he subject electronic information ar ™ tol l ected and integration
software 62 is executed. The integration software 62 extracts division
information and extraction information fromthe information bl ocks 61,
cuts out the information_elenments in the informati on bl ocks 61 based on

the information, re-édrrahgea the o) D E F 35
informati on el ements i nt o tireoryrgrmat rder—and
4 Y 1 4
2 A B C D E F
3~Xy,

4]

(a)

(b)

X




Integrates themto produce an electronic information file 63.

the electronic information security assurance

enbodi nent is used, since an electronic information file stor

storage apparatus 50 is divided in a plurality of

i nformati on

Wher e

nmet hod of the present

ed in the
bl ocks, it

Is difficult to collect all relating information blocks so that object

el ectronic information

elenents in the information bl ocks are Scattered |ike paper
broken by a shredder, also it is not nr.itat o@regenerate part

i nformati on.

out side can be prevented in this manner.
el ectronic informati on nay be enci phered when |t

Leakage of infor ough accessing f

may be restored. rther, since information

i nformati on
of electronic
romt he

is to be noted that
is to be recorded into

the storage apparatus 50. Further, the storage apparatus 50 need
not be a single stor ge apparatus, and electronic information may be

stored into stora@R

i nformati on bl ocl

s separ ate from each other for individual

i PREPARE ELECTRONIC INFORMATION FILE ~=o '

as§1[1r ance

¥

DIVIDE ELECTRONIC INFORMATION FILE INTO ELEMENTS BASED
ON DIVISION INFORMATION
(POSITION IN FILE AND LENGTH OF EACH ELEMENT)

~ S2

'

SHUFFLE AND DIVIDE ELEMENTS INTO BLOCKS BASED ON
EXTRACTION INFORMATION (ORDER OF ARRANGEMENT AND
BELONGING OF ELEMENTS TO BLOCKS})

~S3

Y

ANNEX DIVISION INFORMATION AND EXTRACTION INFORMATION
TO BLOCKS

~ 84

Y

PLACE EACH BLOCK WITH ADDRESS OF RECIPIENT
ADDED INTO PACKAGE

~ S5

Y

ENCIPHER AND SEND PACKAGE TO TRANSFER AUTHORITY

~S6

TRANSFER AUTHORITY {

DECIPHER PACKAGE AND READ ADDRESS OF RECIPIENT

S7

Y

ENCIPHER AND TRANSFER BLOCKS TO RECIPIENT

S8

RECIPIENT Y

RECEIVE ALL BLOCKS

~S9

Y

COLLECT NECESSARY BLOCKS

~S10

Y

EXTRACT DIVISION INFORMATION AND EXTRACTION INFORMATION

S11

Y

DIVIDE ELEMENTS IN BLOCKS BASED ON EXTRACTION INFORMATION

~ 3812

'

RE-ARRANGE ELEMENTS INTO ORIGINAL ORDER BASED ON
. DIVISION INFORMATION

~—S13

Y

INTEGRATE ELEMENTS TO FORM ELECTRONIC INFORMATION FILE
AND CONFIRM THAT ELECTRONIC INFORMATION HAS EQUAL
LENGTH TO THAT OF ORIGINAL FILE

~—S814




met hod of the present enbodi nent can be applied when an

36 aut hentication station for which the security is required
particularly stores authentication data of the person itself into an
external storage apparatus such as a hard disk apparatus or a magnetic

t ape apparatus. (Enbodi nent 5) In the fifth enbodi nent, the
security assurance nethod for electronig gnformation of the present
invention is provided with nmeans for naking use of part of electronic
information to secure the originality 1 thegel ectronic information. FIG
10 is a block diagram illustrating o Iﬁly assurance neans used in the
present enbodinent. Since the security assurance nethod for electronic

i nformati on on which the present enbodinent is based is the sane as that
descri bed

ORIGINATOR

ELECTRONIC INFORMATION FILE ~ 11

Y
DIVISION SOFTWARE |~ 12

ELEMENT ELEMENT ELEMENT --- ELEMENT

—__ =]

EXTRACTION SOFTWARE [~ 14

Mﬁ»@@g&ww
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13

! 1 L
TRANSFER | | TRANSFER | | TRANSFER | _ 21
AUTHORITY| |AUTHORITY| |AUTHORITY

RECIPIENT

Y '
BLOCK BLOCK -+ BLOCK ~- 31

1
INTEGRATION SOFTWARE |~ 32

'

INTEGRATION DATA ~ 33

RESTORED ELECTRONIC ~ 34
INFORMATION FILE




her ei nabove, in the follow ng description, overlapping description of the
portion is sinplified or omtted to prevent overl apping expl anati on.

FIG 10 illustrates a case wherein, as an exanple of formof use of the
present invention, an electronic information file is divided into seven
information elenents and divided into two i nformation bl ocks. The

order of arrangenent of the divided info tion elements A B, C, D E F
and G is changed, and they are grouped suitably so that they are
distributed into two 37

information blocks. In this instance,FEbGE_ofSthe informati on el enments are
I ncl uded coomonly as key elenents into both of the information bl ocks.

Further, identification regions X1 and X2 in which division information
of the information elenents, information of
} ORIGINATOR
PREPARE COPY FROM ORIGINAL ELECTRONIC INFORMATION FILE  (~ $21
Y
STORE COPY (OR ORIGINAL) ~ S22
Y

FORM BLOCKS FROM ORIGINAL (OR COPY) BASED ONDIVISION | _go3
INFORMATION AND EXTRACTION INFORMATION

1
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the position and the length of each information element in the electronic
information file, IDinformation of the electronic file and so forth are
recorded are annexed to the information bl ocks so that they can be
utilized for restoration. In the exanple illustrated in FIG 10,
the information elements A, B, C, E and F are distributed in the left
I nformation block while the information g nts B, Db E and G are
distributed in the right information bloCk, and the information elenents B
and E are included as key elenents i 0} the information bl ocks.
Since the information elenents in eagFfﬁéggréﬁtion bl ock are changed in
order suitably and are not arranged significantly, even if the information
block is read by a third person, contents of the electronic information
cannot be read as they are. The information blocks are stored into a
storage apparatus or sent to a recipient in accordance with an object.
A uger of the electronic information divides the
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acquired information blocks into the original information elenents (A B,

C .) based on the information recorded in the identification regions Xl
and X2 and re-arranges the information elenents into a correct order to
restore the original electronic information file. Upon restoration,

the information elenents B and E which are included in an overl appi ng
relationship in the two information bloq§§%and serve as key elenents are
detected and verified individually with each other. Thus, if any of the

i nformati on bl ocks has been subject t terati on upon storage or
transm ssion of the information, ther @g he contents of the
overlapping information elenents do not coincide with each other, the
abnornmality can be detected sinply. According to the abnormality
detection nmethod used in the present enbodi nent, since a key el enment which
is a subject of verification cannot be extracted even |f an information
bl ock is observed by itself, an attack of a
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third party can be prevented readily. Further, no special additional
information is required, and information processing for confirnmation of
the security is sinple. It is to be noted that naturally the
abnormality detection nethod of the present enbodi nent nay be used
together with any other nethod to inprove the security.

39 ' ( Enbodi nent 6) The gigth enbodi nent relates to a
certification station or a certification authority which applies the
security assurance nethod for el ectronge,jQf orgati on of the present

i nvention to divide and store infornathhtgLnfgaseveral pl aces and
accurately performvarious verifications of transaction contents and so
forth between the parties concerned. FIG 11 is a block diagram
illustrating a function of a certification station or authority to which
t he
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present invention is applied. Since the security assurance nethod on which
the present enbodinent is based is the sane as that described herei nabove,
in the follow ng description, a portion describing the certification
authority is described in detail while overlapping description of the

ot her portion is avoided. A first party I and a second party |
convert nutually consented transaction cgpgents into electronic
information and store the electronic infornmati on. However, since an

el ectroni ¢ docunent |eaves no marks ev & i is rewitten, the
originality of it cannot be secured. ﬁ£L€§Qi

possibility of the future dispute, it is demanded to utilize a
certification authority CA which is a third party organization in

40 whi ch confi dence can be placed, to deposit contents of a
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transacti on and, when necessary, to receive a presentation of and confirm
the original. However, where an original is recorded in its ful

text, a very great storage capacity is required for the certification
authority CA. Further, even the certification authority CA may possibly
suffer from alteration, and if it is tr¥ 9ed%o conpl etely secure the

genui neness of electronic information, then considerable difficulty is

i nvol ved in managenent and admi nistration of the certification authority
CA. The present enbodinent is configured by applying the electronic
information security assurance nethod of the present invention and is an
aut hentication system wherein the burden on the certification authority CA
is lowand the originality of electronic information can be secured with
a high degree of certainty. The parties | and Il concerned divide
contents of the nutual agreenent intf:lgEPrnzDion bl ocks A, B and C based
on the nethod of the enbodi nents descHi ei nabove. The first party
concerned stores the first information block A while the second party I
concerned stores the second information block C. Further, the third

o
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information block B is deposited to the certification

41 authority CA I n such an aut hentication system

descri bed above, nfs sRBdH9Beck RGLEa0aNI zations alters its record, the

ori ginal cannot be rdingly, the actually restored electronic
I nformation conveysuwmmlﬁlﬂmof the original correctly. Therefore, the
certification auth ecure the originality of the restored

el ectronic information only by recording a very snall part of the
original. Since the storage capacity to be possessed by the certification

authority CAis reduced and the full cteimsef contents of the agreenent
need not be stored, also the storage responsibility of the certification

authority CA{is madehaldded) A security assurance method for

electronic information, characterized in that an
electronic information file is divided into a plurality
of information elements; the divided information elements
are selected and combined with their order changed to
produce two or more information blocks in which all of
the information elements are included if all of the
information blocks are integrated; division extraction
data in which division information of said information
elements and formation information of the information
blocks are recorded is produced; said information blocks
and the division extraction data are stored or
transmitted separately so that all of the information may
not gather at a time; and when said electronic
information is to be utilized, all of said information
blocks and the division extraction data are collected and
said information blocks are re-divided into the original
information elements, re-arranged in the correct order
and integrated based on said division extraction data to
restore the original electronic information file.

2. (As amended) A security assurance method for
electronic information according to c¢laim 1,

characterized in that said division extraction data is
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I ndustrial Applicability of the Invention As described in detai
above, since the security assurance nethod for electronic infornmation of
the present invention divides an electronic information file once into
information el ements, re-arranges and places the information elenents
separately into informati on blocks and then places the information bl ocks
Into comunication paths or stores the information blocks into a storage
apparatus, even if a third party steals an information bl ock being
conmuni cated or stored, because 42

smal | i nf or makitepet! 6pe0tsn 61ttt PédCHshd a the 15€ Dyt FiFd k@ meBnkhErom
i nformati on bl ock and contents of the electronic information cannot be

read or discricBhBayedn VREKRISaLd id WGl HIYRKRE alice¥eid. okurt her,
mhen the electronic information is to be restored, the originality of the

transmitted.

3. A security assurance method for electronic information
according to claim 1, characterized in that said division
extraction data relating to said information elements is
annexed for each of said information elements.

4. A security assurance method for electronic information
according to any one of claims 1 to 3, characterized in
that said information blocks and the division extraction
data are stored into an external storage apparatus to
keep the electronic information in said external storage
apparatus in security.

5. A security assurance method for electronic information
according to any one of claims 1 to 3, characterized in
that a plurality of said information blocks are formed,
and said blocks are transmitted in a separate state from
each other to a recipient together with said division
extraction data.

6. A security assurance method for electronic information
according to claim 5, characterized in that said division
extraction data includes data for confirmation of the
originality of said electronic information file.

7. A security assurance method for electronic information
-

e 4 This Shoet Has Been
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el ectronic information can be confirned readily. It is to be added that,
where a commruni cation result received over a conmunication path by a
recipient or a restored electronic information file is sent back to its
originator and verified with a stored copy, the originality can be secured
with a very high degree of reliability.

43

according to any one of claims 1 to 6, characterized in
that an information element selected from among said
information elements is included commonly into a
plurality of information blocks, and when the information
elements are integrated, the identity of said information
elements included commonly in an overlapping relationship
in the different information blocks is verified to
confirm the security of the information.

8. A security assurance method for electronic information
according to any one of claims 5 to 7, characterized in
that further the original of the electronic information
to be transmitted is stored; the electronic information
restored by the recipient side is sent back; and the
electronic information is verified with said original of
the electronic information to confirm the identity.

9. A security assurance method for electronic information
according to any one of claims 5 to 7, characterized in
that further the original of the electronic information
to be transmitted is stored; the information blocks
received by the recipient side are sent back; and the
information blocks are verified with said original of the
electronic information to confirm the identity.

10. A security assurance method for electronic

information according to any one of claims 5 to 9,

o
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Clainms: 1. (As anended) A security assurance nethod for electronic

I nformati on, characterized in that an electronic information file is
divided.into a plurality of information elements; the divided information
el ements are selected and conbined with their order changed to produce
two or nore information blocks such that, if all of the information bl ocks
are not integrated, then all of the information elenents are not included;
division extraction data in which division information of said

information el enents and formation information of the information bl ocks
are recorded tsapaodencizied siai dhd hfaor Meaisan olaleoolfs sadd tthéodmatsoon
extraction data are separated so that all of the information may not

gather at a bido®ks adnd essild afierioficiniek tirakeipat datablieckzansittbe
di vision extraction data separated is transmtted to and stored into a

Cert|f|Cat'OntétQ&éQﬂedibiéhﬂfB&‘HéB@ﬂﬁ t308 shii@@dnOmebhadNgNEEbeent

separately; and when t
from the transmission means for the other electronic
information.
11. A security assurance method for electronic
information according to claim 10, characterized in that
a transfer station is interposed in said transmission
means or said second transmission means, and a block of
the information to be sent by said transmission means is
accommodated into an information package together with
destination information and sent to said transfer station,
which in turn transfers the information block to said
recipient based on said destination information.
12. (As amended) A security assurance method for
electronic information according to claim 11,
characterized in that said transfer station keeps said
information block until a request of said recipient is
received.
13. A security assurance method for electronic
information according to any one of claims 1 to 12,
characterized in that said information blocks obtained by
the division of the electronic information file are

possessed divisionally by a certification station and

\_. .
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genui neness of said electronic information is to be confirnmed, all of the
i nformati on bl ocks and the division extraction data including that stored
inthe .certification station are collected and said infornmation bl ocks
are re-divided into the original information elenments, re-arranged in the
correct order and integrated 9

based on said division extraction data to restore the original electronic
information file. 2. A security assurance nethod for electronic
information according to claim1l1, characterized in that said division
extracti on dapartiestoomcemed  anshivtiead sedphredtesltyomic dnfbementoneans
fromthat with which said information blocks are stored or transmtted.

3. A securityiassoripacese®t il fof «diel timfurénatilon Blbicke azecording to
claim1l1, characterized in that said division

collected from said certification station and said
parties concerned and integrated to restore the original

electronic information.
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extraction data relating to said information elenents is annexed for each
of said information el enerts—4—(As anended) A security assurance net hod

for electronic information one of clains 1 to 3,
characterized in that said ﬂj‘i‘“ﬂg‘ﬂﬁﬂ&‘ s and the division extraction
data are stored into an ext apparatus, and said external
storage apparatus is disconnected fromthe systemto keep the electronic
information in security therein. 5. A security assurance nethod for

el ectronic information according to any one of clainms 1 to 3,
characterized in that a plurality of cdaiigsi:nformati on bl ocks are forned,
and said blocks are transmtted in a separate state from each other to a

; gci pi ent togef heagWadnday i Vé&d@F cddAftdrfe d¥thod for
electronic information, characterized in that an
electronic information file is divided into a plurality
of information elements; the divided information elements
are selected and combined with their order changed to
produce two or more information blocks such that, if all
of the information blocks are not integrated, then all of
the information elements are not included; division
extraction data in which division information of said
information elements and formation information of the
information blocks are recorded is produced; said
information blocks and the division extraction data are
separated so that all of the information may not gather
at a time; at least one of said information blocks and
the division extraction data separated is transmitted to
and stored into a certification station while the others
are stored or transmitted separately; and when the
genuineness of said electronic information is to be
confirmed, all of the information blocks and the division
extraction data including that stored in the
certification station are collected and said information
blocks are re-divided into the original information

elements, re-arranged in the correct order and integrated



6. A security assurance nmethod for electronic information according to
claimb5, characterized in that said division extraction data includes data
for confirmation of the originality of said electronic information file.

7. (As anended) A security assurance nethod for electronic information
according to any one of clains 1 to 6, characterized in that one or nore

I ndex information elenents selected fromanong said information el enents
is included commonly into a plurality of information blocks, and when the
information el enents are integrated, the identity of the index information

el ements inclbalesd ®orgmid \aivisdomoeatiraptiiog dalkat tongbspora the different
I nformation blocks is verified to confirmthe security of the information.

8. (Del eted).orfgidde| &lbroniltl infAsmarabaed) 18, security assurance nethod
for- electronic information according to any one of clains 5 to 7,

characterizedyin 4 @%g:u%t&e%tsu%ﬁc_@f meéfhdd EOF LB £ £ Db Ofkso Sk St d

division extraction data is transmtted to the recipient by second

transm ssion QE@Q?ding to claim 1, characterized in that said division
extraction data is stored or transmitted separately by
different means from that with which said information
blocks are stored or transmitted.
3. A security assurance method for electronic information
according to claim 1, characterized in that said division
extraction data relating to said information elements is
annexed for each of said information elements.
4. {(aAs amended) A security assurance method for
electronic information according to any one of claims 1
to 3, characterized in that said information blocks and
the division extraction data are stored intoc an external
storage apparatus, and said external storage apparatus is
disconnected from the system to keep the electronic
information in security therein.
5. A security assurance method for electronic information
according to any one of claims 1 to 3, characterized in
that a plurality of said information blocks are formed,
and sald blocks are transmitted in a separate state from
each other to a recipient together with said division

extraction data.
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Qifferenp fromthe transm ssion neans for the other electronic
information. 11. A security assurance nethod for electronic
1 . . information according to claim10, characterized in that a
transfer. station is interposed in said transmssion neans or said second
transm ssion means, and a block of the information to be sent by said
transm ssion nmeans is accommpdated into an infornation package together
wth destination information and sent to said transfer station, which in
turn transfers the information block to said recipient based on said
destination i¢foraraidcatrityldssubakbet fdihod 3fof Delederhnic information

according to claim 5, characterized in that said division

extraction data includes data for confirmation of the

originality of said electronic informatiom £file.

7. (As amended} A security assurance method for

electronic information according to any one of claims 1

to 6, characterized in that one or more index informationm

elements selected from among said information elements is

included commonly into a plurality of information blocks,

and when the information elements are integrated, the

identity of the index information elements included

commonly in an overlapping relationship in the different

information blocks is verified to confirm the security of

the information.

8. ({(Deleted).

9. ({(Deleted).

10. {As amended) A security assurance method for

electronic information according to any one of claims 5

to 7, characterized in that at least one of said

information blocks and said division extraction data is

transmitted to the recipient by second transmission means

different from the transmission means for the other

electronic information.

11. A security assurance method for electronic

11
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information according to claim 10, characterized in that

a transfer station is interposed in said transmission
means or said second transmission means, and a block of
the information to be sent by said transmission means is
accommodated into an information package together with
destination information and sent to said transfer station,
which in turn transfers the information block to said
recipient based on said destination information.

12. (Deleted).

13. {Deleted).
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