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20041010373 PCT/ AU2003/ 000934 1 A METHOD OF SECURE
TRANSM SSION Field of the Invention The present
invention relates generally to security systens and in
particular to s secure transm ssion systens and
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Background Exi sting security systens are of severa
different types. One type of security systemutilises
a smartcard as a key for access to a secure |ocation
or secure equi pment. 10-the smartcard contains
security information providing access via a snartcard
reader at the access point. A user presents the reader
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the reader actuates a control nechanismto provide
access. Thus, for exanple, the reader may signal a
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Another security system utilises a biometric sensor to control access. A user

must provide biometric data, normally a fingerprint, speech, or an eye scan via a sensor at
the access point. Other forms of biometric data include facial details and hand geometry.
Biometrics is a physical characteristic of a person used as a form of identification. The
biometrics data is used in place of, or in addition to a security key, such as a key, card or
PIN. A database or central repository of stored biomefric data is maintained in a
computer, with which the sensor can communicate. The scanned biometric data is
compared with the stored biometric data, and if a match is found the user is permitted
access. This system is generally more secure than that of the smartcard system, but is
disadvantageous in that a central repository of biometric data must be maintained and
updated. Further, significant time may be required to conduct such a comparison of the
scanned biometric data against the database or central repository to determine whether or

not there is a match.
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bi onetric data nust be maintai ned and 30 updat ed.
Further, significant time nay be required to conduct
such a conparison of the scanned bionetric data
agai nst the database or gentral repository to
determ ne whether or not there is a match. 26 March
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The smartcard may contain biometric data and the smartcard reader may comptise
a biometric smartcard reader for obtaining biometric data directly. The biometric data may
comprise fingerprint data. The biometric data may not be transmitted to the remote location

from the smartcard reader.

The method may further comprise the step of providing access using the access

~ mechanism if the translated signal is determined by the access controller to authorise

access. The access mechanism is able to provide access to at least one of a door, portal,




transl ated signal. The smartcard nmay contain bi2§idaich 2007
data and the smartcard reader may conprise a
bi onetric smartcard reader for obtaining bionetric
data directly. The bionetric data nay conprise
fingerprint data. The bigmetric data may not be
transmtted to the renote |ocation fromthe smartcard
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equi pnent and secure installation. The access
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met hod may further conprise the step of encrypting
conmuni cations between the smartcard and the
smartcard reader. The encrypted signal may be 26 March
2007 -3 transmtted fromthe smartcard reader to a
hi gh security nodule at the renpte | ocation. The high
security nodul e translates the encrypted signal to the
other format. The smartcard reader and the high
security nodul e may be separated by a distance of up
to 1.2 kilonetres. Alternatively, the smartcard reader
and the high security nodule are separated by a
di stance of up to 15 netres. The translated signal may
be in a controller-specified format. Preferably, the
controller-specified format is Wegand format, or
cl ock and data. According to a second aspect, there is
provided a system for providing secure transm ssions
froma bionetric smartcard reader, said system
conprising: a bionetric smartcard reader for
encrypting a signal created by said bionmetric
smartcard reader dependent on said smartcard
contai ning biometric data, said smartcard reader able
to obtain
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i nformati on dependent upon bionetric data obtai ned
directly by said bionmetric smartcard reader froma
user and said bionetric data contained in said
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- - - Als6 disclosed isa'syste f%f&tﬁin?gggrzlre transmissions from a smartcard

-reader. The system may comprise: a smartcard reader for encrypting a signal created by
the smartcard reader dependent on the smartcard, the signal comprising access
information, and for transmitting the encrypted signal to a remote location relative to
the smartcard reader; a high security module for receiving the transmitted signal and
translaﬁng the transmitted signal to another format useable by an access controller; and
ah access controller for controlling an access mechanism using the access controller

dependent upon the translated signal.

The smartcard may contain biometric data, and the smartcard reader may

' comprise a biometric smartcard reader for obtaining biometric data directly. The
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Ski pj ack, or AES Rijndael encryption. Comrunications
bet ween the smartcard and the snmartcard reader may be
encrypted. The smartcard reader and the high security
nmodul e nmay be separated by a distance of up to 1.2
kilometres. Alternatively, the smartcard reader and
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specified format may be Wegand format, or clock and
data. According to a third aspect, there is provided
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biometric data obtained directly by said bionetric
smartcard reader froma user and said bionetric data
contained in said smartcard; neans for transmtting
using a comuni cations protocol said encrypted signa
to a renote |location relative to said bionmetric
smartcard reader; nmeans for decrypting said
transmtted signal and translating said decrypted
signal at said renote |ocation to another format
useabl e by an access controller; said comunications
protocol being different to said format useabl e by an
access controller; and an access controller for
controlling an access nmechani sm dependent upon said
translated signal. Herein disclosed is an apparatus
for providing secure transm ssions froma snmartcard
reader. The apparatus conprises: a snartcard reader
for encrypting a signal created by the smartcard
reader dependent on the smartcard, the signa
conprising access information; a nodule for
transmtting the encrypted signal to a renpte | ocation
relative to the smartcard reader ; a nodule for
translating at the renote |ocation the transmtted
signal to another format useabl e by an access
controller; and an access controller for controlling
an access nechani sm dependent upon the transl ated
signal. The smartcard may contain bionmetric data and
the smartcard reader may
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- bionetric data directly. The bionetric data may
conprise fingerprint data. 26 March 2007 -4a
Identification using of bionetric data is disclosed. A
smartcard encoded with _Rionetric data may be read.
Actual bionetric data may be sensed. The bionetric

dat @he sﬁggmrﬁas;m@e&we&a fgdnﬁ@Y)EtS NeDiRe LRPREREIW th the

sensed bionetric data for verification. Access nmay be

encppfighlammunicHionghebirst fhe emerterd 2nd Bismaicad reperarsy @ and
enchypRd. TRNGREtcHl RAB hACHhE RLR sdBl G hoddRindy g@%plnﬁl’é@ l)y g

that the bionetric data encoded

f
dlsé%',o{{gtﬂg 4 dlopgirgsedternatiyelyiheyprparicard r@éfr&n%ths h@a | n the

secBiRirlo@@E chaiBY schfatcdiBy d MY §ERANBIMREe Sour ce of
bi onetric data associated with the smartcard, encoding

the scanned bionetric data, and storing the encoded

bi OTR tanSlatdd@tidnaPilay Befin & FBAtkolI-Ghecifidd Wbtk AN béduengat a

nclude a fingerprint. Qptionally, a detail |evel
Spe‘gg%d %@@B@El fi é@andffGP“aé’(%ﬁlﬁFli’ﬂ@“dtqﬁ@ bi onetric data. 26

March 2007 WD 2004/ 010373 PCT/ AU2003/ 000934 -5- Bri ef

Description of the Drawings A small nunber of
o bATHCHIARE S oeRecl PP APIREAE] APPSRt ISP aTtc o

tranﬁrﬂlsdichle frof a BWATREHS smaritardda8dd; sal afpathius LorhtisRg:1 s@brdagv €l
ow djagram il lustrating an enrol nent operation of a

bm%?%%é% i %’ﬁ‘éﬁ?‘t“@érs’é“"%%‘t@ﬁy SHé PiRBr g STRariGRIE PR
dep&idat be S Ckniaf@@Pdon@hing BoREEE dét!ﬂ saldiéiﬁéi%ﬂélfbﬁ&r 414 10 oBBin
odi nent_of _the invention; is a flow diagram

b“"?‘ft‘i“ifg’f"‘r £5hopai sighal euisigg acss anffmnﬁ@n&eaep#@@m. nt on a
biorfidtid da€aiblinb$ difeGlytby ki@ BBinEi6 sridiRhrt 6add 81 6 Q6L hnd said
'I'Eiroﬁ\%adl n% further detajls of the 10 enbodi nent of Fig.
biorjetridgafy comaiped i safq I G P RIH! R YSRE 2 SOHRBAERS of
proty@l salid/dnBigptad SignaIdEk re@dcldiatidairemRk kd id bRk Sakriard

enc oder provi di n%q]iurther details of the enbodi nent

readgr; megiy for fecrﬂi“@g sa sitted sispal pndfragypting s fegepirdiisnitatt he
said HérfiddClotiien Lfandiked foRGR uRELIEBYEN Acehd LoRkroller; said

communications protocol being different to said format useable by an access controller; and

an access controller for controlling an access mechanism dependent upon said translated

signal.

Herein disclosed is an apparatus for providing secure transmissions from a
smartcard reader. The apparatus comprises: a smartcard reader for encrypting a signal
created by the smartcard reader dependent on the smartcard, the signal comprising
access information; a module for transmitting the encrypted signal to a femote location
relative to the smartcard reader ; a module for translating at the remote location the
transmitted signal to another format useable by an access controller; and an access

controller for controlling an access mechanism dependent upon the translated signal.

The smartcard may contain biometric data and the smartcard reader may
comprise a biometric smartcard reader for obtaining biometric data directly. The

biometric data may comprise fingerprint data.
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invention; is Fig. 4Bis a table illustrating an

arrangenent of security keys used in the smartcard of

Fig. 4A in accordance with the enbodi nent of the

invention; Fig. 5 is a fupctional block diagram
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for prunipgihebipmetic ddmd 30 Fig. 11 is a flow di agram
illustrating a process of providing secure
transm ssions froma smartcard reader in accordance
with a further enbodi nent of the invention. 26 March
2007 WD 2004/ 010373 PCT/ AU2003/ 000934 -6- Detail ed
Description A nmethod, an apparatus, and a system for
bi onetric smartcard readi ng and encoding, as well as
for secure transm ssions are described hereinafter.
Nunerous specific details are set forth. However, it
w I'l be apparent to those skilled in the art in the s
light of this disclosure that various nodifications
maybe made w t hout departing from the scope and
spirit of the invention. Enbodi nents of the invention
provi de equi pnent that synthesise bionetric and
smartcard technol ogies to provide a smartcard reader
or encoder that elimnates central database
comuni cations infrastructure. As the smartcard
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hol ds the bionetric information, the requirenmer6 March2007
central repositories of bionetric data 10 and

associ ated security issues are obviated. A significant
application of the reader or encoder is as an access
control device at security point, whether for access

wohdomsgoor or other portal, or to a cop@EiR60s3/000934

net wor k, or other secure equi prment or installation. In
the follow ng description, the terns bionetric
smartcard reader and bionetric is smartcard encoder
are used. A reader is a device that is able to scan a
person's bionmetric data and contactlessly read a
smartcard to obtain stored bionmetric data. The
‘bionmetric data is preferably a fingerprint. The
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be used for enrolnent of Dbionetric data and other
fathasebadipgntiofiheitrertionn on a smartcard as can an

- encREl@is 5 IRk diagram illustrating a process of secure transmission in accordance

with the further embodiment of the invention, which may be practiced with the system of
Fig. 7;
Fig. 9 is a block diagram of a secure transmission system in accordance with
another embodiment of the invention; |
| Fig. 10 is a block diagram of a secure transmissjon system in accordance with still
another embodiment of the invention; and
Fig. 11 is a flow diagram illustrating a process of providing secure transmissions

from a smartcard reader in accordance with a further embodiment of the invention.
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ease of description, the following text uses tR&Majgh2007
terns bionetric smartcard reader and biometric
smartcard encoder substantially interchangeably, but

the noted distinctions s should be borne in m nd.

Bi onetric Smartcard Reader or Encoder |In accordance

wovdok/mosd enbodi ment of the invention, a RitXNBckHR34

smartcard reader or encoder is disclosed. Fig. 5is a
bl ock diagramillustrating a smartcard 540 and a 10
biometric smartcard reader_ 500 in accordance with an
enbodi nent of the inventi'oqﬁ'. This bionetric smartcard
reader 500 is smaller than other biometric units. The
bionmetric smartcard reader 500 includes a bionetric
Degs®Dektiticoupl ed to a sensor control nodule or
printed circuit bpard,520. The.sensor PCB. 520 contains
P ol Stefigh & pipeal e F SR S iSRS e R e 1 (o
eflatimg, s tvell as Hrsctabiramsdisgorts ate deepbeldenimafisroNuwuabusg a

, . 1 . : .
AR S0 B0 ORI EME o PRI by oot
light ofithil diictoalre thatatgrions Ayedificajions mayrheinsadeiwishput departingsram e

J / nt

t]ge:lgogrg i%?%?g{t o thERivedtibg) %&g@h@ ofﬂl%%ﬂ%ﬁﬁmgﬁe & glélﬁ

use mnuti ae r erence polnts, r

thap eyodasiseibinmetpand apasisard fegimologismigipeoviders spggtqard reader or

-eﬁc%ﬂér%at BfRnReQ el SRRk 86lurh Ghid i SIFREiRlcRrd, SRR smBlsdd

530 and sends fingerprint data in a given tenplate to
heldethe higpptlg inforpatitiethe papremeny of oayirglieropitories ofbiometais defa t o
ahd\{s§cla0 3écBrificudd BicdbRateRt Asibrii AdhitpslitafidnGA thd 1fdd or Thi s

i S r,eferablﬁgl dog‘f%kg%/ present]j n%t e smartcard, reader
€ T35 af) AGO slcﬂgro %té?cang‘p@{nt,- I]:}e if%rﬁcqepﬁewaadoor or
ofBEyotteibdo b egtliker, RER 36 ofiiRLSetirs &ftignivat & mtatlgand 540

if in close proximty and comrunicates with the :

smartcard 540. Preferably, the smartcard reader PCB

530 ilIs the folbonigaledctigim, thetebimstigmartdahi feadesanChiometric

Mfare(r), utilisi h j . f for .
B b A ol B AR jeBlelBlenl Sherob o
deth endsentettivestitresdoadertcaiB o530 stogd bisneiy dutedThe brenetric

I ol
d%?%a#%%@%ﬂﬁ%h%%@??‘#ﬁﬁ&%? k3 eREpatlh PR e ORI 10,
mairio & kel 2w ay). EhEwIvk Fead eferdfionyney coparalisated i He Feada fit thon
stsrtchd, HEErehdePmBNGmpREs A0 scalRYBYfEic ita Wdlstordd®icapRr ent
to those skilled i1n the art 1n the #mght of this
defp pdetsTuipeif theenis vueh Tharrdesmaphe loered i eprseeshRynt o
phb$T6l ad¥bds iPaocHEER areg%ipﬁweén 2 séélﬁg}a &t ﬁgﬁﬂﬁnﬂﬁ%&&hfﬂ df

of the, i nvention., rch 2007 WO 2004/ 010373
theeqmparisesn HRuesians able to perform the functions of a reader mcluding

contactless communications with the smartcard, but also is able to encode a smartcard
with personal details and biometric data. More particularly, the encoder preferably
includes a logical access system where all access in a facility is controlled using a card,
i.e. for doors, for PC access, etc. Such a smartcard access system by its nature almost
ensures that the user does not forget to leave the smartcard behind. Preferably, an
encoder has an appropriate interface to enable the encoder to be connected with a
computer to enrol a person’s details and biometric data on the smartcard using software
running on the computer. | The encoder stores biometric data in a two-dimensional

structure or template and card holder details on the smartcard. The encoder may have an

- insert slot in the housing body to receive such a smartcard. The slot allows detection of
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8- More preferably, the bionetric smartcard redddasbh@o07
i ncorporates a bionetric finger scan sensor 510

(e.g., for scanning fingerprints) with an acconpanyi ng
sensor PCB 520. The fingerprint sensor technol ogy may
be optical, capacitive, thermal, tactile, or a

woeeowimosrat i on of the foregoi ng. An exanpl ETofuzessmyssor

arrangenent that maybe used is a s Bioscrypt product
provi ded by Bioscrypt Inc. including an Authentic
sensor, a Bioscrypt PCB, 7and Bi oscrypt's own encodi ng
algorithm Alternatively, the sensor arrangenent my
be i npl emented using an ST sensor, a Yuean PCB

provi ded by Yuean Bionetrics, and the Sagem
ﬂ:@ls@l@dtdafcfdﬁhn@in sﬁccﬁﬁiglpﬁe@ss.pjk @ﬁﬂﬁtca@bﬂ)biu@&ld‘ox’@Mﬁﬁ&&ﬂ@ n

I CGe
i 4 R e M R i ey et freloie, TPy
edse oﬂfémmlmqnt, the ddllowdigixt weas thatwoderns bantmc ewartchrd reagerabd es

RS AR 0, B Sl doll i

sltduld@e@p@@hnsmde that other bionetric sensors may be

practiced wi thout departing fromthe scope and spirit

of the |nvent| on. The sensor 510 and associ ated PCB
DAL e age L Enidiger pri nt and generate a

di gi t@hccsﬁ%eaﬁ%@&ﬁb%mﬁt o iR tnvbAtRE S tRsThoic shiartChi DRt
bi onetric isais perspectlve vi ew of a

ORFIGoAst 18 id@clg%r Fig aSrIEia ?@-‘éfd%ﬂrgrwéius e meiBEti8end e
bioBREHE kmatErdebadertS0gin a5coh’d&ﬁéeblﬁiﬂ1rhﬂ eRbdiiRee b thCinBe@HGO IThis

610/5 10 PCB, 520, h

B U g R AR S A S
srhﬂ‘toard&eaﬂg{ 580 ioluties a blveSirBEs6ra1 O c(fﬁlﬂlta?] to saﬁaum()t ﬁtﬁiolﬁm)dule

stor a di r.eprese metric

3 Bl ey B RESE RLPisal Porting if il BT REbdebsng of
emmhg soaninebd bmmetus data\mtoht stﬂt@leahgmheprbswzstmn Mslﬁm gifren)
d?n?ﬁ?ja? onth-rlilh(% ﬁ’; %e}n? afh%ﬁgé"egpill&?i% s%pe@ %:roﬁ(felg%% g}@fe}abﬁbéﬁh %otmc

as 4 digid inzeige.ndn tiemlﬂsm Is umﬂttnr generhte ﬂh@ensﬂm d’geﬁlrg@@’r!mq, t he

.e)MnI ge? gffeﬂegaggggrﬁﬁg o g %%flagl?gééncg%&ﬂtg oy ggge l‘%g’lt or

siwa‘adts ﬁ?@é&mﬁﬁﬁlﬁ v&téiﬁmat&oaﬁe SRrSRONMeE e b, 4B.

hese e /S can be deS| nated as read and read/vvrlte
wﬂa@yl & alspigple fodytsrmogate gpdp data feoge msnagsteard p40, (Lhis is preferably

déﬂ%'b&b&kénﬁﬁ&th@%nérﬂ&ﬁd ey PEB 586 Rith 8 sBhrtcaA SR ¥AASE tha
characters and_ can be cha&g%c(ilq&v\hen t.he ectors

'S%w’@w?a@?réﬁ %0 F‘E‘Ff%%?ﬁ‘ih% siRarigprg 0 & prgximify an

cRERRTIEARE Geth vuetsiaaﬁobﬁ seoripacterBInl thddmattbed iehdeePCRB 630 is Each

it e Sk e o STt iiegs B Brdliedp 414

ompitt @bmunitLionbetwebh the smartcard 540 and the smartcard reader PCB 530 is

encrypted. The encryption utilised with this embodiment involves a proprietary
encryption method of Mifare®, which is embedded in the Mifare® smartcards. Another
option is to use DES encryption. However, it will be apparent to those skilled in the art in

 the light of this disclosure that other encryption techniques may be used without departing

from the scope and spirit of the invention.
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30 of the follow ng security parameters for use&biManchg007
systemof Fig. 5. a facility code, a conpany code, an
access code, and an issue code. The facility code can
identify a facility that the smartcard permts access
to for a given entity or conpany, which is identified
wohyuafesdhar ch 2007 WO 2004/ 010373 PCT/ AUES0f2080834 9
t he conpany code. The issue code identifies how many
smartcards have been issued to a person. For exanple,
if the issue code is 3, the systemmay hotli st
correspondi ng smart cards 8or the person with issue
codes of 1 or 2. s Dependent upon the format of the
digital bionetric data, the smartcard 540 stores such

dat ayagE ﬂ%ﬁrat)mh@!imzﬁ&ﬁ@sﬁi@lﬁir@ fe&dews@dlne@pdm@sﬁmw@
keys for each sector qf referr

grb 50 SROE STy s St o) PO Bp B SO B
5%0. nme ﬁﬂgelrﬁﬁlt seﬁ@gfe&&el\?gzmﬁ)dﬁ ggﬁca: gfgalélgtrestheﬁm , tetlaph e,
0, a u
o P e Tore B S0 ARG of A B PR eft o Y hledisg
Blugérgs ptodmg proVided byeigsciypdhe. tfvinding am Apihergie senadri azﬁtowa@t
: Pégb%d %{ed%crgpn g ogm%ncoamg ﬁlg,srftﬁrg gﬂ&@b@{ﬁc‘ﬁg Cfeﬁgxsﬁﬂﬁé%hent

or | not e ove, each
mepbe mplensgd@mgcau&"@mr s Peseh PCB plowided oy YuewBRmetHes,

ahd the¥ agB{] 'alggnﬂngoér a%@&bleﬁ/ B\SIO&IE "prBﬁ&’eq%E( S@&@e@ @&'poratlon _

I hcor es a tanp reader is

inckiding p BeciGenr M08 a\ﬁa@uﬁen PER ap@ﬁ@ éwuﬁé@@lg%hm f Yillctbsthsh 2
SERBeRibddl §61ﬁﬁc£1|n§ag bk Bradtiehd tﬂﬁteﬁéﬂﬂes é&g@&%ﬂ kdped distn.
reat er detai el ow, use gﬁ {@és mar t car d
Frexst atrwill !a@@péﬁ%tm f@gsealell?ﬁdp Fbseéa mpté? Ughe Fﬁémafe that
ofRE U R irie s8iN6R Iag e ﬁﬁﬁfcécp\ﬁﬂﬂutt dép@@fgﬁﬁﬁl th©scBpERE bk of
| ocatj on_or equlpnent, %ﬁggﬁ Lost 3@ stol en -
the igyFRtiol, e KusgT %]Pé‘“%ﬁﬁ&“ a2 Fra SBETFPR S IMRETY A he
' g%ﬁfate a@igial I@ﬂar@d&nﬁﬁﬁﬁrof thay fthe&ffint d@(ﬁgltahmbmhﬁv éatd. i 6dwa ect
i onetrjcs
PSP vist of ABonnal S ke Sf et b ehake 40 of
F@di/ﬁdhagga Bibmetkit ssnenrbid 10pantassosiatedmhsor BEB bzmshavm)
sar,t.c [ t he need for
o RS R e Y e st R B PGt

si nce the blOﬂEtrICS data is stored on the snartcard

540 102 o130 R4 AR 1ol Bl laribl Hene TR

bi ometrics smar car
data. Preferably, the smartcard is a Mifare® smartcard for use with the contactless

Mifare® reader. The smartcard 540 has approximately 1 Kbyte of storage or memory.
Fig. 4A is a block diagram illustrating the structure of the storage 400 in the Mifare®
smartcard, which is organised into 16 separate sectors 410-414 — 0 sector 410, 1 sector
412, ..., 15 sector 414. Each of the sectors 410-414 has two keys, Key A and Key B as
shown in Fig, 4B. These keys can be designated as read and read/write keys. The keys A
and B for each sector are initialised by the marnufacturer (e.g. 10 hexadecimal characters
each) and can be changed when the sectors are written to to contain biometric data in
accordance with the embodiment of the invention. Fach Mifare® smartcard 540 also has
a unique serial number or identifier. Preferably, the 15™ sector 414 contains one or more
of the following security parameters for use in the system of Fig. 5: a facility code, a
company code, an access code, and an issue code. The facility code can identify a facility

that the smaricard permits access to for a given entity or company, which is identified by
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500 can al so be used to enrol a person's fingerdrMatch2007 .

on a smartcard 540. The bionetrics snmartcard encoder
500 uses an RS232 or USB conmuni cations port, in
conjunction with software, to enrol the person's
fingerprint onto the smartcard 540. Cenerally,
wozakinmase or 30 a conputer progran(s) rupelKgoeddobiae
conmputer in conbination with the bionetrics smartcard
encoder 500 obtains personal details for a person,
scans and records a flng§ print for the person, and
then wites the personal ‘details and fingerprint -
------------- 26 March 2007 WD 2004/010373
PCT/AU2003/000934 10- representation to the smartcard
ﬂ{éé&npaﬁp ebRI ahé ¥sue bdde Sdehtifle® bkivrmmiy sdmaaammhvep;embmed toa

flng r|n or mat i vel to .t conpylt er .
iy Satpraphle EROREE IS ok el Rl Er SaBe o o
mhh&aﬁﬂﬁmﬂﬁ@km@ﬂmﬂﬁdm@mxwmﬁlbhk information directly to
the smartcard 540. The information is then erased
fromthe nenory of the bionmetric smartcard encoder s
500. Dahedegmpal thd fognatofisky digite! 'Worhetrig datay themartopid S4¢ erag |
cegder
ol #5th odrB8 17 ﬁ@gﬁ Ao whiR® rf:egmh%kéys 538 B Lt B IC 0

can to ena ons wt scarred

the aredksred pmqumnt Sacbéﬁqefatsemeedtte storea digital fngerpdr  500.
}e ShtRbP &SR 1ht§ ﬁﬁtex fetzfﬁﬂ’lrkeﬁbﬁﬁﬁi% YH&hPCB préduke a

erence to %P . IS hi gh- IeveI@% P
digital GingapTint FpEemiptipmgat éﬁé\paqomgla@b 340 B}‘tec}e% Thelsngh of the
re@ﬁ%&kdﬁblﬁﬂaﬁ?ﬁy %@fdiﬂ@%l e @iTREent KiothétfiOdefidi productsand

mart ca S e bionefric smart, d .en r
gt . AP S5 B  CYEorae g ey pylgr e
idBrBERdnl | C smartcard encoder 500 is |n|t|aIIy idle. In

step 112, a conmand is sent to the bionetric smartcard
encoder 500 to capture a person's fingerprint. This is

pr ef e.‘lpablhayly,dbneacbysmlﬂeﬂ monuudiesra targpen switely s@that if a reader is
ni ca ns,.port Pnd 1441t € 4210/ 610
PO 5 B P s Pl g A BB R R 2

fingerprint imge. The sensor. 510/610 anal yses the

S C an :}nglescﬁt&qf g:g&%ljb%ta@ﬂg%v? ru%ao'f e't{{@&ﬁartcérﬁ %ﬁc%@er 116,

e store
Sm@ablescauthtrmed pérspnpRsEizaPvesfy @mibd @}artc&ré th@PFLﬁ%)iO arswr% 20

IdcﬁloﬁngEHu.gﬁ'f ﬁ)r Maﬁl le! D&t QIR smartchfls 5hdars tufiRabieled thet hE

snmart caf resented to the smartcard reader PCB

pasm, Witk ke lpﬁer e@elbﬁl@ﬁem 348 degsmgt v the sosscldignsics it 500
(.S, Mebh iR o nbAR tHat\@orsd GH thesRlaflcapd 40D Btill Rther, another

advantage of this embodiment is that the biometric smartcard reader 500 of Fig. 5

obviates the need for a central database or repository of biomeiric data, since the
biometrics data is stored on the smartcard 540,

In combination with a computer (not shown), a biometrics smartcard encoder
500 can also be used to enrol a person’s fingerprint on a smartcard 540. The biometrics

smartcard encoder 500 uses an RS232 or USB communications port, in conjunction with

~ software, to enrol the person’s fingerprint onto the smartcard 540. Generally, software or

a computer program(s) running on the computer in combination with the biometrics

smartcard encoder 500 obtains personal details for a person, scans and records a

- fingerprint for the person, and then writes the personal details and fingerprint .
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smartcard reader PCB 530. State 120 at the end 26fMgigh 2007

process 100 shows that the digital fingerprint
representation is stored on the smartcard 540. This
smartcard 540 can then be wused as a security key in
relation to a biometric security system 25 Cenerally,

woshemeyeri fi cati on or access is requir edpdd®Ayighs 00934

bi ometric smartcard reader 500/ 600, the smartcard 540
is presented to the bionetric smartcard reader 500/ 600
and the fingerprint information is read off the
smartcard 540 by the bionetric smartcard reader

500/ 600. The person then presents their finger to the
sensor 510/610 of the bionetric smartcard reader
eRtetidnftothe saanmil ﬁg) Priferalily, iy e eoidivient dops s gt i on

R i rdB PR e gl AR i hrcd
dupagei0fistorss the informmtidnypndbtites the ihforsiati diteetlysethe gmartcard
éé.o'i‘ﬁeligfom'lgtl Lrl Q %{eﬁ eljaied ﬁbﬁ%&}eﬂﬂr& DI} the ﬁl&ﬁena‘gs%aﬁ%#rd én%é{(%l‘

set at enro rirc”smartcar

@@o%eoew@tgmwmc%@@e%ntmﬁ g#iaiDigE for wanmpg hy/igthi@rgic
s&%a{%&%@f Q093 cnahged # @ﬁamel p%aa% Wi sBGred ﬁ%ﬁd@é‘r%ﬁéﬁ

code fromthe smartcard 540 and 1 f the hol der has
eheTFAiBstP Bedhe cagode 0. pTthPfé@ég set fogth @sgeqt% degseibwithed by
r&fgﬁn&it@mgtlti c smartcard reader 500/600 to the
smartcard holder. Verification is strongly dependent
on enrolnment. A score of 100 applies for a high

qual imiy, lamﬂhug]ﬁmrcﬁﬂbwﬂﬁgﬂainaﬂlsﬁatﬁgk‘[&ﬁlsuﬂh Fﬂaéeagsthmloﬂ | evel
The

f f .60,
PRbingns ey Rtk ol B4 o ST Mrgiag totgetis,
sgandaeiincodof (i., Hiemgicami) SODk0AI Instaef] 1Emliemlicrmic shisa@es s
E{tfger 550 1ssimﬁlffl]|r}m&le ]g gtfa?a i fzeéj cofnn(l)a}/le gsl olg aogtr}]ﬁn%org | L?fa%tes

rirc

- esepdent508 focbapie a@e‘sqn sﬁmgedmﬁnms . preforabllyndoaa by the tdngpluter

,al 'S SO ware I's run on
epeoder FO0@ paptiens A do gasting image. ihe wenseri 530/6 Heanalysse the snanrsd er

P50 Ond lafef &1 ALY Iﬁ'&%ﬂqﬂ(iathﬁ%?ag%s c Hﬁ%ne data t séored

conmuni cat i ons port ant R
iy gryatagdo Lhis isopesfisabirdong bytae sensoy P§§ S@mmcpmbmhgn with thie gensor

536 1B &l U1 e EihiicHEA08 pRsenfell Rfthe diti@drl REHS PEBY3D EndliRe
practiced w thout CFJBoartln fromthe scope and Spirit

bippetris datp frpm feisgisor HGP w0 dyvitten inte the smazisarditd Bahs ons

sinmmsrd(rmhﬂ mmis)) Biste U 2Bt @ ch@oRRSHERss{ 100 sHoATTNhEBEitDNS

link.is o
fingerprint repreg ntatlon is gtored on the smartcard 540. This smartcard 540 can then be

u?i%%%]g%né%\gic Qonggc?'ggﬁ Eétég{/ lél?tﬁ% %}eﬂ@o&%l B'ok&x@%ﬂo&%& Stk "

used as a security key in relation to a biometric security system.

Generally, when verification or access is required using a biometric smartcard
reader 500/600, the smartcard 540 is presented to the biometric smartcard reader 500/600
and the fingerprint information is read off the smartcard 540 by the biometric smartcard

- reader 500/600. The person then presents their finger to the sensor 510/610 of the

biometric smartcard reader 500/600 for scanning. The fingerprint representation read off
the smartcard 540 is compared by the biometric smartcard reader 500/600 with the

~ fingerprint currently-obtained using the sensor 510/610. If there is a match within the
- detail level st at enrolment, the biometric smartcard reader 500/600 checks access
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properly. Communication between the smartcard r28ddaich 2007

PCB 530 and the conputer is preferably triple DES or
Ski pj ack encrypted. Therefore, the infornmation sent
for access to the conputer is highly difficult to
conprom se. In step 216, enrolnent of a person's 20

wohmagmesprint i s comenced. Preferably, tidraau6038008 by

clicking on an enrolnment tab in the software
application to commence enrol nent processing. In step
218, personal details of _the person whose fingerprint
is to be enrolled are obtilned and the type of
smartcard being witten to is specified. The rel evant
informati on may include one or nore of the person's
phAREes uﬁlﬂ%ﬂlb hdxlyss Gﬁﬁd‘mnﬁﬂd‘mﬁﬁgaé@ ﬁxﬁand Ak esHerdasifproprise

I ssue .code fernativ the s

055 POHEE A= PR B Yl ig P ke i g AP e ¢
sipdreeprd 2kder. Witk ik afbnglgﬁq}ehdehﬁmehmhﬁent hescbiernd®d0or i nt

it Peheh SRl Pulli T ARedof BBh e by 1ok e

sqm:afdf W@ Ifer exantipde. The lﬂuesd@tl mvdal niaebevarrbd)to aﬂjlmt quaitsaxd cogent
E 520 is specified. Odinarily, the quality 30

1SVSet as hi gh as possible to avoid m sreads. However,

the quality can be adjusted downwardly to avoid or

DEGEUF e R E b e s of scar tissue and ot her

Taberrati ons on person's finger. Instep 222, the
per s&ig- %wfa.mvg@qb&%ﬂow diagsfra gEaRrecessi280 pffaradidngg ingerprint

us%%%/ bt srrafcNPE R Rl @95&1 oﬁ/@g 40 %ﬁﬂﬂﬁﬁ%ﬁte 210, a biometric
/ AU2003/ 000934 - 12- metri nartcard encoder

sefyayedppicationds wper ﬁg&c%in Aé n?fF Yepihrsr-?? L SIHME]. The
céhfuitr adnﬁmscfl zgﬂlil%ﬁjl-&ﬁc S6ato1e ehcbden g%dmm piiéferglﬂy wgt a 32020
t sSensor to e Sens . e

PR SHRPSPEh dn e SETRE KA oruSE Port OB, | ¢ i
gmexfamy by G:{DM s PigsY) is seXeBed 520k softvare.cOthedntinticos matheon i s

en, s rtcard read PCB 530 ang m

et dellir R RE SR AR B PR 2L B
cdmlmmmkaﬂﬁlé Jinka{ CEME pdet) iisstestral deertsure the tammumatios llnh & ogeratingt y

8l E0p AR ARG Rl Y O S
pufstablyriirieBES) qaﬂlmm ark efrdtwtddn Ghaseforie shesinformation eenbigt epgess to
thg%% P hfg@méﬁs.ﬁt Fﬁsé hg sﬂepm%ogﬁpaﬂﬁt of a?f:e%%ﬁ’st he

erprin not transferred t
fipgsravot i pommpenoady refaa@béy iﬂnﬁys flape by eligking an & ﬁ(nm(b}leﬂt tah én the

sdtivAtelabMichtfon tESmGecd &I&E&%@c&m |H‘”§6H218 Ipesshid dedAR ofNd
processi ng contlnues at te may OcCcur

thepereqnpThese finggrgrint isto a%@qr@}eé A BP%‘&T@ a?é ﬂw type of smartcard

being written to is specified. The relevant information may include one or more of the

person’s name, facility code, company code, access code, and issue code. Alternatively,

the smartcard may be pre-encoded with some or all of this information.

In step 220, the desired detail level of the fingerprint is specified using the
software application. In particular, this is done using a quality meter in the software

* where the detail level for the sensor 510 and PCB 520 is specified. Ordinarily, the quality

is set as high as possible to avoid misreads. However, the quality can be adjusted

downwardly to avoid or reduce the effects of scar tissue and other aberrations on the

- person’s finger. In step 222, the person’s fingerprint is presented to the sensor 510/610 of -
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deternmines that the quality is adequate (YES), 26 March2007
processing continues at step 228. 1s In step 228, a
smartcard 540 is presented to the smartcard reader PCB
530 of the bionetric smartcard encoder 500/ 600.
Presentation of the smartcard 540 to the smartcard
woneaoes7s PCB 530 results in the encoded fpagarnisisbss
tenpl ate and rel ated keys for each sector being
downl oaded onto the smartcard 540. The comruni cati on
between the smartcard 54Q_and the reader PCB 530 is
encrypted. As noted abové}the encrypted, 20 encoded
fingerprint representation is normally stored across
several sectors in the storage of the smartcard. Also
tetiGadied sntiféatd ensoNSHOBONEA] the p@soRBt fingéplim ¥s sb@nat Thed

on the . spartca 540. .. n ep.. 230 k,is ma to
o8 et T PR Sosfids i oot e i St BT me AR
53tcBedsbnmation if tide cided with the spebifi@ Aoritieh withia tersersor(PUES)
So0c e B ftohor i e Bh 185 BRI R0 and o ter
eB@0ded anfo thiesmasicasd 5H) ock 2s 230 returns fal se (NO),
processi ng conti nues at decision block 232. In

deci sion_block 232, a check is nmade to determne if

t he Jadeciseoarbipck yrb a ghselpis madeip deterprined Ethe qualjly of shg semned
ﬁhgﬁmﬁﬁﬁ&%gﬁ&ﬂﬂ@%&m&ﬁMW@ﬁH@mﬁ@ﬁ&?ﬁhH&%&n%ﬁﬁhﬁ@@B@zoA

new smartcard has default values 1in its storage,
defrryines gualibie d'hs Wigmetas fprivard cpondes §eMUo00dydicars thisdo et or
c&?@im,l sthee fd gthéb@ﬁriné B lprefe?éablﬁif'oﬂ@énisféﬁécb’tlo thd cglhﬁft@.a Bile typ te
Oof.. shmar{car \' e useaq, 0] ex e rom ai eren
q3)ttniy ‘“'&E"ct%?‘@stﬁeﬂ 'éfé%:‘ie@i"?f{f" agﬁé’”f?g%ﬁ@ 8P A0 )| se
pfdéshing aualiin@s htsgp e 'Eb&ﬁﬁhytoy@ﬁzgglgpla ititrSs. hlad@isioﬁ btk 2at
rocessl cont l.nues e 4 ang. t he or ct
e Telie GBIV PR aR (YRR irepiiing 2P bRt §61 280 e
Processing then continues at step 236. If decision
-ggfﬁé%@%g%%ﬁr Da SR04 ?r\és\%%cgtn%#e?séo c7a§dde%1der PCB 530 of the
biogletic Mgartcalden¢odES)/690: Preeitimyofthadniartuad 54kt B epaRae.
j ' pned
r.%g?r%ﬁ%@%@ms AL BRbaed %@{ %%blgtﬁglric{ ﬂg@%g Eééfs PR

presentati on I nstea reviously

sqsfoz being dewnioadediento therrmenteanl 40.r BretommRORtHE detwéentiive
s%}fsc%%&o éﬁ%eﬁ?&ier W%ﬁf%n ey n%%ﬁtab&‘é,ecfﬁe Abrype£P

s Details of Verification Process After a
epcofrddingrprint ropespngaiiemis asmsiy deredl asrospievereleertornindhasiorazen
oPthE sl Ko PisRal dSHRY 4§ Bithél idihatiNErhhy beGREda@R uRf the

enrol nent_ on the smartcard 540 nmay_ be Trequired.
smarteard 540. In step 230, a check is made to determine’if the encoding of the smarfcard
. 540 was successful. If decision block 230 retwns true (YES), the fingerprint template has

. been encoded successfully on the smartcard 540 using the encoder 500. If decision block
230 returns false (NQ), processing continues at decision block 232, In decision block
232, a check is made to determine if the smartcard type details are correct. For example,
the smartcard 540 may be a new or used smartcard. A new smartcard has default values
in its storage, while a used smartcard has changed keys A and B for example. Farther, or
alternatively, a different type of smartcard may be used, for example, from different
manufacturers, If decision block 232 returns false (NO) indicating the card type details
are incorrect, processing continues at step 234 and the correct smartcard type must be

specified fo the software. Processing then continues at step 236. If decision block 232
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Fig. 3is a flowdiagramillustrating a proces263dach2007
verifying a fingerprint scanned by the bionetric
smarteard encoder 500/ 600 and enrolled on the
smartcard 540. In state 310, 10 the bionetric
application software is | oaded. In step 312, the
woaeamesiscations [ink (COM port or USB) hebvawenedohs
conmputer and the bionmetric smartcard encoder 500 is
seretted: " In step 314, the conmunications link is
tested to ensure the |link 433 operating properly. In
step 316, a verification application nodule in the
software is activated. Preferably, this is done by

clickin a verify tab in the bionetric application
TS e @"E%F ATOSESEIRS PRfinucs ptep 3363 i pp 2360an6ther swiattdard is

tdat @lobetiod long e uliontnstoad O PiaABrd SreRbERHM: Bk Ot e
e eaWhich S and stores ‘the
Sﬁaﬁ%gﬂf‘%ﬁ%%?é}? r%%o".f PFEF?CBEGT#E@%% REpcessing themeantimpoat step 228,
step 320, the person's finger is presented to sensor
Rt 0@ 8. Riomet ric smartcard encoder 500, and
‘Fﬁm‘ﬁ%‘&r‘nger print is scanned and stored. The
bi orrehfier & fingerprintrgpresentrionded asSQfkted ik aG G RERSel By 4 e
sRbEaid : he, scanne i nger pri nt
t enpl g{ag’dlf?r om t Loéfﬁl_ 58 g%ﬁéogﬁh%sf@}}%ai S‘I;Qﬁaa%ﬁ Bifdoaded
Fig 3§ édlor dingramcfpstrating aforagess SRoforfying a ffidgdogtit schahed by
@ infetrR Rmbh i | e lo.de lne. if
t :ﬂe verificati 8?3’%%”532’2%‘%?%@6%3&@% G SR BrRRts L0
thS PisStS 2PRlivation spfisars s loaded e n step 33 ticlvemponipatibes link (COM
pasrd1S) Bl Ohd doinfidiriafdhe blonER R ARaRhAGl 98 L83 1S
e

tru ES rocessj ng continues at sta
iR %1115’ ﬁbeegf’iaﬁ%wat’aﬁ lingk & tested i ensing thedink isopdrating prpertyh dit
steyf 316 evetificutien gplidatiorbédleie the 3, Py i
SHOTLIRE if?%%c%%i e S St s FRae oty i

brotessi Agh® LB i rlﬁ?mﬁ%@P@%B‘?HQDﬁW@F-ebS@Eéi& the
segiea S40swittenielibbfingedp e tfbatibn & Bl kd hEakbRPsdRbo, N

. rai.sed. Preferably, a quality bar "and
B b e Bl it e e o 540 e 520,
thejpgsion’s Glg gy isenpésertall b senson S MG 10PE tha bidne®it shiRardRi&3bH, ON

' ' 0..pf..a graphi cal inage of
o PP Bk RIS L Pl Srelu ot S S Pre e eret 90
theprempaes in the geerfsridaeaderRECBHE0 theprapeifingerpin Raphidhont e
cRBENBI IS i fication ar
’ indicat%?gg&ﬁgg?%gﬁ%%?@ﬂﬁ%e ﬁé@%m% %QE%%ﬂﬂg%l
fingerprint and the one fromthe 26 March 2007 WO
20041 QddisonDHhidR 28 ol & r.d 540.
Ogﬁr'fication Fgééégendé%%Q%%Q?ﬁéégﬂgﬁEE%ﬁﬁgWEP“gw
(OK B asacter 3Pp/6 Bgemideniie compsgronaelt foethe pomputer to est{bHEES) |

veppficati@s $f degisioOBIbIIBIL Setiiths thik PPED %o @nhel BSinlid08] TSt
ancp fhe fingerprint on the smarteard is verified as that of the fingerprint obtained at the
sensor 510/610. Otherwise, if decision block 322 returns false (NO), processing
continues at step 326. In step 326, a check is made to determine if the verification bar in

the software was raised. Preferably, a quality bar and a verification bar showing current
levels are depicted graphically to an operator of the application software on opposite sides

| of a graphical image of a fingerprint icon, which indicates to the operator when a
fingerprint has been properly scanned by the encoder 500/600. Raising the verification
1t‘)ar indicates a be’;ter match between the scanned fingerprint and the one from the
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positioned correctly for verification, before 26March2007

processi ng continues at step 320. O herwise, if
deci sion block 326 returns false (NO, processing
continues at step 328. A5 determ nation is made that
the incorrect finger has been used in relation to the

wob@goheed fingerprint information on thgriBdbGmssed. | n

step 330, the correct finger is determ ned before
proceeding to step 320. Secure Transm ssion Systemto
In a security system a smartcard reader may be setup
to give access on a per -Moor basis or to equi pnent .
The smartcard has uni que keys that nust al so be
contained in a smartcard reader's firmvare. The

snpiBd SR GehiSAHE is @ | ofa A efal My fofle] b @rohA@L. LI 8¢cfbionand

Information is fromthe snmartg acce The
blahaog R e GLTS Fepare e es b ey RO BEe
oﬂiﬁﬁﬁﬁﬁoﬁﬁm} foﬁ{rdnﬁﬁahoﬂ,l’lﬁfotfd‘prﬁcessﬁl@béminhds fat tapr3R0.0DHerwise,

th troll f er abl
e i Boak o B Pip 010 Bttt PR A 1< sen

' dateﬁninhmm isanaik et theincorfeonfinger hesticeoused mtrelatim t¢ therecorded

rt ﬁ%rmpéead es%a%c&@%%@ﬁggog l g&nekt;ﬁlggélf@det ined

e comu I ons be R 5 or
bemﬁﬁceetﬁngﬂolsteﬁm her, another exanple of a common
form of comruni cation back to a controller is O ock
and Data. These formats can be cracked or def eat ed
Segirg drangmigston Sysieb or mrat s are usual |y “known' 20 industry

st angar @ity 4 Qert ARt EaddBh S Héls&ﬁﬁto\g'ﬁ/@%&@{s ol pélOt to

grant access and activates an access mech nism.f

dogr basis erto copapent; Sihe gmarteard has ymigpe keys thatmyst PYaigrHRt

a&m@ﬁ&%ade% G Sware. arué@ﬁ&t&éd@eaﬂé@&ﬁﬁmm&taaﬁmmetsmaﬁms in
he i nformation that |rectl sent t

ﬂnéé‘ﬁ?ffﬂallqné? feb‘iﬁ%@%‘ﬁﬂ?‘?fé PrRoqeE TBF SmaTea ?ﬁ 4o el

cobRlREted with' BB S GohtFNER, md\/k&l; ton@bller odnkrels a@eday &¢ bxantpie
$0| nt_and a

t
f ol e G Bere 40 N eoh P bt S Ll
coﬁ@:ﬂléf | (I(Mmhmfbaﬁﬂn betuieat the stidneard regden hndn.’aqcoptrazilﬂ id gsually

tionto the contr r
Wi BRb PO et ot e RS KPS i il
exampla nfrecomsnon tigrin,of eongrietordfacletd d eehtoBa i Clogk and Data.

TI%% % $<%un fé Jl]z%;%hdr rdef%ﬁ&l %{\@e}llnmgaa){ ﬁo?ltnﬁtg l[:Ie kﬂﬁlaﬂm&m

I ona e mater
industrystartdyrds r Bre cbntuotler dsteinines giiether or gos to 50 accasﬁ alaﬁ gstjvates

anaaggegsz;ﬁecp%}]stgn? gﬁ%@d aFhfusihf 8 sercﬁ:ﬁ_‘(,;I gorcess tRag W‘%rﬁn@ ot denft

st an does not need a . controller so

acpdsh. < posible brrseh inseritydies @@@I@famﬁé%‘é%t is digscilyisert e 9907
co%]%%@slﬂg'tz&)td Reddr A2QQ34BARGSMer is removed from a wall or

other connection point and a signal is introduced to the line between the smartcard reader

and the controller, then a security breach exists. The signal may provide information to
the controller so that the controller improperly grants access. If the smartcard reader has
a tamper swiich, a degree of added security is provided. A hole in the wall may still be

made conditional to the material of the wall, and a security breach may still occur, as this

* enables access to the cables of the reader. In confrast, a stand-alone reader does not need

a controller so this does not apply to such a reader.
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-15- In accordance with a further enbodi ment of26tMarch 2007
i nvention, secure transmssion froma smartcard
reader is provided by encrypting the nessages fromthe
smartcard reader in the security system Preferably,
the smartcard reader is a bionmetrics smartcard reader
woadhmee, but ordinary smartcard reader SpdauzB000934
practiced. The further s enbodi nent of the invention
shown in Figs. 7 and 8 addresses this issue. This
applies to the enbodlnents of Figs. 9-11 as well.
Fig. 7 is a block di agrahjf of a secure transm ssion
system 700 in accordance with the further enbodi nent
of the invention. A smartcard reader 702 is coupled to
a hi ﬁfhcé&d@l@&hlﬂ 4 Hirthep émbtﬁliréddﬁbﬂﬂleﬁﬁ&umﬁ’{ sbee alnsyissibine
srmrtcar a er 78% a iot:&rletr CS n%{tcarcd dreader
B rBEEads ST REFO Iy SPCayping e RPRE APR DR The
relzﬁMnZlEb‘hed;mty dysterat Preferablyphesnyarttardreaddn & adricmetriva sidarfcardder

<fr Rt foihdy sl RECEIALS. TERIAEL, ¢ o,
emmnmnhénhesm\dmmfshm Flgs.iTand8 adsicagsee thisdssue . Thitapplies to
ﬂgﬁﬁﬁﬁﬁégﬁg?ﬁﬁgﬁglfgﬁT martcard reader 702 and the HSM

metres. Communi cati ons between
the reader 702 and the HSM 704 are preferably Triple

DES oy Al BicRE aﬁﬁlﬁ Bf’ aosteﬁﬁ’e uﬁk&hs% §telﬁ ROG M RtdoRRAnce with

technlques maybe” enpl oye The HS 4|S|nturn

the Suthersmbediment o5he psertian ﬁrwﬂcesé FRetR 7 %S comied Rt e n

sebify fistdle (840304 Rrbrer819) nﬁersﬁiah&m 164i8r ANGs SEbRitAE out
using the controll er-specified forrér%é ﬂ; ]%N&g

spagigaet ropdepp QHRHG DU Bk 2 SRtard EAriS Ty is

JobRedGemotSly GGk tihatleitdrsadet mztamxefeﬂamy 3fandmotesdble Rratiéh 6
1S CO nectedtot%@ or tch 70

el e g tRader 3 oy qypmte et ersfle P i g o
ar6® Clha Hisane bemwerDie snseicard readel 202aand the ASVDTHH nhaytbe hp 608,

tPie ¢ R R e puRnn e R Sl oo,

Tl e DES orRkipjidck amulypds, emathsrpnerybtion trohmijuesiesmplsysdeen

i g 28 et AL BRI e COnbiabicd Rl beblin oS,
7 ahd the sondrotler P@lare prricslontusing @atcexgrollvwapwﬁqdéormawmmwo n
skglgll Wiekdhl ormiaiHat 1‘&%{ ﬂe@ﬁoﬂ’l\@ lidrmatPg ! QockamdBitd) € fr @YY e

the conmmurication 1 s encrﬁ pt ed, referably
cqmlhgm igeomuecind tokp fgos takch dPtio ppnte oqsfa&%efdhe doorfie” HSM
? 04 Pfflfl&sd ﬁ&hms?n%w bt Bse@ Bl phcB of I \RoBIREH 104, Jor
ormation fromthe 30 smartcard, e.g. FaC|I|ty
e@é’émﬁ'ﬁﬁd‘t‘mﬂsﬂ%&é@@tﬁumer and conmuni cates t hese
val ues

Significantly, the system 700 uses an HSM 704 for each access point and
encrypted communications between the smartcard reader 702 and the HSM 704, The
smartcard reader 702 preferably reads the information off a smartcard and communicates
with the HSM 704 on the secure side of the wall, up to 15 metres away. Again, the
communication is encrypted, preferably using a 3DES or Skipjack encrypted protocol.
The HSM 704 decrypts the message to obtain the security information from the
smartcard, e.g. “Facility Code” and the “Access number”, and communicates these values
to the access controller 706. Thus, communication between the smartcard reader 702 and
‘the HSM 704 and thus the controller 706 is secure whether the smartcard reader 702 is
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to the access controller 706. Thus, conmuni cat i2§Avarch 2007
bet ween the smartcard reader 702 and the HSM 704 and
thus the controller 706 is secure whether the
smartcard reader 702 is 26 March 2007 WO 2004/ 010373
PCT/ AU2003/ 000934 -16- renoved fromthe wall or wring
woizes@medssed through a wall. This provi dasyatsehes
standard of security for access control systens. Fig.
8is aflowdiagramillustrating a process 800 for
secure transmssion. In 5 state 810, the smartcard
reader 702 is in standby” Hode. I nstep 812, a snartcard
is presented for access. In step 814, the snmartcard
reader 702 reads and anal yses access information on
13 edSPOR fhe dall or Wikl 1§ BREss@iatirdughncvAll his prdties ahiger have
t he same ke ndard smartcard reader is

s. |If t
“ﬂ@@&°f§ﬁm3¥§F§ﬂ?§&m%P§ﬁ§ﬁF%sion is sent to the HSM 704

in step 816. Processing then continues at step 824.

Q 'hehgd&sgffiof di bl oﬁegs%ﬁhn% }%@Js%% %r 5D UI%E‘QIEE.{S SioHD %600

isu ocessing continues at step
stad 810, tha smhrtqardampr 70D lsomimdbrmd@ dn §tep 8B tasmaBerd i om t he

pre?ente? %r gc? ssU d&% 8&%81}6% 5181%}(.{ sefieSRPSQNs £ aﬁﬂﬁestﬁb&g? tric

card rea as reader 702. Preferably,
infimpatisnomitersingrietet: e endricard ardshe feeder mpst bpviedicisgpg keph If

a §t o %H'ngrtcahﬁ%ac@ 2 [@%ﬁ rah an%%% 1@hsrlififon e heOhsEs M0 it he

ometric data fromthe smartcard are conpared
stem%l 6c Bropeseing then epniirues 4 atep $afe QHistEisn Hbioms{ric spgrt 15

re2de? BRI/600Gs ed, @ﬂ&%ﬁ BRISprodebbiril BRtinlesat staiB18N &I P Bes]

transm ssion_for acces s sent to the

bigmglFic dait 1 optaingbirony Bs cardholdar ysing fheblomg elb*Bh‘lfzﬁﬁf?b"é“
srdr@Rd Setfler 5b0¥6&1a@ﬁea&e¥402 fﬂi‘@erbﬁwltﬂdlﬁorﬁbﬁw@tahsﬁrtgbrpnnt

R i L R e

défbﬂoxﬁ ﬂ:rétsﬁz@ﬂtdaﬁran?&ﬁlpaxed mﬁeﬁnfgpnemtb@e axesme&@sonnnt éf @p

d 832
vEha2 e B R FRERR. Bl el iR B AR ERAE B e
stmhammgniamhrmmesmfbem@ssmgamnmwi gep %ffslﬂem Fig.

%n&mﬂﬁ&?@ 00 of
tﬁp 8 4? %}e Hg@é‘ ‘é%cgﬁ) aiﬁagntgakrhlﬂg%wn%a Y roma s rrarﬂt']t%ar d
caniralike 706 wirgdbapplapriate opntrdiesiommtisad Wisgenrd. ghe eagioller 706
ezlthréy &%té ess BI% it kEP826r dehit acchss S 0Ralep Qfﬁﬁbﬁdenb?{poh'ﬂ%

reader dependent on the snmartcard is
w@ﬁ@ﬁﬁbﬁéﬁﬂﬂﬂhﬁwﬂﬁwgm%@m@onpr|ses access information.
In step 1120, the encrypted signal is

Further Embodiments of Secure Transmission System
Fig. 11 is a flow diagram illustrating a method 1100 of providing secure transmissions

from a smartcard reader in accordance with an embodiment of the invention. In step
1110, a signal created by the smartcard reader dependent on the smartcard is encrypied.
The signal comprises access information. In step 1120, the encrypted signal is
transmitted to a remote location relative to the smartcard reader. In step 1130, the
transmitted signal is translated at a remote location to another format useable by an access
coniroller. In step 1140, an access mechanism is controlled using the access controller
dependent upon the translated signal. The smartcard may contain biometric data-and the

smartcard reader may comprise a biometric smartcard reader for obtaining biometric data
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corrgler (760 eifie. dl Jiot ap tae f Dreydy SREFRAF G

transnmitted to a renote location relative to tK&March2007
smartcard reader. In step 1130, the transmtted

signal is translated at a renote |ocation to another
format useabl e by an access controller. In step 1140,

an access nechanismis controlled using the access

wosabioek! er 30 dependent upon the trans|giedesamsd:.

The smartcard nmay contain bionmetric data-and the
smartcard reader may conprise a bionetric smartcard
reader for obtaining biong%ric data 26 March 2007 WO
2004/ 010373 PCT/ A02003/ 000934 -17- directly. The

bi onetric data may conprise fingerprint data. The
bionetric data is not transmtted to the renote

A RER THRbidHD b Sraf BRijrRefisbefpaiadRt, Thi gomeist dnds i@ ar e
bl ock .di agr ans of,sE%urﬁ tr ns€1§%%on systens in
trapspgicd i bereete fpeation dom PRt O BRI nt s of t he
invention. In these drawi ngs, nodules with simlar
FioRGhE 0@k blodk disdrdnRQS St trhmimissialssems shiowndance withg. 7
are indicated with cor eﬁgoggin r%ffrgﬂce Qunbers,
FoereOOB RS 91 ISP 0 TS AT LEs modH GV i
fifnefidne! lﬂﬂﬂosg%%tﬁe I}El&%_les Eﬂegmmemg.mem' céi(;zeecmithhobhespm' SS
controller o] 10...9 correspon to the,access
TESGEFRCE BYONRSES, sxeRpt Bpt thy %dmﬁ)d.lgﬁfﬁé ;s f?ﬂ%’ée@g RO F"ét@ iﬁ%ey
FRHeYumB& REE L tBe Rbest AUSINRIIAFIE. § er@gondnsltht accescuri ty
system are not repeated hereinafter, Fﬁg reference |

Feerteard IR dr 8°
sé%gﬁt&?ﬁgem éé@lg)t %@éﬁefd'h&%ﬁbﬁ@,ﬂﬂm&idﬁcej% %ade_ﬁo (haﬂfhcriptiop o
identifie ref erence nuperal - . 1.5, nol e
RS B1ES gd 8. Erliprgthy goor gﬂ’f@l‘t"@ %%’Wpﬂ@@‘%’ﬂ%ﬁ%ﬁy
&35t REtSeral OBYRMM depicted isBeatiPofFRzsonah@ 1 6, todlydo silnplify siioeh an
access _mechanismis or can be coupled ta each of the
deange oflvERVen 1560 birradersionst that stsh guacceys Mchagig is or can be

é&%?eﬁ@&&bﬁ(@ﬂtﬂe cohtSol168 806 ndi1 D06Pof FEE. 9N Al Y0, $84pdotval 00 or
1000, a smartcard reader may be setup to give access
on a per door basis or to equipnent. In general, the

' A%gq?i‘,rih G 8dcfith SREARI906 MPIR 1GRkSRrdveddbr mdyHe seiftd igb@ aeteatnd
|

formation 1s read fromthe smartcard for access,

o ppedaerbesyoritscayppent 5 goqerb thesmaricard raader copppupigaes with

RQRLAAN £ iBShSiT Y8R MASHE Sarird RRbode, igfoRfidtion GGER S0
and activates 20 an access nechanismiif %%ant d..
?S a}@ activates

tiggeniyoien; mmdikappaiailignefermainssarhetvar or BSR4

i hVes G haniB¥ i fed bR 8 trindRisYBIS £ 38 & SmArfc ik dalle is provided
snartcarém}ea er in the security system Prefg%%gl %
;

by prerypiing the sieseacefiene e praripaidirendarin th SeouRiY FiStoH
Q0000 reidlis 9bidnBREYsmARHEd ©&eF500/600, but ordinary smartcard

readers may be practiced.

The system 900 of Fig. 9 comprises a smartcard reader 902, a high security module
(HSM) 904, and an access controller 906. While not shown in Fig, 9 to simplify the
drawing, fhe controller 906 may be coupled to an access mechanism able fo provide
access (e.g., to a door, portal, computer, network, or other secure equipment or
installation) at an access point. Preferably, the smartcard reader is a biometrics smartcard
reader 500/600, but ordinary smartcard readers may be practiced. The smartcard reader

may be a Banque-Tec International reader.
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readers may be practiced. 25 The system 900 of 2fijMarciy2007
conprises a smartcard reader 902, a high security
nodule (HSM 904, and an access controller 906. Wile
not shown in Fig. 9 to sinplify the draw ng, the
controller 906 maybe coupled to an access nechani sm

woably@oi?® provide access (e.g., to a dooscT/ARukalesss
conmput er, network, or other secure equi pnent or
installation) at an access point. Preferably, the
smartcard reader is a bionetrics smartcard 30 reader .
500/ 600, but ordinary snmaftcard readers may be
practiced. The smartcard reader nay be a Banque- Tee
I nternational reader. 26 March 2007 WO 2004/010373

A a0 gOQ@@iMe srkb@card) iSproshtedin the3R@Artdanl rgad,er 202} Mnfl ar e

oE e ol SR FEGTE SO0 b A YT R

bebARH the Mifdre stiagted $20/ayd the ananenid caatdr O6Zare b@t}\p@é nsin& e
ar e, rrartcard 0 and_th are
M&Aﬂg P]sggl’tl qY ﬁ%cryr%lon QHeYeL, otel Borm &%tg Eﬁgg@ﬁrac%gﬁ%

proprietary’encryption
witlowslepartingotdnethe fopamd spirieritieymention. Fogdewipienct i ced s

A hg#ﬁ%ﬂg H@HMV éfmggikg &%w@p&p@%t%%cm@eg thaGha bee

escription acc anyi

prmtlmdl ddso, ths smazicerd 92 profetqlly I@Hé?smeéws 3%6 geaﬁg,gd t hat
herert FB%e TRE AGder 965 keads b&:@ss it BB dnCBE SRR pEEImE abl y

|omatr| cs data, as described herelf I fore.
acTiseinformation oy Ichidaens oxBeES e ISV ROBAD S RO

D

' coatlRbhsRY Godd2eesd Hﬁe aBEERS Sode DY@ foM@MioD ﬁﬁﬂ!ard e o ne

the fo [ 0.t

ormios arbeoen som g Reage dn i FE USRS o e
suﬁQ&@&;fnmﬂcht{]dﬁapﬂo@eolgmg@g RS%IB!‘]I;%AIZSSHDthmmomumwtm;s be

sent fromthe r eader t
PTB@FqlrU“ays‘lﬁlpfaﬁB‘fea w&%ﬂﬁrﬁ?ﬂa@ﬁg g?)’ﬁéh B8t 8t oco §he thegﬁon

RS232 or RS485. O her comTunl cations prot ocol s may be
Y T e L
mﬁdcéssible heatimaelhibartelthe enatieard 60der 40 Goruiusicaliing bﬁweea rﬂle

b
LR B L 0 ol O o e
orhflﬁM m fallevingicchpimmesd TripfhBER GDES) Skigiack, @Mﬁ%&%ﬂd&@e d
| 5

OlfEeaabiigharcpul ey ﬁiﬁ%“é%ﬁ“ﬁgﬁﬁ&%‘%‘? %"?ﬁ‘é?ewa"%r
ofinyeptitrorih @@hmedya@fge gioqsd igader Qg o ASi o0 ey
: béiﬁﬂ@ hit1kd301.F EifoMekt\Ce. 8 HOBRAS AR WseAP Thd distance between the smartcard

reader 902 and the HSM 904 may be varied dependent on the communications protocol,

techniques, and media used.

The HSM 904 is in furn coupled to-a controller 906. Communications between the HSM
904 and the controller 906 are carried out using the controller-specified format, which is
usually Wiegand format but may be another format (e.g., clock and data). The distance
between the HSM 904 and the controller 906 may be up to 500 feet. However, this
distance may be varied without departing from the scope and spirit of the invention. In
turn, the conirolier 906 may be connected to an access point (e.g., the door latch 708 of
Fig. 7) to control operation of the access point. Different access mechanisms may be

used.
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20 of the invention. The distance between the 26March2007
smartcard reader 902 and the HSM 904 nay be up to at
| east 1.2 kilonetres, e.g. if RS485 is used. The
di stance between the smartcard reader 902 and the HSM
904 may be varied dependent on the comruni cations
wops@beeal , techni ques, and nedi a used. ESyABszAiRdd 904
is in turn coupled to a controller 906. Conmuni cati ons
bet ween the HSM 904 and the controller 906 are
carried out using the controller specified format,
which is wusually VVegan&'Fornat but may be another
format (e.g., clock and data). The distance between
the HSM 904 and the controller 906 may be up to 500
feet However, this distance nay be varied w thout

arting fromthe sc nd it of the Lnveption.
ot Do et P EER e Gpll g dor st R BRE, O
cod@t@kateIt Minskied ggnal ohie ad@srcohtatlleh9060 Shofranslfiog. 7) to

bl Sp R e E o age BEBER ikl orid sl BlSiion
fr @M bAFRBA3e. RCHEcAPOGR] 80083 AccesOuunibied aHSMH%chaﬁﬂg
th VARS ko% e ccéslg' 90 g- &Y @E&%oﬁtn&ﬂﬁhﬁoﬁagb%&h t&%rsmfax‘ﬁfaﬁ%ad@ro r

a con communi cates the translated signa
909 and fre HEM29$ sndbwtheioniesl oA is sporae el fig epgieard reader

O?rlsetfeﬁl;@eﬁlf%nf (APAINGE SvirfhR & Abhlsdel ShrbilpB amsm@pwd@m ain

security or access information s from.th
highenstandad @f seeurgy for prgess ponirg! rperes: TRRgroces ok lig Samies t
thideAB&dimeANd comuni cating the values to the access
controll er. Thus, communi cations between the snmartcard
reader 902 and the HSM 904 and thus the controller

TIRQGstérS 1 DO GUFIR. mrteltlptees atdﬁertsaamfeammzrﬁaglﬂecur@modue

removed fromthe wall ng. i,S_ac
D100 ppcangpesmcamep e 10D, %ﬁ 9} ity fslsg%s'éfﬁh for
dragiag ke dbﬁﬂi‘dll‘eﬂiOOS;hﬁjr%uplaﬁte mpaaoesswchaﬁlsrﬁr(gg tsadrmn,l i es

pogh BRI, e pia it sy et Psndt aldclss i
Preferhblygthe §rhiivhrd ieedm is advirginesrivs smoEand r@dmswmuebut m@oery
s PR Dl T B el elly TRy b IR T 2 1

access
Inteeticml smcte( eThy systesrpof; ilgal Hois largtsbr ifeticad bo that & %eand

m&@ﬁ%&tt&&mg &é@&{pu&%‘ Hinfedt Eﬁeﬁ’ﬁ?ﬂé tHRboibid oF @lbratick @R iheat

an access Preferably, e snartcard reader is
Sﬂ%@ﬁhﬁﬂﬁTlcs snartcard reader 500/ 600, but ordinary

A smartcard 1020 (e.g., a DESFIRE Mifare smartcard) is presented to the smartcard
reader 1002, and the smartcard reader 1002 communicates with the smartcard.
Preferably, communications between the Mifare smartcard 1020 and the smartcard reader
1002 are encrypted using triple DES (3DES) encryption. However, other forms of
encryption may be practiced without departing from the scope and spirit of the invention.
The remainder of the system 1000 is the same as that for the system 900 of Fig. 9, and is
not 'repeated for the sake of brevity. The process of Fig. 8 applies fo this embodiment.

A small pumber of embodiments of the invention regarding methods, devices,
and systems for biometric smartcard reading and encoding, as well as for secure
transmissions have been described. In the light of the foregoing, it will be apparent to




smartcard readers may be practiced. The snart c&ddMarch 2007

reader may be a Banque-Tec International reader. The

systemof Fig. 10 is largely identical to that of Fig.

9 and therefore the follow ng descriptionis limted

to identifying the points of difference for the 20
wogakeioes brevity. A smartcard 1020 (e. g, p@E/ARoEEE

Mfare smartcard) is presented to the smartcard

reader 1002, and the smartcard reader 1002

conmuni cates with the sma%&_car d. Preferably,

conmuni cati ons between the" M fare smartcard 1020 and

the smartcard reader 25 1002 are encrypted using

triple DES (3DES) encryption. However, other forns of

thesecskifipd indime antrty th Eghp ofibisidiseldsund thiteariouslepdifi¢ationy nfay ben t he

SCO nd spird t ' LQE Jhe remai nder of
mtaﬁee‘%gly?gtt% Iﬁtgéﬁch%eagg%&{agsfh}%%gﬁh}gr the system 900
of Fig. 9, and is not repeated for the sake of
brevity. The process of Fig. 8 applies to this

enbodi nent. 30 A small nunber of enbodi nents of the

i nvention regardi ng net hods, devices, and systens for
bi onetric smartcard readi ng and encodi ng, as well as
for secure transm ssions have been described. In the
light of the foregoing, it will be apparent to 26
March 2007 WD 2004/ 010373 PCT/ AU2003/ 000934 - 20-
those skilled in the art in the light of this

di scl osure that various nodifications my be nade

W t hout departing fromthe scope and spirit of the

i nvention. 26 March 2007 -21 EPO- DG 1 2 5. 02 2005
Claims 40 The clains defining the invention are as
follows: 5 1. A nethod of providing secure

transm ssions froma bionetric smartcard reader, said
nmet hod conprising the steps of. encrypting a signa
created by a bionetric smartcard reader dependent on a
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" Cidigg mat  useabl e by an access control | er

smartcard containing bionmetric data, said smart28dYlgrch 2007
reader able to obtain bionetric data directly, said
signal conprising access information dependent upon

bi onetric data 10 obtained directly by said bionetric
srnartcard reader from ayuser and said bionetric data
contained in said smartcard; transmtting said
encrypted signal to a high security nodule at a renote
|l ocation relative to said bionetric gyt r eader
transl ating by said high security nodule at” Said
renote location said 15 transmttedgs |gﬂagm§o anot her .

controlling an access nechani sm usi ng access

control |l er dependent upon said transl d signal. 2.
Theldimadfiinrkhaiboarioch 4gadM@licdsai m 1, wherein said

bi ometric data 20 conprises fingerprint data. 3. The

nmet hod according to claiml or 2, wherein said

bi ofet ri & metiodof moviding seturatnmahibdoe fib a Sivirtbtehi gh
mm@&ysﬁm%ﬁ P‘gﬁrgthrfﬁpp&e | ocation fromsaid

bionetric smartca 25 4. The net hod

ac cBFEPYTg apignid rreated by a timetricsmarsareades dependéns oma ep  of

- smapcand/dotthinigg BOMEHS dAts sA@srviesld %ﬁd&?ﬁﬁe cU%&Qﬁ Bionirelgag @l d

d si naI i s.deter m sal access
direbt ol Corf A st i biypeiriagithod
obtagned direalinby stidbiotmerriosdaricatt mﬁdﬂrﬁoﬁam@r ARGV HRERARL S | S

cont®ALdGn $aR sREQUIMe access to at |east one of a door,
portal, computer, network, secure equipnent and

s e CFEiing LKl naypteriznaNE ADIBDSSIEETIOdUREAIMAME6 Nar ch
locaﬁ&ﬁﬂaum%%m@bm;ﬁgﬁcmmrég&mdl ng to any one of clains

A@P\i\hert?' n ilal d access i nformation conprl ses at
| edBPSIpEYY A gl spupty rodpls pisaid sempotedpdationsaso de,  a
transputted sigyal oabther foRiMatAG&BIE By SA8uss BRELIRA shSSUe code.

controlling an access mechanism using said access controllér dcpcndmt upon
said translated signal.

2. The method according to claim 1, wherein said biometric data
comprises fingerprint dta.

3. The method accordivg to claim 1 or 2, whetein said biometric data is

not transmilted to said high security module at said remote location from said biometric

smartcard reader,

4, The method according to claira 1, further comprising the step of
providing access using said access mechanism if said tanslated signal is determined by

- said access controller to authorise access.

5. The method according to claim 4, wherein said access mechanist is

. able to provide access to at least one of 2 door, portal, computer, network, secure

equipment and secure installation.

AMENDED SHEET
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5 7. The method according to any one of cl ains 20.March 2007
wherein said signal is encrypted using triple DES,
'Ski pj acl c, or AES Rijndael encryption. 8. The nethod
according to claim1, further conprising the step of
encrypting communi cati ong, between said smartcard and
said. bionetric smartcar 10 reader. 9. The nethod
according to any one of clainms 1-8, wherein said high
security nodul e translates said encrypted signal to
said other format. |5 10. The nethod according to any

‘ one of clains 1-8, wherein said bionetric smartcard

reader arkhe g@ihod ftbginS @G dre ¥ SRRALL2, ﬂc&i@ﬁﬁ%&ﬁeg by
0

. L Sstance of .. tQ 1.2 kilonetres 11. The net

'“f%’é‘g*é"r“&?‘ﬁ%mﬁ‘o“&ﬂ%ﬁgf&r?gawwmsa%aiﬁ?@fy o E9PRRRH98E 20

an a00¢86 cadlovend mdssdecodand sai d high security nodule are
separated by a distance of up to 15 netres. 12- The
met hod according to any one of clains 1-11, wherein
sai d tr dhemshedrecrdingb 2syone of caimohbwietelysaid sigual isi ed

enchptetading26pld BES, k=0l bHABS Rifed] BicRgtiby) Cl ai m 12,

wherein said controller-specifie format is Wegand
format, or clock and data. 14. A systemfor providing
seclr e t Thewsethaiscantingfto claimal, tirtberebiprising 3 skepes t ear d

encﬁrfrﬁ%%ﬁ ' | Si bi onet I | mar t-eard

fea erm?lgl?&agﬂ%rypi'l r?%gglg é#ﬁrﬁgﬁ% sé@@é%&“’ﬁﬁmicﬂﬁ%d

reaf§f.onetric smarteard reads dependent on said smartcard
containing bionetric data, said smartcard reader able

to gbtain biometric data directly, said signal

con%r i si ﬂ&'ﬁ“é‘&“@é&c"”fﬂfﬂg& W oneRt claimvEnbrbergrsadbigtPENAT 1
seou2ify Mviiule lra@DEcE said EBryphePSRERD baidl@ad thhet ri c data

obtained directly by said bionetric smarteard reader

froma user and said bionetric data contained in said
smakdk c ar Bhe mafdd Bepprding somuriotd df oigims -8, wherein said

biometric smartcard reader and said high security module are separated by a distance of
up to 1.2 kilometres.

1. The method according to any one of claims 1-8, wherein said
smartcard reader and said high security module are separated by a distance ofupto IS
metres.

12. The methed according to any onc of claims 1-11, wherein said
t_rauslated signal is in a controller-specified format.

13. The method sccording to claim 12, wherein said controller-specified

format is Wiegand format, or clock and data.

i4, A system for providing secure transmissions from a biometric
smartcard reader, said system comprising; '

a biometric smartcard reader for encrypting a signal created by said biometric
smartcard reader dependent on said smartcard containing biometric data, said smartcard
reader gble to obtain biometric data directly, said signal comprising access information

 AMENDED SHEET
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said encrypted signal to a renote | ocation r el Z6Narchgoo?
said bionetric smartcard reader; a high security
nodul e for receiving said transnmtted signal and
translating said 5 transmtted signal to another
format useable by an access controller; and an access
controller for controlling an access nechani sm usi ng
said-access controller dependent upon said transl ated
signal. 15. The system according to claim 14, wherein
said bionetric data 10 conprises fingerprint data.
16. The system according to claim14 or 15, wherein
said bionetric data is not transmtted to said high
depegdeat yrion hiometiedagn obtained digicdly byi saidibiameticsmateadagaderr eader .
fromldusdr bnd shlADicheRic ANk B ERed 'midtsﬂm%aﬁf, m&%&m&%&g r
wngg%{l&ln an access mechani sm provi di ng acce i f
Sh@tef pighabto arempielpesion refativede said bipmeide wprtened 1dadati ces s
c orthighlskoarity npdeteifoh REdiviee ﬁﬁﬁﬁﬁ&nittéd%gfnamﬁ‘d ENRAEGsaid

transi ' claim17 erein sal d access nechani sm
| igl%g%ﬁagglaéo e(rahﬂp%p\'ffealgeﬁgwsﬁ?mé? @kt one of a

~ dodh accpss panirpller Bo pqutrolbing anvsteasnméchascusing saiapodspent  and
mnﬁm@uép@ndeﬂ%@sla@gja&%m; g The system according to any
one of clalnms 16-18, erein said access information
conprises at | east one of a person's nane, a facility

Cod,  a TEOYRBAYooSIARE <o ol 1A WIRFEESR! il g@gd an issue

. 20. The system according to any one of clains
compﬁgegiigg;em\m%qa& n said signal is encrypted using triple
'DES, Skipjack, or AES Rijndael encryption. 30 21. The
sysgt&em ' | ai.m.14. Wherein. cqonmmuni cations
. b ot t?/ve en %ﬁsgfé%h %@@5 gorcgwg,{é okl HE%‘%FEW@AW‘%%& r are
Is notdrapsmjlied daysaid highspmtyy SideEle fom sdidEArmatit siabtodvih reader 2007
-24 22. The system according to claim 21, wherein said
bi J{]nstri c smartcard reader and said high security
nodul e

Ihesyelaparcordiag tapjaig 14 fenthenenmpoising 4m apagss1 . 2

- mechinidropredidinaccesiBsaid iR ANEHSA) i@&&%ﬁ%@&&ﬁaeée?si m 21,

contrdMaEh ShillorR@icZes i OMEL T T C sMArtcar

18. The system according 10 claim 17, wherein said access mechanism is
able to provide access to at least one of a door, portal, computer, ncfwotk, secure
equipment and secure installation.

19. The system according to any one of claims 16-18, wherein said access
information comprises at least one of a person’s name, a facility code, a company code,
an acccss code, and an issue code.,

20.  Thesysiem according to any one of claims 16-19, wherein said signal
ts encrypted using triple DES, Skipjack, or AES Rijndael encryption.

21. The system according to claim 14, wherein communications between _

said smartcard and said smaricard reader are encrypted. -

- AMENDED SMEetT
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5 reader and said high security nodul e are sep%ﬁaM%‘&hzom
by a distance of up to 15 netres. 24. The system
according to any one of clainms 14-23, wherein said
transl ated signal is in a controller-specified format.
10 25. The system accordifng to claim 24, wherein said
controller-specified format is Wegand fornmat, or
clock and data. 26. An apparatus for providing secure
transm ssions froma bionetric smartcard reader, said
" apparatus conprising: 15 a smarteard bionetric reader
for encrypting a signal created by said bionetric
smartcard reader dependent on said smartcard
conidi ni Hy sipitconastardiog Oalaay 215 svheleis sid biamatet smagadier abl e

readcPan@ Rfidigh LhARBRJdLfE 2l QL Arathls 529 biknce 1?82? iS% %g)?yeues.

conprising access Infornmatio epen
bi onetric data obtained directly by said bionetric

small oar Theb@aficcordifOcRInVHIC whadifl ssfidhdRicaiidaidc dat a

| I Lnh.sai t 2 f t 1tti
o B0 sl Pl B APt BebfoEs PRI IPB o gnal

to a renote location relative to said bionetric
Smey4t car@, LRA %O‘Jfﬁg‘q tola N i g
éﬁr nsm tt_gcfgs?lqna ‘ngﬁrp{ogggﬁg I%synlgmﬂga‘lﬁlg%glesg'ﬁypt ed
tran ‘%ﬁ%alﬁt’“%‘ﬁf"ﬂ“*ﬁbﬁ‘%’@ﬂfmﬁ on to another fornmat
useabl e by an access controller, said comunications

prot.ocol.,being different, to sdaid format useabl e by an
ac g)‘tg'ss 3, Ia'?Pfd'“gé%aﬂH‘c?%a‘Hhe%b‘é’g@'E‘BHTrﬂﬂq i&d for

formgidn Wiegind iforgataor clrcicedslataechani sm dependent upon sai d
transl ated signal. 27. The apparatus according to
claim26, wherein said bionmetric data 30 conprises
fi f§er prinfppagdis for prgidiugisecutedmspantssions fecorcabiootds t o any

smarRid rQfierGhid hypBra isiperein said signal is encrypted
usi.n ri ﬁj e DES, g pj ack, or ABS Rsjndael )
enéf@?ﬁ% IometRE FRISENT Sppmingp feapl syadbymiddipnstisr - 25

smarlegrd refifre depprdlent at sud sveecirdibon@ining bibheiiT URS saidkimiredrd sai d

reader W Bb5R bioRBc data directly, said signal comprising access information '

dependent upon biometric data obtained directly by said biometric smartcard reader

from a user and said biometric data contained in said smartcard,

means for transmitting using a cemmunications protoco! said encrypted signal

10 aremote location relative to said biometric smartcard reader;

means for deccypting said trausmitted signal and translating said decrypted
signat at said remote location to another format useable by an access controller, said
communications protocol being different to said format useable by an access controller;
and '

an aceess controller for controlling an acoess fuechanism dependent upon said
translated signal. "

27, The apparatus according to claim 26, wherein said biometric data
comprises fingerprint data. '

2. The apparatus according to any one of claims 26-27, whetein said
signal is encrypted using triple DES, Skipjack, or AES Rijndael encryption. -

AMENDED SHEET
- IPEANAU




protocol is RS232 or RS485. 5 30. The appar at ug?6 March 2007
according to claim 26, wherein said other format is
-Wegaud, or clock and data. 10 AMENDED SHEET | PEA/ AU

5.
29. The apparatus according to claim 26, wherein said communications
protocol is RS232 or RS485.
30. The apparatus according to claim 26, wherein said other format is
- Wiegand, or clock and data,
10
AMENDED SHEET .
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