
FI
G
.1
(P
R
IO
R
A
R
T
)

R
ea
di
ng
st
ra
ns
m
itt
ed
to
cl
ou
d,
or
th
ro
ug
h
ne
tw
or
k(
s)
,a
nd

pr
es
en
te
d
/d
is
pl
ay
ed
to
pr
ov
id
er

Pa
tie
nt
ta
ke
s

m
ea
su
re
m
en
t(s
)/

re
ad
in
g(
s)

R
ea
di
ng
st
ra
ns
m
itt
ed
to
cl
ou
d,
or
th
ro
ug
h

ne
tw
or
k(
s)
,a
nd
pr
es
en
te
d
/d
is
pl
ay
ed
to
pr
ov
id
er



10
0a

10
0b

10
0n

10
00
a

10
00
b

10
00
j

...

...

50

60

FI
G
.2

10

..
.

..
.



FI
G
.3
A

10
0

D
at
a

C
om
m
un
ic
at
io
n

M
an
ag
er

Pr
es
cr
ip
tio
n

M
an
ag
em
en
t

A
ge
nt

PI
IM

60
0

50
0

20
0

Pa
tie
nt

Id
en
tif
ic
at
io
n
/

B
io
m
et
ric
sU
ni
t

30
0

B
io
m
ar
ke
r

M
on
ito
rin
g

D
ev
ic
e(
s)

40
0

Su
pp
or
tin
g
D
at
a

Pr
oc
es
si
ng

R
es
ou
rc
es

19
0

B
io
m
ar
ke
rD
at
a

St
or
e(
s)

48
0

C
om
m
un
ic
at
io
n
/

M
es
sa
gi
ng

St
or
e(
s)

68
0



FI
G
.3
B

40
0

In
pu
t/
O
ut
pu
t

D
ev
ic
es

B
io
m
ar
ke
r

A
cq
ui
si
tio
n

In
te
rf
ac
e

N
O
N
C
E
St
or
e

D
at
a

C
om
m
un
ic
at
io
n

In
te
rf
ac
e(
s)

C
on
tro
le
r/

C
on
tro
lU
ni
t

41
0

43
0

44
0

47
0

45
0

40
2

C
on
tro
lP
ro
gr
am

42
0

46
0

30
0

Pa
tie
nt

Id
en
tif
ic
at
io
n
/

B
io
m
et
ric
sU
ni
t

M
em
or
y

En
cr
yp
tio
n

M
od
ul
e

D
ig
ita
l

Si
gn
at
ur
e

M
od
ul
e

In
te
gr
ity

V
er
ifi
ca
tio
n

M
od
ul
e

48
0

49
0

49
5



1400a

1400f.
.
.

FIG. 4A
1000

1100



FI
G
.4
B

11
00

In
pu
t/
O
ut
pu
t

D
ev
ic
es

V
er
ifi
ca
tio
n
/

C
er
tif
ic
at
io
n

M
od
ul
e

N
et
w
or
k

C
om
m
un
ic
at
io
n

U
ni
t

Pr
oc
es
si
ng
U
ni
t

11
10

11
30

11
70

11
50

11
02

Pa
tie
nt

M
an
ag
em
en
tA
pp

11
20

11
60

M
em
or
y

Pa
tie
nt

In
fo
rm
at
io
n

St
or
e

11
90

D
ec
ry
pt
io
n

M
od
ul
e

11
80

D
at
a
St
or
ag
e

U
ni
t(s
)

11
40



FI
G
.5

40
0

20
0

Pa
tie
nt

C
ar
e

Pr
ov
id
er

TT
R
-A

TT
R
-C

D
TR
-1

D
TR
-2

D
TR
-3

11
00

Tr
an
si
tiv
e
Tr
us
t

A

Tr
an
si
tiv
e
Tr
us
t

C

D
ire
ct

Tr
us
t

D
ire
ct

Tr
us
t

TT
R
-B

Tr
an
si
tiv
e
Tr
us
t

C



FI
G
.6

20
0

R
eg
is
tra
tio
n

M
od
ul
e

V
al
id
at
io
n

M
od
ul
e

C
ry
pt
og
ra
ph
ic

M
od
ul
e

C
he
ck
bo
t

M
od
ul
e

D
at
a

C
om
m
un
ic
at
io
n

In
te
rf
ac
e(
s)

C
on
tro
lU
ni
t/

M
od
ul
e

21
0

23
0

24
0

26
0

27
0

20
2

K
ey
D
er
iv
at
io
n

Fu
nc
tio
n
(K
D
F)

M
od
ul
e

Id
en
tit
y

St
or
e

22
0

28
0

25
0

N
O
N
C
E

St
or
e
/

G
en
er
at
or

Tr
us
tS
to
re

C
he
ck
bo
t

A
ss
er
tio
n
/

Pr
ec
rip
tio
n

Pr
ot
oc
ol

St
or
e(
s)

27
4

Se
cu
re
St
or
e
U
ni
t

C
he
ck
bo
t(s
)

27
2

28
2

28
4

28
6

A
dd
iti
on
al
Lo
ca
l

Su
pp
or
tin
g

R
es
ou
rc
es

29
0

A
ss
er
tio
n

St
or
e

28
8

A
ct
iv
e
Id
en
tit
y

St
or
e

28
5



Receive / Capture Patient
Identification Input / Data

Generate / Store Corresponding
Unique Patient Identifier

Additional
Input / Data?

End

Y

N

FIG. 7A

702

710

712

Successful
Validation?

704

Establish Active
Patient Identity

706

N

Y

Define
New Patient
Identity?

Y

N

708

700

Start



PA
T
IE
N
T
ID
E
N
T
IT
Y
R
E
G
IS
T
R
A
T
IO
N

A
N
D
A
U
T
H
E
N
T
IC
A
T
IO
N
/V
A
L
ID
A
T
IO
N

FI
G
.7
B

23
0

26
0

28
6

24
0

25
0

28
4

30
0

28
5

Id
en
tit
y

R
eg
is
tra
tio
n

M
od
ul
e

Id
en
tit
y

V
al
id
at
io
n

M
od
ul
e

K
D
F

A
ct
iv
e

Id
en
tit
y

C
ry
pt
og
ra
ph
ic

M
od
ul
e

N
on
ce

St
or
e

Id
en
tif
yi
ng
B
io
m
et
ric
s

A
ct
iv
e
Id
en
tit
y
K
ey

Pa
ss
w
or
d
/P
IN

Id
en
tit
y

St
or
e



Establish Data Comm. w/ Biomarker
Monitoring Device Under
Active Patient Identity

Start

End

FIG. 7C

722

720

Validate HW / SW Integrity of
Biomarker Monitoring Device

Successful?

Perform Comm.
Termination
Operations

Generate and Store
Unique Device Identifier

Generate One-Time Code

Communicate One-Time
Code to Care Provider

Perform Validation Operations
Supporting Provider Validation

of One-Time Code

Generate / Provide Biomarker
Data Decryption Key

Generate Ephemeral Key

Encrypt In-Session
Biomarker Data with
Ephemeral Key

732

734

736

738

740

742

724

730

726

728

Y

N



B
IO
M
A
R
K
E
R
M
O
N
IT
O
R
IN
G
D
E
V
IC
E

A
N
D
PR
O
V
ID
E
R
R
E
G
IS
T
R
A
T
IO
N

FI
G
.7
D

26
0

28
6

25
0

23
0

28
4

24
0

Tr
us
t

St
or
e

28
2

28
5

Id
en
tit
y

St
or
eK
D
F

Id
en
tit
y

R
eg
is
tra
tio
n

M
od
ul
e

Id
en
tit
y

V
al
id
at
io
n

M
od
ul
e

N
O
N
C
E

St
or
e

C
ry
pt
og
ra
ph
ic

M
od
ul
e

U
ni
qu
e
Id
en
tit
y

+
D
ev
ic
e-
Sp
ec
ifi
c

C
ry
pt
og
ra
ph
ic

K
ey

A
ct
iv
e

Id
en
tit
y U
ni
qu
e

Id
en
tit
y

En
cr
yp
tio
n

St
or
ag
e



B
IO
M
A
R
K
E
R
D
A
T
A
E
N
C
R
Y
PT
IO
N

26
0

28
6

25
0

FI
G
.7
E

Tr
us
t

St
or
e

28
2

V
al
id
at
io
n

M
od
ul
e

24
0

N
O
N
C
E

St
or
e

K
D
F

C
ry
pt
og
ra
ph
ic

M
od
ul
e

A
ut
he
nt
ic
at
ed

Id
en
tit
y

D
ev
ic
e
D
at
a

En
cr
yp
te
d
D
at
a

O
ne
-T
im
e
K
ey

Id
en
tit
y
–
D
ev
ic
e

K
ey



FI
G
.7
F

C
he
ck
bo
t-B
as
ed
V
al
id
at
io
n
of

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

H
ar
dw
ar
e
/S
of
tw
ar
e
In
te
gr
ity

75
2

75
0

C
he
ck
bo
t-B
as
ed
V
al
id
at
io
n
of

C
ar
e
Pr
ov
id
er
Id
en
tit
y

C
he
ck
bo
t-B
as
ed
V
al
id
at
io
n
of

C
ur
re
nt
Pr
es
cr
ip
tio
n

C
or
re
sp
on
di
ng
to
V
al
id
at
ed

C
ar
e
Pr
ov
id
er

C
he
ck
bo
t-B
as
ed
V
er
ifi
ca
tio
n
of

Pr
es
cr
ip
tio
n
Ex
ec
ut
io
n
A
ct
io
ns

W
ith
R
es
pe
ct
to
Pa
tie
nt
Sa
fe
ty

(in
A
ss
oc
ia
tio
n
w
ith
A
cc
es
si
ng

A
ss
er
tio
n
St
or
e
28
8)

75
4

75
8

75
6

C
he
ck
bo
t-B
as
ed
Pr
oc
es
se
s



FI
G
.7
F

28
8

26
0 27
2

Id
en
tit
y
–
D
ev
ic
e
K
ey

28
2

FI
G
.7
G

A
ut
he
nt
ic
at
ed

Id
en
tit
y

Id
en
tit
y
–
D
ev
ic
e

K
ey

D
ev
ic
e
D
at
a

Pr
ov
id
er
Pr
ot
oc
ol

A
tte
st
at
io
n

A
ss
er
tio
ns

C
ry
pt
og
ra
ph
ic

M
od
ul
e

Tr
us
te
d

Pr
ov
id
er

St
or
e

C
he
ck
bo
t

V
al
id
at
io
n

M
od
ul
e

C
he
ck
bo
t

A
ss
er
tio
n

St
or
e



FI
G
.7
H

PI
IM

C
he
ck
bo
t(s
)

D
ev
ic
e
1

D
ev
ic
e
2

28
4

27
0
26
0

40
020
0

40
020
0

20
0

1X
Se
cu
re
Er
as
e

1X
Pe
rs
on
al
iz
e

1.
Se
cu
re
bo
ot

A
tte
st
at
io
n

2.
Pr
ov
id
er
R
eg
is
te
r

A
tte
st
at
io
n

3.
C
us
to
m
Pr
ot
oc
ol

C
he
ck
bo
t

Pa
tie
nt
Id
en
tit
y

St
or
e

Id
en
tit
y
1
->
K
D
F
(n
on
ce
)

Id
en
tit
y
2
->
K
D
F
(n
on
ce
)

D
ev
ic
e
1
->
K
D
F
(n
on
ce
)

D
ev
ic
e
2
->
K
D
F
(n
on
ce
)

D
ev
ic
e
Id
en
tit
y

St
or
e

En
cr
yp
t

1.
Id
en
tit
y
1
->

O
N
ET
IM
E
K
EY

(n
on
ce
)

2.
K
D
F(
Id
en
tit
y
1)

Id
en
tit
y

Id
en
tit
y

30
0

10
00

40
02
00



B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

PA
TI
EN
T

FI
G
.8
A

FI
G
.8
B

20
0

40
0

20
0

40
0

30
0

30
0

80
0a 80
0b

11
00 11
00

PA
TI
EN
T

PA
TI
EN
T

D
EL
EG
A
TE

PR
O
V
ID
ER

D
el
eg
at
es

A
ut
ho
rit
y

A
ut
he
nt
ic
at
e

A
ut
he
nt
ic
at
e

En
cr
yp
t

C
he
ck

A
tte
st

En
cr
yp
t

C
he
ck

A
tte
st



FI
G
.8
C

20
0

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

30
0

PI
IM

40
0

80
0c

11
00

20
0

11
00

A
ut
he
nt
ic
at
e

A
ut
he
nt
ic
at
e

En
cr
yp
t

C
he
ck

A
tte
st

En
cr
yp
t

C
he
ck

A
tte
st



FI
G
.8
D

30
0

PI
IM

40
0

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

20
0

20
0
PI
IM

80
0d

30
0

30
0

11
00

11
00

En
cr
yp
t

C
he
ck

A
tte
st

En
cr
yp
t

C
he
ck

A
tte
st



FI
G
.8
E

30
0

40
0

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

20
0

B
io
m
ar
ke
rM
on
ito
rin
g
D
ev
ic
e

40
0

80
0e

19
0

11
00

11
00

11
00

11
00

En
cr
yp
t

C
he
ck

A
tte
st

En
cr
yp
t

C
he
ck

A
tte
st



Send
Reminder(s)Start

Receive Biomarker
Monitoring Device Data

Process Biomarker
Monitoring Device Data

Generate Proposed
Patient Feedback

Analyze Proposed
Patient Feedback in
view of Patient Safety

If Patient Safety Assured /
Maintained: Communicate

Feedback

If Maintenance of Patient
Safety is Not Assured: Avoid
Communicating Feedback

Generate Proposed
Prescription Protocol

Update

Analyze Proposed
Prescription Protocol
Update in view of
Patient Safety

If Patient Safety
Maintained:

Allow Prescription
Protocol Update

If Patient Safety Not
Maintained:

Disallow Prescription
Protocol Update

EndFIG. 9

902

904

906

908

910

914912

916

918

922

900

920



FI
G
.1
0A

10
00

50
10

0

Ac
tu

al
 D

at
a

Ac
tu

al
 

Da
ta

60
0

55

Pa
tie
nt
ta
ke
s

m
ea
su
re
m
en
t(s
)/

re
ad
in
g(
s)

A
ct
ua
ld
at
a
an
d
du
m
m
y
da
ta
tra
ns
m
itt
ed
to
cl
ou
d
at
ra
nd
om
tim
es
,

an
d
di
sp
la
ye
d
to
pr
ov
id
er

A
ct
ua
lD
at
a

D
um
m
y
D
at
a

A
ct
ua
l

D
at
a



FI
G
.1
0B

10
00

50
10

0

40
0 

+ 
20

0

Ac
tu

al
 D

at
a

Ac
tu

al
 

Da
ta

Ac
tu

al
 D

at
a

50
0 

+ 
60

0

55

Pa
tie
nt
ta
ke
s

m
ea
su
re
m
en
t(s
)

/r
ea
di
ng
(s
)

Pe
rs
on
al
iz
ed

fe
ed
ba
ck

A
ct
ua
lD
at
a

A
ct
ua
lD
at
a

D
um
m
y
D
at
a

A
ct
ua
l

D
at
a

A
ct
ua
ld
at
a
an
d
du
m
m
y
da
ta
tra
ns
m
itt
ed
to
cl
ou
d
at
ra
nd
om
tim
es
,

an
d
di
sp
la
ye
d
to
pr
ov
id
er



FI
G
.1
0C

10
00

50
10

0

40
0 

+ 
20

0 
+ 

60
0

Ac
tu

al
 D

at
a

Ac
tu

al
 

Da
ta

Ac
tu

al
 D

at
a

50
0

55

Pa
tie
nt
ta
ke
s

m
ea
su
re
m
en
t(s
)

/r
ea
di
ng
(s
)

A
ct
ua
lD
at
a

D
um
m
y
D
at
a

A
ct
ua
l

D
at
a

A
ct
ua
ld
at
a
an
d
du
m
m
y
da
ta
tra
ns
m
itt
ed
to
cl
ou
d
at
ra
nd
om
tim
es
,

an
d
di
sp
la
ye
d
to
pr
ov
id
er

Pe
rs
on
al
iz
ed

fe
ed
ba
ck

A
ct
ua
lD
at
a

D
um
m
y
D
at
a



FI
G
.1
1A

10
0

50

10
00

10
a

O
cc
as
io
na
lD
at
a
Tr
an
sf
er

Ev
er
yd
ay
O
pe
ra
tio
n
/

D
at
a
Tr
an
sf
er

40
0a

19
0

50
0a

Fe
ed
ba
ck

to
Pa
tie
nt

Se
lf-

C
on
ta
in
ed

H
ea
lth

C
oa
ch

Tr
an
sf
er
/d
ow
nl
oa
d
of
st
at
e
m
ac
hi
ne
(s
)

to
pa
tie
nt
de
vi
ce
(s
)

40
0b

50
0b

Pa
tie
nt

ho
m
e

In
te
lli
ge
nt
,c
el
lu
la
rn
et
w
or
k
en
ab
le
d

an
d
bi
om
et
ric
en
ab
le
d
de
vi
ce
s.

In
te
lli
ge
nc
e
is
in
a
st
at
e
m
ac
hi
ne
w
hi
ch

ca
n
pr
ov
id
e
pe
rs
on
al
iz
ed
fe
ed
ba
ck
/

gu
id
an
ce
to
pa
tie
nt
us
in
g
th
es
e
de
vi
ce
s

1.
En
cr
yp
te
d
w
ith
pa
tie
nt
id
en
tif
ie
r

2.
St
uf
fin
g
w
ith
du
m
m
y
m
es
sa
ge
s

3.
R
an
do
m
tra
ns
m
is
si
on
of
da
ta
w
ith

re
sp
ec
tt
o
tim
e

4.
U
se
ca
se
s:
En
ro
llm
en
t,
H
ea
lth
em
er
ge
nc
y.
..

D
ec
ry
pt
io
n
by

he
al
th
ca
re

pr
ov
id
er
sy
st
em



Ev
er
y
da
y
/o
rd
in
ar
y
op
er
at
io
ns
:

1.
A
cq
ui
si
tio
n
or
ge
ne
ra
tio
n
of
pa
tie
nt
bi
om
ar
ke
rd
at
a
or
re
ad
in
gs
;

2.
Pr
es
cr
ip
tio
n
m
an
ag
em
en
t
ag
en
t
pr
oc
es
si
ng
or
an
al
ys
is
of
su
ch
bi
om
ar
ke
r
da
ta
or

re
ad
in
gs
;a
nd

3.
Pr
es
cr
ip
tio
n
m
an
ag
em
en
ta
ge
nt
co
m
m
un
ic
at
io
n
of
fe
ed
ba
ck
/a
dv
ic
e
to
th
e
pa
tie
nt
,e
.g
.,

by
w
ay
of
di
re
ct
in
g
m
es
sa
ge
s

Ti
m
e
tri
gg
er
ed
ac
tio
ns
:

a.
Is
su
an
ce

of
pr
es
cr
ip
tio
n-
re
la
te
d
no
tif
ic
at
io
ns
,
re
m
in
de
rs
,
or
ad
vi
ce

(e
.g
.,
ab
ou
t

m
ed
ic
at
io
n,
ex
er
ci
se
,o
rf
oo
d)

Ev
en
tt
rig
ge
re
d
ac
tio
ns
:

b.
C
om
m
un
ic
at
io
n
of
m
es
sa
ge
s
or
pa
ck
et
s
to
ne
tw
or
k-
ba
se
d
re
so
ur
ce
s
50
,a
nd
to
a
se
to
f

pr
ov
id
er
-s
id
e
re
so
ur
ce
si
n
re
sp
on
se
to
th
e
de
te
ct
io
n
of
a
lik
el
y
m
ed
ic
al
em
er
ge
nc
y.

FI
G
.1
1B

40
0a

50
0a19
0

50

10
00

10
a

D
ec
ry
pt
io
n
by

he
al
th
ca
re

pr
ov
id
er
sy
st
em



10
b

40
0

50
0,

60
0

19
0

50
10
00

FI
G
.1
2

Pa
tie
nt
ta
ke
s

m
ea
su
re
m
en
t(s
)

R
es
tin
g
st
at
e

Se
nd
du
m
m
y
da
ta
at
ra
nd
om
in
te
rv
al
st
o
th
e
cl
ou
d

En
cr
yp
te
d
in
fo
rm
at
io
n

se
nt
to
he
al
th
pr
ov
id
er

W
ai
tf
or
a

sp
ec
ifi
c
tim
e

to
se
nd
da
ta

Pa
tie
nt
pr
ov
id
ed
w
ith

en
co
ur
ag
em
en
t,

ed
uc
at
io
na
lm
es
sa
ge
,

or
re
m
in
de
r

N
or
m
al
B
lo
od

Pr
es
su
re

A
bo
rm
al
B
lo
od

Pr
es
su
re

(n
on
-e
m
er
ge
nc
y)

M
is
se
d
R
ea
di
ng

D
ef
ec
tiv
e
D
ev
ic
e

R
ea
di
ng

M
ed
ic
al
Em
er
ge
nc
y

W
ai
tf
or

R
ea
di
ng


