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SERVER AND METHOD TO DETERMINE MALICIOUS FILES IN NETWORK TRAFFIC 

ABSTRACT 

The server and method to determine malicious files in the network traffic are proposed. 

The server contains a communication module configured to receive the network traffic from a 

data communication network, a filtering module configured to retrieve various files from the 5 

received network traffic, to analyze these retrieved files with ensuring detection of at least one 

suspicious file. The proposed server also contains a system monitoring module configured to 

receive suspicious files and to start each suspicious file in a virtual machine characterized by 

the specified set of the status parameters, and to record changes in the set of the status 

parameters. The server also contains a processing module configured to receive the recorded 10 

changes of the status parameters, to analyze the resulting changes using the specified set of 

the analysis rules, ensuring classification of the file as a malicious file if the changes are 

characteristic for the malicious files. 
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