REMOTE BROWSING SESSION MANAGEMENT

BACKGROUND

10601] Generally described, computing devices and communication networks can
be utilized to exchange information, In a common applicalion, a computing device can
request confent from another compoting device via the communication notwork.  For
example, a user at a personal computing device can utilize a software browser applicalion,
typically referred 1o as a browser, to request a Web page [Tom a server computing device via
the Internet. In such embodiments, the user computing device can be referved to as a client
computing device and the server computing device can be referred to as a content provider.
Generally, the user may request, obtain, and interact with a number of requested Web pages
or other content simultaneously or in sequence throngh the software browser application.

f0002] Wilh reference to an illustrative example, as part of a term of browsing on
a client computing device, a user may request one or more Web pages or other contenl from a
content provider via the Internet or from a local source. In one specific embodiment, each
Web page or picce of content may be visvally represented as displayed in one or more
windows or tabs within the software browser application. Hlustratively, the user may interact
with the one or more Web pages or other content. For example, the user may euter data in a
form on a Web page, or change an atuibute of a Web page or piece of content. The user may
further open or close tabs or windows in the software browser application, follow links or
otherwise request additional Web pages or content, or any number of siher activitics that may
modily the internal state or presentation of the browser, one or more Web pages, or other
conient during the term of browsing. The displayed content, content stale, and browser slate
at a point in time during the browse session may be referred to as a browsing context.

F00063] Generally, exiling a sollware browser application, may end a term of
browsing, and may accordingly cause the browsing context associaled with the term of
browsing to be lost. For example, closing a browser with several open tabs corresponding to
Web pages, and subsequently rcopening a new instance of a software browser application
may cause the new instance 1o load a default Web page, or (o send new requests for the Web
pages corresponding to the open tabs of the original browser. Accordingly, any user
interactions or changes made o lhe state of the Web pages displayed in the original browser

will not be displayed in the new browser instance. Still further, a user opening a soffware



browser application on a different client computing device may be unable to continue a term
ol browsing begun on the first client computing device.
BRIEF DESCRIPTION OF THE DRAWINGS

0004 The foregoing aspects and many of the attendant advamtages of this
invention will become more readily appreciated as the same become better undersiood by
reference 1o the [ollowing detailed description, when faken in conjunction with the
accompanying drawings, wherein:

[6065] FIGURE 1 is a block diagram illustrative of a conlenl delivery
enviromment including a number of client computing devices, content provider, 4 content
delivery network service provider, and a network computing provider;

[0006) FIGURE 2 is a block diagram of the content delivery environment of
FIGURE 1t illustrating the generation and processing of a new browse session request from a
client computing device to a network computing provider;

19007} FIGURE 3 is a block diagram of the content delivery environment of
FIGURE ! illustrating the generation and processing of a request for a network resource from
a network computing provider to a content provider;

{0808} FIGURE 4 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of one or more requests corresponding
to one or more embedded resources from a network computing provider to a content provider
and contend delivery network; ‘

[0069] FIGURE 5 is a block diagram of the content delivery environment of
FIGURE | illustrating the generation and processing of browse session data and user
inleraclion data between a network computing provider and client computing device;

[0010] FIGURE 6 is a block diagram of the content delivery environment of
FIGURE ! illustrating the generation and processing of an additional new browse session
request from a chient computing device to a network computing provider;

[SULERY FIGURE 7 is a user interface diagram depicting an lustrative browser
mterface and display of browse session conient:

{0012] TIGURE § is a diagram depicting iHustrative browser content processing
actions as a series of processing subsystems;

[0013] FIGURE 9 is a flow diagram illustrative ol a new browse session rouline

implemented by network computing providec;



{0614} FIGURE 10 18 2 ow diagram tlusirative of a client sew browse session
interaction routine imptemented by a client computing device; and

[0615] FIGURE 11 is a flow diagram tllusirative of a process uscer nferaction
routine tmplemented by a client computing deviee,

|6416] FIGURE 12 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of 4 new persistent browsing context
reguest from a client computing device to a netwaork computing provider;

(00174 FIGURE 13 s a block diagram of the content delivery cavivonment of
FIGURE 1 iltustrating the gencration and processing of a request Lo aceess ap existing
persistenl browsing coniext from a client computing device to a network computing provider;

[0018] FIGURE 14 1s a block diagram of the contenl delivery environment of
FIGURE I illusirating the generation and processing of an additional new persistent
browsing context request from a client computing device to a network computing provider;

16019 FIGURE 15 is a uscr interface diagram depicting an illustrative browsing
context selection interface:

[0020] FIGURE 16 is a flow diagram illustrative of a client persistent browsing
rouline implemented by a client computing device; and

16021] FIGURE 17 is a flow diagram illustrative of a remole persisient browsing
rouline implemented by a nctwork compulting provider,

DETAILED DESCRIPTION

{6022] Generally described, the present disclosure is direcled to the generation
and management of a remote application session beiween client compuiing devices and
content providers in conjunction with a network computing provider. Specifically, aspects of
the disclosure will be described with regard 1o the request for a new persistent browsing
context by a client computing device with a content provider. Additionally, aspects of the
disclosure will be described with regard to lhe establishment of a remate persistent browsing
conlext al a network computing provider,  Still further, aspects of the disclosure will be
described with regard 1o the fransmission of browser and client state data and client
interaction data between the client computing device and the vetwork computing provider,
Although aspects of the embodiments described hn the disclosure will focus, for the purpose
of iilustration, on the management ol a persistent browsing context relating to a soflware
browsing application, one skilled in the art will appreciate that the techniques disclosed

herein may be applicd to any number of softwarce processes or applications, Additionally, the



preseot disclosure is not intended to require the combination of any of the deseribed aspects.
Further, although various aspects of the discloswe will be described with regard to
lustrative examples and embodiments, one skilled in the art will appreciate that the
disclosed embodiments and examples should not be construed as limiling.

{0023] With relerence o an illustralive example, a user may cause a client
computing device to load a soflware browser application {(hencelorth referred to as a
“browser”) for accessing content provided by one or more content providers. Ilustratively,
the secessed content may include a collection of one or more network resources (e.g., a Web
page) and embedded resources such as images, video, audio, text, excculable code, and other
resources.  In one embodiment. the browser may have a contont display arca or pane for
displaying the accessed network content in addition to one or more local interface
components, such as toolbars, menus, buttons, or other user juterface controls,  l.ocal
interface components may be managed and controlled by the software browser application or
any other process exccuting or implemented locally at the client computing device.
Hlustratively, managing user interface controls locally may allow for a responsive uscr
interface, as interactions by the user arc processed locally on the client computing device.

[0024) Subsequent {o the browser being loaded, in one embodiment, (he client
compuling device may oxchange persistent browsing context environment information with
the network computing provider delining or dentifying one or more persistent browsing
coniext preferences or other background information (e.g., bookmarks, browser history, cte)
to be associaled with the persistent browsing context. in a further embodiment, the persistent
browsing context environment information way include information identifying one or mote
cxisting persistent browsing contexis at the network computing provider that may be
accessible to the client computing device. Subsequent to, before, or simultancous with the
cxchange of persistent browsing context enviromment information, the client computing
device may provide a4 new persistent browsing coniext request lo the network computling
provider. The address or Jocation of a nelwork computing provider capable 10 service the
persistent browsiog coutext request may be hardeoded into the browser, may be conligurable
by the user, may be obtained from a network address service, ar may be determined in any
other way.

10025) In an illustrative embodiment, responsive to the persistent browsing
contexl request received trom the cliont computing device, the network computing provider

may instantiate o cause to have instantiated one or more computing components associated



with the vetwork computing provider thal will host a browser soflware application.  Fer
example, the network computing provider can instantiate, or cause to have inslantiated, an
mstance of a virtual machine that includes a software browser application eapable of
maintaining & porsistent browsing context, In another example, the network compuling
provider may mnstanbiale or identify a dala store (or storing dafa corresponding o various
content, contenl states, and browser slates comprising a persistent browsing context

[0016] Hlustratively, the client computing device may provide one or more
contont requests o the network computing provider ineluding information idenlifying one or
more sonrces (or e requested content,  The identifiers can be in the form of network
addresses of network resonrees, such as a Web site or other network accessible piece of
content. For example, the user may select or enter a URL, (e.g., http://www . xyzwebsite.com)
fte a browser window, causing the client computing device to transmit a request for a new
content to the petwork computing provider, including the selected TIRL.

100627] In response to the one or more content reguests, the network computing
provider may create new remote browse sessions for one or more of the new content requests.
The network computing provider may request the identified network resource(s) from one or
more content providers, a content delivery network, or a local or associated cache
component.  For example, the browser software application on the instantiated network
compuiing component cag process a primary network vesource and then generate additional
conlent requests for content idenlified im oue or more embedded resource identifiers (e.g.
pictures, video files, etc.). flustratively, in the case of other, non-browser, applications,
network resources, or contenl may inchude any lile type or format known in the art and
supported by the specific software application.

[0028] Having obtained the initally requesied content {c.g., the requested
network resource and embedded resources), the nolwork computing provider may 1dentify a
remote session browsing configuration specifying a remole session communicalion proiocol
{or use in ransmitting the requested conlent, user interaction data, inlermediate processing
results, and other information between the browser being executed on the chent compubing
device and the browser being exceuied al the mstantialed network computing component on
the computing and storage provider. The information exchanged belween the browser on the
instantiated network computing component and the browser on the client computing device

can be generally referred to as “browser session information.”
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10629] In addition to specilying a romole session communication protocol {or
ransinitting information between the client compuoting deviee and the instantiated netwaork
computing component, i one embodiment, the identified remote segsion browsing
configuration may specify that one or more processing actions 1o be performed on the
requested content are 1o be performed al the nelwork compuling provider rather than, or in
addition to, at the client computing device. In accordance with the selected remote session
browsing configuration, the client computing device and the insiantiated network coniputing
component may exchange browser session information such as processing results {(e.g, state
data or display data reprosenting the requested conlent), user interaction formation, and
subsequent content reguests. The client computing device may display the processing rosults
and other browscr scssion inlormation for the user and aceept various inputs and interactions
from the user to provide to the network computing provider. Accordingly, in some
embodiments, the user may experience the requested content similarly to as though the user
was processing the requested content locatly at the client computing device.

60301 Subsequent to establishing the persistent browsing context and requesting
content, the user may choose to end his term of browsing at the ¢lient computing device. For
cxample, the user may close or exil the browser on the client computing device, power down
the client computing device, or simply turn big attention away from the content displayed at
the browser on Lhe client computing device. Nlusiratively, the persistent browsing context
may be maintained at the network computing provider regardless of the user ending his
Interaction with the browser application at the client device. For example, the network
computing provider may maintain one or more components of a software browser application
associated with the persistent browsing context running at the network computing provider,
may store imformation associated with the persistent browsing conlext state, or any
combination thereof.

[0031] Hlustratively, the user may choose to inleract with the persistent browsing
context further al some luler point in time. For example, the user may open a new instance of
a soltware browser application at the client computing device, or may open a new nstance ol
a soltware browser application on a second client coruputing device and request access (o the
persistent browsing context. Accordingly, the client computing device may request access 1o
the persistent browsing context maintained at the network computing and storage device.
The network computing and storage device may provide browser scssion information

associated with the persistent browsing context (e.p.. processing results associated with the
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conlent and state) 1o the client computing device for display in the browser. The browser at
the client computing device may process the browser scssion information to display
representations of the content at the client computing device.  Wustratively, from the
perspective of the user, the slale and appearance of the content displayed at the client
computing device may thus appear to duplicate or appear similar (o the state and appearance
of the content betore the user ended his prior term of browsing.

{0032] FIGURE | is a block diagram illustrative of a networked compuling
envirotent 100 for the management and processing of content requests.  As llustrated in
FIGURE 1, the networked computing environment 100 inchludes o nomber of clienl
computing devices 102 (generally rveferred to as clicots) for reguesting content and content
processing from a content pravider 144, CDN service provider 106, or network computing
provider 107, In an Ulustrative embodiment, the client computing devices 102 can
corresponds to a wide varicty of computing devices including personal computing devices,
laptop computing devices, hand-held computing devices, terminal computing devices, mobile
devices (c.g., mobile phones, tablet computing devices, ete.), wireless devices, various
electronic devices and appliances and the like. In subsequent figures, the ¢lient computing
devices 102 may be individually labeled for the purposes of iHustration as client computing
device 102A and clienl computing device 102B. It should be understood thal cach client
computing device 102A and 102B may be the same as or different than each other or any
other client computing device 102, Further, while two client computing devices 102 are
depicted here for the purposes of illustration, it should be understood that any number of
client computing devices 102 may be utilized in associalion with the subject matter as
disclosed. In an ilustrative embodiment, the client computing devices 102 include necessary
hardware and software components for establishing communications over 4 conununication
network 10R, such as a wide area neiwork or focal arca network, For example, the chent
computing devices 102 may be equipped with networking equipment aond browser sofltware
applications that facilitate communications via the Internet or am intrapet.  The client
computing devices 102 may have varisd local computing resources such as central processing
units and architectures, memory, mass storage, graphics processing units, communication
network availability and bandwidth, etc.

0033} The petworked computing environment 100 can alse include a content
provider 104 in conumunication with the one or more client computing devices 102 or other

service providers {e.g,, CDN service provider 106, network computing provider 107, etc.) via



the communication network 108, The coutent provider 104 illustrated o FIGURE |
corresponds to u logical association of ove of more computing devices associated with a
content provider.  Specifically, the content provider 104 can include a web server
component 110 corresponding 1o one or more server compuling devices for oblaining and
processing requests for content (such as Web pages) [rom the clicnl computing deviees 102
or other service providers, The content provider 104 can further include an origin server
component 112 and associated storage component 114 corresponding to one or more
computing devices for obtaining and processing requests {or network reseurces [rom the
CDN service provider. The content provider 104 can still further include an applicalion
server computing device 111, such as a data streaming server, for processing strcaming
content requests. One skilled in the relevant art wil) appreciate that the content provider 104
can be associated with various additional computing resources, such as additional computing
dovices for administration of content and resources, DNS name servers, and the like. For
example, although not illustraled in FIGURE 1. the contenl provider 104 can be assoctated
with one or more DNS name server components that would be authoritative to resolve client
compuiing device DNS queries corresponding to a domain of the content provider,

[6034] With continued reference to FIGURE 1, the vetworked computing
environment 100 can further include a CDN service provider 106 in communication with the
one or more client computing devices 102 and other service providers via the conunanication
network 108, The CDN service provider 106 illustrated in FIGURE 1 corresponds to a
logical association of onc or more computing devices associated with a CDN service
provider.  Specifically, the CDN service provider 106 can include a number of Point of
Presence (“POP”) locations 116, 122, 128 that correspond 1o nodes on the communication
network 108, Each CDN POP 116, 122, 128 mcludes 8 DNS component 118, 124, 130 made

up of a mumber off DNS server computing devices lor resolving DNS queries rom the client

computers 102, Each CDN POP 116, 122. 128 also includes a resource cache
component 120, 126, 132 made up of a number of cache server computing devices for storing
resonrces (fom content providers and transmitting various requested rescurces to various
client computers.  The DINS components 118, 124, and 130 and the resource cache
components 120, 126, 132 may further include additional software and/or hardware

components thal facilitate communications including, but not limited to, foad balancing or

load sharing software/hardware components.



10635) In an iusirative embodinent, the DNS compouvent 118, 124, 130 and
rosource cache component 120, 126, 132 are considered Lo be Jogically grouped, regardiess of
whether the components, or portions of the compopents, are physically separate.
Additenally, although the CIXN POPs 116, 122, 128 are illustrated in FIGURE 1 as logicaity
associated with the CDN service provider [06, the CDON POPs will be geographically
distributed throughout the communication neiwork 108 in a manner 1o best serve various
demographics of client computing devices 102, Additionally, one skilled in the relevant arl
will appreciate that the CDN service provider 136 can be associated wilth various additional
computing resources, such as additional computing devices for administration of content and
resourees, and the like,

jUP36) With further continued refersuce o FIGURE 1, the networked computing
envirgaument 100 can also include a vetwork computing provider 107 in conmmmunication with
the one or mare client computing devices 102, the CDN service provider 106, and the content
provider 104 via the communication network 108, The network computing provider 107
illustrated v FIGURE | also corresponds to a logical agsociation of one or more computing
devices associated with a network computing provider. Specifically, the network computing
provider 107 can include a number of Point of Presence (“POP”) locations 134, 142, 148 that
correspond to nodes on the communication network 108, Each POP 134, 142, 148 includes a
network compuling component (NCC) 136, 144, 150 for hosting applications, such as data
streaming applicatious, via a number of instances of a virtual machine, generally referred to
as an instance of an NCC. One skilled in the relevant art will appreciate that NCC 136, 144,
150 would include physical computing device resources and soltware to provide the mulliple
mstances of a virtual machine or to dynamically causc the creation of instances of a virtual
machine. Such creation can be based on a specific request, such as from a client computing
device, or the NCC can mitiate dynamic creation of an inslance of a virtual machine on its
own, Each NCC POP 134, 142, 1458 also includes a storage component 140, 146, 152 macde
up of a number of storage devices for storing any type ol dala used n the delivery and
processing of network, or computing resources, including bul not limited 0 user dala, state
information, processing requirements, historical usage data, and resources from content
providers that will be processed by an instance ol an NCC {36, 144, 130 and transmitted to
various client computers, cte. In some embodiments, the network computing provider 107
may be considered as a network computmg and storage provider, The NCCs 136, 144, 150

andd the storage components 140, 146, 152 may further include additional soltware and/or



hardware cormponents that facilitaic conuuunications including, but not hmited to, load

balancing or load sharing sofiware/hardware components for sclecting instances of a virtual
machine supporting a requested application and/or providing information to a DNS
nameserver Lo (acitilate request rouling.

[0037] In an illusirative ecmbodiment, NCCs 136, 144, 150 and the siorage
components 140, 146, 152 are considered (0 be logically grouped, regardless of whether the
components, or portions of the components, are physically separale. For example, a network
computing provider 107 may maintain separate POPs for providing the NCC and the sierage
components,  Additionally, although the NCC POPs 134, 142, 148 are illustrated in
FIGURE 1 as logically associaled with a network computing provider 107, the NCC POPs
will be geographically distributed throughout the communication network 108 in a manper o
best serve various demographics of client computing devices 102, Additionally, one skilled
in the relevant art will appreciate that the network computing provider 107 can be associated
with various additional computing resources, such additional computing devices for
administration of content and resources, and the like. Even further, one skilled in the relevant
art will appreciate that the components of the network computing provider 107 and
components of the CDN service provider 106 can be managed by the same or diffgrent
enlities,

[6038] With reference now (o FIGURES 2-6, the interaclion between various
components of the networked computing environment 130 of FIGURE | will be illustrated.
Specifically, FIGURES 2-6 illustrate the interaction between various components of the
networked computing environment 100 for the exchange of cootent botween a clicat
computing device 102 and a content provider 104 via the network computing provider 107.
For purposes of the example, however, the itlustration has been simplified such that many of
the components ulilized to facilitaic communications are not shown. One skilled in the
velevani art will appreciate that such componenis can be wutilized and that additional
interactions would accordingly occur wilhoul departing fror the spinit and scope of the
present disclosure.

199394 Wiih relerence to FIGURE 2, (he process can begin with the generalion
and processing of a browse session request from a client computing deviee 102 to a network
computing provider 107, Hlustratively, the chient computing device 102 may load a browser
for viewing network content In response to an event or user request.  Subscquent to the

browser being loaded, the browser may be implemented to request @ new browse session.
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From the peespective of the user of the clicst computing device, the request for the new
browse session corresponds to the intended request to ransmit the request to one or more
corresporiding  content  providers 104, lustratively, this request may be generated
automatically as a resull of the browser loading (e.g., a request for a delaull or “home” page),
or may be generated as a result of a user following a link or entering a network address inle
an address bar. As lustraled in FIGURE 2, the browse session request is iransmitted first o
a network computing provider 107, In an illuswrative embodiment, the network computing
provider 107 utilizes a registration application program jnterface (“API”) o accept browse
session requests from the client computing device 162, The browse session request can
include petwork address information correeponding to a requested network resource, which
may be in any form, including, but not limited to, an tnternet Protocal (“1P”") address, a URL,
a Media Access Control ("MAC”) address, ete.

0407 Subsequent to the receipt of the browse session request, the network
computing provider 107 may sclect an associated network computing component (hereinafter
NCC”) point of presence (hereinafier “POP”) such ag NCC POP 142 to service the browse
session request.  The selection of the NCC POP may determine the processing and network
resources available to the iostantiated virtual machine, The selection of processing and
network resources and the provisioning of seftware at the NCC POP nstance may be done, at
least in part, in order to optimize communication with content providers 104 and client
computing devices 102,

[0041] With reference to FIGURE 3, an illustrative interaction for generation and
processing of a request for a network resource [fom a network computing provider 107 to a
content provider 104 will be described.  As illustrated in FIGURE 3, the selected NCC POY
142 may gencrate a browse session corresponding to onc or more content providers based on
a browse session request, such as the illustralive browse session request depicted in
FIGURE 2 above, Hlusiratively, instanliating a new browse session instance may include
loading a new vitual wachine instance aud/or browser instance at the NCC POP 142,
reserving oy allocating device memory, storage or cache space, processor time, network
bandwidth, or ether computaticaal or network resources for the new browse sesston.

36342 Subseguent to initializing a new browse session instance, NCC POP 142
may provide a request for a network resource to a content provider 104 based on a network
address 1ncluded in the browse session request. For example, a browse session request may

include a URL for a Web page, such as “httpr/iwww xyzsite.com/default.htm.” NCC POP



142 may resolve the URL o an 1P address through a DNS resolver associated with the
network computing provider {not shown), and may request the Web page from the content
provider 104 at the resolved 11" address. In various embodiments, a network resource may be
retrieved {tom any combination of content providers, content delivery network (heveinalter
“CDNY) servers, or caches associated with the network computing provider 107, For
example, the nelwork computing provider may check if a resource is stored in a local cache
or in another server or service provider associated with the network computing provider 107,
If a network resource is stored in a local or associated location, the NCC POP 142 may
retrieve the network resource from the local or associated location rather than from the third
party content provider 104 or CDN service provider 106, Hiustratively, the NCC POR 142
may provide requests for any number of network resources as included in the hrowse session
request, and may oblain these network resources from any number of different sources,
sequenfially or in parallel.

100431 As illustrated in FIGURE 3, the content provider 104 receives the resource
request [rom the NCC POP 142 and processes the request accordingly. Tn one embodiment,
the content provider 104 processes the resource request as if it were originally provided by
the client computing device 102, For example, the content provider 104 may select the type
of content, ordering of content, or version of content according to the requireruents of the
requesting client computing device 102, 1p another embodiment, the content provider 104
may be provided with information that provides information associated with the
NCC POP 142 for utilization in providing the requested content (e.g., an available amount of
processing resources or network bandwidth),

100644 Subsequent to obtaining the requestied network rcsource from the content
provider 104 (or olher source designated by the content provider), the NCC POP 142 may
process the network resource to extract embedded resource identifiers and gather information
for delermination of u remote session browsing configuration. For example, a nelwork
resource such as a Web page may include embedded C8S style inlommation and Javascripl as
well as embedded resource 1deutiliers 1o addilional resources such as lext, images, video,
audio, animation, executable code, and other HTML, €8S, and Javascript files. In the
process of oxtracting the embedded resource identifiers, the NCC POP 142 may gather
imformation about the processed ncitwork resources for jater usc in the determination of a

remote session browsing configuration as discussed below with reference to FIGURE 4.
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{0045] With reference to FIGURE 4, an tlustrative micraction [or generation and
processing of one or more requests correspoudiug to one or more embedded resources [rom a
network computing provider to 4 conlent provider and content delivery network is disclosed.
As tflustrated in FIGURE 4, the selected NCC POP 142 may provide resource rogquests 10 one
or more sources of content such as content provider 104 and CON POP 116, The resource
requests may correspond (0 embedded resotitees based on one or more embedded resource
identifiers extracted from a requested network resource (¢.g.. a Web page) as deseribed in
FIGURE 3 above. In various cibodiments, embedded resources may be retrieved [rom any
combination of contont providers, CDN servers, or caches associated with the network
computing provider 107, For example, the network computing provider may check 10 an
embedded resource is stored in a local cache or in another server or service provider
assoeiated with the network computing provider 107, If an embedded resource is stored in a
local or associated location, the NCC POP 142 may retrieve the embedded resource from the
local or associated location rather than the thitd party content provider or CDN.
Niustratively, the NCC POP 142 may provide requests for any number of cmbedded
resources referenced by a network resource, and may obtain these embedded resources from
any number of different sources, sequentially or in parallel, Subsequent 1o obtaining the
requested resources, the NCC POP 142 may precess the resources and requesled content to
determine a remote session browsing conligaration for the processing and communication of
content to the client compuling device 102,

[0046) With reference to FIGURE 5, an illustrative interaclion for generation and
processing of processing results and user inleraction data between a network computing
provider and client computing device is disclosed,  As previously deseribed, in one
cmbodiment, the respective browsers on the instantiated network computing component and
the clienl computing device 102 can exchange browsers” session information refated to the
allocation and processing of the requested resources at the instantiated network compuling
component and ¢lient computing device, As iflustraied n FIGURE 5, the selected NCC POP
142 may provide an nilial processing resull o the client computing device 102 over the
network (08, The initial processing result may correspond 1o requested notwork conteut,
such as a Web page, along with associaied cmbedded resonrces processed by the NCEC POP
(42 in accordance with a selected remote session browsing configuration as described in
FIGURE 4 above. The NCC POP 142 also makes a determination of which additional

processes will be conducted at the NCC POP 42, at the client computling device 102, or
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both, Subsequent 10 reeciving av initial processing result and the allocation of processes, the
client computing device 102 may perform any remaining processing actions on the initial
processing resolt as required by the selected remote session browsing configuration, and may
display the [ully processed content in a content display arca of a browser. The client
compuling device (02 may process any local user interactions with local inlerface
components or content clements locally, and may provide user inferactions requiring renmote
processing to the network computing provider 107, The network computing provider 107
ruay provide updated processing resolts to the client computing device in response io changes
(o the content or remote user interaction data from the chient cormputing device,

[O0471 With reference lo FIGURE 6, o block diagram of the conlent delivery
environment of FIGURE 1 illustrating the generation and processing of an additional new
browse session request fromu a client computing device to a notwork computing provider is
disclosed. As illustrated in FIGURE 6, 2 second new browse session request may be sent to
network computing provider 107 from client computing device 102 across network 108, 1In
an itlustrative emboediment, the network computing provider 107 utilizes a registration API to
accept browse session requests from the client computing device 102,

[0043] The additional browse session request may be generated by a client
computing device 102 in response to a user opening up a new browser window with 4 new
conlent display area, opening a new content display area in an existing browser window (e.g.,
opening a new tab in a browser), requesling new network condest in an existing content
display area {e.g., foHowing a link to a new network resource, or entering a new networl
address into the browser), or any other user interaction. For example, a user browsing a first
Web page coiresponding to a first browse session instance may follow a link that opens a
new tab or browser window to view a sccond Web page. fn one embediment, any required
steps of obtaining and processing contenl associated with the second Web page may be
performed by the currently instantiated network computing component in which the browser
can handle the processing of both resource requests,  In another cmbodiment, the client
computing device 102 request may be processed as » new browse session request to the
network computing provider 107, inciuding the network address of the second Web page. In
this embadiment, the browser on the client computing device may not specifically requesi a
separate browse session, and a user’s interaction with the browser on the client compuling
device 102 may appear to be part of a same browsing scssion.  As described above with

regard to FIGURES 2 and 3, the network computing provider 107 may cause an instanliation



of a network computing component for oblaining and processing content assoctaled with the
second web page. [n othes emibodimients, a new browse session request may be generated by
the chient computing device 102 corresponding e sections of u network resource (e.g., frames
of o Web page), individual network resources, or embedded resources themselves, data
objects included in 4 set of content, or individual network resourees,

{0049] Mustratively, the additional browse session request may include any
number of picces of dwa or information including, but not limiled fo, informaticn associated
witlt a user, information associated with the client computing device 102 (e.g., hardware or
soflware information, a device physical or logical location, ete.), information associated with
the network FOR, user or browser prefercuces (g, a wquested remote scssion browse
protocol, a preference list, a decision tee, or other information), information associated with
the petwork compuling provider 107, information associated with one or more pieces of
reguested network content {e.z., the network address of a network resource), ste. Requested
content may include any manner of digital content, inctuding Web pages or other documents,
lext, images, video, audio, executable seripts or code, or any other type of digital resource.

[0059] Subsequent to the receipt of the browse session request, the network
computing provider 107 may sclect an associated network computing component such as
NCC POP 142 to service the browse session request.  As discussed above with reference to
FIGURE 2, a network computing provider 107 may select an NCC PODP to service a browse
session request based on any number of factors, including, but vot limited (o avaiiable NCC
POP resources (e.g., avajlable memory, processor load, network load, etc), a tinancial cost of
servicing the browse session request at the NCC POP, the NCC POP location respective 10 a
client compuling device 102, content provider 112, or CDN POP 16, a NCC PQP cache
status (c.g., whether a requested resource is already stored in an NCC POP cache), cte. In
one embodiment, the network computing provider 107 may select a number of NCC POPs Lo
service & browse session request,  Hlustratively, although the network computing provider
107 15 depicted bere Tor purposes of illustration as selecting NCC POP 142, the network
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computing provider 107 may select any extant NCT POP to service the browse session
requost.  For example, a single client computing device 102 may simultaneously or
seqaentially provide three different browse session reguesis (o the network computing
provider 107 comresponding to different network resources. The network computing provider
107 may select different NCC POPs for cach browse session request, the same NCC POP for

all three browse session requesls, or any combination thereol,  As discussed above. the

¢
Ly
P



deeision whether to select a different NCC POP than was utihized fov a previous or
simultanecus browse session request may be made on the basis of available systent resources,
randomly, or according (o auy other faclor as discussed above and vith regards to FIGURI 2.

16051 FIGURE 7 is a user interface diagram depicting an illustrative browser
interfuce and display of browse session contenl.  As described above with relerence Lo
FIGURE 3, a browser 700 may have a content display area 702, as well as one or more one or
more loeal interface components. These local interface components may include toolbars,
menus, buttons, address bars, scroll bars, windosw resize controls, or any other user interface
controls.  Hlustratively, local interface components may be displayed as separate from the
contont display arca or may be overlad or cenbedded in the coutent display arca.

16052) luteractions with local jnterface componesils may be treated as tocal vser
interactions or remote user inleractions depending on the processing required by the
interaction and the remote session browsing configuration. For example, the selection of a
prelerences option in a browser menu may be handled entirely as a local user interaction by a
browser. The processing required to display the menu, provide visual feedback regarding the
selection, display the preferences window, and process the changes made to the browser
preferences may be performed locally,  As discussed above, processing user inleraclions
locally may provide greater responsiveness at the browser as opposed to sending user
inleraction data to the NCC POP 142 for processing. As another esample, when using a
remote session browsing configuration that specilies extensive processing on the NCC POP
142 {c.g., & remote session browsing configuration using a remots session conununication
protocol such ag RDP), the selection ot a coutent refresh button in a browser toolbar may be
handled both as a local user interaction and a remote user interaction, The limited processing
required 1o provide interface feedback corresponding to the button sclection may be handled
at the clienl computing device 102 in order lo provide lhe appearance of interface
responsiveness, while the refresh command, which may require processing of the nebwerk
content displayed in the content display area ol the browser, may be seul as user inferaclion
data (o the NCC POP 142 [or processing. The NCC POP 142 may then tansmil updated
processing results correspeonding to the reflreshed network contenmt back to the client
computing device 102 for digplay.,

{0053] In one embodiment, a window of a browser 700 may correspond ie a
remote persistent browsing context. With regards to this specific embodiment, browser 700

may include a persistent browsing context name 786 or other identifving visual indicia of &
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current persistent browsing context, In one embaodiment, a porsistent browsing coniext may
include multiple Web pages or other network content organized as content tabs 708 in a
window ol a browser 700, Ilustratively, the content and display states associated with the
content organized in contenl tabs 708 may be maimtained at the network computing provider
107 alter the browser 700 is closed or exited. Accordingly, a new instance of a browser on
the samwe or a different chent computing device 102 may reload the conlent and content tabs
708 from processing resulls provided by the storage provider 107 upon subscquently
accessing the existing porsistent browsing context.

{3054 FIGURE 8 is a diagram depicting itlustrative browser content processing
aclions as a series of processing subsystems 800, 1y many ombodiments, # browsetr may
process sets of content {c.g., netwark resources such as web pages and assoctated embedded
resouices) in a serics of processing actions.  lustratively, and as described above with
reference 1o FIGURES 325, a remote session browsing configuration may specify a split
belween processing actions performed at a network computing provider {(¢.g., an NCC POP)
and processing actions performed at a client computing device 102, This split may designate
some processing actions to be performed by cach of the NCC POP and client computing
device 102, or may assign all processing actions 1o a single device or compovent, For
example, an NCC POP may perform all of these various processing actions at the browse
scesion instance, and send fully processed RDP processing results to the client computing
device 102 for bitmap assembly and display.  Any number ol different remote session
browsing configurations may be used by one or morc browse scssions instances running at an
NCC POP.

[0055] One of skill in the rclevant art will apprectate that the subsystems shown
here are depicted for the purpose of iflustration, and are not intended to describe a necessary
order or a definitive list of browser subsystems,  Yarious browser software components may
implement additional or fewer browser subsystems than are shown here, and may order the
subsystoms or corresponding processing actions in any number of dilferent ways. Although
the processing subgysters 800 depicled here for purposes ol iHustration are directed at the
pracessing of Web pages or other Web content, one of skill in the relevant art will appreciate
that the processing of other file types or network resources may be broken up in a similar
manner. For example, one of skill in the relevant art will appreciate that a similar schema
may be developed for the processing of images, video, audio, database information, 3d design

dala, or any other hle forniat or type of data known io the art. Sinmlar schema may also be



developed Tor any wwmber of device operating system or software framework processing
operations, such ag scheduling, memory or file management, systcm resource management,
process or service execution or management, ete. Further, although the H'TML protocot and
RDP remole session communication protocols are discussed heremn for the purposes of
example, one of skill in the relevant arl will appreciate that a remote session browsing
configuration nway implement any number of remote communication protocols [or any
number of specified processing actions, and that a remote session browsing configuration
may be formulated to perform any fraction or combination of the actions identified below al
any combination of the client corputing device 102 and nebwork computing provider 107,
10056) IMustratively, the first processing subsystem volved ju the processing
and display of network content s the networking subsystern 802.  Ulustratively, the
netwaorking subsysterm 802 may be responsible for all communication between the browser
and content provider, including local caching of Web content. The networking subsystem is
zenerally limited by the performance of the user’s nctwork. A vemote session browsing
configuration that splils processing actions at the networking subsystem 802 nnght include a
remote sossion browsing configuration wlilizing an HTMLU remote session communication
protocol, where one or more caching or resource retrieval actions were perforied at the NCC
POP, but parsing and processing of the content was performed af the clienl computing device,
[0057] As network resources such ag HTMIL documents are downloaded from the
server they may be passed to an HTML snbsystern 804 which parses the documenl, initiates
additional downloads in the networking subsystem, and creates a stryctural representation of
the document, Modern browsers may also contain related subsystems which are used for
XHTML, XML and SVG documents. A remote session browsing configuration that splits
processing actions at the HTML subsysten 804 might include a remote session browsing
configuration utilizing an HTML remote session comimunication protocol, where an initial
HTML page is processed at the NCC POP in order (o extract embedded resource identifiers,
but adduional parsing and processing of the content is performed al the clien! compuling
device.  In another embodiment. & remote session browsing conlguration thal splits
processing actions at the HTML subsystem 804 might perform initial processing to creale the
structural representation ol the HTML document, and provides a processing result including
the structural representation and associated embedded resources to the client computing

device tor processing.



[0658] When €SS is cocountered, whether inside an HTML documeni or an
embedded CSS documicnt, it may be passed to a CS8 subsystem 806 Lo parse the style
information and create a structural representation that can be referenced later. fllustratively,
a remole session browsing configuration that splits processing actions at a CSS8 subsystem
R0¢ may construct a processing result including the CSS structural representation and HTML
structural representation, and provide the processing result and associaled embedded
resources 10 he client computing device for processing.

{6639] HTML documents ofterr comtain metadzala, for example the information
described in o document header or the attributes applied o an ¢lement.  The collections
subsystem 808 may be respensible for storing and accessing this metadata. A remote sesgion
browsiug configuration it splits processing actions al a collections subsystem 808 may
construcl a processing result including processed metadata along with any other structural
representations discussed abaove, and provide the processing result and associated embedded
resources to the client computing device for processing,

13060] When Javaseript is encountered, it may be passed directly to a JavaScript
subsystem 810 responsibie for exccuting the script.  The Javascript subsystem 810 has been
examined fully over the years, and may be onc of the most well known browser subsystems
in the art. A remote scssion browsing configuration thal splits precessing actions at a
Javascript subsystem 810 may construct a processing resull including an  internal
representation of one or more Javascript scripts, including, but nol limited fo state data or a
representation of the script in a native or intermediate form, as well as any other processed
structures or data discussed above, and provide the processing resull and associated
embedded resources to the clieut computing device for processing,

10661} Because many JavaScript engines are notb divectly integrated into the
browser, there may be a comimunication layer including the marshalling subsystem 812
between the browser and the script engine, Passing information through this communication
layer may generally be referred to as marshaling. A remote session browsing configuration
that splits processing actions at a marshalling subsystem $12 may construct a processing
vesult including marshalling data as well as any other processed structures, senpts, or daty
discussed above, and provide the processing vesult and associaled embedded resources 10 the
client computing device [or processing,.

j0062) In same embodiments, JavaSceripl interscts with an uuderlying network

resource such as a Web document throngh the Document Object Model APls. These Alis
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may be provided through a native object model subsysteny §14 (hat knows bow 1o access and
manipulate the docwment and is the primary interaction poinl between the seript engine and
the browser. Hustratively, a remote session browsing configuration that splits processing
actions at a native object model subsyslem 814 may construct a processing result including
nalive object model state data or APY calls as well ag any other processed structures, seripts,
or data discussed above, and provide the processing resoll and any other associated
embadded resources to the client computing device for processing.

[0663) Once the document is constructed, the browser niay needs to apply style
inforuation before 1 can be displayed to the user. The formalling subsystem 816 takes the
HTML document and applics styles. Hlustratively, a remote session browsing confignration
that splits processing actions at a formalting subsystem &16 may constiuct a processing result
inclading an HIML representation with applicd styles, as well as any other processed state
data, APl calls, structares, scripts, or data discussed above, and provide the pracessing result
and any other associated embedded resources to the client computing deviee for precessing.

0064 In one embodiment, CSS is a block based layout system. After the
document is styled, the next step, at a block building subsystem 818, may be to construct
rectangular blocks that will be displayed to the user. This process may determine things like
the size of the blocks and may be tightly integrated with the next slage, lavoul. A remote
session browsing configuralion that splits processing actions al a block building subsystem
818 may construct a processing result incloding block information, as well as any other
processed state data, API calls, structures, scripts, or data discussed above, and provide the
processing result and any other associated embedded resources lo the client computing device
for processing.

16065 Subscquent to the browser styling the content and constiucting the biocks,
it may go through the process of laying cut the content.  The layout subsystem 820 is
respongible for this algorithmically complex process.  [llustratively. a remote session
broewsing configuration that splits processing aclions al a layout subsystem 820 muy process
the various slate data, API calls, slruciures, scripts, or data discussed above {o cousiruet a
processing cesull including layout inlermation {or the client computing device, Hlustratively,
an NCC POP may make use of various data or seitings associated with the client computing
device or browser (e.g., as provided in the initial browse session request) in order to generate
a suitable layout for the client computing device. For examiple, a mobile device may provide

a screen resolution and a display mode to the NCC POP. The NCC POP may base layout
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caloulaticns on this screen resolulion and display mode in order to gencrale & processing
result corresponding to a content representation suitable for a browser running on the mobile
device. Dlustratively, in varicus embodiments, any other subsystem implemented by the
NCC POP may make use of data associated with the client compuling device or browser in
gencrating a processing resull for the client.

j0066] The final stage ol the process may occur inside the display subsystem 822
whete the final content is displayed to the user. This process is often referred to as drawing.
A remote session browsing configuration that splits processing actions at the networking
subsystem 802 might include a remote session browsivg configuration wiilizing av RDP
remote session communication protocol, where nearly all processing is performed at the NCC
POP, and a processing result including bituap data and low level interface data are passed to
the client computing device for display.

0671 FIGUREY is a flow diagram iliustrative of a new browse session
routing 900 implemented by network computing provider 107 of FIGURE 1. New browse
session touting 900 begins at block 902, At block 904, the network computing provider 107
receives a new browse session request from client computing device 102, As previously
desceribed, the client computing device 102 may load a browser for viewing network content
in response 1o an event or user request. Subsequent to the browser being loaded, the browser
may be implemented request a new browse session, From the perspective of the user of the
client computing device, the request for the new browse session corresponds to the intended
request to transmit the request to one of more corresponding content providers 104,
Mustratively, this request may be generated automatically as a result of the browser loading
(c.g., a request for a defanlt or “home” page), or may be generated as a result of a user
following a link or cntering a network address into an address bar, This browse session
request may include one or more addresses or references o various nelwork resources or
other content requested by the client computing device 102, In an illustrative embodiment,
the browse session request 18 trapsitied in accordance with an AP

10068] Al block 906 the network computing provider 107 may sclecl au
assoctaled NCC POP o mstanlale a new browse session based on the browse session
request. As discussed above with reference to FIGURE 1, a network computing provider 187
may include apy nnmber of NCC POPs distributed across any number of physical or logical
iocations. A network computing provider 107 may sclect a NCC POP 1o service a browse

session request based on any number of factors, including. but not limited to available NCC
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POP resourees {(o.g., available memory, processor toad, neiwork foad, ete.), a financial cost of
servicing the browse session request at the NCC POP, the NCC POP lucation respective to a

client computing device 102,

, content provider 104, or CDN POP 116, a NCC POP cache
status (e.g., whether a requested rosource is already stored in an NCC POP cache), ete.

[0869] In one embodiment, the network computing provider 107 may select a
mumber of NMCC POPs o service a browse sesston request.  For example, the network
computing provider 107 may select two NCC POPs with different logical locations in the
network, Each NCC POP may independently request and process network content on die
behall of the clieut computing device 102, and the clicot computing device 102 may accepl
data from (he first NCC POP to return a processing result. Subsequent to being selected by
the network computing provider 107, NCC POP 142 may obtain the browse session request,
In one embeodiment, NCC POP 142 may have the browse scssion request forwarded {o it by a
component of network computing provider [07. Tn another embodiment, NCC POP 142 or
client computing device 102 may receive connection information allowing the establishment
of direct commumication between NCC POP 42 and client compuling device 102,
Htustratively, NCC POP 142 may be provided with the browse session request originally
provided to network computing provider 107, may be provided with a subset of information
(c.g.. just a network address of requested countent), or may be provided additioval information
not included in the original browse session request.

10670} Subsequent to the NCC POP 142 being selected, the network computing
provider 107 may cause the NCC POP 142 to instautiate a pew browse session, Illustratively,
instantiating a new browse session instance may include loading a new virtual machine
instance and/or browser instance at the NCC POP 142, reserving or allocating device
memory, storage or cache space, processor time, nelwork bandwidih, or other computational
or network resources for the new browse session. Illustratively, one or more characleristics
of the new browse session instance and/or browser instance may be based on client
computing device 102 information included in the browse session regquest,  For example, the
browsc session request may include a device type or browser type, a device sereen resolution,
a browser display area, or other information defining the display preferences or capabilities
of the client computing device 102 or browser,  The NCC POP 142 may accordingly
instantiate a virtual machine instance and/or a browscr instance with the same or similar
capahilities as the client computing device 102, llustratively, maintainicg a virtual machine

instance and/or browser with the same or similar capabilitics ag the client computing device



102 may allow the NCC POP 142 lo process network content according to the appropriate
dimensions and layout for display on the particular client computing device 102,

(06711 In some embodiments, the NCC POP 142 may utilize an existing virtual
machine tstance apd/or browser instance in addition to, or as an alterative lo, iustating a
new browse session.  [For exmwnple, subsequent to the NCC POP 142 being selected, the
petwork computing provider 107 may cause the NCC POP 42 1o associale an existing
browser instance and/or virtual machine instance, such as one or nwre instances previously
inslantiated at the NCC POP 142, witli the new browse session roquest.  IHustratively, an
existing browser session and/or virtwal machine instance may correspond 1o another browse
session, remote application session, or other remote process associaied with the user or client
computing device 102, or may be a previously instantiated software instance from an
unrelated browse sesston or renwle process. In other embediments, the NCC POP 142 may
instantiate a new browser or other application process in an existing virtual machine instance,
or may combine the utilization ol previously instantiated and newly instantiated software
processes i any number of olher ways. In still further embodiments, the network computing
provider or NCC POP 142 may instantiate any number of new virtual machine instances
and/or browser fustances (or make use of existing jnslantiated instances) based on a gingle
browse session request.

[0072] At block 908 the network computing provider 107 may provide a request
for ome or more network resources to a content provider or CDN service provider based on a
network address included in the browse session request. In various embodiments, one or
more network resources may be additionally or alternately retrieved (rom a cache local to the
NCC POP 142 or otherwise associated with the network computing provider 107, One of
skill in the art will appreciaic that, in the case of other embodiments, the link or netwerk
address may correspond to a docoment or fiie stored in 4 digital file locker or other network
storage location or at a cache component assoctated with the network computing provider
197 or client computing device 102, T some embodunents, the new session request may
inclode o document or file in addition o or as an aliematve 1o o nelwork addvess, Al
block 910, the network computing provider 167 obtaing the one or more network resources.
Subsequent to obtajning the requested network tesource, the NCC POP 142 may process the
network resource Lo extract embedded resource identifiers.

00731 At block 912, the network computing provider 107 may provide resource

requests 1o ene or more sources of content such as content providers, CON service providers,
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and caches. The resoorce requesis may comvespond to embedded resources based on the one
or more embedded resource identifiers extracted from the one or more network resouice as
described in block 910 above, At block 914, the network computing provider 147 may oblain
these embedded resources [rom any number of different sources, sequentially or in parallel.

[0074) Al block 916, the network computing provider 107 may process the one or
more nelwork resources and associated embedded resources (o delermine a remote session
browsing configuration {or the processing and commpunication of content lo the client
computing device 102, A remote session browsing configoration may include any
preprietary or public remote prolocol allowing exchange of data and user interactions or
recuests between a client and & remote server. The remote seasion browsing confignration
may illustratively include both a remote session communication protocol and a processing
schema for providing processed {or unprocessed) content to a client computing device for
display in the content disptay area of a browser,

7S] Hlustratively, a remote session browsing configuration may define or
specify a remote session communication protocol, including, but not limited to, a network
protocol, signaling model, transport mechanism, or encapsulation format for the exchange of
state data, user interactions, and other dala and content between the network computing
provider and the clicnt computing device. Examples of remote session communication
protocols known in the art incfude Remote Desklop Preiocol (RDP), X-Windows protocol,
Virtual Network Computing (VNC) protocol, Remote Frame Buffer protocol, HTML, et
Yor cxample, RDP illustratively specifies a nuwmber of processing mechanisms for encoding
client input (e.g., mouse movement, keyboard input, etc.) into protocol data units for
provision to a remote computing device, and corresponding mechanisms for sending bitmayp
updates and low level interface information back to the client device. As another example,
the HTML protacol illustratively provides a mechanisnt for providing files defining interface
information and conlaining resources references from a server o a client, and a
corresponding mechanism for a client computing device i provide requests for additional
[les and resources to the server, 1o one embodiment, the NCC POP 142 may provide an
inttial convrunication (o the client computing device 102 afler determining the remote
session commuanication protocol. This initial communication may allow the client computing
device |02 to prepare {o receive communications in the sclected remote session

communication protocol, and, in the case of pull remote session communication protocols
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like HTTP, may cause the client computing device to send an 1nitial resource request to the
browse session instance running on the NCC POP 142.

j0076] Fach remote session browsing configuration may additionally define a
split of processing actions between the network computing and storage service {e.g., NCC
POP 142) and the client computing device {e.g., client compuling device 102). In one
embodiment, a particular spiil of processing actions may be based on or mandated by 2
patticular renote session communication protocol. In another embodiment, a remote session
comnwnication pretocol may atlow several different splits of processing actions depending
on the impiementation or configuration of the protocol. Tor the purpose of Wustration, many
pieces of ustwork content (e.g., Web pages, video, Flash docuwents) may require various
processing actions before being displayed on a computing device. A Web page, for example,
roay be parsed to process various HTMIL layout information and refercnces to associated
resources or embedded content such as CSS style sheets and Javascript, as well as embedded
cantent objects such as imuages, video, audio, elc. The HTML and cach referenced object or
piece of code will typically be parsed and processed before a representalive object model
corresponding to the Web page may be constructed.  This object model may then be
processed further for layout and display in & content display arca of a browser at the client
compuiing device 102, Hlustralive browser processing actions are described in greater detail
below with reference to FIGURE 8. One of skill in the art will appreciate that, in the case of
other embodiments or applications, various other processing actions may be required.

10077} A remote session browsing configuration may specity that various of the
processing actions required (or display of piece ol network conten! be perfornied at the
remote computing device, such as the NCC POP 142, rather than at the client computing
device 102, Nebwork countent partially (or wholly) processed at the network computing
provider may be referred o as a processing result.  As discussed below, the spht of
processing aclions nay be asseciated with or linked to the remote session communication
prolocol used for exchanging data and client input between the NCC POP 142 and cliend
compuling device 102,

{00781 For example, 4 remote session communication protocel such as RDP thal
transmits a processing result including fow level interface information and bitmaps to the
client computing device 142 for display may be associated with a remote scssion browsing
conliguraton that specifies porforming all, or nearly all, of the necessary content processing

actions at the NCC POP 142, While using RDP, the NCC POF 142 may. for example, run a
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full instance of a browser the NCC POP 142 and wransniit & processing result copsisiing of
bitmap updates corresponding to a represeniation ol the displayed content Lo the elient
computing device 102, The client computing device 102, in this example, may merely be
required to assemble the transmilted bitmap updales for display in the content display area of
the browser, and may perfomm none of the processing of the actual HTML, Javascrip(, or data
gbjects involved in the display of an illusiralive pilece of nelwork conteat.  As another
example, a remaote session browsing configuration ulilizing a remote session commuunication
protocol sach as HTML may tanswit network content in a largely unprocessed form, The
client computing device 102 may s perfomi all of the processing actions reguired for
display of network content while the NCC POP 142 performs little or no processing.

|0879) The NCC POP 142 may bese its determination of a remote session
browsing configuration on any number of {actors, incleding, but not limited to, one or more
characteristics of one or more of the requested resources, content provider 104, or CON
service provider 106, onc or more characteristics of the content address or domain, one or
more characteristics of the client compuling device 102, browser or application, user, one or
more characteristics of the NCC POP 142, or one or more characteristics of the network or
nelwork conneclion, ele, Characteristics of requested resources may include, but are not
limited to, a data format, & conlent type, a size, processing requiremnents, resonrce latency
requirements, a nuinber or type ol interactive elements, a security risk, an associated user
preference, a networl address, a network domain, an associated conlent provider, etc.
Characteristics of a content provider 104, C2N serviee provider 1006, computing device 102,
or NCC POP 142 may mclude, but are not himited to, processing power, menwory, storage,
network comnectivity {e.g., available bandwidih or latency), a physical or logical location,
predicted stability or risk of fatlure, a seitware or hardware profile, available resources (e.g.,
available memory of processing, or the number of concurvently open soflware applicalious),
ste. The NOC POP 142 may Turther consider perceived securily threats or risks associated
with a piece of conient or domain, preferences of a clignt computing device or a content
provider, computing or network resource costs (e.p., a financial cost of processing or
bandwidth, resource usage, cte.), predetermined preferences or selection inlormation, amy
additional  processing  overhead required by a particular remote  session  browsing
confliguration, a cache status {e.g., whether a particular resources 1s cached at a NCC POP
142, at the client computing device 102, or at other network storage associated with the

nelwork computivig provider), a predicted delay or thvie required to remieve reguested

26w



nelwork content, a preferred contend provider or agreements with a content provider for a
particular remote session browsing configuration or level of service, a remote session
browsing configuration being used for another {or the current) browse session by the sarme
user, or any other factor.

{0680] In some embodinents, an NCC POP 142 may base a delermination of a
remote session browsing configuration on past behavior or practice. For example, an NCC
POP 142 that has determined a remote browse session configuration for a particular resource
in the past may automatically select the same remote browse session configuration when the
resource is requesled by the same (or potentially a differcut) user, As another exawple, a
uger that bas a bhistory of frequently accessing Web sites with oxtonsive processing
requirements may automatically be assigned a remote session browsing configuration that
performs the majority of processing at the NCC: POP 142, 1In other embodiments, an NCC
POP 142 may base a determination of a remote browse session configuration on predictions
of future behavier. For example, an NCC POP 142 may base its determination of a remote
browse session configuration for a particular resource on an analysis of past determinaiions
made for a particular Web site, network domain, or set of relaled resources, A content
provider that histordcally has provided video-heavy Web pages may be associated with a
remole session browsing configuration that emphagizes video performance at the client
computing device 102. lllustratively, past historical analysis and future predictions may be
considered as one or more of a number of factors on which to base the remote session
browsing configuration determination process, or may be definitive in the decision making
process,  For cxample, once an NCC POP 142 determines a remote session browsing
configuration for a particular content provider, it may skip the remote session browsing
configuration determination process tor any future resources scerved from the content
provider. THustrafively, the NCC POP [42 may re-delermine a remole session browsing
configuration Lo be associaled with the contenl provider aller a [ixed period of time, or alier
the NCC POP 142 has identified or determined a change in the conignt being served by the
content provider.

100811 In other embodiments, a network resource, Web site, network domain,
content provider, or other netwark entity may specify or otherwise request the use of a
particular remote browse session configuration in a respurce tag, metadata, or other

communication with an NCC POP {42, The NCC POP 142 may treat the request as



definifive, or may consider the vequest as one of muliiple factors (o be covsidered in the
decision making process.

0082 For example, a remote session brovwsing cenfiguration utilizing a remote
session communication protocel such ag RDP may specify extensive processing 1o oocyr at
the network computing provider 107 {e.g., at NCC POP 142) rather than at the client
computing device 102, The remote session browsing conliguration may thus leverage the
processing power of the NCC POP 142 w achieve lower latencies and presentation delay
when dealing with network content that requires a groal deal of pro-processing (e.g., content
with a great deal of CSS or Javascripl information defining page layout). The NCC POP 142
may Lherefore seleel a remole session browsing configuration that performs a subsiuntial
amowt of processiug at the network computing provider 107 and wtilizes RDP or a similar
remole session conymunication protocol for communication of processing-intensive content.
Conversely, a remote session browsing configuration that utilizes a remote session
communication protocol such as HTML may specify extensive processing at the client
computing device 102 rather ithan at the network computing provider 107. The remote
session communication protocol may thus achieve smaller delays and smoother presentation
wheo presented with simple network content thal requires very little processing or network
conlent that requires rapid change in displayed content after its jnitial load. For example, a
Web page with embedded video may perform better performing the majority of processing
locally and utilizing HTML rather than RDP as a remole session communication protocol, A
remote scssion browsing configuration specifying cxtensive processing at the network
computiag provider 107 must process the video at the NCC POP 142 and rapidly send screen
updates (¢.g. by RDP) to the chient computing device 102, potentially requiring o great deal
of bandwidth and causing choppy playback in the browser, while a temole session browsing
configuration specifying local processing may provide raw video tlomuation directly (o ihe
client computing device 102 for display (e.g. hy HTML), allowing (or client side caching and
a smoother playback of content.

UIERH As o further example, the NCC POP 142 in communication with 2 client
computing device 102 with extremely limited processing power may elect to use 8 remote
session brawsing configuration that requires very litile processing by the client computing
device, for example, using RDFE 1o transmit NCC POP 142 processed resuits. Converscly, an
NCC POP 142 providing an extremely interactive Web page may elect to use a remote

session browsing configuration that allows the chient computing device 102 o handle user
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nteractions locally 10 order to preserve interlace responsgiveness, for example, using HTML
to transmit substantially unprocessed data. Ag a still Turther example, a NCC POP 142 may
base the determination of a remote session browse configuration on preferences provided by
the chient computing device 102, A client compuling device 102 may illustratively include
preferences [or 4 remote session browse configuration i an initial browse session request, or
al any other thue, The NCC POP 142 may utilize these prefercnees as an alternative to, or in
additien to any other factor or decision metric, illustratively, allowing the client conpuling
device 102 o sel or nfluence the selection of a remete session browse configuration allows
the NCO POP 142 to take user preferences in account when detemiining 4 remole session
browse configuration. For example, a user worried about initial page load times may prefer
to use a remote session browsing configuration heavy on remote processing and utifizing an
RDP remote session communications protocol, while a user wishing to maintain an cxtremely
responsive interface may prefer using a remote session browsing configuration thal performs
the majority of the processing on the client computing device 102, for example, using an
HTML remole session communication protocol,

[0084] Mustratively, the NCC POP 142 may base a determination of a remote
browsing confignration on any tacior or combination of [actors. For example, the NCC
POP 142 may select a remote session browsing contiguration based ou 4 single factor, or may
assign weights to one or more factors in making a determination. in some embodiments, the
delermination process of the NCC POP 142 may change based on one or more faclors
deseribed above. For example, an NCC POP 142 communicating with a client computing
device 102 over a network with a surplus of unuscd bandwidth may give a low weight Lo
factors such as the network requirements of a remote browse session, and may give a higher
weight to factors such as the latency of page interactions, while an NCC POP 142
cormmunicaling with a client computing device 102 over a hmiled bandwidih network may
give a higher weight o Jactors dealing with the elficiency of the remote session browse
protocol aver a network.

LY I one embodiment, the NCC POP 142 may select a single remote session
braowsing configuration for a set of network coptent. For example, the NCC POP 142 may
select a single remote session browsing configuration log a requested network resource such
as a Web page. The NCC POP 142 may thus process the Web page together with all
embedded content based on the selected remote browsing session protocol, and utilize the

remole browsing session protecol to exchange user interaction data and updated browse
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seasion data for all erubedded content associaied with the Web page. tn another embodiment,
the NCC POP 142 may select different rensote session browsing configurations for one or
more resources i a set of nelwork content. For example, a network resource such as a Web
page may reference processing inlensive embedded Javaseript or €SS resources, as well ag
embedded video resources. Fhe NCC POP 142 may select a (irst remole session browsing
configuration for the Web page and all embedded resources excluding the embedded video
resource, and o second yemote sesston browsing configuration for the embeodded video
resource,  Plustratively, this way tesult in the NCC POP 142 oulizing RDP to send a
processing result 1o the client corputing device 102 for digplay of the Web page and
associated embedded resoirces, while utilizing HTTP to send the embedded video as a
separate, unprocessed lile. In onc embodiment, the client computing device 102 may perform
the minimal processing required to display the RDP processing result corresponding to the
Welb page and embedded resources, and may also perform additional processing necessary 1o
display the embedded video, for example, overlaying the video on top of the displayed RDP
representation of the Web page. Any number of remote session browsing configurations may
be selected to correspond to any number of resources or vbjects included in a sct of network
conlent, regardless of whether resources or objects are obtained from a conteni provider 104
or CIDN service provider {86 1n one or more logical files or data stroctures.

160861 Although the sclection of a remote session browsing configuration is
Nustratively depicted herein as occurring after all network resources and associated
cmbcedded content have been obtained by the NCC POP 142, one skilled in the relevant art
will appreciate that the scleclion of a remote session browsing configuration may be
performed at any time. For cxample, the NCC POP 142 may select a remote session
browsing configaration after receiving a new browse session request or related tnformation
fromy the client computing device, may select o remole session browsing conliguration aller
oblatning a network resource, bul belore oblaining any associaled embedded resources, or at
any other tme. (o some embodiments, the NCC POP 142 may switch (o a new remote
session browsing conliguration at some time subseguent o the client computing device 102
obtatning an initial processing result,  Hlustratively, the NCC POP 142 selecting a new
remole session browsing configuration may occur automatically after a certain time period or
evenl or in response 10 change in network conditions, NCC POP 142 or client computing
device 102 load or computing resources, or any other factor desentbed above as potentially

influencing the choice of remaole sesston browsing configuration. Hlustratively, an NCC POP



142 dealing with other tvpus or (ermals of information may sclect a remote session protocol
based on any numiber of similar factors. For example, one of skill in the relevanl art wili
appreciate thal a sinular scheyna may be developed for the processing of images, video,
andio, database information, 3d design data, or any other file format or type of data known i
the art.

F6087] The client computing device 102 may, in various embodiments, (urther

mslatiate a parallel browsing process sequentially or simulneously with the request for a

remote browse s

sion, In one embodiment , a client computng device 102 may inslantiate ¢

traditional local browse session as known U the art (e.p,, providing conlent requests froro the
brawser aud processing obtawncd resources locally) in addition 1o one ov more remote browse
instance executing at an NCC POP 1420 In another embodiment, a client computing device
102 may be provided with unprocessed network resources by the NCOC POP 142
Mhustratively, the network resources may have been retrieved from one or more conlent
providers, CDNs, or cache compenents by the NCC POP 142, The resources may be
provided to the client computing device 102 to process locally in parallel with the remote
browse instance exccuting at the NCC POP 142, Iu still further embodiments, the network
computing provider or NCC POP 142 may instantiale any uuraber of new virtual machine
instances and/or browser instances (or make use of existing instanliated Instances) 1o process
resources and/or send processing results to the client computing device 102 in paraliel.
Musteatively, the local browse session at the client computing device 102 and the yemiote
browse session instance al the NCC POP 142 may execute in parallel.

[00688] In one embodiment, a jocal browse session executing at the client
computing device 102 may oblain unproccssed content (c.g., himl Web pages, embedded
content, and other network resources) from the NCC POP 142 responsive to a browse scasion
request.  THustratively, the content may have been retrieved by the NCC PGP 142 [rom a
content provider, CDN, or cache 1n responss Lo the browse session request, The unprocessed
content provided by the NCC POP 142 may include all the content associated with the
browse session request or may supplement content existing m a cache of the client computing
device, retrieved from a content provider or CDN, or obtained from some other source. In
onc embodiment, a cliept computing device 102 may obtain ali requesied content from a focal
cache, and may not obtain any unprocessed resources or content [rom the NCC POP (42,
Subsequent to obtaining the unprocessed conlent, chient compuiing device 102 may process

the requested content in paralle!l with a remote browse sesston executing at the NCC POP
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142, For example, as the Jocal browse session exccuting at the client computing device 102
is processing the requested content, a rewote browse session exceuting at the NCC POP 142
may be processing the same content at substantially the same time. Once the NCC POP 142
has perfomed a sot of procesgsing aclions ou the content to generate a processing tesult (e.g.,
as specified by a determined remote sessien browsing configuration), the NCC POP 142 may
provide the processing resull to the client computing device 102,

[068Y] For the purpose of tllustration, a client computing device 102 may require
o longer toad time to obtain and process reguested network resources than a browse session
instance running at the NCC POP 142, For example, the NCC POP 142 may obtain and
process content quickly due to its position on the netwaork and the relalive processing powert
of the tocal clicnt computing device as compared to the NCC POP 142, Even if the NCC
PCP 142 provides the client computing device 102 with ail requested network content, the
client computing device 102 may still obtain a processing result from NCC POP 142 before
the local browse session has fully completed processing the requested resources. The client
computing device 102 may complete any further processing steps and display the obtained
processing result before completing local processing and  display of the content.
THustratively, this may allow the client computing device 102 o take advantage of an NCC
POP 142°s quicker content load time relative 1o a traditional local browse session. Prior to
the local browse session completing the processing all requested resources, the browser may
process apy user interactions locally and/or remotely as described in FIGURES 5 and 11
below,

(0099 Once the local browse session has fully obtained and processed resources
corresponding to the requested content, the computing device 102 may determine whether to
continuc to dispiay results obtained from the NCC POP 142 (and process user interactions at
the NCC POP 142} using the determined remote session browsing configuration or switeh Lo
processing user intoractions locally.  Switching to process user interactions locally may
include replacing a displayed representation ol the requested resources based on a processing
result obtained from the NCC PGP 142 with a local display ol the requested resources. For
example, a browser may display a representation of a Web page cosresponding to a
processing result from the NCC POP 142 (e.p.. RDP display information representing the
rendered page) until the browser 1s inished processing and rendering the Web page locally.
The browser may then replace the representation from the NCC POP 142 with the locally

rendered representation of the Web page,  Hluswratively, replacing one representation with

o
(3
\



another representation may be ansparent 1o the user. For examygle, the local and NCC POP
142 representations of the Web page may be ideniical or substantiaily identical,  In ove
enthodiment, when the NCC POP 142 representation ol the web page s displayed, the
browser may sead various user inteructions with the displayed page to the NCC POP [42 for
processing,  When the locally rendered version of the Web page is displayed, user
interactions may be processed Jocally at the browser.  Illustratively, the determination of
which representation ot the requested resources (o display (e.g., local or from the NCC POP
142) way be based ou any ol the san"-;e factors deseribed with reference (o delerniining a
rernote session browse protocol in above.

1009§] ln ove embodiment, ihe client cowputing device 102 way switch 10
pracessing user interactions locaily as soon as local resources are fully loaded, Hlustratively,
the remote browse session Instance running at the NCC POP 142 may be ternuinaled after
switching to local processing, or the remote browse session instance may be maintained as a
backup in case ot unresponsiveness or a fatlure with regards to the local browse session, For
example, the client computing device 102 may process user interaciions locally, as well as
sending remote user interaction data (o the NCC POP 142 in accordance with the selected
remote session browsing configuration. The rentote user interaction data may be used by the
NCC POP 142 o keep the remwote browse session fnstance fully in parallel with the local
browse process being executed by the browser at the client computing device 102, As long
as the local browse session continues to handle user inferactions, the NCC POP 142 may
either refrain from sending updated processing results, or may send updated processing
results ignored by the client computing device 102, 1f a problem develops with the local
browse session ai the client computing device 102, updated processing results may be
provided to the client compuling device 102 from the NCC POP 142 for processing and
digplay mt Jiew of the local browse session,  Hustralively, this switch from the local browse
session Lo rerote processing may be transparent {o the user, o some embodiments, the client
computing device 102 may switch (ron a local browse scssion to a remote browse sessicn
instance based on [actors other than unresponsiveness or failure at the local browser. For
example, the client computing device 102 or network computing and storage component 107
may select between a remote and local browse session based on any of the factors
enumerated witl regards to delermining a remote session browse protocol above

(00921 In another embodiment, the client computing device 102 may conlinue to

process and display updated processing results from the NCC POP {42 even alter the focal



browse scssion has fully loaded the requested content. The client compuling device 102 may
terminate the Jocal browse session or may run the local browse session in parallel as a backup
process in the converse of the example provided above, 1t should be appreciated that
although the local browse session is described here for the purpose of illustralion as being
sfower to load than the remots browse session insiance, in some embodiments the local
browse session may load the content faster than the remote browsing session, in which case
the browser may process user interactions locally until the reinote browse process has {ully
loaded the requested content.  In some ewbodiments, the client compuling device 102 may
fisplay and process user jnferactions through whichever browse session, local or remote,
loads the requested contont first.

9983} In various other embodiments, the netwark computing provider 167 may
instantiate multiple remote browse session instances to run in parallel in addition to or as an
alternative to instantiating a local browse session. 1llustratively, these paralle!l browse
session instances may utilize any of the same or different remote session browse protocols,
and may act as backups in the manner described above with regard to a local browse session,
or may be used and switched between as alternatives in order to maxiniize browser
performance at the client computing device 102. For example, in response to one or more
browse session requests, the network computing provider 107 may instantiate a browse
session instance running on a first NCC POP and utilizing an RDP protocol as well as browse
session instance running on a second NCC POP utilizing an X-Windows protocol. The client
computing device 102 or the network computing provider 107 may determine which browse
session instance and protocol should be used based on performance or resource usage
considerations as described with regards 10 determining a remote session browse protocol
above,

[60%43 With continued reference to FIGURE9, at block %1%, the neiwork
computing provider 107 muy process the obtained conteni, including the one or more
requested network resources and embedded nelwark resources, according to the deterpuned
remole session browsing configuration Lo generate ap tutial processing resull. Al block 920,
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the networlk computing provider 107 may provide the initial processing result to the client for
further processing and display in the content display area of the browser. For the purposes ol
further example, an illustrative client new browse session interaction routine 1000
implemented by client computing device 102 1y described below with reference to FIGURE

10, Atblack 922, the starl new browse session rouiine 900 ends.
ki



10655] FIGURE 10 is a flow diagram ilfustrative of a clicnt new browse session
inicraciion routing 1000 plemented by client computing device 102, New browse session
interaction voutine 1000 begins at block 1002 in response to an event or user request causing
the client computing device 102 1o Joad a browser for viewing network content. At block
1004, the client computing device [oads locally managed commponents ol the browser,
including all local interface components. As described above with reference to FIGURES 5
and 7, local interfuce components may include ioolbars, menus, butions, or other user
mterfuce centrols managed and controlled by the software browser application or any other
process executing or implemented locally at the chient computing device, Al block 1006, the
client compuiing device 102 provides a request for a new browse session instance to the
network computing provider 107, From the perspective of the user of the client computing
device, the request for the new browse session corresponds to the intended request to transmit
the request 1o one or more corresponding content providers 104, In other embodiment, the
new session request may correspond to a request to load a file or other document (e.g., &
request Lo load an image in a photo~cditing application, ete.). lustratively, the request may
be generated aulomatically as a result of the browser loading (e.g., a request for a default or
“home” page), or may be generated as a resull of a user following a [k or enlering a
elwork address into an addeess bar. As illustrated with respect to FIGURE 2, the browse
session request is transmitted fivst to a network computing provider 107. In an illustrative
embodiment, the network computing provider 107 utilizes a registration API to accept
browse session requests from the client computing device 102,

[0656] A browse session request may include any number of pieces of data or
information inchuding, but not limited to, information associated with a user, information
associated with the clicnt computing device 102 or software on the client computing device
(e.g., hardwarc or software infonmation, a device physical or logical location, ete.),
information associated with the network 108, user or browser preferences (e.g., a reguested
remole session browse protocol, a preference list, a decision free, or other ioformation),
information associated with the network compuling provider 107, information associated
with ane or more picces of regquested network content (e.g., the network address of a nelwork
resonrce), etc. For example, a browse session request frow the client computing device 102
may inciude informatien identifying a particular client computing device hardware
specification or a hardware perfonmance fevel, latency and bandwidth data associated with

recent contenl requests, a desired security level [or processing diflerent types of conlenl, a
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predetermined preforence hist of romote session browse protocols, and one or more network
addresses corresponding 1o requested network resources, among others.  In another example,
the browse session request can include information identifying a client computing device 102
sereen resolution, aspect ratio, or browser display area in the browse session requesl may
allow the network computing provider 147 to customize the processing of network content
for display on the client computing device.  As previously described, the browse session
request can include network address information corresponding to a requested network
resonrce, which may be in any form inciuding, bot not limited o, an Intemet Proweol (“IP7)
address, a URL, a Media Access Control (*"MAC™) address, ete.  In one embodinzent, the
request for a new browse session instance may correspond to the network computing provider
receiving a request for a new hrowse session instance at block 904 of FIGURI 9 above,

{96871 At black 1008, the client computing device 102 obtains an initial
processing result from the network computing provider 107, THustratively, the format and
data included in the initial processing result may vary based on the remote session browsing
conliguration selecied by the network compuling provider 107, In one embodiment, the
initial processing result may include or be preceded by data informing the client computing
device 102 of the choice of remele session browsing configuration and/or establishing a
connection over the remote session communication protoco] corresponding to the selected
remote session browsing configuration.  As discussed above with reference to FIGURES §
and 9, the obtained initial processing resufl may include requested content with one or more
processing actions performed by the nctwork computing provider 107.  Subsequent to
oblaining the initial processing result, the client computing device [02 may perform any
rematning processing actions on lhe initial processing result at block 1010,

10698] At block 1012, the clienl computing device 102 displays the content
corresponding to the processed initial processing resull. For example, the client comipuiing
device 102 may display the processed client in the content display arca 702 ol a browser 700
as deseribed in FIGURE 7 above,  In one cbodiruent, the processing result may only
include display dula corresponding o content displayed by a browser, and may nol include
display data corresponding to, for example, the interface controls of a browser instance at the
NCC PO 142, the deskiop ol a virtual machine instance corresponding to the browse
session, or any other user interface of the NCC POP 142, For exampile, the NCC POP 142
may process a Web page and associated content for display via RDP in a browser instance

ronning in a virtwal machine instance at the NCC POP 142, The browser instance may have
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one or more inferface elements such as tootbars, wmenus, scrol] bars, ofc,, 1o addition to the
displayed Web page. The NCC POP 142 may send an RIDP proeessing resuit corresponding
to the displayved Web page only, without any of the interface elements agsociated with the
browser. THustratively, including an RDP processing resull corresponding Lo the displayed
Web page only may allow the browser at the clienl compuling instance 102 to display the
Web page by assembling the RIDP processing result in the content display area of the browser
without any further processing.  In another embodiment, the RDP processing result may
inclnde 2 full virtwal machine desktop and browser window corresponding to the {ull
terface displayed at the NCC POP 142 browse session instance.  The client compuling
device may automatically identify the arca of the RIBP processing result corresponding to the
requested content, and may display only this arca in the content display area of the browser,

{3809 At block 1014, the client computing deviee 102 processes local and remote
user interactions.  An illustrative routine for processing user interactions is provided below
with reference to FIGURE 11, At block 1016 the routine ends.  Tlustratively, a browse
segsion mstance instantiated by the network computing content provider 107 may terminate
when a browser window or confent display area is closed, may terminale when a remote
session browse protocol is replaced by a parallel process at the client computing device 102,
or may terminate v accordance with a timer or other evenl. {Hustratively, il a browse session
has terminated automatically due 1o a time-out but has associated content still displayed in a
browser at the client compuling device 102, later atterapts by the user to interact with the
content may result in a new browsc session request being provided to the network computing
and storage service provider 107 to start o new browse session dccording to the last state of
the terminated session. Hlustratively, termuinating a remole browse session after a time-oul
may allow the network computing storage provider 107 to save computing resources at the
NCC POP, In one embodiment, this process may be transparent to the user at client
computing device 102, even though the remote browse sesston has been terminated during
the interventing period.

j3100] FIGURE [ 1y a Dow diagram illustralive of a process user interaclion
routing 1100 implemented by a client computing device 102, Process user interaction
routine 1108 begins at block 1102 in response o an interaction by a user.  Hlustratively,
process user mteraction routine 1100 may begin subsequent to the display of conlent in a
content display area of 2 browser interface. For example, process user interaclion routine

1100 may correspond to block 1014 of FIGURE 10 above.



{0101] Hlustratively, the displayed content may bhave one or more interactive
clemenis, such as fonus, butlons, animaions, ¢le.  User inleraciion with these interaclive
elements may reqaire processing and display of updated content in the content display area.
For example, selecting an element in a drop-down menu on a Web page may require
processing and may change the cenfiguration or visual appearance of the Web page or
embedded resources,  illustratively, the processing required by wvser intesaclion with the
displayed conteat may be handled as a local user interaction at the client computing device
102 or as a remote user interaction wt the NCC POP 142 depending on the remole session
browsing, configuration in use. For cxample, if & remote session browsing configuration
utilizing substantial local processing (e.g.. sending vuprocsssed files over HTML), user
interactions with displayed content may typically be handled as local user interactions at the
client computing deviee 102, Mustratively, handling user interactions with displayed content
as local usor interactions at the client computing device 102 may allow for better
responsiveness and fewer delays with simple user interactions (e.g., selection of a radio
butten, or typing text inlo 4 field), as interaction dala corresponding o the interaction does
not need Lo be sent to the NCC POP 142 for processing.

[0162] As a turther example, if a renmote session browsing configuration wtilizing
heavy remote processing of content (e.g., sending processed bitmap data over RDP) is being
used as the remote session browsing conliguration, all user interactions with displayed
content may be handled as remote user interactions. For example, user jopul (e.g., keyboard
inputs and carsor positions) may be encapsulated in RIDP protocol data units and transmitted
across network 108 to the NCC POP 142 for processing.  Hlustratively, the NCC POP 142
may apply the user interactions to the network content and trangmit proccessing rosults
consisting of updated bitmaps and interface data corresponding to an updated representation
of the content back to the client compuling device 102, Hlustratively, handling user
mteractions with displayed contenl as remote user inleractions al the NCC POP 142 may
have a negative tmpact on interface responsiveness, as data s required (0 pass over the
network and 35 himited by network lalency: however, user interactions that reguite a
substantial amount of processing may perform beiter when hapdled as remote user
uteractions, as the processing lalency ol the NCC POP 142 may be substantially lower than
the processing latency of the client compuling device 102,

[0163) in addition to a content display arca for displaying network content, a

browser may have one or mere local interface components, such as loolbars, menus. buttons,



or other nser interface controls,  Interactions with local nlerface components imay be Ureated
as focal user interactivag or remiole user interactions depending on the processing required by
the interaction and the remote session browsing configuration as further depicted w
Hustrative FIGURE 7. For example, some focal interface components may be managed
locally by browser code running on the client computing device, while other local nterface
components may have one or more locatly managed aspects (c.g., bution click feedback,
serofl bar redraw. ete), and one or more remote managed aspects treated as remote user
interactions (o.g., page refiesh, requesting a page at an address in an address bar, elc.)

[0164] Al block 1104, the client computing device 102 oblalns a user mleraction
vom the user, This user inferaction may be an ineraction with local inferface corvponents as
described in FIGURE 7 and above, or may be an interaction with any nteractive elements ol
the content displayed in the content display area of the browser, such as form fields, buttons,
animations, ete.  User interaction with these local interfacc components or interaclive
elements of displayed content may require local and/or remole processing depending on the
nature of the component or clement and the processing split specified by the remote session
browsing configuralion as described in FIGURE 7 and above. At block 1106, the client
computing device 102 delermines the interaction processing requirements tor the obtained
user interaction. At decision block 1108, if the user interaction has local aspects (e.g., button
cliclke feedback, a change to a local browser slate, a content element being processed at the
client computing device, ete,) the routine 1102 moves to block 1110 to process the local
agpect or aspeots of the user interaction at the client computing device 102 and subsequently
update the local interface components at block 1112, ilustratively, and as discussed above,
aspects of the interaction and updating interface components and clements locally allows a
browser to provide responsive user interfaces and content.  Subsequent {0 processing local
aspect(s) of the user interaction, or il the user inleraclion has no local elements (e.g., a user
tnteraction with a content element dispiayed in the content display area when using a remole
session browsing configuration processing entirely on the server side and utilizing an RDP
remole session communication protocol) the routineg 1102 moves to decision biock 1114, T
the user interaction hag remote aspects that require processing, the routine 1102 moves to
black 1116 and provides remote user interaction data to the network computing provider 107
IMustratively, in the case of a heavily server side remole session browsing configuration
utilizing an RDP remole scssion communication protocol, the remote user mteraction data

may include inpul dala such as a cursor position or keyboard wpul encapsulated in one or

339-



more RDP protecol daia units, 1o some embodiments of romote session browsing
confgurations ublizing RDP or other remote session commmnication protocols, particular
aspects of remote user interacion data such as cursor positlons may be provided 1o the
network computing provider 107 on a continuous basis, while in other embodiments of
remole session browse configurations remote user interaction data may only be provided Lo
the network computing provider 107 when associated with a user interaction that requires
rermote processing,

1010%] Al block 1118, the client computing device 102 oblaing ap updated
processing result from the network computing provider 107, the network computing provider
107 having processed the remote user interaction dala to generate an updated representation
of the content. At block 1120, the client computing device 102 performs any additional
processing required on the updated processing result (based on the remote session browsing
conliguration} and at block 1122 displays the updated processing result in the content display
area of the browser. Al block 1124 the process user interaction routine 1102 ends.
Hlustralively, the routine may be executed again any number of times in response to further
user interactions with the browser and displayed content.

[616G6] With reference now to FIGURES 12-14, the interaction between various
components of the networked computing environment 100 of FIGURE 1 will be illustrated.
Specifically, FIGURES 12-14 iflustrate the interaction between various componenis of the
netwotked computing environment 100 for the creation and maintenance of one or wore
persistent browsing contexts at the network computing provider 107, For purposes of the
example, however, the ustration has been simpiified such that many of the components
utilized to facilitate communications arc not shown, One skilled in the relevant art will
appreciate that such components can be utilized and that additonal interactions would
accordingly occur without deparling from the spinit and scope of the present disclosure.

[0107] Wiih reference to FIGURE 2, the process can begin with the generalion
and processing of a new persistent browsing context request from u client computing device
102A 10 & network computing provider 107, Hustralively, the ciient computing device 102A
way Joad a browser [or viewing nelwork conlent i response 10 an event or user request.
Subsequent (o the browser being loaded, the browser may be confligured 1o request a pew
persistent browsing context.  In various embodiments, the request for a pew persisient

browsing context may be antomalic upon browser load, or may be the result of an event such

as a command or request (rom the user of the client computing device.  In other
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crabodinients, the browser may be configured to request access 10 an existing persistent
browsing context instantiated at the network computing provider ag diseussed in FIGURE 4
below,

[0108] As illustrated i FIGURE 12, the client computing device 102A and a
network compuiing provider [07 may exchange ol persistent browsing conlex! environment
information. ustratively, persistent browsing contex! environment information may include
any number of types of information including, but not imited o configuration information,
identifying information, browse preference infermation, information regarding currently
active persistent browsing contexts, ete, In other embodiments, persistent browsing context
govirgnment information may be included in a persistent browsing context requsst, or may he
exchanged prior, subsequently, or simultaneously to a persistent browsing context request.

{D189] Client computing device 102A may sond a persistent browsing context
request to the network computing provider 107, In an ilfustrative embodiment, the petwork
computing provider 107 utilizes a registration application program interface (“API™) to
accept persistent browsing contex! requests from the client computing device 102. In one
embodiment, the persistent browsing context request can include a browse session request or
other information 1dentifying requested content as described m FIGURES 2-6 above,

101141 Subsequentl o the receipt of the persistent browsing context request, the
nelwork computing provider 107 may select an NCC POP such as NCC POP 142 to service
the persistent browsing contexl request. The selection of processing and network resonrces
and the provisioning of software at the NCC POP instance may be done, at teast in part, in
order to oplimize conununication with content providers 104 and client computing
devices 102, for example as based on location or performance information included in the
persistent browsing context environment information or persistent browsing context request.

HUSNE The sclected NCC POP 142 may generate a persistent browsing context
corresponding based on the persistent browsing context request and any persistent browsing
context environment information cxchanged between client computing device 102A and
network compuiing provider 107, illustralively, instantiating a new persistent browsing
context instance may include toading a new virtual machine instance and/or browser instance
at the NCC POP 142, reserving or allocating device memory, storage or cache space,
processor time, network bundwidth, or other computalional or network resources [or the new

perststent browsing context.
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jOLE2] Although not shown here for purposes of clarity, subscquent 10 a new
porsistent browsing context being instantiated at NCC POP 142, the chent computing
device 102A may provide NCC POP 142 with requests for new hrowse sessious or other
requests corresponding o requested content. NCC POP 142 may create any number ol new
browse sessions corresponding Lo the new browse session reguests and/or conlenl requests
and exchange various browse session inlormation with the client computing device [02A.
For exampie, the NCC FOF 142 may provide initial processing results to the chent
computing device 102A, and exchange user mteraction data and updated processing results
with the chent computing device 1024 as deseribed in FIGURER 2-6 above. The NCC POP
142 way additiopally recelve browser and contenl conliguration data corresponding (o
changes in the state, configuration, or preferences of the browser and the display of content
therein, The NCC POP 142 may process condiguration data and browse session information,
and may maintain the content and state information in the persistent browsing context.
Hiustratively, new browse sessions corresponding 1o requested content may be instantiated at
the same NCC POP 142 as the persistent browsing context, or may be instantiated al any
other NCC POP based on any number of performance, cost, or prelerence faclors as
discussed above with reference to FIGURE 11, In various embodiments, a brosse session
may be created for each picce of confent, tab, window, frame, group of content, or any
combination thercof associaled with the persistent browsing context, [llustratively, each
hrowse session may be associated with the same or a different remote session browse
configuration as deseribed with reference to FIGURES 8-10 above.

(0813 With reference to FIGURE 11, a block diagram of the content delivery
envirenment of FIGURE 1 illustrating the gencration and processing of a request to access an
cxisting persistent browsing context from a client computing device 1028 to a nctwork
computing provider 107 is disclosed.  As illustrated 1 FIGURE 11, u second client
computing device 102B muay atempl {0 access an existing persistent browsing context
request at network compuiing provider 167 across network 108, In an illusirative
embodiment, the network computing provider 107 ublizes a registration AP 1o accepl
persistent  browsing context requests and  persisient browsing  context  environment
information from the client computing deviee 1028,

101 14] Hlustratively, subsequent to the creation of a new persistent browsing
context as described above with reference to FIGURE 12, a user of a client computing device

[O2A may stop interacting with the dispiaved content or may otherwise oxit the browser
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running at the clicnt computing device 102A, Tor example, the user may close the software
browser application running at the client computing device 1024, may power ofl the client
computing deviee 102ZA, or mnay siply become engaged in an alternate activity. in one
embediment, the NCC POP 142 may maintain a sofltware browscr applicution associated with
the persistent browsing context even afler a connection to a client computing device 102A s
lost, I other embodunents, the NCC POP 142 may store data assocgated with a currenl state
of the porsistent browsing context, including content display data, content or session stafe
data, browser confignralion ov stale dala, cle,

{0115] The user of the client computing device 102A may subscquently decide to
retyrn Lo the carlicr persistent browsing context,  Hlustratively, the user of the client
computing device 102A may choose 1o access the earlier peraistent browsing context through
a second client computing device 102B, which may have different havdware, software, or
network access from the client computing device 1024, Although the clienl computing
device 102B is described here ag a second clicnt computing device for the purposes of
example, 1t should be understood that all descriptions 1n this figure may be applied 1o a
subsequent access of & persistent browsing context by the original client computing device
102A,  Additionally, although tor the purposes of exarple the user of client computing
device 1028 1s described as the same as the client computing device 1024, it should be
understood that, in various embodiments, an existing persistent browsing context may be
accessed by any party, and may be accessed on the basis of any type of identifying
wformation including browscr information, user information (e.g., an 1D, login, or
password), device information, an onvironment identificr, a persistent browsing context
identifier, ete,

[0116] The request to access a persisient browsing context may begin with the
exchange of persistenl browsing contex! environment informalion as described with reference
to FIGURE 12 above, The exchange of persisient browsing context information may be
itiated hy a chent computing device 102B in response (o 2 uSer opening up 4 new browser
window with a new content display arca. openming a vew condenl display area in an existing
hrowser window (e.g., apening a new tab in a browscr), requesting new network content in an
existing content display arca (e.2., following a hok to a new network resousce, or entering a
new network address into the browser). or any other vser interaction.  In one embodiment,
persislent browsing context cnvirenment mformation provided by the client coniputing

device 10213 to the nelwork computing provider 107 may include, butl 18 not luniled Lo,



browser wformaton, user information (¢.g., an 1D, logio, or password), device information,
an environment idepiifier, a persistent browsing context identifier, etc. Responsive to this
identification information, the network computing provider 107 nay provide the clicut
computing device with available session information tacluding a hist of availsble persistent
browsing contexts associated with the identtfication information,  THuswatively, the list of
available persistent browsing contexts may correspond to active soflware processes or slored
data on the NCC POP 142, or any other combination of NCC POPs or network compuling or
slorage devices associated with the network conputing provider 167,

{0117} The chenl computing device 1028 may sclect av exisling persistent
browsing coutext from the list of available persistent browsting contexts provided by the
netwaork computing provider 107, and may transmit the persistent browsing contexl selection
to the network compating provider 107, Ap illustiative user interface for selection an
existing persistent browsing context 18 provided with reference to FIGURE 135 below.
Although not depicted here for the purposes of elarity, upon recelving the persistent browsing
context selection, the nelwork computing provider 107 may cause the client computing
device 1028 to be connected to an exisling persistent browsing context at NCC POP 142, In
one ecmbodimen(, this way include accessing a currenlly running sollware browser
application or inifializing a new soflware browser application at an NCC POP 142 based on
previously stored persistent browsing context information such content, content states, and/or
browser states. The NCC POP 142 may create new browse scssions of access existing
browse sessions corresponding to content associated with the persistent browsing contexd,
and may Wansmit initial processing reaulis corresponding o present states of the content
associated with the persistent browsing context and a present state of the browser associated
with the persistent browsing context. The client computing device H02B and the NCC POP
142 may proceed (o exchange user inferaction data, confent requests, processing resulls, and
browser confliguralion indormation for example as described with regards o FIGURES 2-6
and 12 above,

[DF18] With reference to FIGURE 14, a block diagram of the conlenl delivery
envivonment of FIGURE | Hustrating the gencration and processing ol an additional new
persistent browsing context request {rom a client computing device 102B to a network
computing provider 107 is disclosed. Hustratively, the client computing device 1028 may
request a4 new persisient browsing conlext in responsc 10 a user opening up a new browser

windaw with a vew content digplay avea, opening a new conlent display area in an existing
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browser window {(¢.g., opening a new 1ab ina browser), requesting new network content inan
existing content display arca (e.g., following a link o a new network resource, or entering a
new networl address into the browser), or any other user interaction,

[0119] Ir one cmbodiment, U a connection to a first persistent browsing context
has already been established, the client computing device 102B and the network compuling
provider 107 may not exchange persistent browsing conlext eavironment infonmation as
described with reference to FIGURE 12, As described above with regard to FIGURES 12,
subsequent 1o the request for the new persistent browsing contexl, the network coniputing
provider 107 may cause an instantiation of a virtual machine, dala store, and/ov soltware
browser application at ap NCC POP 142 for mainluiving state and covtent associated with a
new persistent browsing context.  As discussed above with reference to FIGURE 12, a
network computing provider 107 may scleet an NCC POP to service a persistent browsing
context request based on any number of factors, including, bul not limited to available NCC
POP resources (e.z2., available memory, processor load, network Ioad, ote), a financial cost of
servicing the persistent browsing context request at the NCC PQP, the NCC POP location
respective to a client computing device 102, content provider 112, or CDN POP 116, a NCC
POP cache status {¢.g., whether requested content is already stored i an NCC POP cache),
ete,  Mustratively, although the network computing provider 107 is depicted here for
purposes of llustration as selecting NCC POP 142, the network computing provider 107 may
select any extant NCC POP to service the persistent browsing context request. As discussed
above, the decision whether to sclect a different NCC POP than was utilized for a previous or
simultancous persisient browsing context may be made on the basis of available system
resources, randomly, or sccording to any other factor as discussed above and with regards to
FIGURE 12. Hlystratively, once the new persislent browsing context has been established,
the client computing device 1021 and the NCC POT 142 may proceed to establish browse
sessions and exchange user interaction data, content requests, processing resulls, and browser

configuration information, for example as described with regards to FIGURE {2 above,

10120} FIGURE 15 js a user interlace diagram depicting an illusirative persistent
browsing countext selection interface 1500, As described with reference to FIGURES 13 and

16, after a client computing device provides identifying information to a network computing
provider 107, the network computing provider 107 may provide the client computing device
102 with a list of available persistent browsing contexts 1502 based on identilication

information. For example, a client computing device 102 may provide browse environment
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ientification information in response to a user opening a browser application or otherwise
identifying a browse epvironment to access, In another example, a client compuiing device
102 may provide user ideutification information such as a login or a password 1o the network
computing provider 107. The network computing provider 107 may respond to this
dentification information by providing a list ol available persistent browsing contexts 1502
to the client computing dovice 102, I one cmbodiment, the list of available persistenl
browsing contexts 1502 may be presented o the user in a persistent browsing context
selection interface 15300 1dentifying the persistent browsing countext enviromment (e.g.,
“John’s Home™) based on identification inforimation as discussed above,  Hiustratively, a
persistent browsing, conlext selection interface 1500 may provide the list of available
persistent browsing contexts 1502 along with accompanying information such as a last
persisicnt browsing context access date, cte.  In one embodiment, the persistent browsing
context sclection interface 1500 may allow a user to create a new persistent browsing context
as well as access an existing persistent browsing context, as described with reference to
FIGURES 12 and FIGURE 13, respectively.

[0121] FIGURE 16 is a flow diagram illustrative of a client persistent browsing
routing implemented by a client compuling device 102 of FIGURE 1. Client persistent
browsing routine 1600 begins at block 1602, IHustratively, client persistent browsing routine
1600 may begin in response to a new instance of a software browser application being
instantiated at the client computing device 102, a user requesting access to a persistent
browsing context from a previously instantiated software browser application at the client
computing device 102, or any other event.

16122) Al block 1604, the client computing device 102 establishes a connection
and cxchanges persistent browsing context environment information with a network
computing provider 107. Ulustratively, persisteni browsing context environment information
may include any mumber of types of inlormation including, but not limited to, configuration
information, ideniilying information, browse prefercnce wlormation, information regarding
currently active persistent browsing coniexts, ete. For example, the client compuhing device
102 may transmit persistent browsing context environment informaticn cluding device
information, software browser nformation, location information, a user id or other usecr
information, a persistent browsing contexl environment identifior, information specifying ¢
previnus browse history or set of baokmarks to utilize within the persisient browsing contexl,

or any other type of information. Specifically, for the puposes of iHustration, the persistent
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browsing context environment information sent to the network cotputing provider 107 by
the client computing device 102 may include, but is not fimited to, hardware and software
information agsociated with the client computing device 102, information identifying a nger
{e.g., a login and password, a user id, ele.), information associated with the user, a persistent
browsing conlext identifier, browser configurations or preferences, a logical or physical
device location, ete,

[0123) In one cmbodiment, the persistent browsing context  environmenl
inforntation may include a persistent browsing context environment identifier associated with
a sot of existing persistent browsing contexis ov persislent browsing context preferences
stored ab the network computing provider. For exarple, a user at client computing device
102 may choose lo access & persistent browsing context environment named “John’s House.”
With regards 1o this specific example, the client computing device 102 may provide a
persistent browsing context environment identifier associated with the “John’s House”
persistent browsing context environment to the network computing provider 107 as part of

Y

the browse environment information. livstratively, the “John’s House” browse environment
idenlificr may be associated with a number of different persistent browsing contexts at the
nelwork computing provider 107, as discussed below, and may furiher be associated with
preferences or configuration information common (¢ the associated persisient browsing
contexts, such as sets of bookmatlks or browsing history. 1n various other embodiments,
persistent browsing contexts and various preferences or configuration information may be
associated with identification information corresponding to a uscr, a client computing device
102, a logical or physical focalion, a software browser application, operating system, or ather
soflware, a network address, device performance or network characteristics, or any other
enlity, device, or piece of mformation. In other embodiments, persistent browsing confext
govirommenl information may be included in the persistent browsing confexd requesl, or may
be exchanged prior or simullangously 1o the new persistent browsing conlext requesl.  In
various embodiments, persistent browsing context cavironment information may additionaily
or aliernatively include a persistent browsing conlest identilier identifying a particular extant
persistent browsing context.

10124] Hlustratively, in some embodiments, a browse environment ident: fier may
be implemented in a compuler or human readable format, such as an alphanumeric string
consisting of letters, numbers, or ofher characters, and/or coded into a barcode, radio

frequency 1d transmitter or any other code or transmission formal,  Hluslratively, a client



computing deviee 102 may be configured Lo yead a browse envivomment identifier and utilize
the browse environment identifier to identify sets of persistent browsing contexts and refated
configuration information at a petwork computing provider 107. For the purpose of a
specific example, a first user may obtuin a browse resource idenufier, or an electronic addrass
{e.g., a unilorm resource localor (URLY) meiuding informalion corresponding 1o the address
of a network computing provider along with a browse eavironment identifier. lustratively,
this electronic address or browse enviromment idenlifier may in various cmbodiments be
generated by the browser al the clisot computing device 102, the network computing aud
slovage component 107, the first user, or any other service, enlity, or device. The [irst user
may provide the clectronic address 1o a second user (e, by electronic message). The
second user may provide the electronic address to the network computing provider 102
through a browser running on a client computing device 102 associated with the second user
in order to access the persistent browsing contexts and corresponding configuration
information associated with the browse environment identifier. For example, the electronic
address may in one embodiment be presented ag a hyperlink containing an address of the
network computing provider 107 and the browse environment identifier, and the second user
may cause the browse environmeni idenlifier to be transmitted to the network computing
provider 107 by clicking on or otherwise following the iink, [n various other embodiments, a
persistent browsing context identifier may be transferred between or read by client computing
devices utilizing any other technology as known in the art, including, but not limited to, QR
codes, bar codes, radio frequency id codes, necar field communication, Bluetooth, infrarcd,
ete. Ilustraitvely, in other embodiments, 1dentificrs identifying a particular extant persistent
browsing context at a network compuling provider 107 may be iransmitted using any of the
smue methodologies as described above with reference Lo browse environment identiliers,
[0125] The network computing provider 107 way respond {o (he persistent
browsing conlext nfonuation rom the client with a lisl of available existing persistent
browsing contexts associated with the specified devicc/user/enviromment identifier,
conliguration information for the browser ranning at the client computing device, bookmarks
or browsing history to associate with the software browser for the persistent browsing
conlext, ete. In one embodiment, at block 1606, the chent computing device may provide
persistent  browsing  context cpvironment authenbication information o the network
computing provider 107, For example, in response to identification information received

from the client computing device 102 (e.g. o persistent browsing conlext environment




identificr, ascr, device, or browser identification intormation, ctc.), the netwark computing
provider 107 may require additional authentication information such as a login and/or
password, Tlustratively, this authentication information may be requested or provided over a
secure connection uiilizing any protocol or technology as known in the art.

{0126] AL block 1608, the client camputing device 102 oblaing currcal aclive
persistent browsing context information such as a list of currently active persistent browsing
contexts associated with one or more aspects of the identification information exchanged at
block 1604 above, Hlustratively, the current active persistent browsing context infornmation
niay include various inforpmtion regarding one or more of the persistent browsing contexis in
the list including, but not limued to, persistent browsing context names ot idenbliers,
persistent browsing context last accessed dates, persistent browsing context total time spent
browsing, persistent browsing context creation dates, tags or other persistent browsing
context category information, lists of content associated with cach persistent browsing
contexl, user generated notes, device or browser access records, or any other historical or
dentifying information, n some embaediments, block 1608 may not occur, may be combined
with another block, or may cccur later or carlicr than dopicted in the routine 1600, For
example, block 1608 way not be necessary it the client computing device has specified a
particular persistent browsing condext o join as part of the persisient browsing context
environment mformation, there are no currently active persistent browsing conlexts
associated with one or more aspects ol the identification information, ete.

(0127} At decision block 1610, the client computing device 102 may provide a
new persistent browsing context request 1o the nstwork coraputing provider 107 at block
1612 as described in FIGURES 12 and 14 above, or may identify a currenily active persistent
browsing context to access at deciston block 1614, At block 1612, providing a new
perststent browsing context request Lo the network computing provider 107 may cause the
network computing provider 107 to instaniiate a new persistent browsing  context
corresponding 1o the request. THustratively, 1o one embodiment, the new persisient browsing
context request may inclode one or more addresses or relerences (o various network
resources or other content requested by the client computing device 102, ITn a further
embodiment, the persistent browsing context request may wclude asscciation information
assoclating the new persisient browsing context with one or more aspects of identilication
informaticn included in the persistent browsing contexl environment information as

desceribed ahove with reftrence to block 1604, In an iflustrative embodiment, the persisien(
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browsing coniest request is transmitted in accordance with auw APL Subsequent o providing
the new browse request o the network computing provider 107, the clisnt compuling device
102 way provide persistent browsing conlext selection hiformation selecting the new
persistent browsing context to the network computing provider [07. In some embodiments,
the routine 1600 will proceed direcly o block 1616 without providing further seleclion
iformation,

10128] Al bleck 1614 the client computing device 102 may select an existing
persistent browsing context,  lustratively, the clienl computing device 102 may provide
persistent browsing contexl selection information to the network compuiing provider 107, I
one cmbodiment, the persistent hrowsing context selection inforration may correspond 1o
one or more active persistent browsing contexts included in the current active persistent
browsing context information provided to the clienl computing device 102 at block 1608.
Hlustratively, the routine 1600 may skip this bieck, for example if a new persistent browsing
context was created, or if a particular extant persistent browsing context was already
identified in the persistent browsing contexi environment information exchanged at block
1604 above,

1012%] At block 1616, the client computing device 102 may obtain one or more
inittal processing results from the network computing provider 107 corresponding to the
content of the persistent browsing context seleclted at block 1614 above. The initial
processing results may correspond to browse sessions associated with the persisient browsing
context and instantiated at one or more NCC POP associated with the network computing
provider 107 as described with refersuce to FIGURES 9-11 above, The initial processing
results may be associated with representations of the content associated with the persistent
browsing context, For cxample, in the case of a new persistent browsing contoxt, the initial
processing results may be associated with representations of content requested In associalion
with the new persisient browsing contexl.  In the case ol an existing persistent browsing
coutext, the initial processing resulls may be associated wilh representations ol content
associaled with the existing persisient browsing context, such as, for example, Web pages
corresponding with open tabs associated with the persistent browsing context. Hlustratively,
representutions of content associated with an existing persistent browsing context may
include the prior state of the content (i.c., the state of the content as of the last access of the
persistent browsing conlext). For example, a user ol a client compating device 102 accessing

a persistent browsing coniext at the network computing provider 107 may have opened
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several Web pages o difforent tabs in a browsar at the client compuiing device 102, The uscr
may farther have scvolled down thirough the Web page contenl i o first Web page and
entered Web form data on 2 second Web page before closing the browser at the client
compuling device 102, With regards 1o this specific example, a browser at a client
computing device 102 accessing the associated persistont browsing conlext al network
computing provider 107 may receive processing results corresponding to representations of
the Web pages as they wore displayed before the browser was closed, For ithe purposes of
example, the processing resulis may thus correspond 1o the displayed section of the scrolled
dowo Web page, and cowrespond to the second Web page with form data intact, as well ag
suy other representations of content us it was displayed before the browser was clased at the
client computing device 102, Hustratively, the format and data incloded in the initial
processing results may vary bascd on the remote session brawsing configuration selected by
the network computing provider 107 as discussed above with reference to FIGURES 9-11. A
client computing device 102 accessiug the persistent browsing context may further receive
browser configuration information corresponding to o browser state before the original
browser was closed, including, but not limuted o a layout of inierface elements in the
browser, viewing stale or style {c.g., displaying content in tabs, windows, or frames, and how
many to display of each) a browser theme or visual skin, browser preferences, browser
history, extant cookies or other identifying mmformation, bookmarks, and any other
configuration, selting, or information associated with the browser.

[6130) in onc cmbodiment, the inttial processing results recetved from the
petwork computing provider 107 and associated with a persistent browsing context may
correspond to g number of different resources or content (e.¢., 4 nunber of Web pages). As
described above with relerence to FIGURE 7, resources may be presenied in different tabs in
a browser wierface al client compuling device 102, or may be presenled as a series ol
windows, as lrares o a single window, as elemenis in a list, or in any other visual or
organizational represeatation. Hustratively, i€ the visual or organization represeuntation of the
resources is such that one resource will be displayed imitialiy, that is, prior to the display of
the other resources (e.g., the currently open tab in a tab-organized browser such as that shown
in FIGURE 7 above), processing results corresponding to representations of this resource
may be given processing or lranskor priority at the clieat computing device 102 and/or al the
network computing provider 107, For example, the client computing device 102 may

perlorm any required processing sleps on processing results carresponding o the initially-



displayed resources before performing processing steps on processing resulls corresponding
to resources that will be hidden by the browser interface (e.g., resources in tabs currently not
displayed). Ag another example, the network computing provider 107 may priotitize one or
more browse sessions associated with the mitially-digplayed resources.  Hlustralively,
priorilizing may include processing resulis corresponding to initally-displayed resources
before sending processing results corresponding to other rescurces, 1n other embodiments,
the processing and/or transfer of preocessing results may be prioritized hased en other factors
welnding tags generaled by a user or browser, a type of contenl, tags 1n resowrce code (¢.g.,
FITMIL tags or wetadata), a content jmponance, hardware or network specificalions or
requirements, or any ather factor,

{01314 At Block 1618, the client computing device 102 may proccss persistent
browsing context user interactions, including providing user interaction data or new resource
requests to netwaork computing provider 107, The persistent browsing context user
interactions  correspond  to  processing, and receiving processing results related o
representalions of the interacted-with or requested content as described above with reference
to FIGURE 11. A number of illustrative embodiments related to the processing of persistent
browsing context user inleractions are described below. However, such embodiments should
be not be considered to be liniting or imply required order or combination of embodiments.

10132 In one aspect, the clienl computing device 102 may duplicale existing
persistent browsing contexts by providing a persisient browsing contex! duplication request
to the network computing provider 107. {llustratively, the network computing provider 107
may process the persistent browsing context duplication request and instantiate a new
persistent browsing context at the network computing provider with identical content and
state to the original persistent browsing context. In one embodiment, a persistent browsing
context duplication request may he generated by a hrowser accessing an existing persisteni
browsing conlext. For example, a user may access an existing persisient browsing context
Irom o new client computing device 102 or via a client comiputing device 102 that was
previously ulilized by the user, The petwork computing provider 107 may duplicate the
existing persisteot browsing context and provide the user with represestations of the original
content assoctated with the existing persistent browsing context and now associated with the
duplicate persisient browsing conlex!l.  For the purposes of this example, the nser may

interact with the representations of content associated with the duplicate persistert browsing



contexl at the new client compuiing device, which may change the content or content gtates
associated with the duplicate persistent browsing context,

(0133 At a subsequent point in time, the user may once again access the original
existing persistent browsing context. Hivstratively, the network computing provider 107 may
provide the user wilh representations of the original content and content states associaled
with cxisting persistent browsing context, and nol representations of content or content stales
associated with the duplicale persisient browsing conlext. Alternatively, The user may wish
to continue access the subsequently modified duplicate persistent browsing contexi.

{0134 In apother agpect, 16 the original persistent browsing context was
associated with any particular persistent browsing context environmen( information (e.g., #
browse covitonmeot identifier or other jdentification information), the newly inslantialed
duplicale persistent browsing context may be asscciated with the same persistent browsing
context environment information or may be created ag unassociated with any particuiar
information. The duplicated persistent browsing context may be instantiated on the same
NCC POP 142 as the original persistent browsing context, or may instantiated on any other
NCC POP associated with the network computing provider.

{0135] In a further aspect, a client computing device 102 may import or export
content and/or prefercnces between persistent browsing conlexts. For example, a client
computing device 102 may provide an import content request fo a network computing
provider 107, In one embodiment, the import content request may include one or more
content identifiors in a curreni persistent browsing context and a pevsistent browsing context
identifier to imporl to. As a specific example, the import content request may inchude
identifiers of two tabs corresponding to Web pages displayed in the current persistent
browsing context, The notwork computing provider [07 may add these tabs to the specified
cxtant persistent browsing context.  In various cmbodiments, these tabs may be removed
[rom or kept in the current persistent brewsing contexd, and may be added fo the specified
persistent browsing context with or without any content state information (e.g., entered form
data or slate, ele)) associated with the confent in lhe curcent persistent browsing cootext, In
another embodiment, the client compuiing device 102 may provide an import browser
conliguration request 0 the networls computing provider 107, Hlustratively, an import
browser configuration request may specify one or more aspects of a configuration of a
browser accessing the current persistent browsing context (e.g., bookmarks, history, visual

preferences, etc.), and may cause the network computing provider 107 to add the specified



conliguration to another gpecificd extant persistent browsing conlext. o one embodiment,
the gpecified configuration miay replace any exisling configuration in the specified browser.

[6336] I still another aspect, o client compating device 102 may associale an
existing persistent browsing context with identifying information (c.g., a browse environmeul
identifier, & vser 1d, a browser identifier, cte.), as discussed above with relerence to the
exchange of persistent browsing context environmen! information in block 1604, For
example, the client computing device 102 may provide an associate browsing session reguest
(o the petwork cotaputing provider 107, which may specify particular identifying information
wilh which to associate the current browsing session. A chient computing device 102 may
Rurther seod requests o the network computing provider 107 1o associate a persistent
browsing context with a new identifier (e.g., a new persistent browsing context identifier, ot
browse environment identifier). In one embodiment, a client computing device 102 may
further send requests to the network computing provider 107 to associatc a particular browser
or client computing device configuration with a particular identifier or piece of identifying
information. Hlustratively, in one embodiment, all persistent browsing conlexis associated
with a particular identifier or piece of identifying information may share one or more aspects
ol a browser or client computing device configuration. For example, all persistent browsing
conlexts associated with a particular browse envivonmend idenfifier may share browser
configuration information including, but not limited to, a sel of bookmarks or browser
history.

j0137] Returning to FIGURE 16, at block 1620 the routine 1600 ends, In one
embodiment, this may correspond to the user of the client computing device 102 ending his
interaction with the persistent browsing context, [Hlustratively, the same or a different client
computing device 102 may request access to and interact with the persistent browsing context
at a later point in time through (he same routine 1600, As discussed above, any number ol
difTerent chenl compuling devices 102 or users may access any number ol persistent
browsing confexts, Further, one or more clierd computing devices 102 or users may access a
persistent, browsing context any nuiher of tmes aller s created.

[3138] FIGURE 17 15 a Jow dingram tlustralive of a remole persistent browsing
routine }700 implemented by a network computing provider 107 of FIGURE 1. The remote
persistent browsing routine 1700 begins at block 1702, At block 1704, the network
computing provider (07 exchanges persistent browsing context environment information

with the client computing device 102, As desenbed above with reference to FIGURE &,



persistent browsing context environment information may include any number of types of
information teluding, but not Himited 1o, configuration information, identifying information,
browse preference information, information regarding currently active persistent browsing
contexts, eic. For example, the network computing provider 107 may receive various
identifying information, including, but not imited 1o, device informaticn, software browser
information, location information, a user id or other user information, a persisient browsing
context environinent identifier, ete. In one embodiment, the network computing provider 107
may determine existing persistent hrowsing contoxts assoclated with one or wore picces ol
the information, For example, the user at the client computing device 102 may be associated
with several existing persistent browsing contexts.  As auother example, the persistent

browsing context environment information may specify a single extant browse session to

101391 In & further embodiment, the network computing provider 107 may
determine various browser configuration information {(e.g., browser style, layout, theme,
preferences, history, bookmarks, ete.) associated with one or more pieces of (he persisient
browsing context environment information. For example, the user ai the client computing
device 102 may be associated with a set of browse history and bookmarks. Diusiratively, in
one embodiment, one or more persistent browse content ereated or accessed by the user may
share the associated set of browse history and bookmarks, rather than be associated with a set
of browse history and bookmarks corresponding to each individual persistent browse session.

[0140] As part of the exchange of persistent browsing context environment
information in block 1704, the network computing provider 107 may provide determined
browser configuration information or any other information to the client computing device
102 as described above with reference to FIGURE 16, In block 1706, the notwork compuiing
provider may provide aclive persisient browsing context information such 4s a list of one or
more active persistent browsing contexts associaied with one or more aspects of the
persisteni browsing coutext environment information to the client compuling device 102,
Hiustratively, the network computing provider 107 may not underiake this slep m cases
where no active persistent browsing contexis associated with one or more aspects of the
persistent browsing contex! environment information exist, or where the persistent browsing
contexl environment information specifics a particular extant or new persistent browsing

comtexl to access,
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10141 At block 1708, e network computing provider 107 obtains porsisient
browsing context sclection information from the client computing device 102, In one
embodiment, the persistent browsing context selection information identifies an extant active
persistent browsing context. From the perspective of the user at the client computing device
102, a persisient browsing context may represent state data and content associated with a
browser or other application running at a client computing device 102. For example, the
persistent browsing contexl may be associated with a number of open tabs atl the browser, the
content displayed in these tabs, a current state of the content displayed, and any browser or
apphication configuration data associated with the browser or display of the content. From
the perspective of the network computing provider 107, a persistent browsing context may be
associated sith stored or cached content corresponding to content displayed at a browser at a
client computing device 102, as well as the content state, and the browser state, including any
browser configuration information.

[0142} In one embodiment, the network computing provider 107 may maintain
one or more browse sessions associated with the persistent browsing context at varicus NCC
POPs associated with the network computing provider 107. lllustratively, each browse
session may be associated with a different piece of content, browser tab, window, frame, clc.
of the browser running at the client computing device 102 ag described in FIGURES 9-11
abave, In one embodiment, cach browse session may be associated with any number of samwe
or different remote browse session configurations. In a further embodiment, the network
computing provider 107 may select a new remote browse session configuration for one or
more browse sessions associated with a persistent browsing context each time a client
computing device 102 accesses the persistent browsing context.  For cxample, if a client
computing device with limited processing power accesses an existing persistent browsing
contexl, the network computing provider 107 may selecl remote browse session
configurations for one or more associated hrowse sessions that altow a majority of processing
i he perlormed at the network computing provider 107.

10143] In ancther embodinent, the network computing provider 107 may also
wainiain additional information associated with the persistent browsing coulexi al one or
more NCC POP, including, but not Limited to, browser configuration information describing a
state of the browser at the client computing device 102, In another eibadiment, a netwark
computing provider 107 may mainiain a software browser application associated with a

persistent browsing context at an NCC POP 142, For example, the network computing
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provider 107 may ron a software browser application associated with the persistent browse
session in parallel with the browser runming at the client computing device 102,
Wustratively, the browser running ot the nelwork computing provider 107 may waintain
content, content stale, and browser state associated with the persistent browse session,

{0144] AL block 1710, the network compuling provider 107 may determune
whether an update to content associated witly the selected persistent browsing context s
required. lluostratively, conlent associated with the selected persistent brewsing context may
change between being accessed by client computing devices 102, For the purposes of a
specific example, a user may view a Web page displaying recent pews at a first point in te,
and then access the persistent browsing context at a laler point in tine when the recent news
Web page may have changed. In one embodiment, the network computing provider 107 may
update changed content {e.g., by re-requesting the content {rom a content provider, CON, or
cache) betore sending processing results corresponding to the content to the client computing
device. In other embodiments, the network computing provider 107 may preserve the old
page contenl and/or page state to provide to the client computing device. Providing
processing results corresponding (o old page content may be desired, for example, when a
news article has been changed or taken down since the last access of the persistent browsing
coniext by a chient cornputing device 102,

[6145] The petwork computing provider 107 may determine whether o update
content associated with the selected persistent browsing context based on any number of
factors including, but not limited 10, user options or preferences, an attribute of the content
(e.g., size, embedded resources, content type, content category), flags or tags associated with
the content, or preferences assoctaied with a network computing provider 107, client
computing device 102, browser or application, operating system, CDN service provider 106,
content provider 104, or other entily or system, In one embodiment, the network computing
provider 107 may provide processing resulis associaled with the old conlent o the client
comnputing device 102 for display, as well as relnieving and pre-processing the updaled
content in preparation for a request Lo update the conlent.

{0146) Al block 1712, the network computing provider 107 may updale any
content for which an update is determined o be necessary in block 1710, Hlustratively, this
may involve requesting content {rom a CON service provider 106, content provider 104, or

cache as described above with reference to FIGURES 3 and 4.
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10147] At block 1714, the uctwork computing provider 107 may process the
content associated with the persistent browsing condext 1o geucraie processing resolls
cotresponding o representations of the contenl as described in FIGURES 8-11 above.
Hustratively, the network computing provider 107 may process the content in view ol any
saved coutenl siale data associated with the persistent browsing context, in order to onsure
that the processing results correspond to the last viewed representations of the conlenl.

[0148) Hlustratively, 10 one embodiment, a number ol differont elient computing
devices 102 with different display capabilities may access a persistent browse session. In one
embodiment, the network compuiing provider 107 may process content associaled with the
persistent browse session specifically for display on the client computing device currently
accessing  the persistent browse session,  [Hustratively, any browser or content state
information assoctaled with a persistent browse session thal may be ipappropriate or
unnecessary for display on a particular client computing device may be discarded, or
mainiained but not wtilized in the processing of content and the display of content at the chient
computing device. For example, a first clienl computing device 102A may crealc a new
persistent browse session with a network computing provider [07. For the purposes of this
specific example, the first client computing device may be a personal computer with a large
screen, keyboard, and mouse. A user at the first client computing device 102A may load
several Web pages into different tabs of a browser running at the client computing device and
connected to the persistent browse session. Hhustratively, the web pages loaded at the client
compuling device may be displayed as formatted for a large screen browse window.

[0149] Continging the specific example, al a later point in time, a second client
computing device 10213 may access the persistent browse session. lustratively, the second
client comiputing device 102B may be a smart phone or other device with limited sereen size
and input capabilitics. In onc cmbodiment, the network computing provider may provide
processing results 10 the second client compuling device 10213 in which the contenl
associated with the persisient browse session is formatied [or a4 small screen,  If, in one
gmbodiment, the second clienl compoting device 10283 does not have tabbed browsing
capabilitics, the wvetwork cowpuling provider 107 may provide browser configuraiion
information specifying that only the top tab of the persisient browse scssion is to be
displayed, or may provide a list of open tabs associated with the persistent browse session {0

the sccond client computing device 1028 for 4 user to select.



10150] At block 1716, the nelwork computing provider 107 may provide the
initial processing results to the client computing device, along with any other browser
configuration information associated with the persistent browsing context.

10151 At block 1718, the vetwork compuiing provider 107 way process user
mteractions with the client computing device, as illustratively described with regard to
FIGURE 5 and FIGURE 11 above,

0152} At block 1720, the voutine 1700 cnds.  In onc embodiment, the user may
break a connection with the persistent browsing context by closing a browser or powering ofl
the client computing device 102, In some embodiments, the network computing and storage
device 107 may place a persisten! browsing corntext i a passive state when no aclive
interaction between the client computing device 102 and the persistent browsing 1§ occurring,
INustratively, placing a persistent browsing context 1n a passive state may include, but is nol
limited to, closing a software browser apphication running on the network computing and
storage device 107 that is associated with the persistenl browsing context, copying, moving,
or storing data associated with various content, content states, or browser states associated
with the persistent browsing coentext, otc. In one embodiment, any changes made when
placing a persistent browsing context in a passive state may be undone when the persistent
browsing context is later requested by a client computing device 102, The network
compuling and storage device 107 may place a persistent browsing context in 4 passive state
based on any number of factors including, but not limited to, a Ume-out of interaction data
from the client computing device 102, user options or preferences, an attribule of the content
{c.g., size, embedded resources, content type, content category), flags or tags associated with
the content, or preferences associated with a network computing provider 107, client
computing device 102, browsor or application, operating system, CDN 106, content provider
104, or other cntity or system,

10153] Various example embodiments of the disclosure can be described with
respeet to the following clauses:

Clause 1. A computer-implemented method for remote session  browsing

comyprising:

oblaining a request (or a persistent browsing coulext from a Grst clienl
conputing device;
initializing a new network based browser software application corresponding

to the request for the persistent browsing conlext;



obtaining content requested by the first client computing device, the content
comprising a network resource referencing one or more embedded resources:

processing the content to generate a first processing result, wherein the first
processing result is associated with a [irst state of the requested content, and wherein
the first processing result corresponds o a first representation of the requesied content
for display on the first computing device;

providing the {irst processing result to the first client computing device,
wherein the first client computing device 1s configured to display the firsl
representaiion of the requested content:

obtaining a request 1o access the persistent browsing context rom a second
client computing device; and

providing a second processing result to the second client computing device,
wherein the second processing result is generated based, at least in part, on the first
state of the requested content, wherein the second processing result corresponds to a
second representation of the requested content for display at (he second client
computing device, and wherein the second client computing device is configured to
display the second representation of the requested content.
Clause 2. The computer-implemented method of Clause 1, wherein the first
client computing device and the second client computing device are associated with
the same user.
Clause 3. The computer-implemented method of Clause 1, wherein the second
client comprises the same computing device as the first client computing device at a
subsequent point in time,
Clause 4. The compuier-implemented method of Clause 1, wherein the second
processing result comprises the {irst processing result.
(Clause 3. The computer-implemented method of Clause 1, wherein the first state
of the requested content is based on one or more user inleractions with a
representation of the requested content displayed at the first client computing device.
Clause 6. The computer-implemented method of Clause 1 (urther comprising:

oblaining a request for a second persistent browsing context by a third client
computing device; and

providing one or more processing resulis (o the third client computing device,

whersin the one or moere processing results correspond 10 a one or morg
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representations of content requested by the third client computing device, and wherein
the third client computing device is configured to display the first one or more

represeniations of the requested content.

Clause 7. A computer-implemented method for remote session  browsing
comprising:

obtaining, at a network computing provider, a request for a {irst persistenl
browsing context from a frst client computing device;

providing, by the network computing provider, processing results 1o the firsl
clieont computing device, wherein the processing results correspond to representations
of content responsive to the initial persistent browsing context;

obtaining, at the network compuling provider, a request to access a secound
persistent browsing context by a second client computing device, wherein the first
and second persistent context are the same; and

providing, by the network computing provider, second processing results to
the second client computing device, wherein the second processing results correspond
10 second representation of the content associated with the second persistent browsing
conlext,
Clause 8. The computer-implemented method of Clause 7, wherein the second
client comprises the first client computing device.
Clause 9. The computer-implemented method of Clause 7, wherein the second
processing results include the first processing results.
Clause 10.  The computer-implemented method of Clause 7, wherein the [irst
representations of the content requesied by the first client computing device
correspond to one or more states of (he content requested by the fivst client computing
device,
Clause 1. The computer-implemented method of Clause 10, wherein the second
representations of the content requested by the second client computing device
correspond to the one or more states of the confent requested by the first client
computing device.
Clavse 12.  The computer-implemented method of Clause 7 further comprising:

obtaining, at a network computing provider, a request for a third persistent

browsing context by a thivd client computing device; and
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providing, by the network computing provider, third processing results to the
third client computing device, wherein the third processing results correspond o a
third representation of content requested by the thivd client compiting device.
Clause 13, The compuler-implemented method of Clause 12 further comprising
duplicating the firsl persisient browsing conlext 10 generate the third persistent
browsing comtext,
Clause 14, The compuler-implemented method of Clause 13, wherein user
interaclions with rvepresenlations of contenl associated with {he third persistent
browsing context do not modify the first persistent browsing context.
Clause 15, The computer-implemented method of Clause 12, wherein the first
persistent browsing context and the second persistent browsing context are associated
with the same shared browser configuration information.
Clause 16, The computer-implemented method of Clause |5, wherein the shared
browser confliguration information includes at least one of persistent browsing
contexl display preferences, bookmark information, browser application visual
appearance preferences, and browse history comumon to the first remote persistent
browsing context and the second remote persistent browsing contexL.
Clause 17. The computer-implemented method of Clause 12, wherein the third
client computing device comprises at least one of the first client computing device
and the second client computing device.
Clause 18, The computer-implemented method of Clause 17, wherein the third
client computing device is configured to display the first one or more represenlations
of the requested content and the third one or more representations of the requested
conlent in at least one of separale sofiware browser application windows, separaie
browser [rames, and separate browser tabs.
Clause 19. A system for remate session browsing comprising:

One O mdre compuier processors;

at least one computer memory accessible by at least one of the one or more
computer processors; and

a network computing component comprising an cxccutable software module
executed by the one or more computer processors, wherein the network computing

companent is operable to:
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obtain a request for a persistent browsing context from a first clicnt
computing device;
process content associated with the persistent browsing context to
generate a firsl processing results, wherein the first processing results
correspond (0 a [irst representations of the content for display at the [irst client
computing device;
obtain a request to access the persistendt browsing context from a
second client computing device; and
process the coutent associated with the persistent browsing contexl to
generate a second processing results, wherein the second processing results
correspond to a second representation of the content for display at the second
client computing device.
Clanse 20.  The system of Clause 19, wherein the second client comprises the
same computing device as the first client computing device at a subscquent point in
time.
Clause 2], The system of Clause 19, wherein the second one or rore processing
results comprises the first one or more processing results,
Clause 22. The system of Clause 19, wherein the first representations of the
content associated with the persistent browsing context correspond to one or more
states of the content associated with the persistent browsing context,
Clause 23, The system of Clause 22, wherein the sccond representations of the
content associated with the persislent browsing context correspond to the first one or
more states of the conlent associated with the persistent browsing context.
Clause 24, The systern of Clause 19, wherein the network computing component
is [urther operable to:
obtain a request for a subsequent persistent browsing context by a third client
computing device; and
piovide a third processing results to the third client computing device, wherein
the third processing results correspond to a third representations of conlent requested
by the third client computing device, and wherein the third client computing device is

canfigured to display the third representation of the requested content,
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Clause 25, The system of Clause 24, wherein the network computing compenent
is further operable to daplicate the persisient browsing context to generate the subsequent
persistent browsing context,

Clause 26.  The system of Clause 25, wherein user inleractions with

represeniations of conient associated will the subsequent persistent browsing conlext

do not modify the persistent browsing contexd,

Clause 27.  The system of Clause 24, wherein the first remole persistent browsing

condext and the second persistent browsing context are associated with shared

hrowser configuration information.

(lause 28.  The system of Clause 27, wherein the shared browser configuration

information inclades at least one of persistent browsing context display preferences,

bookmark information, browser application visual appearance preferences, and
browse history common to the first remote persistent browsing context and the second
remote persisient browsing context.

Clause 29. The system of Clause 24, wherein the third client compuling device

comprises at least one of the frst client corsputing device and the second client

computing device,

Clause 30.  The system of Clause 29, wherein the third client computing device is

configured 1o display the first one or more representations of the requested content

and the third one or more representations of the requested content in at least one of
scparate software browser application windows, separate browser frames, and
separate browser tabs,

[0154] While illustrative embodiments have been disclosed and discussed, one
skitled 1n the relevant ari will appreciate that addilional or alternutive embodiments may be
implemented within the spiril and scope ol the present invention. For example, the
techniques described herein may be utilized, without departing Irom the scope of the present
invention, to allow remole processing management in any number of other software
applications and processes, including, but not Jimited 1o, image or video editing software,
dalabase software, office productivity software, 3d design software, audio and sound
processing applications, clc. Additionally, although many embodiments have been indicated
as illustrative, one skilled in the relevant art will appreciate that the illustrative embodiments

do mot nced to be combined or implemented together. As such, some illustrative



cmbodiments do not need to be olilized or fmplomented in accordance with scope of
vagiations to the present disclosure.

[0155] Conditional language, such as, among others, "can," "could,” "might," or
"may," unless specifically stated otherwise, or otheywise understiood within the context as
used, 15 generally intended {o convey thal certain embodimenls include, while other
embodimenis do not include, certain features, elements and/or steps. Thus, such conditional
language is not generally intended to imply that features, elements and/or steps are in any
way required for one or mere embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or prowpting, whether these features,
clements and/or steps are included or are 10 be performed in any particular embodiment.

[0156]  Any process deseriptions, elements, or blocks in the flow diagrams
described herein and/or depicied in the attached figures should be understood as polentially
representing modules, segments, or portions of code which inclade one or more executable
instructions for implementing specific logical functions or steps in the process. Alternate
implementations are included within the scope of the embodiments described herein in which
elements or functions may be deleted, executed out of order from that shown or discussed,
including substantially concurrenlly or in reverse order, depending on the functionality
involved, as would be understood by those skilled in the art. It will further be appreciated
that the data and/or components described above may be slored on a compuler-readable
medium and loaded into memory of the computing device using a drive mechanism
associated with a computer readable storing the comiputer executable components such as a
CDR-ROM, DYD-ROM, or network interface further, the component and/or data can be
included in a single device or distributed in any manner. Accordingly, general purpose
computing devices may be configured to implement the processes, algorithms, and
methodology of the present disclosure with the processing and/or execution of the varions
data and/or components described above,

8157} It should be emphasized that many varialions and modifications may be
wade (o the above-described embodiments, the elemenits of which are 1o be understood as
bewng among other acceptable examples. All such modifcations and variations are intended
to be included lherein within the scope of this disclosure and protected by the following

claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for remote session browsing comprising:

obtaining, at a network computing provider, a request for a first persistent browsing
context from a first client computing device;

instantiating, at the network computing provider, an instance of a virtual machine that
comprises a software browser application capable of maintaining the first persistent
browsing context;

providing, by the network computing provider, processing results to the first client
computing device, wherein the processing results correspond to first representations of
content responsive to the {irst persistent browsing context;

maintaining, at the network computing provider, one or more components of the
software browser application running subsequent to providing processing results to the first
client computing device;

obtaining, at the network computing provider, a request to access a second persistent
browsing context maintained at the network computing provider by a second client computing
device, wherein the first and second persistent context are the same; and

providing, by the network computing provider, second processing results to the second
client computing device, wherein the second processing results correspond to second
representations of content associated with the second persistent browsing context.

2. The computer-implemented method of Claim 1, wherein the first representations of the
content requested by the first client computing device correspond to one or more states of the
content requested by the first client computing device.

3. The computer-implemented method of Claim 2, wherein the second representations of the
content requested by the second client computing device cotrespond to the one or more states of the
content requested by the first client computing device.

4. The computer-implemented method of Claim 1 further comprising:

obtaining, at a network computing provider, a request for a third persistent browsing
context by a third client computing device; and

providing, by the network computing provider, third processing results to the third
client computing device, wherein the third processing results correspond 1o a third

representation of content requested by the third client computing device.

5. The computer-implemented method of Claim 4 further comprising duplicating the first

persistent browsing context to generate the third persistent browsing context, wherein user
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interactions with representations of content associated with the third persistent browsing context
do not modity the first persistent browsing context.

6. The computer-implemented method of Claim 4, wherein the first persistent browsing
context and the second persistent browsing context are associated with the same shared browscr
configuration information.

7. The computer-implemented method of Claim 4, wherein the third client computing device
comprises at least one of the first client computing device and the second client computing device.

8. The computer-implemented method of Claim 7, wherein the third client computing
device is configured to display the first one or more representations of the requested content and
the third one or more representations of the requested content in at least onc of separate software
browser application windows, separate browser frames, and separate browser tabs.

9. A system for remote session browsing comprising:

One Or More computer processors;
at least one computer memory accessible by at least one of the one or more computer
processors; and
a network computing component comprising an executable software module executed
by the one or more computer processors, wherein the network computing component is
operable to:
obtain a request for a persistent browsing context from a first client computing
device;
instantiate an instance of a virtual machine that comprises a software browser
application capable of maintaining the persistent browsing context;
process content associated with the persistent browsing context to generate a first
processing results, wherein the first processing rcsults correspond to a first
representations of the content for display at the first client computing device;
maintain the persistent browsing context running subsequent to processing
content associated with the persistent browsing context;
obtain a request to access the persistent browsing conlext from a second client
computing device; and
process the content associated with the persistent browsing context to generate a
second processing results, wherein the second processing results correspond to a second

representations of the content for display at the second client computing device.
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10. The system of Claim 9, wherein the first representations of the content associated with
the persistent browsing context correspond to one or more states of the content associated with the
persistent browsing context.

11. The system of Claim 10, wherein the second representations of the content associated
with the persistent browsing context correspond to the first one or more states of the content
associated with the persistent browsing context.

12. The system of Claim 9, wherein the network computing component is further operable
to:

obtain a request for a subsequent persistent browsing context by a third client
computing device; and

provide a third processing results to the third client computing device, wherein the third
processing results correspond to a third representations of content requested by the third client
computing device, and wherein the third client computing device is configured to display the
third representations of the requested content.

13. The system of Claim 12, wherein the network computing component is further operable
to duplicate the persistent browsing context to generate the subsequent persistent browsing context.

14. The system of Claim 13, wherein user interactions with representations of content
associated with the subsequent persistent browsing context do not modify the persistent browsing
context.

15. The system of Claim 12, wherein the persistent browsing context and the subsequent
persistent browsing context are associated with shared browser configuration information.

16. The system of Claim 12, wherein the third client computing device comprises at least

one of the first client computing device and the second client computing device.
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