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This invention relates to a video information recording device and reproducing

device, and particularly to a video information recording device and a video
information reproducing device which enable proper management of copy control on

a recording medium.

Background Art

Various optical discs such as DVR have been proposed as disc-like recording
media that can be loaded on and unloaded from a recording/reproducing device. The
optical discs as such recording media have been proposed as media with a large
capacity of several gigabytes or more and are expected to be media for recording
audio/visual (AV) signals such as video signals.

As a coding system for digitally compressing AV signals, there is an MPEG
(Moving Picture Experts Group) 2 system. This MPEG2 is a dynamic image
compression format of an international standard aimed at realizing higher image
quality by using compression techniques such as motion compensation prediction,
DCT (discrete cosine transform), quantization and variable-length coding. The

MPEG?2 system is applied also in the case of recording AV signals to a recording



MPE& systemis applied also in the case of recording AV signals to a
recording 4 2 nedium For exanple, when recording anal og video signals to
a recording nedium the video signals are encoded in accordance with the
MPER2 system and the coded bit streamis recorded to the nmedium In the
digital television broadcast, which has started recently, an AV streans
coded in accordance with the MPEQR syé%en1is transmtted in a fornat
called transport stream Wen recording the digital broadcast to a

r ecor dimgdivsai ey example,cuhen thnosdinganalag vyidealsignals to 8 recording medpun;
streamare directly recorded w thout being decoded and re-encoded. In the

case whhee/iddo siggialdl sreaneoded o decordanée wittothei MPEG2 isyisteinand thegcoddd
signal format, it is possible to copy the AV signals to another recording
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t hat copynsmhittediis afoumaticallesk trapsportstiaams. Wehemtecopdingithe digital boeadadspy
Prohi bi ted" (which neans that copy is prohibited) may be provided for AV
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In the case where AV signals are recorded on a recording medium in a digital
signal format, it is possible to copy the AV signals to another recording medium
without deteriorating the signals at all. However, this raises a serious problem to copy
right holders of AV signals. Thus, in order to limit copying of AV signals, copy
control information (CCI) indicating “Copy Free” (which means that copy is
permitted), “Copy Once”(which means that copy of only one generation is permitted),
“No More Copy (which means that copy of this and further generations is not
permitted)”, or “Copy Prohibited” (which means that copy is prohibited) may be
provided for AV signals.

For example, a system that is practically used at present is CGMS (Copy
Generation Management System) for video signals. The CGMS is a system for
controlling the number of times copying is permitted, on the software side. The
CGMS for analog interface is called CGMS-A, and the CGMS for digital interface is

called CGMS-D. The analog CGMS-A is also called VBID because it superimposed



CGwb for analog interface is called CGUWS-A, and the CAGVs for digital
interface is called CGUWS-D. The analog CGvs-A is al so called VBID because
~it superinposed 3 IDon a VBl (vertical blanking interval). This is
standardi zed as EIAJ CP-1204. Moreover, in order to transmt copy control
information in a transport stream a nethod of coding a descriptor having
copy control information is used. Desctiptors of such a types nay be DICP
descriptor prescribed by DILA (Digital Transm ssion Licensing
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means that copy of this and further generations is not permtted).
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AV streams is considered. Watermarking (WM) is now being standardized, and a
millennium system and a galaxy system are proposed.
When recording AV signals to a recording medium, recording control must be
accurately carried out in accordance with the copy control information of input signals.
In general, in the case where user recorded AV signals to a recording medium by using
a recording device, the copy control information of the AV stream on the recording
medium is either “Copy Free” (which means that copy is permitted) or “No More
Copy” (which means that copy of this and further generations is not permitted). “No
More Copy” results from updating of the copy control information when AV signals
of “Copy Once” (which means copy of only one generation is permitted) are recorded.
Meanwhile, the increase in capacity of recording media enables recording of
more AV streams to the recording media, as described above. In this case, the user

needs to copy desired data of the AV streams recorded on the discs, from the



nore AV streans to the recording nedia, as described above. In this case,
the user needs to copy desired data of the AV streans recorded on the
*discs, fromthe 4 respective discs. The user can copy AV streans having
copy control information of "Copy Free". The increase in recording
capacity of recording nmedia enabl es continuous recording of AV streans for
a longer tine than before. In such a chse, it is considered that a stream
part of "No Mre Copy" and a stream part of "Copy Free" exist in one AV
st r eam respective discs. Fohe assenpirecoph &V stieaps dgv ingscepyeceninol infiounsatjon of
recorded, it may be considered that the first programis a material of

" Copy PfEep ekt he second programis a material of "Copy Once".
COnventionaXIy, in the case where a "No More Copy" stream part and a " Copy

Free" strea r: LSt i . r nn . y
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program is a material of “Copy Once”.
Conventionally, in the case where a “No More Copy” stream part and a “Copy
Free” stream part exist in one AV stream, the user cannot properly copy these to
-another recording medium. For example, if a “No More Copy” stream part exists at
the beginning of one AV stream, the user cannot copy a “Copy Free” stream part at a
halfway part in the AV stream. This is because it is difficult to know that plural pieces
of control information exist in one AV stream, that is, to know that a “No More Copy”
stream part and a “Copy Free” stream part exit in one AV stream. To know this, the
user must read out the AV stream from the beginning to the end and analyze the copy
control information. However, this analysis is time-consuming. Particularly with an
AV stream of a long time, it is difficult to read out all the AV stream and grasp the

presence of control information.

Disclosure of the Invention



Di sel osure of the Invention 5 In view of the foregoing status of the art,

it is an object of the present invention to provide a new video information
~recordi ng device and recordi ng nmethod which enabl e proper managenent of

copy control information of video information, and to provide a video

i nformati on reproducing device. In order to achieve the above-descri bed

object, a video information recording ~ device according to the present.
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recogniti means for recognizing a stream part that can be copied from

video information, copy control information coded in a transport stream of video
information, and EMI or the like of an IEEE1394 isochronous packet of video
information; change point information acquisition means for acquiring change point
information of copy control information corresponding to video information to be
recorded on the basis of the detected copy control information; management
information generation means for generating management information for managing
the copy control information on the basis of the acquired change point information;
recording means for recording the generated management information together with
the video information; and falsification prevention processing means for performing
falsification prevention processing on the management information generated by the
management information generation means.

A video information reproducing device according to the present invention

comprises: recognition means for recognizing a stream part that can be copied from

a stream such as an AV stream recorded on a recording medium, on the basis of



a stream such as an AV streamrecorded on a recording nedium on the basis
of 6 managenent information (CCl-sequence-inforo) for managi ng copy
*control information; AV stream preparation nmeans for preparing a new
stream conposed of streamparts of a section to be copied, on the basis of
the recogni zed stream part that can gﬁecopied; managenent i nformation
generation neans for generating nanag nt information for reproducing the
stream part that can be copied, recognized by the recognition neans; and
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i nformati on recording nethod according to the present invention conprises:
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node i ndi,cator),.in an isochronou acket ..has changed or not; acquiring
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watermark or EM; and preparing managenent information for nmanagi ng the
copy cofemnation Hnapredueing thetdraam padnthehcan s eopied t iggognigedr ange
point information. The present invention can also provide a storage nedi um
I N whi_ciecagpitioprmeans; anderamsanssion mana footrpndmitting tisé newdtreanspiepagedranner
that the conputer can read the program or a programfor causing a
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recordi ng. nedi um repr oduci gndevi ce or recording deyvice.
management information ge€neration means to a recording device.

A video information recording method according to the present invention
comprises: inspecting whether at least one of copy control information in an inputted
signal such as an AV signal, content of a watermark, and EMI (encryption mode
indicator) in an -isochronous packet has changed or not; acquiring change point
information of the changed copy control information, watermark or EMI; and
preparing management information for managing the copy control information or
watermark on the basis of the acquired change point information.

The present invention can also provide a storage medium in which a program
to be executed by a computer is stored in such a manner that the computer can read
the program, or a program for causing a computer to execute various functions.

The present invention can also provide a recording medium read by a signal
processing device such as a recording medium reproducing device or recording device.

In the storage area of this recording medium, for example, a clip AV stream file as a



In the storage area of this recording nmedium for exanple, a clip AV stream
file as a 7 streamfile and a clip information file as attached
“information are recorded in a clip, which includes a pair nade up of one
stream for exanple, an AV stream and attached information of this
stream as one object. This clip inforyation file contains nanagenent

I nformati on for managi ng a change point of copy control information in the
stream The clip streamflle may contain a " Free" stream part that can
be copidteamfide and plipindormatjon Eile as attpehed mfatm%mrhate rwEoEdasl wa ehips hi s
and further generations. The managenent information contained in the clip
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of copy control information and information of address or tinme of the
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|nformat|on of the stream stored I n the record nmedi um can easl
grasped. Moreaover. i nformatio contain a %?de i ndi cating
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Thus, malicious copying can be prevented. The other objects of the present
i nvent i 196 ski¢@Mspeci fi ¢ advant ages provided by the present invention wll
be further clarified by the foll ow ng description of an enbodinment with
ref erence t dThéelipistreamgfile Bay ebnfads ar‘Gupydrreel stroemPartiliag cafibg.copial a
view showing a structure of an application format on a recording nediumto
whi ch TR Br eRB"MdreVEBpY 2 kttean i ®at cannot be copied on this and further

generations. The management information contained in the clip information file may

contain information indicating the number of pieces of copy control information and

information of address or time of the change point of the copy control information.

. Thus, the copy control information of the stream stored in the recording medium can -

be easily grasped. Moreover, the clip information file may contain a code indicating

that the content of the management information has not been falsified: Thus,

malicious copying can be prevented.

The other objects of the present invention and specific advantages provided by

~ the present invention will be further clarified by the following description of an

embodiment with reference to the drawings.

Brief Description of the Drawings
Fig.1 is a view showing a structure of an application format on a recording

medium to which the present invention is applied.



8 Fikg.2 is a view showi ng an exenplary directory structure prepared on a
DVR disc. Fig.3 is a view show ng a structure of an AV streamfile. Fig.4
‘is a view showing a syntax as a programr ng syntax of a source packet.
Fig.5 is a view showing the syntax of TP_extra header. Fig.6 is a view
showi ng the rel ati on between val ues of copy_perm ssionindi cator and nodes
desi gnated by these values. Fig.7 is &view showing a syntax of a clip
information file. Fig.8 is a view showing a syntax of Ciplnfo(). Fig.9 is
a vi ew showi Rig.2is & viawsShowilgChn seemplary dirdeteryldnicture piepareshomiarld VR
syntax of CCl _sequence_infoo., Fig. 11 is a view show ng an exenpl ary

synt ax @kcstreamstatus(). Fig.12 is a view show ng another exenplary
syntax of streamstatus()., Fig.13 is a view show ng the neanings of

val ues of r r 4l A ' Vi ] meani ngs of val ues
of status ﬁ%é@v@?hg@m %é %?t@g&f%‘ﬁf?@%‘re%%ﬁ@?ew for explaining the
reI ation betvveen the,clip and the CCl-sequence jn the case of copying a
"Copy Free" Eigdisa piewy Sﬁ)?wmgaa éﬁWX%&E@gf%méﬁpgﬂétwaeSRlﬁée packete
output side) to a copy destination (recording device on the input side).
Fig. 16 is a Fighishuwwghawing the spreapbfMP sxtraakeafer CCl _sequence_i nf o( .

Fig6 is a view showing the relation between values of
copy_permission_indicator and modes designated by these values.

Fig.7 is a view showing a syntax of a clip information file.

Fig.8 is a view showing a syntax of ClipInfo().

Fig.9 is a view showing an exemplary CCI-sequence.

Fig.10 is a view showing a syntax of CCI_sequence_info().

Fig.11 is a view showing an exemplary syntax of stream_status().

Fig.12 is a view showing another exemplary syntax of stream_status().

Fig.13 is a view showing the meanings of values of recording_mode.

Fig.14 is a view showing the meanings of values of status CCI/EMI,
status_ WM.

Figs.15A and 15B are view for explaining the relation between the clip and the
CClI-sequence in the case of copying a “Copy Free” stream part from a copy source
(reproducing device on the output side) to a copy destination (recording device on the
input side).

Fig.16 is a view showing another exemplary syntax of CCI_sequence_info().



9 Figs.17A and 17B are views for explaining the relation between the clip
and the CCl-sequence in the case of copying a "Copy Free" stream part from
*a copy source (reproducing device on the output side) to a copy
destination (recording device on the input side), where

CCl _sequence_info() shown in Fig.16 is used. Fig. 18 is a bl ock di agram
showi ng a recording device to which tHe present invention is applied.
Fig.19 is a view for explaining copy control processing in the case where
an input sikigall7Aand {VBare viepstfonaxiplainiag g rebation bétweeythe ahip and the di ng.
Fig.20 is a view for explaining copy control processing by a controller in

the cage€Iwequencin theWass iofeapyiy # “Copy Hieé” SfredlfpaeCEBINT @WopySoREEH NT.
Fig.21 is a flowhart for explaining processing of a CCl-sequence in the

case . . Si ' i deo | . | 0 ' t
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CCl -sequence, in the case where an_ ipput signal is a TS input of

non- cogPabside ,e‘({gﬁ”@i (ﬁél_qﬂng.elzeeilgf%slﬁh@wn igikigrlfnisdmwedi ng a structure in
the case of copying an AV streamfile and a rel ated database file on a DVR
from a reprobligc18ds deblock didgmnt shgwingarmeeof(dingplevicd thewhich dhe peesedit ng
device of a copy destination (input side) via a digital bus. Fig.24 is a
flomhaihweﬁﬁbnwgplﬂiiéﬂ,ng processi ng by a reproduci ng device (copy source)
in the case of copying a clip AV streamfile fromthe reproduci ng device of

the | copy SOHeR LOHVRM t5f Rbiahiing coB§LslitRl pISK&hgln TeORE skl A7 O

(i nput side

input signal is a video input and/or a TS input of cognizant recording.

Fig.20 is a view for explaining copy control processing by a controller in the
case where an input signal is a TS input of non-cognizant recording.

Fig.21 is a flowchart for explaining processing of a CCI-sequence in the case -
where an input signal is a video input or a TS input of cognizant recording.

Fig.22 is a flowchart for explaining processing of a CCI-sequence in the case
where an input signal is a TS input of non-cognizant recording.

Fig.23 is a block diagram showing a structure in the case of copying an AV
stream file and a related database file on a DVR from a reproducing device of a copy
source (output side) to a recording device of a copy destination (input side) via a
digital bus.

Fig.24 is a flowchart for explaining processing by a reproducing device (copy
source) in the case of copyinga clip AV stream file from the reproducing device of the

copy source (output side) to a recording device of a copy destination (input side).



10 +Best Mbde for Carrying Qut the Invention A video information recording
devi ce and reproduci ng device to which the present invention is applied
‘W || now be described with reference to the drawings. Before explaining a
system structure to which the present invention is applied, a data format
to which the present invention is applied will be described first. Fig.1
shows a structure of an application fdPmat on a recording nmediumto which
the present invention is applied. This format has two |ayers for nmanagenent
of AV BestMede fonGariying Qud|thg Inventianayer 101, which is approximate to a
user interface (user 1/F), and a clip layer 102, which is approxinmate to a
system Vol uAevidebdnfarmationl fétordimgadescelandt iepreduqing alesiqel ®y whict the t hi n
the disc. A pair nade up of an AV streamand its attached information is
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call ed stream m and its attached informatiron s call
information file. One.clip AV . streamfile stores data.i n which M
{ranspor t st BeLaTe eEPiSingh ysteth sERChire 48 which HeunseRe il iV etiar avened
application format. In general, a data file used in a conputer or the like
i s handa datagformabja which thegpresentvioyention isappliadewill be desetibed fivstst ream fil e
I S expanded on the tine base, and a play |ist designates an access point
in the clip Rigihlsliows aistri@uge Of i sppligatiofuintation® resémdiig pediam aecess

point in the clip is given by the play list, the clip information file is
EZ ef g![ a»rygigc @Eﬂrﬁ%n@ﬂ%&i@n‘g? ?@glﬁ: 'f’lgﬁs ForthY 1148 16RAAYEATP ndhagbmealbp oul d
AV streams, that is, a play list layer 101, which is approximate to a user interface (user
I/F), and a clip layer 102, which is approximate to a system. Volume information 100
manages all the clips and play list within the disc.
A pair made up of an AV stream and its attached information is assumed to be
one object, which is called clip. An AV stream file is called clip AV stream film, and
its attached information is called clip information file. One clip AV stream file stores
data in which MPEG?2 transport streams are arranged in a structure prescribed by a
DVR application format.
In general, a data file used in a computer or the like is handled as a byte string.
However, the content of a clip AV stream file is expanded on the time base, and a play
list designates an access point in the clip mainly by using a time stamp. When a time
stamp for an access point in the clip is given by the play list, the clip information file

is useful for finding address information at which decoding of a stream should be

started in the clip AV stream file.



11 <The play list is provided for a user to select a desired reproducing
section in the clip and easily edit that section. One play list is a
*col l ection of reproducing sections in the clip. One reproducing section in
a certainclipis called play item- which is represented by a set of
IN-point (in-time) and OUT-point (out-tine) on the tinme base. That is, a
play list is a collection of play itedd. There are two types of play |ists.
One type is a real play list and the other is a virtual play |list. The
real play |iEheplaydishis provided for snsertosselecta dssined reprodueing segtianiin the j t
refers to. That is, the real play list occupies the data volune in the disc
equi val iy and easily edintipgrsestion. O play distis € bollécticai ef feprodudifig seetionsV
streamis recorded as a new clip, areal play list referring to the

repr odugi n i i el p t i |4y ed.nhilh ;@ part
of theu@e%%g%{ﬁi gjl?lee %gkg@cﬁﬂétsﬁgl%é apfear';/aq#i S lfss&ﬂgrd aggg?ﬂ%kgf thc#fﬂ t]ﬁe
stream part o he cli ich it refers.t 1], rased. The, .virtual

o1 oy 11 epresehlect oy a otk iNGpSihs e g il spoint Cond G on Mictinerbasie
virtual play list,is changed or erased, the clip will not be changed at

al | . | nThatdss aplaynistgs aeodleicion of playnemsal play list and the virtual play
list are generally referred to as play list. As a necessary directory on a
DVR di sc, fiThére ate ltwott?rpli:s et prayMistsicOnditpge & a tda¥iplaylistenidomhe dthepisayvi ded.
The "DVR' directory includes a "PLAYLIST" directory, a "CLIPINF"

di r ect og; a9 1REAThe ¢ FVAR oL TA i | ries
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DVR appljt ik £0. ’i"ﬁarltnl%} the real play list occupies the data volume in the disc equivalent

to stream parts of the clip which it refers to. When an AV stream is recorded as a new
clip, a real play list referring to the reproducible range in the entire clip is
automatically produced. If a part of the reproducible range in the real play list is
erased, data of the stream part of the clip which it refers to will be erased. The virtual

- play list is considered not to share the data of the clip. Even if the virtual play list is
changed or erased, the clip will not be changed at all.

In the following description, the real play list and the virtual play list are
generally referred to as play list.

As a necessary directory on a DVR disc, first, a root directory including a
“DVR” directory is provided. The “DVR” directory includes a “PLAYLIST”
directory, a “CLIPINF” directory, a “STREAM” directory and a “DATA” directory.
Other directories may be prepared under the root directory but these are neglected in

this DVR application format.



12 ‘Fig.2 shows an exenplary directory structure prepared on a DVR disc. A
root directory 111 includes one directory ("DVR' directory 112). The "DVR'
*directory is a directory under which all the files and directories

prescri bed by the DVR application format nust be stored. The "DVR'
directory 112 includes four directoria&A that is, a "PLAYLIST" directory
113, a "CLIPINF" directory 114, a "ST M directory 115, and a "DATA"
directory 116. The "PLAYLIST" directory is a directory under which database
files of realig.2shgws aprexemplary digeptpripstayctureprepaied ope RVRadised. Thi s
directory nust exist even if there is no play list. The "CLIPINP directory
i s a direct oAyoondiectoy dfi 1datlades ene directorp(“DMR” daecrrydi@gd. Thi s
directory nust exist even if there is no clip. The "STREAM directory is a

di rectory ungge “pVR divéEéryeRM Hirk%rﬁ‘ﬁﬁpfzfghi%(’gﬂrl%cfileér Q'g_?_"d%l'f R6h Y

must exist even 1f there 1s°no AV stream "Pl - AYLI I rectory

113 stores two sRfpplay. li.st .files, that is,.the above-described real
pl ay | ingS%fﬁ‘?F‘bf’ﬁﬁ%PYMyPﬁFé‘t‘?“ 5\0"%3%99.5% §t-or¢q.| e stores information
related to one real play list. Afile is prepared for each real play |ist.
Its file nankh¢ SDVYR%diractery 112nacludes kour disectosies, thet is,ia/PhANLEE’ f rom
0 to 9. The file extension nust be "rpls". A "yyyyy.vpls" file stores

i nf or medirettoryelldBed UCLIRENFY rdivgdtonyl 14| iast'STREAM idérectsrgpalfdand a

correspondi ng each virtual play list. Its file nane is "yyyyy.vpls", and
“DATA” directory 116.

The “PLAYLIST” directory is a directory under which database files of real
play lists and virtual play lists must be arranged. This directory must exist even if
there is no play list.

The “CLIPINF” directory is a directory under which databases of clips must be
arranged. This directory must exist even if there is no clip.

The “STREAM?” directory is a directory under which AV stream files must be
arranged. This directory must exist even if there is no AV stream file.

The “PLAYLIST” directory 113 stores two types of play list files, that is, the
above-described real play list and virtual play list.

A “xxxxx.rpls” file stores information related to one real play list. A file is
prepared for each real play list. Its file name is “xxxxx.rpls”, and “xxxxx” consists
of five numerals from 0 to 9. The file extension must be “rpls™.

A “yyyyy.vpls™file stores information related to one virtual play list. A file is

prepared corresponding each virtual play list. Its file name is “yyyyy.vpls”, and



13 49 yyyyy" consists of five nunerals fromO to 9. The file extension
must be "vpls". The "CLIPINF" directory 114 stores a file for each AV
‘streamfile. A "xxxxx.clpi" fileis aclip information file correspondi ng
to one AV stream file (clip AV streamfile or bridge-clip Avstreamfile).
Its file name is "zzzzz.clpi", and "ﬁ zzz" consists of five nunerals from
0 to 9. The file extension nust be "cléi". The "STREAM' directory 115
stores files of AV streans. A "zzzzz.nPts" file is an AV streamfile

handl ed ¥Ry Yyhconsits 9k fisennumarals om0 t9 Pp The Llerexdension enwst bgr ivpds-clip AV
streamfile. Its file nanme is "zzzzz.nRts", and 64zzzzz" consists of five

nuner al s fr dith® “CLIPINFhdifeictory eididestoresm filesforieach 2V streanfXite. AV stream
file and a clip information file corresponding thereto nust use the sane

five numeral g “2zg2zini" iR iQTa*E}{pr M6 AHARGH ?ﬁé% 'E‘g e@é@ﬁ?ﬁ?n@”ﬁ% sﬂ%ﬁnpe

described here. Fig.3 shows a structure o e. Stream

file mu Ve DVR EG2, t.r.anspor ream.structure shown,in Fig..3. As
can be ﬁ&éﬁﬁp%ﬁ.qﬁe&p&ﬁe PBBII%WSﬁWQ% ¥ Liistﬁ&a?ﬂlﬁﬁés t#&2£-6MMowi ng
features: 1) the DVR MPEG2 transport streamis nmade up of an integral
nunber #1d “zazzgneansisistaf;five numerals frosnOda % Thesfile esitension naust beygipl.
(2048x3 bytes); 3) an aligned unit starts at the first bytes of a source
packet; 4) dTBetSTREAMEdiréctoryllsmrbs fileslOPAN stgsaméne source packet is

made up of TP-extra-header and a transport packet. TP-extra-header has a
length of 4 R¥55,2ffbts” file is an AV stream file handled by the DVR system. This is
a clip AV stream file or bridge-clip AV stream file. Its file name is “zzzzz.m2ts”, and
“zzzzz” consists of five numerals from 0 to 9. The file extension must be “m2ts”.
One AV stream file and a clip information file corresponding thereto must use the
same five numerals “zzzzz”.
The other directories and file names will not be described here.
Fig.3 shows a structure of an AV stream file. An AV stream file must have a
DVR MPEG?2 transport stream structure shown in Fig.3. As can be seen from Fig.3,
the DVR MPEG?2 transport stream has the following features:
1) the DVR MPEG?2 transport stream is made up of an integral number of
aligned units;
2) an aligned unit has a size of 6144 bytes (2048x3 bytes);
3) an aligned unit starts at the first bytes of a source packet;

4) a source packet has a length of 192 bytes. One source packet is made up of

TP_extra_header and a transport packet. TP_extra_header has a length of 4 bytes and



14 a transport packet has a length of 188 bytes; and 5) an aligned unit is
made up of 32 source packets. The DVR MPE& transport stream al so has the
“‘following features: 6) also the last aligned unit in the DVR transport
streamis made up of 32 source packets; and 7) if the last aligned unit is
not perfectly filled wth transport packets of the input transport stream
the area of the remaining bytes nust B4 filled with source packets having
nul | packets (transport packets of PID=0x1FFF). Fig.4 shows a syntax as a
pr ogr anaitragspoyrtipacketf has slengteop 488 diytesTRndxt r a_header () is a header with a
| ength of 4 bytes. Transport_packet() is an MPEQ transport packet with a

| engt h of 18§) thg%n@d ﬁﬁﬁribﬂ%iie% b@@zlsgm&& Fig.5 shows a syntax of

TP_extra header. py_perm ssion_indicator i's an integer representing copy

cxpr ossed ab TRERRYRTVH2 SRR seBAHED ag BFe KR Nealngs ™Y o ¢ oo

Arrival -tinme-sta Is a.time stanp indicating the tine when the

cor r espondi n@) A thejastalignedanitiin the, D VR transport-stieamvis sagte up ofowairce Fi g. 6
shows the rel ati on between val ues of copy_perm ssion_indicator and nodes
desi gnapackety, andese val ues. Copy_per mi ssioni ndi cator is appended to all the
transport packets. Wen recording an input transport stream using an

| EEE1394 di g [ b ' ' ' i y be
9 ifedhe 1a§t§%1}i%y§@0¥ﬁlg s ﬁaie E&feéuyt ?ﬂbédpﬁtﬂ‘_tﬁaiis?ggfof??élé&é 8f tHe

associated wth the (ehcryption node indi In an

| EEE13gﬁll)iu§C{?e{}{sf)gﬁu§treDa%,kﬁlte z?r%gdoefrthe remaining bytes must be filled with source

packets having null packets (transport packets of PID=0x1FFF).

Fig.4 shows a syntax as a programming syntax of a source packet.
TP_extra_header() is a header with a length of 4 bytes. Transport_packet() is an
MPEG?2 transport packet with a length of 188 bytes prescribed by ISO/IEC13818-1.

Fig.5 shows a syntax of TP_extra_header. Copy_permission_indicator is an
-integer representing copy control of payload of the transport packet. The copy control

& 9 &«

may be expressed as “copy free”, “no more copy”, “copy once” or “copy prohibited”.
Arrival_time_stamp is a time stamp indicating the time when the corresponding
transport packet in the AV stream arrives at a decoder.

Fig.6 shows the relation between values of copy_permission_indicator and
modes designated by these values. Copy_permission_indicator is appended to all the
transport packets. When recording an input transport stream using an IEEE1394

digital interface, the value of copy_permission_indicator may be associated with the

value of EMI (encryption mode indicator) in an IEEE1394 isochronous packet header.



15 <When recording an input transport stream w thout using an | EEE1394
digital interface, the value of copy_perm ssion_indicator may be
*associated with the value of copy control information (CCl) enbedded in
the transport packets. Wen self-encoding a video input, the val ue of
copy_perm ssion_indicator may be assocgiated with the value of CGVS of the
I nput signal. A database format for miéagi ng reproduction information of an
AV streamfile wll now be described. Fig.7 shows a syntax of a clip

i nf or raWhsi recordinga inpiut franspart staeamwvithous using aﬂﬂﬁﬁﬁ%(dlgﬁ@hummnf o(,
Programinfo(), CPI(), CdipMark(), and MarkersPrivateData(). Fig.8 shows a

syntax fife vilue ofl ¢capynipetiniss@i __iﬁéiwm”rcma%'rﬁd)éésoicmt@l it tid vhRg of copy
i nformati on for managi ng copy control information of a clip AV stream and

def i ”es'ca\oﬁtpélqhmzﬁ Q(C@I)%bﬁﬁ%éﬁigqge t&%@g&@:ﬁaég%ﬁ.e'\vﬁe%%llﬂelﬁ%oﬁgﬁz | bed

first. source packet* string consta content int
streamfile.is called CCL-sequence. .In the AV stream file, a ddr ess
wher o HeBBo el E AL HIRE Hearissiphnfrates mak Bl assaciati oifh edte
address is indicated by SPN CCl _sequence_start. The CCl-sequences except
for theof C68VISadthednpetntignaln the AV streamfile start with a source packet

I ndi cated by that SPN CCI _sequence_start and end with a source packet

i medi at el y Bafavatease foansicfor nmiagglg repredictibniinfémeatiarst an AV stream file
SPN_CCl _sequence_start. The | ast | - sequence starts with a source packet

i ndi cat g1 Bow betlestiibddC! _sequence_start and ends with the |ast

Fig.7 shows a syntax of a clip information file. The clip information file has
ClipInfo(), Sequencelnfo(), Programlnfo(), CPI(), ClipMark(), and
MarkersPrivateData().

Fig.8 shows a syntax of this ClipInfo(). CCI_sequence_info() in ClipInfo() has
information for managing copy control information of a clip AV stream and defines
information of a CCl-sequence. : 1

The CCI-sequence will be described first. A source packet string having a
constant CCI content in the AV stream file is called CCI-sequence. Inthe AV stream
file, an address where the CCI content changes is stored in CCI_sequence_info(). This
address is indicated by SPN_CCI__sequence_start. The CCI-sequences except for the
last CCI-sequence in the AV stream file start with a source packet indicated by that
SPN_CCI_sequence_start and end with a source packet immediately before a source
packet indicated by the next SPN_CCI_sequence_start. The last CCI-sequence starts

with a source packet indicated by that SPN_CCI_sequence_start and ends with the last



16 source packet of the AV streamfile. Fig.9 shows an exenplary

CCl -sequence. In the exanple shown in Fig.9, aclip AC streamfile has
‘gi ve program sequences in which "free" and "no nore copy" exist in a mxed
manner. Fig.10 shows a syntax of CCl _sequence_info(). "Length" indicates

t he nunber of bytes froma byte innedigtely after this length field to the
| ast byte of CCI sequence_i nfoo. Reco# I ng_node is a node indicating

whet her the recording of the AV _stream file is cognizant recording or
non-cogﬂﬂgﬁﬁpagﬁﬂdﬁagﬁépvﬁﬂ@?ﬂ%ﬁghoms the neaning of the val ue of

recordi ng_node. Cogni zant recording is a recording node in which when
recordi ng a Figehslpows as exemplavy CClgsaquienbe ohrtha sxampl¢ sleown keFigi2)a digled i n
the transport stream (descriptor or watermark having CCl and call ed

enbedded ((etoant file R&S %ﬁ»e?«y th-sSpierc89 i #Aidh *BEST Sid'hd mode 6865 e&i@ﬂ mode
I n which when recording ransport stream of digital broadcast” or the
i ke, | ﬁﬁdg(g{# n the transport stream cannot be anal yzed. Wen recording
an i npu 3 FUA AL eam usi ng non-cogni zant recording and an | EEE1394
digital interface, limtation tao the recording of the transport streamis
made on t he Bigsl@shows psyntax ef o aqueaserf®on mode indicator) in the
| EEE1394 i sochronous packet header. Num of CClI _sequence indicates the
nunber of CCfLemgih2nndicates theenumbepeof Aytest freamaf byte. inBRbdiately after this
CCl _sequence_start indicates an address where the CCl-sequence starts
length field to the last byte of CCI_sequence_info().
Recording_mode is a mode indicating whether the recording of the AV stream
file is cognizant recording or non-cognizant recording. Fig.13 shows the meaning of
the value of recording_mode. Cognizant recording is a recording mode in which when
recording a transport stream of digital broadcast or the like, CCI coded in the transport
stream (descriptor or watermark having CCI and called embedded CCI) can be
analyzed. Non-cognizant recording is a recording mode in which when recording a
transport stream of digital broadcast or the like, CCI coded in the transport stream
cannot be analyzed. When recording an input transport stream using non-cognizant
recording and an IEEE1394 digital interface, limitation to the recording of the
transport stream is made on the basis of the value of EMI (encryption mode indicator)
in the IEEE1394 isochronous packet header.
Num_of_CCI_sequence indicates the number of CCI-sequences in the target

AV stream file.

SPN_CCI_sequence_start indicates an address where the CCI-sequence starts



17 on the AV streamfile. SPN _CCl _sequence_start represents a size based on
t he source packet nunber as a unit and counting fromzero as an initial
‘value is started at the first source packet of the AV streamfile. The
val ues of SPN CCl sequence_start entered in CCl _sequence_info() are arrayed
in an ascending order. Since a delay tinme is necessary for a recording
device to analyze CGQVvs of an input viddo or CCl of an | nput stream and
detect its change, SPN CCl sequence_start may indicate a source packet
t hat i somthenAV stregmefilst SEN G611 saquenee ratam eepresas a siza basedail the soir@Cl i n

the AV stream Stream statusO shows the content of CCl in that

CCl - seqpatkee nufrib@r 44 a uindvdhdedoudxiamtrérmn)zesy A$ ax ifitiabt 416818 sthaéd af the fikat us
CCl/EM shows the content of CCl of that CCl-sequence. Fig.1l4 shows the

EM " shous t he _ | | _
of - an tousct PckA of e KRR L 0PnYanRof Eﬁ”@%@ﬁ%ﬁ%éﬁ%ﬁ%@ggg
CAVB si f the i ' |. In th f ' t dj ng, t

val e oft GGk S8R SO0 are HERNAGhIT, I GG JUPE PTHCROSURTLBIEIREHIRG 1601 1

the transport stream In the case of non-cognizant recording, the value of
st at us_1iessay fos adeecoodinghdeviceatoyanalyz&EKIGMSaf anpdnput videdeor €@ loaftan ) in
the |1 EEE1394 i sochronous packet header. As for is_status WMvalid, if its

val ue i mplt strogmvaidigetoét is$ aharsze/\MPNINGEUURAUChEE SBird mdy Miiéale aldoukés
value is 0, the value of status WM subsequent théfreto is invalid. If the

nal'y2 R s i Byt et etk fmined b Trdrlthe A8 e llintBF CLTH ST,

of AV stream.

Stream_status() shows the content of CCI in that CCI-sequence.

Fig.11 shows an exemplary syntax of stream_status(). -

Status_CCI/EMI shows the content of CCI of that CCI-sequence. Fig.14 shows
the meaning of its value. When carrying out self-encoding and MPEG2 recording of
an input video, the value of status_CCI/EMI is decided by analyzing a CGMS signal
of the input signal. In the case of cognizant recording, the value of status CCI/EMI
is decided by analyzing a descriptor having CCI in the transport stream. In the case
of non-cognizant recording, the value of status_CCI/EMI is decided by analyzing EMI
(encryption mode indicator) in the IEEE1394 isochronous packet header.

Asforis_status_ WM_valid, if its value is 1, the value of status_ WM subsequent
thereto is valid. If its value is 0, the value of status_ WM subsequent thereto is invalid.
If the value of is_status WM_valid is 1, it is indicated that the watermark was

analyzed and recorded when recording the AV stream. Since standardization of



18 watermarking is not conpleted yet at present (as of June, 2001), the
val ue of is-status WMvalid may be zero for a recording device which is
‘manuf actured before recording limtation by watermarking in recording

devi ces becones nmandatory. Status VWM shows the content of CCl represented
by the watermark of that CCl-sequence. Fig.14 shows the neaning of its
value. In the syntax shown in Fig.11,1§tatus_CCI/EM and status_WM are

i ndependent|y managed. I n general, these two are supposed to represent the

same CCVatargtagkingrisepot ccogipleted ey atpresend (96 sofudungy 2801): dhat valuer of ent

CCl statuses, the recording device can correctly analyze CCl and watermark
of the isngtatuss Whhmahitkinay be zerd fohe requtding devicewhidlnis Ganufsctusstisefors o. | f
status CCI/EM and status WM have two different CCl statuses, which val ue

has hi ghebrdihl Qfmggtcil@ﬁ b?@bat@fmﬁﬂﬁag?ﬁ?é&ﬁﬂin %\ﬁgéfg%(ﬂﬁé’seﬂﬁﬁd éﬁ,‘he

application provi I n"the recordrng devi ce€. Ws anot

Gt T onm &1 ai oogoy VAT ShOGR At Tt ot CobremeSeRER v, we WAl ek bidhat g

of that CCl-sequence represents "Copy Free". If its value is 0, CCl of
that cdP(degquence. dbigslhshows phemsaningabhis Falug: . | f status CO/EM is "00"
and status WMis "00" (is status WMvalid = 1), is-free is 1.

CCl _sequenceln nthe( pystaawshownFiig. Fig.31pstitus COl/Befr ahdngtates WM Carey
Free" streampart in a clip when recording a clip AV streamrecorded in a

rec ok/gir gﬂggggqagﬁ@gm éirﬂ Th gefiErl thBek (RS BUpPEsddb rbPreRERTthe SathBEiCIET @
status. Even if status_CCI/EMI and status_WM represent different CCI statuses, the
recording device can correctly analyze CCI and watermark of the input stream and
record the update thereof in CCI_sequence_info. If status_CCI/EMI and status_ WM
have two different CCI statuses, which value has higher priority as CCI of the recorded
AV stream depends on the application provided in the recording device.

Fig.12 shows another exemplary syntax of stream_status(). In this example,
information of stream_status() is most simplified.

As for is_free, if its value is 1, CCI of that CCI-sequence represents “Copy
Free”. If its value is 0, CCI of that CCI-sequence does not represent “Copy Free”. If
status_CCI/EMI is “00” and status_ WM is “00” (is_status_ WM_valid = 1), is_free is
1.

CClI_sequence_info() shown in Fig.8 is useful for searching for a “Copy Free”

stream part in a clip when recording a clip AV stream recorded in a recording medium

to another recording medium, or for inspecting whether a “No More Copy” stream part



19 and a "Copy Free" part exist in a mxed manner in the clip AV stream
Referring to CCl _sequence_info(, the tine for this inspection can be
‘significantly reduced. For this inspection, it is not necessary to read out
the clip AV streamfromthe beginning to the end fromthe recordi ng nmedi um
and anal yze copy control information enbedded therein. Figs. 15A and 15B
are views for explaini ng the relation1l8etween a clip and a CCl-sequence in
t he case of copyl ng a "Copy Free" streampart froma copy source

(r epr odand a§CGhpyi Ereed partrexistuinpumizédisianner in thepslipl AV strearno R¢ferting th ng
devi ce on the I nput side). Fig.15A shows a clip AV streamfile and its CC
sequencedInf&fuence eiad6 Qe theatimeTor ¢RBnSsustion danchs i Hfﬁé&ilt@e(‘ékiﬁ@ed) nFbhe

out put Si de) Th| S CCl “sequence_i nfo() shovvs t hat py Frée" stream parts
and " Noy | I § can
be unders S FHLEGRRRS Ay 8 Bl ik IR i KV S PR i ThE bRk mitd
recordi ng | [t can e seen that, th Fre streampartsg. are a
part ha(ﬂ‘rl?ﬁe%:f?"é’é“}f‘af@&@{ %m@nfl@neﬁ(zgcow .centro}e)@,f@nnmn Embgdde

havi ng source packet nunbers Bto (CG1l) (i.e., part 20) and a part having
sour ce flmeéiat nunbers D to the end (part (1). The recording device shows
the user the streamparts that can be copied. If the user agrees, the

recording deFigselﬂA&fmﬂnﬁB ar@Wiews ber exp1RMnifg Bfc rdhfioR BeRRédba (cfipt iRl a
recordi ng device at the copy destination. In" Fig.15A as information of

7 S o P R YA S O

'ts & epr %?IIGg'dQJlg on the 8{1&)%? s1adte) to a copy destination (recording device on the
input side). Fig.15A shows a clip AV stream file and its CCI_sequence_info()
recorded at the copy source (reproducing device on the output side). This
CCI_sequence_info() shows that “Copy Free” stream parts and “No More Copy”
stream parts exist in this AV stream. Therefore, it can be understood that the whole
AV stream cannot be copied to another recording medium. It can be seen that the
“Copy Free” stream parts are a part having source packet numbers O to (A-1) (i.e., part
@), a part having source packet numbers B to (C-1) (i.e., part @) and a part having
source packet numbers D to the end (part ®). The recording device shows the user
the stream parts that can be copied. If the user agrees, the recording device transmits
only the “Copy Free” stream parts to the recording device at the copy destination. In
Fig.15A, as information of stream_status(), an example of status_CCI/EMI,

status_WM and an example of is_free are shown in CCI_sequence_info().

Fig.15B shows a clip AV stream and its CCI_sequence_info() recorded at the



20 -copy destination (recording device on the input side). Only the parts
10, 20 and OO shown in Fig.15A are recorded and CCl _sequence_i nfo() shows
‘that this whole AV streamis "Copy Free". Now, the description goes back
to the syntax of CCl _sequence_info() shown in Fig.10. Integrity_ CheckVal ue
shown in Fig.10 is a code for indicating that the content of CC of

CCl _sequence_info() has not been falsi2fied. This is a code cal cul ated from
an input of data fromthe first byte of CCl _sequence_info() to a byte

i mredi acepy destiafation (recarding device civieumpubgidedi @nly the qaetse<Dyi@exhd @
cryptographic algorithm This cryptographic algorithmmmy be, for exanple,

an al 90§Hdvtﬂmﬁﬁg2'1?5heﬁeirEcoﬂd%@dnEC@@%e!&hEﬁ@é TREd(9RhORRAR 1A whoRCAW | LY

techniques - data integrity nechani snm usinga cryptographi c check function

enpl oyi gg?aq?% 0@@’@8&?‘? algorithm. If a malicious user has rewitten the

cont ent équence_info( from"No Mire Copy" to "Copy Free",
the recordi ng devjce can detect the falsification of CCl _sequence_info( by
i nspecting t NOW:dhe desgriptiamsgoen Bagk tojtherwakaxaf (CLseruencseinta()sihoMant i on
of CCl _sequence_info( is detected, CCl _sequence_info( cannot be trusted any
more. TieFfHb.e, the recording device may disable copy of the AV stream
using this CCl sequence_info(. Mreover, in order to prevent falsification

o e St TR ORIV o 0 S QUEDER i e 55 =
of CCI of CCI_sequence_info() has not been falsified. This is a code calculated from
an input of data from the first byte of CCI_sequence_info() to a byte immediately
before Integrity Check Value, by using a predetermined cryptographic algorithm.
This cryptographic algorithm may be, for example, an algorithm described in
ISO/IEC9797 (information technology - security techniques - data integrity mechanism
using a cryptographic check function employing a block cipher algorithm).

If a malicious user has rewritten the content of CCI of CCI_sequence_info()
from “No More Copy” to “Copy Free”, the recording device can detect the
falsification of CCI_sequence_info() by inspecting the value of this
Integrity_Check_Value. When the falsification of CCI_sequence_info() is detected,
CClI_sequence_info() cannot be trusted any more. Therefore, the recording device
may disable copy of the AV stream using this CCI_sequence_info(). Moreover, in
order to prevent falsification of the content of CCI_sequence_info(),

CCI_sequence_info() may be scrambled or the entire clip information file may be

scrambled.



21 'Fig.16 shows anot her exenplary syntax of CCl _sequence_info(. In this
exanpl e, Tine_stanp CCl _sequence_start is used instead of

"SPN_CCl _sequence_start in the syntax shown in Fig.10. That is, in this
exanple, a tine stanp for a change point of CCl in the AV streamis stored
In CCl _sequence_info(). The tinme stan; may be, for exanple, a video or
audi o presentation tinme stanp at a ch ﬂge point of CCl in the AV stream

Al ternatively, e, tinme stanp may be an arri time stanp indicating the
time when a ?&Lgﬁbpwspm&r eé@ﬂél%waw@taisoq’fx@@f_smem_mfe( v I8¢ s
arrives at the decoder. Figs.17A and 17B show the relation between a clip

and a OXxasgyeencFiime tstampadiChfseqpyneg _atatopyisFr astdst instaguhr tof rom a
copy source (reproducing device on the output side) to a copy destination

(recor dSPN_®0I_geqeehdenStakNittihe Syf€dx shdieh tn Big. 10S THRANGE ih MAiS (xRN, 4 N
Fig.16 is osed~Simlarly to the case shown in Fi gs. 15A and 15B, "by using

CCl _seq ce.pnfo(g..a,"” ree: paet n .phe eGirbi |.n .L he, AV, stream
on the gdsél ss%ﬂpt hfgrt Pne%ﬂgi{%{psé% ggndsg tlBar@% a\];edg&%a#lhég gté)&'ﬂ dm'lg
device at the copy destination. In the present_ enbodi nent, when recordi ng
an AV s&gaﬁﬁqlﬁeﬁ%ﬂﬁ‘g‘i’é)onrr@ﬁ tme smp vy ibes Jor examplepar sideanar aadin ded
together with the AV stream using the data formats descri bed above in
det ai | . piEisestatiohdirme stanyp affa change|popnteafdSCbin thepAV streanr. cAltenfativeht, ithe
existing in the AV stream can be | earned by reading information of

SRy UL 0 e L RN STk 1
at a change point of CCI in the AV stream arrives at the decoder.

Figs.17A and 17B show the relation between a clip and a CCI-sequence in the
case of copying a “Copy Free” stream part from a copy source (reproducing device on
the output side) to a copy destination (recording device on the input side), where
CClI_sequence_info() shown in Fig.16 is used. Similarly to the case shown in
Figs.15Aand 15B, by using CCI_sequence_info(), a “Copy Free” part can be specified
in the AV stream on the basis of the time stamp and can be transmitted to the
recording device at the copy destination.

In the present embodiment, when recording an AV stream, information of
CClI_sequence_info() is prepared and recorded together with the AV stream, using the
data formats described above in detail. Thus, the status of plural pieces of copy
control information existing in the AV stream can be learned by reading information

of CCI_sequence_info(), without reading out the AV stream from the beginningto the

end for analyzing copy control information.



22 A system structure to which the present invention is applied will now

be described. Fig.18 is a bl ock diagram showi ng a recordi ng device to

‘which the present invention is applied. This recording device has

termnals 10, 11, 12, 13 and 14 as input termnals. The recordi ng device

al so has a TV tuner 15 for taking out 3 video signal froman RF input of

| nput video at the termnal 10, a ca\VB detection/update wunit 16 for

anal yzing CGVW5 of the input video, a WM (wat ernmark) detection/update wunit

17 for anal yAi sygtem skrustuier to sthichdhe pyesenti mventign sreeplied/ wiHceensrbea s f or

codi ng the input video/audio signal, and a source packetizer 19 for

suppl yidegcabedV stream nade up of source packets. The recordi ng device

al so has an E CC anal ysis/update unit 20 for analyzing CCl (E_CC or

enbedded CClpigcrginda blodlt didRih sHOVAEPPFdcotitifiidevide WA} neog{égeﬂlate
r an | EEE1394

unit 21 for afmalyzing a waté&rmark of rnput vi deo, an
I nterf ./ F f. alvzing. E 1.n header of .an,.isochyon acket .
or covanveptia s A8pNRT THE FeoRing e et S8l 16011, F25TS 8RS T3 BRT g
t he packet number of an input source packet stream a controller 24 for

pr epar i Rguttormivglse dde regersding sevivealso bps g TYitunes15 fontakingouba vidga 26,

a drive 27, and a recording nedium 28, which is a DVR In the recording
devi ce signalrfrom d1i BFliipuf ofiinpw dédecastethpteaninat d0de GGN Sdeteotion pdateput
form The first node is a node for recording an AV stream obt ai ned by
self-e . : : - : : .
secondr\?rlgggaq?gafgdl?rg%ﬁ %m gggl}%{hl?gﬁlf g?}%tast reg‘r,#1 E{T{ﬁ zf? fﬁzgagbt‘gs"g/ﬂ’ - gﬁcodi ng

video apng 4¢P analyzing a watermark of the input video, an MPEG2 AV encoder 18 for

)

coding the input video/audio signal, and a source packetizer 19 for supplying an AV

- stream made up of source packets. The recording device also has an E_CCI

analysis/update unit 20 for analyzing CCI (E_CCI or embedded CCI) coded in an input

- transport stream, a WM detection/update unit 21 for analyzing a watermark of input

video, and an IEEE1394 interface (I/F) 22 for analyzing EMI in a header of an

isochronous packet. Moreover, the recording device has a stream analysis unit 23 for

counting the packet number of an input source packet stream, a controller 24 for

preparing CCI_sequence_info(), an ECC coding unit 25, a modulation unit 26, a drive
27, and a recording medium 28, which is a DVR.

In the recording device shown in Fig.18, four modes are presented depending

on the input form. The first mode is a mode for recording an AV stream obtained by

self-encoding a video signal of an RF input from the terminal 10. The second mode

is a mode for recording an AV stream obtained by self-encoding video and audio



23 rinputs fromthe termnals 11 and 12. The third node is a node for

recording a transport streaminput fromthe termnal 13 by cogni zant

‘recording. The fourth node is a node for recording a transport stream

i nput fromthe termnal 14 by non-cognizant recording. In the recording

device to which the present enbodi rrené3i s applied, when recording these AV

stream CCl _sequence_infoo is prepared~and stored into the recording

medi um 28. First, the npde for recording an_ AV stream obtained by .

Sel f - en@UIS GFoR 456 (ermainaliydf qridnfa: TR $d HBORR iSanaiode foT eeontingia | be

described. The CGVS detection/update unit 16 anal yzes CGAVs (CGVS- A or

CGQVS- D) tramdporngtrtamv iinjmrt fhymaheterdanal 18 by dogmeizhntreaortling pithe dsufPimode

(indicated by CCl _o in Fig.18) of an AV stream:to be recorded, to the

cont r ol {c&ar ' | : =Y Lnput
s@méde fori8cSidiR: a ﬁ"ﬁhﬁaﬁr{ ﬂ?é&iﬁ%@.ﬁ%gh%rﬁhﬁﬂ I n(}rﬁ gggﬁ‘ﬁahﬂ

video to the WM detection/update unit etect 10 te unit 17

anal yzes a te rk_of t.he Jnput vide a redet er m ned .hod .and
suppl i e%cﬁgnﬁ%fgﬁo@“&ﬂfspﬁeﬁ lb\_cﬁélt’jé/mesteﬁtee @Ogg??’gdﬁﬂgﬁﬁﬁ(g v?’@"(ﬁ)rded,
to the controller 24. The WM detection/update unit 17 also supplies the

i nput Vicgeeding these YPEspream, dachgequence Thto(3 dnprepared and stosedidnta the val ue
of E CCl (enbedded CCl) to be inserted in an MPEG stream encoded by the
MPER A¥cerdinganedi@nb28a predeterm ned method based on the inputted CCl_o
and WM o. The MPEQR2 AV encoder 18 codes the input video/audio signal and

supplies a tFRASMRhodd f6t3ELdAing %n AVt ik Bbtaihe FBY setfencoding video and

audio inputs from the terminals 11 and 12 will be described.

The CGMS detection/update unit 16 analyzes CGMS (CGMS-A or CGMS-D)
of input video by a predetermined method and supplies CCI (indicated by CCI_o in
Fig.18) of an AV stream to be recorded, to the controller 24. The CGMS
detection/update unit 16 also supplies the input video to the WM detection/update unit
17. The WM detection/update unit 17 analyzes a watermark of the input video by a
predetermined method and supplies WM (indicated by WM_o in Fig.18) of the AV
stream to be recorded, to the controller 24. The WM detection/update unit 17 also
supplies the input video to the MPEG2 AV encoder 18.

The controller 24 decides the value of E_CCI (embedded CCI) to be inserted
in an MPEG stream encoded by the MPEG2 AV encoder 18 by a predetermined
method based on the inputted CCI_o and WM_o. The MPEG2 AV encoder 18 codes
the input video/audio signal and supplies a transport stream to the source packetizer

19.



24 -The controller 24 al so decides the value of copy_perm ssion-indicator
(indicated by ¢ p I in Fig.18) to be described in a source packet header by
‘a predeterm ned net hod based on the inputted CCl-o and WM o. The source
packetizer 19 supplies an AV stream nmade up of source packets to the stream
analysis unit 23 and the ECC coding unit 25. The stream analysis unit 23
counts the packet nunber of the inputzéource packet stream and supplies
the current packet nunber to the controller 24. The stream analysis unit
23 al so supp’EbésC@MéOHQIr 2dnalso decidest Higp value hef icopyi permnissionpinglieator
streamto the controller 24. The controller 24 detects a change in the

i nput t ein@icated dydcViBHoiaFig8ynar be d&bribeauﬂnsesduméeégam@t headdrobyeq 24
al so prepares data of a clip information file having | sequence-info and
suppl i egd : ' [ st h i

"t or map ot ribSE BERGKE YaBEy A the iyt CELY AERTVERE 0 COTES Bugce e
ECC codin nit 25 the no ation unit 26.and the drive, 27, and re then
Fecor deBR kSRR LT SRS A AV AmAmats YR PLONE PAHES [The strehmpnalysis
information file, respectively. Next, the node for recording an AV stream
obt ai nednit23sands theEGi engling untte$. si gnal of an RF input fromthe terninal
10 will be described. The TV tuner 15 takes out the video signal of the RF

i nput and suphe isﬁéarhtanh[?rsﬁmw% dents theopdckietlaiMbenbt the ifput Koardpacket
detection/update unit 17 analyzes a watermark of the input video by a

pr edet e Ch i bl i the SHRRE 1S5 R A&t the?¥o¥bfiet 34T Fhe Wdeafl] 2N

AV

analysis unit 23 also supplies the current timing stamp of the input source packet
stream to the controller 24. The controller 24 detects a change in the inputted CCI_o
and WM_o and prepares CCI_sequence_info. The controller 24 also prepares data of
a clip information file having CCI_sequence_info and supplies it to the ECC coding
unit 25.

The AV stream and the clip information file inputted to the ECC coding unit 25
are processed by the ECC coding unit 25, the modulation unit 26 and the drive 27, and
are then recorded to the recording medium as an AV stream file and a clip information
file, respectively.

Next, the mode for recording an AV stream obtained by self-encoding a video
signal of an RF input from the terminal 10 will be described. The TV tuner 15 takes
out the video signal of the RF input and supplies it to the WM detection/update unit
17. The WM detection/update unit 17 analyzes a watermark of the input video by a

predetermined method and supplies WM (indicated by WM_o in Fig.18) of an AV



25 *streamto be recorded, to the controller 24. The WM det ecti on/ updat e
unit 17 also supplies the input video to the MPER AV encoder 18. The
‘subsequent processing is the sane as the above-descri bed processing at the
MPEG2 AV encoder 18 and on the subsequent stages. Next, the node for
recording a transport streaminput frgmthe termnal 13 by cogni zant
recording will be described. The E _CC 5analysis/update unit 20 anal yzes

CCl (enbedded CCl) coded in the input transport stream by a predeterm ned
net hod Stegaan $@ b resarded; tg thrirentredendd.cdiheoWM detecticayupdatarunitvl Eatseam t o
be recorded, to the controller 24. The E_CCl anal ysis/update unit 20 al so

suppl i esuppiiesithe inputrdder o thesMPREGR AV idneolldt U8t dihici @%@@fb&ﬁ@r@&s&in@%- The
WM det ection/update unit 21 analyzes a watermark of the input video by a

pr edet ' K o 1 pdi | | f the
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unit 21.alsp supplies the input transport streamto the source packeti zer
19. Thethgtfb‘g’éﬁq}gq%t‘ Sle?rgﬁéessi ng is the same as the above-descri bed

processi ng at the source packetizer 19 and on the subsequent stnajgels. Next ,

t he node forNegtdheimegledor regording a transport streamtinput fom el tetminal 130y
cogni zant recording will be described. The | EEE1394 interface 22 anal yzes

EM in cogrigatdaecoiding will et desdribedc Mhend usCh ankBi idﬁtx%@at@mﬂemma'l?m
met hod and supplies CCl (indicated by CO _o in Fig.18) of an AV streamto

be rec%@??cmﬁ)ed&é‘@@?%&’éci gf tpﬁéﬂgutﬁ?&%ﬁ%ﬁe}f}n bgﬁﬁ%&&&@;@%& mtnodPp! 1 es

the input transport stream our ce” "packetr z Ubsequent
PT OcesSallnncpsﬁ})splgegeCéf‘Eri‘rsld?csatécp gy %)éf/ ) %eﬁi%fiéﬁe& an AV stream to be recorded, to

the controller 24. The E_CCI analysis/update unit 20 also supplies the input transport
stream to the WM detection/update unit 21. The WM detection/update unit 21
analyzes a watermark of the input video by a predetermined method and supplies WM
(indicated by WM_o in Fig.18) of the AV stream to be recorded, to the controller 24.
The WM detection/update unit 21 also supplies the input transport stream to the
source packetizer 19. The subsequent processing is the same as the above-described
processing at the source packetizer 19 and on the subsequent stages.

Next, the mode for recording a transport stream from the terminal 14 by non-
cognizant recording will be described. The IEEE1394 interface 22 analyzes EMI in
a header of an inputted isochronous packet by a predetermined method and supplies
CCI (indicated by CCI_o in Fig.18) of an AV stream to be recorded, to the controller
24. The IEEE1394 interface 22 also supplies the input transport stream to the source

packetizer 19. The subsequent processing is the same as the above-described



26 -processing at the source packetizer 19 and on the subsequent stages.
Fig.19 is a view for explaining copy control processing in the case where
‘an input signal is a vi deo i nput or a TS input of cognizant recording. In
Fig. 19, CCO and WMin "status of input signal"” represent CCl and WM hel d
by respective input signals. First, \lﬁﬁen CCl of an input signal is "00",
the CGVS det ection/update unit 16 or e E CC anal ysi s/update unit 20
provi des CCl 00. When CCl of an ut signal is "10", the CGVB

det ect.mcaﬁaag@tﬁmome@aclsmzee @@ncﬁ thessubseauentstagss: 20 provi des
CCl _o = 01 to update CCl of the input signal. Wien CCl of an input signal
is "01" or "Ei]g'.191imeviiewlfbr Axplainiagroopgroomtrod proeessinigin thdezase where MV of
an input signal is "00", the WM det ection/update unit 48 or the WM

det ect i H?u%'@%%hﬁs%fﬂeg}n tOF £1€8 i 1zé?h?@cd&%§g i ugggthCPéﬁH‘a' s

"10", the WMdetection/update unit or the WM det e te unit 21
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controller 24 sets a value of the sane neaning as CCl _o into E CCl
descri b¥8nals. an AV streamto be recorded, except for the case where an

I nput video is an RF input. Wen an input video is an RF input, the
control | er 2Rirskgwhen GGl v€aninmitsigrsd ie“068qthe:GGM S\iétection/opdatEanit 16
described in the AV stream Mdreover, the controller 24 sets a val ue of

L Qremsggls% fgﬁ?l%{jggfag?ggh p@dﬂeiﬁﬁﬁ g@aggfcbg_ 000 SWHRACECT 'HF AN inplfl cOPY
signal is “10”, the CGMS detection/update unit 16 or the E_CCI analysis/update unit
20 provides CCI_o = 01 to update CCI of the input signal. When CCI of an input
signal is “01” or “11”, the input AV stream cannot be recorded.

Next, when WM of an input signal is “00”, the WM detection/update unit 18
or the WM detection/update unit 21 provides WM_o = 00. When WM of an input
signal is “10”, the WM detection/update unit 17 or the WM detection/update unit 21
provides WM_o = 101 to update WM of the input signal. When WM of an input
signal is “101” or “11”, the input AV stream cannot be recorded.

The controller 24 sets a value of the same meaning as CCI_o into E_CCI
described in an AV stream to be recorded, except for the case where an input video is
an RF input. When an input video is an RF input, the controller 24 sets a value of the
same meaning as WM_o into E_CCI described in the AV stream. Moreover, the

controller 24 sets a value of the same meaning as CCI_o in status CCI/EMI of

CCI_sequence_info() and copy_permission_indicator(c_p_I) of a source packet



27 - header, except for the case where an input video is an RF input. Wen
an input video is an RF input, the controller 24 sets a value of the sane
‘meaning as WMo into status_CCI/EM of CC _sequence_info() and

copy_perm ssion_indicator(c_p_|I) of a source packet header. Furthernore,
the controller 24 sets a value of the_sane neaning as WMo into status VWV
of CCl _sequence_info(. Fig.20 is a vi W for expl ai ni ng copy control
processing by the controller 24 in the case where an input signal is a TS
i nput dieadeh-exegpt foathe caseowheregan impus videgrs an il input a Wherpan inpiug vided s
"00", the I EEE1394 interface 22 provides CCl _o = 00. Wien EM of an input

si gnal issan’ R¥" inpubetheEdontitfiteri 24 s¢thacealad ¢ff thei shese Gidaning a® WMbherinfgM  of
an input signal is "01" or "11", the input AV stream cannot be recorded.

The co I : | Q41 1.0

stat us. Loy PEYRNMIEOCL SRS Thi2E) SRTTPY oriistion HldicatbESp 1) of

perm ssion_indicator(c I ). of a source pack der. Fig.21.is a

¥ ovcndt Somtse pakeliteanEr-: ool G Gisoilen S Selren vaflerot e Semee
where an input signal is a video input or a TS input of cognizant

r ecor diganing aSpVVidaﬁatlﬁOcﬁiat@S WMot 4l sequencej ifo(). whet her the content of
CCa or WM of an input AV signal has been changed or not is checked (step

201). A | oopFigf2(pisareiesi fog explaini omidl lpré€dssit; Hescahedltrd4 dhen
&

CCl or WM is changed, change point information of " or WM and the

ot ertaRelfe WIASS g TS S Ao colfpmogtadingal v, (e

of & or \Mﬂ‘ﬁ"srt,ew &t ']gl\clfgf ar'f\ %rgpeurt g%llaY 1esI ‘360”5 e Itlij]iflﬁfi%er?gcetﬁ provides
CCl_o = 00. When EMI of an input signal is “10”, the IEEE1394 interface 22
provides CCI_o = 01. When EMI of an input signal is “01” or “11”, the input AV
stream cannot be recorded. The controller 24 sets a value of the same meaning as
CCI_o into status_E_CCI/EMI of CCI_sequence_info() and
copy_permission_indicator(c_p_I) of a source packet header.

Fig.21 is a flowchart for explaining the processing of a CCI-sequence in the
case where an input signal is a video input or a TS input of cognizant recording. In
preparation of a CCl-sequence, first, whether the content of CCI or WM of an input
AV signal has been changed or not is checked (step 201). A loop of processing is
repeated until CCI or WM is changed. When CCI or WM is changed, change point
information of CCI or WM and the content of CCI or WM are acquired (step 202).
More specifically, the address of the change point of CCI or WM in the AV stream

and the content of CCI or WM are acquired. Alternatively, the time stamp of the



28 ' change point of CCl or WMin the AV stream and the content of CCl or VWM
are acquired. After that, information of a CCl-sequence is prepared (step
"203), and whether the input signal has ended or not is checked (step 204).
If the input signal has not ended, the processing returns to step 201. If
the input signal has ended, Integrité CheckVal ue of CClI _sequence_info is
cal cul ated (step 205) and the proces ?ng ends. Fig.22 is a flowhart for

expl ai ni.ng the progessj ng a CCl-sequence in the case where an input
si gnal ¢lsangemlnh9§€s@f OHAﬁMé@ﬁhez &Y stieany andhghe contsnb ek (e on WM are

CCl _sequence_i nfo, first, whether the content of EM of an input AV signal
has beeacqihitatdyed\fter that, inforatitoe of (s Gl -tience\ is pueparkd (stepe2@3 )y ainids
repeated until EM is changed. When EM is changed, change poi nt

i nf or mayhethep theiMbubsignhlieaseide@ ¥ nobls dHdckad et ggﬂer}tﬁéfr@m sibhhl hdr e

specifically, the address of the change point "o In the AV-stream and
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After that, .information of a CCl-sequence _is prepared (step_213), and

whet herIntegrity_Check a¥aluer gf ool 1sequenea_info st calsulatrd: iKstgp( 202) apdathe |1 ¢
Is not the last transport packet, the processing returns to step 211. If
it is tpockssing endnsport packet, Integrity_Check_Val ue of

CCl _sequence_info is calculated (step 215) and the processing ends. In

it gi s manner, FighdDis@tloWrhakt ﬁrQQFaﬁﬁmgfm@meeaﬁn \6fsd CeARueh8e ity ded

prepared and recorded together with the AV stréam
case where an input signal is a TS input of non-cognizant recording. In preparation
of a CCI_sequence_info, first, whether the content of EMI of an input AV signal has
been changed or not is checked (step 211). A loop of processing is repeated until EMI
is changed. When EMI is changed, change point information of EMI and the content
of EMI are acquired (step 212). More specifically, the address of the change point of
EMI in the AV stream and the content of EMI are acquired. Alternatively, the time
stamp of the change point of EMI in the AV stream and the content of EMI are
acquired. After that, information of a CCI-sequence is prepared (step 213), and
whether it is the last transport packet or not is checked (step 214). If it is not the last
transport packet, the processing returns to step 211. If it is the last transport packet,
Integrity Check_Value of CCI_sequence_info is calculated (step 215) and the
processing ends.

In this manner, information of a CClI-sequence of an AV stream to be recorded

is prepared and recorded together with the AV stream.



29 *Fig.23 is a block diagram showi ng a structure in the case of copying an
AV streamfile and a rel ated database file on a DVR from a reproduci ng
‘device 5 of a copy source (output side) to a recording device 6 of a copy
destination (input side) via a digital bus. The recording device 5 has a
recordi ng medium 50, which is a DVR, a drive 51 for reading data fromthe
recordi ng nmedi um 50, a denodul ati on u’t 52, an ECC decoding unit 53, a
digital bus interface 54 for communicating with the recording device 6, a
nenory 55, aFigid3 ioatleck diagsam shnwingeostrnoture in the zaseoof copyingl an AY t he
whol e reproduci ng device 5. The recording device 6 has a digital bus

i nt er f asteedidd filoand a ectated dnabasg file o atDVR fronrs veprodudingidevide 5 6f Pospy
controller 61, a nenory 62, an ECC coding unit 63, a nodulation unit 64, a

denmodul &y ' ' | ral sunidt r
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a DVR, gnd ? drive 68 for reading/witing data fromto the recording

medi um BGHARES onr oduci ng device 5 and the recording device 6 transnit
and receive data to and fromeach other through a digital bus 7. First, a
copy cont r ol Thererordingdeviiced hana secrrdingimediunh SOewhighais aD VR p dyfve Fl
desired play list recorded on the recording nedium50 in the reproducing

devi ce for feadingedatacRoni 1@ reRdrdifiyGlediun 50, ne¢emddamtiiay iR 32, ian EQEt t ed
to the reproducing device 5 via a user interface, not shown. This command
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stream that i.s necessary for . .
' §ke 6, a memory Bg, a Bus controller 56, and a control unit 57 for controlling the

whole reproducing device 5. The recording device 6 has a digital bus interface 60 for
communicating with the reproducing device 5, a bus controller 61, a memory 62, an
ECC coding unit 63, a modulation unit 64, a demodulation unit 65, an ECC decoding
unit 66, a control unit 67 for controlling the whole recording device 6, a recording
medium 69, which is a DVR, and a drive 68 for reading/writing data from/to the
recording medium 69. The reproducing device 5 and the recording device 6 transmit
and receive data to and from each other through a digital bus 7.

First, a copy control command carrying information which designates copy of
a desired play list recorded on the recording medium 50 in the reproducing device 5
to the recording medium 69 in the recording device 6 is inputted to the reproducing
device 5 via a user interface, not shown. This command is inputted to the control unit
57 via the digital bus interface 54 and the bus controller 56.

The control unit 57 decides a stream part of an AV stream that is necessary for



30 ‘reproducing the play list and instructs the drive 51 to read out the AV
streamdata from the recordi ng nedium50. The control unit 57 al so
‘instructs the drive 51 to read out database files related to the play |ist
(play list file, clip information file and thunbnail file) fromthe
recordi ng nmedi um 50. Mreover, the control unit 57 gives an instruction to
supply the AV stream data read out vi @80t he denodul ation unit 52 and the ECC
decoding unit 53 to the digital bus interface 54, as an AV streamfile.
Meanwhi feproduging theplay dist andimnstructsehp dnivierfd toseadheutatre £V saeaniatata fromd out
fromthe recording nedium50 are inputted to the nmenory 55 via the

denodul thei reBording indlumns0.t The Kontrde aniti IMWaledlihsthicts e dfiee 533bFead olihe
data on the nenory 55, the control unit 57 prepares a database (clip

i nf or | | ' Lol hatel Sa; BVA2 :ng the
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it 57.also prepares,.a clip co ondi ng,to the, AV reamfile and a
¢ hunbnafif)H1amh thafesardiag iadjurad. iMajequedsthe CRtTokpit S gRIVBIanIAFFIGION hen
gives an instruction to supply the newy prepared database files (clip

i nf or meto supply ithe AVesjrdans data fdad eutdviarthaidemodiflatien uiitoH? taind thenBOL 55 t o
the digital bus interface 54. The bus controller 56 controls file output
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i nstructs the bus controller 56 to output the AV streamfile and the
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unit 52 and the ECC decoding unit 53. On the basis of the data on the memory 55, the
control unit 57 prepares a database (clip information file and play list file) that is
necessary for reproducing the AV stream file outputted from the digital bus interface
54. The control unit 57 also prepares a clip corresponding to the AV stream file and
a thumbnail file to be used by the play list file. The control unit 57 then gives an
instruction to supply the newly prepared database files (clip information file, play list
file and thumbnail file) from the memory 55 to the digital bus interface 54.

The bus controller 56 controls file output (transmission) from the digital bus
interface 54. The control unit 57 instructs the bus controller 56 to output the AV
stream file and the database files from the digital bus interface 54. The AV stream file
and the database files are inputted to the recording device 6 of the copy destination via
the digital bus 7.

The bus controller 61 in the recording device 6 of the copy destination controls



31 ‘file input fromthe digital bus interface 60. This bus controller 61
and the bus <controller 56 of the reproducing device 5 exchange file copy
‘control commands and control the timing of data transmni ssion/reception.
The control unit 67 of the recording device 6 gives an instruction to
record the AV streamfile inputted to the digital bus interface 60, to the
recordi ng medi um 69 t hrough the proceé@ing at the ECC coding wunit 63, the
nodul ation unit 64 and the drive 68. The control unit 67 also gives an

i nst rucfiloinpw fonm ¢he Wigitalt tisaingetface $0. nfikis duist corttrleati Gl taad thesbus
interface 60, to the nmenory 62. The control unit 67 also gives an
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file) recorded on the recording nedium69 to the nmefrory 62 through the
process t | di ng
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the copy destination, and a thunbnail to be newy recorded is added to the
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gives an instruction to read out the database files of the nenory 62 and
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processi ng at the ECC codi ng unit 63, the nodulation unit 64 a
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t he reprodu0| @dew ce 5 of the copy source (output side) to the recording
devi ce BEHIOWHR*copy destinati on

The control unit 67 also gives an instruction to read out the database files
(Info.drv file and thumbnail file) recorded on the recording medium 69 to the memory
62 through the processing at the drive 68, the demodulation unit 65 and the ECC
decoding unit 66. The control unit 67 then updates the info.drv file and the thumbnail
file in the memory 62. Specifically, a play list file name to be newly recorded is added
to a table of play list in the Info.drv file of the copy destination, and a thumbnail to be
newly recorded is added to the thumbnail file of the copy destination. Moreover, the
control unit 67 gives an instruction to read out the database files of the memory 62 and
record these database files to the recording medium 69 through the processing at the
ECC coding unit 63, the modulation unit 64 and the drive 68.

Fig.24 is a flowchart for explaining the processing by the recording device 5
(copy source) in the case of copyinga clip AV stream file from the reproducing device

5 of the copy source (output side) to the recording device 6 of the copy destination



2 - (input side). First, a "Copy Free" streampart on a clip AV streamis
deci ded on the basis of the CCl-sequence (step 221). Next, the control
‘unit 57 prepares an AV stream nade up of an AV stream part of a section to
be copied and its clip information file (step 222). Finally, the AV stream
and the prepared clip information fiIS are transmtted through the digital
bus interface 54 (step 223). By thus %ing I nformation of the
CCl - sequence, pﬁ@proce55|n of the AV streamfile is controlled. Next, a

nodi f i o(anpldrmd\t)t sts 9riGopyok reelistreatpupart enian¢lip AY strewm igatecidaseon theas’

i nformati on of the CCl-sequence, a table having only the address or tine

stanp dbasis'bfl thd COlPsequeAte (tep QR LY. NNEX 19 the( &ddtiol lumttﬂ‘ﬁpréis’al%k RAAVGireageEs nay
be prepared and recorded together with the AV stream 1n this case pri or
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Al'so in this case, the inspection tine for searching for a "Copy Free"

st r eam transmitied thronghvthe digitahbusrintesface dddsiepR23)e Byrthus ysing lnformatlon

CCl _sequence_infoo. For this inspection, it is not necessary to read out

the cligf thy GCI-sequ érfoenbcbWPhﬁ@SS‘lhgftﬁ'th@AV%treﬁﬁﬂflfdﬁmoﬁlh%lleﬁcordl ng nedium
and anal yze copy control ormation. That is, for this inspection, it
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which copy control information (CCI) in the AV stream changes may be prepared and
recorded together with the AV stream. In this case, prior to copy processing of the AV
stream, a source packet existing at the address or time stamp where CCI in the AV
stream changes is read out from the recording medium. Then,
“copy_permission_indicator of that source packet is checked to-obtain copy control
information of each CClI-sequence.

Also in this case, the inspection time for searching for a “Copy Free” stream
part in the AV stream can be reduced by referring to CCI_sequence_info(). For this
inspection, it is not necessary to read out the clip AV stream from the beginning to the
end from the recording medium and analyze copy control information. That is, for this
inspection, it suffices to read out only the source packet existing at the address or time
stamp where CCI in the AV streain changes, from the recording medium.

As described above in detail, in the present invention, management information



33 such as CCl _sequence-infoo is prepared and recorded together with an AV
stream Thus, a "No Mrre Copy" stream part and a "Copy Free" stream part
‘existing in one AV streamcan be easily found. To find these parts, it is
not necessary to read out the AV streamfromthe beginning to the end from
the recordi ng medi um and anal yze its opy control information. Therefore,
the inspection tine for this can be s?énificantly reduced. That is, when
copying the content of data recorded in a recording nedium to_another

r ecor di YghrasdC Gl sequeneqyinka() ioprepasediand reeasded segather withrasncAMistrepmredi um
and reproduction informati on can be properly managed. In the present

i nvent i Phus, s ‘NoM6ékd Copy” strcamtirtiand\W“Copy RtePandant part exiages. oden
general, these represent the same CCl status. In the present enbodi nent,

however : : - If |
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information of CCl-sequence infoo can be recorded together. Thus, even if a
mal i ci otepyuemrraldaformation; chheretore dhe dnspestioatime foradis eambesigaifiicantly f r om
"No More Copy" to "Copy Free", the recording device can detect the

fal sifieduced Thads| wiraupying tHeocorynichedath rgcdrided ialaue cofding medium
Integrity_Check-Value. In the present invention, information o
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In the present invention, status_ CCI/EMI and status_ WM are independently
managed. In general, these represent the same CCl status. Inthe present embodiment,
however, even when status_CCI/EMI and status_ WM represent different CCl statuses,
the recording device can correctly analyze CCI and watermark of an input stream and
record the update of these into CCI_sequence _info.
Moreover, in the present invention, a code for preventing falsification of
information of CCI_sequence_info() can be recorded together. Thus, even if a
malicious user has rewritten the content of CCI of CCI_sequence_info() from “No
More Copy” to “Copy Free”, the recording device can detect the falsification of
CCI_sequence_info() by checkingthe value of Integrity Check_Value. In the present
invention, information of CCI_sequence_info() can be scrambled and then recorded.

Thus, falsification of the content of CCI_sequence_info() can be prevented.

The above-described various processing can be provided as a program executed



34 -on a conputer device such as a video information recording device or a
video information reproducing device. This programmnmay be provided in the
‘formof a storage nedium such as a CD-ROM and read by readi ng neans such
as a CD-ROM drive in a conputer device. Alternatively, this program may be
provided froma programtransm ssion gevi ce situated at a renote | ocation
via a network and installed in a con'a ter device. In the present

i nvention, though a DVR is used as ,the stora medi umin the above

descri pen&wcommléﬁr devicggiucheas 2 yidae g&ognaaenar@@orﬂmgﬁﬁwﬁmrng video i | ar
data format can al so be used. Industrial Applicability As described above,

copy coitfonhatién repducirgodewideonThisnpiugramomay| e peavdded inlikie formopft e
present invention. 35 CLAIM5 1. A video information recording device
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inputted vicdeo information Ion acquisition neans for
acquiri change int .info ion.o control informati

corr espilef b & solPulty ARisPrenlbiageht i BRkmeE ot fe PRauld fromg ¢
copy control information detected by said detection neans; nanagenent

i nf or mePTOgAdFRANISAISHAN dextes Sitvatasbatcr lemotg leeattareviem network and installed

in a computer device. In the present invention, though a DVR is used as the storage
medium in the above description, other storage media such as a storage medium

having a similar data format can also be used.

Industrial Applicability

Asdescribed above, copy control of video information can be properly managed

by using the present invention.



information for managi ng said copy control information on the basis of said
change point information acquired by said change point information

‘acqui sition neans; and recording neans for recording said nanagenent
information generated by said nmanagenent information generation neans
together with the video information. 2. The video information recording
device as claimed in claim1, wherein38aid detection neans detects copy
control information on the basis of at |east one of a CGQGVS (copy
generation management systen) signdLAMM$deo information, a watermark of
video information, copy control information coded in a transport stream of
video information, and EM (encryption node indicator) of an isochronous
packet of video information. 3. The video information recording device as
cl ai medqin chai; . i I informati on acquired by
sai d ch%nge'%%pﬁ%&?%ggﬁﬁg??gﬁaggéﬁ g? ?%%%#Bgﬁﬁhgis information related to
t he address of, a.change ppini or.the tinme of a _change point, in 0

control i nf ofiSHEFHOR MEANST0E dpteRing FaRY FaRiTahinfGEYAton dram inbuttad viden med
inclaiml, wherein said managenent information generated by said
managengdermation;mat i on generation means is table information having change
point information of copy control information in an AV (audi o/visual)
stream 5. Tdeangedgpointninformhtion acpdsitiong ntknkCforaacqhizinge dhange ! piim 1,
further conprising falsification prevention processing neans for

per f or Mydgrrhafich o %hkr%bnt%l?ﬁ%é%ibr%?ﬁ@ﬁdﬂ?ﬂng R0 SR8 HEOAREITBA O be

i nformati on generated”by sald nmanagenen
recorded on the basis of said copy control information detected by said detection
means;
management information generation means for generating management
information for managing said copy control information on the basis of said change
point information acquired by said change point information acquisition means; and
recording means for recording said management information generated by said
management information generation means together with the video information.
2. The video information recording device as claimed in claim 1, wherein said
detection means detects copy control information on the basis of at least one of a
CGMS (copy generation management system) signal in video information, a
watermark of video information, copy control information coded in a transport stream
of video information, and EMI (encryption mode indicator) of an isochronous packet

of video information.

3. The video information recording device as claimed in claim 1, wherein the



i nformati on generation neans. 6. The video information recording device as
claimed in claim5, wherein said falsification prevention processing neans
‘perforns falsification prevention processing by using a code indicating
that the content of said managenent information has not been falsified or
by scranbling said managenent information. 7. A video information

reproduci ng devi ce conprising: recogni3i on neans for recognizing a stream
part that can be copied froma streamrecorded on a recording medi um on

t he basthkange printigtonamatiomdoguinetlibyrsaidehange padntinfaromyionacyuisitiomimeanst i on;
and data stream preparati on neans for preparing a new stream conposed of

st r eam jgiaférnatforfretfted k@ thd Aldies oPs Rang¥pdififoPei timebf hfafig g_amt BRIt
that can be copied, 37 recognized by sai d recognition neans. 8. The video

i nfor WEWF{’@%P&?&IH%&?W ce as clained in claim7, further conprising

managene Ormat on generation nmeans for generating managenent

i nformati on r reproducing, the stream part that can be copied, recognized
by said ‘rec{ggﬁi‘ﬂ&&] lwgﬁﬁg‘. 103 ICEREIINE I‘Fen?ﬁ)FﬁémParinrcéb‘%du(Wh?ge@eSﬁl@e as
claimed in claim7, further conprising transm ssion nmeans for transmtting
sai d nemanngenenpinépumatiomhgeneaateddytsaid management mfermatiamgeneaation i@and he
video information reproducing device as clainmed in claim9, further

conpri sigwableiMaeRnEén havidighEHangs poemcintéin®atidctEan sopy o OEEbHMStion in

managenent

an AV (audio/visual) stream.
5. The video information recording device as claimed in claim 1, further
comprising falsification prevention processing means for performing falsification
prevention processing on said management information generated by said management
information generation means.
6. The video information recording device as claimed in claim 5, wherein said
falsification prevention processing means performs falsification prevention processing -
by using a code indicating that the content of said management information has not
been falsified or by scrambling said management information.
7. A video information reproducing device comprising:

recognition means for recognizing a stream part that can be copied from a
stream recorded on a recording medium, on the basis of management information for
managing copy control information; and

data stream preparation means for preparing a new stream composed of stream

parts of a section to be copied, on the basis of the stream part that can be copied,



I nformation for reproducing a stream part that can be copied, recognized by
said recognition neans, wherein said transm ssion neans transmts said
‘managenent information generated by said nmanagenent information generation
means. 11. The video information reproducing device as clainmed in claim7,
wherein said nmanagenent information %enerat ed by sai d nmanagenent

I nformati on generation neans is info dation related to the address of a
change point or the time of a change point in copy control infornmation.

12. A rssoguized byesaid deeagnitiosimeansi nspect i ng whet her the content of copy
control information or a watermark in an inputted signal has changed or

not; 388. acqTheivides Haf@aivm reprodacimy devicef as aldindpin efdibd 9, further
|nforrrat|on or sal d wat er mar k that has changed and preparing rranagenent

for rk
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nmet hod a clal med in cl |m 12, wherein sa re ared, nage “é&
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nmethod as claimed in claim12, wherein a code indicating that the content
of sai drqmgaljmmmeanmforrratlon has not been falsified is detected, and if
falsification is detected, recording of a data streamis prohibi ted 15. A

recordi9g meThedvidesintsimation reproducing device as claimed in claim 7, further

comprising transmission means for transmitting said new stream prepared by said data
stream preparation means.
10.  The video information reproducing device as claimed in claim 9, further
comprising management information generation means for generating management
information for reproducing a stream part that can be copied, recognized by said
recognition means,

wherein said transmission means transmits said management information
generated by said management information generation means.
11.  The video information reproducing device as claimed in claim 7, wherein said
management information generated by said management information generation means
is information related to the address of a change point or the time of a change point in
copy control information.
12. A recording method comprising:

inspecting whether the content of copy control information or a watermark in

an inputted signal has changed or not;



I nspecting whether the content of EM (encryption node indicator) in an

I sochronous packet of an inputted signal has changed or not; acquiring
‘change point information of said EM that has changed;; and preparing

managenent information for managi ng copy control information on the basis

of said acquired change point information. 16. A storage nedium storing a

programto be executed by a conputer 38 such a manner that the conput er

can read the program said program causing the conputer to execute:

processi ng farquisngehange qupyt ndormation of saichcopy consal informatidn or gaid

I nformation; processing for acquiring, fromsaid detected copy control

I nf or W&thima@]amqlag%haﬁge@taﬁd’lf ormation of said copy control information;
and processing for generafing managenent information for managi ng said copy

Lo A br ogr iEpaliE pihagS AT HSef 5t1§f?%&f’2§?*§zl%§9mﬁ?ﬂﬁ8%ﬂﬁb%f%“{1 Copy
control information. fro utted .video,i matlon, function to
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i nformati on of said copy control information; and a function to generate
managentdt i hherrewprdingf methedaas mjaiseidd inoplpimoﬂﬂr ovherem osaidt prepaced t he
basis of said acquired change point information. 18. The program as cl ai ned
in cl ai Mahdgembar Riformaticn i ReoAd8d okt withlaqmtd SReam.
14.  The recording method as claimed in claim 12, wherein a code indicating that the
content of said management information has not been falsified is detected, and if
falsification is detected, recording of a data stream is prohibited.
15. A recording method comprising:
inspecting whether the content of EMI (encryption mode indicator) in an
isochronous packet of an inputted signal has changed or not;
acquiring change point information of said EMI that has changed; and
preparing management information for managing copy control information on
the basis of said acquired change point information.
16. A storage medium storing a program to be executed by a computer in such a
manner that the computer can read the program, said program causing the computer
to execute:
processing for detecting copy control information from inputted video

information;

processing for acquiring, from said detected copy control information, change



conputer to realize a function to record said generated nmanagenent
information into an area that is different froman area for video
‘information to be copied. 19. A recording mediumread by a signal

processi ng device, the recording medium having an information recording
area in which, of a clip having a pair,,;mde up of one stream and attached
I nformati on of the stream as one obj ec'it9 aclip streamfile as a stream
file and a ¢ljp infor n file as %&e attached i nformation are recorded,
wher ei nPQUt dn 1PHer§LB$§fFQPD’ fengoLidormationiedidyenent i nf or mation for
managi ng a change point in copy control information of said stream 20. The
recor di ng nepfocessiag donigendratmgeinanagd®entvivefoemativheforanagmging tsaid copy

i nformation contained in said clip information file includes information

i ndi cat pgetrdINAforMaRAT of thé Bhdls ©PRYi 'in%'d drﬁhgé E%I intORfeYasatidH, or mati on

I ndi cati ng the address or 40 ti rre o chang nt 1n the copy control
I nf or ma 2 sclalrredln claim19, wherein said
clip i n; %rﬁ)gﬁ]'ﬁeﬁ)?%lﬁﬁgg% é“B‘b&é {ﬁalﬁzﬁdl cating that the content of

sai d rranagerrent i nformati on has not  been falsified. 22. The recording

medi um as cl| afdianfodesechcopy qm&rpémfoglaaaoarftqsnsmplém Yidea infosmations a
"Copy Free" streampart that can be copied and a "No Mire Copy" stream

part that caafinictiontoapgente,dromisail detecttd copy conteokinfdrnmation, 2ZRange poidto
i nformati on recording device conprising: an updating unit operable to

oo Bt DA LB Mg besis of copy cont ol

a function to generate management information for managing said copy control

information on the basis of said acquired change point information.

18.  The program as claimed in claim 17, wherein said program further causes the

computer to realize a function to record said generated management information into

an area that is different from an area for video information to be copied.

19.  Arecording medium read by a signal processing device, the recording medium

having an information recording area in which, of a clip having a pair made up of one

stream and attached information of the stream as one object, a clip stream file as a

stream file and a clip information file as the attached information are recorded,
wherein said clip information file contains management information for

managing a change point in copy control information of said stream.

20. The recording medium as claimed in claim 19, wherein the management

information contained in said clip information file includes information indicating the

number of said copy control information and information indicating the address or



a controller operable to generate change point information indicating a
position where the value of the copy control information outputted from
‘sai d updating unit changes; and a recording unit operable to record said
change point information together with said video information to a
recording medium 24. A video information recording device conprising: a
controll er operable to generate changéopoint I nformation indicating a
position where a copy control node in a data streamto be recorded
changestimgf the shpnge pgintdndha capy gontyphipfarmatier: er ni ned al gorit hm based
on said change point information; and a recording unit operable to record
sai d ch2tk diherecogdinganediutrhassclanhethinlaiin 19 wieroiresadd slép thfohaagen fite nt
information to a recording nmedium 25. A video information recording

et hod esitRirsl dbdle fOF il RANFOARK cBRRUK OF shi Rt HISAARORRaL RB DaSI S

of copy control informatio etecte rom I nput eo I nformtion;

gener at point information indicating a position where the val ue
of sai fa&%hfagﬂﬁggd copy control information changes; and recording said

change point_information together with said video information to a_
r ecor di 2@ me§ihefecardingmadivm asnelaimed im glainc b9 awhereie satsh cip spieani file
generating change point information indicating a position where a copy
cont r ol contains a “Copy Free” stream part that can be copied and a “No More Copy” stream
part that cannot be copied on this and further generations.
23. A video information recording device comprising:

an updating unit operable to output copy control information updated on the
basis of copy control information detected from inputted video information;

a controller operable to generate change point information indicating a position
where the value of the copy control information outputted from said updating unit
changes; and

arecording unit operable to record said change point information together with
said video information to a recording medium.

24. A video information recording device comprising:

a controller operable to generate change point information indicating a position
where a copy control mode in a data stream to be recorded changes, and generating
check data using a predetermined algorithm based on said change point information;

and

a recording unit operable to record said check data together with said data



node in a data streamto be recorded changes, and generating check data
using a predeterm ned al gorithm based on said change point information;
‘and recording said check data together with said data stream and said
change point information to a recording nmedium 27. A video information
recordi ng device conprising: a controller operable to generate change point
I nformation indicating a position whéle a copy control node of video
information to be recorded changes; .and a recording unit operable to record
sai d chstrepan podsaid ehangespoinhinforyaatien towtracordingimediwm. i nf or mation to a
recording medium 28. A video information recordi ng nmethod conpri sing:

gener at25ig cAarideo peforinatiohaeosiding nieilbd @binjdisingosi tion where a copy
control 42 node of video information to be recorded changes; and recordi ng

nt rol de of video Informatfon to be recorded changes; a
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control]l er operahle to generate inf.ormatjon i.ndicating whether copy is
per ni t t WEOGRation F@F%eélaﬂﬂms’é’ﬂlﬁ&ﬂvil e%ﬂtjeﬁnﬁﬂenval ue of copy control

information is unchanged, of a series of source packet strings to be
recorded, angeneraiggchange peint infrymdtian indicating al positionawh atvalue of
I nformati on generated by said controller together with said source
packet ssaidQutputiidespy oéntisitintermatenocklinpesy@adod conpri sing:
recording said change point information together with said video information
to a recording medium.
26. A video information recording method comprising:
generating change point information indicating a position where a copy control
- mode in a data stream to be recorded changes; and generating check data using a
predetermined algorithm based on said change point information; and
recording said check data together with said data stream and said change point
information to a recording medium.
27.  Avideo information recording device comprising:
a controller operable to generate change point information indicating a position
where a copy control mode of video information to be recorded changes; and
a recording unit operable to record said change point information together with
said video information to a recording medium.

28. A video information recording method comprising:

generating change point information indicating a position where a copy control



generating information indicating whether copy is permtted or not for each
section in which the value of copy control information is unchanged, of a
‘series of source packet strings to be recorded, and recording said
gener at ed managenent information together with said source packets.

42
mode of video information to be recorded changes; and

recording said change point information together with said video information
to a recording medium.

29.  Avideo information recording device comprising:

a controller operable to generate information indicating whether copy is
permitted or not for each section in which the value of copy control information is
unchanged, of a series of source packet strings to be recorded, and

a recording unit operable to record the management information generated by
said controller together with said source packets.

30. A video information recording method comprising:

generating information indicating whether copy is permitted or not for each

section in which the value of copy control information is unchanged, of a series of
' source packet strings to be recorded, and
recording said generated management information together with said source

packets.



