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communications stack.

A key feature of the Internet is that it is a public network that is accessible by nearly
anyone with a computer, telephone line and Internet service provider (ISP) account. A

20  downside to this wide scale public accessibility is that it permits easy access to hackers and
others intent on carrying out malicious activities against one or more hosts on the Internet.
Illegal conduct such as stealing of secret information or the deletion of important files by a
malicious user is possible by a hacker that manages to break into a computer of a remote
network and succeed to tap communication data. The need for security was addressed by the

25 Internet Architecture Board (IAB) by including security features such as encryption and
authentication in IPv6 that permit secure transactions over the Internet.

To combat the threat of hackers and to secure private networks, it is common today to
place a firewall at the entrance of the private network in a company or organization. The
firewall employs some form of packet filter that functions to enforce a user defined security

30 policy. The firewall is a system that sits at the boundary between the local network of the
organization and the global Internet. It implements the filtering of all data communications

in order to prevent leakage of information out to the external network and to prevent

AR

CONFIRMATION COPY *ACTION*



organi zation and the global Internet. It inplenents the filtering of all
data communi cations in order to prevent |eakage of information out to the
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10 WAN to LAN and out bound packets from LAN to WAN. Note that dynam c
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information. A. hole database is used to store the holes that are currently opened. Once a

hole session is recognized, the hole is filled with the missing parameters.

If none is found, a new session is created. If an existing one is found, the session

related data is read from the session database and the received packet is checked against a set
25  of rules. The rules are described as state transition diagrams that specify the states and
transitions permitted by the particular protocol. ,

If a packet conforms to the legal behavior for the proteéol, it is allowed, otherwise, it
is denied. The session data is then updated with new state information and related parameters
and written back into the session database.

30 Although the invention is intended for implementation in hardware, it can also be
implemented in software. In one embodiment, a computer comprising a processor, memory,
etc. is operative to execute software adapted to perform the dynamic packet filtering method

of the present invention.



whether to allow or deny the received packet in accordance with the
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that of a received packet, a session management module adapted to maintain the session

database including adding, deleting and modifying sessions in the session database and a

25  main filter module operative to track a connection state of the session corresponding to a

receive packet and checking the connection state against a plurality of rules to determine
whether to allow or deny the received packet.

There is also provided in accordance with the present invention a digital computing

apparatus, comprising communication means adapted to connect the apparatus to a wide area

30 network (WAN), memory means comprising volatile and non-volatile memory, the non-

volatile memory adapted to store one or more application programs, a processor coupled to

the memory means and the communication means for executing the one or more application

programs and a dynamic filter for filtering an input packet stream comprising a session

database adapted to store session related data for a plurality of sessions, each session

4
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process of the present invention;



20 Fig. 9 is a diagramillustrating the packet flow of a TCP session; Fig.
10 is a state transition diagramillustrating the 3-way handshake that

t akes place upon opening a TCP session; Figs. 11A and 11B are a state
transiti onwb expameoi | | ustrating the 4-way handshake that praiB®/méace upon
closing a TCP session; 25 Fig. 12 is a diagramillustrating the packet flow
of an ARP session; Fig. 13 is a diagramillustrating the packet flow of an

| CMP echo session; Fig. 14 is a diagramillustrating the packet flow of an

| CMP nessage/ error sessimQIEFD'ﬁ RIFEONSOPT Slustratl ng the sequence
nunber w ndow tracki ng erforrre durlelO 1(lillh’es cheCL the main filter

processor; 30 Fhg mVi‘BmPsS aergin Hgpcaibed, IHYUS&Yr@tdxh@PIFW@Wa(z‘kthdﬂﬁe’@wetosth‘huence
nunber w rg}&y;h aB mngsp@f,grgﬁned during rules checking by the main filter
processor; Fi iIs adagramillustrating the |east recently used |ink
list structure ths éds ¢ dlack slisgram Hiusteading iseperab exanple epplicasiopyr Dy GorEmiD
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an input packefig Fisg. bl%b diasraau u&gwnm thgfiaamicipaekst filier pfige preeenppRaEesi ng of
the sessigpph@agrent nodule of the present invention; 5 Fig. 20 is a
flow diagram il ustrating. the processing performed by the sessi on
managenent noddige3 72 fioE ¢ Hiustratipg the imepin fiker pragsser metbed efrfhe piegent 21 s a
fl ow di agrigéentibd; ustrating the processing perfor med by the session

managenent nodul’ e of the 2Present invention to clgse a sessi %B thge 22 |s a
di agr at i | 1 ust Figt # K SafeTansitey 91ag6mﬁkhgfr§tm|gdlae maig diltey prppessppmetnof of3he | o

di agram i |grasshtridientivd when @mammsqmj@m ly relationship anong a plurality of
sessions; and Eig..24 is a blo ramil ] ustr ng an exa nput er
processing sysf 3n'? {5 14t t&%“ﬁ’&P%ﬁ‘&&‘&Etlg‘HtrﬁtH‘gﬁ}éﬁrmﬂP tF’F%W?WE\WF‘gg‘Jp%f ﬁ%
filtering ppskh iSRmonWhet & a@ich Bhot@®d of the present invention. 15 7 WO
027091700 PCT/ %1%0 %/19 ]éetgagram illustrating the hashing technique of determining the session
15  associated with an input packet;
Fig. 7 is a flow diagram illustrating the hashing method of the session recognition
process of the present invention;
Fig. 8 is a flow diagram illustrating the hole search method of the session recognition
process of the present invention;
20 Fig. 9 is a diagram illustrating the packet flow of a TCP session;
Fig. 10 is a state transition diagram illustrating the 3-way handshake that takes place
upon opening a TCP session; |
Figs. 11A and 11B are a state transition diagram illustrating the 4-way handshake that
takes place upon closing a TCP session;
25 Fig. 12 is a diagram illustrating the packet flow of an ARP session;
Fig. 13 is a diagram illustrating the packet flow of an ICMP echo session;
Fig. 14 is a diagram illustrating the packet flow of an ICMP message/error session;
Fig. 15 is a diagram illustrating the sequence number window tracking performed
during rules checking by the main filter processor;
30 Fig. 16 is a diagram illustrating the acknowledge sequence number window tracking
performed during rules checking by the main filter processor;

Fig. 17 is a diagram illustrating the least recently used link list structure used to track

the session staleness;



DETAI LED DESCRI PTI ON OF THE | NVENTI ON Not ati on Used Throughout The
follow ng notation is used throughout this docunent. Term Definition ADSL
Asymmetric Digital Subscriber Line ARP Address Resol ution Protocol ASIC
Appl i cati oWmpAoLT0c I ntegrated Circuit CPU Central Proc®€3IBep/0si3t DAT
Digital Audio Tape DSL Digital Subscriber Line DSP Digital Signal
Processor DVD Digital Versatile D sk EEPROM El ectrically Erasable
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Net wor ks | nt er f g ﬁarsda oW dishen ﬁixaltaﬁ tﬂenﬁgreeegw Gtorm&C b ek 94k8ibn Conput er
PDA Personal Digital ASS|stan oco Dat a n|t RAM Random Access
Menory — RORMREgEentmpogul WMWCWVFP%P@B@@GPFS%M rol Protocol

Fig. 21 is a flow diagram illustrating the processing performed by the session

management module of the present invention to close a session;
Fig. 22 is a diagram illustrating the family pointers for a session;
10 Fig. 23 is a diagram illustrating an example family relationship among a plurality of
sessions; and
Fig. 24 is a block diagram illustrating an example computer processing system to
platform adapted to perform the dynamic packet filtering with session tracking method of the
present invention. |
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UDP User Datagram Protocol VDSL Very high bit rate D gital Subscriber Line
WAN Wde Area Network WAV World Wde Wb 5 Detail ed Description of the

| nvention The present invention provides a novel and useful dynam c packet
filter thawa@ew®o inplemented in hardware, software or RCTARGZ/NNEBiI on of
both. The present invention can be incorporated in a hardware-based
firewall suitable for use in portable conputing devices such 8 WD 02/091700
PCT/ 1 B02/ 01603 as cel lul ar tel ephones and wirel ess connected PDAs that are
adapted to connect to %Ai%’é%@@ﬁmﬁ&@dﬁ’fméw orns dynam ¢ packet
filtering on packets received over an input packet stream Preferably, the
invention is positioned between a WAN éi .e. the Internet) and 5 a | ocal
LAN. In this case, the dynam cNgatgeysed Thiosghopls operative to filter both

i nbound from WAN H) LAN and out boynd packets from LAN to WAN. Note that
dynani ¢ filter iLAGTAQWIng ApiaRqn 1§ pse B’I‘Eﬂg Pk S pr ot ocol  behavi or rat her

than the st@kl C rul esDefiniflofpr Ot ocol .~ The 1 nvention achieves this by

creating SEBSLONS 10 RkphiketibBigthiduBscBbert@@MUNI cat i ons between the source
and destingkpon. 10 Naligredsrdsollitid Prétbdel Stream nmay conprise any type of

i nput dat aggir accor dapgglicatiédSgebifc InkafatddCHlcait appl i cation, such as franes,
packets, bgpes, PDUs, Ceitfal Plo@dssihg Unist rati on purposes only, the input data
streamis pamsi dered @il sedieeaee of packets. It is noted that the dynamc
packet filpgr il ustr pigd $uwbsq@ibesgnd ed as an exanple only and is not
intended tpspimt theDsg@apsignfl Plobesdrnvention. One skilled in the electrical
arts can BopconstrucDigifah@érsaijo st ¢ packet filters, either in hardware,
sof t war e ORERROMINTDI naEieottically Hisshble PRaglamidable RestyOrigiMempacket filtering using
t he principkreMof t heEpteissilitErasabie Redd@nlydiemodybed herein wit hout departing
from t he SgrR@MOf t heErasabdnProgrammiableR ebdrCmiy Mehodyt er of t he present

i nvent i on FEGAOper at i vEieldProghminableiGate daanecti on table referred to as a
sessi on dafpbase for mieTiangferrfgotbdok st ate of a comuni cati ons session. A
20 new sesHDSD i s add@ighttit rhta ®igimbSubemibetdtimbase if it passes a static
security pBIMLY rul e. Home&est Makw anguage cr eat ed, subsequent packets
correspondiABy t o thi shnesaidschitactere Bagpected in  accordance wth the session
state for IIMP parti culmerng Cohiod MesaagsProfoadled Wit h t he packet. The packet
is allowedPronly if thétgaetPettocobnforns to the specifications of the

parti cul arISpr ot ocol . Internet Service Provider

LAN Local Area Network
LRU Least Recently Used
NIC Network Interface Card
OSI Open Systems Interconnect
PC Personal Computer
PDA Personal Digital Assistant
PDU Protocol Data Unit
RAM Random Access Memory
ROM Read Only Memory
TCP Transmission Control Protocol
UDP User Datagram Protocol
VDSL Very high bit rate Digital Subscriber Line
WAN Wide Area Network
WWW World Wide Web
5 Detailed Description of the Invention

The present invention provides a novel and useful dynamic packet filter that can be
implemented in hardware, software or a combination of both. The present invention can be

incorporated in a hardware-based firewall suitable for use in portable computing devices such



The dynamic filter of the present invention has w despread application in
many 25 different types of systens. A block diagramillustrating several
exanpl e applications of the dynam c packet filter of the present invention
in the conwaxe2/a91706. WAN or Internet is shown in Figure 1PCT{pi2@aéudy, the
dynamc filter is constructed as a part of a firewall used to prevent

unaut hori zed access to a protected network, as is shown in each of the

t hree exanpl e A filter
16 is onenléorr?)lg%e %P%ﬁg ﬁ& %rei%% é]ﬁé{l?e%i %bA?ttha?)%mérgteg etg%f’%késorre ¥orm of
per sonal clotemet.i ng device 12 in wred or wreless conmunication with a
network 10 suc eV|ce
may conprise any ev\%?téég\%e%mh r@g&% 3%%%%%{3%09%&8%&%??@?%% a?%ﬁ“‘?

Palm9 WO 1@21&@9&@@0 RRESTADLBORY DGiEn sepositieried betE/e@ed WillNai.ct the bmﬁemdw r eI ess
handsety e )/ lindoltRCAdRNS to

bi di rectl o&ng’FTl Lr)* ﬁhl%%gﬁlé;;gm% V\%}%@ﬂ& 5 %’#egtﬁgettof fg%g%h mbfgew C%HQ In a
second ex QW]AIl‘é fo LhE agly nathp@dfnaplseé& from LAN tnWASbnpleisethat dyparsic flilteréngaif | 20
that 1 | (RERIERIALK hathic BdloSol kel 9ARk Hon i dllictbllr OproibdiCiBe S
conmmuni catron wth I'nterne evi ce Sits between

t he | nt er niavensinel achieeschis by Argating desviopstoitaric the stata of pqsmumqah@nsrbn@@fn #eLAN 26
to the Int mgtand&ggg?gaﬁnamc filter in the cable plug adapter functions to
filter pac ets sent fromthe Internet to the LAN and vice versa. The

br oadbkthd  nodéYatd thatseeiprué streem maychemarise aan brpelefiopng Hete i agcsanssiwistniie si gnal
such as xDglicufr g hcati%PSaluch lip§!11nes\/9§kets ec;yﬁas Pﬁ@st &le! 'Eto? ills@4dn BapBss RF

m cr owave,” etc. 0 n & third exanpl e, %/namc lter 30 is one
conponent 4, éflﬁmﬁuééﬁéﬂﬂtfe%‘%q?&%dqf%daslaﬁ?ﬂu@??éﬁ gkedn a stand al one conputer

31, e.g., per sqmlno@@mamherdyﬁm padiBt itk QfhsiPdted anfe@émsas@am;ﬁm@amyon with
the WAN or Internet. The conputer caontaining the firewall | ocat ed

bet ween t haéldllﬁfl‘ér‘ﬁ@tde‘é\“i’dl@ﬁ@eﬁme@ﬁt}{edn‘t?é“%‘r cQ’Eél“éle m‘l*h%"%%”&h?@ ¥Rl ter in

the fig ewahbindt/QtEdridomsnid Packét!thiters NAekiahardsamR] sohmdrbeoﬂaﬂﬁlﬂfoﬂ@f béte the LAN
and vice versa, 15 The dynamic fliter w | | . now be descrlbeg n ”[ng detail .
A bl ock di RgreERm? pﬁ’ﬁ%‘tcrpéflf%gfl“efi%usalﬁﬁﬁ‘?ﬁ%m%I@étthef?rf’ste’étrm o deserivgd oy

i nventi on heeifRitRout @dpartihg fr&msmwspelomthElu%ﬁt@nZ The dynamc filter,
general |y referglnced 40 rises a bus [nterface 48 buffer/r tg sters 50,

a session recdgffiieBif fH%&a e Brfsenhﬁl‘"ﬁ‘t‘f"i‘ }St°8"rratﬁ’re(5% painfapp cpRRgHion sessi on
managenment refeffed v & b Eessidiiddtatagbior nﬁﬁnoriﬂg g dtadbLa 6dmBtrdcasiosiessiond ak abase

64. The dynam c fil 20 _communi.c with a host devi header
GocotD GmeaL bSrphlsaiied 3 1 SOUAR JRBTFGH Poeth BRC IR RSP I, B TBLE 47 vi a

t he bus i ndessidnase created, subsequent packets corresponding to this session are inspected in

accordance with the session state for the particular protocol associated with the packet. The
packet is allowed only if the packet conforms to the specifications of the particular protocol.
The dynamic filter of the present invention has widespread application in many
25  different types of systems. A block diagram illustrating several example applications of the
dynamic packet filter of the present invention in the context of a WAN or Internet is shown in
Figure 1. Typically, the dynamic filter is constructed as a part of a firewall used to prevent
unauthorized access to a protected network, as is shown in each of the three examples shown
herein.
30 In the first example, the dynamic filter 16 is one component in a firewall 14 that is
implemented in some form of personal computing device 12 in wired or wireless
communication with a network 10 such as a WAN or the Internet. The personal computing

device may comprise any device, such as a Personal Digital Assistant (PDA), e.g., Palm



Not e that throughout this docunment, it is assuned that the dynamc filter
Is |ocated between a WAN and LAN and is operative to filter packets in
both directions. Inbound packets refer to packets received fromthe WAN
towar ds t h&vagaeosmed out bound packets 25 refer to packets PEFEBRAI6H3r om t he
LAN towards the WAN. Thus, the input packet stream may conprise inbound
and out bound packets. The input packet stream 44 is received fromthe CPU

and the Cophamis %F@mef el ef rx\@f] %,dgée ke @?%ﬂgrexﬂﬁﬁé)dﬁ kagaarﬁib

functions eco or pa se ‘portion o
header decﬁkﬂe/rﬁrﬂmllcfp@han&tvbldtr@tleoatlv fber padketsibelreersthe ntamet mdéquewqat are used

by 30 the dyna i IS

Y roaring (o e s bkt Sl e i R by S =
val ue (if mlmwemab‘gblq Plig ejapler 18 puwiksdtor sirehess comanisationewitiothe VA b|t
source ?”doﬂﬁﬁh{eﬁ‘é' Phe Bé?nc@qgr ﬁéﬁetw%e(ﬁ thd fnte%‘?éﬂ raﬁc?a %bedeE@HoH@ﬁ 2439«11{39” and

8 bit protocol, dynamc function value indicat |n% type of |ayer 4
packet, e. fnctionggpconpgpa LANES to tigrintemets | Thecdynarpie fl’@Fm theceble plug adapte] so

i ncl udes. 3%n@dotns %ﬁﬂl‘th?'a&@cet@@ém%m u?e%ntéhlet éBQhé/\QAR?e{nQ%i’cZQQsaPCﬁ(e'bFiQéﬁaﬁl&fSO?’

acknow edge, ayload I ength and 16 bit wi ndow size. Note that
dependi ng @ﬁd@hes am@# dereipdalee nd demedulate @chroaibandqeignahdiieh 78 ks Buct ed as

an externakn@ﬂ%ﬁ%sm&mbatemtmaearbaéedwhlc¥d%avd>étaam c filter. Each type
of Iayer 4 packet is represented b fferent dynanic functjion val ue.

This %0value i8 %@%ewﬂ%@ediyw é‘ﬂtﬁrl Tfﬂt isrong Goeeqné@tmtarfge‘aaélp%soﬁbﬁﬁ st e

har dwar e nﬁ?ﬂ%n%teﬁoodlﬁ%taﬂ@%[bne QB@?&&SBP%é hg erSRBIEERAteP TELtn WredSrt O track
t he session state and veri %lts egal it payl oad | eng

t
cal cul at edVB§iesrempwaigaion fdE kel ANher IF%Wfar"H’éc?WB“thrF@ntEf?W&ﬁ]?%J}?W%”t1ér It is

cal cul at edjobated b&tlvearCthé 'I}Qerfxét caﬁa EH@Q’.ANBQ'to'U%Qﬂ&t@ctéd et dyRahiderilePip@eket , the
sumof the IP header FPef[] 10 The nmin f||ter

t h in th ader
processor CEHAY fungdons E"ﬁst Epif %Pé‘eth?s@t%?i tq @ﬁ&%&ﬁ%“&%"?ﬁe mai n
processsng bl 0Cie Anantiefily Rahdy bd dek@bed I mérp aRsil. & BloSleGisiran Hlustpdtiag esses

existing s ssmns an the state of a session while_verifying |egal,
i . e. permi {f S¥panug gc etcfﬁtﬁhﬁfletgc Prﬁsea"(:‘(%‘f‘“&ﬁ?lb‘emmiﬁﬁdl%ﬁﬂt‘%%m%aﬂ Figuie ar yﬂ[y?ot ocol .

The sessi odynb@EOGIR,! geﬁaalmdﬁfeeceﬁwmmmﬁest HbicRrHER 4, ifkeliisteansd, aearch in
t he session dat abase. ?i on nat chi n(ﬂm% tg% socket. The session
ik

AR G L LR A LA 101 TEEATR | enct
recently umedhid ISB{U)zashItamé(eEd, hdls tabwh 62 ahy/ ses&ssid@msasarée abiedyntunicafiitbrdel et ed

fromt lists e on ,dat funct.i o et and
oy Qs erRtiinisel aRfion bl PR B, realE bR 4o o3 e 7 uf 85 .00
for use byseufek uwiasd mmpxsdde&slhen@smdﬂbes of the dynamc filter. The hash
and hol e

Note that throughout this document, it is assumed that the dynamic filter is located
between a WAN and LAN and is operative to filter packets in both directions. Inbound
packets refer to packets received from the WAN towards the LAN and outbound packets
25  refer to packets received from the LAN towards the WAN. Thus, the input packet stream

may comprise inbound and outbound packets.

The input packet stream 44 is received from the CPU and the contents thereof are
forwarded to the header decoder which functions to decode (or parse) the header portion of
the packet. The header decoder is operative to extract the fields of interest that are used by

30 the dynamic filter. The data extracted by the header decoder is forwarded to the dynamic
filter over the bus. The data includes a hash value (if calculated by the CPU), 104 bit socket
data including 32 bit source and destinatioh IP address, 16 bit source and destination port and
8 bit protocol, dynamic function value indicating the type of layer 4 packet, e.g., ICMP, ARP,
TCP, UDP, etc. for the TCP protocol, it also includes 32 bit sequence number, 32 bit
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tabl es are used to accelerate the recognition of sessions. These conponents
are described in 20 nore detail infra. Main Filter Processing The main
filter processing will now be described in nore detail. A flow di agram
illustrati mpexmimwain filter processor nmethod of the pres®cT/IBING6N3I on i S
shown in Figure 3. The dynamc filter is constructed to process packet
data in a three stage nmanner wherein 25 session data associated with the

packet is £§<ﬁ9w1e&écmi Rg piﬁaéd Qggtﬁgﬁoa?@ﬁﬁ’ v&lﬁaowzitﬁgt@ thel 'agp %m faen

processed I'n a s€ stage and the results of e proces Itten back
t o sessi onimplementition the: headt:mdqceﬂesmgee consirieted ehen prternad swidnlg osmgé»e t he

sessi on Stﬁﬁﬁ%ﬁlﬁl1tﬁﬁé§§ﬁﬂrx1@ﬁﬂérn5t predefined rules and a decision is nmade

whet her to ow or @%/ acket. First, session recognition is
perfornmed (steFariyron J@Bﬁ‘Pﬁﬂfet15@9@5@ﬁd&a@dﬁﬁe§@tdmaﬂ®du@em@h@dTfl@r a

socket st Gﬁﬁd@fa utsmey il dH&?mcr B kY GbcPRE ?ﬁr?pn a%%%ﬁg {n?chﬂfce t B& ‘{,}%ﬁognl tion

are returne main filter processo a match was not
found (st eprovaying Hegeeeived pacrkm wsasdh drefk the sasém@tatpe@duenfxgtSde@hm ikhefilter

(step 76) . plhed Hndihii€ cdidddid by t}{meggbrq@%d&rang@%g.wt el tolfe E&uc@i‘ite:t h:?lsdy n\a}\g c

filter, functlons to perform’a static check recei ved packe

02/ 091700 fadsplateady/sobtmotnefm thetotal length fisld isthe IPragkst, dhe sumof the B’ohmﬁ«ﬁg to

di fferent pOLORASIn thetERheadtati ¢ rul es checking |s wel I known in the
com‘rum cations arts and is therefore not el aborated upon herein. If the

resul t 1&f the shbatmpain flirPgocetsarciompases dhegelly nxtﬁ'ecba% fungtiogs asthempincket

vi ol at s Of@cesfihig BBEIEFRKyRSRL filttH BDpéRhER sédibns, btbeespe@@mtnglsgssmd fat ed
(step 96). If the result of the static 5 rules check is tqg allow the

packet, it ks hrstteRf Wemewmlpwenfw& kegel 1% parr%%ds Ftétﬁ chapesidp aqcerdansesn) . A

packet is @it %Sﬂaﬁ&uﬁpﬁfbﬁicoll fTuetsess&naedagﬁK&I mbl@é filhdiibnk @De6diel &/ sRRAN a
session. For, exanple, ecﬁlt%aseifcket cannol open.a sess a TCP packet
€

must be a B¢NCHSR kréfhetsassaﬂ} s QREn sgsion m%tcherfgeth?)a%ket The seigionn
sessi ons op@aEemért modulk Giretéredo (nsfhﬁﬁh Oiekh linked tiscand A ddagtiredepithPusyB{LRW)S€SSI ON

opener, e55| on is create ste e sessio 10.re|l ated data

and par ane][;"g‘reg %Wléet"%’iyesassioﬁs e g“@s gﬁllgé%ﬂa%g E’etﬁ? Eft%p'?@@e.smﬂ Clﬂf&’ﬁepoi nt er

t8 g) th $ ] nﬁﬂnﬁﬁ)ﬁ§ toQord the botRket aea.btthbﬂ saisﬁﬁ rélited @a&ad; ﬁrﬁﬁldin@ séskién hﬁg lihdtoﬁbbrﬁh( step
e has oi nt is used ui c i,nd the si.on t he

recogni ti oft® tg‘?t’g se g’( the vapaw QS?F"?? ‘(jmégggﬂ‘ﬁéjé'n%f g'r%f‘ﬁ%’# 71%?

recei ved pablkeire m&dftoumdle(eﬁet 2P reZé@mhonblﬂ&sﬁ&%SI’Kthed:@hﬁodeﬁts maidschbmrﬁht he

sessi o dat ab%selgr%t ep 88) and the session data then 15 processed (step

90). TH: dVREFF Pes associated with the particul ar packet protocol are

checked and a determ nation of whether to allow or deny the packet is nade.
The session Main Filter Processmg

The main filter processing will now be descnbed in more detail. A flow diagram

illustrating the main filter processor method of the present invention is shown in Figure 3.

The dynamic filter is constructed to process packet data in a three stage manner wherein

25  session data associated with the packet is read from the session database in one stage, the data

then processed in a second stage and the results of the processing written back to session

database in a third stage. During the processing stage, the session state is tracked against
predefined rules and a decision is made whether to allow or deny the packet.

First, session recognition is performed (step 70) whereby the session database is

30 searched for a socket matching that of the received packet. The results of the recognition are

returned to the main filter processor (step 72). If a match was not found (step 74), a static

rules check is performed using a static filter (step 76). The static filter, which may or may

not be part of the dynamic filter, functions to perform a static check of the received packet
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state is tracked and checked agai nst the permtted behavior for the

particul ar protocol. In accordance with the invention, the dynamc rul es
checking is perfornmed in hardware rather than software. Alternatively, the
dynam c r uMgs0%#@y70be checked via software nmeans as wel | . PCTIBO2(N&3packet

I's denied (step 92), the packet is rejected (step 96). If it is allowed,
the wupdated session data with the updated session tracking state is
it en bagiubtl 0 B ERS ONeo SR APRSpLal SRRAL, PO MR Soleg 2
nore status w&lgmsWnemSh&aaomnumcaﬁcmn aﬂtsmndmihmfonembesiahomedlusorr mr@rad signal i ng
the conpl etion 5 of r r host
device (step 98I)fa’e,&esul{5{lﬁe Fansit |1t(l)e(r:°:r(cfﬂ %8 %ﬁé US’[ {ﬁgﬁgﬁ%{h‘%largst%gf | ter
processor oetorcratbeot hdes{sters @8)f theipatlenisirg nctem(etep a6)relf ¢te nesyltfocﬁ threcktatis shown
(1 oAU fugThe St S LA O AR ISR K b RoeREAT,
of the mmi ﬁO)flAtpacklehlg apsessinmsepenyy ifiténa packett thit dag 1¢gmahﬂ0p6ﬁl"ﬂasepﬁime1§® begi ns
in the 30 V. . | S state
294. In th| S ea? Ee%[y g&%g?aﬁl?%ro H&aaﬁ%s s(?la% Egp Egc‘tkgtq%‘fsgg%eg i{%g&\?\ngtti&%hg sessi on
i s f et chedsessibn,telve [fdkepatkehisingt pseTnftm openesiilgarejected (STEPP6Y.el at ed data i s

the ToP pr ocesey ho Parese vl SaRRtobk nbu etln PR (308Y. ?*?Z‘SES;%?YSEKT ng
t he TCROsesditeshdata and paramefers lisesidrtdip ththeessinay datafiese {step ). oéﬂ@tﬁmﬁﬂ o the

PCT! | BOZ) OHOD3BGPR YR HENAN B o o husk B5161085 DD 0N A PR H8ihl
processi ngtmmkiwfwééhwﬁlswn\%ﬂmgthgrefimltltohéfa@t atic filtering check to

conpl ete (stat exfﬁgés&o?ﬂ 4 ?&ck@t rﬁaté g,n%rthmfuﬁr&%fvfe@m& @uﬁuaa@eeptm dynani ¢

filter using any well known st tering techni que The static filter
check may #hsj weson; faia tﬁa@k‘étﬁo{’ﬂsfh&t%ssg@29‘at®a%9r sten\B8x1and e FrESip e thRher eby

the praqges ﬁro\é@sk S(stfe;? Ho)t hﬁlecd%ﬂﬁrﬁfatmﬁ?-‘&ﬂbweé Ritle @H?pdaﬁfc@lar PRREGAIHG] hide
payl oad for valid rings and waits for the c ecksumverlflc tion to

conplete (ke éeaiftenvlflattori@f OrhetR oAl of Apydhs BATkeSds Bl ahity 555181 i d
string was stfaeugl@ImckmeéHé’cke@%gaﬂﬁtt&r Serited uaﬁaﬁ:ﬁd)ramp@mraegmmom h@ session

dat abase (state 3106%: The session pointers }a?ée t hep terg{’vgsta e 312)
and the padkerdasge yiiche peenicn téiﬂynamll‘%‘mﬂeﬁéh‘?? 8 kSRR g U9 returns
a checksumygh k&ttwasd. Allﬂaﬁxaﬁ\ibm aiatdyﬁm@hm nfaly Béléhe&&dlv[h\/safc\k/ﬂe &Ieﬁrislﬁgwell he packet

BREETLCIE N AL S R = AN N
i ndi cate t ﬁﬁda&ﬁ%&s@fdﬁ Qat@fwith thd figdSted &R QhdKirasEb is GRINER Batk 1ﬁtU¢l’ft sas?smhhe FTP
DELETE conﬂa&)ase tep94)Val Id strings conprise either permtted

Following either a session opener, rejection of a packet or an allowance of a packet,
one or more status registers are written to and an interrupt is raised signaling the completion

25  of the main filter processing to the CPU or other host device (step 98).

A state transition diagram illustrating the main filter processor method of the present
invention when a match is found is shown in Figure 4. The state transition diagram,
generally referenced 290, comprises a plurality of transitions and states that implement the
logic of the main filtering processing when a match is found. The process begins in the

30  match state 292 and moves to the fetch pointers and status state 294. In this state the pointer
and status data associated with the session is fetched.

If the session is a TCP session, the TCP related data is fetched from the session
database (state 297). The process then moves to the TCP processing state 298. The

processing performed comprises tracking the TCP session state and checking whether the
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strings or no matching strings. A content machine suitable for use with the
present invention 15 described in nore detail in U S Application Serial

No. X, filed February 21, 2001, entitled "Apparatus for and Method of

Mil tiple PW@291708t ri ng Searching,” simlarly assigned aR@T/IB02dd6030r at ed
herein by reference in its entirety. Simlar processing is performed for
protocols other than TCP. |If the session is a non- TCP session (e.g., UDP,

AP, 1O seilofi thav;ob% 19508 ds@&%%@ﬁ%org ﬁ%ﬁ‘?ﬁﬁ'ﬂan%es RhE ey Be fe ecﬁpgs%a@d 20

The processing I'ses the connec
checki ng v} tvealloweré whersii nywebeilgawnfames with e\gaingff@rrthet kteticpfltering oltesk tr ot.ocol ,

as descri bag i gm{eesoq?tﬁie stan@fﬁ'itamgn@gerfm}%g%ﬁtsﬁgm@%@m B tnf Shet © 302)

or all ovvedc ere rocessi ng cont atic
filtering \mdilelmlown@tat;@frhmr@g @cmuat &hagoic filifhehecit may mjetttutnetp@ckech@tekmﬁhy rej ect

th ket t
for the cona Al Y proidl wilfthyShe BIAR SRS 1 ohe WRLERUNGPUARRES, 10110,
t he checksesrching iheipegeddoior vabid cstmps atdewqitstion the c&@@)lm \tenﬁ@amen mwméqtnn

i fi h
verificatign, ps%% e‘if @xgq:h&k%ﬁ'{ %xﬁ%&ti h;@gér@’g}n& 'laﬂd sﬁiﬁ whg' {ﬁ.bsréif the

particul ar proto are upda e se sl on ase (state
308). The p@@g@te@hare ppdatedapd staree int the essipnl detelsy Gtate HOR 1Dhe sgpsipntoeintgshcket

al | owed (sfafen Eréfé)ed (_J,tzte 3&%:531%&53%1&6&118@5& éﬂafe%tm)o rif eh@méa&ﬁmaveﬁma&ﬁ um error

or the content hine finds an 1nval ng, packet js rejected

(st at elosozymm acphepkant PrEQS 81 e eentent @g‘ﬁm fmdp erswﬁtdusmg,tthkp%t i teieptecer

processor F( OfIn\Iaﬁ@ sBISS EMprisd BYREY FRAd WQH& SonteRt mBcHige MRt arbQnd is
shown in |gure The state transition diagr generally referenced 320,

conpri ses Rermykted &I 0pS OIGTIOTE Fe5AEE.1G Soribeyaindical epsesm%?f 3 Yigtsed@rierpified | ogi ¢

of the maidymblahiEhbing th POESEIINE Washing: A8t ¢dlid s&ngpéon{pasmtherﬂaﬁnﬁecpc ess
begins in the 13 WO 02/091700 PCT/1B02/01603 match not found state 322 and

noves to tSHISHAT RO pafehing sipings. Ajcptent mpehing sHitakle fos usecyitiithe arsgent ipveaten  sessi on

is a sgssidf:BRERehore |df3taﬂ h}ﬁufse;xﬁmfbaudnsmet N& B E8& RBreReNeneol! ainpacket is
rejected (state 324). |f the static filter al | ows t he E?Icket %he process

waits for tAﬁ’Earé'b‘ﬁtf‘gr?E‘d Aead L Mitple Sarallel Stree Seserdigy v essigred 8¢ onpl et e

checki ng (lﬁgoag@at&ﬂ&}ampﬁb@femes@n;mr@ﬁcket is rejected (state 324). If the
content nmachin

reveal s a chec%%‘ eg'fléF%lﬁlgg{zﬁgr {&:%?oéo%};gj g)g{ @Hx %@j&e%éﬁlﬁms}’ﬂo&%;cat I on

checksum vai debsidt (e @ UBPHARE, qcmnétc Nag dthe pﬁcﬁ&bpﬂio@&lﬁmsﬁfe@f%w énfegadt errors,
ened and the socket

e RO TR AN W N RN L
stored in sbﬁﬁ)nsdeﬁﬁm&ﬁs (tpdl Fbraie parfiduidr ©rolcod), . as ldbsciibed if aRed dotail i8fra Mha- TCP
sessi on, tpqgket may be rejected (state 302) or allowed wherein processing continues with waiting for
the static filtering check to complete (state 300). The static filter check may reject the packet
(state 302) or may allow the packet whereby the process waits for the content machine to
25 complete searching the payload and waits for the checksum verification to complete (state
306). If the checksum verification passed and a valid string was found, the parameters of the
particular protocol are updated and stored in the session database (state 308). The session
pointers are then updated (state 312) and the packet allowed (state 314). If the checksum
verification returns a checksum error or the content machine finds an invalid string, the
30  packet is rejected (state 302).
A state transition diagram illustrating the main filter processor method of the present
invention when a match is not found is shown in Figure 5. The state transition diagram,
generally referenced 320, comprises a plurality of transitions and states that implement the

logic of the main filtering processing when a match is not found. The process begins in the
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packet is allowed (state 336). In the case of a TCP session, a TCP session
is opened (state 334) and the packet then allowed (state 336). In
accordance with the invention, the dynamic filter is suitable for

i mpl enent aW@#R/Q94700 har dwar e adapted to perform sessi on tr REHTRR/QP60Scessi ng
in parallel for all supported 15 protocols. During fetching of the session
data in the event of a socket match, the data previously fetched is

pr ocessed h&cﬂg‘ét%d Qlstare 39 %m% RSVl @ e Wit Fa‘i-‘tst%{kg r%&tkﬁ&ﬁ?ﬂe&ﬂ%ﬁiﬁﬂﬁkng for

the various pr ocol's is performed 1'n a sin

har dwar e  besyidreisre session epenes If Ihewsmrenmptmsegsﬂc@amt}er dmp@t istreiestedi{etateac ket
filtering pj9cess. Session Recognition 20 The session recognition process
wi Il now be described in nore detail. A diagram illustrating the hashi ng

techni que of déf e et Atereievsiae BAckH, the BIOesSRIAIS AT thi confent mpthine g RSt | s

shown i 5 Fig 'e!l'ie%ks@m \Eﬁﬁ& t8 8S 1&@ ckeBkih S ERRWS), Bﬁeﬁwé&ﬂh&ﬁé@k&@%ﬁ@o&d (Ra8eSSi On
is identified arin he received packet s socket to'the sockets

associ at ed33#-t H e‘iPP Bismgchineethack finds i igyalidstringeqy the, chagksuewsfigaiopat abase.

To speed tﬂ?eaﬁseac&ﬁéﬂsﬁrhgﬂopihe%a%fsﬁ Q& tedRsthB S 8thEcHesksdm veERGtioMUngh St ores
hash pointers to session records In'the session database and permits rapid

| ookup of taRenkBALNNSPeER F@%ﬂ?ﬁdﬂﬁ@“‘t GO, p SREIPY dsrpserdiead thepikets@sisons are

stored . n {hied ﬁﬁtﬁé géaaoxdagtﬁdamam%)a T'?l@%ﬁtu@r}uﬁéaﬁm%%&(ﬁitc bﬁth@@dxﬁbﬂtﬁhed
either by the dynamc filter or the CP hash pointer is stored at a

| ocat | éﬂ i ffe plie st}%@éinn tftea"swéme@tabasp QW@@) ;S%ﬁhﬁﬁ@aow APy SSsion. thesul t. | f

nore than giget $ENPWRR (dtdte §36)r%dth€tca§e'wra TR Q6! h TP sksbion Hspsiediistits added
to alinked |ist. Note thail |n|t|aII each entry in the hash table is

initializett® ?)“dl\tlt‘lla"k%ﬂl?ﬁa Qe (§pte 16 a packet, the socket 100 is input to
t he hash cal CU|h@h@b6rd$ﬁb% With 8 invéros,theOBmarhe fHRNRsaitadleFrdmDlempithtion ihash
result 104 sh result is used as.the index.to tqul 02/0 1700
PCT/ | BO2/ ofif’é‘g?‘ 105 [A @eriE fassien & éﬁ‘ﬂ& Brogessing) iy, jpayailel, fop all upparied 1 og
e?ch comt apraioags amﬁsg fetifg 6f tthbslonha&hmptﬁé BYf op@isbiket fn@tclg the Idktﬁd | i st
of sessions 110 Sessi n at aba a ion,. recor e
Sesston dabariash Bshiiis BRESHy PROETS O et R E . of 558 sipolifl b7

i mpl enent i g mld@utﬁrqtodousnkse@e}fmﬁted inf aasiiglé dotkt belesocRims, dechardwareach
session in, the | g %‘th t be, c Qe;ked fﬁ@ a match with the socket
of the rec’é’ipve&?n% Kt “E’Y%‘P%?%Bstva“teﬁéa% Pk S8R PSS hosen to produce
as even a spread as possible of hash results across the hash table. The
hash function may be any suitabl essign®esagnitiosuch as an XOR function or

CRC. In one enbodi nent, performance can be inproved over, a_si n‘P
20 The session recognition process will now be described in more detail. A diagram

illustrating the hashing technique of determining the session associated with an input packet
is shown in Figure 6. Each session corresponds to a unique socket. A session is identified by
comparing the received packet’s socket to the sockets associated with previously opened
sessions stored in the session database. To speed the recognition of a session, a hash table is

25 used which stores hash pointers to session records in the session database and permits rapid
lookup of the session corresponding to a received socket.

New sessions are stored in the session database and a hash on the socket is calculated,
either by the dynamic filter or the CPU. A hash pointer is stored at a location in the hash
table 60 (Figure 2) pointed to by the hash result. If more than one session is stored at that

30 location, the session is added to a linked list. Note that initially, each entry in the hash table
is initialized to NULL.

Upon receipt of a packet, the socket 100 is input to the hash calculator 102 which
functions to generate and output a hash result 104. The hash result is used as the index to the
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XOR hash function by using a random vector in calculating the hash result
in accordance 10 with the followi ng equation. SOCK1 RV, RV2 RV3 RVN
SOCK2 RV2 RV3 R RVN, SOCK3 (r) RV3 Rv4 RV5 . . . RYN.2 QUT OQUT2 OQUTS
(1) LSOCKNWO OR9RORVR+1 RVR+2 ... RVR+N-1JNsR LOuUTRJ1,, R RG#ABI201603e
operator (r) is defined as follows 15 QUT = (RT |1 AND SOCK1) (r)(RvVi2 AND
SOCK2) (r)... ED (RV,.N AND SOCKN) (2) and QOUT represents the ith byte of
the output hmtt{]'lexl% tlﬁ%lﬁpﬁs@Pé ?ﬁ&ﬂ%f%&ﬁe&dﬁ A é‘on%imr{ghaeha!sﬁlwxﬁter”ﬁthel x; RV,

k represents t om vector matri X, i ndi cat es
t he XOR fuhzsbmomter‘pn@t&tnmkmkgd)élkteqf segions 1 ) fethe sessien d%thb}ée g@"ﬁbﬁ&is@a usi ng

the randowsaﬁt L J@Oges&!@@ dafBAE o oﬁm?ﬁé‘e@t AL 1£4 fan@WeH iy lizl Wgkrating

t he hashing session reco |t|on process o Eresent
i nvention irsplgmw;ngaéqulydmk@dlvst kit prp the socketegeyrs, each sesalloe&ntéftlélka Hsh val ue

fromthe aq&%ekhecﬁedtm &aexew}ememﬁé@%%méweavaﬁpab&tt he manner descri bed
above (step 12 hash result is used as the index into the

hash table to r%@fﬁﬁabkyeth? P?éh ﬁalsqapnpsﬁh%eérto ProfiRcE 3p BYFa A Sereanss pessifis o6 bash 0 0

PCT/ 1 BO2/ 0%@191% dofdst B8 nagclsk. (R GRhewlion hay tb@%nf'@ﬁﬁbl@%ﬂ%ﬁ&f siRfiddtag to NULL
(step 124), then there is no session and Session not found is returned

to the mai PﬁOr& fonetiong §s s IY Qecpnbpdigent, perfarpencs £ah bp STRIPYE VS SBPPRULL, t he
sessi on' s xeRKekh ingnchi&Asy (i6im th8ors 98340 eRtiIalaS8e hishireflt iR &kodmteconpar ed
to the socket in the recejved packet (step 130). If the sockets match 5
(step 182) withthedQUowing stR- i s found (step 134) and reported to the main
filter process. If the sockets do not match (step 132), the next hash
pointer is read fromthe linked list (step 136) and the nmethod repeats

fromstep 124 unt'ijocggrlrher ryglpqa Imszt h@§h poi nger poi qrtozjm) NULL or a nmatch
I's found. SOCK, RV, RV, RV, - RV, our,

SOCK,| @|RV, RV, RV, -+ RVy, | =|OUL (1)

| SOCKy |,y LRV: RV RVia  RVinoilyw LOUTk

wherein the operator ® is defined as follows

15 OUT, = (RV,, AND SOCK,)® (RV,, AND SOCK,)®...® (RV,, ANDSOCK,) (2

and
OUT,; represents the i byte of the output matrix;
SOCK; represents the & byte of the input matrix;
RV represents the i, j byte of the random vector matrix;
20 @ indicates the XOR function;

The input socket data is generated thus generated using the random vector and the input
socket data.

A flow diagram illustrating the hashing method of the session recognition process of

25  the present invention is shown in Figure 7. The first step is to calculate a hash value from the

socket in the received packet such as in the manner described above (step 120). The R byte

hash result is used as the index into the hash table to retrieve the hash pointer corresponding
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Note that a full conpare on the socket is always perforned even in the
event only one 10 session is stored in the linked list. Note also that the
scope of the invention is not limted by which entity updates and

mai nt ai ns W@YIned |ist, i.e. either the dynami c filter PET/IBIROIGABU. The
depth of the hash table can be any desired value. Typically, however, the
depth is set in: accordance with the nunber of sessions to be tracked

si mul t aneous, : u our

i mes ¢ he. Mot 9B BLERDY 16 e BREE: pdtes RPRULE N B8, Bod W8Sl DT
dupl i cat essessien 4nd ‘sefswn pptrfeurnsldisseminadgtortae maie fiiér pravessydpl 126bcket conpare. In
accordance w t he 0 sﬂp&asms bINOLL, B besd S BERPL Ay RGNt I A NatiDAY! ©
conprises the cap ab fseareh I ng Sessl ons usi ng pa socket
data. Partstp lwcakvécor@alteéto the soviset in thelredeived pashqi(dtepelS0R At Qé@k@@ m@\h’ér ein one
or noresit "Bk | LNSbdeQN 1Phe ONE OF
nor e of5 t h@gﬁl ie? éIL“%ér?rclgln L's Iﬁgfﬁﬁg (#fﬁ@%dl{g%ﬁf%%&%{%g&gnm lrc]ﬁstel nat | %n 20 IP
addr ess, swoaketedarnt mdish {stepali3R) thepkt hasingoiptenis arad Ifiom the Hiked liptdsten B6) o an
openi ng nag dafs em%; %a]m en eANEDE opackets to
pass throug% t}ét\n/rélﬁﬁlﬁre aL Ltérs\ny n{rflg{tﬂe%)ghssas% éﬁi)%lgitglr géﬁgélter I‘3| e base. A
packet assm@hclatSé@mqlAth a hole may have zero or nore paraneters missing in

i ts associated ﬁoce&th%ta mlﬁ&%%;eson%é LS a%ygrpérfonm@km tl?@év@ﬂ%@lroﬁe are

placed in a hole table and search i s pertorned The, hol e search

met hod1Q s sessiercia sigesd yn tb@laml@ﬁ hﬁtetNR%Ialﬁ%f#lFtth@Pelﬁ thmévega@slﬁ 8¢t impg€ 8yni t i on

modul e in LEeRd aﬂftﬁuadgtemid &m&w%eﬂn&@éﬁgt% EE&:%PJBe 'd?daﬁﬁb m@ of ETdlpet e socket
mat chi ng et descri b in connection wth %ure 7. | es are not

desi rabl e Bhfoﬂeéﬁcoé theé‘é%héf'ﬂl? eaneg any Fesireyalugn T YBigHEnhowepen ihétdepéli BefE to

il theggebiagide WRE B BimBdr of £8sibds/i6 be PRRYBIMuah@usly NBrefar B8/ thé Almiocket
match. 30 A hole tahle 62 (F| ure 2) is used to store hoIe I nformati on

typical |y Pfrhssh enddesHs/ WorRs °‘§df‘¥e\ﬁ/é?eenweblgf)§?§%‘§‘? ot Ryseat desingig, Orﬁ‘a@iﬁer I'n

the cage WaelewplARS kel e 'ﬁiﬁfe'c&%&m&xg‘ rla®FSof tHe!TRll sddRét Qoriydpd. € conpri ses 32
records (0O thrqugh 31). For_ exanp I n processin

t el ephony r el atlegcoaualcsvath e Bres‘??ﬁé“"ﬁ?noﬁo‘ih% SessiPDy ?@t‘tg’nf’?‘lﬁi‘ftﬂg’%ﬁ&ket are

not known {he ciebifig/dd htide I?&Eéslsﬁﬁeés(ﬁﬂgqaaxal ddkcltet adtd. yParﬁamsdchaaaa cameéa the CPU
opensahol in the hole t e at a locatjon car ‘{gondlg_gto .t he m ssing

par anmet er sPOMNGPBPEFS Y sAgke ﬁ’ frgin-ppe of more igms of {nfoymation AR TS, 168 o i s not

used si NCecdnbida@fd ESROHSMOR of FHeSBle leenieats ameing up a s&&éﬁ'(sc&xlﬁtel’aytd destihdtien hol e

]E ?te): S SP&‘ S {thgidze(s)s!, lsé)u\ll-\ge r;gd des%ngmn ploﬁtag plro[t]ocolzj‘ Aeho:l'e re?ers to an opeﬁng mac% 1t abl e

the firewall/dynamic filter to allow subsequent packets to pass through even though they will
not pass the static filter rule base. A packet associated with a hole may have zero or more
parameters missing in its associated socket. Sockets with one or more missing parameters are
placed in a hole table and a hole search is performed.

25 The hole search method is a secondary search method performed by the session
recognition module in response to not finding a session match using the complete socket
matching method described in connection with Figure 7. Holes are not desirable and once
established, the CPU and dynamic filter attempt to ‘fill’ them upon receipt of the first packet
yielding a partial socket match.

30 A hole table 62 (Figure 2) is used to store hole 1nformat10n typically provided by the
software in processing layers 5 and higher. In the case where a socket comprises 5 items, the
hole table comprises 32 records (0 through 31). For example, in processing FTP packets, IP

telephony related packets, etc. one or more parameters from the socket are not known
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Field Description LAN The hole is expected to be closed fromthe LAN side,
I.e. a packet fromthe LAN is supposed to match this hole type. WAN The
hole is expected to be closed fromthe WAN side, i.e. a packet fromthe
WAN i s suppssedat®onmat ch this hole type. EH Exi sting hol e PCTABO2AAé6M3er in
this field represents the nunber of existing holes currently opened having
this type. PEHT Previous Existing Hole type A poi nter to a previous hole

Lype. A pariiegt ot RBSTReloPS'opdissBhlr it e tal S ielion bl b 10 0 0

hol es. I n thheissingmpewetprsovi ded herein, the hole type is defined as five
bits correspon i QS M.SS| - ot ocol ;
bit 3 - renot e%o@e?&hﬁﬁ%ﬁ %ntﬁﬁl %oec%} QAﬁ rlgl;t h‘%ﬁl’g‘ iﬁg%g‘%ﬁﬁmeq prgsle?ts 86- | ocal

| F. Thus, misbieg parpeeters. 1Bt entryan the dipleriabde itas the HiellowingAlelds Gsted pé‘rablprét er

m ssi ng, The hash nethod descri bed herei nabove, requires conpl ete socket

I nformation in order to generate the hash value. If the packet received is
one that should “fill' a hole, Tahis l: Helsddbdafialdscogni ti on-usi ng HASH net hod
(Figure 7) : i A be

Field .
filled. The e o t t
cal cul at ed otr’fﬂ?he ?El?:% ‘é%{étho f gd 1*ré’i'hltltaﬁévlia E)&g%‘;gtd%ﬁq et htee entry in

the HASH tabl Af\IhatTh%q{oﬁtlgp ctedr}g%e Eﬁ qulaf:ﬂrgbﬁéet?:ng QRe t he

partial pre- knovvn &1o ves I'S pro storing

h.0| e informat I I—@Etlln h&g X r i Ql'us lh] r&;} eﬁt?’ﬁg r}ﬁ)ﬁbhhﬁ e%éﬂ%

filter. Ahole IS 3,56 S5kl ‘ﬁﬂé’f; ernal process that perforns
dynani ¢ i1t A0 aeflR FARRL a 1\PbBvibiabield}R iRt dbfi@dapt ed to

initially calculat eluﬁcgt?hs@@fetxis g 'ue and store 1t"'in the hash table,
since the CPY rgt | e. The
first packet \%ﬁse lgegfg%ilgﬁé ﬂ(gjsg . gpo%gég?f%géﬁg?@ﬁ%ﬁgg?%‘%gs%k% I'l close
t he hol e, ' recei ved

packet. The hole table conprises 32 entries, each corresponding to a unique
25 conbi nati on I@ﬂlﬂ@h@nld? prepided hﬁr@@,lthmh%mwwéﬁ@d agfier Wisicomespendingte

represent i ss%le Ip¥iSmetBR B! Srb@cdTBik mrehhetet 8; BOLH&L! pok! bV D-
02/ 091700 /1 B02 5 Each entry stores a fli i ndi cat | ng f he nunber of

hol es B tqq@pteﬂg,r bit Q;mlqul IRi Adusahefe type ‘11011° corresponds to the local port parameter
missing.

The hash method described hereinabove, requires complete socket information in
order to generate the hash value. If the packet received is one that should ‘fill’ a hole, the
session recognition-using HASH method (Figure 7) will result in a2 match not found and the

15  hole cannot be filled. The ‘hole’ session could not be found because the HASH is calculated
on the entire socket of the received packet while the entry in the HASH table that points to
the hole session was calculated on the partial pre-known sockets.

The hole table solves this problem by storing hole information that is written by the
CPU and read by the dynamic filter. A hole is a session opened by an external process that

20 performs dynamic filtering on the application layer. Note that the CPU is adapted to initially
calculate the partial hash value and store it in the hash table, since the CPU is the entity to
first detect the existence of a hole. The first packet whose partial socket matches that of the
database, will close the hole, since the missing parameters can be determined from the
received packet. The hole table comprises 32 entries, each comesponding to a unique

25 combination of one or more missing parameters, wherein each ‘bit’ represents one of the five

parameters making up the socket.
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next and previous pointers to other entries. Thus, the next and previous
pointers forma linked Iist of holes. Afirst-valid-entry register stores
a pointer to the first entry inthe list. A NULL in this register

i ndi cat es W02/09070bol es are stored in the session databas®CTIB&/I64St entry
5 stores a NULL pointer to indicate the end of the list. A flow diagram
illustrating the hole search nethod of the session recognition process of

e Prpsent | MHERh LR kvt IR i@ U Spoef BN Tl bRl R hgad (he

first hole entry usi'ng econte FPrstovalid . p 140).
| f the hol ae@@nmpemoumpmhterSrtegxﬂst entrigsoi Fius, the @edUint pfeytosp pdinels fomwahol e i s

found and §h5 i fESiQsorA Bt 95’1&9&&4(‘;%“&@&45% Bﬁb{bﬂﬂ ﬁr@tIeHErQ@t ikt | 4 the

hol e pointer 1n't gi ster a hash
value is &&ILEW ﬁuserdglistﬁ:r la@@QﬁSGmg@hqmtam stdred héheesemdate@sepThﬁmy entryhe hol e

code is st hg fL %ﬁl}?gﬁpoxn&?&r:ﬂﬁ@aﬂétﬂ& Ergi"bfﬁfe ke m ssing paraneters indicated by

the entry int ol nte t he hole pointer. The m ssing
paramet ers are “flpviaiagrms 1119%@!“8 the holes Wlﬁlwﬂ@lﬁﬂﬁtsﬁs@ﬁn BeOgNHep PERSE by a

certain valpge B}ea&t iRENRR i©ShdWAGR Fights %-: h‘?ﬁé‘ﬁé{‘st&?é% ?eag‘ﬁ{beﬁr?tt}ﬁﬁ dnfryt NEN

used as descri above to retrieve a ol nt'er romthe hash table 60
(Fi gure 2) usied theycantratstpi e fﬁ%s‘(illlﬁlﬁn%(stepné"rﬁ)n@@he Yol pintar4mihe rqgister peintiash

poi nt er powﬁmetey%a ﬁ@ﬁo@&s%&qaarhttm?mr} tx’ce&"f% 1%I§aﬁsn{e§mma&sfromthe

hole |inked |1 st con i nde step 142. |If the

hash pdPnter ddﬁgle rﬁ’@’te Pﬁ@itq’itm the regitqr dOf(Ss‘loéBOl!L‘BtQWUIilh(éfebé‘Wﬂ aglpasty baé‘kee‘@

informati Oealéu‘i;atédeﬁidacfc&ﬁﬁﬂ& h@tre e 'Bbld Bode F@:egqaéy ofndlabiaRe&eis RO five-bit
correspondi ng to the hash pointer (step partial socket read from

the entry rqaresqvéatlg@g%%wsa@s Rya@eers énd@é%a}‘ efnav mﬁl@ hofs4pkls painted o byt

received i feti3® pRfkiet TheS fPing Phamelefs 4rd @itRRMbl Bded SR GheChash FBERAichSGrep 156) ,
a session match is declared to be found (step 158). If the partial sockets

do not nmat ER'2caIRY 25esan valuEs he- BHPHITORSS s read fromthe linked list (step

16?)h demd It f th@e fha?lﬂremtw g@h?gtg@l Q‘Qger?tﬁEd @pae?&nt{e@ ab&E tc%\lkéhlevé shes pbder, the
nme (0] conti nues w St e an e artl a ocKe sessi on
i s checkedTortshass taple qu(gltgHrg 2 usieg the &ps R FETuHs %srtib&dﬁi @teP II_in tﬁ? E*lsgp 162),

t htehngxt tb&hter mtmowm(sfesaslo)f th@hext e pahter i tdﬁKﬂdeﬁe&foleﬂ&kﬁﬂxsﬂ-@t’k}: and t he
net nod contl pue essli on 1.s r nIZB

hol e sear cﬁ64r)r§?451 %DECFQE%I}%%WH? StFPlE“pa%IIlé"t haS}SBmﬁﬁH %tlp8 E?;ﬁgﬂﬁr oceeds
as in the q&pelso), tﬁé)ﬁﬁ'hﬂtsbcmﬁﬂﬂ’&&naﬁ&ﬁiscféad Tﬂ@uﬁtheldﬁtrﬁﬁﬁﬂ)kckaﬁmﬁ databiset he

present i nvention, sj 0 reco n may occur using conplete or parti al
socket t20| nF%FFP&PFIB%‘“ﬁ&h%SﬂP%?% #2195 extracted from subsequently received

packets, any op#e paniabsocketrread frbthahk ent® in the session database is compared to the
partial socket received in the packet (step 154). If the partial sockets match (step 156), a
session match is declared to be found (step 158). If the partial sockets do not match, the next
hash pointer is read from the linked list (step 160), and if the hash pointer does not point to
25 NULL (step 162), the method continues with step 152 and the partial socket in the next
session is checked. Otherwise, if the next hash pointer points to NULL (step 162), the next
hole pointer is read from the hole linked list (step 164) and the method continues with step

142.
Once a session is recognized using the hole search method, processing of the packet
30 and session data proceeds as in the case of complete socket search. Thus, in accordance with
the present invention, session recognition may occur using complete or partial socket
information. As information is extracted from subsequently received packets, any open holes

. are filled.
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WO 02/ 091700 PCT/1B02/ 01603 Sessi on Dat abase The session database 64
(Figure 2) will now be described in nore detail. As described supra, the
sessi on database functions to store session related data for a plurality of
sessi ons. WR02921W0of the session database may vary depen®CTgB@N1sise

i npl enentation and the 5 systemrequirenents. The fields making up each
record of the database is listed belowin Table 2. 19 WD 02/091700 Tabl e
2: Session database record fiel dsgh Abﬁg%/sgleos Field No.Field
DescriptionLength bits 1Local IP address Renote | P address32 3Protocol 8
4Local port/| Chige 38dion NAtabhde Gﬂgﬂ@iré bf Qlilt Y%Obe BERRDA ROMbrelRR. 2R

code/ NULL16 6Next hash pojnterl Previ ous hash pointer16 8Next LRU

poi nt er 16 sribgd BpEe. thesession detabase functiqanivestors sessipn redptedifew fomaguralityief st at us16

12Local MAGssselr B of Bl ANsibCHat ARV R.yG AR 85 hE %ﬁ%esﬁg[uﬁaﬁﬁioamtﬁe change8
15WAN ACK above change8 16WAN se%ence above change8 17LAN ACK bel ow

change8 1SRRI JEARTFEREES heROHF e RagRBuP epRecatdolifhe dytabasrais Jisisd baemin sequence
bel ow changs@& 21LAN sequence and ACK change t hreshol d32
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22WAN sequence and ACK change threshol d32 23Expected LAN ACK32 24Expect ed
WAN ACK32 25Maxi mum LAN sequence32 26Maxi num WAN sequence32 27Maxi mum LAN
wi ndow si ze32 28Maxi mum WAN wi ndow si ze32 29Connecti on state32 30Ti nest anp
.32 31LAN W0 02/t708equence32 32WAN i nitial sequence32 33PXRCEFABI2AREWSI on
pointer16 34First child pointerl1l6 35Next brother pointerl6 36Previous
brother pointerl6 The first group of fields 1-5 represent the socket used

to identify the session. Field 5 nos. 4 and 5 are adapted to store
and renote

di fferent data depending on the protocol. For exanple,

| ocal
port data is stored for TCPTakR:SemicdeRbmsarecorefifddsequence nunber,

type and

code data is stor€gf, ! ‘F%T&ﬁéé%‘?ptﬁ) SSton rerared pacKelBengl (BksyS 6 and 7

store the next and~ pr;w OWScaT QI TTCer Wt the mash 11 gked Ti st

descri bed supra. The

previous LRU pointersyin a,

ash Iefng{gqﬂ ldst is used during sessiogrecognition of

rt/ACNEB ded, Nﬁm%ﬁfﬁf&ﬂo@rder seggions in terns

a packet. Fields 8 20; WO @%ﬁ?% PCT/ 1 B02/ 01603 and 9 storge next and

of staleness. The LRLg | i nigadofe! EH@QQK?‘%?HQ@ULE described injgore detail
ren

infra. Field 10 storgs t RRx{ U4 mtg}

This field g used in the

case where the applioati O@I@gﬁpgdsgbg;gterw th this se55| on reggired the

openi ng of additionalg seseRNRU Faikter session (i.e. child seggion)

5 opened

increnents the numberg of ohiifls ERU pdlagr dynami c f| |ter al so ggnprises a

session status registgr f@;runﬁ,gmf@m[dagl status rel ated

informmti on to and

fromthe CPU The segs$i onssdsahudstusonpri ses a plurality of bigs as shown
below in Table 3. 10i7abl eosh MIaSsidefds sStatus bits Bit nanme Bescription

13 LAN ACK above change

14 LAN sequence above change

15 WAN ACK above change

16 WAN sequence above change

17 LAN ACK below change

18 LAN sequence below change

19 WAN ACK below change

20 WAN sequence below change

21 LAN sequence and ACK change threshold
22 WAN sequence and ACK change threshold
23 Expected LAN ACK

24 Expected WAN ACK

25 Maximum LAN sequence

26 Maximum WAN sequence

27 Maximum LAN window size
28 Maximum WAN window size
29 Connection state

30 Timestamp .

31 LAN initial sequence

32 WAN initial sequence
33 Parent session pointer
34 First child pointer

35 Next brother pointer

36 Previous brother pointer

00 CO OO OO 00 00 OO0 0

32
32
32
32
32
32
32
32
32
32
32
32
16
16
16
16

The first group of fields 1-5 represent the socket used to identify the session. Field

5  nos. 4 and 5 are adapted to store different data depending on the protocol. For example, local

and remote port data is stored for TCP and UDP packets, ICMP sequence number, type and

code data is stored for ICMP echo session related packets.

Fields 6 and 7 store the next and previous hash pointer within the hash linked list

described supra. The hash linked list is used during session recognition of a packet. Fields 8
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USD i ndi cates whether the session record is being used (i.e. valid or not)
STR i ndi cates which side initiated the session, i.e. LAN or WAN HSH
indicates this sessionis the first in the hash linked |ist NAT indicates
whet her t hMWO ®498106n i s a network address transl ati on (NAPCTABRAM6A ARP

I ndi cat es address resol ution protocol (ARP) NAT session FRG indicates
session is a fragmented I P session UCMindicates that this session was

mar ked by t t acket

t hat bel on%n?ebt gg)ljtérﬁegtr%g%?e i%gglﬂgndtﬁggb Pclg'{kg&s %?élgf!ldltoldp&f]segs?@r%sgem st
HLD i ndi catewss afistaleness.s TonLRY hinked ligtaomtabsred dessheddinaspze atetaxltmﬁweﬁnlé 10etc. PSV
I ndi cat es , al | oned
to  pase theSuH RS chandry: Thp AR RS PPl e aaé‘%sﬁ?ﬁ%%m*e&sess. on,

i . e. gener\’itt}ethisr?ﬁwoﬂﬁ?ﬁmfsﬁlhe PMHnéaf@@It%%lsSP&SWn&)y]%ﬁabSESSKPH &e. ch&ag

fil terlyg,oﬁgggﬁn&émtmn%pl@ftchlmm CSH i ndi cates stop all traff| c for this
session (e.g | f D flag set), while keeping the session alive éi.e
updat i ng LRU arfhe flmw {3348 alsmenmprises @rspssign Stk sagisten far conyeying Sabwirelgted t ) Not e
that the fgfaMoigdo aﬁ@ﬁ&nafeecﬁﬁtﬂm@e;skbﬂ sE;'RM B §e§§91u¥a¥gt&%u§iysrmm,ﬁ filter:
UCM FRE, @ HLD, PSV, NOC, P, CSH. 15 Fields 12 to 22 are used tor network
addr ess t reiay wTablg 3 purposes Fields 23 to 28 and 31 to 32 are all TCP
related fields and used in processing and tracking TCP packets. Field 29
stores the connection state for all protocol types. The connection state
par anet®r is a val ue représenﬁwitﬁﬁl%ﬁaﬂér‘ﬂts state of the connection.
gn'ror di TTerent

Di fferent vq;lgﬁglearms@f pr0t OoCOlsS. AS an i1rustrative
exanpl e, theg 0O below in

Table 4. 21 vgangzl quwaggg “;ﬁg];/s;dgggtga%ggg,se;rﬂl ANGR imgqt i'on states Protocol
State LanRequgst edldEeRmneetsians th%&%qmﬁﬂﬁééﬁ’mn nection
LanAccept ed TGRLONNaxdi¢aRR whiherAss aRdi et RGBSR translation (NAT) session
ARP indicates address resolution protocol (ARP) NAT session
FRG  indicates session is a fragmented IP session
UCM  indicates that this session was marked by the CPU; the CPU is notified by a
status bit upon each packet that belongs to this marked session
FRE indicates family relations exist
HLD  indicates the session cannot be closed regardless of timeouts, etc.
PSV indicates passive session, i.e. no timestamp updating, no packet is allowed to
pass through this session
NOC indicates notify on closing of a session, i.e. generate interrupt
SBP indicates session bypass, i.e. no dynamic filtering, only timestamp updating
CSH indicates stop all traffic for this session (e.g., if HLD flag set), while keeping
the session alive (i.e. updating LRU and timestamp upon incoming packet
but not allowing it)

Note that the following flags are set by the CPU and used by the dynamic filter: UCM, FRE,
HLD, PSV, NOC, SBP, CSH.

15 Fields 12 to 22 are used for network address translation purposes. Fields 23 to 28 and
31 to 32 are all TCP related fields and used in processing and tracking TCP packets. Field 29
stores the connection state for all protocol types. The connection state parameter is a value
representing the current state of the connection, Different values are used for different

, protocols. As an illustrative example, the connection states for several protocols is listed

20 below in Table 4.
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OpenTCPConnection C oseTCPByLanRst C oseTCPByWanRst TCP O oseTCPByFin W
anS entFin. _LanSentFin WanSentFin WanAckedLanFin W anAckedLanFin_W anS
entFin LanSentFin LanAckedWanFin LanAckedWanFin_LanSentFin Hol eLanToWan
Gener al HoMORAPHI08n Hol eBot hSi des UDP OpenUDPConnect i oRCTABE2/01603
OpenARPConnection | CVP (echo) Openl CMPConnection 1P Openl PConnection NULL
Nul | State ICVWP error C osebylLanl CMPError C osebyWanl CVMPError Field 30
stores the tinestanp used to age a session. Tine is represented in 16 bits
5 and stored as a tine difference or delta in accordance with the

particul ar protocol. PeriodicalTaple4 Rennepignistatsér uct s t he sessi on managenent

nodul e to pe BlIBaE @01 Mg Whereby SE 0 5 Ve aged out are
cl osed. Fi etds—33=36"=1 “ “.-,‘ < uo s 0 SESST O stated to this
session. Various faml eg@h&@@ § ored in the session database

I ncl udi ng brother, chil I@g ormation. Session Tracking
Exanpl e: Open/ d ose TCPW%; bgﬂsd P@cﬁuﬁ&ﬁh@ed her ei nabove, the main filter
processing is the entity.thtpddeLd-Q54TE rul e checki ng once the session
i's recogni zed and the s &E?@P gr@ssociated with the received packet is
read fromthe session dayQResgsywihraccordance with a hardware

i npl ement ati on @gicpl5 th@ldsgy@pgﬁgp a separate circuit is provided for each

protocol to be checked wegyﬁmgentpm
WanSentFin
WanAckedLanFin
WanAckedLanFin_WanSentFin
LanSentFin
LanAckedWanFin
LanAckedWanFin_LanSentFin
HoleLanToWan
General HoleWanToLan
HoleBothSides
UDP OpenUDPConnection
ARP OpenARPConnection
ICMP (echo)  OpenICMPConnection
IP OpenIPConnection
NULL NullState
ClosebyLanICMPError
JCMP eror ClosebyWanICMPError

Field 30 stores the timestamp used to age a session. Time is represented in 16 bits

5 and stored as a time difference or delta in accordance with the particular protocol.

Periodically, the CPU instructs the session management module to perform session aging
whereby sessions that have aged out are closed.

Fields 33-36 are used to store pointers to sessions related to this session. Various

family information is stored in the session database including brother, child and parent

10  information.

Session Tracking Example: Open/Close TCP Session

As described hereinabove, the main filter processing is the entity that performs the
rule checking once the session is recognized and the session data associated with the received
packet is read from the session database. In accordance with a hardware implementation of

15  the invention, a separate circuit is provided for each protocol to be checked on a dynamic

22



22 WD 02/ 091700 PCT/1B02/ 01603 basis, wth TCP being the nost conplex. A
software i nplenentation utilizes application code to performthe dynamc
rul es checking. As an exanple, the processing required to be perfornmed by
har dwar e cw@e/®s70bor the TCP protocol is described in tRETABIANIGS St at e
transition diagrans for process of opening and 5 closing a TCP session.

Note that one skilled in the el ectrical arts can utilize the state

L hanS e "l R T 00 A BREID. LR GAMRE il blat G hs LbaoflP! Sont S

t he sane untti o T56n di agra i agram
illustrati ctglettdwrﬁoamwetiyrﬁmmﬂum cmckﬁﬁP session is shown in Figure 9. The

1 ow descr i bed ofinbs dEbbedsialita'Be GARFHN GAL A s shoun

as an aid in t’an oW n state ‘transition I agr ans for
the 3-way 4€H ptbtmalyls H@Gﬁd@ﬁak@e fororef statediapsitonadisgraspscfioentodses ofwpaminggddhost s A

and B Rﬁ’ r Q948 @]'ﬂﬁ: syaehr tezegk?ie HARE S W ORaES wc@o&ﬁmh&amrl sing

the SYN fl ag. ce op ened ata etween the two sts as represented
by the ACKtrpattlIQetéagraﬂmsT disclessd shasein i to edngist dirguip tthat simplesests nidf ngmepacket s

conpri si ”nguﬁxEk?o \A}tlgldﬂomgnghgg{tg bRt he sender has no nore data to

send. genment o e FIN ac ets closes the session. Note that
during the handsHiages, illystatingdhnpasketdigey pimBEP seseinn isabeowe if Figwe Pheher ecei ved

packet aregpye rdhichséii RAga RShell BowRakE @&mﬁa&i&% 69981 RURBEA Ss 84 9faed i n the

session database. During the open session tracking, the sequence and
acknowl@dgendersiapéipg siecfolloyeng stpte drapsitionediograms for thiee3-Wrshanshd-Wax handshaks. hed

infra. If ggp Bé&o&a&ggﬁen@t{ bAtWES: thb HBsts A Qﬁ%kg* rquegterg etk digzelRbedfadnck | 29

asserted in the TCP header), the session iIs osed. A'state tran5|t| on

di agr am i | Tumhersavip mepketh somRriging thaS¥NHase Qmepqnaw@tapﬁl%é’ewﬁ% thedWani ng a

TCP sessi Oﬁ‘osissasﬁ'%EMntbwthg‘K(ﬁ( %QletIhEA OB SbdHo id ABYY bpB6Hakdes bdhalngde RX/ TX
SYN, RX/ TX SYN packets. The state transition di agéam

general | y Packete campisdps1the, FI¥ o F‘é’éét% gty thg | sepdgr Bps pamese Catado §eRgyq) )

st at es1andaaseAfddadnaet SAHRMTSNhEXES clods tNakRidhhat TX indi cates the direction
fromthe LAN to_the WAN and i ndj cates the F&qrectmnfroa% Ntothe

LAN. Upon det ed¥qthdhaf slring, 815 brpdihekes, fhepackaewd IY}OETS NSOt 92 is

entered. | fécéﬂ?ddspaclét a;& QerifRtd AEMHsE B Tk Pidted FcieRPRAEE MumbeR 8tofedss tRRedRhabase
and the follow ng_f S are e%enerat ed and stored in t‘glg session record:

the recei v%ﬂﬂa@?qugﬁﬁ%g PBER} SCSSIPR fraclingythe segpmet A1hACRPHPLee IHMORG PEat i ng
the NULL s{eMmd tdemmmwme 84 deReribB XAV I SERVIE paRet ALHVRS (i.canphcketpect ed

?g EQ?://V' edg\%{{ﬁ nt:hte R%%E?%gg as-srer}teé\d &et)t(lg TEE %eadeg tl?ee src]esds?on?sn clg\élgcli ch side the packet was
' A state transition diagram illustrating the 3-way handshake that takes place upon
opening a TCP session is shown in Figure 10. The possible input packets include RX/TX
- SYN, RX/TX SYN ACK or RX/TX ACK packets. The state transition diagram, generaily
referenced 170, comprises a plurality of valid (i.e. legal) states and associated transitions.
25 Note that TX indicates the direction from the LAN | to the WAN and RX indicates the
direction from the WAN to the LAN.

Upon detecting the opening of a TCP session, the NULL state 172 is entered. In this
state, a new session is opened in the session database and the following fields are generated
and stored in the session record: the received sequence numbers, timestamp, connection state

30 indicating the NULL state, maximum window size, maximum sequence number and expected
acknowledgement number. The next state depends on which side the packet was received,
i.e. LAN or WAN. If a RX SYN packet is received, the next state comprises the WAN
Requested TCP Connection state 176. Otherwise, the LAN Requested TCP Connection state

184 is entered. In this state, as is performed in all other states as well, the data corresponding
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i.e. LAN or WAN. If a RX SYN packet is received, the next state conprises
the WAN Requested TCP Connection state 176. O herw se, the LAN Requested
TCP Connection state 184 is entered. In this state, as is perforned in all
ot her stat 80 09M8P| , t he data correspondi ng 23 WO 02/ 091 PCU/IBEM16MB02/ 01603
to the recogni zed session as derived fromthe received packet is read from
the session database. One or nore fields are checked for legality, one or

more {1 el 45 At Gt Lsailrlad ftived 8351 AR alvia! A i L&D 1BACKe [asbhe
sessi on database. ~I'n state 176, the main checking performed includes
checki ng wiabaser Quigeor mBregfichdsawi cheryed fonlepality, ooe protnere digldpfre Hpdated apdifect ed

acknow edgg NG s \#}gﬁ&&%f&%&&ﬁﬁnd%ﬁatsé’ LAN initial sequence nunber, LAN
er, LAN wn

maxi mum sequence nu v ndow size and exglect ed LAN acknow edgenent
for the last pdntitga b6, tthe Meindeseliee pefomsdainstdes Rarckingt Whatherb&YN and

TX SYN ar eackcﬁcgﬂ,ec}?@%nﬁgr ﬁ@fela?e@%ﬁﬁ tRe %i&E@%%&@B%&g)Bﬁﬁ%ef?t TRE cdmdoioSYN ACK

nmoves the sessiom into the LAN Accepted T 10 nnection state 178 while
recei pt of staie, DA Vitizl GRAUFBSEIMbRe LAdsmpERUMpgeguonpronyiRr, LAt Wpdew fiep

Connect i on, 5t BedBBANRKE MedgTerd YD (1B %ash WrtfdE¥orand e datb gl and

do not cause a change in state. In these two states, simlar checking of

t he sessi oReceiphpiiig BENand IX MY 6p lpedl andedporot 6t & FtAg CUAREE- updating i s

conpl et ed, the gupdat gl aPEKAOBY CACK AERs Whd Gsbs8idn NAGKhE MLAN tArgeps@ISFCRN
dat abase. 15 Receipt of a RX A ile in state 178 or ?%Tl)é{oAt%( i.le in
e

) CK wh
state 186 Rennediopriate SEswhiltreeaptih@ Ry T EBKCHAYRS RS &5 “NRecei pt
of RX SYN AGkhts TEP Shhectoh sthee®r ROSHEK SN, @oabvRntKlend DX Syalse a

change in state, This represents the Oﬁqen TCP  session stat hvvhereupon each
TCP packet legai BaGERIBRHCRYE 2SRMIEE Bstate r [0 these L ealpsy Simjiler RRENEL] theSE 0P egal ity .

For exanpl Sirad@&H &N Efofedd Sncafilcidikine Woeaie ieddinplotadCl Bstiated ppemétersmed. 20
The maxi mum sequence nunber fields either for LAN or WAN, dependi ng on the

directi on @BrifERbask it the sysgondatibassgat ed. Thus, each step of the 3-way
handshake for Re&HINET 2RI BRKSHERI i BtaieS 78 YNATKCACK Ywhilt astdie tB6ansleptheket s

ot opor |y GG fh 16 CP TS LIBRGELEI Mb BFieBMaH N DA 35 A bt SRe
transi ti onAGKag T ACK|auslegadinddd doheuude-a\ehyindean etatea his tepmtentsahespepl&€e upon
03110 & IO S B S0 B TR | TP
ACK, RX/ TXfol dgaiseK (Fok Mampde, sEpancX nhkliérdnt)ackidotleigerhant trackingXs pGormepr esent s
regul a50 acﬁeorwax?gl = s%c?u%ﬁ&t um eri tlle?ds either for LAN or WAN, depending on the direction
of the packet, is also updated.
Thus, each step of the 3-way handshake for opening a TCP session is dynamically
tracked and packets attempting illegal transitions are rejected. Thus, only packets that -
properly conform to the TCP protocol are allowed through.
25 A state transition diagram illustrating the 4-way handshake that takes place upon
closing a TCP session is shown in Figures 11A and 11B. The possible inputs in this diagram,
generally referenced 190, include RX/TX ACK, RX/TX FIN ACK, RX/TX FIN ACK(FIN)
or RX/TX ACK(FIN). Note that TX/RX ACK represents regular acknowledge packets while
ACK(FIN) represents an acknowledge of the FIN packet.
30 The starting state in this diagram is the Open Connection state 192. Receipt of RX
ACK or TX ACK packets do not cause changes in state. Receipt of a TX FIN ACK causes
the session to move to the LAN Sent FIN state 194 while receipt of a RX FIN ACK causes
the session to move to the WAN Sent FIN state 204. Receipt of a RX FIN ACK while in
state 194 or a TX FIN ACK while in state 204 cause the session to move to the WAN Sent
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ACK(FIN) represents an acknow edge of the FIN packet. 30 The starting state
in this diagramis the Open Connection state 192. Receipt of RX ACK or TX
ACK packets do not cause changes in state. Receipt of a TX FIN ACK causes

t he sessi oW ®@/0%07W@ to the LAN Sent FIN state 194 whil e r @6&IB2/03603a RX FI N
ACK causes the session to nove to the WAN Sent FIN state 204. Receipt of a
RX FIN ACK while in state 194 or a TX FIN ACK while in state 204 cause the

Sessi on 1 OpPRNISa (e sANOECRL, A B 02/FQ 17 RRRCTCLBAGL QLA IBALAN Sent

FIN state . Recei pt of RX/ TX ACK packets do not cause a
stat e changjete clRagei pt of a RX ACK(FI N) packet while in state 194 causes the

session to noverdg tém&wlﬁﬂﬁ%a&é{\lﬁﬁlé\ln%@é 241 26ses ;A8 GRLIB todhowdtb TX ACK
RX ACK( FI (V\:%For TX 5 ACK packets do not_cause a stat egmg%rn_?g Recei pt

of a TX ACKeRY %@&AWW ga‘F#’@t%@"@WWﬁ%@@ t i ALY Fve to

the LAN;ACKegt M&tfd%&&@%@a&%chﬁ?@%&%m%f K REK (A Facm KGR bt or RX
FI N ACK packets do not  cause a

Recei pt o %&K or RX
FI N ACK( FI R84 qaaeer ghesespion i mope @ttléﬁle‘\l‘i@@@gw F%Sfaf§%%|3cﬁ9ﬂ?tc?f tto the

WAN ACKed hAK WMMW%FRXWINA@I@&@R&% nobeifudee Meehaip. 10 ACK(FIN), RX
FIN ACK(FIN) and RX/ TX_FIN packets do not cause a state change cei pt of

TX FIN ACK or TRecepheiAKER NFKFP&M@I ANRK{EEN) Pﬁchﬁtw@lezeeta@alageaut*ﬁ €sessi on
to move t0gdshigh M@%QMA@RMWP@W@'%@E&&&@@ RIIKTACROKE TX

ACK( FI TX_FI N ACK FI N packefs do not cause a sState
chaﬁlgeN%’Re FETINf %(W #F%?P;{@X/M tp%‘ﬁt‘?g 019t £3Ust & Sf’éﬁc%é%"ses t he
iSZSI %n t ORtQ& ; WE of Tﬁ)ﬁIﬂNl’Aﬁﬁﬂ byTX gllN hextfﬁt\l) vdh&é\lml-_sltaWQtMNaLSeﬂie sEdsi‘dnSE ﬁt e
ecei of a s e
session to °rﬁ5"9‘é‘3 & J’@ ‘Ef‘y é@%@é‘@xﬁﬁ‘ﬁ%\h SWF?tri}fsliﬁl WI‘—‘?@E f-‘gt e 210.
Recel p: of ]{C@éxmbél{m;f%/xmwm ﬁﬂmﬁmwk@mm&umme dhan@t ate %ig or
receipt o in.state cause
the session to Of?dug En{\)xgﬁéﬂgﬁ%[\lgﬁﬂﬁ%% i%%'actagseﬁg‘ﬁ SCSRY %){“cﬁ’FN, RX/ TX
ACK, TXs5FI Nreang tMeTWAWKEd NANCESKEAS! Skt BN smeUD8. Recdipinge TX FiNat e.
dynani oal | JCXENS Rt fE RE L FErS A PRI P FEGarEPaRd PN Ched
rej ect ed. WAN;FINDAM Sparcesateh@t  properly conformto the TCP protocol are
ot oco) 5 ng Ok eca: gt ACKIRR) PrR P ACRTRN) BEked SRR Ak BE b AkifiOr Ot her

protocol s as
of RX ACK(F]N) or RX FIN ACK(FIN) packets while in state 210 cause the session to move
20 to the Close TCP By FIN state 200. RX/TX FIN, RX/TX ACK, TX FIN and RX/TX

ACK(FIN) packets do not cause a change in state.

Thus, each step of the 4-way handshake for closing a TCP session is dynamically
tracked and packets attempting illegal transitions are rejected. Thus, only packets that
properly conform to the TCP protocol are allowed through.

25 The invention also comprises session tracking for other protocols as well,. A diagram
illustrating the packet flow of an ARP session is shown in Figure 12. Assuming two hosts A
and B, the ARP session tracking comprises opening a session upon receipt of a ARP request
packet. Subsequent ARP request/reply packets with the same socket are allowed (including
retransmissions). Preferably, a short delta timeout is specified after an ARP reply since an

30 open ARP session should not be held open for an extended length of time. An ARP reply
closes the session.

A diagram illustrating the packet flow of an ICMP echo session is shown in Figure
13. Assuming two hosts A and B, the ICMP echo request opens an ICMP echo session.

Once the session is open, only an ICMP echo reply with the same socket is allowed. No
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illustrating the packet flow of an ARP session is shown in Figure 12.

Assum ng two hosts A and B, the ARP session tracking conprises opening a
session upon recei pt of a ARP request packet. Subsequent ARP request/reply
packets w WO e@1®ane socket are allowed (including retr®63ABRAI6NIS) .
Preferably,. a short delta tineout is specified after an ARP reply since an
30 open ARP session should not be held open for an extended Iength of tine.

An ARP repl cl.oses, the se A diagram.illu the t flow
of an | CMP! &‘i‘f&"?é’é‘slsoﬁ‘iﬁrﬁnitei%ﬁﬂsq fehe; 68’?’3““31?’3“ %@‘%ﬁnfl ﬁfg"’? V\f?qﬁ(?g? lsiﬁ A and B,
the | CNPI eﬁﬁlﬂoe}i‘@ﬂﬂ@&fe&@lﬂﬁﬁ%tﬁ%d mt t@ﬁ&fbpﬁ&&ﬁés}i\e stess@itce t he session i 3\0
open, only an echq reply. w e sa et i,s a

02/ 091700 PCT/ |‘%ﬁﬁi’6‘g§“’iﬂ v t&ﬁ&#@ﬁ&r@?ﬁ%@? ﬂ??&?ﬁ”ﬁé&%ﬁﬂ%"eges%ﬁp °

ret L ansmi ssigﬁﬂa 14t iTHeZGMPdTésE@eEﬂbr ;ﬁelﬂ:uem;msbd)n Iﬂ?thastxted r Seld,i ICHP IbaddrePent ]
socket s, e sion. A di |ngte
packet 15 I o ag?r %fﬁjefc’% rrgs',lés6 apgg'?aé?rr o%"“ q(é@@s%lﬁss?%e/mﬁ e&%sﬁiﬂegl thé’%h&‘%\

| CMP nessagekears Brhegize kleetddrtiomm ¢4stes ofithe MR PHeadter Af IGVIH mesmmea@éet I P 5
header and_64 .bi 0 A P, d the
ori gi nal pH’E:’%é’te Ll TS{Wet Scc pOI q? 8‘1943 en(gglst%% a;l&%tﬁgﬂ%%P é‘g g’r. An

| CVP rressage;hmbeantomaudaéy rejemmdtbylﬁe radih Glechrimgssinge The dymaimioy filtey piaggssesul e

dat abase (i t he ex e, filter) her

aut onat i caPW e BEPE ﬁgtﬁ&]aptaﬁlsd %tﬁcm i ttﬁg SeSrSfééeg IM%&‘lzeldhIaécamrlgmt ‘ﬁ* | ter
processlés emﬂas;alatddesocﬂaats}adf el ceeted thy ﬂmrstahaﬁltqwmd(@e sesiorewastoundsludng sgspidns
recogni zed_acc rdl 0 t he
static fil {ec?g-n(;jl tF%\e(tl ﬁ/ﬁlgles%éﬁ% géﬁg’v&l aﬁg%ﬁ )the tlrﬁes@n%@i Q) @&é

eSSl on wa ses 1 on nition then
(1) an | CViessies Bagelifrdc @ en I@I&bﬂm\m@keamdll@mdwnﬂm comm@mwfr 13 phapgedof t he

session is r0 nnecti on
State 1's ol At AR o R R ra B o e <
bel ongi ng fooreydqti@ dge tosthis groq. Iﬂxtenhﬁécmlélg@@m@c(smlés vie thefﬁPéJ)@Pﬁe@?meSB@Célr nal
config BhsidetedP (1 CWP
TYPE/ CaﬁE) Ikl?lg oggdr:\&g[? @%T@ph&%@%@%ﬁ%&%&% \‘})n &Péﬁfgﬁﬂglﬁlger ed to be an
error. An kChPapaoket An MR gedset wigh mnﬂymblmmouldd@ reiepie¢ il ddvapceadvance
accordi ng ta«?coxtdh%rt AU }S, l:}hﬁbé &dbfLe dat abase. Sequence/ Acknow edge Nunber
Tracking I n acc ?ianc the [ nventl on, the main filter processing is

adapted to track the 20 TCP/IP sessi sequen e nunbers. A diagram
illustrating the sequence REAYBRF/ARKINMSAee NPRbSE] F?ﬁE‘ﬂ%rforned during rules

unbor | Cr acki ng CoREPPb e TGS ERa i e L pofpagliadet j (HEE B O

Open 20 TCP/IP session sequence numbers. A diagram illustrating the sequence number window

tracking performed during rules checking by the main filter processor is shown in Figure 15.
The sequence number tracking is performed by the main filter processing while in the Open
TCP Connection state 180 using the buffer size field in the TCP header. Assuming the x-axis
represents the LAN sequence number, the maximum WAN window size 240 in bytes is
25  subtracted and added to the maximum LAN sequence number as indicated by the vertical
dashed lines. The initial LAN sequence number is indicated on the left end of the x-axis.

The permitted LAN sequence range 242 is indicated.
For each packet, the lower limit is calculated as the higher of the initial LAN
sequence number or the maximum LAN sequence minus the maximum WAN window size.
30  The upper limit is the sum of the maximum LAN sequence number and the maximum WAN
window size. If the sequence number of the transmitted packet falls between the lower and
upper limits, the packet is allowed. Otherwise, the packet is rejected. Packets with sequence

numbers outside the permitted sequence range are rejected. Note that the sequence number
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TCP Connection state 180 using the buffer size field in the TCP header.
Assum ng the x-axis represents the LAN sequence nunber, the maxi nrum WAN

wi ndow size 240 in bytes is 25 subtracted and added to the naxi num LAN
sequence nweramoi ndi cated by the vertical dashed |ine®CcTAR®/MG1603t1 al LAN
sequence nunber is indicated on the left end of the-x-axis. The permtted
LAN sequence range 242 is indicated. For each packet, the Iovver limt is

calcul ated as the nitial e. nu or.the maxi mum
LAN sequenge? Fﬁcﬁv“s‘{q?”ﬁlée? &?cﬁff AR W ‘yl g &1 daflfl%ﬁlcerheén% f)é‘?{aplpinﬁlo is the
sum of theLmﬁhmmmArﬂtxsemMWevdﬂdMQﬂionand t he maxi mum WAN wi ndow si ze. |f

the sequence nu er of. t e.trans acket f n th r and
upper linits, ‘aﬁrﬁ@klg{s Tfting 4 ﬂa&@é’aﬁe %8}’%‘:%%“&365&' "‘B \l%e‘g“qgge %Tngé\fed
Packets w Hﬂxr@emuemacmgwmmhem:m&spxd&s@m ghewnid F@deseqmmmmovaedge are

rejecte Not e th t t he sequen unber 26-WD 02/ 091 BOZ 603 of a
recei veg pAURRST a8 ‘W é%l?grgc}f%dﬁe véﬁ?r\ﬂr?cﬁssf%ewﬁl?eff é?%g t he
swappi ng ofConde&idnastude V8Nrsipt thé ‘bﬁﬁerlsrze tflald ialthe ECHewrader. pAsmmngAhdjxays am

illustratin edge se ow.t racki rformed
during rul éegreéwgscﬁ‘f’ n'g‘ Hgysefl‘F“gcenﬁ‘?ﬂ g’immltgégdwmd%w g'ﬁo%ngtglmﬁg 'gtire 16.
The acknowsétgeed mdradddden the mmkiimg WAquﬁencermdnH:ey ag indicared by the berbeal
processing ile in nectd fer size
fieldint eficll’-’peﬁ Faré%mﬂ%&ﬂga%mfcﬁ umber?pmﬁlc?%&’%%gr%‘!#ér{aq’ftt G&N sgequence
nunber 10t h&hepexnittadnadkAbdiviaigedange 26% @ iRBidatadn Ty tdes qhschrsdmtha@kwlmd added
to the maX|mmV\AN r I gashed

li nes. Themim it ia a@gﬁgg&g&g@g@% ‘ne%%rdu?n% P?sdfe gc{?% E%En g @theren of the
X-axis. 10pEEke“pesmortremvaékmthé@@aIr@ﬁge 252 is indicated. The rules
checking for t OQOUS i Sgaquence
nunber as desct}? gﬁge enga%@ordagﬁgm et h v@l{x}ﬁoln HoNS kn ﬁlte\%\gﬁ&s&ﬁ &ml rlecel ved
by the WANopsrativak dmamncsllsndteeld thee Irales asnocm@owdan@er mto¢ply ﬁewalnmehtiinén t he
main fikte YOP 5 agi @Adynglf}ﬂgsga he rules
associ a%edg%%ﬁﬁ%%l ot pr ot ocollés&gls%\%e%%ﬂ %‘f"&ﬁ?‘?@g tFo ute not |g%n ted to,
ubP, | CWP Aﬁelwm@amnqqumm -equest/reply, control and error nessages,
ARP, I CWP fragnmentation and | P. Session Managenment Modul e I n accordance
with the invention, the sessi qussigagesRRht MBdiK € is operative to maintain
linked list for storing the sessions in |east recently used order. The
session 20 naragesedincenitlultiee jpedkion, the sasien alandgemeiti manler ie lopdrativg to o

mai nt enanc?nal% aldn Cﬁrﬂctecrl ?ilst ?Jr sttorﬁ%g the sessions in least recently used order. The session

20 management module performs several functions relating to maintenance and control of the
session database. The session management module fnnctions to check the validity of
timestamps (i.e. aging) of sessions stored in the session database upon command from the
CPU. When the command to perform aging is received, the timestamp fields of each record
in the session database is examined and those records whose time limit has expired are

25 closed. Aging is performed on the sessions in order to flush sessions that become stale and
that were not normally closed for some reason. For example, a session may age out if it
corresponds to a packet that violated a rule.

The session management module also functions to provide an unused (i.e. empty and
available) session to the CPU or to the main filter processing 54 (Figure 2) upon request. In

30 operation, the CPU/main filter processing requests a new session and the session
management module searches for one and returns the index to the CPU/main filter processing
respectively.  Similarly, the session management module also gracefully disconnects a

session that is in use when required, i.e. aging, CPU request, main filter processing request,
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sessi on dat abase. The sessi on managenent nodul e functions to check the
validity of timestanps (i.e. aging) of sessions stored in the session
dat abase upon command fromthe CPU. Wen the command to performaging is
recei ved, wW@oymmmwatanp fields of each record in the ses®CHABRAMGMIase is
exam ned and those records whose tine imt has expired are 25 cl osed.
Aging is performed on the sessions in order to flush sessions that becone

t al d h |
stal e an Ic althevgg{sﬁn ?r%aégﬁlréﬁpljné%le%lg S@pgnsf Pdw &9%2&} r\ﬂﬁ%ﬁl}@&;t %?aéamr E‘l ea

session nay a or respond:
The sessi ohashmnm@pamme hmbd%hléamllssasmhtdat@hasmsundeteér ovi de an unused (i.

empty and —aval Jn?e%a%?reéeﬂafhéap Aﬁ@%m( 5Pl Bed B SeafiReidhl st Bishd) hMﬁessi ng

54 (Figure 2) upon reques oper at
pr ocessi ng Figaepulds tByers tlmew Se:8I8 uscmccmdect ke as@sﬂsd)owdﬁbnmgeammm&meknt &

sear cheg fquo&%%ﬁ&dm d?tﬁﬂé oéetg% BdeXssibf is eﬂ@eﬁ’%@ﬁl 'aftfhb m@rlmnscpﬁsesm ng

respectively e ses on manag [so grace 1y
di sconnect $he doubdskinked 1ch@per|agy feferensed e pOrRRSiGE & Rlurality Oé sesgipnsPgo e

request, makg,d L LEGY oﬂfe? ogs §ﬂd"9 e@ﬂ’dfﬁ&me@im\/@hg QR 4PRe REGT 64 (BOZRO16 83

etc. The session nanagenent modh S0 opens new sessions wherein LR
poi nters arlmkedHﬁéﬁpﬁ edtte by thercoptgats 1948 fipik_bBRY dnderdres eagisten A23 alhepseséonar e

updated. Thel885by trhﬁq'@{kttéﬂfeﬂ%%@ﬂs (hlelgwst lebdMiy bded besSibf, UBtle e RidASBhe theadt F ack

session use IS @iown In gure 17. Every tinme a _session is recognized

(i.e. aBcessda}RUdinked!iskls eetmeégpbyﬁm sgtepli ok eheag LRI index_seg5@8 ¢ 22fhe i n

filter processi-fig sedsid@ nhRSRMER riculdlaRE Gkatds ahidYBaihi@ind the Fantilyarelbtiids bipdak ed
list. The doubly linked list, generally referenced 220, conprises a

plurality 6!’051§é§§43€3%asz‘%“’é’ﬁ‘éﬁlm%%?tﬁbmﬁa ‘next pointer 222 and a previous

poi nter 224. ThensSEss iiakedAlst i @ed & Het@hideh® théblent ihBk@Gioh datbassispRILNt ed to
by the contents of a tail LRU index reg. regl ster .228. The sessi.on pointed

to by this VigiseSR 1o EHOXS L2 peyk SEFsieR israddedn lp (hiy st thecleast mentlypiseds essi on
at t he jpeadesdidn Afcidsétank e rédoftk@eld doiskore thé ndWdielicdd to by the contents of a

head LRU i ndex _re |ster 227, he sessi Le al so

updat es and mai fit g‘?"ﬁéiatgﬁ@ fllnsiratine - e Apqtapdso ﬁb‘?ﬁﬁ? ﬂﬁnf% lgﬂﬁ‘g%@i UPn as
descri bed idropitich statsaéstoniabotiated Wi ahﬁ%ut pe{&k@ds $howh in Bigtte 6d. (The dpdaer N ne,
in the event the se Slﬁn dat.abase i.s ful Q cfzsmnto rermewhena
new sessi oftefod ARFEG™S r?v‘f’ﬁi“g‘e@é%aéCh“’cgﬁ%sﬂoEéssﬁcceiS?f ang 1 iﬁc?ﬁeéﬁond’f%pg €ion is

cl osed andafififedr ewak gefetere tb (Flgateom i paticiiy the saasions. 1aweﬁlmwm11s agsian,)
L) e T Dol RS b e LR LI by g Lo
updat e rrettchmé tailSto pedofn@ ftieatlose vee enly tus¢desebioa Tad magheslession is tegowddysted and
the corres Fs),e ing ! the n&?ﬂiﬁ pointer of the Previous session to the next LRU pointer of the Matched
session and (2) setting the previous LRU pointer of the Next session to the previous LRU
pointer of the Matched session (step 230).
25 The Matched session is then made the most recently used by (1) setting the next LRU
pointer of the Matched session to NULL, (2) setting the previous LRU pointer of the Matched
session to the contents of the tail LRU_index_reg register and (3) setting the
tail_LRU_index_reg register to the index of the Matched session (step 232).
A flow diagram illustrating the processing of the session management module of the
30 present invention is shown in Figure 19. The session management processing begins in the
idle step 342 and moves to the next step depending on the event. In the case of a ‘get unused’
instruction from the CPU or main filter processor, the status of the least recently used session
is fetched (step 344). If the session is in use (step 350), the session is then closed (step 348).
If the session is not in use, the head I.RU_index_reg is set to the next LRU pointer of the
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allowed. Wth reference to Figure 17, in particular, the sessions |abel ed
Previ ous session, 20 Matched session and Next session, the matched session
is nmoved fromits location in the list to the tail to beconme the nost
recently udaiox®s®don. The nmatched session is renoved by PCI/IBRAN6I3ng t he
next LRU pointer of the Previous session to the next LRU pointer of the

Mat ched session and (2) setting the previous LRU pointer of the Next
session to, j - ] 1 (gde$52830) . 25
The Mat che ages&%héﬁg%& en an@ﬁ’eql%ﬁgpr%%l{sm%ewg& %@qsuieegﬁlgg g pget ing the
next LRU [Jbe nextandprevines INNY ohitdrsod gl sgpsianoremionead, arg thyn sebfot tthaEebyr evi ous
LRU pointe f3shnery, d

fail LRU i r&} nltg'!@e MRt {éhs’et%gy us%gge%% gr§‘fr618 t&e‘ﬁ{@ﬁﬂ&&ﬁl&t%stfb Fj" he yused 235
register t (vamdbb; is ﬁdé& tf@fSEQSkP@ Jmmmae%@s@ddhp {lagt tepnfo@pthe GRU ordbg @pigr am
illustrati €15 RS ﬁ@g@ Nl e REM S0 &l 30

pr esent g| n\%ﬁ{ gﬁ%@%ﬁ%&ﬂ&ﬁ; |8)ur1e?s§e§ 3%@nmﬁs sfggn tr"mnagesrr%nteE)Slrfﬁcesm ng
begins in B8A®. idle step 342 and noves to the next step depending on the
event. In the casgngf ttheodt®lotihRiClom thd'8PUUGLLR S §int MEnaghUoHegiiBi N
filter processor, the status of the |east recently used session Is fetched
(step 344) checking Higeaets of g1 sessionp JThe idex spuEEOl indrewenisd $¥e0o302) and en ¢l osed
(step 348) gankbr £Q§s1§rﬁ§$&t&ﬁdg& ﬁi@ﬁndb}p cbﬁ?r@er)(s g_rb%a@ﬂhéﬂésshdﬁd@&lﬂeﬁﬂly inS set to
t he next LRU pointer of 02/091700 PCT/1'B02/ 01603 | east recently
used sefsi 3rF @inpeDhnespinlapRds felkbedisind &) Lithe teastamp iNpre teathep 352) .
The next a@&usﬁ"aﬁx\é'(ﬁuﬁlelsagioﬂﬁés'l%&iro%t)%teﬁm) $IRSE4sRA if GeRy@ep 316, then set to
NULL, thereby renoving t | east recentrég/ used sessj on fro@%ﬁkﬁh bgtu | i nked
list (step 354)If t@wessmau%wugfésor if\the seapipehgs dokaged py: ¥ eherkeS VRN ¢

di sconnect %e)?—rt‘:Quﬁté?Qs I%ésaeﬁhntt@e laﬂfijﬁlémsﬁ:éﬂ@6gowf Rhs, thenddRichunter fid ihdr@henfgdocessi ng
accordingly i ocess then r

Th tqQ |dl
(step 358)(5tePA§701:W§é‘PF ‘fl?“i"@diﬁfm%“%‘fﬁtpasﬁ?i’ %6?‘0 Eﬁrff lﬁéotdbﬂt‘@ﬁ%‘g?j?% ﬁgm‘é@%tg’l oﬁ

nmanager st o tRagdiNfilt fgﬁﬁkssxﬂg istihfoRied (Seprd60) 4 theeB&hdiSturnd feldle r(uﬂ@xa 5epunt er is
i ncrenent ed (step 3 the status of a fSss on i.s fetch edg% ’%tt t he
ep

i ndex-counter) ¢ ﬁéér&‘)“ illpytragipg, the regessipe; RETPFRGM 11 SFS¥0R oalt
366), _ the nﬁﬁﬁl%lopﬂmetpkeﬁ&ﬁ Erﬁrﬁfﬁmh&o Bﬁh@heﬁmﬁ% ﬁi@wﬁ]ﬁhgm’efmt tiehet b mmbﬁmp is

nore than the  actu a ( t he
session i s %B§IgddHEs ngi%"t%éﬁ(‘ °flt’?e Iﬁq‘gh tdﬁte? g@ﬁo?&lﬁﬁ :?nésralﬁofp?{)ﬁ% Sessi on
has not ag@ﬁb dppopridté plaé‘e 1ﬁhl&£>1ﬁ@§1dln¥li&&ﬂ1§t€(§teﬁ bg2). iThel exthodthed esturhsstoltieskllet han t he
| ast % ste%) %g? If it is, the index _counter is incremented (step
370) arfd t KEERIMEE) continues with step 364. If it is not, the timeout
check is conpl epAeflowl Biaglam iMastratidg the girodessinpessfoaed by thafsession dnafadeeent360) and

the method %t 16 of THe preser% mvegxts énetg ci%%? )a 'session is shown in Figure 21. If the session is

closable as specified by the HLD flag (step 390), the session is cleared without modification
of the LRU pointers (step 392). The method then returns to the Idle state (step 404).
25 If the session cannot be closed (step 390), and the request to close was due to a
timeout check (step 394), the session is not closed (step 396) and the method returns to the
Idle state (step 404). If the close request was not due to a timeout check, the next session
pointed to by the least recently used session is fetched (step 398). If this session cannot be
closed (step 400), the method continues with step 398 and the process repeats until a session
30 is found that can be closed. If a session that can be closed is found (step 400), the session is
configured as the LRU (step 401). The session is then cleared except for the LRU pointers
(step 402) and the method then returns to the Idle state (step 404).
As stated above, the session management module also functions to maintain four

family relation pointers in the session database that define the family relations of the session.
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A flow diagramillustrating the processing perfornmed by the session
managenent nodul e of the present invention to open a session is shown in
Figure 20. Wen a session is opened, it is placed at the tail of the LRU
i nked | i sw@eX®p70880). The session is also placed in th®CIAPR2MI603at e
place in the hash linked list (step 382). The nmethod then returns to the
ldle 20 state (step 384). Aflowdiagramillustrating the processing

per f or med he s i enen ) . Qr | F lon to

Ol ose a sotks oty SRR A SNEIRE ol g brd @6 9° Blbraf IHERIET
speci fi ed thy fahigy pdiferk Ifaga festiep iSMOyn in Rpuscdsi Bavhissssihean devevd panentit

modi fication  of 'the It 8L 39 |LuEns to
the Idi o stare aedBiab B S, AT B ke 08 oDl G, BIGRPCHETS )
and t he r efiusesttildtaod ndxt/previgrsbrdiher fointeas thati arewet teimmpidmepse donbhdipked kishe
session.i s, not cl the method returns to the Idle state
(step 4?)4) ?etW?entsﬁS%%%ﬁqgétZla‘%gaeﬁ%g%ep\%gg' not due to a tinmeout check, the next
sessi on  poi nt dtkldso33836 inhthe|sessiin databesntakeyusgd dol stoess the ofamily relation peigte( st ep
398). If thi si-Qn &ann thodsant i nues
with step %%mgt%%’ t]ﬁig pr ocgetslqstgrgse%gllg%z‘%g#%i Fégmgg(g? g%ﬂ%gﬁ?s fofm_d t hat can
be cl osed. clpfed by Sresession mahager Ganduséo hepsbehetksorfto make oemdyr UBY)sessiofle sessi on
is configyr ; . 1Ok drdindiPEN cl eared except
for the LR eg%lslgl?g%@gerbgé%gﬁgg%)u%g%%ith%%gﬁ@ﬁ%tf t?#én érgtur ns to the ldle
state {&tep 404y acoaplangeawish thehimesent inventiene shsi Bmiliwantgsnerausefolgupscally so
functions Bl seb QM5 thdt BFlohy td Bk Ahh® BydRRAHRL S Hr ekbniplE FEPSENRE

dat abase t og‘fjgggg |_nenn%eéue&{san%fl Or%lga'?kl ons .g%p(ﬁ%e sessi on.rméag WO 02/ 091700
PCT/ | BO2/ 0408 twihdi{ffrenti IGP/IP spsatons @ cpeioh sassien e poripladndadiatintsifione Pettosi ng of

a session. o\ grpgb AN sl thd!SAbAlsbddBn WHAE FTAMhb Ys BRIBIEESsibD! Ganefll§ SdnN | S
shown in Figure 22. Each session can have a parent pointer that _points to

a parent s&sdlyeation ixpossible 8ring te fdmilverointernglongor i the Frmher PhUHER B to its
first ??! ! Elo?'ﬂ@!_a fas&séiﬂ%ﬁa%&tuﬁn@wibﬁ%n E&Oéuﬂ%&fe& tineh @faentS@dlod @ th5pl enent a
doubly linked |is 5 between sessions that have the _sanme parent. Fields
33-36 i n t AesedviashRIftigpgeu apskanisms, the sgsionymagagerisehibe famiy| RO 0 Gl98R poi nt er

i nformati 05!1mIElﬁ)séqﬁéHtlgléreﬁt%h@Js&i@x&%hétb&é@%tf@&‘anﬁrye deternmined by the CPU. If
a session is closed by the session nmanager (i.e. dqu _tg ti meout .check or
‘i

to make room f oYm§tiAey ek al th, ponneqtings & Jstdo FMBHFLOS o FEFRIE Vet o

updat e t hepdsaible! tiat PR dpbReaSioR 66RAE MeHgYonlylBe kHilPsEHiniRNE @eidd df tinfte Ipr esent
i nvention, the fam|l

Y pointers are used to | ogicall connect be en
sessi oRS t PRAET tBéV%ﬁ(j%f‘Bg thspaerheonial seisiondy & ﬁﬁ&?““&%ﬁﬁﬁf’@fnsﬁlf’&séwi ce
opens two ghif theeDtbit HoRlel RreS € SdidN The SesGiOMintieerSHAH Hibidlose A spssibh thidflhaand a

data sessi gnn o;%rr}ecp ghciltd session (i.e. number of children > 0) and an whose HLD bit is asserted.

A

When one of the family sessions is closed, the session manager is operative to maintain all

the family pointers, i.e. close all its child sessions (if they exist), update the family brother

25  sessions doubly linked list (if it exists), decrement the number of children of its parent session
(if any exist) and update the parent/1* child doubly linked list.

A diagram illustrating an example family relationship among a plurality of sessions is

shown in Figure 23. In this example, a parent session is related to a child session that, in

turn, is related to two brother sessions. The first child sessioh is also a parent session having

30  achild session that is the grandchild of the upper parent session.

Computer Embodiment

In another embodiment, a computer is operative to execute software adapted to

perform the dynamic packet filter method of the present invention. A block diagram
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20. FTP control is the parent session while FTP data is the child session.
Cenerally, any famly relation is possible using the 4 famly pointers
along with the nunber of children field 15 (10) i.e. any nesting

par ent / chi WD e#91L108at i on i s supported. Wien a parent sessﬂ’@ﬁ/lB@/‘)ﬂ@:’be
closed via LRU tinmeout mechani snms, the session nmanager uses the famly
pointers to close all the subsequently created sessions that belong to the
famly. So : bmAtk ! 51 ki f6th Sdapiehtig gg&ﬁ{ﬁe For
exanpl e, E[EE&ME@%Q%D @ % &\te appflé ggstélngrtl&\ %nnect samtfy ng) only the child
sessi on fodyrarrqnepa%d fdfentig Wéh SP%lonzaclgngi@rethOé Al presshioipivendion FeshomPent
control Seg r24b)fh£ %ﬁtel’n Heq&g ra%%ﬁm ?F@nmur!@}x&?lcfe\ﬁ@etsﬁcﬁﬁ% Illﬂfp bit in
t he parent Session. The session nager w not ose a session that has
an opened ecdliulad telephignep mablg medennmﬂmdbandfm@d?m,dﬁp@m BCoyetwiorly tEAPSIUBNISEOTHLD bi t

| S assegt e, w%%ﬂm Mént qetv&d?l@dév%po}' ?(n}ﬁ&ﬁe?'vﬂx%ﬁ o}' @1r91£s?%@rﬂmuﬁx&%oﬁs%$fc9n
manager i s oper to maintain a y pointers, 1.e. close all
its child Tesddivisamay b¢ canptaigted wsing gny combinatéontof barfwiare #rgdlobFQﬁWﬁéﬂr 25 sessi ons
doubl y |1 nked 'mt coﬁd futet byseXd Ln%}auydf@ﬁfeﬁma%ot DinpRisdineErodssof Dbk el Of i ts
parent session any exi st g ate the parent/1st child doubly

| i nked 1i stnay/bedq eiilaISL?sFPCd?qoﬁtﬁOl f BSCEAPHICEsSPla FRiFrgcompRieh i HHEh PP among a

plurality epgReRs, @&tral ﬁroce‘é&?’\ﬁhﬂ (cxﬁnamr n%i%mgﬂam Fobés%r?ﬁ@l’})"ﬂle stB@r ent
session is related to a chil essi on tpurn is related to two

br ot hed0 s e§xihengomprises static Feadcenly Hle@é%(Wj §66aFr§30d3ﬁaIB’ﬁrlﬁﬁ1'ﬂ mepOB] Grf-havi ng

30 a chil dR%@%@ A1l iR nniufichtd vahandshiek@r. OfhelphReddBLAIs A LoRhuE £8i5H,0N.
Conmput er Enbodi ment I n anot her enb nbodi nent, a conputer is operative to

execut e soVieviabws Rdayited tpgber 9& prinhgt Aevicey ekt a&aeweé{defi i1 e CoOmBt¥od of
the presengyiepvention. A block diagram 30 WO 02/091700 PCT/1B02/01603

Il lustrati ng an_exanpl e conput er \ﬁrocesm ng systemto pl atfotﬁ%n ggﬁ)ted to
perform the dyﬂ&rﬁei’:‘ci)’éER‘E‘FCt‘fq oV AN SRSt a8 fedntermet v WARGRERRY of the

presentsi Nyt in@adeS coMPIVEs wikedUlafd/d . wilds sm&t:f@m NBY oRe drNGefepOWANed
within a comuni.cations qew ce such, as &oﬁﬁ g IuI tdel %ghone cabl e
nodem br oSUBE cartf‘B‘HéEﬂnn‘T S pLapmupeations {/QorReessing &/ ?fﬁ 3ip BVERR theni ng
SQU! prent, Wm\ﬁﬂérﬁcd@wtﬁeprﬁéess%ﬂ}’ﬂﬁﬂ utét §y8@mas alvd d’oﬁnitl)d&féa t@@DﬂNWﬁaiald ons

evi ce. usin conbi natjion o r dwar e
and/ or soff@l %ﬁ@g’f‘%ﬁ%{ﬁ éﬁeig@t g‘?ﬂm‘ﬂ%ﬁ? %el V%PEIF‘EFE’HCGIB BEpon g rises a
processor B&Apu&msgdaem rmaypemve tma@mtﬂe}dﬂna ifboth® paken froml the MleN to the
m cr opr.oce , .m r central processing
uni t (@ﬁ’U) igg{a&p&“g%f’r“ Sf ﬁ Fe"o’b‘rt@?éég ﬂ%ﬁi C@ﬁ"é‘%‘%@?’?r@m 10 further
conpri ses st atiA&n bptagdalousksy infeefaey ¥76( fesgvhds? @busanitpaty Bedprovides feedeckosnd (e. g. ,

other status information. A host interface 278 connects a host computing device 282 to the

system. The host is adapted to configure, control and maintain the operation of the system.

The system also comprises magnetic storage device 268 for storing application programs and

25 data. The system comprises computer readable storage medium which may include any

suitable memory means including but not limited to magnetic storage, optical storage, CD-

ROM drive, ZIP drive, DVD drive, DAT cassette, semiconductor. volatile or non-volatile
memory, biological memory devices, or any other memory storage device.

Software updated to implement the functionality of the dynamic filter of the present

30  invention is adapted to reside on a computer readable medium, such as a magnetic disk within

a disk drive unit. Alternatively, the computer readable medium may comprise a floppy disk,

Flash memory card, EPROM, EEROM, EEPROM based memory, bubble memory storage,

ROM storage, etc. The software adapted to perform the dynamic packet filter method of the

present invention may also reside, in whole or in part, in the static or dynamic main memories
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RAM 270 all in comrunication with the processor. The processor is also in
communi cation, via a bus 262, with a nunber of peripheral devices that are
al so included in the conputer system The device is connected to a WAN 280
such as thavooxmieet via a WAN i nterface 272. 15 The i nt @CTraB&/0aendpri ses
wired and/or wireless interfaces to one or nore WAN conmuni cati on.

channel s. Communi cations 1/0 processing 274 transfers data between the WAN

interface and the cessor. The ¢ ut er stem to a LAN
2751 a2 ONER UGER NP G APy Chperoomit e e g i FRBRSRESR:
i mpl ement amioeprodesson prcradompnier, IS, ete dmguuel eremepdt em i s oper at| ve to

dynamcally filte e out bound
packets from t I’_ﬂ{iﬂ)tb’g%{ﬁﬁ “Q‘a%{ﬁf i n]; éhgcgz] P F@%g}é:%h?n%&%ﬁ mag aﬂj{]egtgr
interface ﬂﬂ;ﬁemmm}nomsdef the ngetion nqnuﬁtgraﬂijcmumu ﬂ@é pfrwjﬂmtbﬂ@ a&h@l arrgjisher

stat us t S ce 27 ts S u devi ce
282 to he%Ps%%k Chl ﬁ%ghérst ngcafggn p%%ﬁ% o%p cldgljc?fg‘m fSAgﬁ?)f’) Mr gsr?m nt ai n
t he oper at lmpierma‘ntambﬂ asgismemomniheatmpsymmbwtsconprl ses magneti c st or age
devi ce 268 for o t

conpri ses Corrpulfgr ntreré@rkgg%ga{? t{e %enged J?Jn%g c@)@%ﬁ&%ﬁ%?aﬁgé ad Jﬂ a%?ﬁ‘ﬁgw tabl e
menory neanwentioo| thati faly veithin m}m snlmtnande&doneoofhﬁg ngesent swentlage Asoprrhezeils

st orage, q%odlwog{ !mt\é%lharéef will 4 Ljeéltﬁly OR\{Ptquc')s\é @kﬂl%-g tﬁ@%ts atd Rien®@MhA faduct or.
vol atile or non-vo bir o évices, or any other
menor y 18t ofmaediodendtcbe lgeifesiv\m éhm;b\a@tﬁtbdmtr@eq Pl @Wdﬂnwﬁed@&?ﬁ?fll ksl ty of
the dynam aolddihdy, illinl i WCapBleBREN tha AulNEHUAhs! SodHHRbRL Guifilhde On 2
conputer rea as a netic a disk drive
unit. Al temanbs w@ﬁﬁdt% fﬁélmcgmﬁbmtbfrspnréa i5PRe qfﬂmnywwe@tmpn se a floppy

di sk, Flash nenory card, EPROM EEROM EEPROM based nenory, bubble nenory
storage, ROM storage, etc. The software adapted to performthe dynamc
packet filter nethod of the present invention nay also reside, in whole or
in part, in the static or dynam c main nenories 31 WO 02/091700
PCT/ 1 B02/ 01603 or in firmvare within the processor of the conputer system
(i.e. within mcrocontroller, mcroprocessor, mcroconputer, DSP, etc.
internal nenory). In alternative enbodi nents, the nmethod of the present
invention may be applicable to inplenentations of the invention in
integrated circuits, field programmable gate arrays 5 (FPGAs), chip sets
or application specific integrated circuits (ASICs), wreless

i npl enent ati ons and ot her communi cati on system products. It is intended

t hat the appended cl ains cover all such features and advantages of the
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invention that fall within the spirit and scope of the present invention.
As nunerous nodifications and changes will readily occur to those skilled
inthe art, it is intended that the 10 invention not be limted to the
limted nuN®e2/@t70énbodi nents descri bed herein. Accordi n®CFIB24016031 | be
appreciated that all suitable variations, nodifications and equival ents
may be resorted to, falling within the spirit and scope of the present

i nvention. 32 WD 02/091700 PCT/1B02/01603 What is claimed is: 1. A nethod
of filteri RELAR clafipdts: Packet stream said method conprising the steps of.
establishing a session database adapted to store session related data for a
plurality of sessions,_each session corresponding.,to a, socket; 5 opening a
new sessi o upoft “}cg’engﬁﬁte&f’g%\“@B@Wé?kewar&rsé‘ai“t?a?fi§°’§RIE§P‘&§}‘€1 sePsef d sessi on
dat abase; recogiiaBiifBga seRHRIdAALAS 3Pt Stoml skdiod rélQECHALbr pRhitity oM
accordance wth its associ gt ed socket; rocesa{iﬁng t he session data

correspondi ng to safd ' PecBC é‘ﬁs‘%&q{@fpoinﬂ‘géﬁ’@osf’ hce with 10 a plurality of
predefiged rul espehifg @ Qe EekiBn RPACREEHLVY alsbskel AdB pre®idslyltored im@iddesidaer to
all ow or deny said received packet in accordance with said processing
results. 2. The net ﬂ?}a’aéeccordi ng to claim11, further conprising the step of
updating the comtdhizing Dbession ds@ert onitlat @bawe padked(f Qochadnes Wwithhitssai d
processing results. 15 % Th{fst_mat hod according to claim1, wherein said
step of deciding coRPTEEE™ 4 oni ng said received packet if said received
packet does notprydesdimpitie ssyiorodats eor@sdhdingla daid redeivep paltelih aedrdandeadth 4. The
nmet hod ,according to claim rein said step of .decigding, conprises

denyi nd8 said recei 98 r%lgc‘#é’fe\g(lgﬁ“egéﬁﬂﬁs tPéﬁrgfa&FngocﬁﬁfWéfsuﬁss vi ol ati on of
one or nore of deaidthgpihettet itd yllof or 2Bnyp saddl @dceived] padkbtesn. acbordabhe witht datid
according to claim ltocgsg%%h r..conprising the step of renoving unused

sessi ons from sai d S6SET0R ¢ I?ilEséabase. 6. The nethod according to claim1,

further conprising the step of establishing and mnaintaining a |east

recently uged (TiRWethpdarriopding taleaim (Li Hrthtvgompriping thresiep oA Mpdatiag the ppniansi n 25
nmost receng}%imgggggttg@s?ﬁ%cﬁggagggQﬁ@gidalgroge%gtr@guhs.and | east recently used

sessions are store
15 3. The method according to claim 1, wherein said step of deciding comprises allowing
said received packet if said received packet does not violate any of said plurality of

predefined rules.

4. The method according to claim 1, wherein said step of deciding comprises denying
said received packet if said received packet is in violation of one or more of said plurality of

20  predefined rules.

5. The method according to claim 1, further comprising the step of removing unused

sessions from said session database,

6. The method according to claim 1, further comprising the step of establishing and
maintaining a least recently used (LRU) doubly linked list having a head and tail wherein

25 most recently used sessions are stored at the tail and least recently used sessions are stored at
the head.

7. The metho.d according to claim 6, wherein in the event said LRU list is full, the

session at the head is deleted and a new session is added to the tail.
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7. The method according to claim6, wherein in the event said LRUlist is
full, the session at the head is deleted and a new session is added to the
tail. 33 WO 02/091700 PCT/1B02/01603 8. The nmethod according to claim1,
further como029mot he step of renoving sessions whose aPSChgBeaehs

ti mestanps have exceeded a predeterm ned threshold. 9. The nethod according
to claiml, further conprising the step of establishing a hole table
conpr|5|ng a pl C of
nconpl et o Bockar bl ReoREb hinf ok ERGRARMY B o8y YPLaFing dAEEls O

wher ei n saiwhost aspcipfed Epestimys havaexeeedessaspredsteripapibieskodd.t he st eps of : stori ng
session data related to said new session in said session database;

cal cul ating, a h?ﬁé‘m&’tﬂ&dlﬁzc&ﬁx Fh@cﬁmKeﬁnﬁé%&ﬁ%ﬁ@mt&@rﬁs&h@m aSRES| ON;
and 10 storing said hash ue in a hash ta he net ho accordi ng

to claim1 tah}m@lr@rlﬁn&aplaragwér%?rdﬁ RACB ETreSIHEE B UGB! ofdRiIPIFEECkPhe st eps
of cal cyl atjid@nadonash val ue on the socket associated with the session to be
recogni zed; Iooking up a hash pointer in a hash table using hash result as

i ndex; d f d dat ab in.
accor dance Wi t nTELFHHROSFSENT EoFem dndPBRogi SPRGT SAPIMCASEN oI { he

retrieved &m@i&ﬁﬁesmattem&ﬁ t he socket associ ated vmth the received session.
12. The met hod accordin ml, wherein sa f _processing the
session data 2005 Pa ke il e pote e 360 St BiBree Pon cont o
protocol (TCP) cymintingsa lmandatredoahe fockdt hsodaebwitnsatorprsessies; aad TCP openi ng
sessi o 13. The meth C claim1, wherein said step of

proces 1)ng t he %%‘?lsmgﬁa Vgl% ar&%rs'tlltg%s tracking the state of a transm ssion
control protocol (TCP) cl OSI ng handshake if the session conprises a TCP

cl osi ng sedéi onThemethad apppedipg ity lpimcb oWy seid gemiofrecosnipieg &i 19558 d st ep
of processi.pg ﬁﬁ?thr??t@;%o@n data conprises tracking the sequence and

acknow edge o? sal d session against a window if said session conprises a

transni ssi on copffiquisting? slp¥ane quitmpgockes ssspigied With thasasserHe de 5FOgRZALt or i ng t he
state of a compiir@ty ARSh SEKE iRD hashUble THRNOM reaRIPAd iBERY the steps of,

15 retrieving socket data from said session database in accordance with said hash pointer;
and
recognizing said session if the retrieved socket matches the socket associated with the

received session.

12.  The method according to claim 1, wherein said step of processing the session data
20  comprises tracking the state of a transmission control protocol (TCP) opening handshake if

the session comprises a TCP opening session.

13.  The method according to claim 1, wherein said step of processing the session data
comprises tracking the state of a fransmission control protocol (TCP) closing handshake if the

session comprises a TCP closing session.

25 14,  The method according to claim 1, wherein said step of processing the session data
comprises tracking the sequence and acknowledge of said session against a window if said

session comprises a transmission control protocol (TCP) session.

15. A method of monitoring the state of a communications session, said method

comprising the steps of:
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34 WD 02/ 091700 PCT/1B02/ 01603 establishing a session database adapted to
store session related data for a plurality of sessions, each session
corresponding to a socket; recognizing a session in accordance with a first
hash cal cuMQ 0249190 t he socket associated with a recei ve®ChHdBRax6035
recogni zing a hole session in accordance with a second hash cal cul ati on on
a partial socket associated with said received packet; reading session
data from sai d GRG0 a@@ésﬁaﬁ%%ﬁbaséé‘d&gﬁﬁ‘%&&bﬁ@es@ﬁﬁ ?ela@é“dscﬁw Rig lumllr?bbf ei t her
a recogni zed session or a recognized hol e session; tracking ection
state of said sessi GWSIQWdeaéhtﬂéWrr@frsmoddlB&@taéo%\‘gfal nst a plurality 10 of
rules to det er ingnhldhsibe idhbatafle 48% AR fehCGRLNEH BREKLloANd
writing updated séssion data back sal d session database. 16. The

met hod accor di ng toaﬁp‘aﬁtPﬁ‘I@aWFéYeélphc@hl d step of determining to allow or
deny conprises.al hiQMYg Q%oﬁ%bﬁxoﬁ%@écﬁﬁ%d@%&ei sebcfndsfﬁdhctafcﬁﬁﬁénvcﬁﬁa pagyet does
not vi ol ate any ofg sald plurality of rules. 15 17. The method according to
clai m 15, wherein s&pfetassopaigd WH’éﬁ%‘?WF%YQ‘F@’anGtsaI | ow or deny conprises .
denying sai d r eegineesNACER] frbh SR Qsﬁ&p@ata&gé BAE k&lior 8ath Rss¥tiRbdbii@n of one
or nore of said plurality of rules. 18. The nethod according to claim 15,
further conprising €itksrafespanized ?eéwfr‘fgje‘iﬁ’ﬂ’ﬂléf‘@dm e$e8i8fons from sai d session

dat abase. 20 19raciliB€ a ¥BiinB&dn @@&fo@hlﬂgests@n Gh BRIy safdtgfawwgrammﬁﬂamyng the
step of est abl i shi ng and nmintaining a |east recently used (LRU) doubly

li nked!Pi st having RFReeaHP deiremipg whethgde aljow or denyisaid aeceiked BACkFE@Bd sessi ons” are

stored at the tgiiting@ipehtdd@asion das Batklidto W@ S@SRLBAS, are stored at the
head. 20. The met hod according to claim 15, further conprising the step of

renovi ng s t1.Mestanp ave .expe

pr edet erm' d ?ﬂ?é@%&ﬂd&? ngat?ﬁgm?ri% ‘%Hmé&%b ge 3‘1{:} nmrfl%ﬁ% g‘g%wﬁnyﬂ n said
step of opesmprjesalioeingseidseeived pakyrif shbretédiedphekpsdoes notsiaate ay ofesigi on dat a
related to lsaalg, ne vi/esesm on in said session database; calculating a hash
val ue on tRE“SEkEt ®associated with said new sessi on; and 30 storing said

hash value in a hash table. 35
15 17.  The method according to claim 15, wherein said step of determining to allow or deny

comprises denying said received packet if said received packet is in violation of one or more

of said plurality of rules.

18.  The method according to claim 15, further comprising the step of removing unused

sessions from said session database.

20 19.  The method according to claim 15, further comprising the step of establishing and
maintaining a least recently used (LRU) doubly linked list having a head and tajl wherein
most recently used sessions are stored at the tail and least recently used sessions are stored at

the head.

20.  The method according to claim 15, further comprising the step of removing sessions

25  whose associated timestamps have exceeded a predetermined threshold.

21.  The method according to claim 15, wherein said step of opening a new session
comprises the steps of:

storing session data related to said new session in said session database;

calculating a hash value on the socket associated with said new session; and

30 storing said hash value in a hash table.
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WO 02/ 091700 PCT/1B02/ 01603 22. The nethod according to claim15, wherein
said step of recognizing a session conprises the steps of: cal cul ating
said first hash value on the socket associated with the session to be
recogni zedwW®029s0dng up a hash pointer in a hash tabl e uPCRIBEAINGN3f | r st
hash result as an index; retrieving socket data from said session database
in accordance with said hash pointer; and recognizing said session if the

retrieved spck bRi6,eSRC SQfd Mk B oedifff h Ve dionessi on.
10 23. The%)r'ret ﬁ%h(fn%%tggh?a?cng tg(s)gcﬁgl}nm?%ﬁﬁé\f\ﬂg%g}d# sﬂa:f)d s?ger% 0 rect)gni zing a
hol e sessi camprisenthe $tepsofit he steps of : cal cul ati ng said second hash val ue on

said partial sqgkqfids sciﬁcg ?ﬂs‘i ?x%%élﬂ b ?nesfo.%s& Oa@sotcﬁtéd QﬁthLﬁG Qekdfof & bel OOKI Ng

up a hash pointer in-aft e using sald second hash result as an
i ndex; 15 retrievi ngeopeiizefial socket data from said session database in

accordance wi tNogalddhasth polfdr i £hash BB uSHE YENEAL Dok 2&lichs BRlBe3€SSi on i f
the retrieved partial socKket matches the partial socket associated with

the received s&8iieying soplket datyEomsaifh spysion eaibaserip ascerdancs whith s5jd haghepidieR sai d
step of tracking saigy connection state 20 conprises tracking a '
transm ssi on control prot ocolrbi%TCP) .openi ng handshake if the session
conprises a TCReenBBiAing sid gsuonyif the yesrieve sockplipaiehes the sgckiet agsosigted With fie1 5
wherein said step ofechik@Ckisid sai d connection state conprises tracking a
transm ssion control protocol (TCP) closing handshake if the session

i TCP..cl osj ion. .25 26. Th th di | ai m 15,
wherel 1 saft sCRE BRA ST RLAHE Lo NHeEt BIF LT ogUnEF F oak ¥Pithid ng 1 he
sequence asghp@Rkstaedtedge of sai d session against a window if said session

i1 Ter for fi1 BrmRganohpnt s SepRoati e Al Vit ad oAt abase
adapted to store sessteospnized;at ed data for a plurality of sessions, each
SEsS1 on corres qg&grilgn ath(a)lshapmsn?e(% lfne 1 1;1asl:13 gble using said second hash result as an index;
15 retrieving partial socket data from said session database in accordance with said hash
pointer; and
. recognizing said hole session if the retrieved partial socket matches the partial socket

associated with the received session.

24.  The method according to claim 15, wherein said step of tracking said connection state
20 comprises tracking a transmission control protocol (TCP) opening handshake if the session

comprises a TCP opening sessjon.

25. The method according to claim 15, wherein said step of tracking said connection state
comprises tracking a transmission control protocol (TCP) closing handshake if the session

comprises a TCP closing session.

25 26.  The method according to claim 15, wherein said step of tracking said connection state
comprises tracking the sequence and acknowledge of said session against a window if said

session comprises a transmission control protocol (TCP) session.

27. A dynamic filter for filtering an input packet stream, comprising:
a session database adapted to store session related data for a plurality of sessions, each

30 session corresponding to a socket;
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WO 02/ 091700 PCT/1B02/ 01603 a session recognition nodul e adapted to search
sai d session database for a session whose associ ated socket matches that
of a received packet; a session nanagenent nodul e adapted to maintain said
sessi on daMbex®110acl udi ng addi ng, del eting and nodi fyi n@CTABeYM6NS i n sai d
session database; and 5 a main filter nodul e operative to track a
connection state of the session corresponding to a receive packet and

checking sai d cognes! }eeégnﬁ&)ﬁltgﬁ)dagadhsﬁ%? %asgiegrg @zli% %éési% datiBAbERr b QefiRbaer M ne

whet her to all ow or deny said recelve e dynamc filter

according to clai m poseipreriatetsoskat tnafphesthatiof 2 weeeiyed padkalpt ed to write
modi fied sessi %s@ﬁéﬁm\?ﬁ%ﬁén?mg%lg'agap‘feﬁifé'rf?zﬂxltgi g%@%%iogfdﬁﬁﬁasé RRIuding

determ nation is nade e to allow or deny salid receive packet. 29.
The dynanmic filter adédies diletigs el mpdifyingzyssiophiaseid sesgian dptabaienandi | ter i s

adapt edst o al | a5 e xﬁ&lﬁl_%iog&%lé% K& o c%gﬁe@iiﬁx SRCF IR RACKEIpSREE NOt

violate any of said plurality of rules, .. The dynamc filter according to
claim 27, wherein sé& @roegivapacketiasd checkingspidesqnagsiinn staderpgdinglet BUAEY Hacket i f

sai d recei ved packetyjisto hdlentiidhieiteto Aflow BEdeRY saitDb&iveli picbed plural ity of
15 rules. 31. The dynamc filter according to claim 27, wherein said

sessi on mapagenent. nodu i s _adapted renpve . unus sessi o fromsaid
sessi on da?gbas e dﬁ?ml?hger écﬁ‘?%t%fcﬁl“f‘é?’ whergip Eﬁlﬁﬁ‘a‘flglﬂﬁrl léf‘?%ﬁp‘fg,%ﬂx/ﬁ rein
sai d sessi gRdifBdagesEdta At oesaidi sSssivd dptabade ifter @6 idetainiisdion sdnadeaivhetatm a
| east cent| doub{§ |l inked |list having a 20 head and tail

‘0

r Y usgd %LRUC) .
wher ei A9 not2lP o8 sy el e Ve ons are stored at the tail and | east
recently used sessions are stored at the head. 33. The dynamc filter

accordi ng 29 clHBieny2imic fileaedordisgtodlage 83, witramsaidyasie filterripetiabted to allowdapt ed

to renove ' : oy '

predet er m %azcgéki?ﬂe?@\gﬂgﬁg?ﬁg%&?f&%ﬂ%{%gﬁg%ﬁ{gg?el #? éfsag?glgfﬁgfgfg@te% claim 27,
further conprising a hole table consjsting of . a,é)l urality of rc‘ggords each
representi gg a Thei dynamis filistccerding 4o 6laisn @Y eWhegik 814 Mamdilichts ¥aptedgenyThe

dynam ¢ fi Lfi€fec@6&iabliend shi@ réehitédPpadidet 9 SAdRitidn SRR of BRFI (TRAIIPRAGREN!
nodul e conprises session openi ng neans adapted to: store session data
rel at edSt o™i d new session in said session database; 37 WD 02/091700
PCT/ 1 B02/ 01603 cal cul ate a hash value on the socket associated with said
new sessi oBf. arthe dynamic filter according to claim 27, wherein said session management module

is adapted to remove unused sessions from said session database.

32.  The dynamic filter according to claim 27, wherein said session management module
is adapted to establish and maintain a least recently used (LRU) doubly linked list having a
20 head and tail wherein most recently used sessions are stored at the tail and least recently used

sessions are stored af the head.

33.  The dynamic filter according to claim 27, wherein said session management module
is adapted to remove sessions whose associated timestamps have exceeded a predetermined
threshold.

25 34.  The dynamic filter according to claim 27, further comprising a hole table consisting of

a plurality of records each representing a unique subset of incomplete socket information.

35.  The dynamic filter according to claim 27, wherein said session management module
comprises session opening means adapted to:

store session data related to said new session in said session database;
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store said hash value in a hash table. 36. The dynamc filter according to
claim 27, wherein said session recognition nodule conprises neans adapted
to: 5 calculate a hash value on the socket associated with the session to

be recogni ¥i92/@7000o0k up a hash pointer in a hash table RETABAMSEII resul t
as an index; retrieve socket data fromsaid session database in accordance
with said hash pointer; and recognize said session if the retrieved socket

matches the =0ckflu A Rn AL o ubiisoc BN NIRRT Sl ok The dynam ¢

filter according to clarm2/ erein said naln er conprises neans for
tracki ng the stsioresaid hash velegris ahasbitabte. cont rol prot ocol (TCP) opening
handshake if the session conprises a TCP opening session. 38. The dynam c

filter accagdi nphe §nehRifferdocodhig @ bRind 2 wiERdiR sfid kds@én FeobEAtoR SSodaRANS 15
for tracking the state of a transm ssion control protocol (TCP) closing

handshake F9marises meadsadaplsd Ponpri ses a TCP cl osing session. 39. The dynamic

filter accordi nGiduRitewd REHWaRiE on W86k hsSRiatbd WRinhe dedslof ko KeaBIERiSRS Means for
tracki ng the sequence and ackno d f said sessign against a w ndow if

W edge of
sai d session cBppR ?sléaéh%Puft?ra%msw%&ﬁm@gﬁﬁhdfsuwm}ew: (TCP) session. 20
40. The dynami Crefriehd ke @2® rOMNGidtsessioh dafibadd in MderiMicH wiRsald Hash dbinker;f i | t er
is inplemented in a ‘%ield programmabl e gate array (FPG). 41. The dynam c

filter according to2%aim27, wherein said dynanmic filter is inplenented

in an appli catir@ebesipeedid kedsibrnif & r@irietkdCiotieet iatchéShéJocket dssodatet] @lth e
conputing appar at us, c.on(])ri si ng: 25 communi cation neans adapted to connect
said apParatus to a SHUESHLR network (WAN): menory means conprising

vol atile and non-volatile nenory, said non-volatile nenory adapted to
store one 67. nuTke dpwhic didter wrording gr casy 273 Svi@in0R1d084 GerRCmpiifRe 2e@E603 5 10

a processog, Gaupl et ¢ 9,53 4 RIRINoEARS! BRBeSATEeF SRTHY! GAkhAR iFRNS for

session comprises a TCP opening session.

38.  The dynamic filter according to claim 27, wherein said main filter comprises means
15  for tracking the state of a transmission control protocol (TCP) closing handshake if the

session comprises a TCP closing session.

39.  The dynamic filter according to claim 27, wherein said main filter comprises means
for tracking the sequence and acknowledge of said session against a window if said session

comprises a transmission control protocol (TCP) session.

20 40. The dynamic filter according to claim 27, wherein said dynamic filter is implemented

in a field programmable gate array (FPGA).

41,  The dynamic filter according to claim 27, wherein said dynamic filter is implemented

in an application specific integrated circuit (ASIC).

42. A digital computing apparatus, comprising:
25 communication means adapted to connect said apparatus to a wide area network

(WAN);

memory means comprising volatile and non-volatile memory, said non-volatile

memory adapted to store one or more application programs;
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executing said one or nore application prograns; and a dynamc filter for
filtering an i nput packet stream conprising: a session database adapted to
store session related data for a plurality of sessions, each session
correspondiw@o¥wWimwosocket; a session recognition nodul e ad®&ptiBeR/aie3sear ch
sai d session database for a session whose associ ated socket matches that
of a received packet a sessi on nmanagenent nodul e adapt ed to maintain said
sessi on dat abase udi ' in said
session dat abasgmc (ggyuﬁg?ggg%u?%gerrgo‘%gﬁﬁagsgggd;?aa %(0155[91? qie%gpgozrnnectl on
state of the sessi onxecc@rgrseidpmmlrmgeapph@tmepegmms,paéket and checking said
connection state let ermi ne whet her to

al | ow or deny sa(} ?lef@gﬁtf\?eo‘%“%%‘ H)&{ %sz‘%%%% bt rq’& I readabl e storage
medi um havi ng a conp@@ronpde@rgmmdepmbth glaret hmtmomlateﬂodatacmg plaralitysefi t abl y
progranped systemto se r f s by performng the
fol | ow nﬂg st eps when suc eg;&}ng’%(:hase&oldcgnésh%ng gté“saacl‘% system establishing
a session database adegtsdetognioromeddesdiptnd toekatieshidsessdor databasepfonraal ity of
sessions, each session cQLsGIARNCILLY BSAEkEL: nad SREDLGaAEACY SeSSi on
upon recei pt of a socket not preV|ous n sal session 'dat abase;
recogni zing a sessi @memmenbnmmddula gdepted Ve dnafrdak eaid | sassipn céstabassce Wit h
its associated socket LGRS 0% Gt s@‘i b s@irﬁse Qngigid,0 said
recei ved packet in accorﬁancegsvmat %1 £ ?Eqdﬁ?i gs rc))re efl nesd ;ul es to
gener al@ processing resufatabasezgsd deci di ng V\/net her to all ow or deny said

recei ved packet in 3GgandRRE solhit Dps@if toPhRk &S Sddattbs Stlel 8 thdRession

corresponding to a receive packet and checking said connection state

against a plurality of rules to determine whether to allow or deny said

received packet.

15 43. A computer readable storage medium having a computer program embodied thereon
for causing a suitably programmed system to search for a plurality of strings by performing
the following steps when such program is executed on said system:

establishing a session database adapted to store session related data for a plurality of
sessions, each session corresponding to a socket;

20 opening a new session upon receipt of a socket not previously stored in said session

database;
recognizing a session associated with a received packet in accordance with its
associated socket;
processing the session data corresponding to said received packet in accordance with
25 a plurality of predefined rules to generate processing results; and
deciding whether to allow or deny said received packet in accordance with said

processing results.
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