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DIGITAL DATA ENCODE SYSTEM

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

The present invention relates to a digital
data encode system and a water mark data inserting
method for inserting water mark data in the digital data -
signal having a series of field data. |

DESCRIPTION OF THE RELATED ART

Recently, there has arisen the necessity of
developing means for preventing illegal copying of
digital data, especially digital image data, with the
advance of an information processor and a communication
network and the electronization of various media.

Data encryption technique has been proposed as
this kind of technique for preventing illegal copying.
This digital data encryption technigue is, for example,
to enable it to reproduce the encrypted digital image
data in only a reproducing systeﬁ having a proper
cryptoanalysis key when digital image data is encrypted.
The conventional encryption technique, however, has such
a defect that if the encryption code is once broken, it
cannot protect againat the illegally copying thereafter.

Therefore, a technique by use of water mark
data is proposed, as another technique for preventing

illegal copying of digital data, free from such a defect
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as a digital encryption technique has. Water mark data
(digital water mark) is the special information to be
embedded in digital image data itself in order to
prevent the illegal use and copying of the digital image
data. It includes, for example, information for
authenticating the copyright ownerahip and judging the
infringement of the copyright, and the copy protected
information for preventing illegal copying itself.

Such water mark data to be inserted in the
digital image data includes two kinds of visible wﬁter -
mark data and inviaible water mark data. vVisible water
mark data means such a special character, symbol, or
other data to be inserted in the image that a person who
sees the image with the water mark data combined
therewith may perceive the water mark visually. This
kind of visible water mark data would naturally cause
the deterioration of the image quality. While, it is
effective in visually appealing protection against
illegal copy or illegal data fluid.

A conventional visible water mark data

embedding technique is disclosed in, for example,

Japanese Patent Publication Laid-Open (Kokai) No. Heisei
8—241403. “Digital Watermarking Free from Image Colox
Change" (hefeinafter, referred to as the conventional
technique 1). According to the water mark data_inserting
method of the conventional technique 1, when combining

visible water mark data with the original image data,
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the water mark data is combined with the original image

‘data in a way of changing only the brightness of the

pixel corresponding to the non-transparent part of the

water mark data without changing the chromaticities, of

all pixels of the criginal data. At this time, the

scaling value for changing the brightness component of a
pixel is detefmined by the value of, for example,
chromatic component, random numbers, and pixels of water
mark data.

Another example of the conventional visible
water mark data embedding technique is disclosed in, for
example, Japanese Patent Publication lLaid-Open (Kokai)
No. Heisei 5-236424, "Information Embedding Method and :
Its Apparatus" (hereinafter, referred to as the
conventional technique 2). The water mark data inserxting
method according to the conventional technique 2
comprises detecting means for detecting a region meeting
a predetermined condition from image data, thereby to
embed the water mark in every image data at the position
corresponding to the region meeting the condition. The
position for embedding the water mark depends.on the
content of the image. Therefore, i£ is very difficult to
remove the water mark without much deteriorating the
imagé quality.

On the other hand, inviaible water mark data
means such special data to be inserted in the image that

a person who sees the image with the water mark data
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combined therewith cannot perceive the water mark
visually. This kind of invisible water mark data is
embedded in the original image data in consideration of
causing no natural deterioration of the image guality.
As is understood from this, invisible water mark data is
'preferable to visible water mark data under the
condition that a water mark preferably exists outside of
the image data to be protected.

| The water mark data inserting technique by use
of an invisible water mark causes little image
deterioration and when embedding special informa;ion
enabling the identification of a writer as water.mark
data, it can specify the writer by detecting the water
mark data even after illegal copying is performed. By
embedding the copy protected information for
disapproving cépying or the copy prohibited information
for prohibiting copying, in the original image data, and
providing a reproducing device for reproducing the image
data with a special function corresponding to the
information, for example, it is possible to notify a
user of the reproducing device that the image data is
the copy inhibited data and to operate the aspecial
function within the reproducing device (copy protection
function or the like) so as to restrict copying into VIR
(video Tape Recorder) when thé reproducing device
detects the copy protected information or the like.

As the technigque of embedding the invisible
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water mark data in digital image, there is, for example,
a technique of embedding the special information as a
water mark in thé digital image at the least influenced
portion to the image quality in the pixel data (for
example, LSB (Least Significant Bit)). This kind of the
conventional invisible water mark data embedding
technique is disclosed in, for example, Japanese Patent
Publication Laid-Open (Kokai) No. Heisei 6-339110,
*Image Information Transfer Method, Image Information

Racording Device and Image Information Reproducing

. Device" (hereinafter, referred to as the conventional

technigue 3). - The water mark data inserting method
according to the conventional technique 3 transmits the
image signal together with the copyright information and
the generation information overlapping each other, to
the space other than the valid image space displayed on
a screen of the image signal, and performs the
generation xestriction of the copy according to the
copyright information and the generation information
included in the received image signal at a receiver side.
The invisible water mark data embedding
technique, however, is defective in that only the water
mark data is egaily removed from the image data with
water mark data embedded therein, without deteriorating
the quality of the original image data. For example, the
information corresponding to the LSB of the pixel data

will be lost by use of a low pass filter. Generally, the
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image compression processing aims to reduce the data
amount on the whole by diminishing the information
amount with respect to the least influenced portion to
the quality in the pixel data. Therefore, the water mark
data embedded in the least influenced portion to the
quality in the pixel data will be lost in the image
compreasion processing., As mentioned above, the
invisible water mark embedding technigue has such a
defect that it may be difficult to re-detect the water
mark data in some cases.

Therefore, a technique of embedding invisible
water mark data in ; digital iﬁage as well as diffusing
the water mark data into the frequency spectrum after
frequency conversion of the image data (hereinafter,
referred to as the conventional technique 4) is
presented (refer to Nikkei Electronics p.13 (no. 660)
4.22.,1996). Since water mark data is embedded in the
frequency component of the image data to be processed
according to the conventional technique 4, the water
mark data is robust against the image compression
processing and the image processing such as filtering,
.and the water mark data won't be lost. Further, random
numbers accotding to the normal distribution are used as
the water mark data, thereby preventing the interference
of the respective water mark data even in the case of
embedding a plurality of water mark data. Therefore,

according to the conventional technique 4, it is
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difficult to destroy only the water mark data without
much influence to the whole image data. )

_ The conventional technique 4 will be,
hereinafter, described with reference to Fig. 12. The
water mark encode system according to the conventional
technique 4 comprises, for example, discrete cosine
transform (DCT) means 1210, water mark data output means
1230 storing the water mark data 1231, a water mark data
ingserting device 1240, and inverse discrete cosine
transform (inverse DCT) means 1250, The DCT is adopted
here as only one example of speétrally resolving means
of origihal image data, and any other conversion means
than the DCT will do.

In thus-constituted conventional techanique 4,
original image data is converted into frequency
components by DCT, and n piece of data indicating higher
frequency value are selected, each defined as £(1),
£(2), «¢s, £{n). On the other hand, each water mark data
w({l), w(2), «..y, w{n) are selected from the normal
diestribution having a mean value 0 and a variance 1, and
F(i)=f(i)+a| £¢(i) | * w(i) is calculated with reapect
'to each i (where i=1, 2, ..., n: hereinafter in the same
way). Where, @ is a scaling element. At the end, the
image data with the water ﬁark data embedded therein can
be obtained as the frequency components by the
replacement of f£(i) with F(i).

The water mark data detection according to the
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conventional technique 4 is performed in the following
method, by way of example. The ori;inal image data and
the water mark data candidate w(i) must be known values
in the detecting method of the conventional technique 4.
At first, the.image data with the water mark data
embedded therein is converted into the frequency
components by use of DCT or the like, the element values
corresponding to £(1), £(2), ..., £(n) having the water
mark data embedded therein in the frequency band are
defined as F(l), F(2), ..:, F(n). By the use of f(i) and
F(i), the water mark data W(i) is extracted, calculated
by W(i)=(F(i)—£(i))/£f(i). Next, the statistical
similarity C of w(i) and W(i) is calculated by use of
the inner product of vector by C = W * w / (WD * wD).
Where, W = (W(1), W(2), ..., W(n)), and w = (w(1),

w(2), ..., w(n)), WD is the absolute value of the vector
W, and wD is the absolute value of the vector w. As the
result of the above calculation, when the statistical
gimilarity C is a particular constant value or the more,
it can be judged that the above-mentioned water mark
data candidate has been embedded in the image data.

If creating the image data with the water mark
embedded therein by embedding the water mark data in the
original image data by use of the conventional technique
4 as mentioned above, it is effective for a writer owing
the original image data to judge the illegality of the
digital image qata which may be illegal copy.
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The conventional technique 4 requires original
image data and water mark data candidate w(i) in 6rder
to detect the water mark data as mentioned above.
Therefore, it is effective for a writer owing the
original image to detect any illegally-copied image data,
however, a reproducing device of a terminal used by a
general user, because of having no original image,
cannot perform the detecting processing of the water
mark data. Then, a further improved technique than the
conventional technigue 4 for terminal processing, '
especially MPEG system (hereinafter, referred to as the
conventional technique 5) is proposed.

In the conventional technique 5, original
image is divided into blocks of 8 pixels X 8 pixels and
the water mark data embedding and detection is performed
by use of the block unnit for processing. In the water
mark data embedding proceasing, the data is defined as
£(1), £(2), ..., £(n) sequentially from the lowest
frequency component of AC component in the frequency

band after discrete cosine transform in the MPEG encode

processing, the water mark data w{l), w(2), ..., w(n)

are gselected from the normal distribution having a mean
value 0 and a variance 1, and F(i)=f(i)+a Xavg (£(i)) X
w(i) is calculated with respect to each i. Where, & is
a scaling element and avg (f(i)) is a partial average
obtained by averaging the absolute values of three

points around f£(i), for example, £(i—1), £(i), and £(i+
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1). Tpe processing later than the MPEG encode processing
will be performed by replacing f(i) with F(i). ‘

On the other hand, detection of the water mark
data will be performed in the following method. This
detecting method requires no original image data and
-that only the data candidate w{i) (where, i=1, 2, ...,

n} must be a known value. In the block frequeacy band of
blocks after inverse quantization of the MPEG decoding
processing, the data from the lowest frequency component
is sequentially defined as F(1), F(2), ..., F(2). The
average of the absolute values of three points around
F(i) is defined as the partial average avg (F(i)), the
water mark data W(i) is calculated by W(i)=F(i)/avg
(F(i)), and the total WF(i) of W(i) for one image is
calculated for every i. By use of the inner product of
vectors, the statistical similarity of w(i) and WF(i) is
calculated by C=WFXw/(WFDXwD). Where, W=(WF(1l),

WF(2)), vuayp, WP(n)), w=(w(l), w(2), ..., w(n)), WFD is
the absolute value of the vector WF, and wD is the
absolute value of the vector .w. When the statistical
similarity C is a particular constant value or the more,
it can be judged that the water mark data has been
embedded in the image data.

Insertion of a.plurality of water mark data
into one original image data can be ad09£ed in order to
attach a plerality of information such as writer

~information and copy protected information, to one image
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data. The conventional techniques 4 and 5, however, is
defective in making the circuit size larger because of
inserting a plurality of water mark data in one original
image data and increasing the processing procedure.
Namely, the conventional techniques 4 and 5 disclose a
technique of inserting one water mark data in one
original image data, however, with no consideration
taken to the case of inserting a plurality of water mark
data (for example, two water mark data) in one original
image data. Therefore, when inserting, for example, two
water mark data therein, different water mark data 1231
and 1232 must be separately inserted by two water mark
data insexrting devices 1241 and 1242, or two water mark
data must be inserted by letting them pass one water
mark data inserting device twice.

Another example of the conventional techunique
of embedding water mark in a digital image is disclosed
in Japanese Patent Publication Laid-Open (Kokai) No.
Heisedi 6-315131, "Information Embedding Device And
Reproducing Device" (hereinafter, referred to as the
conventional technique 6). The conventional technique 6
detects an area having no deterioration of the image
even if replacing the data at the peripheral area when
reproducing the information, for example, an equal
background portion, by use of the relationship between a
series of frames, and converts the level of the area to

be converted, so to embed particular information therein.
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When reproducing the information, the area with the
identification data embedded therein is specified by use
of the signal lacked portion and the conversion
information, and corrected so as to reconstruct the
image. .

The conventional technique 6, however, cannot
embed the water mark information in all the frames, so
that the frame with no water mark embedded therein is
unable to protect against illegal copying. Since this
technique is on the assumption that successive frames
are of freeze-frame pictures and that there is no change
on the successive frames, an area for embedding the
water mark data cannot be specified in the moving images :
of violence action, thereby making it impossible to
embed the water mark data therein.

Further another example of the conventional
technique of embedding water mark in a digital image is
dizsclosed in, for example, Japanese Patent Publication
Laid-Open (Rokai) No. Heisei 5-30466, "Image Signal
Recording Device and Signal Recording Medium®
(hereinafter, referred to as the conventional technique
7). The conventional technique 7 converts image signéla
by frequency and embeds the information having the
frequency signal lower than the frequency band of the
image signal after fregquency conversion. By the use of a
high pass filter, the original image is taken out and
the identification data embadded therein is taken out by
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the use of a low pass filter.

However, since the conventional technigue 7
embeds the water mark data in the lower frequency
portion in the frequency band after frequency conversion
of the image data, the water mark data can be easily
removed by use of a high pass filter. When embedding the
water mark data in the intensive frequency portion after
frequency conversion, a filter cannot remove the water
mark, but when inserting a plurality of water mark data,

it cannot help deteriorating the image quality.

SUMMARY _OF THE INVENITION

An object of the present invention is 'to
provide a digital data encode system and a water mark
data inserting method capable of inserting a plurality
of water mark data in one original image data.

Another object of the present invention is, in
addition to the above object, to provide a digital data
encode system and a water mark data igserting method
capable of inserting a plurality of water mark data in
one original image data in the circuit of the same size
as that of the conventional digital data encode system.

According to the first aspect of the invention,
a digital data encode systém having a water mark data
inserting device for inserting water mark data into
digital data signals having a series of field data,
comprising,
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a water mark data inserting control means for
controlling inserting of the water mark by the water
mark data inserting device;

wherein the water mark data inserting control
means divides-the digital data signals by a2
predetermined reference and inserts'a plurality of

different water mark data prepared correspondingly to
the division into the respective digital data of the

corresponding divisions by use of the water mark data
inserting device, _

In the preferred'const;uction, the digital
data signals are of a digital data signal having a
series of field data consisting of odd fields and even
fields of a series of image frames, and the water mark
data inserting control meana inserts first and second
water mark data different from each other and prepared
for every odd filed and every even field into the
respective corresponding fields, by use of the water
mark data inserting device.

In the preferred construction, the digital
data signals are of a digital data signal having a
gseries of field data consisting of odd fieldas and even
fields in a series of image frames, and the water data
inserting control means comprising a field judging means
for judging whether the filed data under proceasing is
of an odd field or an even field upon receipt of the

digital data signals, and a water mark data selection
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output means, storing first and second water mark data
different from each other and prepared for every'odd
field and every even field, for supplying the first
water mark data to the water mark data inserting device
when the judgement result designates the odd field, or
supplying the second water mark data tao the water mark
data inserting device when the judgement result
designates the even filed, depending on the judgement
result by the field judging means.

In the preferred construction, the water ﬁarﬁ
data inserting control means inserts a plurality of
different water mafk data prepared for every signal
component of the digital data signals extracted by a
predetermined reference into the respective digital data
aignals of the corresponding signal components, by use
of the water mark data inserting device.

In the preferred construction, the water mark
data inserting control means comprising a signal
component judging means for, upon receipt of the digital
data aignals, judging whether the signal component of
the digital data signal under processing is brightness
component, first color-difference component, or second
color-difference component, and a water mark data
selection output means, storing three kinds of different
water mark data prepared for-every signal component of
the above three kinds, for supplying the water mark data

prepared correspondingly to the brightness component to
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the water mark data inserting device when the judging
result designates the brightneas component, auppiying
the water mark data prepared correspondingly to the
first color-difference component to the water mark data
inserting device when the judgement result designates
the first color-difference component, or supplying the
water mark data prepared correspondingly to the second
color-~difference component to the water mark data
ingerting device when the judgement result designates
the second color-difference component, depending on the’
judgement result of the aignal component judging means.

' In another preferred construction, the water
mark data inserting control means comprising a signal
component judging means for, upon receipt of the digital
data signals, judging whether the signal component of
the digital data signal under processing is red-
component, green~component, or blue-component, and a
water mark data selection output means, storing three
 kinds of different water mark data prepared for every
signal component of the above three kinds, for éupplying
the water mark data prepared correspondingly to the red-
'component to the water mark data inserting device when
the judgement result designates the red-component,
supplying the water mark data prepared correspondingly
to the green-component to the water mark dataﬂ;nsertinq
device when the judgemeat reault designatés'ﬁhe green- -

compohent, or supplying the water mark data prepared
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data inserting device when the judgément result
designates the blue-componént, depending on the
judgement result of the signal component judging means.

In another preferred construction, the digital
data encode system further comprises a spectrally-
resolving means for spectrally resolving the digital
data signals upon receipt of them and supplying the
obtained resolved signals to the water mark data
inserting device as a subject of insertinq'the water ’
mark data therein.

In another preferred construction the digital
data encode system further comprises a spectrally-
reasolving means for spectrally resolving the digital
data signqls upon rxeceipt of then, and supplying the
obtained resolved signals, as a subject of inserting the
water mark data therein, to the water mark data
inserting device, and an inversely-converting means,
receiving the érocessed signals with the water mark data
inserted therein by the water mark data inserting device,
for'inversely converting the spectrally-resolved data
and supplying the obtained inversely-converted signals
as water mark-embedded digital data signals.

In another preferred construction the digital
data encode system further comprises a discrete cosine
transform means for performing discrete cosine transform

on the digital data signals upon receipt of them and
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supplying the obtained transformed signals to the water
mark data insertiag &evice as a subject of inserting the
water mark data therein, and an inverse discrete cosine
tranaform means, receiving the processed signals with
the water mark data inserted therein by the water mark
data inserting device, for performing inverse discrete
cosine transform on them and supplying the ebtained
inversely-transformed signals as water mark-embedded
digital data signals.

In another preferred conatruction, the diéitdl
data encode system further comprises a spectrally-
resolving means for spectrally resolving the digital
data signals upon receipt of them and supplying the
obtained resolved signals to the water mark data
inserting device as a subject of inserting the water
maik data therein, a sampling means for sampling the
processed signals with the water mark data inserted
therein by the water mark_data inserting device to
supply sampling signals, and an image compression means
for converting the sampling signals into image-
compressed signals and supplying the obtained digital
'data compression data signals with the water mark
embedded therein.

In another preferred construction, the digital
data signals being of a digital data signal consisting
of a series of image frames,

further comprises an encoding means for
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encoding the digital signals with the water mark data
inserted therein by use of the water mark data iﬁsertinq
device, and an encode controlling means for coantrolling
the encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methods}

the water mark data inserting control means
comprises water mark data storing means for storing a
plurality of different water mark data prepared
correspondingly to a plurality of picture types for ﬁse'
in the encoding means and the encode controlling means,
and a water mark data selection output means for,
depending on the picture type decided by the encode
controlling means, selecting the corresponding water
mark data from the water mark data storing means and
supplying it to the water mark data inserting device.

In another preferred construction, the digital
data #ignals being of a digital data signal consisting
of a series of image frames,

further comprises a spectrally-resolving means
for dividing the image of the digital data signals into
blocks of a predetermined size, spectrally resolving the
corresponding digital data signals in every block, and
supplying the obtained resolved signals to the water
mark data inserting device as a subject of inserting the
water mark data therein, an encoding means for encoding

the digital signals with the water mark data inserted
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therein by use of the water mark data inserting device,
and an encode controlling means for controlling the
encoding means so to perform encoding processing in a
plurality of kinds of picture types,

the water mark data inserting control means

. comprises water mark data atoring means for storing a

plurality of different water mark data prepared
correspondingly to a plurality of picture types for use
in the encoding means and the encode controlling means,
and a water mark data selection output means for,
depending on the picture type decided by the encode
controlling means, selecting the corresponding water
mark data from the water mark data storing means and
supplying it to the water mark data inserting device,
the water mark data inserting device comprises

a partial average calculator for calculating the average

" of the absolute values of three points around each

element in the resolved signals supplied from the
spectrally-resolving means, as a partial average, a

first multiplier for multiplying the water mark data

supplied from the water mark data inserting control

means by the output data of the partial average

calculator in every element, a second multiplier for

multiplying each element of the output data of the first

multiplier by a predetermined constant, and an adder for
adding the output data of the second multiplier and the

resolved signals supplied from the spectrally-resolving



This Sheet Has Been Rep

| III I

- 21 -

means in every element.

According to the second aspect of the '
invention, a digital data encode system having a water
mark data inserting unit including a water mark data
inserting control means for ingerting water mark data
into digital data signals having a series of field data
by control of a water mark data inserting device and a
water mark data detecting unit including a water mark
data detecting means for detecting the water mark data
from the digital data signals with the water mark data
added thereto by the water mark data inserting unit,

the digital data signals being of a digital
data signal consisting of a series of image frames;

the water mark data inserting unit further
comprising
" an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of the water mark data inserting device, and

an encode controlling means for controlling
the encoding means so to perform encoding processing in
a plurality of kinds of.picture types corresponding to
the encoding methods;

the water mark data inserﬁing control meauns
comprising

first water mark data storing means for
storing a plurality of different water mark data

prepared correspondingly to a plurality of picture types
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for use in the encoding means and the encode controlling
means, and .

a water mark data selection output means for,
depending on the picture type decided by the encode
controlling means, selecting the corresponding water
mark data from the first water mark data storing means
and supplying it to the water mark data inserting device,

the water mark detecting unit comprising

a decoding means for decoding the digital data
signals encoded by the encoding means of the water mark’
data inserting device, and

a display controlling means for controlling
display depending on the data decoded by the decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its
presence;

the water mark data detecting means comprising

a water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by the decoding
means, |

a gecond water mark data storing means for
storing the same water mark data as the plurality of
water mark data.stored in the first water mark data
storing means of the water mark data inserting control
means in the water mark data inserting device,

a water mark data selection output means for



_—
This Sheet Has Been

o iwiifg

selecting the corresponding water mark data from the
second water mark data storing means according to the
picture type in the encoding processing to be recognized
in the decoding processing by the decoding means and '
supplying it, and

a statistical similarity judging mean for
making a comparison between the candidate data extracted
by the wéter mark data extracting device and the water
mark data supplied by the water mark data selection
output means, judging the statistical similarity theréof,
and notifying the display controlling means of the
judgement result. . |

In the preferred construttion, the water mark
data inserting unit further comprises a spectrdlly-
resolving means for dividing the image of the digital
data signals into blocks of a predetermined size,
spectrally resolving the corresponding digital data
signals in every block, and supplying the obtained
resolved signals to the water mark data inserting device
as a subject of inserting the water mark data therein;

the water mark data inserting device comprises
a partial averaée calculator for calculating the average
of the absolute values of three points around each
element in the resolved signals supplied from_the
spectrally-resolving means, as a partial average, a
first multiplier for multiplying the water mark data

supplied from the water mark data inserting control
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means by the output data of the partial average
calculator in every element, a second multiplier for
multiplying each element of the output data of the first
multiplier by a predetermined constant, and an adder for
adding the output data of the second multiplier and the
resolved signals supplied from the spectrally-resolving
means in every element,

the water mark data extracting device of the
water mark data detecting means comprises a partial
average calculator for calculating the average of the
absolute values of three points around the block data
decoded by the decohing means as a partial average, and
a divider for dividing the block data decoded by the
decoding means by the output data of the partial average
calculator. |

According to the third aspect of the invention,
a water mark data inserting method for inserting water
mark data in digital data signals having a series of
field data by use of a water mark data inserting device,
comprising

a step of, after dividing the digital data
.signals by a predetermined reference, inserting a
plurality of different water mark data prepared
correspondingly to the division into the respective
digital data of the corresponding divisions, by use of
the water mark data inserting device.

In the preferred construction, the digital
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data signals are of a digital data signal having a
series of field data consisting of odd fields and even
fields of a séries of image frames,

further comprising the steps of:

a step of storing first and second water mark
data different from each other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even field one after
another,

a step of selecting one of the first and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement result in the field judging step,

a atep of apectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum
resolution in the spectrally resolving step, inserting
the first water mark data into the frequency analyzed
data of the odd field or inserting the second water mark
data into the frequency analyzed data of the even filed,
according to the selection result in the water mark data
selecting step.

| In the preferred construction, the water mark

data inserting method further comprises a step of
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gtoring three kinds of different water mark data
prepared for every brightness component, first color-
difference component, and second color-difference
component. in the signal components of the digital data
signals, a step of judging the signal components of the
digital data signals one after another, a step of
selecting one of the above three kinds of watexr mark
data as the water mark data to be inserted in the
digital signal data, according to the judgement result
in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with reepeét to the freguency analyzed data, as
a subject of inserting the water mark data therein,
obtained as a result of the spectrum resolution in the
spectrally resolving step, inserting the water mark data
prepared correspondingly tc the brightness component
into the data of the brightness component, inserting the
water mark data prepared correspondingly to the first
color-difference component into the data of the first
color-difference component, or inserting the water mark
data prepared correspondingly to the second color-
.differencé component into the data of the second color-
difference combonent, according to the selection result
in the water mark dQata selecting step.

In the preferred construction, the water mark
data inserting method further comprises a step of

storing three kinds of different water mark data
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 prepared for every red-component, green-componeut, and
blue-component in the signal components of the digital
data signals, a step of judging the signal components of
the digital data signals one after another, a step of
selecting one of the above three kinds of water mark
data as the water mark data to be inserted in the
digital signal data, according to the judgement result
in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with respect to the frequency analyzed data, as
a subject of inserting the water mark data, obtained as
a result of the spectrum resolution in the spectrally
resolving step, inserting the water mark data prepared
cofrespondingly to the red-component into the data of
the red-component, inserting the water mark data
prepared correspondingly to the green-component into the
data of the green-component, or inserting the water mark
data prepared correspondingly to the blue~component into
the data of the blue-component, according to the
selection result in the water mark data selecting step.
In another preferred construction, the water
mark data inserting method further comprises a step of
storing a plurality of different water mark data
prepared for every plurality of picture types
corresponding to the encoding methods in encoding the
digital data signals, a step of judging the signal

components of the digital data signals one after another,
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a2 step of selecting one of the above three kinds of
water mark data, as the water mark data to be inserted
in the digital signal data, according to the judgement
result in the signal component judging step, a step of
spectrally resolving the digital data signals, and a
step of, with respect to the frequency analyzed data, as
a subject of inserting the water mark data therein,
obtained as a result of the spectrum resolution in the
apectrally resolving step, inserting the watexr mark data
prepared correspondingly to the picture type, according’
to the selection result in the water mark data selecting
step. .

According to another aspect of the invention,
a computer readable memory for storing a control program
for controlling a digital data encode system having a
water mark data inserting control means for inserting
water mark data into digital data signals having a
series of field data by use of a water mark data
inserting device, the control program comprising

a step of, after dividing the digital data
.signals by a predetermined reference, inserting a
plurality of different water mark data prepared
correspondingly to the division into the resgpective
digital data of the corrésponding division, by use of
the water mark data inserting device.

Other abjects, features and advantages of the

present invention will become clear from the detailed
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description given herebelow.

BRIEE. DESCRIPTION OF THE DRAWINGS

The present invention will be understood more
fully from the detailed description given herebelow and
from the accompanying drawings of the prefarred
embodiment of the invention, which, however, should not
be taken to be limitative to the invention, but are for
explanation and understandihg only.

In the drawings:

Fig. 1 is a block diagram showing a
constitution of a digital d;ta encode system according
to a first embodiment of thé present invention.

Fig. 2 is a flow chart showing an operation of
the first embodiment.

Fig. 3 is a block diagram showing a
constitution of a digital data encode system according
to a second embodiment of the present invention.

Fig. 4 is a flow chart showing an operatiom of
the second embodiment,

Fig. 5 is a block diagram showing a
-constitﬁtion of a digital data encode system according
to a third embodiment of the present invention.

Fig. 6 is a flow chart showing an operation of
the third embodiment. -

Fig. 7 is a block diagram showing a

constitution of a digital data encode system according
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to a fourth embodiment of the present invention.

Fig. 8 is a block diagram showing a
constitution of a digital data encode system according
to a fifth embodiment of-the present invention.

Fig. 9 is a flow chart showing an operation of
the fifth embodiment.,

| Fig. 10 is a block diagram showing a
constitution of a detecting device for detecting the
water mark from the data having the water mark inserted
therein according to the fifth-embodiment. |

Fig. 11 is a flow chart showing an operation
of the detecéing device of Fig. 10.

Fig. 12 is a block diagram showing a
conastitutional example of the conventional digital.
encode system.

Fig. 13 is a block diagram showing another
constitutional example of the conventional digital data

encode system.

DESCRIPTTON OF THE PREFERRED EMBODIMENT

The preferred embodiment of tha present
.invention will be discussed hereinafter in detail with
reference to the accompanying drawings. In the following
description, numerous specific details are set forth in
order Fo provide a thorough understanding of the present
invention. It will be obvious, however, to those skilled

in the art that the present invention may be practiced
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without these specific details. In other instance, well-
known structures are not shown in detail in order to
unnecessary obscure the present invention.

Fig. 1 is a block diagram showing a
constitution of a digital data encode system according
to a firat embodiment of the present invention. With
reference to Fig. 1, the encode syatem of the embodiment
comprises a DCT (discrete cosine tranaform) unit 110, a
field jnging unit 120, a water mark data selection
output unit 130, a water mark data inserting device 140,

and an inverse DCT (inverse discrete cosine transform)

“unit 150. Fig. 1 shows only the characteristic

componenta of the embodiment, while the description of
other general components is not shown there.

Each component may be realized by an
information processor and a storage controlled by a
computer program (hereinafter, referred to as a control
program) in a personal computer, a work station or the
other computer system. The information processor
includes an internal memory for stbring data, a signal
input port, and a signal output port, and executes
processing according to the control program. Any signal
input port will'do as far as it can receive original
image data or iﬁs corresponding data, and any signal
output port will do as far as it can supply the water
mark-embedded image data, water.mark-embedded MPEG

stream, or its corresponding data. The control program
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can be provided stored in a mdgnetic disk, a

semiconducto; memory, or other storing medium, 80 to be
loaded in the information processor. A storing medium is
not restricted to a particular form, but will do as far
as an information processor can read out therefrom.

In the above components, upon receipt of the
digital data signal (hereinafter, referred to as the
original image data) 101 having a series of field data
congsiating of odd fields and even fields in a series of
image frames, the DCT unit 110 performs discrete coéiﬁe'
transform and supplies a frequency component signal 102
to the water mark data inserting device 140. The
original image data having such a data structure
includes a digitalized interlace signal obtained by
interlaced scanning, for example, similarly to the
television signal in NTSC (National Television System
Committee) method. In this case, the original image data
101 has a data structure where odd fields and even
fields are disposed by turns. However, in the present
invention, it is not restricted to this strﬁcture but it
will do as far as the boundary between each field is
.definite.

The field judging unit 120, upon receipt of
the original image data 101, judges whether the field
under processing is odd field or even field, and
supplies the field judgement information 103 indicating

the judgement result to the water mark data selection
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output unit 130._ Field may be judged by use of a
synchronous signal, for example, in case of the |
interlaced signal as mentioned above. Alternatively,
when the original image data 101 has a data structure
where another information for indicating odd field or
even field is attached to each field, field may be
judged by use of the information. Namely, it is
'preferable to salect and change the field judgement
method in the field judging unit 120 properly according
to the data structure of the original image data 101.
The water mark data selection output unit 130
is storing a first and second water mark data 131 and
132. The water mark data selection output unit 130, upon
raceipt of the field judgement information 103 supplied
from the fleld judging unit 120, judges whether the
field judgement information 103 designates an odd field
or an even field. Further, the water mark data selection
output unit 130 selects the first water mark data 131
when the field judgement information 103 designates an
odd field, and supplies it as the water mark data 104 to
the water mark data inserting device 140. While, the
.water mark data selection output unit 130 selects the
second water mark data 132 when the field judgement
information 103 designates an even field, and supplies
it as the water mark data.104-to the water mark data
inserting device 140. |

The water mark data inserting device 140, upon

i
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receipt of the frequency component signal 102 from the
5CT unit 110 and the water mark data 104 selected and
supplied by the water mark data selection output unit
130, inserts the water mark data 104 in the frequency
component signal 102 and supplies the frequency
component aigﬁal 105 with the water mark-embedded
therein to the inverse DCT unit 150. The water mark data
inserting device 140 may have the same structure as the
water mark data inserting device 1240 of the above-
mentioned conventional technique 4. The frequency
component signal 102 is obtained by converting the
.original image data 101 in the frequency components,
naturally including the content corresponding to the odd
and even fields. The water mark data 104 received from
the water mark data selection output unit 130 is
selected correspondingly to the field as mentioned above.
According, even in the case where the water mark data
inserting device 140 has the same structure as the
conventional technique, if the water mark data 104 is
inserted in the frequency component signal 102 according
to the selection result of the water mark data selection
“output unit 130, the first water mark data 131 can be
embedded in the content corresponding to the odd field
of the original image data 101 and the second water mark
data 132 can be embedded in the content corresponding to
the even field.

Upon receipt'of the water mark-embedded
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frequency component signal 105 supplied from the water
mark data inserting device 140, the inverse DCT unit 150
performa inverse discrete cosine transform and supplies
the water mark-embedded image data 106.

With reference to the flow chart of Fig, 2, an
operation of the embodiment will be described. As
mentioned above, when realizing the encode system of the
embodiment in a computer system, a control program for
controlling the information processor includes, at least,
instructions for the information processor performing
the following respective steps, thereby making £he
information processor insert the water mark data in the
original image data supplied from the signal input port.

At first, the first and secoand water mark data
131 and 132 aie stored into the memory of the water mark
data selection output unit 130 (Step 201). At this time,
the first and second water mark data 131 and 132 may be
provided stored in the same storing medium together with
the control program, or they may be provided separately
from the control program, which iz not subject to any

restriction.

) When the signal input port receives the
original image date 101, the field judging unit 120
makes a judgement of the field with respect to the
recéived original data one dfter another whether it is
an odd field or an even field (8tep 202).

According to the judgement raesult by the field
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judging unit 120 in Steﬁ 202, the water mark data
selection output unit 130 selectively asaigns the first
water mark data to the odd field and the second water
mark data to the even field and supplies as auch (Step
203). | |

The DCT unit 110 performs the discrete cosine
transform processing on the received original image data
101 (Step 204). Any processing will do in this step as
far as it is the processing of converting the original
image data 101 in the frequency components by the
apectruﬁ regolution. Though this step is positioned
after 8tep 203 in Fig. 2, it shall be actually performed
simultaneously with 8teps 202 and 203.

The water mark data inserting device 140,
according to the selection result of the water mark data
selection output unit 130 in Step 203, inserts the first
water mark data in the odd field and inserts the second
water mark data in the even field (Step 205), in the
resultant data 102 obtained through the spectrum
resolution by the DCT unit 110 in Step 204.

The inverse DCT unit 105 thereafter converts
“the water mark-embedded frequency component signal 105
supplied from the water mark data inserting device 140
into the image data and supplies the same (Step 206).

Thus, according to the digital data encode
system of this embodiment, the water mark-embedded image

data with two water mark data embedded therein can be
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obtained. Further, according the embodiment, two water
mark data can be inserted by the use of one water mark .
data inserting device, Therefore, two water mark data
can be inserted by use of the same circuit size as the
conventional technique 4.

To make the description clearly, this
embodiment has been described with.individual functions
as the DCT unit 110, the field judging unit 120, the
water mark data selection output unit 130, and the water
mark data inserting device 140. Otherwise they may be
all integrated in water mark data inserting means. At
this time, the signal supplied from the water mark data
inserting means is the same as the water mark-embedded
frequency component signal 105 supplied from the water
mark data inserting device 140. If the water mark data
inserting means includes the inverse DCT unit 150, the
signal supplied from the water mark data inserting means
is the same as the water mark-embedded image data 106.

Though the DCT unit 110 is adopted here, by
way of an exapple of means for supplying the resolution

signal (frequency component signal 102) through the
Nspectrum resolution, any means will do as far as it can
convert the input signal in the frequency components.

Fig. 3 is a block diagram showing a
constitution of a digital data encode system according
to a second embodiment of the present invention. With

reference to Fig. 2, the encode system of tha embodiment
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comprises a DCT unit 110, a field judging unit 120, a
water mark data selection output unit 130, a water mark
data inserting device 140, and a quantizing unit 160,
and a variab;e-lenqth enceder 170. Fig. 3 shows only the
characteristic components of the embodiment, while the
description of other general components is not shown
there.

Instead of the inverse DCT unit 150 in the
encode system of the first embodiment as shown in Fig. 1,
the encode system of the second embodiment comprises the
quantizing unit 160, receiving the water mark-embedded
frequency component signal 105 supplied from the water
mark data inserting device 140,' for sampling and
quantizing the signal data and the variable-length
encoder 170 for, upon receipt of the aignal 107
quantized by the quantizing unit 160, performing the
variable-length encoding. The same numerals are attached
to the DCT unit 110, the field judging unit 120, the
watexr mark data selection output unit 130, and the water
mark data inserting device 140, which are constituted in
the same way as the respective components of the encode
system of the first embodiment, so to omit their
description. The quantizing unit 160 and the variable-
length encoder 170 may be realized‘by an information
processor and a storaée of a personal computer, a work
station, or the other computer system, under the control

of the control program, similarly to the other
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components. .

Thus constituted encode system of this
embodiment inserts two kinds of water mark data into the
input original image data 101 by a series of processing
(Steps 401 to 405) similar to the first embodiment as
deacribed with reference to Fig. 2, quantizes it (Step
406), and generates the water mark-embedded MPEG stream
108 to supply it finally (Step 407), as illustrated in
~ the flow chart of Fig. 4.

In this embodiment, though the description has
been made in the case of performing the MPEG compression
with the quantizing vnit 160 and the variable-length
encoder 170 dispbsed after the water mark data inserting
device 140, it is needless to say that it can be applied
to another image data compression technique in the same |
concept. Namely, as far as it is provided with Qampling
means for sampling the water mark-embedded frequency
component. signal 105 to supply the sampling signal and
image data compression means for processing the sampling
signal into a data compressed signal to supply the
digital data compression signal with the water mark-
embedded therein, it is not restricted to thia
constitution of the embodiment.

Fig. 5 is a block diagram showing a
constitution of a digital data encode system according
to a third embodiment of the present invention. With

reference to Fig. 5, the encode system of the embodiment
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comprises a DCT unit 110, a signal component jugging
unit 180, a water mark data inserting device 140, and an
inverse DCT unit 150. Fig. 3 shows only the
characteristic components of the embodiment, while the
description of other general components is not shown
there.

In the above constitution, the same numerals
are attached to the DCT unit 110, the water mark data
inserting device 140, and the inverse DCT unit 150,
which are constituted similarly to the respective
components of the encode system of the first embodiment
as shown in Fig. 1, thereby omitting their description.
The signal component judging unit 180 and the water mark
data selection output unit 190 may be realized by an
information processor and a storage of a personal
computer, a work station, or the other computer system,
under the control of the control program, similarly to
the other components.

| The signal component judging unit 180, upon
receipt of the original image data 101 including ¥-
component (brightness component), U~component(first
color-difference component), and V-component(second
color-difference component), judges whether the signal
components under procesaing is Y-signal, U-signal, or V-
signal, and supplies the signal component judgement
information 109 indicating the judgement result to the

water mark data selection output unit 190.
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The water mark data selection output unit 190
is storing three kinds of water mark data 191, 152, and
193 which are prepared correspondingly to ¥Y-component,
U-component, and v-compoﬂént. Upon receipt of the signal
component judgement information 109 supplied from the
signal component judging unit 180, the unit 190 selects
the corresponding one of the water mark data 191, 192,
and 193 according to the signal component indicated by
the signal component judgement information 109 and
supplies the result to the water mark data inserting
device 140 as the water mark data 104.

An operation of the embodiment will be
described with reference to the flow chart of Fig. 6. At
first, three kinds of water mark data 191, 192, and 193
prepared correspondingly to Y-component, U-component,
and V-component are stored in the memory of the water
mark data selection output unit 190 (Step 601).

When the signal input port receives the
original image data.101, the signal component judging
unit 180 judges the signal component of the input
original image data 101 one after another (Step 602).
| According to the result judged by the signal
component judging unit 180 in Step 602, the water mark
data seleotion output unit 190 selectively assigns the
water mark data corresponding to the signal component of
the image data 101 and supplies the same (Step 603).

Since the processing later than the spectrum
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'resolution of the original image data 101 by the DCT
unit 110 has the same operation as that later than Step
204 according to the first emb&diment as illustrated in
Fig. 2, their description is omitted (Stéps 604 to 606).

As mentioned above, the digital data encode
system of the embodiment can obtain the water mark-
embedded image data with three kinds of water mark data
inserted therein correspondingly to Y-component, U-
component, and V-component of the original image data
101. |

- Fig. 7 is a block diagram showing a

conatitution of a digital data eacode system according
to a fourth embodiment of the present invention. With
reference to Fig. 7, the encode system of the embodiment
has the same structure as the encode system according to
the third embodiment as shown in Fig. 5. Where, the
original image data 101 to be supplied to the DCT unit
110 and the signal component judging unit 180 is image
data including R-component(red component), G-
component (green component), and B-component(blue
component). Therefore, the signal componént judging unit
.180 judges whether the signal component of the original
image data 101 under processing is R-signal, G-signal,
or B-signal and supplies the result as- the signal
component judgement information 109. The water mark data
selectidn output unit 190 stores three kinds of water

mark data 191, 192, and 193 prepared correspondingly to
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R—coqponent, G-componant, and B~component, and selects
the corresponding one of the water mark data 191,'192,
and 183 according to the signal component indicated by
the signal component judgement information 109, so to
supply the same.

The operation of the embodiment is similar to
the operation of the third embodiment as shown in Fig. 6
other than the processing of dividing the signal
component of the original image data 101 into R~
component, G-component, and B-component, theraby
omitting the description thereof. This embodiment can be
applied to the case of forming the image data by red .
component (Rrgomponent), green component (G-component),
and blue component (B~component) like a personal
computex,

As means of extracting the water mark data
from the water mark-embedded image data or water mark-
embedded compressed digital data generated by the above-
mentioned four embodiments, the same method as the
conventional technique 4 may be used, or other method
with no need of any original image data may be used. For
example, the technique for extracting the water mark
data inserted in the frequency components, in the
existing conventional technique for extracting the water
mark data, may be generally applicable. Therefore, it
may be used for the combination of the copy protected

information included in the water mark data and the
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reproducing device having a particular function as
mentioned in the conventional technique. '

Fig., 8 is a block diagram showing a
constitution of an inserting device for inserting water
mark data in image data, in the digital data encode
system accoxding to the fifth embodiment of the present
invention. Fig. 10 is a block diagram showing a
congtitution of a detecting device for detecting the
water mark data inserted in the image data, in the
encode system of the embodiment. In this embodiment, the
image data subjected to discrete cosine transform (or
spectrum resolution) is overlapped with the water mark,
similarly to the above-mentioned four embodiments. The
use of the detecting device as shown in Fig. 10 enables
detection of the water mark data from the water mark-
embedded image data, without necessity of the original
data.

With reference to Fig. 8, the encode system of
the embodiment comprises a DCT unit 810, a water mark
data inserting device 820, a water mark data table for
I-picture 831, a water mark data table for P-picture 832,
a water mark data table for B-picture 833, a selector
840, an encode control unit 850, and an encode unit 860.
Fig. 8 shows only the characteristic componenia of the
embodiment., while the description of other general
components is omitted there. Each component of the

embodiment may be realized by an information processor
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and a Btorage of a personal computer, a work station, or
the other computer system, under the control of the
control program, in the same way as the above-mentioned
other embodiments.

The DCT unit 810 takes out a block 102 of 8X8
pixels from the original image 101 that is the subject
of inserting the water mark data, and performs discrete
cosine transform on the image data of the block 102
(hereinafter, referred to as block image data). As means
of converting block image data in the frequency .
components, the spectrum resolution may be petformsd
instead of discrete cosine transform,'similarly to the
above-mentioned embodiments.

The water mark data inserting device 820
inserts proper water mark data of the water mark data
stored in the water mark data table for I-picture 831,
the water mark data table for P-picture 832, and the
water mark data table for B-picture 833, into the
frequency component signal of the block image data
supplied from the DCT unit 810. The detailed
constitution and operation of the water mark data
'inserting device 820 will be described below.

The water mark data table for i-picture 831
stores the water mark data for inserting I-picture, the
water mark_data table for P-picture 832 stores the water
mark data for inserting P-picture, and the water mark -

data table for B-picture 833 stores the water mark data
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for inserting B-picture.

The selector 840 selects one water mark data
of the water mark data table for I-piciure 831, the
water mark data téble for P-picture 832, and the water
mark data table for B-picture 833, to supply it to the
water mark data inserting device 820 according to the
picture type 803 received from the encode control unit
850.

The encode control unit 850 decides the
picture type when encoding the block image data, sends
the picture type signal 803 to the selector 840, and
controls the encode unit 860. |

The encode unit 860 encodes the output of the
water mark data inserting device 840 in accordance with
MPEG under the control of the encode control unit 850,
and generates and supplies the MPEG data B805.

As illustrated in Fig. 8, the water mark data
inserting device 820 includes a partial average
calculator 823 for calculating the partial average of
the absolute values of three points around the frequency
component signal of the block image data supplied by the
DCT unit 810 by the following formula (1);

avg(£(i))=(|£(i~-1) |+ £y | F|EGE+FD)]I/3 ... (1),

a multiplier 821 for multiplying the water mark data 804
to be supplied by the selector 840 and the output data
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of the partial average calculator 823, in every element,
a multiplier 822 for multiplying each output element of
the multiplier 821 by the constant value a for use in
changing the size of the water mark, and an adder 824
for adding the output data of the multiplier 822 and the
output. data of the DCT unit 810 in every element.
Thus~constituted water mark data inserting

device 820 will perform the following calculation;
F(i)=f(i) +avg(£(i))Xw(i) Xconatant & veef2)

Where, i is the number of each elém@nt of the frequency
component of a block of 8x8 pixels after zigzag scan,
£(i) is the output data of the DCT unit 810, avg(f(i))
is the partial average of the absolute values of three
points around the data, and w(i) is the value of each
element of the water mark data 804 supplied by the
selector 840.

Thig time, an operation of the embodiment will
be described with reference to the flow chart of Fig. 9.
First, based on the processing of the ordinal MPEG
compression, the original image 101 is taken out in
every block of 8X8 pixels, and the DCT unit 810 performs
the discrete cosine transform processing on the taken
out data (Step 901),

The selector 840 selects a table coxresponding

to the picture type, from the water mark data table for
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I-picture 831, the water mark data table for P-picture
832, and the water mark data table for B-~picture b33.
according to the picture type 803 supplied from the
encode control unit 850 and supplies the water mark data
804 to the water mark data inserting device 820 (Step
902).

The water mark data inserting device 820
inserts the water mark data 804 in the block image data
converted in frequency component by the DCT unit 810
(Step 903). At this time, the water mark data inserting
device 820 performs the same calculation as the above
mentioned formula 22).

At last; the encode unit 860 quantizes and
encodes the data F(i) supplied from the water mark data
inserting device 820 (Step 904), and generates and
supplies the MPEG data 805 with the water mark data
inserted therein (Step 905).

The description will be made about a detecting
device for detecting the water mark data from the MPEG
data 805 with the water mark data inserted therein by
the digital data encode system. of the embbdiment. Witn
reference to Fig. 10, the water mark data detectxng
device of the embodiment comprises a decode unit 1010,
an inverse DCT unit 1020, a display control unit 1030, a
water mark data extracting unit 1040, an adder 1050, an
inner product calculator 1060, a selector 1070, a water

mark data table for I-picture 1081, a water mark data
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tahle for P-picture 1082, a water mark data table for B-
picture 1083, and a statistical similarity calculator
1090, Fig. 10 shows only the characteristic components
of the detecting device of the embodiment, while the
description of other general components is omitted. Each
component of the detecting device of the embodiment may
be realized by an information processor and a storage of
a personal computer, a work station, or the other
computer gystem, under the control of the control
program,

The decode unit 1010 receives the MPEG data
605 with the water mark data insexted therein, for
éxample, supplied from the digital data encode system
according to the fifth embodiment as shown in Fig. 8, so
to decode and inversely quantize it. The output data of
the decode_unit 1010 is transferred to the inverse DCT
unit 1020 and the water mark data extracting unit 1040.
The decode unit 1010 judges the picture type of the MPEG
data, generates the picture type signal 1001 and
supplies it to the selector 1070.

The inverse DCT unit 1020, upon receipt of the
output data of the .decode unit 1010, performs the
inverse digcrete coaine tranaform processing on it, to
generate and supply the image data 1004. The image data
1004 is supplied to the display control unit 1030.

The water mark data extracting unit 1040
detects the data of 8X8 pixel block unit that may become
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a candidate of the water mark dg@a, from the output data
of the decode unit 1010 and supplies it. The detailed
constitution and operation of the water mark data
extracting unit 1040 will be described later.

The adder 1050, upon receipt of the data of B
X8 pixel block unit supplied from the water mark data
extracting unit 1040, adds the data together for one
screen in évery element and supplies the addition result.

The selector 1070, upon receipt of the picture
type signal 1001 from the decode unit 1010, selects oné'
of the water mark data table for I-picture 1081, the
water mark data table for P-picture 1082, and the water
mark data table for B-picture 1083, according to the
picture type indicated by the signal, and supplies the
water mark data being stored therein.

The water mark data table for I-picture 1081,
the water mark data table for P-picture 1082, and the
water mark data table for B-picture 1083 respectively
store the same water mark data as being stored in the
water mark data table for I-picture 831, the water mark
data table for P-picture 832, and the water mark data
“table for B~picture 833 in the encode system of Fig. 8.

The inner product calculator 1060, upon
receipt of the output data of the adder 1050 and the
water mark data 1002 supplied from the selector 107b,
calculates the inner product of the both data and

supplies it,
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Based on the inner product of the output data
of the adder 1050 and the water mark data 1002, éupplied
from the inner product calculator 1060, the statistical
similarity calculator 1090 calculates the statistical
similarity of the both data and supplies it.

The display control unit 1030 receives the
image data 1004 supplied from the inverse DCT unit 1020
and the output data 1003 of the statistical similarity
calculator 1090, and performs the output control of'the
display data 1005 based on the image data 1004,
according to the statistical similarity shown in the
output data 1003. More specifically, if the stgtistical
gimilarity shown in the output data 1003 is a
predetermined value or the more, the unit 1030 judges
that the same water mark data as the water mark data
1002 has been inserted in the MPEG data 805. When the
water mark data 1002 is of the copy-protected content,
the display control unit 1030 copy protects the
generated image data 1004 and supplies it as the display
data 1005.

As illustrated in Fig. 10, the water mark data
extracting unit 1040 includes a partial average
calculator 1041 for calculating the partial average of
the absolute values of three points around the data of 8
x§ pixel block unit to be supplied from the decode unit
1010 by the following formula (3)
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avg(F(i))=(|F(i-1) | +|F(L)|+|FE+)/3 ... (3),

and a divider 1042 for dividing the data F(i) to be
supplied from the decode unit 1010 by the partial
average avg (F{(i)) to be supplied from the partial
average calculator 1041.

Thus-constituted water mark data extracting

unit 1040 will perform the following calculation;
W(i)=F(i)/avg(F(i)) <= (4)

Where, i is the number of each element of 8X8 pixel
block, F(i) is the output data of the decode unit 1010,
avg(F(i)) is the partial average of the absolute values
of three poinis around the data, and wW(i) is the data-
that would become a candidate of the water mark data to
be aupplied by the water mark data extracting unit 1040.
This time, an operation of the embodiment will

be described with reference to the flow chart of Fig. 1l.
First., the decode unit 1010, upon receipt of the MPEG
data 805 to be inspected, performs the decoding
processing in accordance with MPEG on the received MPEG
data 805 (Step 1101).

| The inverse DCT unit 1020 performs the inverse
discrete cosine transform processing on the data decoded
by the decode unit 1010 dnd generates the image data
1004 (Step 1102).



This Sheet Has Been Replaced

AL

- 53 -

The water mark data extracting unit 1040
receives the data F(i) of 8X8 pixel block supplied from
the decode unit 1010, performs the calculation of the
above formula (4), and extracts the data that would
become a candidate of the water mark data inserted in
the data F(i) (Step 1103). _

The adder 1050 does a sum of the data values
for one screen in every element with regpect to the
extracted data of 8x8 pixel block unit supplied from the
water mark data extracting unit 1040 (Step 1104). '

Thé selector 1070 selects a table
corresponding to the piéture type indicated in the
picture type $igna1 1001, from the water mark data table
for I-picture 1081, the water mark data table for P-
picture 1082, and the_watex mark data table for B-
picture 1083, according to the picture type signal 1001
supplied from the decode unit 1010} and supplies the
water mark data 1002 to the inner product calculator
1060 (Stép 1105).

The inner product calculator 1060 calculates
the inaner product of the total sum of the extracted.data
for one screen calculated by the adder 1050 and the
water mark data 1002 supplied from the selector 1070
{Step 1106). The statistical similarity calculator 1090
calculates the statistical similarity according to the
inner produet value supplied from the ianer product

calculator 1060 (Step 1107).
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At last, the display control unit 1030 judges
ﬁhether the same water mark data as the water mark data
1002 has been inserted in the MPEG data 805 or not,
depending on the statistical similarity shown in the
output data 1003 of the statistical similarity
calculator 1080 (Step 1108) and performg a proper
display control depending on the judgement result.

Thus, the water mark data is detected from the
MPEG data with the water mark'data inserted therein and
a proper operation can be performed in accordance with
the content thereof. Thé detecting device of the
embodimént needs no original image data in detecting the
water mdrk data. "Therefore, the detecting device can be
used in the reproducing device of a general user having
no original image data for the detection of the water
mark data.

Though the embodiment adopts MPEG data as the
data to be transferred from the water mark data
inserting device to the detecting device, it is needless
to say that it can be applied to the other image data
compression technique by the similar concept. 'Further,
it may be constituted in that the water mark data is
inserted before performing the inverse discrete cosine
transform processing, thereby transferring the data as
the water mark-embedded image data.

As set forth hereinabove, the digital data

encode system of the preaent invention is capable of
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inserting a plurality of water mark data in one image
data, thereby inserting a plurality of information
therein by the water mark data.

Since the present invention divides the image
data according to the field, signal component, and frame,
and inserts each water mark data corresponding to the
division by use of one water mark data inserting device,
it can realize the ingertion of a plurality of water
mark data into one original image data at the same
circuit size as the conventional digital data encode
system.

Since the present invention divides the image
data according to the field, signal component, and frame,
and inserts each different water mark data for every
dividing unit, it can reduce the deterioration of the
image quality compared with the case of inserting a
plurality of water mark data in every division.

Although the invention has been illustrated
and described with respect to exemplary embodiment
thereof, it should be understood by those skilled in the
art that the foregoing and various other changes,
omissions and additions may be made therein and thereto,
without departing from the spirit and scope of the
present invention. Therefore, the present invention
should not be understood as limited to the apecific
embodiment set out above but to include all possible

embodiments which can be embodies within a scope
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encompassed and equlvalents thexeof with respect to the

feature set out in the appended ¢laims.
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1. A digital data encode aystem having a
water mark data inserting device for inserting water |
mark data into digital data signals having a series of
field data, comprising:

a water mark data inserting control means for
controlling inserting of said water mark by said water
mark data inserting device;

wherein said water mark data inserting control
means divides the digital data signals by a
predetermined reference and inserts a plurality of
different water mark data prepared correspondingly to
the division into the respective digital data of the
corresponding divisions by use of said water mark data

inserting device.

2. A digital data encode system as set forth
in Claim 1, wherein

said digital data signals are of a digital
data signal having a series of field data consisting of
odd fields and.even fields of a series of image frames,
and

' 8aid water mark data inserting control means
ingerts first and second water mark data different from
each other and prepared for every odd filed and every

even field into the respective corresponding fields, by
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use of said water mark data inserting device.

3. A digital data encode system as set forth
in Claim 1, wherein

said digital data signals are of a digital
data signal having a series of field data consisting of
odd fields and even fields in a series of image frames,
and

said water data inserting control means
comprising ”

a field judging means for judging whether the
filed data under processing is of an odd field or an
even field upon receipt of the digital data signals, and

a water mark data selection output means,
storing first and second water mark data different from
each other and prepared for.evezy odd field and every
even field, for supplying the first water mark data to
said water mark data inserting device when the judgement
result designates the odd field, or supplying the second
" water mark data to said water mark data inserting device
when the judgement result designates the even filed,
depending on the judgement result by said field judging

means.

4. A digital data encode system as set forth

in Claim 1, wherein

said water mark data inserting control means
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ingerts a plurality of different water mark data
prepared for every signal component of the digital data
signals extracted by a predetermined reference into the
respective digital data signals of the corresponding
signal components, by use of said water mark data

inserting device.

5. A digital data encode system as set forth
in Claim 1, wherein

said water mark data inserting control means
comprising

a signal component judging means for, upon
receipt of the digital data signals, judging whether the
signal component of the digital data signal under
processing is brightness component, first color-
difference component, or second color-difference
component, and

a water mark data selection output means,
storing three kinds of different water mark data
prepared for évery signal component of the above three
kinds, for supplying the water mark data prepared
.eorrespondingly to the brightness component to said
water mark data inserting device when the judging result
designates the brightness component, supplying the water
mark data prepared correspondingly to the firat color-
difference component to said water mark data inserting

device when the judgement result designates the first

This Sheet Has Been Repla

[




R

- 60 -

color-difference component, or supplying the water mark
data prepared correspondingly to the second colof-
difference component to said water mark data inserting
device when the judgement result designates the second
color-difference component, depending on the judgement

reault of said signal component judging means.

. 6. A digital data encode system as set forth
in Claim 1, wherein
said water mark data inserting control means
comprising | _
| a signal component judging means for, upoﬁ
receipt of the digital data signals, judging whether the
signal component of the digital data signal under
processing is red-component, green-component, or blue-
component, and
a water mark data selection output means,
storing three kinds of different water mark data
prepared for every signal component of the above three
kinds, for supplying the water mark data prepared
correspondingly to the red-component to said water mark
data inserting device when the judgement result
designates the red-component, supplying the whter mark
data prepa;ed correspondingly to the green-component to
salid water mark data inserting device when the judgement
result designates the green-component, or supplying the

wqgggﬁgg;§~gg§gwp;gpared correspondingly to the blue-
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component to said water mark data inserting device when
the judgement result designates the blue—componeﬂt,
depending on the judgement result of said signal

component. jﬁdging means.

7. A digital data encode system as set forth
in Claim 1, further comprising

a spectrally-resolving means for spectrally
resolving the digital data signals upon receipt of them
and supplying the obtained resolved signals to said
water mark data inserting device as a subject of
inserting the water mark data therei;.

8. A digi£al data encode system as set forth
in Claim 1, further comprising

a spectrally-resolving means for spectrally
resolving the digital data signals upon receipt of then,
and supplying the obtained resolved signals, as a
subject of inserting the water mark data therein, to
said water mark data inserting device, and

an inversely-converting means, receiving the
processed signals with the water mark data inserted
therein by said water mark data inserting device, for
inversely converting the spectrally-resolved data and

supplying the obtained inversely-converted signals as

water mark-embedded digital data signals.
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9. A digital data encode system as set forth
in Claim 1, further comprising .

a discrete cosine transform means for
performing discrete cosine transform on the digital data
signals upon receipt of them and supplying the obtained
transformed signals to said water mark data inserting
device as a subject of inserting the water mark data
therein, and

an inverse discrete cosine tranaform means,
receiving the processed signals with the water mark data
inserted therein by said water mark data inserting
device, for performin& inverse discrete cosine transform
on them and supplying' the obtained inversely-transformed

signals am water mark-embedded digital data signals.

10. A digital data encode system as set forth

in Claim 1, further comprising

| a8 spectrally-resolving means for spectrally
resolving the digital data signals upon receipt of them
and supplying the obtained resolved signals to said
water mark data inserting device as a subject of
inserting the water mark data therein,

a sampling means for sampling the processed
signals with the water mark data inserted therein by
said water mark data inserting device to supply sampling
signals, and

an image compression means for converting the
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sampling signals into image-compressed signals and
supplying the obtained digital data compression data

signals with the water mark embedded therein.

11. A digital data encode system as set forth
in Claim 1,
said digital data signals being of a digital
data signal consisting of a series of image frames;
further comprising
an encoding means for encoding the digital
signals with the water mark data inserted therein by use
of said water mark data inserting device, aad
" an encode controlling means for c¢ontrolling
said encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methods,
saia water mark data inserting control means
comprising
water mark data storing means for storing a
plurality of different water mark data prepared
correspondingly to a plurality of picture types for use
in said éncoding means and said encode controlling means,
and
_ a water mark data selection output means for,
depending on the picture type decided by said encode
controlling means, selecting the corresponding water

mark data from sald water mark data storing means ~and
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supplying it to said water mark data inserting device.

12, A digital data encode system as set forth
in Claim 1,

said digital data signals being of a digital
data signal consisting of a series of image frames;

further comprising

a spectrally-resolving means for dividing the
image of the digital data signals into blocks of a
predetermined size, spectrally resolving the
corresponding digital data signals in every block, and
supplying the obtained resolved signals to said water
mark data inserting device as a subject of inserting the
water mark data therein, |

an encoding means for encoding the digital
signals with the water mark data inserted therein by use
of said water mark data inserting device, and

an encode controlling means for controlling
said encoding means so to perform encoding processing in
a plurality of kinds of picturé types,

said water mark data inserting control means
comprising

| water mark data storing means for storing a

plurality of different water mark data prepared
correspondingly to a plurality of picture types for use

in said encoding means and said encode controlling means,
and —— T
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a water mark data selection output means for,
depending on the pictu;e type decided by said encode
controlling means, selecting the corresponding water
mark data from said water mark data storing means and
supplying it to said water mark data inserting device,

said water mark data inserting device
comprising |

a partial average calculator for calculating
the average of the absolute values of three points
around each element in the resolved signals supplied
from said spectrally-resolving means, as a partial
average,

a first multiplier for multiplying the water
mark data supplied from said water mark data inserting
control means by the output data of said partial average
calculator in every element,

a second multiplier for-mnltiplying each
element of the output data of said first multiplier by a
predetermined constant, and

an adder for adding the output data of said

second multiplier and the resolved signals supplied from

said spectrally-resolving means in every element.

13. A digital data encode system having a
water mark data inserting unit including a water mark
data inserting control means for inserting water mark

data into digital data signals having a serles of field
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data by cqntrol of a water mark data inserting device
and a water mark data detecting unit including a water
mark data detecting means for detecting the water mark
data from the digital data signals with the water mark
data added thereto by said water mark data inserting
unit: |

said digital data signals being of a digital
data aignal consisting of a series of image frames;

said water mark data inserting unit further
comprising

an encoding means for encoding the digital
data signals with the water mark data inserted therein
by use of said water mark data inserting device, and

an encode controlling means for controlling
said encoding means so to perform encoding processing in
a plurality of kinds of picture types corresponding to
the encoding methods:
. said water mark data inserting control means
comprising

first water mark data storing means for
gtoring a8 plurality of different water mark data
prepared correspondingly to a plurality of picture types
for use in said encoding means and said encode
controlling means, and

a water mark data selection output means for,
depending on the picture type decided by said encode

controlling means, selecting the corresponding water

—
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mark data from said first water mark data storing means
and supplying it to said water mark data insertiné
device,

said water mark detecting unit comprising

a decoding means for decoding the digital data
signals encoded by said encoding means of said water
mark data inserting device, and

a display controlling means for controlling
display depending on the data decoded by said decoding
means according to the content of the water mark data
inserted in the digital data signals or according to its
presence;

said water mark data detecting means
comprising

a water mark data extracting device for
extracting candidate data, that is a candidate of the
water mark data, from the data decoded by said decoding
means,

a second water mark data storing means for
storing the same water mark data as thg plurality of
water mark data stored in said first water mark data
storing means of said water mark data inserting control
means in aaid'water mark data inserting device,

a water mark data selection output means for
selecting the corresponding water mark data from said
second water mark data storing means according to the

picture type in the encoding processing to be recognized
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in the decoding processing by said decoding means and
supplying it, and _ -

a statistical similarity judging mean for
making a comparison between the candidate data extrﬁcted
by said water mark data extracting device and the water
mark data supplied by said water mark data selection
output means, judging the statistical similarity thereof,
and notifying said display controlling means of the

judgement result.

14, A digital data encode system as claimed
in Claim 13,

said water mark daté inserting unit further
comprising .

a spectrally-resolving means for dividing the
image of the digital data signals into blocks of a
predetermined size, spectrally resolving the
corresponding digital data signals in every block, and
supplying the obtained resolved signals to said water
mark data inserting device as a subject of inserting the
water mark data therein;

said water mark data inserting device
comprising .

a partial average calculator for calculating
the average of the absolute values of three points
around each element in the resolved signals supplied

from said apectrally~-resolving means, as a partial
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average,

a firat multiplier for multiplying the water
mark data supplied from said water mark data inserting
control.means by the output data of said partial average
calculator in every elemeat,

a second multiplier for multiplying each
element of the output data of said first multiplier by a
predetermined constant, and

| an'adder for adding the output daté of said
second multiplier and the resolved signals supplied from
said spectrally-resolving means in every element;

said water mark data extracting device of.said
water mark data detecting means comprising '

a partial average calculator for calculating
the average of the absolute values of three points
around the block data decoded by said decoding means as
a partial average, and

a divider for dividing the block data decoded
by said decoding means by the output data of said

partial.average calculator.

15. A water mark data inserting method for
ingserting water mark data in digital data signals having
a series of field data by use of & water mark data
inserting device, comprising

a gtep of, after dividing the digital data

signals by a predetermined reference, inserting a
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plurality of different water mark data prepared
correspondingly to the division into the respective
digital data of the corresponding divisions, by use of

said water mark data inserting device.

167 A water mark data inserting method as set
forth in Claim 15, wherein

said digital data signals are of a digital
data signal having a series of field data consistiqg of
odd fields and even fields of a series of image frames,

further comprising the stepg of:

a step of storing first and second water mark
data different from each other and prepared for every
odd field and every even field,

a step of judging whether the digital data
signal is of the odd field or the even field one after
another,

a step of selecting one of the firat and
second water mark data as the water mark data to be
inserted in the digital data signals, according to the
judgement. result in said field judging step,

' a step of spectrally resolving the digital
data signals, and

a atep of, with reaspect to the frequency
analyzed data, as a subject of inserting the water mgrk
data therein, obtained as a result of the spectrum

resolution in said spectrally resolving step, inserting

— e e———
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the first water mark data into the frequency analyzed
data of the odd field or inserting the second water mark
data into the frquency analyzed data of the even filed,
according to the seleétion result in said water mark

data selecting step.

17. A water mark data insefting method as set
forth in Claim i5, further comprising

a step of storing three kinds of different
water mark data prepared for every brightness component;
first color-difference component, and second color-
difference component in Lhe signai components of the
digital data signals, '

a step of judging the signal components of the
digital data signals one after another,

a step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
judgement. result in said signal component judging step,

a step of spedtrdlly resolving the digital
data signals, and

a gtep of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum
resolution in said spectrally resolving step, inserting
the water mark data prepared correspondingly to the

brightness component into the data of the brightness
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component, inserting the water mark data prepared -
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correspondingly to the first color-difference coﬁponent
into the data of the first color-difference component,
or inserting the water mark data prepared
correspondingly to the second color-difference component
into the data of the second color-diffefence component,
accdrding to'the selection result in said water mark

data selecting step.

18. A water mark data inserting method as set

forth Claim 15, further comprising

:a step of storing three kinds of different
water mark data prepared for every red-component, green-
component, and blue-component in the signal components
of the digital data signals,

a step of judging the signal components of the
digital data signals one after another,

a 'step of selecting one of the above three
kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
.judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data, obtained as a result of the spectrum resolution in

sald spectrally resolving step, inserting the water mark
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data prepared correspondingly to the red-component into

the data of the red-component, inserting the water mark
data prepared correspondingly to the green-component
into the data of the green-component, or inserting the
water mark data prepared correspondingly to the blue-
component into the data of the blue-component, according
to the selection result in said water mark data

éelectinq atep.

19. A water mark data inserting method as set
forth in Claim 15, further comprising

a step of storing a plurality of different
water mark data prepared for every plurality of picture
types corresponding to the encoding methods in encoding
the digital data signals,

a'step of judging the signal components of the
digital data signals one after another, .
| a step of selecting one of the above thxee
kindas of water mark data, as the water mark data to be
inserted in the digital signal data, according to the
Jjudgement result in said signal component judging step,
. a step of spectrally resolving the digital
data signals, and

a step bf, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data therein, obtained as a result of the spectrum

rasolution in said spéCtrally reaolving step, insexting



| -H!illl_j Illl[l’ll-lﬂ?ﬂlisl I

- 74 - This Sheet Has Been Rep

T

the water mark data prepared correspondingly to the
picture type, according to the selection result in said

water mark data selecting step.

20. A computer readable memory for storing a
control program for controlling a digital data encode
system having a water mark data inserting control means
for inserting water mark data into digital data signals
having a series of field data by use of a water mark
data inserting device, said control program comprising

a step of, after dividing the digital data
signals by a predetermined reference, inserting a
plurality of different water mark data prepared
correapondingly to the division into the respective
.digital data of the corresponding division, by use of

said water mark data inserting device.

21. A computer readable memory as set forth
in Claim 20,

sald control program further comprising

a step of storing fier and second water mark
data different from each other and prepared for every
odd field and every even field, with respect to the
digital data signals having a series of field data
consisting of odd fields and even fields of a series of
image frames, |

a step of judging whether the digital data
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signal is of the odd field or the even field one after

another,

a step of selecting one of the first and
second water mark data, as the water mark data to be
inserted in the digital signal data, according to the
judgement result in said field judging'step,

a step of spectrally reasolving the digital
- data signals, and

a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark’
data, obtained as a result of the spectrum resolution in
said spectrally resolving step, inserting the first
water mark data into the frequepcy analyzed data of the
odd field or inserting the second water mark data into
the frequency analyzed data of the eveh field, according
to the selection result in said water mark data

selecting step.

22. A computer readable memory as set forth
in Claim 20,

said control program further comprising
a step of storing three kinds of different water mark
data prepared for every bhrightness component, first
color-difference, and second colar-difference component
in the signal components of the digital data signals,

a step of judging the signal components of the

digital data signals one after another,
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a step of selecting one of the above three
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kinds of water mark data as the water mark data to be
inserted in the digital signal data, according to the
judgement result in said signal component judging step,
é'step of spectrally resolving the digital
data signals, and
| a step of, with respect to the frequency
analyzed data, as a subject of inserting the water mark
data, obtained as a result of the spectrum resolution in.
said spectrally resolving step, inserting the water mark
data prepared correspondingly to the brightness
component into the data of the brightness component,
inserting the water mark data prepared correspbndingly
to the first color-difference component into the data of
the first color-difference component, or inserting the
water mark data prepared correspondingly to the second
color-difference component into the data of the second
color-difference component, according to the selection

result in said water mark data selecting step.

23. A computer readable memory as set forth
in Claim 20,

said control program further comprising

a step of storing three kinds of different
water mark data prepared for every red-component, green-
component, and blue-component in the signal components

of the digital data signals,
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a step of judging the signal components of the
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digital data signals one after another,

a step of selecting one of the three kinds of
water mark data as the water.mark data to be inserted in
the digital signal data, according to the judgement
result in said signal component judging step,

a step of spectrally resolving the digital
. data spignals, and

a step of, ﬁith respect to the frequency
analyzed data, as a subject of inserting the water mark -
data, obtained as a result of the spectrum resolution in
said spectrally resolving step, inserting the water mark
data prepared correspondingly to the red-component into
the data of the red-component, inserting the water mark
data prepared correspondingly to the green.-component
into the data of the green-component, or inserting the
water mark data prepared correspondingly to the blue-
component into the data of the blue-component, according
to the selection result in said water mark data

selecting step.

24. A computer readable memory as set forth
in Claim 20,

said control program further comprising

a step of storing a plurality of different
water mark data prepared for every plurality of picture

types corresponding to the encoding methods in encoding



N 0 A AR

- 78 =
Sheet Has Been Replaced

TR

a step of judging the signal componenté of the

the digital data signals,

digital data signals one after another,

a'step of selecting one of the above three
kinds of water mark data, as the water mark data to be
inserted in the digital signal data, according to the
judgement result in said signal component judging step,

a step of spectrally resolving the digital
data signals, and

a step of, with respect to the frequenef
analyzed data, as a subject of inserting the water mark
data, obtained as a result of the spectrum resolution in
said spectrally resolving step, inserting the water mark
data prepared correspondingly to the picture type,
according to thelselection result in said water mark

data selecting step.



