wO 2004/074957 A2 |10 0 O 0O OO

A system and nethod of multiple-Ilevel control of an
el ectronic device are provided. Authorization
i nformati on conprising data integrity and

(122 INTIR8NATIONAL OPPLICKTOONRUHLISHEDAINDER & HE BATENT [(IOOPBRATIGN DREATY (PCT)

§§§h rizatjon Jevels is stored on an el ectroni c device

t g Jrﬁtle?eéffl P en copEdon i nformation

assogi ated Wih one of trig p |IIIHIHIII|Ig!ﬂllIIHHHFIIHIQII'I||'|||HIHIIIIIII#HIHIIIIIIIIIII|I|I|||I|I||I||II|
| evel's7i's recerved at the onic device from a

SQULCE,hnEgquIty of the rEeery

ete gr an%n%rlmﬁ%n%gﬁcaﬁon Number
aut hor | 59?[6)(? 14957 A2
(51) Inggrnafippal Pdléltté:lafsﬁjfaéigqﬁi ty an GUBE Hant 3 Véi%:

21 I Q%ti(t)ngleA S Qfnuapig: Plurality of gughy @0 N2C 2L1 (CA).

terloo, Ontario N2T
/CA]; Unit 48, 49

504 : i

@ééﬁf@f?ﬁﬁi
: . OE)JISZ(Q' s.l, Q chln?ryg

rec I ve C_ont rP@’k/bﬁﬁOd/(ﬁ(ﬁ% mat |WEN,SRIJ§SLIQ nNe A%]A];_t & Chesapeake Drive,

el ectroni c device where the integwidily dfarid KX 488GEAVEOIZKE, Scott, W.

(22) La@wtisndlFiliagD4td booemmatyc@nCo.e20er | f i edagnd BhevigipumgeWiys Waterloo, Ontario

party authorized at the one of tNEKPIYAKGED] ARAMSS Neil, P. [CA/CA]; 550 Little

(25) Fil i English Dover Cres., Waterlco, Ontario N2K 4E4 (CA). BROWN,
dulttorperat i on |evel s, Michael, S. [CA/CA]; 350 University Downs Cres.,

(26) Publication Language: English Waterloo, Ontario N2K 4B1 (CA).
(74) Agents: WONG, Jeffrey, W. et al.; Borden Ladner Ger-

(30) Priority Data:
60/448,540 21 February 2003 (21.02.2003) US
(71) Applicant (for all designated States except US): RE-
SEARCH IN MOTION LIMITED [CA/CA]; 295 Phillip

STreet, Waterloo, Ontario N2L 3W8 (CA).

(81)

vais LLP, 100 Queen Street, Suite 1100, Ottawa, Ontario
K1P 1J9 (CA).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,

CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,

(72) Inventors; and
(75) Inventors/Applicants (for US only): LITTLE, Herbert,

[Continued on next page]

(54) Title: SYSTEM AND METHOD OF MULTIPLE-LEVEL CONTROL OF ELECTRONIC DEVICES

(57) Abstract: A system and method of multiple-level control of an electronic

AuEtﬁgﬂr?z"ast?on device are provided. Authorization information comprising data integrity and au-
Info thentication information for each of a plurality of authorization levels is stored
Ty on an electronic device to be controlled. When controlled information associated

v with one of the plurality of authorization levels is received at the electronic de-
Sign and Send vice from a source, integrity of the received controlled information is checked
Authorization and a determination as to whether the source is a party authorized at the one of
Info to Device the plurality of authorization levels is made, based on the data integrity and au-
thentication information for the one of the plurality of authorization levels. The
received controlled information is stored on the electronic device where the in-
tegrity of the received controlled information is verified and the source is a party
authorized at the one of the plurality of authorization levels.

Authorization
Info Exists?

Check
Digital
Signature

78

., N
o

Signature‘
Verified?

Error
Processing

Insert
Authorization |«
Info

g4




WO 2004/074957 A2 | NI DI 000 0T 0000 0000000 00 O

MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG, TR), OAPI (BF, BJ, CE, CG, CI, CM, GA, GN, GQ, GW,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, ML, MR, NE, SN, TD, TG).

TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,

ZW. Published:

(84) Designated States (unless otherwise indicated, for every without international search report and to be republished

kind of regional protection available): ARIPO (BW, GH, upon receipt of that report

GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro-  For two-letter codes and other abbreviations, refer to the "Guid-
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR, ance Notes on Codes and Abbreviations" appearing at the begin-
GB, GR, HU, IE, IT, LU, MC, NL, PT, RO, SE, SI, SK, ning of each regular issue of the PCT Gazette.



