21 SEP 2005 METHOD AND SYSTEM FOR RECOVERI NG THE VALI DI TY OF

CRYPTOGRAPHI CALLY SI GNED DI G TAL DATA BACKGROUND OF THE | NVENTI ON The
present invention generally relates to recovering data and 3l S8EP 2005
specifically to restoring and/or validating digitally signed data. The use
of the Internet for both business and personal conmmuni cations has grown
dramatically over the past few years, “edpecially in the area of

E-commerce. This large increase in nessage traffic along with the

i ncreased conpl exity of hardware and software, has 10 increase the chance

of losing data. Manye-svat SHE ﬁ%%&?ﬁ - i’ﬁt hg nunber of
conputer crashes is risd 1 QBS?ﬁﬁnmgiﬁr *%&gf &P¥ dat a
recovery nethods, the probl'emarises Tor e user inl at how does she
know i f the informati on recovered has been tanpered with? Especially when

there have begpckering oelPHER YNV accounts of conputer break-ins.
One conventional technique to deteé@wffaﬁhere has been tanpering to a
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5 o The use of the Internet for both business and
personal communications has grdwn dramatically over the s
past few years, especially in the area of'E—commerce.

This large increase in message traffic along with the
increased complexity of hardware and software, has

10 increase the chance of losing data. Many systems today
provide for back-up, as the number of computer crashes
is rising.

While there are many conventional data
recovery methods, the problem arises for the user in

15 that how does she know if the information recovered has
been tampered with? Especially when thére have been
several well publicized accounts of computer break-ins.

One conventional technique to detect if there has been
tampering to a message, and hence to the recovered

20 message, is a digital signature. The US government has
established a standard for digital signatures, which is
given in Federal Information Processing Standards
Publications (FIPS PUB) 186, which is incorporated by

reference in its entirety.

25 Fig. 1 illustrates a conventional digital




signature technique. The sender of a Message (M 110 has a Signature
Ceneration Unit 112. The receiver of the nessage 110 has a Signature
Verification Unit 114. The Signature Generation Unit 112 takéd Sks3M$e 110
and 5 perforns a secure hash 116 on M 110 to produce H M 118. H(M 118
and Private Key 120 are inputted into 2Digital Signature Al gorithm (DSA)
Sign 122 to produce a digital signature for HM 118, i.e., Sign(H(M)
124. M 110 andyriitgnfdi(d¢hAR4uate shat skhaderSognat Megsal@ Generiatd on Unit
112 at a user sender to Signature Verification Unit 114 at a user

recei ver. MhE) atSidgignater@eNeratioat UantUdilR.114 hies relveri vieashead 130 to
produce H(M 132. The secure hash 130 is the same function as secure hash
116. HM 13heameSayd HHM )hd5 a28ignetumpuVeed fiintda iID8AUvdrti fij1 4.36 al ong
with Public Key 134 to validate the nessage content. A "no" result means
t he nmessage THE) Hiagndpere t Gaperatdiont Hpiwhillé dakepegiessege fl lioncincht es,
but does not insure, no tanpering. In addition the digital signature 20
aut hent i cat @snfifressgrecureehasht 138sanel 1A8 tpepirpdase HHAL t he message
is fromthe source that the nessage clainms to be from However, the

di gital sigrddture H@)i esl®nand Rnétatal §eyi LAM ergt 1apsimes dmdO is very
difficult but, .25 naot, i npossible to, crack., This assunption is becom ng

weaker and \Hé;ﬂeé:razlwistlfgrf %uF%&Hg?ﬁéFEESéDFﬁ)CéﬁﬁBt égzz FEWBE YT eaddi t i on
:):‘ievg't J Lg'y qsl'sg%%%tlgréitg%g%@gfes?ﬁggt g (hCLRB! VEt e Koy s BRENSG 1 the
"M 110 and Sign{(H{M)) 124 are sent from Signature
10 Generation Unit 112 at a user sender to Signature
Verification Unit 114 at a user receiver. M 110 at
Signature Verification Unit 114 is then hashed 130 to
produce H{M) 132. The secure hash 130 is the same
function as secure hash 116. H(M) 132 and Sign(H(M))
15 124 are inputted into DSA Verify 136 along with Public
Key 134 to validate the message content. A "no"™ result
means the message 110 has been tampered with, while a
"yes" result indicates, but does not insure, no
tampering. In addition the digital signature
20 authenticates the message, i.e., it assures the
recipient that the message is from the source that the
message claims to be from.
‘However, the digital signature relies on a
known algorithm that assumes that is very difficult but
25 not impossible to crack. This assumption is becoming
weaker and weaker with the rapid increase in computer

power. In addition the digital signature assumes that

the private key 1is secret. If the private key is




conprom sed, the security is lost in present, as well as, recovered data.
Thus there needs to be better techniques to validate recovered data.
SUMVARY OF THE | NVENTI ON 5 According to the present invention?lSF@Eﬁwpques,
i ncluding a nethod and system for restoring and/or validating data and/or
associated signature log entries are grovided. In one enbodinent the data
includes digitally signed user nessages, and 10 the associ ated signature

| og entries aosmpratnpted, the sexamke, ilsi iked iFagresegmat we wablentry,
except the first, uses data froma previous signature log entry. The data
froma previams segreete@ dagaent Thuiss theed asedened fputbdttdmrn ng t he
present signature log entry's 15 digital signature. Thus a chaining or
hysteresi s t=Rgmatguesitogeatidatd. regovieirededdaddi.ment, after a | ost
nmessage is restored, the signature log is used to validate the nessage by
conparing the digital signature associated with the nmessage with the
corresponding 20 signature log entry. The security of the signature |og

may be i ncr SHEREARY QULTHEWINYENELLt ed entries in a public nedia such as
a public printed publication, for exanple, a newspaper, newsletter, Wb
site, magazine, or peRFoRFeanrd ¥RethesPigsendy Wi Her validated by 25

checking L%, c9us) stency, SLye s gnatired o] iomsle, pupl i ghed entry
enbodi ment s éggy%éfﬁbuggdpértgglidating data and/or assocliated
signature log entries are provided. In one éembodiment
the data includes digitally signed user messages, and
10 the associated signature log entries are related, for
example, linked. Each signature log entry, except the
first, uses data from a previous signature log entry.
The data from a previous signature log entry is used as
one input in forming the present signature log entry’'s
15 digital signature. Thus a chaining or hysteresis
signature is generated. In this embodiment, after a
lost message is restored, the signature log is used to
validate the message by comparing the digital signature

associated with the message with the corresponding

20 signature log entry. The security of the signature log

may be increased by publishing selected entries in a
public media such as a public printed publication, for
example, a newspaper, newsletter, Web site, magazine,
or periodical. The message may be further validated by
25 checking the consistency of the signature log from the
published entry back to the message's signature log

entry.



hysteresis signature for nessages, the inventionis not Ilimted to
nmessages. For exanple, the validity of a series of business docunents on a
busi ness conputer 5 system after restoring the data from backl §EPAPum
may use the business signature |og and hysteresis signature associated

w th each docunent to validate the daka- A user may also want to validate
restored back- up data, for exanple, previous E-commerce purchases, on 10

the user's ‘'own conput eghBYyst e8e CBRbeabREnABNEHW the mseseft thrvention
provi des a nmethod for validating a restored nessage, having an entry
generated i mpstsdpnai sirei §ogehioe formresaggeswhehe tihecention iiscinedes
cryptographic 15 information, for exanple, a digital signature, associated
wi t h t he nesisiage;edletxd , madkeagsai d Ressagempils,| ase, vild dieyt ofec nessage i s
generated responsive to a request; and the restored nessage is validated
usi ng the sigpwites eof dgus 2Oeds séconderhbodhnenbusfinglses goopater nvent i on
provi des a systemfor recovering and validating user information. The
system i rcl udestemusefteysreathaihagtha dagrafyca begk-Wiereding,si gnat ure
| og has cryptographic information associated with the user 25 information;
a recovery 3 ehfeoupt deusi 1essheigaerurgydegmaita Ny sEemAFdiScat i ons
network for restoring user _informatjon; and a validity system co%pl ed with
the user syStHHWES saFACELAREAI CatPoReChe PRGNS ST t91 Vgép%@;) theg

ValldatlngIé?%é?eqaqggérlgggra gBOQaH%'@g %gﬁidate restored back-

up data, for example, previous E-commerce purchases, on

10 the user's own computer system.

One embodiment of the present invention
provides a method for validating a restored message,
having an entry generated in a signature log for a
message, where the entry includes cryptographic

15 information, for example, a digital signature,
associated with the message; Next, when said message
is lost, the restored message is generated responsive
to a request; and the restored message is validated
using the signature log.

20 A second embodiment of the present invention
provides a system for recovering and validating user
information. The system includes a user system having
a signature log, where the signature log has
cryptographic information associated with the user

25 information; a recovery system coupled with the user
system via a communications network for restoring user
information; and a validity system coupled with the

user system via said communications network for



signature log. A third enbodi nent of the present invention provides a
systemfor determning if a user nessage is 5 valid, the systemi ncl udes:
~a user conputer systemhaving a log, the log having a |log ent 3]l SEF 304 to
a nessage sent by the user, where the log entry has a digital signature
having information related to a previgus log entry of the log; and a
val idation unit 10 coupled to the user conputer system for validating the

user messagevalBidgtihg Legrofeliousth emERdimIRNl O dihiRy ARRSeNt invention
provi des a conmputer readable data transm ssion nedium” containing a data

structure fosigmdtdaéi bggmessage 15 information. The data structure
i ncludes: a first portion having a hash of a user nessage or a user

message itself; a secopdthorti enbbaymegta JfasheOlprasesitdna vl 1&g entry;
and a digital signature based on the first portion and the second portion.
20 A fifth erbodidentaosyshempfesedetiemmdntiingn i fpraovisdas e s@id@dis usi ng a
conputer, for generating a signature |log having a plurality of |og
entries. 5SFivzstida fhessysbgmenncyuidssgenenated cofpatfdr stydtogm entry has a
first cryptographic value associated with a 25 first user nessage; and next
a second | od'@hity & slogenthat édg TAwisgcendogognémtyr yelamtaty o second
crypt ographi c value associated with the first |o entry, a third

crypt ogr aphi®e3zA9fR B@R_bocP¥t BAeWFRTa FhegEPthE03 0§ enganodthuser nessage

and a digit%y si gnat ure. _ _ )
1gital signature having information related to a

previous log entry of the log; and a validation unit

10 coupled to the user computer system for validating the
user message using the log.

A fourth embodiment of the present invention
provides a computer readable data transmission medium
containing a data structure for validating message

15 information. The data structure includes: a first
portion having a hash of a user message or a user
message itself; a second portion having a hash of a
signature log entry; and a digital signature based on
the first portion and the second portion.

20 A fifth embodiment of the present invention
provides a method, using a computer, for generating a
signature log having a plurality of log entries.
First, a first log entry is generated. The first log
entry has a first cryptographic value associated with a

25 first user message; and next a second log entry is
generated. The second log entry having a second
cryptographic value associated with the first log

entry, a third cryptographic value associated with a



A sixth enbodi ment of the present invention provides in a conputer system
a nethod for validating a selected log entry by using a signature Iog
having a 5 plurality of recorded |log entries- The nethod i nckLSES:200
conputing a cryptographic value for the selected log entry; and
determining if the cryptographic value s part of another recorded | og
entry. 10 A seventh enbodi nent of the present invention provides a system
for preventisgoreputiat irnnseodga, andnsadigohabysogeatcira.plurality of user
conputer systens. The systemincludes: a first user conmputer system a
second user conputer Syssextipeefbodimgntheflbher pmsaenitodnwientt itdne fir st
user; and a log chain crossing conputer responsive to a request by either
the first @ratiadsecond usenptoerespstienheat mghbadt fon; vela datdad d
including a hysteresis signature of the transaction. 20 A eighth

enbodi nent & IHePredelrdiawenyilbr upiodi deslgnabtK8d1esi kg va Ncorput er
systemfor registering a log entry of a user by an officially recognized
entity, for REIEY &ﬁo?%@?f@%ﬂtxoﬁrenﬁfﬁﬁéut FpRkMRGNOYThe et hod

i ncl udes: maintaining a 25 sjignature Iog chajn bx ihe gfficially recogni zed
entity, wherd@l4dest FYRPERIEY Bf CERRISHGARMGFe VRO EREI ¥ related to a

User o user T FEEEP U8 =Y 7 anfh FEohBAB 381 G &VEr vt ogr aphi ¢ val e
aSSOCiated\@}Jbtographic value is part of another recorded log
entry.

10 A seventh embodiment of the present invention
provides a system for preventing repudiation of a
transaction by one of a plurality of user computer
syétems. The system includes: a first user computer
system; a second user computer system performing the

15 transaction with the first user; and a log chain
crossing computer responsive to a request by either the
first or the second user to record the transaction; the
record including a hysteresis signature of the
transaction.

20 A eighth embodiment of the present invention
provides a method using a computer system for
registering a log entry of a user by an officially
recognized entity, for example, a notary (with or
without linking). The method includes: maintaining a

25 signature log chain by the officially recognized
entity, where a first log entry of the signature log
chain is related to a previous second log entry of the

signature log chain; receiving from the user a user log



the user log entry; and generating a third log entry of the signature |og
chain, wherein the third log entry includes the cryptographic value. 5 An
ni nth enmbodi ment of the present invention provides a nethod #bSEPRAMating
a user data itemby a conputer systemusing a user's signature | og. The
conputer systemreceives the user's signature |log and validates that a
crypt ographi c value associated with 10 the user data itemis in a first |og

entry in thent#ser gend@naldy & |&9ﬁ/pﬂ\&3(ﬁapfﬁ_h§ ¢ampt gEsdet aeByUNQ@s td4 second
e

log entry in the user's signatur og that is checkpointed and then

verifies thenb Usled Q@erHYr by amdcdendpining &ronithelsgcendogrentry to
the first 15 log entry; and a result is returned to the user. Atenth
enbodi ment ehet Bagpmesert liowerddian wHovehesthAenehbed, 1ugi agtayconput er
system for recovering a data item between two points in tine. The nethod
i ncl udes: reaaeilvdeg aheequegitdgmaplaiaiseslv®. 20 recover data between two
points in time, receiving from a data recovery unit the data item and
associ at & si gnat ur e Arogiarithr yemivadirdet § ngf t biee dpraseneniosengithe

associ ated signature log entry; and if the data itemis validated, sending
t he data itewmevddese aug@thagb T eralddathirrbdduaent daftat heepr byent

i nvention provides systemfor validating a user nessage the system

i ncl udes: aRCMRPGEINSHHET ISt d WIRF o5 3+ ghAEUFe E@g-frgﬁﬁa user, where

t he signature Io% 21 SEP 2005 - 8 co risingla g[uralitg Yf relgted | og
entries: a computer system receives the user's signatur 0g an

validates that a cryptographic value associated with
10 the user data item is in a first log entry in the

user's signature log. Next, the computer determines a

second log entry in the user's signature log that is

checkpointed and then verifies the first log entry by

back chaining from the second log entry to the first
15 log entry; and a result is returned to the user.

A tenth embodiment of the present invention
provides a method, using a computer system, for
recovering a data item between two points in time. The
method includes: receiving a request from a user to

20 recover data between two points in time, receiving from
a data recovery unit the data item and associated
signature log entry; validating the data item using the
assoclated signature log entry:; and if the data item is
validated, sending the data item to the user.

25 An eleventh embodiment of the present
invention provides system for validating a user message
the system includes: an input module for receiving a

signature log from a user, where the signature log



cryptographi c nodule for generating a cryptographic value fromthe user
nmessage; and a verifying nodule for wvalidating the cryptographic value is
in the signature 5 log. A twelfth enmbodi nent provides a conpél 8EP 08gr am
product for validating a restored nessage, having: code for generating an
entry in a signature log for a nmessageg where the entry includes
cryptographic 10 information associated with the nessage; when the

message i s |lamsdpricoidey forpbenel Aty ngf t helaesdoted eAezsage wesponsive to a
request; code for validating the restored nessage using the signature |og;
and a conputmptsatdEph e diecdeIor fenboeye ngt ihe abaveptedeaphliz Anot her
enbodi ment provides a conputer data signal enbodied in a carrier wave for
val i dati ng &alnestiored thessager mevsage; pandranveodéyfiog gededat ifeg an
entry in a signature log for a nmessage, where the entry includes

crypt ogr aphiva liigfagrima i Ore azsyet @y eabR0c wa hue hésnéssabe; sigeatsaied nessage
is lost, program code for generating the restored nessage responsive to a
request ; Jand9%-ogram code for validating the restored message using the
signature | og. These and ot her enbodi pents of the present 25 invention are
described in nore detdt IT7%tiohjeMRed HIE Wi RROY hdeBeRt CBBPYRWSENd at t ached

figures. BRI EF DESCRI PT| ON THE WNGS 21 SEP 2005 - 9 Fig. 1
illustrates p&"@cﬁ?\%rﬁ’?%‘?t g‘@ﬁ t‘éﬁ‘%ﬁf&?u?er?%EﬂﬁP uBSEPRRGr Art);

having: code for generating an entry in a signature log
"for a message, where the entry includes cryptographic
information associated with the message: when the
message 1s lost, code for ‘generating the restored
message responsive to a request; code for validating
the restored message using the signature log; and a
computer usable medium for embodying the above codes.

Another embodiment provides a computer data
signal embodied in a carrier wave for validating a
restored message, having: program code for generating
an entry in a signature log for a message, where the
entry includes cryptographic information associated
with the message; when said message is lost, program
code fdr generating the restored message responsive to
a request; and program code for validating the restored
message using the signature log.

These and other embodiments of the present
inventlion are described in more detail in conjunction

with the text below and attached figures.

BRIEEF DESCRIPTION OF THE DRAWINGS




Fig. 2 shows an enbodi nent of the Validity Recovery Systemfor the present
invention; 5 Fig. 3 shows an exanpl e conputer systemthat na¥ %Eﬁgﬁ@gnt
one enbodi nent of the conputer systens shown in Fig. 2; Fig. } a
nmessage format of one enbodi nent of the present invention; 10 Fig. 5 shows
anot her nessage format of another embedinent of the present invention;

Fig. 6 shows an exanple of a user's signature |og of an enbodi nent of the
present invention; FigFig. shoiklantexappl @ obnzensdwnalisidjndttrle 15 | og of
anot her enbodi nent of the present invention; Fig. 8 gives a flowhart
showi ng t he signaatfontetnhbguentPrésri Ar&)si gnature log file of an

enbodi nent of the present invention; Fig. 9 shows an exanpl e of
checkpointing of 20 ofedenbosheeat aof emhedpmessntfi mhentviadidifiyy. 10 shows
an exanple of using the Log Chain Crossing Server of an enbodi ment of the
present i nRERETY Fygtan EapwshanperaapFeisvenddiosrering a 25 signature
log entry with a notary with Iinking of an _enbodi nent of the present

i nventior Fig. 12 sh t he $RBWEhaRt SKBMPLRe CREPY LeFe §iYA S8 Y2230 of an

enbodi nent of the present 21 SEP 2805 - 10_ inpvention; Fi%. 13 gives a flow
chart shomﬁﬁ&ﬂﬂﬁ? resent one embodiment of the computer Systems

shown in Fig. 2;
Fig. 4 shows a message format of one
embodiment of the present invention;
lb Fig. 5 shows another message format of
another embodiment of the present invention:
Fig. 6 shows an example of a user's signature
log of an embodiment of the present invention;
Fig. 7 shows an example of a user's signature
15 1log of another embodiment of the present invention:
Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment ¢of the present invention;
Fig. 9 shows an example of checkpointing of
20 one embodiment of the present invention:
Fig. 10 shows an example of using the Log
Chain Crossing Server of an embodiment of the present
invention;
Fig. 11 shows an example of registering a
25 signature log entry with a notary with linking of an
embodiment of the present invention;

Fig. 12 shows the flowchart for the mass

media server 230 of an embodiment of the present




validity server determning if a signature log entry has been checkpoi nted
in an enbodi nent of the-present 5 invention; Fig. 14 shows an enbodi nent
of the Validity Recovery Server validating a user signature RBbSE®R00§:

Fig. 15 shows an enbodi nent of the Validity Recovery Server validating a
user nessage content; 10 Fig. 16 showgga fl owhart of the Evidence

Col l ection Server collecting data in an enbodi nent of the present

i nvention; HrmuerZishows a flowhart of the Evidence Collection Server
recovering data in an enbodi nrent of 15 the present invention; Fig. 18
shows a flowchart of tihiegVal3dgiyesRecblewycBarteshoedoertdhey a user
signature log entry in another enbodi nent of the present invention; Fig.
19 shows a fuahichicry sfrtde datédnigingOiResovégpaSareeloge@meani ng a user
nmessage i n another enbodi nent of the present invention; Fig. 20 shows a

fl owchart ofhasherarll idhegkPpRetesdr ynSenvernbedingati of ther pressages bet ween
two points in tine of another enbodi ment of the present 25 invention;
DETAI LED DESCRISPN''OF THE EMBODI MENTS Fi g. 2 shows an enbodi nent of the
validity 21 SEP 2005 -_11 recovery system of the present invention. The
system includes a Valiift yl‘i?e%l?ﬂ‘?/‘é¥ya@e?%?d2@§9taﬁé dhesdligdityi4 coupl ed

toget her Vi$é¥§$g¥;(§g§be§xgéff Aéyhgogeuser signature log entry;
Fig. 15 shows an embodiment of the Validity
Recovery Server validating a user message content;

10 Fig. 16 shows a flowchart of the Evidence
Collection Server collecting data in an embodiment of
the present invention;

Fig. 17 shows a flowchart of the Evidence
Collection Server recovering data in an embodiment of

15 the present invention:;

Fig. 18 shows a flowchart of the Validity
Recovery Server recovering a user signature log entry
in another embodiment of the present invention;

Fig. 19 shows a flowchart of the Validity

20 Recovery Server recovering a user message in another
embodiment of the present invention;

Fig. 20 shows a flowchart of the Validity
Recovery Server recovering user messages between two
points in time of another embodiment of the present

25 invention;

DETATLED DESCRIPTION OF THE EMBODIMENTS

Fig. 2 shows an embodiment of the wvalidity



or nore of the follow ng may be included and coupled 5 together via network
210: a User -2 216, an Evidence Collection Server 220, a Notary Public
Office with no linking 222, a Notary Public Ofice wth |inkiZd$ER2005
Mass Media Server 230 and a Log Chain Crossing Server 240. User-1 214 and
User-2 216 are only exanples of 10 potential users, other enbodinents
include nore than two users. Mass Media Server 230 includes a Newspaper

232 and/ or aewiveryesgSdenTHE Vaki girkgeRecaveeyitInver T2 Jaaeives a
recovered nessage and/or signature log entry fromthe 15 Evidence

Col | ecti on Serakud®®0a aviall vdi t dakesotbeynessage and/,omnrdde sisggnatiure | og
entry associated with the nessage. A user or Evidence Collection Server
220 may redquestcpublédhiogeskéecved segratiur @100g epttriices 11wi,a driee Mass
Medi a Server 230 and registers other 20 selected signature log entries with
a Notary Pulsii danoxsd féEeting t hiohbovingi ngy2R2, iocladNadt any Ruhibledffice
with linking 224. This registeri ng or publishing is checkpointing the

si gnat ur e | g’gﬁ%ﬁrﬁheyrfmalra@’@wogge LA: @aPedat Rnglé,pant Esildangsr evi ous
signature log entry. 25 The Evidence Collection Server 220 collects and
stores in acgla]t]aﬁ?a%’é"( DB} CYRF of 4Rt | BnNasasyi BubdicwOEl igsewikbs $dges sent

over network .210. The . information_includes a signature |l og entry
associ at ed éf’éﬁp"gz%%zf- 3 NOGRTR PRBLAEsSAGEcant 1kbo iRk ifssg2de ias sent

(o, Lt SR et e ) e Cal | 82 A0 SOLYEL 220 Sl s 1

240. User_1 214 and User 2 216 are only examples of

10 potential users, other embodiments include more than
two users. Mass Media Server 230 includes a Newspaper
232 and/or a Web site 234.

The Validity Recovery Server 212 receives a

recovered message and/or signature log entry from the

15 Evidence Collection Server 220 and validates the
message and/or the signature log entry associated with
the message. A user or Evidence Collection Server 220
may request publishing selected signature log entries
via the Mass Media Server 230 and registers other

20 selected signature log entries with a Notary Public
office with no linking 222, or a Notary Public office
with linking 224, This registering or publishing is
checkpointing the signature log entry for later use in
validating a particular previous signature log entry.

25 The Evidence Collection Server 220 collects
and stores in a database (DB) information associated

with user messages sent over network 210. The

information includes a signature log entry associated




|l og entries and thus acts as a back-up to a user's 5 signature |log. To
recover a nessage the Evidence Collection Server 220 knows who received
the nessage and tries to recover the nmessage fromthe recei vert. SEP 2085
alternative enbodi ment, the Evidence Collection Server 220 maintains a
copy of sone or all the nessages 10 sepb by the users and supplies the
Validity Recovery Server 212 the back-up copy on request. In another

embodi ment  t wetEviHenmesEakjkeahidomnSery m2ide! wlesen@ sgar chengi ne,
whi ch upon request by the Validity Recovery Server 212, searches via

network 210 tbisaekbodamknp tbepEvildednie l@st] dmssigesetdet hepgearch engine
finds the backup copy The Evidence Collection Server retrieves the backup

copy and formaiusainst bnt hes V8l adicopyRedovarly 3af tfe 2. s Thea Natar y
Public Offices 222 and 224 are 20 either a licensed public or private
notary serviktedoentahgsodhicihlby acesoga zethaK-uy tovd clisemi atai ns a
signature | og, either using the hysteresis signature, i.e., wth |inking,
or a conventfb¥Rdtysy beek, Teerecomerl iankiesgagdEhushen Bisieter@y T egi st er
periodically 25 selected entries in her signature log with the notary
servi ce. Thé=RlEeekpodi Pesvaty2B8 #bewst whealregatioesl e tiezdage pr evi ous
signature | o ntry. :E/steresi S si gnature as used herein is a 21 SEP 2005 -
13 securit c%%#‘% AsFRAGOUFEi FBF B&E&agenpiiosi diea refdaistecr ypingr aphi c
i nformation rel a{ed to a massagg, and a second cryptographic information
alternative embddiment, the Evidence Collection
related to a
Server 220 maintains a copy of some or all the messages
10 sent by the users and supplies the Validity Recovery
Server 212 the back-up copy on request. In another
embodiment the Evidence Collection Server 220 includes
a search engine, which upon request by the Validity
Recovery Server 212, searches via network 210 for a
15 back up copy of the lost message. If the search engine
finds the backup copy The Evidence Collection Server
retrieves the backup copy and forwards it to the
Validity Recovery Server 212.
The Notary Public Offices 222 and 224 are
20 either a licensed public or private notary service or
any officially recognized entity, which maintains a
signature log, either using the hysteresis signature,
i.e., with linking, or a conventional log book, i.e.,
no linking. Thus a user may register periodically
25 selected entries in her signature log with the notary
service. These checkpoints may be used to validate a

particular previous signature log entry.

Hysteresis signature as used herein is a




| east one previous hysteresis signature. An exanple of 5 the first

cryptographic informati on would be the result of encrypting éﬂs §%®§
Anot her exanple of the first cryptographic information inclu E Sltal

signature fornmed, in part or wholly, fromthe nessage. An exanple of the
second cryptographic information, 20 1I37ctudes the result of encrypting
digital data of at |east one previous hysteresis signature, where
initially thedirsty hpstikarsss ssgngt digitmy beta comeddtsdmm me val ue.
Usi ng the above definition, one exanple of a hysteresis signature includes
one | og 15 ehirst igrypehaiapbicl ogfennaitésn wedadeidn tiche olesiseaasf | og
entries, each log entry, except for the first log entry, is dependant upon
t he previ ournidb@ eregynd TheyMaeGraRbiLE senf@émazeenp@rl@|l|a§|¢eis tcoak |arge
audi ence sel ected user signature log entries upon 20 request of either a
user or the IRAerRtte RF¢BLPIRBNLBBEPERLS2B0S1PIRALHESI-i sRTn§*eMPadesiafnat ur e

|l og entry makes it difficult to tanper with the Io% entr after it has
been publd sHe® Liiet refyRERFFAGNAC] b@feﬁf“ra§fl°%| pRUdShEeate EFSUIdol i shing
of a signatur entr 25 check oints éhe ntry and may. e used to

Val fdat o a G i othEUSSEPaAat ur npaﬁeénw oEx &8 o5

publ i shers iven newspaper publ i her 232 a i.te 234 CIher
exanpl es of%%ﬁb|sﬁﬁﬁpt%%?a%€ gaﬁga thh lnﬁ& @ﬁgiﬁ g book,

peri odi cal , %@B&eﬂfo%edw%e@&%e B QR&g4LNY fl%R' lt?x@%%ss'a%% Chai n

Crossi ng Serv
An example of the second cryptographic information,

10 includes the result of encrypting digital data of at
least one previous hysteresis signature, where
initially the first hysteresis signature may be a
predetermine value. Using the above definition, one
example of a hysteresis signature includes one log

15 entry in a chain of log entries, where in the chain of
log entries, each log entry, except for the first log
entry, is dependant upon the previous log entry.

The Mass Media Server 230 publishes to a
large audience selected user signature log entries upon

20 request of either a user or the Evidence Collection
Server 220. The publishing of a signature log entry,
makes it difficult to tamper with the log entry after
it has been published. Like registering a log entry
with a notary, the publishing of a signature log entry

25 checkpoints the entry and may be used to validate a
particular previous signature log entry. Two examples

of publishers are given, a newspaper publisher 232 and

a Web site 234. Other examples of publishers may




exanple, User -1 214 and User -2 216, when a nutual 5 transaction, for
exanpl e, a contact, a sale of a good, a |loan, or an E-commerce
transaction, occurs. The Log Chain Crossing Server 240 keepsZhSEFR008f t he
transfer of nmessages in its signature |og using the hysteresis

signatures. If a dispute latter arisesipn-the 10 transaction, the Log Chain
Crossing Server 240 acts as a witness to the transaction. This prevents

ei ther partin¢loderepadaatinng bbek,r prsdctdiaml | mews letter navive

enbodi ment the Log Chain Crossing Server 240 facilities the transfer of
transacti on e?ngxrdnngeriscaedsagepubdtibenrsUser -1 214 and User -2 216,
but does not maintain a copy. It is up to each user to maintain. their own
copy. Fig. 3 shows an kg@anphaisoRpgseringy Seeme31®@4Q ha wesd riepr eBent one
enbodi nent of each conmputer 20 system shown in Fig. 2. These Fig. 2

conmput er syst%3RPLlencVege_1t RédvanddUsgrrdc ldry Wwoarver @atial he User 1
214, the er -2 216, the Evidence_Collection Server 220, the Notary

Publ i ¢ OFfi CeFMIFCHEORT nkPRQEE2PPlEned RONEAFtPUIR i@ 1 e vl@®dd i nki ng

224, the Mass @/bdi a 25 Seryer 230 and the Log .Chain Crossi ngr Server 240.
The conput &t %I?Err?élﬁni]ﬁEFBﬂ@?rﬁecéﬁ?Pélacgﬂﬁé)esﬁcfﬁ%ﬁﬁt hecPea 312,

o o e 00 oL gLob PEpRLR iR (LRGBS S e ot o
o et St g 0 92 R B e A S e e 210
"signatures. If a dispute latter arises on the

10 transaction, the Log Chain Crossing Server 240 acts as
a witness to the_transaction. This prevents either
party from repudiating the transaction. In an
alternative embodiment the Log Chain Crossing Server
240 facilities the transfer of transaction or exchange
messages betwsen User 1 214 and User 2 216, but does
not maintain a copy. It is up to each user to maintain
their own copy.

Fig. 3 shows an example computer system 310

that may represent one embodiment of each computer
system shown in Fig. 2. These Fig. 2 computer systems
includé: the Validity Recovery Server 212, the User 1
214, the User 2 216, the Evidence Collection Server
220, the Notary Public Office with no linking 222, the
Notary Public Office with linking 224, the Mass Media
Server 230 and the Log Chain Crossing Server 240. The
computer system 310 includes a central processing unit

(CPU} 312, volatile storage 314 for temporary storage

(for example RAM), a non-volatile storage 316, for




di spl ay, nouse and keyboard, and a bus 325 which 5 connects the

af orenenti oned conponents together. Another hardware enbodi nent

include for the servers a nulti-processor Mcrosoft NT TM sy?;ﬂ@rﬁﬂ/\{QQﬁ RAI D
disk drives and for the user a personal conputer (PC) with a M crosoft

W ndowsTM operati ng system 10 Fig. 4 shaws a nessage format 410 of one
enbodi nent of the present invention. The nessage is sent froma user for

exanpl e, UseaixardpPRdA, hd od a@osRercDuner, ber texpppl aisWserfor2 s2thi
Net work 210. The nessage format 410 includes an index nunber "i" 12 15

the user addistss afd tdefsoarep 41ldetivorkexatpk€acksansl tadléonhraddi tion
the address of the destination (not shown) is also included, for exanple,
User -2 216.tolhetwmasisatyiel comhedyQ bhteafhash38b tbhecomssage teonrt ent,
H(M) 418, a hash of the preceding (i - 1) log entry, 20 HPi _1), 420, a
di gital sigrkitapieanf ndies<omedt kagbdand, ofnél @¢Pbug) 3aAdwHiNh, i.e., Signi
(H(Pi-2) Il H(M)) 422, and a Public Key Certificate 424. The nessage
content, M conf@ctimdihrieafsopmentiphed cemponefing, tXYEfhemwages, video
clips, audio cli ps, digital data, or programs. 25 In _one enbodi nent the
Message cont@them )hql?ﬂi'f%se%‘édl‘a?@écﬁ%n%édPﬁeaﬁoﬁl ttéﬁnéteé‘f@rmodl nent
the attachnments are excluded. The digital.signature, (H. (Pl I H
(M)) 422, i W%ﬁ%?% JhhEEPRofh BT sewssm@swtitegﬁl

or et on dron T eraag | ogoniy B Laeh vt 10 ot

Mlcrosoft Windows™ operating system.

10 Fig. 4 shows a message format 410 of one
embodiment of the present invention. The message is
sent from a user, for example, User 1 214, to another
user, for example, User 2 216, over Network 210. The
message format 410 includes an index number "i" 412,

15 the user address of the source 414, for example, User 1
214. In addition the address of the destination (not
shown) is also included, for example, User 2 216. The

message content, M a hash of the message content,

ir
H{M;) 418, a hash of the preceding (i - 1) log entry,

20 H(P;_;), 420, a digital signature of the concatenation
of H(P;,.;) and H(M;), i.e., Sign;(H(P,_;) llH(M,))422, and
a Public Key Certificate 424. The message content, M,
may include, for example, text, HTML, XML, images,
video clips, audio clips, digital data, or programs.

25 1In one embodiment the Message content (M;) includes the
attachments. In an alternate embodiment the

attachments are excluded. The digital signature,

Sign; (H(P |]H(M } Y422, is a hysteresis signature in



anot her enbodi nent of the present invention. The 5 format of the nessage is
simlar to Fig. 4, except with the addition of a Tinmestanpl field 524. In
one enbodiment the Tinmestanpl field 524 is the tine the nesdh§EPIW08ent .
In other enbodinents the Tinmestanpl field 524 may be the tinme the nessage
is created or the 10 tine the nessageigs received. Fig. 6 shows an exanple
of a user's signature |og of an enbodi nent of the present invention. Each
user mai nt aithsta thegnatfid and O wf f NeA Selgespseokdand lbgcented,in

chronol ogi cal order. The signature log 15 entries are represented by the
synbol P1, for,,examire;luddd 6if), k2 620icRb_%iG8Atame .Pn 640. The first
signature Jlog entry Pl 610 has field "IV' 612, which is a constant set at
a predeterm ned val ue.Fithe hestiods edmotiidt ) mésdagesfarhmash5d0 tfe first
nessage content, ML. And the 20 third field Signl(IVIIH(ML))618 is a
digital sigeaptiher etbodgmdatehatlee pEeserf MihveThaonext Toiegnat ure | og
entry P2 620 has field H(P1) 622, which is a hash of the precedin

si gnat ur & | §gravity pIPrhelgmesmrgneks $imlbar HERRT 18244 seZCRREh vWaftht he
second msssage content, M2. 25 And the third field Sign2 (H (P1) Il H(M))
626 is a di gPCaRrdditgRat He HITHEFAI RoNCER Khatet wi th $PEM2) . The nth

ot codi ng s PRRBRIME DG Bnthytertaney S Sotkt 19 EhEsbPs Figen 1) 642,
The nth messa %acont.ent I\éh i h sgred toogi ve 24 5 én t he digital
signature i & Wster S i gﬂét%ﬁ, YRS %W?E%E/lig' I? A F%ﬁ)“bpl646. Thus
Pn field 524 may be the time the message is created or the
13 time the message is received.

Fig. 6 shows an example of a user's signature
log of an embodiment cof the present inventicn. Each
user maintains a signature log of messages sent and
received in chronological order. The signature log

15 entries are represented by the symbol P;, for example,
p, 610, P, 620, P,, 630 and P, 640. The first signature
log entry P, 610 has field "IV" 612, which is a constant
set at a predetermined value. The next field H(M;) 614
is a hash of the first message content, M;. And the

20 third field SignltIVIIH(Ml))618 is a digital signature
of IV concatenated with H(M;). The next signature log
entry P, 620 has field H(P,) 622, which is a hash of the
preceding signature log entry P; 610. The next field
H{M,) 624 is a hash of the second message content, M,.

25 And the third field Sign,(H(P,) ”H(Mz))626 is a digital
signature of H(P;) concatenated with H{(M,}. The nth

signature log entry is P, 640, which includes

information from the preceding signature log entry P, _;



equals [H (Pn-1) If H(M) Il Sign,,(H(Pn-1) Il H(M)) 1. The (n 5 1)th
signature log entry is Pn..1 630, which includes information fromthe
precedi ng signature log entry Pn_2 in H (Pn-2) 632. The (n-1)221tSEP@88ge
content, Mr-1, is hashed to give HWMh-1)634. And the digital signature is
again a hysteresis signature, Signn_1,H(P-2) 11 H(M-1) ) 10 636. Thus
each log entry, Pi, is chained backward to the previous log entry, Pi-1.

This chai ni gg@raaty ye i ngheasespthgedi fL y forging the digital
signature, as one negc&“l?o Enow past as &E%Pb%scgtrhgggﬁt’ PAf 6P mation. I n

anot her embagidrn @ upeFe MIMbRM 3 LndoRat aifyseafl L oghand:Loesl ve | og.

Fig. 7 shows an exanple of a uSer's signature g of an odirnent of

the present HymeiddDins JIgnst @RAL USEqh 001 BN I Ay Sigg | arp Rig. 6,
except theré is an addi{?z)nal ti magctga?rp fi“éfjdﬁi n%géh l'og 2 entELr'y, f or

exanpl e, 71equddt (B, and as,) [Thegnf (westamy dirhd jis the s as that
in Fig. 5. Fig. 8 gives a flowhart showing the validation of |log entries

in a sigatuneH cgdridtmntd by esbody neatpof 6Be, pwAsSERt ihevealison. G ven
two log 25 entries Pk and Pm where k>m the cal cul ated hashes of P.
t hrough Pk- LInfwsmaiedm fihmen uster ' pracepimareigogehréelogoehery 9¢_f he
signature | og has been conprom sed. At step 810 Pk and P. are received by,
for exanpl eint He B21;)SE2 200Bhe (8-1) tfal helssggRecoutentSeMyar, AK2. j >k and
a tenporary iteration index, "j" is initially set to k. At step 812
HPj _1) is &8fPeced D@ iindi Bfh-the3hashPed Peidagital signature is
again a hysteresis signature, Signmﬂ(H(PnQ)llH(Mmd))
10 636. Thus each log entry, P;, is chained backward to
the previous log entry, P; ;. This chaining greatly
increases the difficulty of forging the digital
signature, as one needs to know past as well as present
information. In another embodiment a user may have a
15 separate send log and receive log.
Fig. 7 shows an example of a user's signature
log of another embodiment of the present invention.
The signature log entries are similar to Fig. 6, except
there is an additional timestamp field in each log
20 entry, for example, 716, 726, 736, and 746. The
timestamp field is the same as that in Fig. 5.
Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment of the present invention. Given two log
25 entries P, and P,, where k>m, the calculated hashes of
Pp through P,_, must be in the user's signature log file,

otherwise the signature log has been compromised. At

step 810 Py and P, are received by, for example, the



HPj-1) = HEHPF _2) Il HM -,) Il Signj-1(H(P,-2) 5 1IH M-1))l Step
814, then checks if the conputed H(Pj-1) is in the wuser's signhature |og
for Pj. If the answer is no, then the signature |og has been xcsmpp opesed
at step 818. If the answer is yes, then j-1 is tested if it is greater 10
than m (step B20). If no, then the pLoggsg is conplete 822 and the
signature log entries P. through Pk-1 have been validated (assum ng that

P. was previvashyityaRedatedy ddrags.2then § s degr one (step
824) and the process goes tohgtep 812 to conmpute H Pf?g§g£§gr£%¥ exanpl e,

let k = 5 antteratidh shepx8103+ T=5n A StRP &2 ¢ H(P4) is spgputed using
g

the signature log entry for P4. Next as indicated fromEig. , HP4) is

checked in t8B2u8éP, g)siignaiotpritedy Hyrfiffing frhdenasWeE bS Y%S’: then P,
has been validated, 20 assum ng that P. has been previously Val idated. As

(5- 1) > 3 (step 820),HKPHSJdG€H€nﬁﬂU%dQDw[@n@,LD#H5§§n§§§@(9§2ﬂ). At step
812 H(P3) is conmputed fromthe log entry for P3 and the cal cul ated H(P3)
is checke?d against the correspdhﬂkn@rfnend inlog entry P4. If H(P3) is in
the 25 signature |og, then P3 has been validated and at step 820, (4-1) >
3 is checkeftes th. abBawr checks, ifhéheprocgsstdds H {B)ighed adtn srep 822 and
the results are that P3 and P4 have been validated. P. could have been 21
SEP 2005 - 14°¢¥ hatSPgrakdre4lprayéobe&n. val f dahedanPsecoilsdnbav e heeen

previously validated by checkpointing it, for exanple, publishing P5 using
the mass medilf 194t eEp LpJ has been compromised at step 818. If

the answer is yes, then j-1 is tested if it is greater

10 than m (step 820). If no, then the process is complete
822 and the signature log entries P, through P,_; have
been validated (assuming that P, was previously
vaiidated). If yes, then j is decremented by one (step
824) and the process goes to step 812 to compute H(P;_,) .

15 For example, let k = 5 and m=3. At step 810
j=k=3. At step 812, H(P,) is computed using the
signature log entry for P,. Next as indicated from Fig.
6, H(P,) is checked in the user's signature log for P.
If the answer is yes, then P, has been validated,

20 assuming that P, has been previously validated. As (5-
1} > 3 (step B20), j is decremented by one (j=4 at step
824). At step B81l2 H(P;) is computed from the log entry
for P; and the calculated H({P,) is checked against the
corresponding field in log entry P,. If H(P;) is in the

25 signature log, then P, has been validated and at step
820, (4-1) > 3 is checked. As the answer is no, the
process is finished at step 822 and the results are

that P; and P, have been validated. P, could have been



registering P5 with a notary 222 and 224. Checkpointing 5 neans that P5 is
difficult to tanper with after it has been checkpointed. Fig. 9 shows an
exanpl e of checkpointing of one enbodiment of the present in¢&®EF05The
vertical axis 840 represents tine and starts at a relative time 10t =0
841. The first signature log entry 8423das a format simlar to Pnin Fig.
6. A subsequent log entry is given by 844. Log entry 846 occurs at tine
862 (t=tl) tmatrBpeeden| hiveefbesh chbtkpobdt iB,tdbsld exan®l Beedhi s means
that | og entry 846 nay have been 15 published or registered with a notary.
G ven that 8dBevisufbyamdlidathdckpoicheedpandttihat i®44 fioxr RXanipdle,s not
shown). Fig. 8 may be used to validate P3 and P4. If there is a conprom se
to the | og apulblhehing P2 BHMT the. mapetmedbs ssgnaetur23Dogrentri es 850 and
B52, then 20 log entrees 852, 854, and 856 are suspect. Checkpointing 856
at time t = ¥8IB8EeHbRS Ho Widdd asnatarym?dninedildg eGhegkpoibgiing
publ i shed or registered. Log entries 848 and 850 are still valid. If the
conproni s iBeARS t Hed keBsddge Hinfdf otl t Heo skampetireitbgaites ihehashe
conpromse wll [i keIP(/ be detected, when back chaining fromlog entry 856
(Checkpoi nt 25eR CBABKPEHRERPoint 1). Thus it is inportant to secure the
user's signature log. 21 SEP 2005 - 20 Fi 10 shows an exanpl e of using

the Log Chain Crossing $er e?h8‘r"saﬁneﬁ§88gpr§n9fof: r&EPORESEMS Sinvent i on.
There are tvghéﬁg%gbdf%égg gEdtggbprgggnt invention. The vertical

axis 840 represents time and starts at a relative time
10 t = 0 841. The first signature log entry 842 has a
format similar to P, in Fig. 6. A subsequent log entry
is given by 844. Log entry 846 occurs at time 862
(t=tl) and represent the first checkpoint in this
example. This means that log entry 846 may have been
15 published or registered with a notary. Given that 846
is Py and is checkpointed and that 844 is P, (P, is not
shown). Fig. 8 may be used to validate P, and P,. 1If
there is a compromise to the log at time t = t2 864,
i.e., between signature log entries 850 and 852, then
20 log entrees 852, 854, and 856 are suspect.
Checkpointing 856 at time t = t3 866 does no good as a
compromised log entry is being published or registered.
Log entries 848 and 850 are still valid. If the
compromise is to the message and not the signature log,
25 then the compromise will likely be detected, when back
chaining from log entry 856 (Checkpoint 2) to 846
(Checkpoint 1). Thus it is important to secure the

user's signature log.




wish to conduct a transaction, for exanple, an offer 5 and an acceptance to
the sale of an item Alice has signature |og 910, including |og entries
912, 914, 916, and 918, and Bob has signature | og 930, includiinSEP 005
entries 932, 934, 936, and 938. The | egend shows Alice's hysteresis
signature flow 920 and Bob's 10 hystergsis signature flow 940. The _
transaction starts by both Bob and Alice contacting the Log Chain Crossing

Server 240 to facilitareqthgot EABRACHIORBxaRRR SIS, s e 9id e Jressage to
Alice via the Log Chain cg:rossi ng Server XSZ%E The | osgl eit ry %049 associ at ed

with the 15 cHdin OBSSegeg 56redtepedahntnBal ment Wt&ﬁﬁéf&g‘%ﬁé} The
Log Chain Crossing Server 240 upon receipt of the offer om Bob, |ogs a

correspondi nghwemitedr e Tegreeateytanduserds the @f fg{q Msaggpn to Alice.
Al'ice, upon receipt of the offer nmessage, logs a log entry 914 20 in her

signature | og#i(to Admduthen seansaaniongCEpraBkanPATSagh tgrdde Log Chain
Crossing Server 240 wth destination of Bob. Alice enters a signature |og
entry 916 asgutiat ettoeptande accepétanakenegsage iicenher alsicgnaay e | og 910.
Log Chain Crossing Server 240 upon 25 receipt of the acceptance nessage

| ogs a corr EHERHNG LgndtQr eihojudhngylagdepasies the,nessiag@1d) to Bob.
Bob the upon recei pt of the acceptance nessage enters a signature | og .

entry 936 i #™ sglsqprgrﬁd’t%r%ob O D39igndt2ue SEPg2609, - izt ludiegt ragsact i on is
conpl ete. Thus there are three %(gl aces the transaction, i.e., offer and

acceptance SHEdSEges > dravt’dog® ¥ raRd: 928+ ceThel 4980, sbeb'ss | og

‘Alice's hysteresis signature flow 920 and Bob's

10 hysteresis signature flow 940. The transaction starts
by both Bob and Alice contacting the Log Chain Crossing
Server 240 to facilitate the transaction. Bob sends
his offer message to Alice via the Log Chain Crossing
Server 922. The log entry 934 associated with the

15 offer message, is entered into Bob's signature log 930.
The Log Chain Crossing Server 240 upon receipt of the
offer from Bob, logs a corresponding signature log
entry and sends the offer message on to Alice. Alice,
upon receipt of the offer message, logs a log entry 914

20 in her signature log 910. Alice then sends an
acceptahce message to the Log Chain Crossing Server 240
with destination of Bob. Alice enters a signature log
entry 916 associated with the acceptance message in her
signature log 910. Log Chain Crossing Server 240 upon

25 receipt of the acceptance message logs a corresponding
signature log entry and passes the message on to Bob.
Bob the upon receipt of the acceptance message enters a

signature log entry 936 in his signature log 930 and



930 and the Log Chain Crossing Server's 240 log. This 5 prevents Alice or
Bob fromlater repudiating the transaction. The Log Chain Crgssin 3 rver
240 acts as an inpartial witness to the transaction. Fig. 112§§§£§0 g
exanpl e of registering a signature log entry with a notary with Iinking,
i.e., 10 the notary has a hysteresis2signature or chaining |l og 1030. The
user has hysteresis signature |l og 1010, which includes entries 1012, 1014,
and 1016. Thée natarsadiaisorhyist erasd ez gnaihme thgrd 030ewhhckei ncl udes | og
entries 1032, 1034, 1036, and 1038. The notary in 15 this enbodi nent

peri odi cal | plipgiels stess titandagiamysiese ., foffexaapieaceaprgne®34 and entry
1038, using nass nedia server 230. The user nmay register a log entry, for
exanpl e, entepsEYRS, BpvwendhgeEnteeent rdlicdsstbogt hkCnoBabys RE notary
then enters the user's log 20 entry 1014 in the notary's_signature |og 1030
to give entsy ﬁﬂgbﬁhﬁnkpqtﬁb%%%r'%°$%$PQH§$?V%§b%n%g0péPg-ofThﬁﬁe | og
chain of the notary. Fig. 12 shaows_the flowhart for the mass nedia server
230 of a® eRBEFERER AHidheHrentr 9% {aveht ToRUdietsP8pthifie 1110 the nass
medi a server 230 receives thﬁduse request to %uglish a gﬁer | og entry P
The mass medifd"S& 30 THerFTendd 1D THESSHud| TShEFE foP 8KARpPE the

Website 234 or .the newspaper 21 SEP 2005 - 22 114, the nass nedi a server
230 recei ve§'f rlg\%at%elva\ﬁpuvgll i S‘:ao t%lneestfransa “B

'S anp, For exanpl e date/tinme, Pj is

published. At step 11]E§L<_:F.’ ils sst{c%sedar?‘l&'{‘@mﬁf\iého{‘hfegistering a
signature log entry with a notary with linking, i.e.,
10 the notary has a hysteresis signature or chaining log
1030. The user has hysteresis signature log 1010,
which includes entries 1012, 1014, and 1016. The
notary has hysteresis signature log 1030 which includes
log entries 1032, 1034, 1036, and 1038. The notary in
15 this embodiment periodically publishes its log entries,
for example, entry 1034 and entry 1038, using mass
media server 230. The user may register a log entry,
for example, entry 1014, by sending the entry 1014 to
the notary. The notary then enters the user's log
20 entry 1014 in the notary's signature log 1030 to give
entry 1036. Thus the user's log entry becomes part of
the log chain of the notary.
Fig. 12 shows the flowchart for the mass
media server 230 of an embodiment of the present
25 1invention. At step the 1110 the mass media server 230
receives the user request to publish a user log entry

P.,. The mass media server 230 then sends to the

i

publisher, for example the Website 234 or the newspaper




publisher's ID and/or date/tinme of publicatiorl. At 5 step 1118 the nass
nmedi a server 230 notifies the 10 Validity Recovery Server 212 of the
requesting users |D, the publisher, and/or date/tinme of publi2did&8EB2005 And
at step 1120 the user is notified of the publisher and/or the date/tine of
publication. Fig. 13 gives a flow charty>showing the validity server
determning if a signature log entry has been checkpointed in an

enbodi ment oflihe pheseass madeat semvedt 2SepL2liG dhe Nl itdid y Recovery
Server 212 receives a request to determne if P, has been 15 checkpoi nt ed.
The Val i di t yPWekbshey SetimesRip,scarceaamplle slatioydexed By wser of
potential publishers or notaries (step the 1212). The Vali di ty Recovery
Server 212 tRidnlsebRd- a Aeqatep, 1ia6l Bdi hy snyregohkohyaviphbkhsher or
notary identifying information, 20 to the mass nedia server 230 or
notary(s) 2BMRkisher's Tha peddest daskétimepofhapubiccmtivn.i Fted
Inotarized. At step 1216, a yes the answer along wth the nanme of the

publ i sher® orS4ff a]r]ylo%ntiﬂ%rm‘%l%%e?‘?ijhé P§rvegerv@d npitdmieshaheass nedi a
server. |f t‘p answer_in no, then onl¥825 a "not published" answer is

returned. Fi gae‘L ShREC AR EYhDAF KBAt 24F Phe V8l FAAMS S tREGOWESE Ser ver

lidati ' | try, ., At st 1420, the Validit
Recovery Seriin B BB sEHiono2fd45Y dake/sdues ofbprioiatassono val i dat o
ISI( gnature | gL Ysedp Fl2d NEhudgs t! (M) 1419, H(PL) %ﬁ%zp%gqisslh%r}_’s (H (M)

and/or the date/time of publication.

Fig. 13 gives a flow chart showing the
validity server determining if a signature log entry
has been checkpointed in an embodiment of the present
invention. At step 1210 the Validity Recovery Server
212 receives a request to determine if P, has been
checkpointéd. The Validity Recovery Server 212
searches a list indexed by user of potential publishers
Oor notaries (step the 1212). The Validity Recovery
Server 212 then sends a request, including any
potential publisher or notary identifying information,
to the mass media server 230 or notary(s) 222 or 224.
The request asks if P, has been published/notarized. At
step 1216, a yes the answer along with the name of the
publisher or notary and/or date/time is received from
the mass media server. If the answer in no, then only
a "not published" answer is returned.

Fig. 14 shows an embodiment of the Validity
Recovery Server vélidating a user signature log entry,

P,. At step 1420, the Validity Recovery Server 212




H(Pi _1))1414. The Validity Recovery Server 212 first verifies the digital
signature (step 1422) by using, 5 for exanple, DSA verify 136 in Fig. 1.
The inputs to DSA verify 136 are H (M) 11 H (.Pi _1) , Sign; 2l BE 511 H
(Pi-1) ) 1414, and public key 134. If the digital signature is verified
(yes result in step 1422), then the-Valadity Recovery Server 212 requests
and receives the user 10 signature log fromthe user (step 1424). At step
1426, H(M 1IZHCEBJ'atrmb H{ R13dd1Pequestheckedl adat rst igheitiire Aoesrandi ng
values in the user's signature log. If these hash values are in the |og,
then at stepP:1428; ancthdekpliMieh R, id(Pogdiell aved eSkgns(HyMgat dr than or
15 equal to i. The consistency of the user's signature 1log is checked from
checkpoi nt Pk lhadR 1143 &R WEindahied ity dedrirerpf SEryerg2(8t éprs430). If the
signature log has not been conprom sed, a positive validation result 1is
sent to the Ry iay @qmltng ﬂ@na%r%hcb%eanléﬁﬁddlbrmmsm,t he
Validity Recovee{)%jlal Server_validating a user nessage content, . At step

[

1520, the VAIitRPRR G v eTSP K TRt Y 2426 deefFigs la udbe rlé‘@':ﬂéié;t % validate
Sioni | (H (VDTS SRY. 15”%2%%5 AaIVER B b roLe0ely (oD BrEhaD 1 st
calcul ates) g Sas T AL 2Pepkp U Lol 34L1E SR AR ML
oong, Tor SRS 5 oo ey B YCHgR el e
1516, Recovery Server 212 requests and receives the user
10 signature log from the user (step 1424). At step 1426,
H(M;})1410 and H(P;,)1412 are checked against their
corresponding values in the user's signature log. If
these hash values are in the log, then at step 1428, a
checkpointed P, is located, were k is greater than or
15 equal to i. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1430). If the signature log
has not been compromised, a positive validation result
is sent to the user (step 1432).
20 Fig. 15 shows an embodiment of the Validity
Recovery Server validating a user message content, M,.
At step 1520, the Validity Recovery Server 212 receives
a user request to validate data M,. The message
includes M, 1510, H(M;)1512, H(P,,)1514, and Sign, (H(M,) ||
25 H(P;,))1516. The Validity Recovery Server 212 first
calculates the hash of M, and checks that it is the
same as H(M;}1512 (step 1521). Second, the digital

signature (step 1522) is verified by using, for




and public key 134. If the digital signature is verified (yes result in
step 138), then the Validity 5 Recovery Server 212 requests and receives
the user signature log fromthe user (step 1524). At step 1528 SEP2004 )
1512 and H (Pi-1) 1514 are checked against their corresponding values in
the user's signature log. If these bhagh values are in the [og, then at
step 1528, a 10 checkpointed Pk is |ocated, were k is greater than or

equal to i. Ghempdesi SDIS@;n(wafofyt hesdaisiat ' [slgm onat ufe | is Ege d from
cﬁeckp0|nt P. back to Pi using the flowchart of Fig. @g%step 1@% If the

signature | ogerhdy Ad6 beenHionpiani Bed,, & nasickime) q.[qﬂat)l)qrslrsesult 15 on
M is sent to the user (step 1532), Table 1 shows a ure and recovery

table. The #eddpPnysdiof kegch 3dol umt arte tchieyittyle DfgrisfoFareid on that nay
be | oss, exanple causes of the |oss, and potential recovery methods. A

| oss of a siYmatbied| ége20resudy Bin e d IBdysathdry  tHorvexedpt e, failure
of the storage nmedia. A potential recovery nethod is to recover the
S|gnatureI(ﬁf%ﬁﬁ??yfEéﬁﬁarbaéﬁugeﬂMB@tSIEndurdmuﬂuﬁsqu&a&yéﬁts then a
copy of Pi, i,e., EQ and Signi (H(M) , H(Pi_1)) , is

retri eved fr%hQT%%u S gdgﬁe@ EBEI Eeeiror sSepy 81524 )220 0B streb t1e26/al i dity

Recovery Ser s a ked to val idate the signature log entry Pi using
t he proceduﬁgﬁg §§ﬁ (Bya) Wi 258 |deckad masheet comeent M i s

caused by fai he 21 EP 2005 - 25 a | oss of nessage content m is
caused bz faf+ure é#n%h%g 20ME5e Rellg Hregssr sdpnaturse ntill recovery

these hash values are in the log, then at step 1528, a
10 checkpointed P, is located, were k is greater than or
equal to i. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1530). If the signature log
has not been compromised, a positive validation result
15 on M; is sent to the user (step 1532).
Table 1 shows a failure and recovery table.
The headings of each column are the type of information
that may be loss, example causes of the loss, and
potential recovery methods. A loss of a signature log
20 entry P, may be caused by, for example, failure of the
storage media. A potential recovery method is to
recover the signature log entry from a backup file. If
no backup file exists, then a copy of P,, i.e., H(M,},
H{P;,), and Sign,(H(M;), H(P,,)), is retrieved from the
25 Evidence Collection Server's 220 DB and the Validity
Recovery Server 212 is asked to validate the signature
log entry P, using the procedure given in Fig. 14. When

a loss of message content M, is caused by failure of the



procedure includes restoration froma backup file. And if no backup file
exi sts, then the Evidence Collection 5 Server 220 is asked to retrieve and
return nessage contents M, and associ ated signature | og ent 2t SEP 2006hen
the Validity Recovery Server 212 is asked to validate the nessage contents
M wusing the procedure given in Fig. 4%._A data security loss in which the
10 nessage content or signature log entry is not loss but the validity of

the data M @rlassighameseagegcententP, is uakbewnbymayihe reawsed
conprom se of the user's private key, unauthorized nodification or

i nsertion ofsteesgagesdiAssuniiagrt hatrotrhe aupert cort ialf hascofedfe 15 nessage
is honest and that the user signature |log nmaintained by the user, for
exanpl e, Usétrdcedure higcludesbeeatoorprion Sedm bhémskyotiils al x@govery
procedure includes using the user signature |og and associated checkpoints
to validate M R prckyri hylehex2etpr otbeor tbegiEvananTeriays 1k gl 15. | f
there is | oss of data security due to conprom se of the signature |og
by, for eiarﬁﬂ’é‘,’e{ls%%%%ﬁr%isb%?tgo FBArfipTet pod oetuger mesmadiati on of the
nmessage, then the reggyery is based on the cause. For user tanpering 25

and repudi atTOH- Tt T Mans&0G &F sresisHst, siTratters bPg enbrreBsages
exchanged d iég)the‘}r nsaction is recovered _using the |og chain crossing
server 240. Fot "—t}h?roa%a?f@y AT PYTaY i ﬁﬁrSFrt ﬁé_zuéér'aék@dgr%@t ure log, 21
SEP 2000 ¢ e el A UL B 3L oL oA gy g LogugLy Defore
given in Fig. 15. A data security loss in which the
10 message content or signature log entry is not loss but
the validity of the data M, or a signature log entry P,
is unknown, may be caused by compromise of the user's
private key, unauthorized modification or insertion of
messages. Assuming that the user or author of the
15 message is honest and that the user signature log
maintained by the user, for example, User 1 214, has
not been compromised, then a potential recovery
procedure includes using the user signature log and
associlated checkpoints to validate M, or P,, using the
20 procedures given in Figs. 14 and 15. If there is a
loss of data security due to compromise of the
signature log by, for example, user/third party
modification or user repudiation of the message, then
the recovery is based on the cause. For user tampering
25 and repudiation of transaction messages, the copy of
the messages exchanged during the transaction is

recovered using the log chain crossing server 240. For

third party modification of the user's signature log,



this publish/registered signature log entry may be recovered and
validated. 5 Table 1 LossExanpl e CausesRecovery Signature LogFailure

of Backup file; Entry, Pistorage nedialf no backup file then rlSERZ008i
from Evi dence Col | ection Server and validate. Data, M Fail ure of Backup
file;, storage nedia,|f no backup file ghen user errorretrieve M and P
from Evidence Coll ection Server and validate. Data SecurityConpromnm se

of User's si gitad urest ogulbtibbRe @y reggprievraie skepaamd«CNegKReItHys entry

not unaut hori zed | oss, butnodification or validity ofinsertion of data or
| ogmessages,befwry tise uoknpnoniseuser ubenest Aldt d cgeeutirtiyds efe i i ca- Log
chain crossing, - usertion of |og,and checkpoints tanperinguser's

repudi ati on Wfisgssalesh/registered signature log entry may be

recovered and validated.

Table 1
Loss Example Causes Recovery

Signature Log Failure of Backup file;

Entry, P, storage media If no backup file
then retrieve P, from
Evidence Collection
Server and validate.

Data, M; Failure of Backup file;

storage media,
user error

If no backup file then
retrieve M, and P,

from Evidence
Collection Server
and validate.

Data Security
(data or log
entry not
loss, but
validity of
data or log
entry is
unknown) -
user honest

Compromise of
private key,
unauthorized
modification or
insertion of
messages,

User's signature log
and checkpoints

Data Security
- user
tampering

User modifica-
tion of log,
user's
repudiation of
message

Log chain crossing,
and checkpoints

Fig.

16 shows a flowchart of the Evidence

Collection Server collecting data in an embodiment of

the present invention.

At step 1710 the Evidence

10 Collection Server 220 receives from a user an evidence




Fig. 16 shows a flowhart of the Evidence Collection Server collecting
data in an enbodi nent of the present invention. At step 1710 the Evidence
10 Col l ection Server 220 receives froma user an evidence 21 ZESEPGWS. 2 7
- nmessage. The evidence nessage includes one or nore of the follow ng: Pi,
date/time of M, the index I, the adgress or ID of the sender of M, the
address or ID of the receiver of M, or when the user sends. In an 5

al ternate emysiamnt theec evviéenee mpssaggei sneflutlee oher mat erin eit her
Figs. 4 or 5. At step 1712 the evidence nessage will be stored in the

Evi dence CdlheedidblowaryerPs diatabfsia(eDR)f iMmdexdsd byndeserI, adds ess or | D.
10 Fig. 17 shows a flowhart of the Evidence Collection Server recovering
data in an @&fAsE@ESREMT ofD ¢hethe esender neénkj onthd\taddeps$846 TheoEvi dence
Col l ection Server 220 receives a request fromthe Validity Recovery Server
212 to recovdl® mEEHgEeEont dhtr PF Mhemithe epsaisiPendie. Evidease Col | ection
Server Zg %farches its database for an evidence nessage related to M.
At step PRlAMYFFTRRSISHTRCENeREHon Seidenceouessper Asqedstdie rom t he

user who ha rece;tl/ve.d M to return_a copy of M and the Pi _to the Evidence
20 Col | ecti d¥ T8 V&:VS™h Hh @ttlshate92mbbdPrent t A& SEPdddde &d19 ection

Chese copi o8 YRRt Bhbtt rBhe ¥ flo: BV AEnERLEBNFECt i on Sorver
has Pi and @099 RS Qb el N NLIBLL P08) 1 0nhEEQ4hy user
address or ID.

10 Fig. 17 shows a flowchart of the Evidence
Collection Server recovering data in an embodiment of
the present invention. At step 1810 the Evidence
Collection Server 220 receives a request from the
Validity Recovery Server 212 to recover message content

15 M;. At step 1812 the Evidence Collection Server 220
searches its database for an evidence message related
to M;. At step 1814 the Evidence Collection Server 220
then requests from the user who has received M, to
return a copy of M, and the P, to the Evidence

20 Collection Server. In an alternate embodiment the
Evidence Collection Server 220 has a copy of M, and the
P, already stored in its DB and uses these copies. In
yet another embodiment the Evidence Collection Server
has P; and does a search of the network 210 to recover

25 M;. Next P; is checked to see if the received P, is the
same has the P, in the Evidence Collection Server's
database (step 181l6). If P, is in the DB then at step

1818, M, and P, are sent to the Validity Recovery Server



25 M. Next Pi is checked to see if the received Pi is the sane has the Pi
in the Evidence Collection Server's database (step 1816). If Pi_is in the
DB then at step 1818, M and P, are sent to the Validity Rec8l{SEP 208pyer
21 SEP 2005 - 28 Fig. 18 shows a flowhart of the Validity Recovery
Server recovering a user signature logzentry in another enbodi nent of the
present invention. At step 1910 a user, for exanple, User -1 214, nakes a
5 request to the Vali diftiyg.RéBosemwsSer idrowtha o gfeaduervalaigigpat ure | og
entry Pi. At step 1912 a tenporary variable "j" is set equal to i. Next at
step 1914, aReceyeaeyt Sesveudeetro viehe. rgyviadeser Gdldrecturen 156y wart 220 to get
and return Pi . The Validity Recovery Server 212 10 then verifies the

di gital signdtugeobhep] eubpddmens ofr ddedpresginterinverfiigpn.l Wt h (H(Pi _1)
Il HM.)) in place of HM (Step to 1916). At step 1918 Pi is checked to
see if it hast®RehO¢éReakporhtredor] xEN®lansWeer 3 vdd, madiesata step 1920

t he consi stency of the user signature 15 log is checked from checkpoint P1
back to s?gna®dresStob® Eher YapidisivnGerwey sprosedies @lderrd remqyes. And i f
Pi in the user!s signature | og has not_been congrorri sed, Pi is returned
to the user %ts’s?’é?)t‘géﬁz.ogf ePhEYaksnerPfbf StePep?4918 FSMRBIEEKen P, is

SoLered 1o, A4eTmatary 20, seuer gl o Gt ¥ ol Sk =3, (ot er
FE R L L R T e S S R L

to get and return P;. The Validity Recovery Server 212

10 then verifies the digital signature of P; using the
procedure given in Fig. 1 with (H(PLQ)IIH(Mi.)) in place
of H(M) (Step to 1916). At step 1918 Py is checked to
see if it has been checkpointed. If the answer is yes
then at step 1920 the consistency of the user signature

15 1log is checked from checkpoint P; back to signature log
entry P; using the procedure given in Fig. 8. And if P,
in the user's signature log has not been compromised, P,
is returned to the user at step 1922. If the answer of
step 1918 is no, then P; is entered to a temporary

20 sequential list or queue of log entries (step 1924), j
is incremented by one (step 1926) and the steps 1914
through 1918 are repeated. Once a P; is found that has
been checkpointed the list, which includes the chained
log entrees, is used in step 1920 to check the

25 consistency of log entrees from P; back to P;.

Fig. 19 shows a flowchart of the Validity

Recovery Server recovering a user message in another

embodiment of the present invention. At step 2010 a




25 consistency of log entrees fromPjback to Pi. Fig. 19 shows a fl owchart
of the Validity Recovery Server recovering a user nessage in another
enbodi ment of the present invention. At step 2010 a 21 SEP 203 SER200%user,
for exanple, User-1 214, mekes a request to the Validity Recovery Server
212 to recover nessage contents M Nexy at step 2012, a request is nmade to
the Evidence Collection Server 220 to get and return M 5 and associ at ed

signature | ogsentryoPi exAh S.EeepU%Qﬂ}:3 1t he 4 haghof M, ed,Lo be in
P. At step 2014 a terrpora?y variabl™ "j" is set equa cfué’& E‘é g?g step

2016, a requéslidstyadecboeirhe sByiveence XCald adddr %’%‘éé’% @20 to get and
return P, ( this step is skipped 10 when i =j, as Pi was preV| ous gotten

in step 201Qontdhes V| diNgxRegovetypSeoYe, 312ehhe8tvVeki fizee tthﬁ digital
signature of Pi using the procedure givenin Fig. 1 with (H(Pi_1) Il

HM)) in pltve B¥idéipe(SbepetaioR0E8)kveAt MR 2QRL. HAid iscwhesked to see
if it has 15 been checkpointed. If the answer is yes then at step 2022,

t he consist ey d¥seheatsdr séggaatuee Logy eint ryciieckedtf sespcReakpainyg P,
back to signature log entry P. using the procedure given in Fig. 8 And if
Pi in the J’sf’b’?h 5 Yndisurie 1 il ¢thst more beenPconpitors tsgel, 2M4 is 20 retur ned
to the user ste 2024 | f the answer of step 2020 is no, then Pi is
entered to oY yvaskabent 'l Epseesr equade tef "idy eri’ttrlsets?.pé step
2026), | d remented by one (step 2028) and the steps 2016 through
2020 are re?eail[ d.? eRUa P17 sMeE6ndot hhe Kyddence Collection

Server 220 to get and return P; ( this step is skipped
10 when i = j, as P; was previous gotten in step 2012).
The Validity Recovery Server 212 then verifies the
digital signature of P; using the procedure given in
Fig. 1 with (H(P;_)) [H(M;)) in place of H(M) (Step to
2018). At step 2020, P, is checked to see if it has
15 been checkpointed. If the answer is vyes then at step
2022, the consistency of the user signature log is
checked from checkpoint P, back to signature log entry
P, using the procedure given in Fig. 8. And if P, in
the user’'s signature log has not been compromised, M, is
20 returned to the user at step 2024. If the answer of
step 2020 is no, then P, is entered to a temporary
sequential list or queue of log entries (step 2026), j
is incremented by one (step 2028) and the steps 2016
through 2020 are repeated. Once a P, is found that has
25 been checkpointed the list, which includes the chained
log entrees, is used in step 2022 to check the
consistency of log entrees from P, back to P;.

Fig. 20 shows a flowchart of the Validity



25 been checkpointed the list, which includes the chained |og entrees, is
used in step 2022 to check the consistency of |log entrees from Pback to
Pi. Fig. 20 shows a flowhart of the Validity 21 SEP 2005 - 3@1SEP 2005
consi stency of log entrees fromPjback to P. Fig. 20 shows a flowhart of
the Validity Recovery Server recovefi®y duser nessages between two points
in time of another enbodi nent of the present 5 invention. In this

enbodi nent uSeRsSKBSSAGEs Cdr é cign enitereefsorfnmin &f, gk th Mmhere there is a
timestanp field 524. At step 2050 the user sends a request to the Validity
Recovery Server 212 toFigcovér shewsages Ibwehetrweerf tire vallidindy time t2.
The Validity Recovery Server 212 10 requests a M and associated Pi from
the Evi denceRCERYEEYt PORVSEr FRECTRO NGt 85 eZ0BR)E S ale ss eyt w2RHY, t wdie
Validity Recovery Server 212 validates M3 using the procedure in Fig. 15.
At step 2056 FTHE-¥atPdbiye REcBReEfeserpibpdimens: offyitdenpeeGaritect i on
Server 2%9, 15 chgcks i f theée is another M between tl and t2. If there
is, steps’ 2082 F Y086 afR FRpEatBROALMeRReUSgAsRES SRgSS0Archdm tdte st ep

2060, the M e sent.to _the user,  In another enbodiment the Md's may be
gotten in gqiﬁ%% fo%%?hesEvVaﬁﬁﬁetEBF?e&PiBntS@?§éﬁmpTW&§L§)%&%¥)2052

a1 Wo's betaeen 17 e 18 BRaFrEREE oo acanac 2088 ROEI §oRE 16¢ needed.

all Mds between t1 and _ an _ :
Al t hough t hexeahanme Lg@ﬂr@f'aiiﬁytgaJ?ecggQ?rIﬁélsgagggnl‘d?%sectrhlrebeerg thpLerm of

speci fic hardware

tl and time t2. The Validity Recovery Server 212

10 requests a M; and associated Py from the Evidence
Collection Server 220 (step 2052). At step 2054, the
Validity Recovery Server 212 validates M; using the
procedure in Fig. 15. At step 2056 the Validity
Recovery Server 212 or Evidence Collection Server 220,

15 <checks if there is another M; between tl and t2. If
there is, steps 2052 to 2056 are repeated. If the
answer 1is no, then, at step 2060, the M;'s are sent to
the user. 1In another embodiment the M;'s may be gotten
in a batch from the Evidence Collection Server. Thus

20 step 2052 would be a batch request to the Evidence
Collection Server 220 to return all M;'s between tl and
t2, and steps 2054 and 2056 would not be needed.

Although the above functionality has

generally been described in terms of specific hardware

25 and software, it would be recognized that the invention
has a much broader range of applicability. For
example, the software functionality can be further

combined or even separated. Similarly, the hardware



25 and software, it would be recognized that the invention has a much
broader range of applicability. For exanple, the software functionality can
be further conbined or even separated. Simlarly, the hardwalkéSEP Z08 2005
- 31 functionality can be further conbined, or even separated. The
software functionality can be inplenented in terns of hardware or a

conbi nation of hardware and software. Simlarly, the hardware 5

functi onal i thurceini dreal ipy enent bd R rsbvktrwaombdnedl, eankiveat i on of hardware
and software. Any nunber of different conbinations can occur dependi ng
upon the aFfiRaztieh. NEpg modtwacet fanstdotaldrtivatdaondef the 10 present
invention are possible in light of the above teachings. Therefore, it is
to be under sfWEReHied Wik hiarmAeoscbpedeh rehe rappeatéed raltdiors o f he
invention nay be practiced otherw se than as specifically described. 21
SEP 2005 - IErdgae € 9phEprre: 1Simigerhsd tbe halndwatieng a restored
nmessage, cggg{isjng: generating an entry in a signature log for a
message, WheMEIGT i Bn r§AR oRpr BB eREPHREgAADKPE tWiankoomata on associ at ed

with said nessage; when said ssage is lost, generating said 'restored
message res&&ﬁﬁiﬂgﬁ%Q%iquh% wa %dand softwa¥e. Any humber of
different combinations can occur depending upon the
application.
Many modifications and variations of the
10 present invention are possible in light of the above
teachings. Therefore, it is to be understood that
within the scope of the appended claims, the invention
may be practiced otherwise than as specifically

described.



val idating said restored nmessage using said signature log. 2. The nethod
of claim wherein said signature |og conprises a hysteresis signature. 3.
The nethod of claim1 wherein said cryptographic informati on QISEP 36865 a
digital signature. 4. The nmethod of claim3 wherein said digital signature
IS generated using information froma previous signature log entry. 5. A
system for recovering and validating-uégr“ I nformati on, conprising: a user
system conprising a signhature log, said signature |og conprising

crypt ogr aphi ®WHAT drfhéft]-%drﬁ"mhs%%'ci ated with said user information; a
recovery systemcoupled with said user systemvia a conmnunications network
for restoring user information; and a validity system coupled with said
user 21 SEP 2005 - 33 _systemyvia said communi cati ons network for

validating rfestored ufemetirst &% o Lidaty it EYRETT "FRTPIe6. The

systemof claimb5 wherein said user information conprises a log entry of
sai d si gnat us®MRAIGFLIT8: The system of claim5 wherein said user

Cr'ypt ogr aphi o 1 nf or mat BT SSGHTSED £TRh Wartie tohatufd Aoy eapefeln said
message, wherein said entry comprises cryptographic
information associated with said message;

when said message is lost, generating said
‘restored message responsive .to a request; and

validating said restored message using said
signature log.

2. The method of claiml wherein said signature
log comprises a hysteresis signature.

3. The method of claim 1 wherein said
cryptographic information comprises a digital
signature.

4. The method of claim 3 wherein said digital
signature is generated using information from a
previous signature log entry.

5. A system for recovering and validating user
informafion, comprising:

a user system comprising a signature log,
said signature log comprising cryptographic information
associated with said user information;

a recovery system coupled with said user
system via a communications network for restoring user
informaiion; and

a validity system coupled with said user



9. The systemof claim5 wherein said signature |og conprises a first |og
entry of said signature log determned in part by a second | og entry of
said signature log. 10. A systemfor determining if a user ne@gﬁ@?2Q95
valid, said systemconprising: a user conputer systemhaving a |og, said
log conprising a log entry related to a nessage sent by said user,
wherein said log entry has a digital~ $3gnature conprising information
related to a previous log entry of said |og; and a validation unit coupled
to said userSySégpuivér $pddeporBunigaitdenisndetaodkudoxr r‘r@gs%f%et’d%q ng said
| og. 11. The systemof claim 10 further conprising.a collection unit
responsi ve t&e§hiodegalis@at L&t oFAet o8y Vs ﬁ@&ﬁh%l§QQ§q&§EHiﬁbssage, when
said user nessage is lost. 12. The syst.em_of clai.m 10 further conprising a

21 SEP 2005 ©-34 col | P€i SHSESM e SIFHS ve WFTEL Y SPHG #35%n unit for

retrieving a,cqopy of said nmessage froqma receiver of , said nessage, when
s% rgra];'::t:'brn:)rising a

said user nesBAGEMALIOYsCOMPELSPRe asy QG ANGE o0 FP1E Fh IV
publication ynit for publishing a selected log entry of said |og. 14. The
system of claPfr13 wherein said selected log entry is used in validating

said user megsage. 15. gffte SY3LEMF (AWMl naheR RAWII LAt i o
information comprises a user message.
8. The system of claim 5 wherein said
cryptographic information comprises a hash value.

- The system of claim 5 wherein said signature
log comprises a first log entry of said signature log
determined in part by a second ;og entry of said
signature log. |
10. A system for determining if a user message is
valid, said system comprising:

a user computer system having a log, said log
comprising a log entry related to a message sent by
said user, wherein said log entry has a digital
signature comprising information related to a previous
log entry of said log; and

a validation unit coupled to said user
computer system for validating said user message using
said log.

11. The system of claim 10 further comprising a
collection unit responsive to said validation unit for
retrieving said user message, when said user message is
lost.

12. The system of claim 10 further comprising a



unit is selected froma group consisting of a newspaper publisher or a Wb
site. 16. The systemof claim 10 further conprising a notary unit for
registering a selected log entry of said log. 17. The system2dSER 0, 10
further conprising a log chain crossing unit coupled to said user conputer
system and a second user conputer syst for recording transactions

bet ween sai d user conputer system and @g}a second user computer system

couped 14 B Lasi b T SR LSRR BT st o
sscons Lnor SRR ST AN (CIT e SRR o
S S e B S s [

sesen por {1 gn iy g e o a e gl

digital sign irst portion and said second portion. 20.

Si anat ure. T oB B T A T eseage pror 10 oA o user
nessage. said log.

14. The system of claim 13 wherein said selected
log entry is used in validating sald user message.

15. The system of claim 13 wherein publication
unit is selected from a group consisting of a newspaper
publisher or a Web site.

16. The system of claim 10 further comprising a
notary unit for registering a selected log entry of
said log.

17. The system of claim 10 further comprising a
log chain crossing unit coupled to said user computer
system and a second user computer system for recording
transactions between said user computer system and said
second user computer system.

18. The system of claim 10 further comprising a
log chain crossing unit coupled to said user computer
system and a second user computer system for
facilitating transactions between said user computer
system and said second user computer system.

19. A computer readable data transmission medium
containing a data structure for validating message
information compfising:

a first portion having a hash of a user



21. The conputer readable data transm ssion nediumof claim19 further
conprising a third portion having a tinmestanp. 22 A system for preventing
repudi ation of a transaction by one of a plurality of user codp®Edh2005
systens, said systemconprising: a first user of said plurality of user
conmput er systens; a second user of saig plurality of user conputer systens
performng said transaction with said Irst user; and a |l og chain crossing
conput er resgggg%gg_to a request by either said first or said second user
to record sal hsaction, said record conprising a hysteresis signature

of said transaction. 2§'s@tgﬁéhQQIEQanﬁEFggEiQghgsHng gagqghgggkgy a

conput er system using a USEr Ignature conprising: réceiving said
user's signaigéeé$99%,2&n§EP 2005 - 36 validating a cryptographic val ue
associated Wwth sartd usef data itemis in a first log entry in said

user's signature |og; defesntning; 8nseGPOUbhogaCBh ¥akA gairdtuser’s
signature log that is %h%gég%?nteﬁgnverifying sai d f?rst | og entry by back
chai ning frqg sajgh S§58NgaiQJs88LAY pareabd. first log entry; and

20. The computer readable data transmission

médium of claim 19 wherein said signature log entry is

related to another user message prior to said user

message.

21. The computer readable data transmission
medium of claim 19 further comprising a third portion
having a timestamp.

22. A system for preventing repudiation of a
transaction by one of é plurality of user computer
systems, said system comprising:

a first user of said plurality of user
computer systems;

a second user of said plurality of user
computer systems performing said transaction with said
first user; and

a log chain crossing computer responsive to a
request by either said first or said second user to
record said transaction, said record comprising a
hysteresis signature of said transaction.

23. ‘A method for validating a user data item by a
éomputer system using a user's signature log,
comprising:

receiving said user's signature log;



24. returning a result to said user. A nethod, using a conmputer system for
recovering a data item between two points in tinme, conprising: receiving a

request froma user to recover

data between two points in ti@&SEhA0Si n

said data item is between said two points in time; receiving froma data
recovery unit said data itemand assogiated signature log entry;
validating said data itemusing said ésoci at ed signature log entry;

if said data itemis validaped;n eBde%gﬁ%'Qapﬂ%%aﬁdTﬁEté%éﬁﬂfbﬂéﬁ”
system for validating a user nessage P

plurality

of

nprising an i nput nodul e for

recel ving a ), 0pAt U gl el ANE yeeh 1AL S E1ALY AdEMAPriri ng a

| og entries; a cryptographic nodul e for generating a
crypt ographi ¢ XﬁbuﬁsEE@§‘§§bHaH§%é megsage;

ate

val i dati ng sa| 21 SEP 2005°-- 3 7 cryptographic value is in said

signature log. 26. The gystemiafingl ai WeZonbunileencayprirsisigid udany' s
verifying nodule for determining if a first log entry of said plurality of
rel ated | og egighesuie legmpheri sedcheaikpodetedni ni ng conpri sing:

£

o)

C

verifying said first log entry by back
éhaining from said second log entry to said first log
entry; and

returning a result to said user.
24. A method, using a computer system, for
recovering a data item between two points in time,
comprising:

receiving a request from a user to recover
data between two points in time, wherein said data item
is between said two points in time;

receiving from a data recovery unit said data
item and associated signature log entry;

validating said data item using said
associated signature log entry; and

if said data item is validated, sending said
data item to said user.
25. A system for validating.a user message,
comprising:

an input module for receiving a signature log
rom a user, said signature log comprising a plurality
f related log entries;
a cryptographic module for generating a

ryptographic value from said user message; and

a verifying module for validating said

and a verifying nodul e for

and
25. A



selecting a second log entry of said plurality of related log entries
subsequent to said first log entry; hashing said first log entry to give a
hash val ue; and validating said hash value is part of said satSH&® 308§
entry. 27. A conputer program product for validating a restored nmessage,
conprising: code for generating an ent%% In a signature |log for a nessage,

wherein said entry conprises cryptographic infornmation associated wth

sai d nessage; when said nessage is |ost, cpde for ﬂenﬁrating said restored
nessage respﬁﬁﬁfé’qli?@lcréiﬁ?gﬁ;l%o’dé 9 VIR S39d restored message
using said signature |qg; and a conputer, usabl dium for_enbodying said
codes. 28. TH®-conputer osgj’rsatrﬁ%r%&]tald‘f 215;%%rv&%?%{3hsjs%?daconputer

usabl e nedi u?PiaeraeS%;tfglr.age ﬁr’glgu(rilieu aonﬁzgder%a ?nlg]()llr;psgutff Drogram P&&duct of

claim?27 wh us um a‘carrier wave: 21 SEP
2005 o g R S LYookt 1og Gneries vove T

compromised, said determining comprising:

selecting a second log entry of said
ﬁlurality of related log entries subsequent to said
first log entry;

hashing said first log entry to give a hash
value; and

validating said hash value is part of said
éecond log entry.
27. A computer program product for validating a
restored message, comprising:

code for generating an entry in a signature
log for a message, wherein said entry comprises
cryptographic information associated with said message;

when said message is lost, code for

. generating said restored message responsive to a

reqguest; 7

céde for validating said restored message
using said signature log; and

a computer usable medium for embodying said
codes.
28. The computer program product of claim 27,
wherein said computer usable medium is a storage
medium.
29. The computer program product of claim 27,

wherein said computer usable medium is a carrier wave.



program code for generating an entry in a signature |log for a nessage,
wherein said entry conprises cryptographic information associated wth
sai d nessage; when said nessage is |ost, program code for geﬁbsgﬁzﬂgssaid
restored nessage responsive to a request; and program code for validating
said restored nessage using said sigg%tgre | og.
30 A computer data signal embodied in a carrier
wave for validating a restored message, comprising:
program code for generating an entry in a
signature log for a message, wherein said entry
comprises cryptographic information associated with
said message;
when said message is lost, program code for

generating said restored message responsive to &

request; and

program code for validiating said restored

message using said signature log.






