SYSTEM AND METHOD FOR SECURI NG DATA Technical Field The present invention
relates to a system and nethod for securing data, and particularly but not
excl usi vavg 20@/Ea9mygst em and nmet hod for securing data objpeTtau28@m1Ig9R an
electronic format . Background of the Invention In online environnents,

el ectronic data is often distributed from one point to another. Were there
is a necessity to secure the data from unauthorized usage or access,
particularly in situations where the data is confidential or requires
protection, users can ut$Y$TRM ANY MNMEPHED FOR SECURHES AR prior to sending
the data over an unsecured network. System and nethods for encrypting data
are known. Such systens, allow a user to select a data object, and then by
operation ofI%C F ypt the data object with a password or other
type of key (such as a PIN (personal identification nunber) a bionmarker ,
etc.) to create encrypted data file._ Thi fi is t ) ed"
agai nst @naut hor ?@'é% %lé%ér)esnetas“?‘ﬁ%ntclo%rtl en is]a% Qt é;‘ %a%}gs4$T eé}gé;n%%@%%&e
viewed by a fisersechiessgtdetaseandagarhicebarkrtbinfoepeexohusvely to
"un-encrypt "até‘;séérheané{\hﬁ@tm& Aot asdilpi h§ HLOMI 557kdOs bSedectypLgd, an
aut hori zed user"wth the password can decrypt the data file by using the
client. Suchesystem@iarECt®@ful where a user has little or no intention of
distributing the encrypted data file. In such arrangenents, once the data

object is encrypted it can be distributed via unsecured networks. However
t he userlow%ma O g - H?St ri bute the password for
anaut hori zed person to decrypt the object. Oten, for the purpose of

efficiency, the pfﬁsgﬁifhése§@§f6ﬁ$%ﬁ€@,qgfgctronic data is often

distributed from one point to another. Where there is a

necessity to secure the data from unauthorized usage or
15 access, particularly in situations where the data is

confidential or requires protection, users can utilize a

system to encrypt the data prior to sending the data over

an unsecured network.

20 System and methods for encrypting data are known.
Such systems, allow a user to select a data object, and
then by operation of a client, encrypt the data object
with a password or other type of key (such as a PIN
(personal identification number) a biomarker , etc.) to

25 create an encrypted data file. This data file is then
“secured” against unauthorized users as the contents of
the data file cannot be viewed by a user unless the user
has the correct information to “un-encrypt” the file. When
the data file is required to be decrypted, an authorized

30 user with the password can decrypt the data file by using
the client.

Such systems are useful where a user has little or no
intention of distributing the encrypted data file. In such
35 arrangements, once the data object is encrypted it can be
distributed via unsecured networks. However the user must

also find a method to distribute the password for an



t he unsecured network w thout any encryption itself. This increases the

| i keli hood of the data object becom ng unsecured as the password may be

i nt er ceptwad 2009/dp®Bri buted to unauthori zed parties. A feCcThanro@moc®8n i s
that the |l evel of protection offered by standard encryption is mninal
since the encryption key is stored within the encrypted data file itself.
That is, once'the file is received, a hacker has all of the necessary data
to decrypt the data file. Myreover, where the user is not technically
proficient, astlkdvczdsdrerfsem tasiecymy ddie paxbawr d @bign, nein thee dat a

obj ect is easityodecsynied dhuaugh dihe tseslrd braitdi dor o8 dBtdnds . Even

where a safer an% nore secure password is used to encrypt. the data object,
the user is SR |UDSREM (L CUMEF IFL tHRM hefhe reRFE YR t9P t Hett a ottt is

utilized, asimfeeadde 18ssSMK«l Bsbd hef daia ddyjecdbheste beesmitigt ri but ed,
the perm ssion to rracgi(%ul e}tée the fi I£ Wi | Ibbe. congl ettela/ trransferred to the
recei ving usErSCRHCLETIE RFETEH I RtV pt="hedata obj ect, and
sends it to dimtiibutetateo omantthehiezddtmarietgst he recei ving user can still
distribute the data object w thout any consideration for the security of

t he object. For exanple, a third party may freely distribute the password
wi th the encrypt & fguttdhgy |eonegry efpidiathEhancSit of REVRIHAT and

thereby all o¥¢ e RS i d¥ardatidkOowd, MISESs 19 RGERES] o atienhobj ect. These
limtations nake it, ver% difficult for, a user to securel% $otnt rf.l t he data
cont ai ned | FRNRIARE A o171 TSRt e SRR AP 1St aspect
of the presehtseniverthan,id hesmece stipe ofdldedis metdioded ora seekemdatat a
distributed £W155E'{ﬁg necessary data to decrypt the data file.

Moreover, where the user is not technically proficient, an

election of an easy to break password could mean the data

15 object is easily decrypted through the use of “brute

force” methods.

Even where a safer and more secure password is used

to encrypt the data object, the user is still unable to

20 control the manner in which the data object is utilized,
as once the password and the data object have been
distributed, the permission to manipulate the file will be
completely transferred to the receiving user. For example,
where a user encrypts the data object, and sends it to

25 another location via the Iﬁternet, the receiving user can
still distribute the data object without any consideration
for the security of the object. For example, a third
party may freely distribute the password with the
encrypted data file, or remove the encryption altogether

30 and thereby allow a plurality of unknown users to access
the data object.

These limitations make it very difficult for a user
to securely control the data contained in the electronic

35 file.



user to at | east one recipient user, conprising the steps of responding to
a request fromthe first user to encrypt the data with a key; and,

recor di ngwoheodwoermsi on of the key in a database, wherei rCOAWRb®/deabase
receiving a request fromthe at |east one recipient user for authorization,
providing the key to the at |east one rgcgp[ent user upon authorization. In
one enbodinent, there is provided a further step of the database receiving
rules arranged to constrain the at | east one recipient user's interaction

with the dat Sumparynef ekhediweantiehe step of authorizing conprises the

further steps of conparing an identification profile of the at |east one

reci pient user wt re- deternineg gﬁiteria, wherein the at. | east one
r

h a
reci pi ent user islﬁu?hg?Figda??e?ﬁeo © R EF A hel"EFTELPTa WREERELSt he
i dentificatippoptaédl & méthodefenbsdtueihg dheai destribeatdobypaofitet

i ncl udes at ] east, Qne_cyi [ o L Z] a I SLy e at
| east onésre%F%Fe%$ %Ee;%ggé %ﬁ% g%%%é%%%%t?ggﬁé ??ﬁé?f%géé %%%e%%%%% wth
a client appbEcaespandihg tdienrcappst chrpontheqlicsst ngsehetRe§nervpt a

central sourffe §BcQNG;EAPRUEPN anbheratolgfny PRE YSEAtiBLEHACLRW th at
| east one receiver application, the at |east one receiver application being

arranged to KeYuéBt2adehdPRSat i BRCFEom PRetlentRrErPBRr ERCEHVHREr§pt t he
data. I n one eahaditedtomt bRekgly 18agenenat edchbyiene afetheogentral source

and the client Lication._ln one e di rent .t central source conprises
a gatekéﬁberaggﬁsgééag??ﬁnggﬁongb?%ggﬁ? g%% E%rgg? frontd gu?ﬂ%rized
users. | n oneeehpddnhensert hponeatthdbripattenfurt her conprises a | oggi ng
service arranged to |l og any activity

In one embodiment, there is provided a further step
of the database receiving rules arranged to constrain the

15 at least one recipient user’s interaction with the data.

In one embodiment, the step of authorizing comprises
the further steps of comparing an identification profile
of the at least one recipient user with a pre-determined

20 criteria, wherein the at least one recipient user is
authorized if the pre-determined criteria matches the

identification profile.

In one embodiment, the identification profile
25 1includes at least one criterion characterizing a

characteristic of the at least one recipient user.

In one embodiment, the first user interacts with a
client application, the client application requesting the

30 key from a central source.

In one embodiment, the at least one user interacts
with at least one receiver application, the at least one
receiver application being arranged to request

35 authorization from the central source to decrypt the data.



on the data by the recipient user. In one enbodinent, the data is included
ina file wapper as an encrypted data string. In one enbodinent, the file
wr apper iwoao®aoame docunent arranged to be processed bycrhannesooisser
application. In one enbodinent, the data object is provided with a secure
envel ope arranged to enclose the data such that when the data is within the
envel ope, the at |east one recipient user's interaction with the data is
constrai ned by the rules established by the first user. In a second aspect
of the present inienehencmbb@iment, pilowilgey &s syenentted By core ngf dolhea

di stributed byn@-firsbutSErahe @ﬁe'@ﬁén@”&p}%ﬁf&&&f@ﬁ. user, conprising a
nodul e arranged for responding to a request - fromthe first user to encrypt

the data with a key; and, a routine arranged to recording the |ocation of

the key in ardadebastbodheest N e t bentied Abesercecedmpnys@s request fromthe

t |east i pi ent A thorizat i ding the key to th
at | cast oncIPEEFTTRAT TRBY CROREETIROTI SAPERLeTh e ENbECt nENT of the

second aspectpattizodatadassers. arranged to receive rules, the rules being
arranged toconstrain the at |east one recipient user's interaction with the
data. In a third aspect of the present invention, there is provided a
conmput er progr am Eenpre segedimerst tmecen¥ R LicsPwhce f BTt rol ling a

conput er SySé&ﬂbfﬂségpéeIfS%éiﬂ?”@éP@ﬂqé @@ﬁ@@?@l@n@@ Vo hatifieadt 18ic@aspect
of the present |nve t|on$ rjie Descrégtlon of the Draw ngs Enbodi nents of
the prestht PRvEREi GACHi PY hoW BRCHRLTrT B& by way of exanple only, with

reference to the acconpanyi ng drawi ngs i n which:
In one embodiment, the data is included in a file

wrapper as an encrypted data string.

15 In one embodiment, the file wrapper is a secure
document arranged to be processed by the receiver

application.

In one embodiment, the data object is provided with a
20 secure envelope arranged to enclose the data such that
when the data is within the envelope, the at least one
recipient user’s interaction with the data is constrained

by the rules established by the first user.

25 In a second aspect of the present invention, there is
provided a system for securing data distributed by a first
user to at least one recipient user, comprising a module
arranged for responding to a request from the first user
to encrypt the data with a key; and, a routine arranged to

30 recording the location of the key in a database, wherein
on the database receiving a request from the at least one
recipient user for authorization, providing the key to the

at least one recipient user upon authorization.

35 In one embodiment of the second aspect, the database

is arranged to receive rules, the rules being arranged to



Figure 1 is a block diagramof the systemin accordance wi th one enbodi nent
of the present invention; and Figure 2 is a flow diagram of the operation
of one asweabowf79toRe system in accordance with the enboscmiowfoorogure 1 ;
and Figure 3 is a flow diagram of the operation of a second aspect of the
systemin accordance with the enbodi nent gf_Figure 1; and Figure 4 is a

bl ock diagramillustrating the server conponents in accordance wth the
enbodi ment of Figure 1 ; and Figure 5 is an exanple of a file wapper in
accor dance wrehshhadnbbleneht lefsthenpr €8ehP18)Et AT AAd1IFFguREt BON
illustrates gn-gxappl 205 . the secure data object in accordance with an
enbodi nent of the present system and Figure 7 illustrates another exanple
of the secure data object in accordance with an enbodi nent of the present
system Det ai | ed Descai phipf aéptbe Brether pdekahodineant Refier thaget dsFi gure
1 an enbodi nent_of th [ i nvention i cranged. t V] a system
for secur?ngp58¥éd%%n%r?gﬁégg%rcgﬁgga?asgﬁﬁ gi%gagagFagagégt%ggespond to a
request froninstinstigneforocentrgplidata abrhubekeyyahemanoaimhbenenng
service arragogdehgar ehChYLoPakAONCHLhOENBUERPEL ZaEb08 SR HEET eupon 2
receiving user 1s authorized the receiving user is directed to the key for
decrypting t RE€88RA. 1PKeRRESNenbodi nent the system and net hodol ogy and
associ at ed software and/or hardware application in accordance with this
enbodi nent og th% anention may bg exscuted on a device such as an exanpl e
devi ce shbwnBEaS escription of the Drawings

Embodiments of the present invention will now be
described, by way of example only, with reference to the
accompanying drawings in which:

15 Figure 1 is a block diagram of the system in
accordance with one embodiment of the present invention;
and

Figure 2 is a flow diagram of the operation of one
aspect of the system in accordance with the embodiment of

20 Figure 1; and

Figure 3 is a flow diagram of the operation of a
second aspect of the system in accordance with the
embodiment of Figure 1; and

Figure 4 is a block diagram illustrating the server

25 components in accordance with the embodiment of Figure 1;
and

| Figure 5 is an example of a file wrapper in
accordance with an embodiment of the present system; and

Figure 6 illustrates an example of the secure data

30 object in accordance with an embodiment of the present
system; and

Figure 7 illustrates another example of the secure
data object in accordance with an embodiment of the
present system.

35



Figure 1 . In Figure 1 there is shown a schematic diagramof a centra
source, which in this enbodinent is a server 100 suitable for use with an
enbodi mrenwoaboxdie7opr esent i nvention. The server 100 may Po@/AIRewd/MsIeXecut e
application and/or system services such as a systemand nethod for securing
data in accordance with an enbodi nent of &he present invention. Wth
reference to Figure 1 , the server 100 may conprise suitable conponents
necessary to receive, store and execute approprlate conputer i nstructions.
The conponenPstas efinbegdsint hpoce e1Bpefe (ROM) 104,
random access nenory (RAM 106, an i nput/out put devices such as disc drives
108, input devices 110 (such as. an Ethernet port, a USB port, etc)

di spl ay 112 such Befarripgdi BocFiSese Hl%%l%?b°§1W?@Et°En$??lEﬁeﬂ?%blay or
any ot her suihabheidhspkagraadge@nvunpeatioesal spktéhdforfheeservag i ncl udes
|nstruct|ons stalle M 106 o] glsc drlvgs 108

and may be eQ%Eﬁt88m§§lFﬁggp?oggggﬁ?flﬁaurc?hépe %§§aﬁgeprOV|deﬁpon

plurality oftcoanuaguestohArbinn&sfitgt waseh bmyevarypusfigtgowneltatisepne or
or e CO”pUt'ﬁHddﬁﬁ'§8§h59§91 §§£¥§Eé1a??éﬁ§@é'E8”?HE§£§e &efghﬁééé

W rel ess or conputi ng devi ces one 0 lurality of
connunlcatloﬁ@rlﬁHRhﬁﬁyzBélQBnné@@eﬂh?éeﬁﬁoéxPeFﬁﬁﬁ186ﬁﬁu¥?ﬁ§ h&t wor k

t hrough a tehﬁ@h@ﬂ@zéaneherr@zzé@hﬁgp@s@fc conaupbeatlons thakkeynroene
particul ar enbodi nent th ﬁﬁ SVICE may include storage devices such as a disc
a

drive 10% whfERT¥RY1BACH 8%80lid state drives, hard disc drives, optical
drives or nmagnetic tape drives. The server 100 may use a single disc drive

or nultiple disc 9£'¥§§s gﬁﬁ?§f£%ﬁﬁ %rlv ¥t@%f8n?sﬁe€g§#5¥§$%e _Qgerating

system 116 which resides on e server 100.
associated software and/or hardware application in

accordance with this embodiment of the invention may be

15 executed on a device such as an example device shown in
Figure 1. In Figure 1 there is shown a schematic diagram
of a central source, which in this embodiment is a server
100 suitable for use with an embodiment of the present
invention. The server 100 may be used to execute

20 application and/or system services such as a system and
method for securing data in accordance with an embodiment

of the present invention.

With reference to Figure 1, the server 100 may
25 comprise suitable components necessary to receive, store
and execute appropriate computer instructions. The
components may include a processor 102, read only memory
(ROM) 104, random access memory (RAM) 106, an input/output
devices such as disc drives 108, input devices 110 (such
30 as an Ethernet port, a USB port, etc), display 112 such as
a liquid crystal display, a light emitting display or any
other suitable display and communications link 114. The
server includes instructions that may be installed in ROM
104, RAM 106 or disc drives 108 and may be executed by the
35 processor 102. There may be provided a plurality of
communication links 114 which may variously connect to one

or more computing devices such as servers, personal



In sonme enbodi ments, a first user utilizes a conmputer 120 to execute a
client application 130. The conputer, in one exanple, can be a personal
conput er wei2ogp/Ea7oBnt el / AVD chi pset havi ng an oper at i ngPEYSAR200SH0CIIS as
W ndows(tm, MAC OS(tn) or Linux operating systenms, or as a person skilled

in the art woul d appreciate, the corrput_er7can be a nobile device such as a
PALMtm or |PAQtm device arranged to perform conputing functions. In

this enbodinment the client application is a software programinplenented in
any conput er compguaye, arerngedlso vesetesonon kaodlgkd devipet bigt he

conput er 12040 6% 885 . ©XRATI £8501 chOPLEMBLALEQD: ) bPec&hheRi caPPbhgation
130 is possible, including, but not limted to the conputing instructions

stored i n ROMTBrBay dperebPerartay, tOp T caXkt e 13k sCOBRRAF 12 AR s O e mor y
units, non vehabidgle Her®Iy¥phoadl Bsne The sthentt@ppl bEatdbdiudBciohd one
exanpl e has ?n interface arranged for the user to direct any input or

out put, of, Th™6t her exanples, the client application 130 is enbedded with
an existing software or operating system application, such as, wthout

limtation, Open fice( . Qr C i t : e di ng
addi tional functi %\a r?%iée?%%g%%ge%eéso (tgc\i}\%anrléeig #ﬁée %%Yle%]qg% I{Ig%?% 130
has a comunPearasn POYiCa®rangedasod céhpmniebye W8 hwikhehs®ayer 100. Wien

a user initiahtdRSatbesaPphi §8LtONAEBPes! NeapRPhisatapivd3) eppiagts the
server 100 vi,a,a secure connectjon s a SSL or SSH fgnnectl on. ‘I n one

ch as
exanpl e, 1¢ hedBpBEF c3F | BRIRBRYS F?Eeu‘#h'ﬂ%si dehtF fFCaYTon LB B2y gis¢ B
address or oshegléndbsaedtrbvefor mhetsploedidO0dtvedent Thy sdeveseroand

e T

al | owi ng aut @orthatdbpcofiravg or in the ROM of the server 100.

15 In some embodiments, a first user utilizes a computer
120 to execute a client application 130. The computer, in
one exampie, can be a personal computer using an Intel/AMD
chipset having an operating system such as Windows™, MAC
OS™ or Linux operating systems, or as a person skilled in

20 the art would appreciate, the computer can be a mobile
device such as a PALM™ or IPAQ™ device arranged to perform

computing functions.

In this embodiment the client application is a

25 software program implemented in any computer language
arranged to reside on a storage device of the computer
120. Other examples of implementation of the client
application 130 is possible, including, but not limited to
the computing instructions stored in ROM, programmable

30 array, optical drives, smart cards, memory units, non-
volatile memory modules. The client application 130, in
one example has an interface arranged for the user to
direct any input or output, or, in other examples, the
client application 130 is embedded with an existing

35 goftware or operating system application, such as, without
limitation, Open Office™, or Microsoft Office™, and

thereby adding additional functionalities to these



communi cati on session between the client application 130 and the server 100
bef ore any such communi cati on sessions can be sustained. In sone

enbodi mrenwe,20awa7hrosef erence to Figure 2 , the first usercutAU20@Ba919Be
client application 130 to select data requiring encryption (2 02) . The
data can exist in the formof files 101, @ddresses, pointers or objects. By
using the interface, the first user can drag and drop or otherw se
reference and select the data as needed. Once the files are selected, the
client appli®ff¥#ra230 can begin the security process required to secure
the data. In the enbodi nent described herein, the security process

initiates by sealing the data (.204) to create a data obj.ect .such that all
of the data (eit eqe%lsetr}ctngapéjsha{:%ﬂ%ﬂ,‘ ]030(?&?8 aacﬁﬁ“g%”s‘{,l(i?oqlrﬁnerpooﬁm any
conbi nat i on)axwamdped | thd egrratedi @ttt rnef e et dsasver Si Q! eVlsat ur easkat a

obj ect 140. ce. the ’ . ohj € i r he segyre data
obj ect 140 il?ﬁ[ le'%ﬁ e%%%e:dad%ﬁ(ﬁ%h%r%e%gtﬁéﬁ%earg%g}] assign
per i ssi ons @Pntadtes ke derrebel QheviohjoICTPOB) COMRCHRT $XFOMS @ rul es

are arrangedsdQ SOMNEER! cdiife FBIBIR! 1D Jhe Cdedhis) datenOigeti det rgan be
interacted with_or mani pul ated, In one exanple, the per m$ i ons may demand
that the dat3ET9F ebt0i FHGHE Heleit ol Gt SOt - 190 T AIBERFBIS, or

print only. JthanoifhEsrexaig ef of hthd esdti~sst oNG0 ofo rideas: iy tihee | weker what
| evel of users.w.thin any s i fic | R address range. usin specific type
of corrpLi’toer %réch e com dtep%gt]h% erll%%ét usaelg 1é’ ?Peqraatlrpf frorg.

fe tan access ereupon t e permissions have
been set by Thesfalbowsisere sdmrevet i wppiénobrtiSOsgrwvitdesofa the

functional i ty, £0rn tASy fddSlr H3F ad0n G5y AP 1 SPiAY ACGess: LA d0loti Sty (208)
which provides a |[ist of recipient users authorjzed to receive and i'nteract
with the sectPEmcRblpcieasion beteer ke cbirRblaBrkicabPt ntthe

exanpl e al soaglefime é&ever 100 before any such communication sessions

15 can be sustained.

In some embodiments, with reference to Figure 2, the
first user utilizes the client application 130 to select
data requiring encryption (202). The data can exist in the

20 form of files 101, addresses, pointers or objects. By
using the interface, the first user can drag and drop or
otherwise reference and select the data as needed. Once
the files are selected, the client application 130 can
begin the security process required to secure the data.

25

In the embodiment described herein, the security
process initiates by sealing the data (204) to create a
data object such that all of the data (either existing as
a filé, object, address, pointer or any combination) can

30 be integrated and referenced as a single secure data
object 140. Once the secure data object 140 is created,
the secure data object 140 is then described by the user,
where the user can assign permissions or rules to describe
the object (206). The permissions or rules are arranged to

35 control the manner in which the data object 140 can be
interacted with or manipulated. In one example, the

permissions may demand that the data files within the



aut henti cati on schene necessary for the recipient user to be authenticated.
For exanple, the schene could demand that the recipient user be operating
froma conpuv@vo7siosh a certain identification code, or POe/AIRErS/00$398
operating froma specific |local network, or has been approved by sone form
of bionetric scan. The person skilled in §he art would also appreciate

ot her variations of authenticating a recipient user. In this enbodi nent,
upon the establishment of the access control list, the client_application
130 begi ns tBecerer§pEd onPpeekess (Pue)reaq orhe, exBPFERt teRl¥nckYpti on

process uses;AbShéAdNAREETUe FNERY Phé AR S O ) ruDés Usafedes Bhdad nhggimat i on
Processi ng Siandftrd (FI PS%\ ‘gsee, for exan%l e . htt]é): /ééwwv ni st .%ov/ aes') or

ot her encrypt 88! n2f hBBRT sV AP BcHRAY TP T & Pet BorILkTFF tPTA° (12127t . To
initiate theaegpeypfiontppecesscédider sbEtwdrentampptceasidme 1B801est her
sel f generates a key arranged for encryption, or in other exanples,
retrieves a key fromthe server 100. During the encryption process, the key
is not encrypted Whehetpen duta pbjrbssiony hawmdoederedly nythecdrigsted

secure data 40, 0biREt - the NYELLLRLRI On L1180 KSYovillbs BT BYhEESoRaBlEPNg
| evel of protection, as hackers w shing to decrypt the secure data object

14 0 cannot EPYIFhe FLIRbdesSetiche a8Shrit 5 AR P rEERDICRbr S driPt t he
secure data oppertwA#6hasrbhed&eyai bisoOtoM té Nplidet Seseredatitheobi sed 140.

The encryption arrangenen rovides that only users with the key tracted
froma sg‘garté?er%ﬁﬁl ﬁd%%éngﬂﬁ?rg%ﬁr%le&?r%ﬁ?t%%cgﬁ%u&ét%a?%]% b et 6(140 can
decrypt the Teeuaecdasacobfreel 1#s0 canjpim ¢he evappbeiahsofdefinenthyption
process (210311?1&%{}@185&?85 e&gég%)é@@?gépy%{ £6L UFBC1 PEesECUE L, DR @

obj ect 140 as g encrypt ed n onhe exanple, the secure data
obj ect 140 ikecpebbedtbyaaedachPhge¥aeple, the scheme could demand .

that the recipient user be operating from a computer with

15 a certain identification code, or the user is operating
from a specific local network, or has been approved by
some form of biometric scan. The person skilled in the art
would also appreciate other variations of authenticating a
recipient user.

20

In this embodiment, upon the establishment of the

access control list, the client application 130 begins the
encryption process (210). In one example, the encryption
process uses AES (Advanced Encryption Standard), or US

25 Federal Information Processing Standard (FIPS) (see for
example ‘http://www.nist.gov/aes’) or other encryption
methods as appreciated by a person skilled in the art. To
initiate the encryption process (210), the client
application 130 either self generates a key arranged for

30 encryption, or in other examples, retrieves a key from the
server 100. During the encryption process, the key is not
encrypted with the data object 140, and thereby any
encrypted secure data 140 object will not contain the key.
This provides a strong level of protection, as hackers

35 wishing to decrypt the secure data object 140 cannot
utilize methods such as brute force methods to decrypt the

secure data object 140 as the key is not within the secure



encrypted data files to a file wapper 500, which can be inplenmented in XM
or anot her suitable conputer |anguage. In the exanple, the file wapper 500
as shown wo 26091985 provi des netadata 502 to descri be trhe/AdRcese18¥8t a

obj ect 140 such that when the object is opened with either the receiver or
client applications by the user, the app Ilcatlon is informed of the
information relating to the secure data 8bject 140 to thereby assist in the
securi-ng process as herein described.. The secure data object is stored as a
file residindata abiery df0onTheoengeydeiPneavnangemedbhpprevides. thpe first

user can havsn&?euegkgowleﬁ ghat kk UEkBQaEE@dOPkéﬁtaVb érgtétéhQUtion
channel 135 in formof email SH, stora Cﬁp B devi ce, non

vol ati | e ‘menbPYeBRNEEREr SBHEEE HRPE FB?nﬁecPﬁeoﬁ@g@nBBa?ﬁEn94otﬁ@nrecelver
application d32riypsi dRe sB8carke@hphaesBbjeaer 1g8oconputer 122, arranged to
decrypt a secure data object 140. Upon the possession of a secure data
object 140, the recipient user initiates the receiver application 132,

whi ch in one exanpbenneiebecmplegianedfi bhe aenceymtiogopreaeesandloher eby

automat | eal [yyLntiiabe ignitheisaouse daia ebiaeh 140 Lschecehued by

email. Wth reference to ar e iver application conmunicates
with the servbBeE90149n§Se§Pé%Y|§ﬁ§§YBt§@c&?ézbonﬁ@c?ﬂ@neﬁﬁmﬁl?hetbérver

100 (302) . Eeeu§éragtalegjeealmaoamsaakaatéaabyoatEQQEEﬁg £884) whereby,
in one exanple, the re elve%égggllcatl n 132 sends n identificati n code

to the sttvePREH¥REEAatE e ERt 2ubel i ¥TPRBRE Pgd Y8t gk ﬁanples,
t he recipi enimp3emnensededui KM bo envehesutfiictabhe detmpiutert bahguage.

putnent) ot g KB BULIEPE! cahedeuvLgdapt ! boncsal heay 98l paadi e
may invol ve br@ﬁé@ﬁﬁcm§§éﬁ§Fap§§gmb@d@?scribe the secure data object
140 such that when the object is opened with either the
15 receiver or client applications by the user, the
application is informed of the information relating to the
secure data object 140 to thereby assist in the securing
process as herein described. The secure data object is
stored as a file residing in memory or on storage device
20 on the computer 120. The first user can have the option of
distributing the object via a distribution channel 135 in
the form of email, FTP, SSH, storage, CD, USB device, non

volatile memory or other electronic forms.

25 In one embodiment, the receiver application 132
resides on a recipient user’s computer 122, arranged to
decrypt a secure data object 140. Upon the possession of a
secure data object 140, the recipient user initiates the
receiver application 132, which in one example may be

30 integrated into an email software and thereby
automatically initiate when the secure data object 140 is
received by email. With reference to Figure 3, the
receiver application communicates with the server 100, and
establishes a secure connection with the server 100 (302).

35 The server 100 begins an authorization process (304)
whereby, in one example, the receiver application 132

sends an identification code to the server such that the



gquestions, or other forns of authentication as a person skilled in the art
woul d appreci ate. Upon the successful authentication (304) of the recipient
user, thewoeo@orerosapplication 132 queries the server 1@OTiAARBAONEI8SI ONS
relating to the specific rights and access perm ssions (306) allowed by the
first user for the recipient user. Once Hﬁese rights are received, the
recipient user is bound to only interact With the perm ssions and rules as
defined by the first user. In sone exanples, where the recipient user is
only all onedreoipientt heetohtehdsnbifiedata file within the secure data

obj ect 140, a browser is initiated by the receiving application 132. The
browser is arranged to display the file onl and rejects an att ts by

the recipi ent usant%t%%Fte¥%@P}??e the FRFLIPEFRb R ﬁtlstﬁ% FEEEF VP
application éBereguﬁslbhendedéyailgntprbeesﬁth8681catmblchhélrstly

requests a dir ‘ the gCLY tiop, k fromthe [y mhlch IS
t he key used? Fgﬁ gr ge?he sec%rgrﬁa gog%j%%??a% ed§§%$§? Eg store
the key mnthfmrsheuservwh¢n|hhahsehucasebﬁhetkéyoiwaﬁrQHSﬁte@edam@ ahe

receiver apphLeghb@nabdde ﬁ? Yol e SBIBNEXAR! £8ankNepkE¥wHRYs e stored

in a separate server In a ferent [ocaftion, and accordingly, the server
100 wi || sen@UBRF§ORSdi PECOEBATT BOFRHE PEcaiyReNEpERF£aR| B8R 23DS¥BORetri eve

the key fronskhelsgpahatBesgtvewould ¥gbranootber exanple, the key may be
stored in a separate storage nedia such as a smart card or USB key or CD

ROM in hi ch case, the server1l00 sends a direction to the receiver
application to divpoh the sgecessffil nduthentitevaon $304hgef neldea housi ng

the KoY i ouP§Bgfigeaboagss! Ub0saesslon bl D8 Keya(305) quet bear eRel ver

application ecryp s the secure ata 0
server 100 for permissions relating to the specific rights

and access permissions (306) allowed by the first user for

15 the recipient user. Once these rights are received, the
recipient user is bound to only interact with the
permissions and rules as defined by the first user. In
some examples, where the recipient user is only allowed to
view the contents of a data file within the secure data

20 object 140, a browser is initiated by the receiving
application 132. The browser is arranged to display the
file only, and rejects any attempts by the recipient user
to edit the file.

25 In this embodiment, the receiver application 132
begins the decryption process (308), which firstly
requests a direction to the decryption key from the server
100, which is the key used to encrypt the secure data
object. The server 100 may store the key within the

30 server, in which case the key is transmitted to the
receiver application 132. However in some examples, the
key may be stored in a sepérate server in a different
location, and accordingly, the server 100 will send only a
direction to the receiver application 132 to retrieve the

35 key from the separate server. In yet another example, the
key may be stored in a separate storage media such as a

smart card or USB key or CD ROM, in which case, the server



(310) and delivers the data to the recipient user subject to the
constraints already established by the perm ssions and rules as arranged by
the firstwo=e09/78108) . Each mani pul ati on or interacti onPCiAmesioiwAt user
makes with the data is recorded and the logs are returned to the server 100
for storage and review (314) . Wth refergnce to Figures 4 , in sone

enbodi ments the server 100 conprises a n er of server conponents

i ncludi ng, but not exclusively limted to; a gatekeeper service 410; an
aut hori zat i oh08erende 4ldireghiauntai thearporivervippliggtioantpdentity

service 416; 4;3-dat phasgsser ¥bhceiAd8inandelehank HRo2aEY fBA449MoEREHOf
t hese services can be deployed on an individual server, or in the exanple

as shown in FP@UF@YA , exist as conputer software inplenmented in a conputer
| anguage, machi ne code or ROMwi thin the server 100 to provide

functi lity t h th ts. _.Each of t '
are arranbed to cOMMInt Bat BOR TR B ACPOSaParEas ahdthreREonbr gk (6hpr ovi de
the server l@eécedvproupdéiaatysherBandemeyhbd bheseeaniagddhtaobpect
accordance Q98¢ SARORLIEYL8f chBCAREESER! chaveatiflentnubbe saBydLEENt

en the re p

descri bed herein, clrent application or elver application is in
comuni cat i oRowthR £REsEEpiBES18brepdygacErRbépERedebYi EBC4ROTMAFELGRES t he

session betwgan tQeeapaki aathAfed(b30tnd38) rvkt iskhegenyer £86n Once
initialized, the g&%ekeeper service 410 djrects.the gpﬁlrcatl n to.connect

to the allhefgrcR ﬁlgﬁrQFcénﬁfﬁaFBlﬁﬂtﬁbﬁtFESFBl?H §&F. MBY<8i FatPi ng

all initial ehendatkhotis rbeondhdt hadgahekdepsr aser vetariddf, teecheity is
further enhag%%gegnloo for storage and review (314).

With reference to Figures 4, in some embodiments the
15 server 100 comprises a number of server components
including, but not exclusively limited to;

¢ a gatekeeper service 410;

e an authorization service 412;

e an administration service 414;
20 e an identity service 416;

e a database service 418; and,

e back up service 419.

Each of these services can be deployed on an individual

25 server, or in the example as shown in Figure 4, exist as
computer software implemented in a computer language,
machine code or ROM within the server 100 to provide
functionality to each of these server components. Each of
these services are arranged to communicate with other

30 services and are combined to provide the server 100 to
provide a system and method of securing data in accordance

to one embodiment of the present invention.

In the embodiment described herein, when the client
35 application or receiver application is in communication
with the server 100 the gatekeeper service 410 initiates

the session between the applications (130, 132) with the



the server as the gatekeeper service 410 is arranged to filter out

mal i ci ous and/or bl acklisted web connections which nay conprom se the
security wO20078®8ver conponents 400. A person skil | edpcm/atizeoszoisosoul d
appreciate that there are many variations in which the gatekeeper service
410 can be inplenmented, including, but _ng Limted to a hardware and/ or
software firewall service, which is capable of analyzing incomng traffic.
Shoul d the connection between the user's_conputer 120, 122 and the server
100 satisfy $®EVeeqh?? emePiRGe ofnihia hhiekect? SRFSFEEPII0SCTHECE 410

aut henti cat i @wr8S€fyi €ke 4dgpWM Lt ibentcatdeiméct ot s helek anehant hedst Zent he
user. This fi rstl% i il%lnves the service t}? retrieve records fromthe
identity serSFEE 4462t nfFRnPStiorest @ T st orUFdenti fi cation criteria,

including, but not limted to user profiles, user authentication neans,

passwor d% etc. A;éf;%%:@é-ét aaif {I%H ve&n%é@tmé,%g@grtﬁ@e user is

a first user or pi ent user, mist” be autheniicate ntinue access
to the servedatigieeper seepvisanbl @s se@uBLEheh? | Bartleer separeed 190 my

gﬁrranld_thte :J@?é LOrGOL 5 s A PASSHOE K &Sy $PFiEE 4ED ald SaPrahdedByo det ect
e cllen

D, .| P addresses, . conputer identifjcation code, bionetric
verificati ont bFtoF hit | Apt trErEsS %Ff?é‘PF géﬂa%ii:?’b%g YR T UM 1R t he
data wi thin whech deayi ¢ymseomice di6 secwriley ¢b e heatvent eompohantdori ze
the client session sueholhatineuser Bv.coNInNE 19, a5008s, (g, server

U NSt hent 3 has S

conponent’s 4 € authentication proces en successtul ly
conpl et ed, thkeeseryee MAAYi|vanoaf dbhe in wrbckethe oprockeesrenysergiest for

the client 180085568l ¥igh1 8RPhEEA! | cT3Ri b, Obdernde PIRYVE&E @oSystem and
met hod of securing data_as hereln descri bed, Where the first user in

creating theNIERURES (AR’ Bbj 88t taTe nhkreyatt eeY Bl ¢hc) Wykch 1s

capable of analyzing incoming traffic.

15

Should the connection between the user’s computer

120, 122 and the server 100 satisfy the requirements of
the gatekeeper service 410, the authentication service 412
will then attempt to check and authorize the user. This

20 firstly involves the service to retrieve records from the
identity service 416, which stores a list of
identification criteria, including, but not limited to
user profiles, user authentication means, passwords etc.
After this data is retrieved, the user, whether the user

25 is a first user or a recipient user, must be authenticated
to continue access to the server 100. In some examples the
authentication service 412 may demand the user to enter a
password key, profile details or it may detect the client
ID, IP addresses, computer identification code, biometric

30 verification or other implements which can be cross
referenced with the data within the identity service 416
in order to authenticate and authorize the client session
such that the user may continue to access the server
components 400.

35

Once the authentication process has been successfully

completed, the server 100 is now able to proceed to



perm ssions or rules to restrain the manner in which the recipient user can
interact and mani pul ate the secure data object, the adm nistration service
414 proviwe=xodunigtosonal ity for these perm ssions and rulPes/Aols@0eser ed,
stored and enforced. In this enbodi ment, the adm nistration service 414
allows the client application 132 to entgr, and store at |east one

perm ssi on whi ch woul d constrain the subsequent usage of the data object by
a recipient user. The admi nistration service has an interface, broadcast to
the client appbieasiany 18equestefencihg chéesecli?@ ontreedjeer created by

the first Usg}?pliea_é’:ﬂ@nei@ﬁmiﬁ @idéfet&n%%w&&atgyséérhsanaslﬁétﬁéa §el ect
froma list of permssions to describe the secure data object 140. These

rul es i ncl udBSCBEENBota R nit elicFoin-deser+Rad: Wrete, thei htTperPesi vh of
t he data obj egckatnd, thet Becappydpeands$eéct 0D40thes dalacodilecsd; imadtude the
share perm ssion.of.the data b'ect;rangrai thﬁerggégééibgt%gncgf fhe data
obj ect; é%d,p?rgb%%f??% ?fnﬁug% i bAsTET I bORY FO° AR 1 HE WAtE o j ect;
and, - the peesbpientgusep oinpensenschl dndedanbpataessthidesdatse odpeat ;
and, - who, . LR Wh Ci i f | k he data obj ect
permtted, aﬁ%?é?Ffhgﬁfo%gﬁygﬁ%eﬁﬁgﬁo?h%?ﬁz%%%refﬁrpggggégihicaI | ocati on
of the compufeRchipeakityofaecelesenecyniasbppecind vrtesthe Pl es are

establ i shed byrthedfissbregesndt Beryseedcan select to save the rules via
the interface. The usercan select a submt button or switch which triggers

t he databhse service 418 to record the rules and pernmi ssions
In this embodiment, the administration service 414

allows the client application 132 to enter and store at
least one permission which would constrain the subsequent
usage of the data object by a recipient user. The

15 administration service has an interface, broadcast to the
client application 130, referencing the secure data object
created by the first user. In one example of the
interface, the first user can select from a list of
permissions to describe the secure data object 140. These

20 rules include, but not limited to;

- the read, write, print permission of the data object;
and,

- the copy permission of the data object; and,

- the share permission of the data object; and,

25 - the redistribution of the data object; and,

- specific time periods allowed to access the data
object; and,

- the person or group of persons allowed to access the
data object; and,

30 - who, or in what circumstances if any is back up of
the data object permitted; and,

- the location, both the network or geographical
location of the computer allowed to access the data
object.

35
Once the rules are established by the first user, the user

can select to save the rules via the interface. The user



with reference to the secure data object 140 to a database. The dat abase,
as can be appreciated by a person skilled in the art includes, but is not
limted two 2B®/@Epiodnal Data Base Managenment System ( RDBWEX/AL12008/00$398
Oracle(tm or Mcrosoft Access(tn), object oriented database systens, flat
files, or other file structures. Once the sules and perm ssions are witten
to the database, they can be retrieved whén a recipient user gains access
to the referenced secure data object. Operation of the systemw || be
descri bed wi €Anraeépehca Fubnhe %@6@@@so§sswhtﬁhnwbl?h Frigeess2thad 3 .

Firstly a fiastadgse Qé@9@é654ﬁ@dt§e£@@é§dtbﬁeda&@eéeaﬂarpgr&psbgo@@crypted
and distributed. This can be n?one exanpl.e, onge.or nﬁ § data files
2 p st

i ncl udi ng doWbﬁ@nF?fegﬁPE%dEﬂe S, SerRFPsdataxePigrh YOl timedia or
ot her fornms @atabapdt erThdadatablpsa, seéecanoheoépphesldaéd byhe persetnuser

opens th% clggnilggph c?héogrQS cy@ag@ |gu9n? e§§gp£?mf§%§t§oas a software

appl i cati®on Funni ng I Fst' UserT s’ conput e
appl i cation Rslahuonal|EeﬁatB@sglM@n@gﬁm@ntesrah@@cKBDBME)s%uvbraaoo

wherein the gaLbekeepst ﬁ?&¥b§8f€XﬂéHé§§”a S85k86 8Fichescksaheangsbfy the
integrity of the connectlo?b£ t he gat ekeeper 410 allows the

connection, EXEtauEnofizht e%er??c%tﬁiﬁ ﬁélﬁxéEEPEHU¥%sau?B%ﬁtFE%te t he

user such thatllébeanaepeﬁﬂmsbgongle@fefweﬂtaénaﬁoauhBOdazsﬂagéeatl@éyof a
secure obj ect.

E g_aut hori zeg agroug lmatc of tgg
requi r enEht sCBF ﬁerg Fﬁ%Y?gaY?%ﬂ et VF B Te-g" TheZdntérf nﬁeo? Sword,
key or a b|oneferensedn$e¢urhed@taeob]appl|catlon continues to nalntaln a
connection with the server 100 and allows the user to add the data files

requiring encryption to forma secure data object. In sone exanples the
user may drag onefperapien of the system will be described with

reference to the process as outlined in Figures 2 and 3.
15 Firstly a first user prepares and selects the data
required to be encrypted and distributed. This can be in
one example, one or more data files including documents,
spreadsheets, emails, text, graphics, multimedia or other
forms of computer data. Upon selection of this data, the
20 first user opens the client application 130 which in one
‘example exists as a software application running on the
first user’s computer (202). Once the application is
initialized the client module contacts the server 100
wherein the gatekeeper service executes a series of checks
25 to verify the integrity of the connection (203). Once the
gatekeeper 410 allows the connection, the authorization
service 412 is executed to authenticate the user such that
the user can be identified as an authorized creator of a
secure object. Upon the user being authorized through
30 matching of the requirements of the authorization service
(e.g. the entering of a password, key or a biometric
scan), the client application continues to maintain a
connection with the server 100 and allows the user to add
the data files requiring encryption to form a secure data
35 object. 1In some examples the user may drag one or more
files into the interface of the client application 132 and

select to close the data object such that the files are



files into the interface of the client application 132 and select to cl ose
the data object such that the files arethen conbined to forma single data
obj ect (280@)2009/d79708hi s enbodi ment the first user is direcrad20es/0isos
server's adm nistration service 414 whereby the first user is given an
opportunity to describe the manner in whi t he data object 140 can be
mani pul ated by a recipient user. In one exanple the first user accesses the
interface and is provided with various rules and perm ssions to control the
manner in mhtbhnthembénadobPeéeriBISbéghﬁnﬁpuaapgd$CSoﬁéOékanples of these
options have been previously described. The rules and permissions are
enforced by the receiver lication 132 which is used_{o access the secure
data objects 140 BY Fhésr%EEB?éWFnESEPe %ﬁE%tt%%eFu?%sdéﬁﬁcbﬁgnF%sFB%s are
entered and sekeated atihgniiseracabnsekevica subnvhesubychbher fhust onsehi ch

triggers the, ru es to_he w he .dat abase, _vi a_the database service
obbRkkifi b, b p ah%el

of the se?ve? 186V 2 nP ge%%Fﬁ1EsF%ﬁsm3P8e§k%Pten 0 the

dat abase, itths dntatehjeqtthQOfoan1bé aanipekste@ohyr ol rerspi¢ncl) (2 08)
whi ch is thepgstored ngkegx bgg gﬁEaP§§§tsﬁé¥kC§céé§58E the $SRE¥EELLQO.

Upon conpletlng the sel ection perm ssion_and rules for the data files or
obj ects the 8B8€rigaRreNéeegt Wik 8BFé@P§ reiey angdnrerBigRafpretothe client

application &3AttBentaecabffe Kﬁywh@cﬁneh&paataeoﬂgéattQlﬂmrﬁea secure
data object. The e? r%ﬁtlggmgrocess ensutes t hat npt enbedded

into thelSeclPBiRELE uERAERAES R EEEE?eOBEf88 BﬁVFt SoWn will not
in any way revesliotbgdyedesyptibed.ke®ite knlanothérpexampképntharel i ent

appli cat | on L30LAUCRY S AckSLoLLOL! DB, REEUPL od 00, WiheyOsReRRLES

random . key sui encryption ron i's given e user to
store the ke?CGﬁSEh§h§e59§ﬂrﬁodatérOb@eCtS 740 by the® recipient user.

Once the rules and permissions are entered and selected,

15 the user can select a submit switch or button which
triggers the rules to be written to the database via the
database service of the server 100. In this example where
permissions are written to the database, it is written in
the form of an Access Control List (ACL) (208) which is

20 then stored back by the database service 418 of the server
100.

Upon completing the selection of permission and rules

for the data files or objects the user can encrypt the

25 objects (210). In one example, the client application 130
then creates a key to encrypt the data to form a secure
data object. The encryption process ensures that the key
is not embedded into the secure data object such that the
secure object on its own will not in any way reveal the

30 encryption key. In another example, the client application
130 requests a key from the server 100, which generates a
random .key suited for data encryption. An option is given
to the user to store the key on the server 100, or to
store the key elsewhere but indicate to the server 100,

35 where the key is stored such that an authorized recipient
user can be directed to the key. This arrangement reduces

the number of keys stored on the server 100, thereby



store the key el sewhere but indicate to the server 100, where the key is
stored such that an authorized recipient user can be directed to the key.
Thi s arr angenevt79Toeduces t he nunber of keys stored on tReTS@RV@00108,

t her ebyspreading the risk of a security breach to other servers. In this
process, a hacker woul d have an addition hurdle to find the rel evant key
since the location is not imedi ately kndown to any unaut hori zed user. Once
the client application has encrypted the data selected by the first user; a
secure data ebfeading fhe rﬁébl‘s}byoghé 2eFenRt tyuphreralt i on ABeT LHRAVEHR-

comél etl OB Olantt:f'l@ie? {a@éé@n @wag‘z&mdtmﬁée&ﬂrwﬁ@wnﬁpjmﬁﬂéo i's
ready to be deplo 0 any nunber of recipjent_users r ou a

Gi St 11 but i o ehEHREI ASEEC) SV Lok ek aPES TR 197 1R el Rt oi mpl y enai |

t he secure objeedidoehy Skiole o amy tuphethierl pe@nbiseor can distribute the
obj ect on a Conmpact Disc, Universal Serial Bus (USB) key or other conputer
readabl e 'nedi um An i nmedi at e advantage of the current arrangenent all ows
the user to distromee echdeckieenir carib) ecat i¢r olagh emsrypised ke cdalimel , as a

hacker woul dsdjnde iy ByxtEgaetyrgi fhsopl tat 8o bipakydty GLibecseryr fofrta
object 14 0 wthout | ocating the key to decrypt the data object. As a

secure data BYj et dhbtehaseRREICERE?Y pt2Y- | PLhcHra FRIFRESt iPrerehytife
encrypti on keycireptodbn Widddss hez 5L Utlge dodaupdd e€itd 4hjédt iBad hesefore

extrenely difficult for the secure data object 140 to. be decrypted. Upon
t he rece%)ti oheBtY t hR %%C%$§1%|§é‘?(§ oBj ¥ ]B‘filjdﬁejfe%ﬁf p{%%%ph%rg? ,u%%ésreci pi ent
user can st arhrohehracédiserilppl oxathamdB2135. eafh i somelescanbbes aplge | oad

the secure daipsObhsct 40 LIOLE Nend PECLNET < QPRLS SO Q8 185 o | 8

exanpl es this can_invol ve sele ng t secure data object 14 0 an
draggi ng andoBr®pht HEL e t Te At RLeRES | ¥ efdAc@istribute the object on a

Compact Disc, Universal Serial Bus (USB) key or other

15 computer readable medium. An immediate advantage of the
current arrangement allows the user to distribute the
secure object through any insecure channel, as a hacker
would find it extremely difficult to break into the secure
data object 140 without locating the key to decrypt the

20 data object. As a secure data object 140 has been
encrypted in such a manner whereby the encryption key is .
not within the secure data object 140, it is therefore
extremely difficult for the secure data object 140 to be
decrypted.

25

Upon the reception of the secure data object by a

recipient user, the recipient user can start the receiver
application 132 as earlier described and load the secure
data object 140 into the receiver application 132. 1In

30 some examples this can involve selecting the secure data
object 140 and dragging and dropping it into the interface
provided by the receiver application 132. 1In other
examples, the receiver application may be integrated into
an existing software package such as Microsoft Word™,

35 Excel™, PowerPoint™, Access™ or Internet Explorer™ or
other similar packages. Upon the successful loading of

the secure data object 140, the recipient user is then



provi ded by the receiver application 132. In other exanples, the receiver
application may be integrated into an existing software package such as

M cr osof twdénaaraos Excel (tm, PowerPoint (tm, Access(tRLTANU200810018961
Explorer(tm or other simlar packages. Upon the successful |oading of the
secure data object 140, the recipient usglg is thenauthenticated by the
central server 100 when the receiver application 132 connects to the server
100. This authentication may be in the formof a grOV|S|on of a physi cal
smart card, autsenkiegatedohit Fhe daphrah paseasr 400 avhangtie useFeiTeT ocat ed

on the user' gpop0iBYt €6n 882! FoRAEEESSLOr tRAYsELHBLINAbDONThagY of the above,
or by ot her vgg%flcatlon t echni ues tﬂgt gre av |Iable Upon t he successf ul

aut hor i zat i oAYERTARUTREAPT CBRY o of 't %FBl% t 2 REPVERECP eRbi Yer
application gBgsitdl swarnuncaatie s UHBtkeysebvemetibtDcaddtde alirected to

access a fecLXpLl.gnakey. \Ihe eGPt LM KeN IBYohe . BE OLEd: 0D L gLy er

100. However e server stores a pointertto
rel evant sepanaiB &#dduesonovhene chmbkesyt hey, b@ngavédth$nab©%eex%hpbﬁ a

subsequent sseﬁércaééléiéaﬁiéﬂtegcﬁﬁpﬁu@ée&ua£0a£gea§§§yaslgatau ect nay
store the decryption n any even{ the central server 100 _w di rect

the recipi enth ﬁs%?c?%sﬁ¥gﬁl?Hﬁhgriéﬁﬁ%?%na?%raVEP?PE%Fﬁbl?BeOQeE??pt|on
key. This mayeteguéhie G98E BHEI fe@ealreﬁcappnsc@mbhelparmbi ‘the recipient

user such as acceSS|ng g ar ﬁte server a%|n gpgglcal nedi a
bontat o 1o S REGEREL e MW RER RS SR BV 00 2P0 he i Be BN 68 dERE
there is a sacdessﬁptlanqhegmt|Eheodechﬁpdeonybeyomakebeth@ore@ewmethe
appl i cation 13 genlgben}zgﬁgw fhe éﬁ&uiﬁsgéﬁ@egbtﬁétséﬁ\r@r%‘x@l@l low the

user to mani pulate the secure data obj ect as constral ned by any
perm ssi ons ﬁhﬂr?EIésPPhﬁFeﬁ39°hﬁvEeb%%ﬁn§e§eB?r?E% ireatioRerhere bhe
exanpl e wherRe{h@a¥i b&t s46€6.hagn one example a subsequent smart card

15 distributed separately to the secure data object may store
the decryption key. 1In any event the central server 100
will direct the recipient user to a suitable location for
retrieving the decryption key. This may require some
additional actions on the part of the recipient user such

20 as accessing a separate server or locating a physical
media containing a key (e.g. inserting the smart card to
the computer 122). Once there is a successful acquisition
of the decryption key the receiver application 132 can
then decrypt the secure data object 140 and allow the user

25 to manipulate the secure data object 140 as constrained by
any permissions and rules that may have been set by the
first user. In one example where the first user has
limited the recipient user’s ability to edit a document
that has been encrypted within the secure data object, the

30 recipient user cannot make or save any changes to the
document but is limited to only reading, accessing and

printing the document.

In alternative embodiments the secure data object can
35 exist as a secure envelope as shown in Figure 6. Where
the secure data object is a secure envelope 600, the

envelope is stored as a file which encloses individual



limted the recipient user's ability to edit a docunent that has been
encrypted within the secure data object, the recipient user cannot nake or
save any wbangas918 t he docunent but is limted to onlyPCeadi2ngg/00e98essi ng
and printing the docunment. In alternative enbodi nents the secure data

obj ect can exist as a secure envel ope as hown in Figure 6 . Were the
secure data object is a secure envel ope 600, the envelope is stored as a
file which encl oses_individual dat.a tiLes 602 stored within the secure

envel ope 60092FRe LdhGE 688 PEOFEAI Y profelPEdSERYEF FRY¥CSLEEEr 800at 216bj ect
system as prewvivelspy des¢nilbgdprbeweved, uadee the bebagewdtbmnobBecenvel ope

are dragged and. renoved_from the ecurebgavelﬂge and onto tgg uiﬁiés
0 e

conput er i nt Y FP&EY 68.8?8¥ﬁ8“8e¥k SSCE% eir WﬁVFFVeogﬁgte Eontrol

and prot ect i vatagnexbecesedlbpet heecdrrgaedspstenedeoeis frhantiet hdr awn,
al | owi ng &hegE%akelgg&ggégg %ﬁdfehkx tﬂEehéék'énéoﬁgﬂtE9|%h%eWEBBthe dat a

file as would be al e recipient user owed the file outright 605.
In this exanpPedthEhei Aeekysrr OkayhelEaPE pELAPSSYERE™ 0tBRSGPBLERAL t he

reci pi ent usghdcarBekctennvasanyedatacti b thenctibeesecuyerenvehopgs. I n

ot her enbodi nts where the secure da obj ect .exists as.,a secure document
C00. the. dat hon wiERETART, 38T ENSpECkReeTRELPENt, LEeh KR thetHod o
descri bed wi tihteeherennd tmenkpglinee7withnthhki datasfaheeashworitli be file 702

must be 8ce§§§gwggr939Qh%hgeﬁhh?@htaﬂgkkcékhgﬂ QEEnyTg1oHEE§ fir0kpgrwi se
pernitted, cannot be distributed or fully copred by the reéecipiént user. The
enbodi ment s da8s&hipeg@xamganthgedizey deeHomayncErate RPYRISE&CHEt 8Ot 0 be

encrypted i neanyreBRRgE. the ebhepivwprdssetrheadabd temboeccnayyBhed Fsimever

"passed throu%h" OL stored on the central source. This arrangenent
fTom the secure envelope.

15 In other embodiments where the secure data object
exists as a secure document 700, the data file itself is
encrypted using the system and method as described with
reference to Figure 7. 1In this instance the entire file
702 must be accessed through the client application only

20 and, unless otherwise permitted, cannot be distributed or

fully copied by the recipient user.

The embodiments described, advantageously do not
interact with the data to be encrypted in any manner. In
25 other words, the data to be encrypted is never “passed
through” or stored on the central source. This arrangement
removes the risk of providing a centralized hub of data

which could attract hackers.

30 In some embodiments, the system is offered as a
gservice to users on a web or online interface. In this
embodiment, a licence is provided to a user to download
and operate the application 130 to encrypt or decrypt data
objections in accordance with the steps already mentioned.

35 The licence may limit the functionality of the application
130. 1In one example, the free licence will limit the

application 130 to only decrypt a file, but on payment the



removes the risk of providing a centralized hub of data which could attract
hackers . In sone enbodi nents, the systemis offered as a service to users
on a web wo 2009d7omsi nterface. In this enbodi mnent, a |icentauzssmomssded to
a user to downl oad and operate the application 130 to encrypt or decrypt
data obj ections in accordance with the stgps already nentioned. The |icence
may limt the functionality of the application 130. In one exanple, the
free licence will limt the application 130 to only decrypt a file, but on
payment thel léeageenngybeecesxbaddddt boapl bawt hbeappPl tadt dan 1380t BOencr ypt

files. In otbBgergxanphess.thenl bepaseeRBYpl £l t thhe1t ¥BBcOf mb{ ! ESmibhat may
be encrypted or decrypted,?nd t ereb% I%nltlng user. Ss to certain
5t ¥eftl “Ph %

acc
files. This ER&npYREi StphttfEuFaRFy™ XBFﬁGrafegﬁ?réPB% and
envi ronment sthwbeebyedihiusay uBg¥rbacgeasted detteienfilésencesigo encrypt

or decrypt certain data objections. A gh_n [ pre nbodi nment s
descri be mﬁ?ﬁapg?%réﬁc gf%l%H%gfiﬁu?%égggnlﬁegéﬁggg%%%tgﬁ %?gugn
appl i cation prnevgranmengsi wheréacachiAPs¢romansba geanesdoflifférantes, for

use by a devel gpgresapd gaerpﬁti89'&gegyﬁkteggtamﬁtagﬁaseﬁﬁé@ffons.
application, such as a termmnal or personal conputer opera

[ ng systemor a
portabl e conputintylEBorER BREr EPARYTIYst BRE %ﬁh%@b????sage%?ﬁg? okl es
include routraesreft@9t8NBheObjgaies €8APPECNSlandntdaliavial & that perform
or aSSIS} in thg.geﬁtornance of Eartlcgla fun?%gﬁps it will be undgrstood
that the'$ unBPPonaftt§"oPTPRELBt Piat B SBE?F%at nBy B8 @i SeFiBe: 8
across a nunbébrafiesut Enesusebpgchsdevetopponeand tanabdi emeludedsane
functionality;agifhg SSH di ppat,,apd LBe:broadsr i BYeRt Lon,claledaepei n.
Such vari ati ons and- no |§|cat|o%s areﬁéntﬁln tﬁé purvieM/%f ?toseasklfled
in the art. personal computer operating system or a portable computing

device operating system. Generally, as program modules

15 include routines, programs, objects, components and data
files that perform or assist in the performance of
particular functions, it will be understood that the
functionality of the software application may be
distributed across a number of routines, objects or

20 components to achieve the same functionality as the
embodiment and the broader invention claimed herein. Such
variations and modifications are within the purview of

those skilled in the art.

25 It will also be appreciated that where methods and
gystems of the present invention are implemented by
computing systems or partly implemented by computing
systems then any appropriate computing system architecture
may be utilized. This will include stand alone computers,

30 network computers and dedicated computing devices. Where
the terms “computing system” and “computing device” are
used, then these terms are intended to cover any
appropriate arrangement of computer hardware for
implementing the function described.

35



It wll also be appreciated that where nethods and systens of the present

i nvention are inplenented by conputing systens or partly inplenmented by
conmput i ngWesaITs708hen any appropri ate conputi ng syst emparatizb@onisve nay be
utilized. This will include stand al one conputers, network conputers and
dedi cated conputing devices. \WWere the tenqns "conputing systent and
"conputing device" are used, then these terns are intended to cover any
appropriate arrangenent of conputer hardware for inplenenting the function
descri bed. Ol SLA8™F . A nethod for securing data distributed by a first user
to at | east one recipient user, conprising the steps O: responding to a
request fromthe first, user to encrypt the data wiih a.key;_ apd ecordi ng
t he Iocatioﬂhof t emﬁ59°$n£8rd§?535¥§9 aﬁg?egﬁsgﬁlﬁﬁgegasgb%sgl¥§éeiving a
request fromuthe ab hbtaltasheonecrpcépiensensény aomhoiszagi bhe stepsdi ng
the key to tphe.at |east one recipient user upon authorization. 2 . A nethod
according to claim1 conprising the further step of the database receiving
rul es arranged t o-cons¥eaPANERBIaEC| dasedvaet r E5PPi BRe GiEPtsus@retacti on

with the datanc3yptAcABt BedaageendhnBey® ghains 1 or 2, wherein the step of
aut hori zing conprises the fgrther stfgs of : - ﬁongar%ng an iggntification
profile of the at | east6REILREi pPENLCGREIOR Ph &BlBrESY dileP nfARAPRPF L eri a,
wherei n the ahekeant onneheedapabatecuseceiginygt horegedstf ftbm phe-det er m ned
criteria matches, the i ification peofi . . et h [ to

cl o m 3 1 unEPERs Pie' PO PRELPPBR ER  pienoRiraGulE, BroRLERR] e
criterion key to the at least one recipient user upon authorization.

2. A method according to claim 1 comprising the further
step of the database receiving rules arranged to constrain

15 the at least one recipient user’s interaction with the
data.

3. A method according to claims 1 or 2, wherein the step
of authorizing comprises the further steps of:

20 - comparing an identification profile of the at
least one recipient user with a pre-determined criteria,
wherein the at least one recipient user is authorized if

the pre-determined criteria matches the identification

profile.

25
4. A method according to claim 3, wherein the
identification profile includes at least one criterion
characterizing a characteristic of the at least one
recipient user.

30
5. A method according to any one of the preceding
claims, wherein the first user interacts with a client
application, the client application requesting the key
from a central source.

35

6. A method according to claim 5, wherein the at least

one user interacts with at least one receiver application,



characterizing a characteristic of the at |east one recipient user. 5. A
nmet hod according to any one of the preceding clainms, wherein the first user
i nt er act swoizbdy/@9Bi ent application, the client applicaPrcomzeguwestosng t he
key froma central source . 6 . A nmethod according to claim5 , wherein the
at least one user interacts with at |east,one receiver application,the at

| east one receiver application being arranged to request authorization from
the central source to decrypt the data. 7., A method according to any one
of the precetrPgrll HEREL ARRrEFFEITRY KRBP1 scyeher hetndy2brndtdtHe central
source and thegedsenduapPtigation. ffom #hdetdbralcobdidg t® adyrgme of the

preceding clainms, wherein the central source conprises a gatekeeper service
arranged to %?%t%%?athe server from unauthorized users . 9 . A nethod
according to any claim8 , wherein the central source further conprises a

| oggi n ervice afr t tivit n reci pi ent
usg?. %o% A 4{riet ho @%%%?%l%%&?%d%% %eé‘)éf c%!%%’ OEr 2@%%?%%%%%%% V\/nelroei n
the data is ¢heingedwheraintlke weyppks %@nw%@fgrwt@@e daf athke reemgtral. A

met hod accorgbigcd OagbatE dPiedbesgpniddeidnl e wapper is a secure
docunent arranged to be processed by the receiver application. 12. A nethod

according to clains 10 or 11, wherein the data object is provided with a
secure envel ®pe anrmageddtacescddse tdeatptensush thatpwdesdime data is

within the envel ope, the at |.eas n eci pi ent r.s_inter ion with the
data is %%ns?r%}%ed %?efﬁﬁ r% %sé%éﬁd%{i§%éﬂg%y06§§%l§es 4 g§§%keeper
service arranged to protect the server from unauthorized

users.

9. A method according to any claim 8, wherein the
15 central source further comprises a logging service
arranged to log any activity on the data by the recipient

user.

10. A method according to any one of the preceding
20 claims, wherein the data is included in a file wrapper as

an encrypted data string.

11. A method according to claims 10, wherein the file
wrapper is a secure document arranged to be processed by

25 the receiver application.

12. A method according to claims 10 or 11, wherein the
data object is provided with.a secure envelope arranged to
enclose the data such that when the data is within the

30 envelope, the at least one recipient user’s interaction
with the data is constrained by the rules established by

the first user.

13. A system for securing data distributed by a first
35 user to at least one recipient user, comprising:
- a module arranged for responding to a request

from the first user to encrypt the data with a key; and,



the first user. 13 . A systemfor securing data distributed by a first user
to at | east one recipient user, conprising: a nodule arranged for

respondi ngot200%079mguest fromthe first user to encrypt twrhe/Adab@/ ol a key;
and,a routine arranged to record the |location of the key in a database,
wherein on the database receiving a requesf fromthe at |east one recipient
user for authorization, providing the key to the at | east one recipient
user upon authorization. 14. A system according to claim 13, wherein the
dat abase is arranged t® FedEipe pyrasgedheorueesrdefhg APFahded e6 the

constrain thredt iheastiaPABak8Ci RheRbiHS8h' shbNGgtaphkenrutthving data. 15.
A systen1accord|ngFF?Eclalgg 1 wherein the rout|n§ conpares an
[ e

3 or 14,
i denti ficati 6RIPF ogf t aEtE?QEEtOBﬁer?E&Pb?EEtuﬁgﬁr RFth a pre

-det erm ned antheriaatwher eppot’hdiay tkaskepneor ehepaenleaserohs aut hori zed

if the pre d kI riteri : .jdentification profile. 16. A
systen1a&%org%ﬁép%ggglg?%%lgkgﬁﬂgﬁgﬁﬁ§%%ggféghtification profile includes
at | east one criterion characterizing a characteristic of the at |east one

reci pient usep. 1£. sHsBYRL §ALBCAPKEI PY LPa8RY19NEwRELELAI FRe1dat Qbd8e
wherein the first user iinteracts with_a client aggélcatlon, the cl.ient

appl i cati on t8qResenAgit he kegeiventulednt FRE ¥vlhepeebeing. aprapgednto

accordi ng tocehattnild, thbenei NebkBe ahel eagipoBAtUGEETT Bt ¢haetacwibh at

| east one recejver.appljcation, the at |east one receiver application being
arranged'% o Wéhﬁeé?eaa?hgrization fromthe central source to decrypt the
data. 19. A system according to any one of clains 15 to 18,

15. A system according to claims 13 or 14, wherein the

routine compares an identification profile of the at least

one recipient user with a pre-determined criteria, wherein
15 the at least one recipient user is authorized if the pre-

determined criteria matches the identification profile.

16. A system according to claim 15, wherein the
identification profile includes at least one criterion
20 characterizing a characteristic of the at least one

recipient user.

17. A system according to any one of claims 15 to 16,
wherein the first user interacts with a client
25 application, the client application requesting the key

from a central source.

18. A system according to claim 17, wherein the at least
one user interacts with at least one receiver application,

30 the at least one receiver application being arranged to
request authorization from the central source to decrypt
the data.

19. A system according to any one of claims 15 to 18,
35 wherein the key is generated by one of the central source

and the client application.



wherein the key is generated by one of the central source and the client
application.20. A systemaccording to any one of clains 15 to 19, wherein
t he cent rab 28@un7g®8conpri ses a gat ekeeper service arrang@eu/Amogrooisst t he
server from unauthorized users. 21. A system according to any claim 20,
wherein the central source further conpriggs a |ogging service arranged to
| og any activity on the data by the recipient user. 22. A system accordi ng
to any one of clains 15 to 21, wherein the data is included in a file

wr apper as aROencPyptedcBafgCSrAing. te3anK opst ef gédérdi ag £6 éPai ns 22,

wherein the {heeecWhapper ckiit2asesbliecdoesipht sakl angatdekeeperpseeossed by
the receiver application. 24.8€_gésten1according to
[

bains §2 or 23,
wherein the 8&t3786FetP PEORP 8 RFEH<a §E8Wr8n§H§ PopE&=dr HERGEd to

encl ose the data such that when the data is within the envel ope, the at

| east °”esr69EPieﬂis9§§EﬁSaEBE§&§ﬁ§i9§ Ahkhcﬁgﬁmdab? LifefQRRt EALNed by the
rul es established by e fIrst user. 25. A conputer program conprising at
| east one i nsertrelogolsrecSHrEBRKI AGMRTYESRPUBEROCIFINENFLEVIERPl enent a

net hod accor di-Rgnbe3aey 08§ ghyChati%ilyt 8nlehe d8taPbgORRHL eEchpadabl e
nedlun1prOV|ﬂgg% a conputer programin accordance with claim 25.

10 22. A system according to any one of claims 15 to 21,
wherein the data is included in a file wrapper as an

encrypted data string.

23. A gystem according to claims 22, wherein the file
15 wrapper is a secure document arranged to be processed by

the receiver application.

24. A system according to claims 22 or 23, wherein the
data object is provided with a secufe envelope arranged to
20 enclose the data such that when the data is within the
envelope, the at least one recipient user’s interaction
with the data is constrained by the rules established by

the first user.

25 25. A computer program comprising at least one
instruction for controlling a computer system to implement

a method according to any one of claims 1 to 12.

26. A computer readable medium providing a computer

30 program in accordance with claim 25.



