1 Authentication Apparatus Technical Field This invention relates to an
encrypting apparatus, a decrypting apparatus, a message authentication
code generating unit, a message authentication code appending unit, and
integrity verification unit, and a radio,communication apparatus used for
devices such as a cellular phone. In particular, the invention relates to
data confidentiality and integrity processing. Background Art Fig. 24
shows a conventional celluR¥{BE¥HESID ARRE} HRal IF (interface) unit
510, a radio communication control unit 520 and a radio communication
unit 530 are provided to the conventional cellular phone 500. The terminal
_ d:f;ﬁ]u |t 510 performs interface with a user of the cellular phone 500. The
Technic: %P ommunication control unit 520 performs communication control of
e whole cellular phone, data conversion .and data processi ed
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supports the physical layer (layer 1% which is the lowermost layer of
integrity SEUGRAURI SIHRNIRRH DY LHRRBR QYRIEMSHHHRASONRECHR e Aces such as a
confidentiality processing unit 540 is provided to the radio communication
cellular WhS:R301T harsenfidentialipRiaressifginitdAdenetis-ataesryps datagrity
of the physical layer to be processed by the radio communication unit
processid@0. As the data sent/received 2 by an antenna 541 is encrypted by
providing the confidentiality processing unit 540, wiretappers are
prevented from obtaining any significant information unless the ecryption

codes are broken.
Background Art

Fig. 24 shows a conventional cellular phone 500.

A terminal IF (interface) unit 510, a radio communication control unit 520 and a radio
communication unit 530 are provided to the conventional cellular phone 500. The terminal IF
unit 510 performs interface with a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular phone, data conversion
and data processing based on protocol. The radio communication unit 530 modulates and
demodulates data to enable radio communication. The radio communication unit 530 supports
the physical layer (layer 1), which is the lowermost layer of seven layers defined by OSI
(Open Systems Interconnection). A confidentiality processing unit 540 is provided to the radio
communication unit 530. The confidentiality processing unit 540 encrypts or decrypts data of
the physical layer to be processed by the radio communication unit 530. As the data
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The conventional cellular phone 500 has the confidentiality 5 processing
unit 540 within the radio communication unit 530. Accordingly, the data to
be processed by the confidentiality processing unit 540 is stored in the
physical layer (layer 1). At the physical layer, it is impossible to
discriminate data between user data and control data. Data sent/received
by the cellular phone includes various kinds of data such as user data or
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confidentiality processing has been performed by generating a random
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an XOR operation of the data and the 20 random number sequence

thsydety aaduishyradtsdadubinchtheotidde n¥etlivythen dhsstanventioad is stored
integrity processing has been performed by generating a message
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_each data. A preferred embodiment of the present invention aims to .
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Further, embodiments of the present invention seek to perform the data
bycbrgigeHudntrdrmnmiaghiglosorademy kind nfrdatayaidyaatses drkay

_than layer 2 (data link layer) of the seven layers of the OSI. . . .
signaling data, and 1t 1s required to perform data confidentiality processing
based on the data kinds, or to ensure data integrity depending on the
significance of the data. As shown in the conventional architecture, since
the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity
processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

Further, the conventional confidentiality processing has been
performed by generating a random number sequence synchronously with
inputting data and by performing an XOR operation of the data and the
random number sequence synchronously with inputting the data.

Yet further, the conventional integrity processing has been
performed by generating a message authentication code for each data or
checking integrity of the data for each data.

A preferred embodiment of the present invention aims to perform

high-speed data confidentiality and integrity processing.



Yet further, embodiments of the present invention seek to perform the
data confidentiality and integrity processing without loading on the central
processing unit and the bus. Disclosure of the Invention According to a
first aspect, there is provided a. message authentication code generating
apparatus comprising: a central processing unit; a. bus; a data memory for
inputting and storing X (X>2) pieces of data and data of X control signals;
Fuathgra erbesigenizi s cansornt dekengeneietiny st foriripendivg sealydentiality
_ pieces of data. and the data of X control signals stored in the data.
and mtegﬁm@feeaﬁﬁgr%amawe@éfa@scéﬂa%ﬁgrﬂrc%@%m1&6?&3;)@&&%3@%1@(@) of
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© seveR, g%‘fﬁe? 28%%bup, wherein the data memory and the message
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processing unit wit us, wherein ata memory inputs the X pieces
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central processing unit through the bus, and wherein the message
bus.  authentication code generating unit outputs the X message authentication
codes generated together as the group to the central processing unit
Disclosukrofigie thedatisnAccording to a second aspect, there is provided a
message authentication code appending apparatus comprising: a central
Aprochssitgaufiist adetd. ienasyrior idpdiimesssage stoeg koY ple css Gfting
data and data of X control signals; a message authentication code ‘
apparatugenBTatiFig LM CRHpURRTGIRE Y Bisceesof data BAueRs aiapstineapdrsioring
signals stored in the data mem%%/é)gener ting X message authentication
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.message authentication codes tpgether as agroup.. and essage . ..
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authéntication code generating unit, appending X message authentication

data, anﬁ%%%ﬂﬁ@% Rieces fdatdeanchQUPBg R KePiRCe S Rffatandtein the data

aving the X message authentication codes appended, wherein the data
memoryASMNABRddfeauthentication code generating apparatus are connected to the central
processing unit with the bus, wherein the data memory inputs the X pieces of data and the data
of X control signals together as the group from the central processing unit through the bus, and
wherein the message authentication code generating unit outputs the X message authentication
codes generated together as the group to the central processing unit through the bus.

According to a second aspect, there is provided a message authentication code
appending apparatus comprising: a central processing unit; a data memory for inputting and
storing X (X>2) pieces of data and data of X control signals; a message authentication code
generating unit for inputting the X pieces of data and the data of X control signals stored in the
data memory, generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as agroup; and a message
authentication code appending unit for inputting the X message authentication codes output
together as the group by the message authentication code generating unit, appending X

message authentication codes to the X pieces of data. and outputting the X pieces of data



message authentication code appending unit are connected to the central
processing unit with a bus, wherey) the data memory inputs the X pieces
of data and the data of X control signals together as the group from the
central processing unit through the bus, and wherein the message

having BHthentication GegeARRRPAIRAMRILAPIRUII thersRiRCeR of fatahaYRgand the

the X message authentication codes appended together as the group to

messageth@icenisalipracresippernihdhratigh teluisePecordirgtial pibicdsaspaat: with a
there is provided an integrity verification apparatus comprising: a central

bus, wheprocebsidgiainikadoushpudathe Mepnars fof dapautting thadistonhgOCEXR@) signals
pieces of data having X authentication codes appended and data of X

together contis! sitgnalsiremnibs seapraluthesticsitbrieiddargegerdtinguniensy wherein the
inputting the X pieces of data and the data of X control signals stored in

message e SRAIABIRO ARG ARRSIHG X Kk seutauthenicAlfSRScBlta having the X
corresponding to the X pieces of data, and outputting the X message . .
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fgr 'g\&)utting the X message authentication codes output together as the
through the bus L ) . i
group by the message authentication code generating unit, comparing the

Aé%ggggl 96 auingntication cedes opdtangihe X messrge, authenticatigratus

ppended to the X pieces of data to verify integrity of the X pieces
compris@fe :dﬁ@nﬁfﬂﬂpﬁ%gégﬂ%%%iﬁ{ erdicatiomre siits owhereifpiie data esRary X (X>2)

and the integrity verification unit are connected to the central processing

pieces dMifawithabia bos, whesiaiodhendeddeingrpenydopatd theaX fieesoafrdhtsignals; a
and the data of X control signals together as the group from the central
messageprotessicayionit tdeogmletiiepus;taiod Wwhetteng the Migigrity vedficativhtbaidata of

outputs the X verification results together as the group to the central
X contrplodessingtarittinothghdeie HeBIORECErNivIg B Tourgs wepetyipaiiggdon codes
provided a radio communication apparatus comprising: a terminal

correspqntlipgace Uit YoPiRpiititgiaktadn rauiB BRI IRICAIBR Wi B gHion codes

togetherinputtin-% the data (input té%éethetterm@é igterfgcetu%tr ari1d %{Qc(gsaligg n(rjn essace
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authentiicn i%tﬁi”goﬁe%OBHt%'u?QQE&%QP g@etﬁg tagroup by the message authentication code
generating unit, comparing the X message authentication codes input and the X message
authentication codes appended to the X pieces of data to verify integrity of the X pieces of
data, and outputting X verification results, wherein the data memory and the integrity
verification unit are connected to the central processing unit with the bus, wherein the data
memory inputs the X pieces of data and the data of X control signals together as the group
from the central processing unit through the bus, and wherein the integrity verification unit
outputs the X verification results together as the group to the central processing unit through
the bus.

According to a fourth aspect, there is provided a radio communication apparatus
comprising: a terminal interface unit for inputting data; a radio communication control unit for
inputting the data input by the terminal interface unit and processing and outputting the data

based on a protocol; an integrity processing unit for inputting a control signal and the data

from the radio communication control unit, performing integrity processing by generating a



from the radio communication control unit, performing integrity processing
by generating a 3b message authenjjgation code for the data input to
detect tampering based on the control signal input, and outputting the
data processed to the radio communication control unit; and a radio

message GRIRBHTIAAIOBodBIFPEHPRUEH REpIn eslulatingaaipd sendiRgdhe dataautputignal
by the radio communication control unit, and wherein the integrity

input, arfdroagasing:uhi dacusteseadita theendty daninpuitaigpandieniporariyd a radio
storing plural control signals and plural pieces of the data together as a

commungaii; amit onespagmauthedticdtion eodiesguhegating datit fortgehdratihg radio
plural message authentication codes for the plural pieces of data stored in

commungigatigatscandivlomnitisig trehetsitr dhsighiaZEiy BIRpRIIAY thdiplidpdes: a data
message authentication codes together as a group to the ra
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communication apparatus comprising: a radio communication unit for :
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processing and outputting the data based on the protocol; an integrity

using thP'QERRFIRGHAItfRF (VQEPHHH% eontielisighah angdufiedriaiionythe radither as a

communication control unit. performing integrity processing by generating
group toapessage authenrtcatiomigode for the data input to detect tampering

based on the control signal input, and outputting the data processed to the

Acadidiagmmunitidfiongeatrothenit; andraterminal iaderfacennminfortioputtimgratus

and outputting the data processed by the radio communication control
comprisingit, antdvhereinntheitaiegritynprdeessing vinit inolldisneddltanmedntey a radio

for inputting and temporarily storing plural control signals and plural o
commuIKfaEes SPIRE L EM! iR BRgathGrdals: éﬁaoo@%%g@/etaaﬁ?é#ﬁi EafiRunication

code generating unit for %gen rating plural Z]{Etessage authentication codes

unit, angroGESSIiEaT QUBGH AT SAIRRITA08 M RTINS T RIGGHHIne unit

for inp 200 00IPUUING 1he Plural message AUERCANan.coes IROBIRL unit
as a’group to the radio communication unit. According to embodiments o

performmg ﬁ’ﬁ%ﬁﬁw B?Xg&téﬂ& 1‘&9%&1&?&{85 ig ﬁ%%g%nﬂ%il@igaﬁon code for the data input

to detect tampering based on the control signal input, and outputting the data processed to the
radio communication control unit; and a terminal interface unit for inputting and outputting
the data processed by the radio communication control unit, and wherein the integrity
processing unit includes: a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and a message authentication code
generating unit for generating plural message authentication codes for the plural pieces of data
stored in the data memory using the control signal, and outputting the plural message
authenticaﬁon codes together as a group to the radio communication unit.
- According to embodiments of the present invention, there is provided an encrypting

apparatus includes:

an encryptor for generating a random number sequence;

a random number sequence memory for storing the random number sequence generated

by the encryptor; and



apparatus includes: an encryptor forgcenerating a random number
sequence; a random number sequence memory for storing the random
number sequence generated by the encryptor; and 3c an operating unit
for inputting plaintext data, performing an operation of the plaintext data

arl AN G ARdeL AU RRLSEIUENES ?@f@ﬂﬂﬂlﬁh & ARERMAUIREL plaintext

sequence memory and outputting eiphertext data, and by previously
data inpuSREINELENRFABHOANMBEINRE SEEREEH ithenEaRERIBH N IR SRYUBAGE memory
memory, generation of the random number sequence by the encryptor
and outp@nddhebpesationobilde plaintext data and the random number sequence
by the operating unit are performed asynchronously. The encryptor may
bystartthegeneratigniof thedamdommbanisenesesuencecbefoierthsumperatingence
unit inputs the plaintext data. The encryptor may input at least an
memory, gaoeyption Keparudolmngimbétheateptaihtettedanarygpeoreratedh ehepeazitione! the
number sequence having the length of the plaintext data using the
plaintext efifypiish 1sy . raPPRAaREENTE rsFISRE UMb ERS eFsHERemEHo B Stogaformed
the random number sequence generated, and the random number
asynchrorgigilénce memory includes a buffer for outputting the random number
equence stored in case that the operating unit inputs th: laintext data.
TH S5 KB U P TR AT YHE BRI e AR L ASBBRG S B e the
operatin &ppelgﬁtﬁ% encry t%irgeputs channel identifying information for
P giélentlﬁﬁng a'channel and generates the random number sequence for
TEECRANS RNALERANEIS: e RAIAT WD BER SABHaCE eory Stores
the raridom nu I sequence genérate the encryptor for each of the
plural channels; and



the operating unit inputs the random number sequence corresponding to
each of the plural channels from which the plaintext data is input and
encrypts the plaintext data. According to embodiments of the present
invention, there is provided a decryp&ing apparatus includes: a decoder
for generating a random number sequence; a random number sequence
memory for storing the random number sequence- generated by the
plaintext deogsreratnd Hie opetarnguuriefocisoesneipadheiantibao pbgaaingradata
operation of the ciphertext data input and the random number sequence
using the fsiaRHATIKE YarRbMAkGHBEr R ARE PRE B HENSA NS TRPULHY itaxdom
data, and by previously storing the random number sequence in the
number sGgRAHEELHGHR quence memory, generation of the random number

sequence by the decryptor and t_h]e.o eration.of the ciphertext.data and
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erating unit are perfor
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er sequence before the" operating unit inputs‘the ciphertext data.
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ciphertext'data, génerate the random number sequence having the length

thof dhe-Fipfiertext daiatRingdbei eEr MRHAMkeYn aRd Makerihgrandehnel and

number sequence memory store the random number sequence

generatesdBOAAIREh Ansibestndars Heher seadeneel wemaEkincludes a buffer
for outputting the random number sequence stored in case that the

thepefdtnginibapidsitie ciphertextsdata. thd eaagentingnbait speinp yietiweated
ciphertext data corresponding to plural channels; the decryptor inputs
by the enclyanmeloideastifgingénformmatiomdelsidedtifying a channel and generates
the random number sequence for each of the plural channels;
the operating unit inputs the random number sequence corresponding to each of the
plural channels from which the plaintext data is input and encrypts the plaintext data.
According to embodiments of the present invention, there is provided a decrypting
apparatus includes:
a decoder for generating a random number sequence;
a random number sequence memory for storing the random number sequence
generated by the decoder; and
an operating unit for inputting ciphertext data, performing an operation of the
ciphertext data input and the random number sequence stored in the random number sequence

memory, and outputting plaintext data, and

by previously storing the random number sequence in the random



the random number sequence memory stores the random number
sequence generated by the decrypior for each of the plural channels; and
the operating unit inputs the random number sequence corresponding to
each of the channels from which the. ciphertext data is input and decrypts
the ciphertext data. According to embodiments of the present invention,
there is provided a message authentication code generating apparatus
number spqeieithese MW datgechseriony Fotlinpedan antndrisrg VeI DY phecdespitatand
and data of X control signals; and a message authentication code _
the operaigiefahin GRS APEERG e 3050at 84 BPHata R ac Y HaaRT3iBg M) are
signals stored in the data memory, generating X message authentication
performed SHUCREIRAENSNding to the X pieces of data, and outputting the X

message authentication codes together as a group. The message
T e AhOR Bode el AR AP dradte RSB CHIGLEUtS B edige (e
. processing.unit.through a bus; the data memory inputs the X pieces of
Operatmgdlé}lg %lﬁgtgﬁgedcépa}l %r# t(:(gar%'ol signals together as a group from the
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code generating unit outputs the X’'messageée authentication codes

generate IRNSEARIONBIREF BSAGQURLA LD EENRPracassi ng R eLeN (hRg the
bus. According to embodiments of the present invention, there is provided

decryptiod ESSAEEAU enticatimcade irpPRading apansissibedudeSiadatanumber
memory for inputting and storing X (X>2) pieces of data and data of X
sequenceG@nnitesignals, a message authentication code generating unit for
inputting the X pieces of data and the data of X control signals stored in
ththeaddtermemobry, generatingShmegssagelauthentitation @odeting the random
corresponding to the X pieces of data, and outputting the X message
number sggthpegistiohin case that the operating unit inputs the ciphertext data.
The operating unit may input the ciphertext data corresponding to plural channels;
the decryptor inputs channel identifying information for identifying a channel and
generates the random number sequence for each of the plural channels;
the random number sequence memory stores the random number sequence generated
by the decryptor for each of the plural channels; and
the operating unit inputs the random number sequence corresponding to each of the
channels from which the ciphertext data is input and decrypts the ciphertext data.

According to embodiments of the present invention, there is provided a message

authentication code generating apparatus includes:



codes together as a group; and a message authentication code appending
unit for inputting the X 7 message authentication codes output together
as the group by the message authentication code generating unit,
appending X message authenticatioré codes to the X pieces of data, and
outputting the X pieces of data having the X message authentication
codes appended. According to embodiments of the present invention,

a thexerispooyitted rantimegrity sterificatioN-appacanssoindiinesd daatel X control

' memory for inputting and storing X (X>2) pieces of data having X
signals; ag@dthentication codes appended and data of X control signals; a message

authentication code generating unit for inputting the X pieces of data. and

@ fRESHRES BFRBURIHNLIERINLSRSFANNG e dataHuEtiBe/Ngendriasht & data and

message authentication codes corresponding to the ieces of data. and .
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an inte rité/ erification unit for jnputting th message authentication .. ..
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codes 1o %qh lngr%tlglgrggg compar_lng_the X message authentlcatlon_codes input and
e X message authentication codes appended to the X pieces of datato
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present invention, there is provided a radio commrmication apparatus

processidPGlHAeS A eHAMYUNG interface unit for inputting data: a radio
communication control unit for inputting the data input by the terminal

tletesfaceetvtanthirocessipgtbe dadahasedendatpratocebnand Gutplting:ther
a result of the processing; a confidentiality processing unit for inputting a

as a groupdindralthigoaltang®cessing unit through the bus; and

the message authentication code generating unit outputs the X message authentication
codes generated together as a group to the central processing unit through the bus.

According to embodiments of the present invention, there is provided a message
authentication code appending apparatus includes:

a data memory for inputting and storing X (X>2) pieces of data and data of X control
signals;

a message authentication code generating unit for inputting the X pieces of data and
the data of X control signals stored in the data memory, generating X message authentication
codes corresponding to the X pieces of data, and outputting the X message authentication

codes together as a group; and

a message authentication code appending unit for inputting the X



the data from the radio communication control unit, performing

confidentiality processing by encrypting the data input based on the

control signal input, and outputting the data processed to the radio

communication control unit; and a ra?io communication unit for inputting,

modulating, and sending the data output by the radio communication

control unit, and the confidentiality processing unit includes: an eneryptor
message Hulsiariiaggeneiatianmi aowmmidensntinpenségudneedasde usaaifdration code

encrypting the data before the data is input; and outputting the random
generatingunmiierepeguéinge Xgensragedaat rantdomonunodes seciene pirersony fdata, and

temporarily storing the random number sequence output by the encryptor
outputtingéherd thecdard iinparizhthak opetresgunrfoesHpueRipterdeand

pting the data by performing an operation of the data input and the

encr f _
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. .memory. According to embodiments of the present invention, there is
verificatigp AR Y QB ESmmunication apparatus includes: a terminal interface

unit for inputting.data; a radio communication ol unit for inputting the
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control signar an the data from the radio mmunication control unit,
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_code for the data input 9 to detect tampering based on the control signal
the data B1P4LARFLORUIING ke ﬁaiﬁepa{%emw,t?&é@@iﬁgmm%@amemeaﬁon

control unit; and a radio communication unit for inputting, modulating, and

codes cosRREBMINE GatROMIRIEdAY of data, and outputting the X message authentication
codes together as a group; and

an integrity verification unit for inputting the X message authentication codes output
together as the group by the message authentication code generating unit, comparing the X
message authentication codes input and the X message authentication codes appended to the
X pieces of data to verify integrity of the X pieces of data.

According to embodiments of the present invention, there is provided a radio
communication apparatus includes:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by the terminal
interface unit and processing the data based on a protocol, and outputting a result of the

processing;

a confidentiality processing unit for inputting a control signal and



the radio communication control unit, and the integrity processing unit
includes: a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and a message
authentication code generating unit for generating plural message
authentication codes for the plural pieces of data stored in the data.
memory using the control signal, and outputting the plural message .

the data fzpnéitastio s EBEBS IR EPREY BPdupCAREBIBIe R drbetharessting by
the present invention, there is provided a, radioﬁ%;mmunication aq%?aratus

a

encrypting, g 242 P pagibraehiR R SHRROLSIERGT FRRE Y SHIPHERS Aot Brgerssed

a radio communication.control gnit for inputting the data demodulated by

to the radfﬂec?gﬁ?dmé%?ﬁ&%]&%%ﬂ%%i@ nd processing and outputting the data
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control signal and the data, perforriing a confidentiality processing

the radio %Sﬁ{ ting.Sata forthe datajpput, and outputting the data processed to
the radi ication ¢

I0 communication control unit; and a terminal interface unit for

tHOPLIRG ARG QWRIRG thendatr Rrrgessed by the radio communication
control unit, and the conﬁdentiality processing unit includes: a decryptor

afOs@eNsEAting angpuinuingraodommdnbendlbsequarerdobeusedd for
for decrypting the data input before the data is input; a random number

encryptingediueasr meineryhforitempoiapily, siadngithettiagdm nudbernsedueegquence
output by the decryptor before the data is input; and an operating unit for
generatednputting the data, performing an operation of the data input and the
random number sequence stored in the random number sequence
a maroeny, EbeutpedtiprcplaipteXyd 404, temporarily storing the random number

sequence output by the encryptor before the data is input; and

an operating unit for inputting the data and encrypting the data by performing an
operation of the data input and the random number sequence stored in the random number
sequence memory.

According to embodiments of the present invention, there is provided a radio
communication apparatus includes:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by the terminal
interface unit and processing and outputting the data based on a protocol;

an integrity processing unit for inputting a control signal and the data from the radio
communication control unit, performing integrity processing by generating a message

authentication code for the data input



According to embodiments of the present invention, there is provided a
radio communication apparatus includes: a radio communication unit for
receiving and demodulating data; a radio communication control unit for
inputting the data demodulated by tle radio communication unit, and
processing and outputting the data based on the protocol; an integrity
processing unit for inputting a control signal and the data. from the radio
to detect [gERPRGLIBANRSh CoRESIWHE! SEReh AL BRLMYIIEBedSm 35 aretahly the
i a message authentication code for the data input to detect tampering
radio comguuephRAT SN POI Sl input, and outputting the data processed to
the radio communicatiotn controlttunit; angl ?termirneg inteC{fa((I:(?hun(iita {gr utout b
2 R ERE RHAEHSTHRY {15 HRH Bl RS By e B CSmims i EagioiR e &Y
control uni,[I]t and the integri%processing unit includes: a data memory for

the radio communica c()jn control uri1 . % . )
inputting and temporarily 'storing plural control signals and plural pieces of

th&hﬁtgﬁﬁ%;B%%%{n%suﬁigfﬁHBdé‘{?d a message authentication code

generating unit for generating, plural message authentication codes for

a e RluabRiecss ffdalr: stereddpoingidaid dds PRICOHENG IR GOREObIural

signal, and outputting the plural message authentication codes together
pieces of &% AGEAUpethecerdinghigembodiments of the present invention, there is
provided an encrypting method includes: starting generating a random

a NuBsbereseniiente ftdarecinfeuttingeplantexndatéyrandnprermgushusibring ssage
the random number sequence generated in a random number sequence
authenticaiemoryeahd itputting! the@aintektdstaafter e Etartingrgeneatia ghtheontrol
random number sequence, performing an operation of the plaintext data
signal, anihputraifithehdie araehTmspabe redgueerieon codes together as a group.

According to embodiments of the present invention, there is provided a radio
communication apparatus includes:

a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data demodulated by the radio
communication unit, and processing and outputting the data based on the protocol;

a confidentiality processing unit for inputting the control signal and the data,
performing a confidentiality processing by decrypting data for the data input, and outputting
the data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data processed by the radio
communication control unit, and

the confidentiality processing unit includes:

a decryptor for generating and outputting a random number



previously stored in the random number sequence memory, and
outputting ciphertext data. According to embodiments of the present
invention, there is provided a decrypting method includes: starting
generating a random number sequence before inputting ciphertext data,
and previously storing the random nUmber sequence generated in a
random number sequence memory; and inputting the ciphertext data after
sequence tloebstartihfpgenenatiing: tihe dardopunbehiertisedaensenpperforming an
operation of the plaintext data input and the random number sequence
a pradivoshusibredsiqthacramaioneiuinb e suguainte fiemprihangndom number
outputting plaintext data. According to embodiments of the present
sequence N M, tisetecta pirsakuedin dakaigd navithKtication code generating
method includes: inputting and storing X (X?2) pieces of data and data of

A ORGSR SIS APRHRES Hiefibhy P AR R ARG AEPROp L dacof i igput and

and the data of X contro] signals stored in the data memory, generating X.
JBE B et e igine

the randofp dWIRET StHeicalibHcBdas EOHREpBNERG 59N S

plaintext gttgputtlng the X message 12 authentication codes together as a group.

rief Explanation of the Drawings Fig. 1 shows a configuration of a mobile

ASQIPANIEANIGN SYSIEM © F{911R SHRWA RIIGHAIAN.QF aradin NRWArK g0

controlfer (RNC) 120. Fig. 3 shows a configuration of a mobile station

communiMSLA0 aceerding,do, the first embodiment. Fig. 4 shows a configuration
of a confidentiality/integrity processing unit 40 according to the first

a eROdimenkitiibigukishews & vapfiguratiapni aieenfidentiality/integrity
processing

a radio communication control unit for inputting the data demodulated by the radio
communication unit, and processing and outputting the data based on the protocol;

an integrity processing unit for inputting a control signal and the data from the radio
communication control unit, performing integrity processing by generating a message
authentication code for the data input to detect tampering based on the control signal input,
and outputting the data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data processed by the radio
communication control unit, and

the integrity processing unit includes:

a data memory for inputting and temporarily storing plural control signals and plural
pieces of the data together as a group; and

a message authentication code generating unit for generating plural message

authentication codes for the plural pieces of data stored in the data



unit 40 according to the first embodiment. Fig. 6 shows a configuration of

a confidentiality/integrity processing unit 40 according to the first

embodiment. Fig. 7 shows a configuration of a confidentiality/integrity

processing 15 unit 40 according to tq? first embodiment. Fig. 8 shows a

configuration of a confidentiality/integrity processing unit 40 according to

the first embodiment. Fig. 9 shows a configuration of a mobile station (MS)
memory 18thacterdingred shenskecond @npvtidimeht. 2ifalg nkBsslgovesithentication codes

configuration of a confidentiality/integrity processing unit 40 according to
together ghe se@eind embodiment. Fig. 11 shows a configuration of a

confidentiality/integrity processing unit 40 according to the second _
AshIBBEnEn ey dneakoRisthn BSeArRpIB BRIy HIRE/HeRIOpIieg sYstBRI¥pting
.25 Fig. 13 shows a configuration of a confidentiality/integrity 13
method ipclpdessing unit 40 according to the second embodiment. Fig. 14 is an
illustration shown inAR]B STD-T63 33.102,3 ecurity; Securit .
Sl e s N i ok TN O
02,3G Secui% 5 Se(%rit Architecture, Fi re %6ba.nFi 16 is.an

: 3. /
previous Al O S S S TR R T PO sequence

rnemOryfbélfrg(pitecture, Figure 16. Fig. 17 shows a configuratiqn Qf an encrypting
module 51 (or a decrypting module 71) employed within a

HERERLINY decrypling. 42l el hEigakdhghaws-aminskalingutarmehing sequence,
confidentiality/integrity

performing an operation of the plaintext data input and the random rmumber sequence
previously stored in the random number sequence memory, and outputting ciphertext data.

According to embodiments of the present invention, there is provided a decrypting
method includes:

starting generating a random number sequence before inputting ciphertext data, and
previously storing the random number sequence generated in a random number sequence
memory; and

inputting the ciphertext data after the starting generating the random number sequence,
performing an operation of the plaintext data input and the random number sequence
previously stored in the random number sequence memory, and outputting plaintext data.

According to embodiments of the present invention, there is provided a message
authentication code generating method includes:

inputting and storing X (X>2) pieces of data and data of X control signals in a data
memory; and

inputting the X pieces of data and the data of X control signals stored in the data
memory, generating X message authentication codes corresponding to the X pieces of data,

and outputting the X message
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processing unit 40. Fig. 19 shows a case in which the
confidentiality/integrity processing unit 40 is implemented by software.
Fig. 20 shows a mechanism for calling cipher program 47 by an 15
application program executed in a radio communication control unit 20.
Fig. 21 shows a concrete example of data 92, 93 in case of RLC
non-transparent mode. Fig. 22 shows a concrete example of voice data as
one example of transparent data 95, 96. 20 Fig. 23 shows a concrete
authemprasouredasciededftapa ALEBne example of transparent data
95, 96. Fig. 24 shows a conventional cellular phone 500. Fig. 25 shows
encrypting and decrypting methods for data confidentiality processing

according to the thj abe odiment. 25 Fig. 26 shows encryption and
Brd%i?%ﬁl té%ag ?rggt%vm{%srity 14 processing according to the third

embodiment. Fig. 27 shows. a radio munrigation control unit 2 a

e CR R L SO A ISR ST TR A AER.

emboginest RJQ 28I A FORTIGU 3UAR A B GRS e r (RNC) 120.

processing unit 420 of the third embodiment. Fig. 29 shows a

COWigPﬁ%ﬂ%B@W@ geafigrniialite Rrecessipei it £420:00HS) thisd according
embodiment. Fig. 30 shows a configuration of a confidentiality processing

tolhib 466t Londidiedbirel embodiment.

Fig. 4 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.

Fig. 5 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.

Fig. 6 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.

Fig. 7 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.

Fig. 8 shows a configuration of a confidentiality/integrity processing
unit 40 according to the first embodiment.

Fig. 9 shows a configuration of a mobile station (MS) 100 according
to the second embodiment.

Fig. 10 shows a configuration of a confidentiality/integrity
processing unit 40 according to the second embodiment.

Fig. 11 shows a configuration of a confidentiality/integrity processing
unit 40 according to the second embodiment.

Fig. 12 shows an example of encrypting/decrypting systems.

Fig. 13 shows a configuration of a confidentiality/integrity
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Fig. 31 shows a configuration of a integrity processing unit 430 of the
third embodiment. Fig. 32 shows a configuration of the integrity
processing unit 430 of the third embodiment. 15 Fig. 33 shows a
configuration of an encrypting unit 422 of the third embodiment having
multiple buffers. Fig. 34 shows a configuration of the encrypting unit 422
of the third embodiment having multiple buffers. Fig. 35 shows a
configuration of the encrypting unit 422 of the third 20 embodiment having

PrRagERIRSREr4Oreterig e dimrsst eahyH§Ont the Invention
Embodjment 1.. Fig.. 1 shows a general.copfiguratiQ) hil
commifeat % SRt HoEa AP0 s QB LIORE 39 Ko
statign.(MS) is.one example of the radio cgmmunication apparatus

Seé:ggg%r%in%lefgl %ﬁ%’l‘g\%ﬁ %r?.t%eé %%%%ﬁs?ggbn (K/Ié) 1IOO is, for eiample, a

celllapans The ROOle AR B 00eIs QAo 98169586 Socuity:

transceiver station Yy radio. The base transcelver station

sdBhay AR eRRectad Ja. raghp network controller (RNC) 120. The radio

network controller (RNC) 120 is connected to another radio network

controjies (RiNfs)ak201d e Bdie sedwerk CARIAGIBNEGR1ZS i9alse:

connected to a core network (CN) 1.30, and further connected to another

SqaaitteSeotiseomaiiat RN ED, 1@ wie e core network (CN) 130. One or
10 both of the base transceiver station (BTS) 110 and the radio network
controfeg.(RN€Yoid0 canrtfegnefetied td as anecdyp stagionodule 51 (or a

decrypting module 71) employed within a encrypting/decrypting 421.

Fig. 18 shows an installing form of the confidentiality/integrity
processing unit 40.

Fig. 19 shows a case in which the confidentiality/integrity processing
unit 40 is implemented by software.

Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in a radio communication control unit 20.

Fig. 21 shows a concrete example of data 92, 93 in case of RLC
non-transparent mode.

Fig. 22 shows a concrete example of voice data as one example of
transparent data 95, 96.

Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.

Fig. 24 shows a conventional cellular phone 500.

Fig. 25 shows encrypting and decrypting methods for data
confidentiality processing according to the third embodiment.

Fig. 26 shows encryption and decryption methods for data integrity
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Fig. 2 shows a configuration of the same mobile communication system
as shown in Fig. 1. In particular, the figure shows the internal
configuration of the radio network controller (RNC) 120. 15 A BTS IF unit
121 connects the base transceiver station (BTS) 110. A handover control
unit 122 controls handover in case thg4nobile station (MS) 100 moves
between the base transceiver stations (BTS) 110. A signal control unit 123
for MS perform

. radi jcati control and dat
lShS e o Tl Sl e e
bile,statj MS) 100. The followi nfidentiality/inteqgri '
bl Sl oL 100, s Sl ety ey e
fi tiality/i ' | ft i [, tral unit 123 for MS.
S BT S

eniB8asighgt control unit 123 for MS. In reverse, the data encrypted in the
signal 25 control unit 123 for MS is decrypted in the mobile station (MS)

100. ARl @Ay GaHaNHRRHe ABREITAC R ieMabils SR dMeLHIP 420

to ensure the integrity of data is checked by the signal control unit 123 for

of MS. thir® verbp dihecaitthentication code appended by the signal control
unit 123 for MS to ensure the integrity of data is checked by the mobile
statiof'{y1 8P Knvbs Tehecddigociificke nfiality prafebsimipbtihprdatasing unit
integrity processing is performed at the second layer of the seven layers,

42thef ihdayerd ¢aavadinkelazer). A CN IF unit 124 interfaces with the core
network (CN) 130. A RNC IF unit 125 interfaces with another radio
netwotkeotftroher sriverfigor atisigrd e sandidentids Yop rore prittgrtrit 460
control with a core 10 network (CN) 130. A signal control unit 127 for

of Rgc AR EERHIM with another radio network controller (RNC) 120. A

Controlé‘ygr.“g %zs%g\?vgtg)lcsonﬁguration of a integrity processing unit 430 of

the third embodiment.

Fig. 32 shows a configuration of the integrity processing unit 430 of
the third embodiment.

Fig. 33 shows a configuration of an encrypting unit 422 of the third
embodiment having multiple buffers.

Fig. 34 shows a configuration of the encrypting unit 422 of the third
embodiment having multiple buffers.

Fig. 35 shows a configuration of the encrypting unit 422 of the third

embodiment having multiple buffers.

Preferred Embodiment of Carrying Out the Invention
Embodiment 1.
Fig. 1 shows a general configuration of a mobile communication

system according to this embodiment.
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the whole radio network controller (RNC) 120. A switch 129 switches
control signals and packet data based on the control performance of the
control unit 128 among the radio station (BTS) 110, the radio network 15
controller (RNC) 120 and the core network (CN) 130. Namely, the switch
129 switches not only the packet data, but all data kinds such as speech
data, and further the switch 129 also switches the control signals. Fig. 3
shows a configuration of the mobile station (MS) 100. The mobile station
(MS) Yomphiledekasioer NH is amtaimplelif B omdineaisationisatio
unit 20, a. radio commupnication unit 30 and a confidentiality/integrit
ﬂé@s,gffor

apreRRRLRL RS Aocfahﬁéfﬁ’ﬁn‘é%eoTZ‘“BVlTOl?Eiﬁlét%‘@ﬂh St
a KEY 5, an 6,.a USIM Unlvers Subscriber Jdentity Module) 7, a
cxaEpia R BY Elmél%nd stitan 3‘@{:‘5 DUlpis epsaeiio 2

the t al IF t 10. fthe 2 th h th
R oMl q@ﬁ L TRt iR TSt o
(PARSTREEEk 20 deYes Rt o QR IOMASRIEIED £8 BBt radic

recognized by euser person Ol't e evice 1o be connecte

é&ﬁ@i‘i&%ﬁﬁf@l‘i&o(m@eﬁzﬁ @%ﬂﬁé&é@'Eol&ﬁ%ﬁé‘xc?a%m%‘&%ﬂadata

format converter 12, a terminal IF control unit 13, and a speech

coRRFORiRAARror nEnUNitriA. HhBMRdWek sikidifer ERRUNPINIR also

interfaces with each of the devices of the camera 1 through the HSJ 0.

cohhe celatadoineicavyaidek 1ENONZeOIts ddefdath doroaiseprodassedidie
devices of the camera 1 through the HSJ 0 to/from the data formats

radhocessediiksidatiolthe (ROUIE Eeativim (K8 a0 nEhe tekndiBiA]) IF3@NntrOme or

unit 13 controls the operation of the terminal IF unit 10. The speech
bashookiihg/Besedirapsnititear station (BTS) 110 and the radio network
controller (RNC) 120 can be referred to as a radio station.

Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
configuration of the radio network controller (RNC) 120.

A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station
(MS) 100 moves between the base transceiver stations (BTS) 110.

A signal control unit 123 for MS performs radio communication
control and data confidentiality/integrity processing while communicating
with the mobile station (MS) 100. The following confidentiality/integrity
processing of the mobile station (MS) 100 is performed corresponding to the
confidentiality/integrity processing of the signal control unit 123 for MS.
Namely, data encrypted by the mobile station (MS) 100 is decrypted by the

signal control unit 123 for MS. In reverse, the data encrypted in the signal

control unit 123 for MS is decrypted in the mobile station (MS) 100. An
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encodes speech electric signals input by the MIC 9 into speech code.
Further, the speech encoding/decoding unit 14 decodes the encoded
signals to output the speech electric signals to the RECEIVER 8. 15 The
radio communication control unit 20 controls the whole mobile station
(MS) 100. The radio communication cggtrol unit 20 is provided with a
hardware circuit including a CPU, a ROM, a RAM, a firmware, and the

I| or. software module. commuynication ¢ [ unit 20
fggaglaw M@émﬁﬁw bilk awawal %@%&8% ensure the
un| n un| Ol"r ?}lo comm unlc n co tit% onyerts
moea%a A %r?1 ANSS |ne d(él%1 he pro ri‘%gtlcurl‘ar

re%%é’i‘d{ Hﬁ@&hﬁgﬁ%ﬂﬁg Eﬁﬁ ‘r}?gf'ﬁ%s %P&é%)f%lzu%  HRS for

levels o Iaye y suc nctlons packetirig or coricatenating the

MSNe @iaLoMHRTRIEaan coreburit-AR gam discrninge hedat ?oh r@xs) 100.

25 because the radio communication control unit 20 processes the data of
THRYEA thBcnPTIPRAAC pRBRIINGHH s fﬁiﬁ%ﬁ@@{ﬁiﬂ@g@%@@&ﬁﬁgﬂﬂg‘ﬂsm
can judge if certain data should undergo the confidentiality processing or
peliferintegdrity theosessidol hpsedfomhthecttaia linedf ihioposkibie-ta (data link
discriminate the data kind at the layer 1, and therefore it is impossible to
lajudge whetNelEhendiafe?d shieuith bss pertbrbhecctie certficenhtiéliy) 130.
processing or the integrity processing. The radio communication unit 30 is
providAdRiN Bichaninél fentisdifagemiv8hoaadthsatraddo network controller
modulatlng/demodulatlng unit 320, a radio _unit 330, and an antenna 34.
(RI¥fe) chdthnerevigadheptined 1ois dd6don 6 Dreetltmmraninaldetidmgore

units for re@pectlve channels. The encodln%t unit includes an error

ne&&ggﬁéﬁ? C]O%ﬁng ﬁrﬁf%‘f‘l %gpgfpé%ﬁ r RNC performs control with
another radio network controller (RNC) 120. A control unit 128 controls

the whole radio network controller (RNC) 120. A switch 129 switches
control signals and packet data based on the control performance of the
control unit 128 among the radio station (BTS) 110, the radio network
controller (RNC) 120 and the core network (CN) 130. Namely, the switch
129 switches not only the packet data, but all data kinds such as speech
data, and further the switch 129 also switches the control signals.

Fig. 3 shows a configuration of the mobile station (MS) 100.

The mobile station (MS) 100 includes a terminal IF unit 10, a radio
communication control unit 20, a radio communication unit 30 and a
confidentiality/integrity processing unit 40. A camera 1, a video 2, B/T
(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal
Subscriber Identity Module) 7, a RECEIVER 8, a MIC 9, and an HSJ (Head
Set Jack) 0 are connected to the terminal IF unit 10. These devices of the

camera 1 through the HSJ 0 perform interface processing with a user (a
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encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband 15
modulating/demodulating (MODEM) unit 320 modulates and demodulates
the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio
unit 330 converts the baseband signals into transmission spectrum, or

PeFSOBISY thAdeBrvdpshsncomeriamh ant 350 fofderss aR B EAVEREr 331.
R el S B o

configlecptiality/integrity processing unit 40 receives data from the radio
onnectea.. . . X ..
communication control unit 20 and performs the data confidentiality

procesging, Eurther. e, aonTdanialivDtegling A2 AOSRASTOMPY 4%
Y Vi

ensures the integrity of the data. The 19 confidenti ntegrity

mMAEESTIRY 4Nh AR RIS AN SIoNah A B PTF B EadIQunit 13, and a

communication control unit 20 for the data confidentiality/integrity
spPERBesSHHId: rbidResdinf: Ganfidentialitydniesliiye A06ASHING WWAR INAIB8ule
data 92 of an arbitrary layer of 2 or upper levels of 5 layer as the
intrplessing data ol biethendiddntialiy thocassiia dntioodglath2 HiSAN0. The
arbitrary layer of 2 or upper levels of layer as the processing data of the
d aiteelgrity procassirtgfrbfnctheveadiotbendatunfoationt s pnvot spvtl A6y The devices
confidentiality/integrity processing unit 40 performs the confidentiality

of shscessingzahdlvrothghirite dily grodessivn dhehd afadamisdsarreretsed inside

C

input 10 control signal 91 to output to the radio communication control unit
thzgnqrhée@éﬁfﬁ@ps@@ QQ%CI(]&?&%&F&H@ME saBhTed Wnkey 3L9THRRIS the
value,

operation of the terminal IF unit 10. The speech encoding/decoding unit 14
encodes speech electric signals input by the MIC 9 into speech code.
Further, the speech encoding/decoding unit 14 decodes the encoded signals
to output the speech electric signals to the RECEIVER 8.

The radio communication control unit 20 controls the whole mobile
station (MS) 100. The radio communication control unit 20 is provided
with a hardware circuit including a CPU, a ROM, a RAM, a firmware, and
the like, or software module. The radio communication control unit 20
processes data between the terminal IF unit 10 and the radio
communication unit 30. The radio communication control unit 20 converts
data based on rules defined by the standard or the protocol. In particular,
the radio communication control unit 20 processes data of layer 2 or upper
levels of layer, by such functions as packeting or concatenating the data.
The radio communication control unit 20 can discriminate the data kind,

because the radio communication control unit 20 processes the data of layer
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selection between the confidentiality processing and the integrity
processing. Fig. 4 shows a configuration of the confidentiality/integrity 15
processing unit 40. The confidentiality/integrity processing unit 40 includes
an IF unit 410 and a module 411.. The module 411 performs the
confidentiality processing and the intggrity processing within the same
circuit or using the same algorithm. The selection between the
confidentiality processing and 20 the integrity processing is determined by

2 aparpeitrol SRgeafoishiethe tedio SREUREEISADHOBeSMEBRHS20 can judge

__encrypting or decrypting the data. Further, the integrity processing means .
if ratednripdashe Bﬂ%@v@y ébﬁéﬁa‘iﬁﬁ%{&ﬂﬁéﬁ%aﬁ%ﬁééﬂ%% ihe thigerity

' d ing t thenticati .25Th
D RO DS EAG A A TG rora e i agnate the data
. perf by th ircuit or algorith imilar circui
il RP IR SN AL L AR SR B {THEL SHEHREE fhe data

shgnﬁggﬁfgw&%m@& iRtegrhHRarsIHNg SRR RESTOrPRY v dusingle

411. In case of Fig. 4, it Is possible to reduce the hardware
prbgsesee and 5 the software resource. Hereinafter, a "module” refers to
the ones implemented either by hardware or software only, or by

combinig#hdi Heliniaeisidderen caneraeteiexxamplasdhtiia costidantality

processing and the integrity processing used for the cellular phone will be
enexplainechiiQ Hig alkaiseh digdrer sbavenimgX BB SAARB311i0B33¢ a radio

Security; Security Architecture, Section 6.3.
unit 330, and an antenna 34. The channel encoding unit 310 includes
encoding units and decoding units for respective channels. The encoding
unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband
modulating/demodulating (MODEM) unit 320 modulates and demodulates
the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission spectrum, or reverse
the conversion. The radio unit 330 includes an up-converter 331 and a
down-converter 332.

The confidentiality/integrity processing unit 40 is connected to the

radio communication unit 20. The confidentiality/integrity processing unit
40 receives data from the radio communication control unit 20 and performs

the data confidentiality processing. Further, the confidentiality/integrity

processing unit 40 ensures the integrity of the data. The
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Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security; Security
Architecture, Figure 16b. Fig. 16 is a figure shown inARIB STD-T63
33.102,3G Security; 15 Security Architecture, Figure 16. Fig. 14 shows an
encrypting method on the radio line. Signs shown in Fig. 14 mean the
following: CK: cipher key (encryption kgy) FS: function for data
confidentiality processing 20 IK: integrity key (message authentication

key) F9: function for data integrity pracessing Cellular phone carriers
CO%%@#@E{H&%&M*%H&%&%% IHBLYA ok phgigh 91 from

encryption keys called CK and JK ed, .thrqugh this authentication
th%r%%%%scg% raﬁ%?gr?rlé)al t%ofh%%ﬁg%?@%aéﬁ%éez%aggnfidentiality

[ [ data i [ ing 21..(f9)..Fig..
R A R S T S G
procoBiean NG dAlPpa: 8 dyadinpiandats; confidentialityRrocessig Ryels of

CK: cipher key (encryption key) MESSAGE: plaintext data which a sender

lay¥ais I069Hdd0sBiiBRAYETUH? RS MERE AR AN SIRLINSURRION data 92
before encryption COUNT-C: numeral value data showing the

of aecumutated hayeberfof tianppissioniiecdltigerincreieeptocebyi dptaeshhf
session. 10 BEARER: bit for identifying logical channel DIRECTION: bit

théordisgrityinategsthia gifeatiothef taans mussinmonication control unit 20. The
confidentiality/integrity processing unit 40 performs the confidentiality
processing and/or the integrity processing of the data 92 based on the input
control signal 91 to output to the radio communication control unit 20. The
control signal 91 includes parameters such as a key, an initial value,
selection between the confidentiality processing and the integrity
processing.

Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40.

The confidentiality/integrity processing unit 40 includes an IF unit
410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and
the integrity processing is determined by the control signal 91.

Here, the confidentiality processing means encrypting or decrypting
the data. Further, the integrity processing means detecting data
tampering by appending authentication codes to the data or reproducing

and comparing the authentication codes.

The confidentiality processing and the integrity processing can be
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ciphertext LENGTH: bit length of MESSAGE or ciphertext data As shown
in Fig. 15, encryption/decryption of the data is performed 15 based on a
random number sequence generated by the function f8 for data
confidentiality processing. Fig. 16 shows a method for generating
message authentication code. Signs ghown in Fig. 16 mean the following:
f9: function for data integrity processing 20 IK: integrity key (message
authentlcatln%key) COUNT-I: numeral value data showing the

pegfumaddsd %lﬁfﬁ@ﬁdﬁ”ﬂ‘ﬁéﬁé?ﬁ|§§%’ﬁh@é§pﬁ§rb3ir%§éfﬁélﬁﬁé§16941té{re%ch
.se S|on E: plaintext data which a sender ants end to a
si SRS AnassRiR st distich f-’o?exze%ff%m s

prEé?g%%EE%E%efﬁl&m's%ﬁ' SORGHATE 1 G UERCAN hAale module

4 éi“thfnsé‘e%%é %ﬁg A% S g"dg 16 S Fogule! fh E} %&‘a%g?e CRIPRYIEG:

Yy the message aut |ca Ion Cco

thi @A FRESTAYE aﬁ*@?@ﬂ&?ﬂ!@f‘ GO4R SAMPUIRGRY EB%%C&%%” As

shown in Fig. 16, the integrity of the data can be checked by comparing

miﬁ@m@ﬁ@eg BigHEanHEAlARN6RE@T abibR ASCRMEY, de R 4RSLIHAWIPEe both
e operation will be explained. To perform ciphered communication

tobkiween the terminal and the 10 network within the radio network,
authentication process is required, in which one partner confirms the
other Herprepearparen mpbettopahimemmfidentiality processing and the

integrity processing used for the cellular phone will be explained.

Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Section 6.3.

Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16b.

Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16.

Fig. 14 shows an encrypting method on the radio line. Signs shown
in Fig. 14 mean the following:

CK: cipher key (encryption key)

F8: function for data confidentiality processing

IK: integrity key (message authentication key)

F9: function for data integrity processing

Cellular phone carriers implement authentication using functions f1
through 5. The 128-bit encryption keys called CK and IK generated
through this authentication process are transferred to the function for data

confidentiality processing (f8) and the function for data integrity processing



10

15

20

25

mutually confirm the other is proper before sending/receiving data
between the two partners. As shown in Fig. 14, during a series of
authentication processes, 15 both the terminal and the network use five
functions named functions fl through M. In parallel with the authentication
process, the function generates a cipher key (CK) of 128 bits and a
message authentication key (integrity key, 1K) at both the terminal and the
network. The two keys can be shared exclusively by the terminal and the
(@0 network which have been mutually authenticated, and the two keys are

used withi two functions f8 and scribed.below. The two keys var
for cado R HEA B ALESIH i NG it 54 e
Shlé%yg %lesr@?ratfg. Thﬁptﬁée (‘)(ﬁ s are.discarded when the communication is

over. Re mechanism pro océﬁgrequwed for this authentication

procegs: s 23 HANMRIEIAE HMENSI A uoctigns of fto 15 are ot

standardized, operators decide these functions independently. The data

securigyrefiah aHtesiCaHPR PI9sR S8 is maintained by the data

confidentiality and integrity processing techniques. 5 The first, data

confidpIiigiEn GEbhpiaustisxaRRliedWn RICH BE iR Usehdat aed dhe signal
information including speech transferred on the radio network, and for

repsgventnghnacetaepidgtd andpigmeahtitfia data ocobéiftentiatity ysoeaessing,
a function called data confidentiality function (hereinafter, referred to as
f8) is &PAPIOYEHCI 0 umitnatasdwsf dahanshoivatigd batacemichlhsed number of
undergone confidentiality processing as shown in Fig. 15, the sender
tragmamieion/reception, incremented by 1 at each session.
BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
ciphertext
LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function {8 for data
confidentiality processing.
Fig. 16 shows a method for generating message authentication code.
Signs shown in Fig. 16 mean the following:
f9: function for data integrity processing
IK: integrity key (message authenticating key)
COUNT-I: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session
MESSAGE: plaintext data which a sender wants to send to a

receiver such as user data and signal information before encryption

DIRECTION: bit for discriminating the direction of transmission
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encryption key (CK) generated at authentication process. Further, a
random number sequence is generated by inputting a bit length
(LENGTH) of the target data for encryption/decryption, an up/down link
(DIRECTION), 15 a counter (COUNTC), a logic channel identifier
(BEARER) to f8. Here, the up/down ligk means those distinguishing bits
which indicates the transmission direction of ciphertext data between a

t tati Further, th t ta sh th
oL U S A L A AR §f§i§£?ﬁ )
sendingieesiing. 200 e, xe %X%‘{IC adsdio f0q counter, The

counter Is use eventing an attack W tries t e méﬁertext

aBaa.hat Aas hegn Cgﬁ%@{gg{lgysﬁ}{e\g@h@émer the Ioglc channel identifier

means a bit for identifying a logical channel performing encryption.

Ciphenaxhdaia isgeneid@ied 3 SORMEJNE FRAGR SHETIBE I RR: dgs%ﬁyence

generated above and the data/signal information to be encrypted 24 and

(nsanbigethatkentveitibhecpdtacnaipisieddeptke<rate isem from the sender
to the receiver without encryption. It is unnecessary to send CK because
the saAweshevametdfis Jénehated eptheyref ehedsidecatabithdntidatidhy
process. 5 Even if the parameters other than CK are obtained by the third

copaptithe isecumiepofgha utigindlieassaagedearnbd ke pecasvie valedom
number sequence required to decrypt the ciphertext data cannot be
generéteal@sfmkgvagg:kh@ﬁmm@%eerw hberrxidaanad.side, the random
number sequence is generated 10 usm%the received Farameters and CK

which FR®HEBHAFERis 6B 1SnTRE! Yrdch ho frrantaak and the

XOR m the Clph rtext data ecelv%d to.
netwo thin the ra 10 network, authentication process is required, in

which one partner confirms the other is a proper partner, or both partners
mutually confirm the other is proper before sending/receiving data between
the two partners.

As shown in Fig. 14, during a series of authentication processes,
both the terminal and the network use five functions named functions f1
through 5. In parallel with the authentication process, the function
generates a cipher key (CK) of 128 bits and a message authentication key
(integrity key, IK) at both the terminal and the network.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are
used within the two functions 8 and f9 described below. The two keys vary
for each communication session, and further, there are no patterns among
keys generated. Then, the keys are discarded when the communication is
over.

The mechanism (protocol) required for this authentication process is
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decrypt into the original message. This method is a variation of OFB
(output feedback) mode, which is one of the modes utilizing the block
cipher defined by ISO/IEC10116. In 15 OFB mode, even if noise
generated on the transmission paths is mixed in the ciphertext data, the
decode processing can prevent the ng@e part from increasing. For this
reason, this mode is often adopted for radio voice communication. The

second'techni%i?e for keeping the security of data is data 20 integrity
staadaridizedwhi Wéﬁé&s&&ﬁ?pféf#i@cmoth% efidhdiadfanatet plandardized,

appending a message authentication code (message authentication code)
PRy At SFRAAMISAIatReHaRe MarPeBAfHtNcation line. This is also

called, message authenticgtion technique. To implement this data integrit
techniBE SR HAAISHOF AL ARAGHE) PHa AR CrErR ARG A 1Bk b

used. The same encryption algorithm as F8 is emplayed in the core part of
it B Y ST SRR B R B, T

dervogfom e E B AN TGP RS M DN

key, and the message authenticati tof9. As s

usEi9d 246, AMPRESAER AUhRIIAAIRA GAdR A s o ML DS SRDEFALRA
by inputting the data (MESSAGE), the up/down link (DIRECTION), the

ra g9 e 6 R UANE G r theckantleny e fiRESHIprAgIatadierBarhata

user as well as the message authentication key. These parameters are
coalidaanilitiheroecesiacby fisingian ardh ¢fddOadeia fickenai aldiciius cdbn

encrypted by the sender. Even if the parameters are obtained by the third
(hpeeipatfiercoefientainaeffhasataaydk kept as

In the case of communicating data which has undergone
confidentiality processing as shown in Fig. 15, the sender uses the
encryption key (CK) generated at authentication process. Further, a
random number sequence is generated by inputting a bit length (LENGTH)
of the target data for encryption/decryption, an up/down link (DIRECTION),
a counter (COUNT-C), a logic channel identifier (BEARER) to f8.

Here, the up/down link means those distinguishing bits which
indicates the transmission direction of ciphertext data between a terminal
and a base station. Further, the counter is data showing the number of
accumulated times of sending/receiving data. At each sending/receiving
the data, a fixed value is added to the counter. The counter is used for
preventing an attack which tries to send the ciphertext data that has been
sent previously. Yet further, the logic channel identifier means a bit for
identifying a logical channel performing encryption.

Ciphertext data is generated by XORing the random number

sequence generated above and the data/signal information to be encrypted
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long as the message authentication key (IK) is kept secret, which is the
same as the case of data confidentiality. The sender sends the data with
appending this message 15 authentication code (MAC-I) appended to the
receiver. The receiver, similarly, computes the message authentication
code (XMA.C-I) by using f9. It can be<onfirmed there is no tampering by
comparing MAC-1 and XMAC-I to find them identical. Here, the following
nahog/]\[/l? some ex%gnl%es of subsequent process in 20 case of tamper
etection n}ﬁ ffeques}i' the retransmission of the data and check if the

receivpll mesSaee: AYBERNSAEGR SPIEIR PIARE Al 9in@RISERANR Sk iver

the connection in case of consecutive tamper detection. According to

wiBRRE éﬁ’&%ﬁ%ﬁi@n (for Mo MIUMAID, RHREEK AR cause the same
http:/mwww.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption 26

pamefsienRsdbedtinelipattoRNEYPVEIesIRUL D RiBXh Sk {shateriedes.
encrypted) into the ciphertext data (encrypted data) and output the

cipheiiizxird#tah amch thenkeieetiartlied8eayp Cleacipbbtieixicdbley ithe tierd
plaintext data and output the plaintext data. Assuming the embodiment is
paBtyothelisertol theo 8 GRP simroHicatessate abobe kept, as the random
COUNT/BERARER/DIRECTION/CK/LENGTH correspond to the control
nugithed SA0stea\EH TATUGL3lde dertyeletbrartiphesiexiviatagaforddperete
examples of the data 92 and 93 shown in Fig. 3, for example, "MACSDU"
geBPIRiEO P UPRBBHEH) TeBHAEBIGKEEEs shown 10 in Fig. 21. Here,

"RLCSDU, (datapart)" is a part of%gélCPDU, from which the upper 1 Oct or
2 OOt BESSP Y B85 1< HEIERT (e PR g 18 generated

using the received parameters and CK which has been already obtained, the
random number sequence is XORed with the ciphertext data received to
decrypt into the original message.

This method is a variation of OFB (output feedback) mode, which is
one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if noise generated on the transmission paths is mixed in
the ciphertext data, the decode processing can prevent the noise part from
increasing. For this reason, this mode is often adopted for radio voice
communication.

The second technique for keeping the security of data is data
mtegrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called
message authentication technique. To implement this data integrity
technique, a function for data integrity (hereinafter, referred to as f9) is

used. The same encryption algorithm as F8 is employed in the core part of
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FOR CIPHERING" shown in Fig. 21). "MACSDU" or "RLCPDU

(datapart)" is an example of MESSAGE shown in Fig. 15. Yet further,
MACSDU denotes Media Access Control Service Data Unit. RLCPDU 15
denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCRHU at the layer 3 after deleting RLC
header. Although RLCPDU has 1-Oct or 2-Oct part which is not subjected
to confidentiality processing, all of the RLCPDU is input to the 20
‘confidentiality/integrity processing unit 40 and the unit opt not to perform.
confidgntiality/integrity processing on the 1-Oct gr 2-Qct part. This isn .
order LR R S SR AR e b A R i

demﬁf}eﬁg}mﬂ%aﬂl{?c%%e@tﬁq %r?&iﬁiﬂﬁ t‘ff&tr%@s%%é %{ﬁ%?Yéﬁgig?Flszey,

exc part of 1 Oct or 2 Oct'from the all data unit (RLCPDU). 25 Fig.
an? AN APAIASE SxamPIR ek sncrafidentialiwiniegrity 29 PIOSERING: YAIFig.

40. As featured in Fig. 5, a confidentiality processing unit 420 and an
16iNieayRERCRSSINChUNA A3 avd P Yited sePRMIEelY-Inside g ated by

confidentiality processing unit 420, an encrypting/decrypting unit 421 is 5
inptavidedtHasldeaiRIHEgAT Prodessipglonind3nka DPIEBAIRION), the

authentication code appending/integrity verification unit 431 is provided.
cothecer YORMYHdCry phimgamioa® bshoves ARRESH vevinhrtne é forypticn user

and the decryption are performed using an identical module. The
asmesdbage haumnesticztion doadigppendkrylintegrity verification unit 431

shows a case 10 in which appending the message authentication code

and varigRfRAE REsQFAEPAbG forRetPUBIA g st iNentariBgA® area of

case shown in Fig. 5
data format Whichgis not encrypted by the sender. Even if the parameters

9

are obtained by the third party, the confidentiality of the data can be kept as
long as the message authentication key (IK) is kept secret, which is the
same as the case of data confidentiality.

The sender sends the data with appending this message
authentication code (MAC-I) appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using 9.
It can be confirmed there is no tampering by comparing MAC-I and XMAC-1I
to find them identical.

Here, the following shows some examples of subsequent process in
case of tamper detection:

(1) Request the retransmission of the data and check if the received message

authentication code is proper or not.

(2) Disconnect the connection in case of consecutive tamper detection.
According to 3GPP specification (for more information, access

http://www.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption
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is a configuration in which the encryption and the decryption are
performed by the same function or appending the message
authentication code and verifying the integrity are performed by the same
function. Compared with 15 Fig. 6, it is possible to reduce the hardware
resource and the software resource wjthin the case of Fig. 5. Fig. 6
shows another example of the confidentiality/integrity processing unit 40.

As featured in Fig. 6, inside the confidentiality processing unit 420, 20 an
medelodiy iheitlupotion @ sessminga rﬁ@wzm&@m@mdg@t@e@@@é@be

Further, inside the integrity process{egg unit 430 aﬁgriessage authentication

encayBtefpaRERHE PRSI taRE datmiediiytedidaion and 288eit hevided

. tely. A in Fig. 6 i fi tion i hich the.

crTRER S i S AR RO e T SRR Rl e ingp she
oner on ate pe rer gns o |

it R S Bl SR O

coﬁﬁ?_ﬁ\%iﬁ]&) H‘?&@@Wsﬁ‘@&‘ff&‘aﬂgﬁb?ﬂ@%ﬁﬂ;@ authentication code,

verifying the integrity, and further the data confidentiality processing or the

CONeAHRERERSIRIFARIE T OM@SAUs N AP UREE 4 HMAISLRE Sontrol

sent/received data. Accordingly, the high speed processing can be done.

signig] DS a ¢ASEI N WAKCBoNLHiNCcRASRYNER units 422 and multiple

decrypting units 423 are provided in the confidentiality processing unit
420. Furtherasashowoietbefigue phedtiflelmebsagd 2uihé ®tatiown in Fig.
code appending units 432 and multiple integrity verification units 433 are
3, Torpravicigddn‘ MG L) préEds€RY Uh{dasap wwbiiectheanpbild statishown
(MS) 100 is operating, there may be a case in which data in multiple
in Fig. 21. Here, “RLCSDU (datapart)” is a part of RLCPDU, from which
the upper 1 Oct or 2 Octs (1 byte or 2 bytes) is deleted (the part of “DATA
FOR CIPHERING” shown in Fig. 21). “MACSDU” or “RLCPDU
(datapart)” is an example of MESSAGE shown in Fig. 15. Yet further,
MACSDU denotes Media Access Control Service Data Unit. RLCPDU
denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCPDU at the layer 3 after deleting RLC
header.

Although RLCPDU has 1-Oct or 2-Oct part which is not subjected to
confidentiality processing, all of the RLCPDU is input to the
confidentiality/integrity processing unit 40 and the unit opt not to perform
confidentiality/integrity processing on the 1-Oct or 2-Oct part. Thisis in
order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDU).

Fig. 5 shows another example of the confidentiality/integrity
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channels should be processed at the same time. For example, when two
kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously 15
processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimile data can be encrypted by the
encrypting unit 2. Further, in case of decryption, data on multiple
channels can be decrypted simultaneously. It is not necessary to have
PIRESIRE WiHnB8r (n in case of Fig. 7) of the encrypting units 422, the

252, AN REAP) OB A ML I ARl SHChEARE LA

. _pbe determined .accordin the number of channels to rocessed
infEEHPHNIERERIINAAS 11 DAL R LRARIES TRBIRCERE" e

coHRER H0 A0LFBISRRAN, ‘i?n‘i@&@Gbéﬂ%%lcwﬁﬁgm&??%@gcﬁﬁﬁ‘mb1 is

needs to process a large 25 amount of data at a high speed, it is possible

privnake Wﬁs?@&%}fbtiﬂgté‘%{‘ﬁ@ rBERSSR g iR rasam i efgdata
a

assigned to the channel. Namely, the number of each unit such as the

auRReyRHRt M ¢ a PR Hethypiing sty 443ifibgtiesaage M Iiepicatiand.
code appending unit 432, and the integrity verification unit 433 can be

Tloeterryinad gdeorghing rig theit dhbehotvchannetsin to lnelprdeesaedyption and
simultaneously and/or amount of data. Further, the maximum number of

ththdeemgppongumite 22rand thenmaxindentmahbeodilihe dEoeyptisgagits
423 can be different. Further, the maximum number of the message

avghgitebivonceddarpprhigiagusies Uz Y erid eadlaraimbiidushbetcol grse

_ integrity verification 10 units 433 can be different. Fig. 8 shows the case

miWW‘ﬁbﬁ"ﬂﬂ?@émiéhﬁélﬂ?sﬁﬁ%%ﬁ]@e@ﬁ}ﬁamon code and verifying the

integrity are performed using an identical module. A case shown in Fig. 5
is a configuration in which the encryption and the decryption are performed
by the same function or appending the message authentication code and
verifying the integrity are performed by the same function. Compared with
Fig. 6, it is possible to reduce the hardware resource and the software
resource within the case of Fig. 5.

Fig. 6 shows another example of the confidentiality/integrity
processing unit 40.

As featured in Fig. 6, inside the confidentiality processing unit 420,
an encrypting unit 422 and a decrypting unit 423 are provided separately.
Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are provided
separately. A case shown in Fig. 6 is a configuration in which the
encryption and the decryption are performed by different functions or

appending the message authentication code and verifying the integrity are



Ut

10

15

20

25

420 is provided with multiple encrypting/decrypting units 421. Further, as
shown in the figure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
15 431. In Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrigy verification unit 431 shown in Fig.
5 are respectively made multiple. In case of Fig. 8, when the encryption
and the decryption are performed using the same function, multiple 20
pegframsshbyoetfopent et ps ard o viersahls tesishardvelmetainem
channels.ﬁ?@imilarly, when the message authentication cqode appending
COGRYP tHE; E)nyvé‘@ﬁ(%WQ%@%&%%%%F%%%@%%%@%&%?’

multiple, message. authentication cqde ending/integrijty verification
vel B s T e R ALY Bt st or the
. With:the 5 shownin Fig.. 4. the configuration of Fig. 8 can reduce
S R B AT s S G U T el

sehiFRA1Equgh 8, th&&BP&ﬂ?Q@?@%iB& i%e@@%@%ﬁmi%tc%% iﬂglﬂgﬁﬁ.

both the confidentiality processing unit 420 and the integrity processing

unit 439z Hpwieyet theacantidenialtyini eIty PFOFeSSNGHBl 48xcanRd

include either of the confidentiality processing unit 420 and the integrity

m pragessivgripi AgQinMizerptha reilidendiality ihle a5 hiAOeE8310g piitding
includes either of the confidentiality processing unit 420 and the integrity

wptot26sinfunih 43 @ stibh oprodesthef il otherdainpbe pedsaged iphthetication
radio communication control 10 unit 20. Embodiment 2.
code appending units 432 and multiple integrity verification units 433 are
provided in the integrity processing unit 430. While the mobile station
(MS) 100 is operating, there may be a case in which data in multiple
channels should be processed at the same time. For example, when two
kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously
processed. In such a case, the speech data can be encrypted by the
encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the encrypting units 422, the decrypting units 423, the
message authentication code appending units 432, and the integrity
verification units 433. The number of each units can be determined
according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In another way, the above units do not correspond

to each channel, but when a certain channel needs to process a large

amount of data at a high speed, it is possible to make two encrypting units
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Fig. 9 shows another configuration of the mobile station (MS) 100.
Different from the configuration of Fig. 3, in Fig. 9, data is input/output
between the terminal IF unit 10 and the 15 confidentiality/integrity
processing unit 40. And further, data is also input/output between the
radio communication unit 30 and the gpnfidentiality/integrity processing
unit 40. In Fig. 9, non-transparent data 97 is non-transparent data such
as packet data. Further, transparent data 95, 96 are transparent data

PIRERTS 48¢ hrkah Haeihel drticrpaignaol dhe chatmglareNadaedimeihs

the data, is not changed throughout input to output in any layers qr )
n %%;9%&38 HO'O Y FEr8fe %?%é?&%ﬁe‘ﬂ@é%,f eﬁ%ﬁ- PEREpHRR DIt

ata means the data requires some data processing., s as a format .
A2 B B e B R N A S ey

], ref I t : ' i
eSO 40 e PR RN RE R o
to QEQ%%'SQ@&%HHHMB%%%F%H%@&%Q%‘Pdéﬂ%@”'tfanspafent
data. When SDU and PDU of data at MAC (Media Access Control)

sub-laygrQfdne lry el & atfusamenibedstalis Kanspatent dalas/ABAs@d the
shown in Fig. 9, the transparent data is, for example, speech data which

mSaihhube fiamdferrefitloctide deypiiigl Imumit43 wilhobié drffqiacessing on
the data of the layer 1 input/output by the radio communication unit 30.
On thé wttierrhtinel nilremonstransphano fitha s desaz@mpibe packeidatade
which requires some processing on the data of layer 1. output from the
apratidisgmmidaidgddomdnih8onagizmsmentioneer afolne, théegmioraterification
examples of transparent data 95 and 96 in Fig. 9 are speech data and
unitfréstActad bRy faerateach divided

Fig. 8 shows the case in which the confidentiality processing unit
420 1s provided with multiple encrypting/decrypting units 421. Further, as
shown in the figure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
431.

In Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrity verification unit 431 shown in Fig.
5 are respectively made multiple. In case of Fig. 8, when the encryption
and the decryption are performed using the same function, multiple
encrypting/decrypting units 421 are provided corresponding to multiple
channels. Similarly, when the message authentication code appending and
the integrity verification are performed using the same function, multiple
message authentication code appending/integrity verification units 431 are
provided corresponding to multiple channels. Compared with the case

shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware
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by transport block unit defined between layer 1 and layer 2. These
transparent data divided by transports block unit equal to MACPDU (and
MACSDU), and therefore each data of the transport block unit
corresponds 15 to the confidentiality processing unit. As data kinds such
as speech data are user data which rgmains transparent in the RLC
sub-layers, by implementing ARIB defined MT (Mobile Terminal) - TA

(Tarminal Adaptor), I/F (Figs. 22, 23) as the serial interface for this
reIHGSoPRh G881 SRIBEASAMERSBBESSble to perform 20 confidentiality

' the MA-TAI/F serial f ithout ersion. .

Furthd? & KR ek g o L Ol A ENb A S L2 ity

ibed k t ta for-sianaling. h h i
P A R R o BT RS B Sna

thgqﬁ&%‘?ﬁ%ﬁ@é&éfﬁ%ﬁiﬂt@@geswgfl,ocﬁ@%Wﬁﬁ'ag&iﬁi%g/integrity

performs confidentiality processing and the integrity processing

prosleciMevipn the AaniansRAES M dal INURUERNH RIS iedaditi s unit

communication control unit 20, and at the same time, the

4200afidentidibrdgietyipyrprossissingninit 40, alwayspererms, for example, 5
the confidentiality processing on the transparent data input/output
cohétheaeina thig/iewgraly b rove 4G d thie 48dioctadunenibatiart thit 30. The
confidentiality/integrity processing unit 40 does not perform the integrity
copfodestialtorpireesansgaraitt 42baaifdhberanspnentda ischglesdad80, the
which does not require the confidentiality processing, the radio 10
prespsmohiditiohhesrmasl bap o eraes bivet henadapcraramanbidhiodoesntsel

r,eqéjire the confidentiality processing not input to the
unit 20.

Embodiment 2.

Fig. 9 shows another configuration of the mobile station (MS) 100.

Different from the configuration of Fig. 3, in Fig. 9, data is
input/output between the terminal IF unit 10 and the
confidentiality/integrity processing unit 40. And further, data is also
input/output between the radio communication unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, non-transparent
data 97 is non-transparent data such as packet data. Further, transparent
data 95, 96 are transparent data such as speech data, unrestricted digital
data. Transparent data means the data is not changed throughout input to
output in any layers or sub-layers of the OSI reference layers. Whereas,
the non-transparent data means the data requires some data processing
such as data format conversion through input to output in some layers or
sub-layers of the OSI reference layers. For example, at an RLC (Radio

Link Control) sub-layer of the layer 2, when SDU (Service Data Unit) and
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confidentiality/integrity processing unit 40, but input to the radio
communication control unit 20. Or it is possible to make the transparent
data which does not require the confidentiality processing input to the 15
confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20. Fig. 1.0 shows a

figuration of the confideptiality/integri ing unit 40. 20
R LS b e B G, ThE P ramsparont
fidgniait ing it 460, T ideptialit ing unit 460
R A A T g

sui4R2 SIS IRe3NSPAEhdata Iu amiea Ieanal {4t 16y case

encrypts the input data to output to the radio 25 communication unit 30 as

sHb& H 3RPrYent a9 pAhe thes hand: he33p e ety it 40Rich can

inputs the transparent data 96 from the radio communication unit 30,

baleeryptsithaling uhdata-taiaulplt edhiel@miitib aulitpld @sdhes on the data
transparent data 95. These processes of the confidentiality processing

ofuthie 469ecaré pepiorineg hadsdtbe theloontmalsignala3Sfiamih80F SQunithe
410. The control signal 99 is derived from the control signal 91.

otherdrdinglyhthswonfideapalignprdatssindaricasipperivisthdata which
confidentiality processing based on the control signal issued from the

reGiifEe TEpMURTOsHBH RE ot mid et if Fgend, evdniatdromidhepeadiotput
using the parallel interface through bus. On the other hand, the 10

¢ Au95 3hd 96 are input/output to/from the confidentiality

rocessing unit. 460 through the serial interface. As explained above, Fig.
P gs en%loned arbO e tl?le concrete examples otp transparent dat% 95

and 96 in Fig. 9 are speech data and unrestricted digital data, each divided
by transport block unit defined between layer 1 and layer 2. These
transparent data divided by transports block unit equal to MACPDU (and
MACSDU), and therefore each data of the transport block unit corresponds
to the confidentiality processing unit.

As data kinds such as speech data are user data which remains
transparent in the RLC sub-layers, by implementing ARIB defined MT
(Mobile Terminal) — TA (Tarminal Adaptor) I/F (Figs. 22, 23) as the serial
interface for this transport model, it becomes possible to perform
confidentiality processing on the MA-TA I/F serial formats without any
conversion.

Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.

The confidentiality/integrity processing unit 40 shown in Fig. 9
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10 shows a case in which two systems of input/output interface, that is,
the parallel interface and. the serial interface are provided in the
confidentiality/integrity processing unit 40. 15 Fig. 11 shows a
configuration in which the confidentiality processing unit 460 is added to
the confidentiality/integrity processingsgnit 40 shown in Fig. 7. Itis
effective to have the configuration shown in Fig. 11 when the encrypting

|t or the decr enerates ke mst ORed with the
vy B AL 11&0%81\%%%8@33% S bR mhor
nf t it
eSO R GnR ML A IR AL B RS SIg "
BB (N o8] Tieriace aclies mylinieyed data of

multiple channels. For example, when data of channél 2 is input as serial

cofiff@caftefdatab shapnele kis neHl the £ fipereits, for example,

corresponding to the channel 1 generates a 34 key stream to output to a

theodipiekertAdicthe aredipitngnithie reopspontidgt o itheuthamgl tZbe tween
generates another key stream to output to the multiplexer 481, and the

thmuitipexel 4Bmkiplexds Hresediey etieamsd cintim format 8e sdthe as
the data system of the data 95. The multiplexed 5 key stream and the data
copdilaricel vf thet aeputytnte @5 s X ORetOnjote nOR tiecuit #831Mlegrity
confidentiality processing unit 460 performs the above operations based
ProfainpRdidrarsoarapichitthe déitholtsnaparerudpliadaduilgredata
radio communication control unit 20 By using the _configuration of Fig. 11,

Wiiehadegp BofheeqaiEt dhecendiie W BYAFRS T 8pER&HIGHIN the XOR
co%%ﬁ%?%%ﬁ%‘ :‘f?g’tﬁ‘? ?}ﬁf}ﬁ%ﬁ q&%ﬁ rog%ggggntggtél %v%qgl\{v does not
require the confidentiality processing not input to the
confidentiality/integrity processing unit 40, but input to the radio
communication control unit 20. Or it 1s possible to make the transparent
data which does not require the confidentiality processing input to the
confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.

Fig. 10 shows a configuration of the confidentiality/integrity
processing unit 40.

Different from the configuration shown in Fig. 5, Fig. 10 newly
includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio

communication unit 30 as the transparent data 96. On the other hand, the
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processing unit 420 and the confidentiality processing unit 460 of Fig. 10
are combined into one confidentiality processing unit 470. The
confidentiality processing unit 470 processes both of the data 92 15
input/output through the parallel interface and the data 95, 96 input/output
through the serial interface. The configgntiality processing unit 420 and
the confidentiality processing unit 460 are united into the confidentiality
processing unit 470, so that the hardware resource can be reduced. The
desamfitivainnmy fotasBine khit ATonspiteet daspHrianomhpaadio
transparent 20 data and the process for the non-transparent data based

COFHINBEIHE Wthalbolasarmts theclebit sladig g 91tBuipin Hyntesminal IF
radio. communication control unit. 20. Embodiment 3. Fig. 25 sho .
g O Er A RSB oo (e o RS AT T OB ey

according to.the third embadiment, The Jeft part of Fig. 25 an
DR g S VAN S PIRG L BRI S R B ol R e ¥

w10 p.“*i‘%@@@ﬁﬁ‘&'%i%ﬁ% d@?&i&gﬁ%&&’ﬁo@ﬁffﬂ{%’&%}é‘? 1':395&51’ §19.

contains a random number sequence memory ( or temporarily

AGIBHIG ATAPKom ARADES S8V 9REER JRBEIA LY LpGlAY (B dor data

confidentiality processing. The random number sequence memory

coRBRIAHSM P[RS BSIABAMR IR ER SeaHARE S GRAEHAIRAOYHHR the radio
function f8 for data confidentiality processing. Namely, as soon as

colfpruidtianiéor gsneciting tmrandoMaunibehsaiiense is dbpainedrphe

function f8 for data confidentiality processing starts generation of the 10
ugangtme pamiibrl seqersice ahcboaglpbissthe Gantlenohbmbleasdgtience to

the random number sequence memory. The random number sequence
tramenergnt data 95 and 96 are input/output to/from the confidentiality
processing unit 460 through the serial interface. As explained above, Fig.
10 shows a case in which two systems of input/output interface, that is, the
parallel interface and the serial interface are provided in the
confidentiality/integrity processing unit 40.

Fig. 11 shows a configuration in which the confidentiality processing
unit 460 is added to the confidentiality/integrity processing unit 40 shown in
Fig. 7. It is effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.

As shown in Fig. 11, the transparent data 95 and 96 are
input/output from/to the confidentiality processing unit 460 through the
serial interface, and further, the serial data which is input/output through
the serial interface includes multiplexed data of multiple channels. For

example, when data of channel 2 is input as serial data after data of channel

1 is input, the encrypting unit 1 corresponding to the channel 1 generates a
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temporarily stores the random number sequence until a message
(plaintext) is received, and outputs the random number sequence being
stored synchronously with inputting the message (plaintext). 15 On the
other hand, in case of decryption, as soon as information for generating
the random number sequence is obtagaed, the function f8 for data
confidentiality processing starts generation of the random number

sequence and %u'{ﬂuts the ra}nd m nu r%eqeuence Ico the random
kex stream to oun% {0 a mu 1‘|1R exer , the encr 1nr%umt
umber sequence memory. The random’number s Bue € memory

co%%%%%ﬂ)&g | 52905&59%&%{ gl QQE{Q% %%‘E%é’%@a{ﬁ?%é fiput o

received, and outputs the random numbpber sequence

thB3ThegfSleress hisd BRIRTIMITNR:L SEHDGE [PRVOM RXBENEOPASNM m s

with inputting the ciphertext data. As described above, the features of the

in@NESYRINOBP RIS SHRWAaES &y dbenlefifpad ahkigo8S aregenalaineseld
the random number sequence 36 using the function f8 for data

kegostiidantialityl precéasingegnd@synfhrenoisuioferation afdEomsbagethe
and the random number sequence. Namely, the function f8 for data

X @BnfidenttatifiBprotessing jeeetatbisithe saasmgnumbdit S pgunceddiere
the operation of the plaintext data and the random number 5 sequence

abane previvuslysshorsslthe teherarawrarsionh ddmbensbyibaceiHriieignal
random number sequence memory. The features of decrypting apparatus

9 s ipr Ao ry Bhp AR dP RIS REAGENR FARSK B Wid 7dbm RuikBERe the

coRBIEFHABL Qhrakloh SFEh et S0P A Gt (BB BB
o R S TSR BSEEH Mo

Fig. 13 shows another configuration in which the confidentiality
processing unit 420 and the confidentiality processing unit 460 of Fig. 10 are
combined into one confidentiality processing unit 470.

The confidentiality processing unit 470 processes both of the data 92
input/output through the parallel interface and the data 95, 96 input/output
through the serial interface. The confidentiality processing unit 420 and
the confidentiality processing unit 460 are united into the confidentiality
processing unit 470, so that the hardware resource can be reduced. The
confidentiality processing unit 470 switches the process for the transparent
data and the process for the non-transparent data based on the control
signal 99, namely, the control signal 91 output from the radio
communication control unit 20.

Embodiment 3.
Fig. 25 shows encrypting and decrypting methods for a

confidentiality processing unit according to the third embodiment. The left
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the input of the ciphertext data and previously stores the generated
random number sequence in the random number sequence memory. The
encrypting apparatus and the decrypting apparatus shown in. 15 Fig. 25
perform, for example, encryption/decryption of OFB (output feedback)
mode, one of available modes for blogl cipher defined by I1SO/IEC10116.
Or, a variation of the OFB mode can be used. Or, any mode can be used
as long as a random number sequence can be generated without

PaBfaftEXe daPashossaHERCBERAHONR BT biscel ttheataprngite.  The

. apparatus and the decrypting apparatus shown in Fig. 25 generate a .
1 ﬁé)&ﬁtrﬂfi:ﬁ]b%r%%& BREAN S AHCRaIR T Bk XSG Bt

data, a.mode in whi b : ted b
e P e el pE i AN e ps eauence
' dthed i tus sh in Fig. 25. 25
YDA SN SEVRLL S SRRA R SHONE] Dot o,

gelfedaiRVBIFY FRARGIEANBE WQE?@&%@MI@&N&%@QHQ P AAR dom

and data consisting of characters are plaintext data. Voice data, image

n ke LocoRR A3 eV RSHRY 13131 S16s AR RIZHUBHKE Sl FdhR¥ (@énce

to be encrypted. 5 The chipertext data means encrypted data. The

gedReHRIE M daleisu sitheiteX o bategasdieds il dHty iovsatalibe ddtanely, as
before encryption such as text data, character data, voice data, image

sodatasendorhngtitaidfocqrapeeasackddta, retad 6ig. ;2@nshewsegméntegiisyobtained,
processing method performed by an 10 integrity processing unit
thadzordinentédHertdaticeenbbdiemsmlibifferece seang Fignr16 geie2disn of the
provided with a data memory
random number sequence and outputs the random number sequence to the
random number sequence memory. The random number sequence memory
temporarily stores the random number sequence until a message (plaintext)
1s received, and outputs the random number sequence being stored
synchronously with inputting the message (plaintext).

On the other hand, in case of decryption, as soon as information for
generating the random number sequence is obtained, the function {8 for
data confidentiality processing starts generation of the random number
sequence and outputs the random number sequence to the random number
sequence memory. The random number sequence memory temporarily
stores the random number sequence until a message (plaintext) is received,
and outputs the random number sequence which has been stored in the
random number sequence memory synchronously with inputting the
ciphertext data.

As described above, the features of the encrypting apparatus shown

in the left part of Fig. 25 are generation of the random number sequence



10

15

20

25

(buffer) at a previous stage of the function f9 for data integrity processing.
The data memory inputs and stores X (X >_ 2) pieces of data and data of
X control signals. The function f9 for data integrity processing inputs the X
15 pieces of data and the data of X control signals stored in the data
memory, generates X message autheggtication codes, and outputs the X
message authentication codes together. In case a message
authentication key (integrity key, &) is shared with the X pieces of gata,
U e duget %1 %l‘fl {l FRER BEiRpaEest R feighronous

f tion f data integrit [ h in Fig. 26 wit t stori

orbEEHER A e pIpes e AiInE 2S TG SR
i icati ) differs for:

REFSEES AR ) 18I0 o i NNSESA b

seQIeh AR Qf-EAME IRl £ G E PRI KRG B S PIARISS,986m number

confidentiality processing unit 38 and an integrity processing unit shown
selpleide2andlbbessnlainsehrefetiag:dadheriguiesdbif A lhewsed tRdi: in
communication control unit 20 and a confidentiality/integrity processing
thenih Ad @ecatdifigeiosthaliice membegiment. The configuration except the
following is the same with the mobile station 100 shown in Fig. 9 of the
secon@Tkenfeadiment fdifergpt poinis frormt tikeshecandrethlead whe ntanil | didig.
explained referring to Fig. 27. A CPU 29 is provided inside the radio
2 enengemiesaionrcoh rolau b 20 n Ut hgide dne o fidengi kit futegpion 18 for
processing unit 40, a confidentiality processing unit 420 havin% a parallel
dqﬁ@e@fgg‘é@%@ﬂmycmﬁm@ﬁﬁgg@n asynchronous operation of the ciphertext

data and the random number sequence. Namely, the function {8 for data

confidentiality processing generates the random number sequence before

the input of the ciphertext data and previously stores the generated random
number sequence in the random number sequence memory.

The encrypting apparatus and the decrypting apparatus shown in
Fig. 25 perform, for example, encryption/decryption of OFB (output
feedback) mode, one of available modes for block cipher defined by
ISO/TEC10116. Or, a variation of the OFB mode can be used. Or, any
mode can be used as long as a random number sequence can be generated
without plaintext data or ciphertext data. However, since the encrypting
apparatus and the decrypting apparatus shown in Fig. 25 generate a
random number sequence in advance without plaintext data or ciphertext
data, a mode in which a random number sequence is generated by inputting
plaintext data or ciphertext data cannot be employed for the encrypting
apparatus and the decrypting apparatus shown in Fig. 25.

Here, the plaintext data means data to be encrypted and is not
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processing unit 460 having a serial interface, and an integrity processing

unit 430. The confidentiality processing unit 420 includes an encrypting

unit 422 and a decrypting unit 423. The confidentiality processing unit 460

15 includes an encrypting unit 462 and a decrypting unit 463. The integrity

processing unit 430 includes a messa e authentication code appending

unit 432 and an integrity verification unit 433. The radio communication

control unit 20 and the confidentiality/integrity processing unit 40 are
liwaterbttediafitivhiobsc00. ithecbdsoa Oruttheachs therGRIZRY iffsidexhaple,

radio 20 communication control unit 20, the confidentiality processing unit
teKQd,atﬁiea@dﬂ@%ﬁ@ﬂ@%ﬁ@@e@%ﬂ@%ﬂ%@%Ekﬁ@ﬁ?ﬁégifﬂt%oméam,
. unit 430 inside the cqonfidentiality/integrity processing unit 40, and the hus
1%%%%&“&%&1%&%?&&%&2@&?&%21%% BtReARMBLGR thth Ik if they

CPU 29 controls an entire processing of the radio communication control
gt RS 5398 PE&ing and executing programs stored in the recording

medium, such. as 39 Read Only Memory. The bus 90 js,a bus for general .
o i OB RO O B i IO s

cigflg <§J&e.d & @%Qz&&@%ﬁﬁ%ﬁ%ﬁﬁﬁ%ﬂﬂﬁ %lglt‘,@ge%%e egg%ﬂgﬁ)%ﬁ%n such

onfidentiality/integrity processing unit 40. 5 Fig. 28 shows in

aSNSVRING WHEf2 and 4bs, decesing: nibaeat e resiidentalty

processing unit 420. The encrypting unit 422 includes an encryptor 610, a
comfies £, Bd, acXOR unit 630. The decrypting unit 423 includes a
decryptor 611, a buffer 621, and an XOR unit 631. The encryptor 610

correspogdscthadwduicinte fSifor pasacceitigentdhitdprockssingl dfstham
sender's side shown in Fig. 25. The buffer 620 corresponds the random
inegivgr segueentegmentorycording to the third embodiment.

Different from Fig. 16, Fig. 26 is provided with a data memory
(buffer) at a previous stage of the function f9 for data integrity processing.
The data memory inputs and stores X (X > 2) pieces of data and data of X
control signals. The function f9 for data integrity processing inputs the X
pieces of data and the data of X control signals stored in the data memory,
generates X message authentication codes, and outputs the X message
authentication codes together.

In case a message authentication key (integrity key, IK) is shared
with the X pieces of data, the message authentication key (IK) can be input
directly to the function f9 for data integrity processing as shown in Fig. 26
without storing the message authentication key (IK) in the data memory.
When the message authentication key (IK) differs for each data, the
message authentication key should be stored in the data memory together

with other data of control signal.

Hereinafter, concrete examples of a confidentiality processing unit
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of the sender's side shown in Fig. 25. Here, a FIFO memory is employed

for the buffer 620. The XOR unit 630 performs, for example, XOR

operations of parallel data of 64 bits simultaneously. The dncryptor 611 15

corresponds the function f8 for data confidentiality processing of the

receiver's side shown in Fig. 25. The Qyffer 621 corresponds the random

number sequence memory of the receiver's side shown in Fig. 25. The

XOR unit 631 performs, for example, XOR operations of parallel data of
argihitsrde ghigys pmedrne 2 0ihe leowiideniagty2ireodkbmg-ua e irgletsing

the control signal 91 from the CPU 29 through the bus 90. At this time,
tombmfmww 950 has not been input yet. The CPU 29 knows the control

signal 91 in advance and._is able to transfer the control signal 91 to the
confidEifiahty rovesairgdinsenve weisriiencion rolperte’t aidetring

the plaintext data 950. The 25 control signal 91 includes at least an
OB R Ly R R TAEr T L S O dther
o ﬂi)% CI:nKe, a%bit length of data to be encrypted/decrypted (LENGTH, the bit
nfleng R 356 bits in case of Fig. 28), an up/down link (DIRECTION), a

Count%ﬁg%é%?i el Adegieshenanngliilenitat GRARER: dlfmobile

encryption K), the bit length o encrypted/decrypte

sttENG DOk B HRd MR ik BIREC T AN IS SRUAIE A E N pEin B om

the logic channel identifier (BEARER) are input to the encrypting unit 422

ther 86 Haceviingi iiih 4 3 BHa 6Rp1LEehsWnal&edner tamtherrontrol signal
601. On inputting the control signal 600, the encryptor 610 starts

generAthpE pniopr swidde issidearireraddootspuishec difoiandatnol unit 20.
number sequence to the buffer 621. Here it is assumed that the encryptor

Intidegdrecatdsdimetiahdphimbegntisrsequencs hynbtl 4t anibrfidentiality
processing unit 420 having a parallel interface, another confidentiality
processing unit 460 having a serial interface, and an integrity processing
unit 430. The confidentiality processing unit 420 includes an encrypting
unit 422 and a decrypting unit 423. The confidentiality processing unit 460
includes an encrypting unit 462 and a decrypting unit 463. The integrity
processing unit 430 includes a message authentication code appending unit
432 and an integrity verification unit 433. The radio communication
control unit 20 and the confidentiality/integrity processing unit 40 are
connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
communication control unit 20, the confidentiality processing unit 420, the
confidentiality processing unit 460, and the integrity processing unit 430
inside the confidentiality/integrity processing unit 40, and the bus 90
transfers a control signal 91, data 92 and other kinds of data. The CPU 29
controls an entire processing of the radio communication control unit 20 by

reading and executing programs stored in the recording medium such as
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this case, the random number sequence of 64-bit unit is output from the
encryptor 610 and temporarily stored in the buffer 620. As described
above, when the bit length of the data to be encrypted. (LENGTH) is 256
bits, the 15 encryptor 610 generates four random number sequences of
64 bits and composes a random nungber sequence having enough length
(64 bits x 4) suitable for the bit length of the data to be encrypted (256

bi Fig..28 shows ase in which the bpiffer 620 stores four random
ReAOIPeRaRne TR ES Fae e SIS St akete,

ot 08 PR SPIA SO0 5 16, ALISSER A6, o SISO

encrypting unit 422 throug en the XOR, unit 630 inputs
cotitf RiRt e etk 8ef Q}ﬁ%@i&d&“%&%ﬁﬁﬁ%@?ﬁﬁgﬂ%&@ﬁ QR Sing

the random number sequence 650 of 64 bits. The XOR unit 630 performs
unXQi] operations of the plaintext 25 data 950 and the random number
sequence 650 by 64-bit unit at the same 41 time and generates the

ciphefex! datahdesahtdebitd. thaccaiphgrtexg daiat 980 isndtlioeddoytheing
CPU 29. An operation of the decrypting unit 423 is the same as the one of
unittet Zhofyidtingonditi4 A2 adioeptdbatthezimpat d2he XOR unit 631 is the 5
ciphertext data 960 and the output is the plaintext data 950, and its
expladdtioanitybélngitad Aerelphede RIUSIGID ool &lwdysifen ®iPdy and
to input the plaintext data 950 after generating four random number
ans%&),%m% ingl DS elBRLYBLEE UBikALE 20Cchitene Ao TRips 83 ban

art XOR operatign when_ at least gne 10 random number sequence of 64

bubifd i€ %storRflid the BEBPEZ In thie SR REYehEPARBRSRIRIRAREM
furqgt%t%le%Ss ?&ugggae gg’n&?&e%%ﬂ%zog)r@(}c%gsqgg of the sender’s side shown in
Fig. 25. The buffer 620 corresponds the random number sequence memory
of the sender’s side shown in Fig. 25. Here, a FIFO memory is employed
for the buffer 620. The XOR unit 630 performs, for example, XOR
operations of parallel data of 64 bits simultaneously. The decryptor 611
corresponds the function f8 for data confidentiality processing of the
receiver’s side shown in Fig. 25. The buffer 621 corresponds the random
number sequence memory of the receiver’s side shown in Fig. 25. The XOR
unit 631 performs, for example, XOR operations of parallel data of 64 bits at
the same time.

The confidentiality processing unit 420 inputs the control signal 91
from the CPU 29 through the bus 90. At this time, plaintext data 950 has
not been input yet. The CPU 29 knows the control signal 91 in advance
and is able to transfer the control signal 91 to the confidentiality processing
unit 420 from the CPU 29 before transferring the plaintext data 950. The

control signal 91 includes at least an encryption key (cipher key, CK), and
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the XOR operation by the XOR unit 630 are performed parallelly and
simultaneously. While the XOR unit 630 performs the XOR operation of
the plaintext data 950, the encryptor 610 inputs a next control signal 600,
15 generates the random number sequence for the plaintext data 950
which will be input next, and stores thg random number sequence in
advance for the next plaintext data in the buffer 620. In this way, prior to
the input of the plaintext data 950 from the CPU 29, the encrypting unit

fupthe yravidiis g <ieradanetheaddnm b ar byolesglb it tmbodsifer 620.

A dingly, th ' iting t for th tion in the XOR unit,.
o BRI T S BN Lslone spenien 0 1e KO Uik )
d ti f in the d i [ 3. As, for.th
o R ORI, e R s W ne
. t itSi fth 2 tput
AR S LGOI RSN S

enEHVBLA/ALSEAIER BRI TRAX UM YRING R 11IR i [#EE T ERY G ) of

thé data to be encrypted/decrypted specified within this system. For

cof¥REMleOUhero) 38 Ph TR L3O ERAMRUINPRLSHHME(BE ARERY BFOTput to
the encryptor 610 or the decryptor 611 is 64 bits and the maximum value

thefdherbit tangimit NS dHriiaf thedaiei ik htmienagried/deanypled i 51840 or
bits, it is desirable that the capacity of the buffer 620 or the buffer 621 is

anedhal tooat greaten &) 51 2@ hits (G4t 189 . Heurthendhei MR GO0 6B&

performs XOR operations of, for example, 10 64 bits; however, parallel
enday® tfrofié) Hitsizesnehadsn@abimslon2 3 biisbensdspiproeessddhutputs the
random number sequence to the buffer 621. Here it is assumed that the
encryptor 610 generates the random number sequence by 64-bit unit. In
this case, the random number sequence of 64-bit unit is output from the
encryptor 610 and temporarily stored in the buffer 620. As described above,
when the bit length of the data to be encrypted (LENGTH) is 256 bits, the
encryptor 610 generates four random number sequences of 64 bits and
composes a random number sequence having enough length (64 bits x 4)
suitable for the bit length of the data to be encrypted (256 bits).

Fig. 28 shows a case in which the buffer 620 stores four random
number sequences having 64 bits.

Subsequently, the CPU 29 transfers the plaintext data 950 having a
bit length of 256 bits by 64-bit unit to the encrypting unit 422 through the
bus 90. When the XOR unit 630 inputs the plaintext data 950 by 64-bit
unit, the buffer 620 sequentially outputs the random number sequence 650

of 64 bits. The XOR unit 630 performs XOR operations of the plaintext

data 950 and the random number sequence 650 by 64-bit unit at the same
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It has been discussed that the unit size of the random number sequence
output by the encryptor 610 or the decryptor 611 is 64 bits; however, the
unit size of the random number sequence can vary such as 32 15 bits,
128 bits, etc. It is not always required that the unit size of the random
number sequence output from the engryptor 610 or the decryptor 611, the
read/write size of the buffer 620 or 621, and the bit size of the parallel

. data of the XOR unit 631 are the same Fi .shows.another
i P ORE D SR A BB oL Dl T S Bt
9 (lncesfn g@i% 4 Oé %gJE{ from Fig. 28, the XOR unit 630 and the XOR

unit 631 are ho place e confidentiality processing unit 420 but in the

racio SAMPUNERICISANIALIYL A0 NG 967020 AT CRIZD of che

reads om number seq s many as plural 43 sequences

erfOgRIHer (Anitheslaintext data OeR:Mp b ehulex 629 thirust: the hus 90

and supplies the random number sequences to the XOR unit 630. In the

cipleRenit £30, 960 YR hetvegiuihes Rladntexiviata Wl 296 then@rgom

number sequence 650 is performed to generate the ciphertext data 5
exPbn Siivikawyllibdhent@RIunit631, the random number sequence 651 is
read from the buffer 621 by the CPU 29 through the bus 90, the XOR
operafideiXpdtfomted3Riils thet cipmestextdaiacdbty amputhehelaimextadtidata
950 is output. 10 In case of Fig. 29, the operation is such simple that the
950RfiteD geawdre tinerEmiiora ndemh aruahes rea womseR dlUBge2Es hitghia the

laintext
bu%fer 620, but the XOR unit 630 can start XOR operation when at least one

random number sequence of 64 bits is stored in the buffer 620. In this case,
the generation of the random number sequence by the encryptor 610 and
the XOR operation by the XOR unit 630 are performed parallelly and
simultaneously. While the XOR unit 630 performs the XOR operation of
the plaintext data 950, the encryptor 610 inputs a next control signal 600,
generates the random number sequence for the plaintext data 950 which
will be input next, and stores the random number sequence in advance for
the next plaintext data in the buffer 620.

In this way, prior to the input of the plaintext data 950 from the
CPU 29, the encrypting unit 422 previously stores the random number
sequence in the buffer 620. Accordingly, there is no waiting time for the
operation in the XOR unit, which enables a high-speed encryption.
Similarly, a high-speed decryption can be performed in the decrypting unit
423.

As for the capacity of the buffer 620 or the buffer 621, it is enough to

be equal to or greater than the unit size of the random number sequence
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data 950 and the ciphertext data 960 do not have to be sent/returned
through the bus 90. Therefore, compared with the configuration of Fig. 28,
the amount of data that passes the bus 90 can be reduced to equal to or
less 15 than a half. Further, the waiting time to use the bus 90 can be
reduced. Yet further, it is possible to ¢diminate the competition to use the
bus 90. In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR

nit, 631 can be impleme by, hardware, .software, or a combination of

o A R D S h A e bte

to RRCLYRURG Rt 462 andihe dReryRing.Lni 4638.0f Seeicontidaniiality

processing unit 460 having a serial interface. Different from Fig. 28, an

(LERBvR) 682nwhishaPes TEnas theptQiRian ;ﬁ@%@@@@ﬂ@a GRteneh i is
provided instead of the XOR unit 630 25 which performs the XOR

sy ofemtiopsf daralidledatahd nehirihes oA REQR 1ido it 838 s¥hieRuence
performs the XOR operation of serial data of 1 bit is provided instead of

oullpiX Q& nic68d crhiehop ttade s Heed¥QiRpobp@dllek dtdits dhd KGR
unit 632, the transparent data 95 is input, the XOR operation with the

m aamoiermnuihises Segu bt 650HS bERSARED oérihibydatd titband the 5
encrypted transparent data 96 is output. On the other hand, in the XOR

engnirded/dreripbrshirdhtidbbatepifsimgesithblx Orebpbeatepagitly gicthe
random number sequence 651 is performed serially by 1 bit, and

C na the
budfearfiR@ @trrpaieer Gatiss madiouer aieadeotg éé?%lFar%érﬁ 80).
numbey seguence i viously_10 generat d stored.in the_ buffer 620
and tHEBUHE é%f,%ﬁmweg#anﬁ?f%éeg@ REEA R SOIR THAEPLe
646&%8&,1%%%1&%(8 ];Ballj"gﬁgls gélta of other bit size such as 32 bits or 128 bits

can be processed.

It has been discussed that the unit size of the random number
sequence output by the encryptor 610 or the decryptor 611 is 64 bits;
however, the unit size of the random number sequence can vary such as 32
bits, 128 bits, etc.

It is not always required that the unit size of the random number
sequence output from the encryptor 610 or the decryptor 611, the read/write
size of the buffer 620 or 621, and the bit size of the parallel data of the XOR
unit 631 are the same.

Fig. 29 shows another example of the radio communication control
unit 20 and the confidentiality processing unit 420.

Different from Fig. 28, the XOR unit 630 and the XOR unit 631 are
not placed in the confidentiality processing unit 420 but in the radio
communication control unit 20 in case of Fig. 29.

The CPU 29 reads the random number sequence (as many as plural
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which enables a high-speed XOR operation. In case of Fig. 30, the XOR
unit 632 and the XOR unit 633 also can be implemented by hardware,
software, or a combination of the hardware 15 and software. Further, the
XOR unit 632 and the XOR unit 633 can be located outside the
confidentiality processing unit 460. Fig,.31 is a detailed diagram showing
the message authentication code appending unit 432 and the integrity
verification unit 433 of the 20 integrity processing unit 430. The message
sequgrsstictanteodden pendilgnisxdatias Pio\fde tithlaubieif<iBbthugh
messz;?e authentication code generator 670, and a messagg

thg hyentfeamshsaud i pbsdaslon Thenhaigsra venmeatert bp X QBsugit 630.
provigeg with a buffer 66}, a message ?ﬁé‘lenticaﬁon code generator 25

Ingthe AtFahitdyitly MsincBSLIFREbhe PoBI SRR atButR) 884 the 45
FIEFO memaries. The buffer_660 and.the byffer 661 correspond to the da
R PR S Lo SRR Bl b P gt
Ei e message authentication code generator 671 correspond to the
unction f9 for data integrity processing in Fig. 26. The message

authensieafiom code AR RIS, R8P PEDYS AR MSRSAGR AUNRIIGRNER 1 is

code to the dafa. The integrity verifier 681 compares the message

re@dIRRIHICAHION ¢ BEE 62GeiethdTOPTNSERARTSESIdR Atk the, MESSAIR

authentication code generated at the receiver's side, and if they match,

opntegiifypvefiiel &8 lvvaiiths tehireattl afatmrsdata d hénpTignBdxtiRita
CPU 29 sends four pieces of data 92, which require integrity verification,

936gettretiiatthe message authentication code

In case of Fig. 29, the operation is such simple that the CPU 29
reads the random number sequence from the buffer 620, and the plaintext
data 950 and the ciphertext data 960 do not have to be sent/returned
through the bus 90. Therefore, compared with the configuration of Fig. 28,
the amount of data that passes the bus 90 can be reduced to equal to or less
than a half. Further, the waiting time to use the bus 90 can be reduced.
Yet further, it is possible to eliminate the competition to use the bus 90.

In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR unit
631 can be implemented by hardware, software, or a combination of the
hardware and software.

Fig. 30 1s a detailed diagram showing the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interface.

Different from Fig. 28, an XOR unit 632 which performs the XOR

operation of serial data of 1 bit is provided instead of the XOR unit 630

which performs the XOR operation of parallel data. And further, an XOR
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appending unit 432. The CPU 29 also sends four control signals 91
together corresponding to the four pieces of data 92, which require
integrity verification. The control signal 91 includes at least a message 15
authentication key (IK), and further an up/down link (DIRECTION), a
counter (COUNT-C), and a random nygmber (FRESH) generated for each
user. The CPU 29 transfers at least the up/down. link (DIRECTION), the
counter (COUNT-C), and the random number (FRESH) ggnerated for

wdh 633, v e fumes 8o 2O ThorerrtirRigharvboakspbidmorrevided
 f 0 pi data, henticatian k f
ins e A B L A R S eh by ARG by 1o

[ fd b f h ffer 660, and h . )
thB'SGR Aaf 53, %I%arll(ns:%/g({i%c{ t(?atc c 1se}rnguﬁ, Mwe %@?égératlon with

message aut ertication IS a TIXed value common our

thBi?&ﬁgﬁ%%%% %l%ecg%&% é&@ﬁ%ﬂ&%%%ﬁys@'ﬁ)aﬁfﬁ;ﬁ?tﬁiﬁe&t@ %

store ut can 25 be directly input to the message

enRIROHCRUCR SRASIRRRIATY R/Oudfut! NP RHElR8RL /4 L£38 PRe XOR

transferred through the control signal line of the bus 90 as the control

wiSig88BasEAtsa K hbedt angiewed dhigual) tie XlaR signaltiog afithethds

90 as the data. The four control signals 91 can be sent together with the
ratodisipiecas ot ate andcal 86 Taw the-famh &dsepdedielybyThé oy ffad 66

inputs and stores the four pieces of data and the four control signals
detogygttvat thiarep thatthd C2 OB wanpfers the four pieces of data or the

four control signals together means that four pieces of data or four control

signalbrare seapistBiged byt b eardisie ninsthaatispaudeceinahee vigdher"

means "by a single instruction” or "treating plural 10 th;%gi together as a
gepinteActnd shoatslyn the ndiesihe @H%FIZ@ hu#fes £ohl procdiridranit

can be reduced. as a result of an execution of the singje
waiting time 1s eliminated in the %)é) unit 632 and %Le XOR unit 633,

which enables a high-speed XOR operation.

In case of Fig. 30, the XOR unit 632 and the XOR unit 633 also can
be implemented by hardware, software, or a combination of the hardware
and software.

Further, the XOR unit 632 and the XOR unit 633 can be located
outside the confidentiality processing unit 460.

Fig. 31 is a detailed diagram showing the message authentication
code appending unit 432 and the integrity verification unit 433 of the
integrity processing unit 430.

The message authentication code appending unit 432 is provided
with a buffer 660, a message authentication code generator 670, and a
message authentication code appender 680. The integrity verification unit
433 is provided with a buffer 661, a message authentication code generator

671, and an integrity verifier 681. The buffer 660 and the buffer 661 are
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instruction. Further, the number of transfers which pass through the bus

90 or each transmission line (not illustrated) can be reduced as a result of

a transfer or an input/output by "treating plural things together as a group,
15 not separately.” The buffer 660 makes the correspondence between

the data and the control signal and stpges it as correspondence data. The
message authentication code generator 670 inputs the correspondence
data and generates the message authentication code of the data based

FirXheeontreis20 dihaduifae aédssadethathuftcioh codespomstamtlsydata

generates four message authentication codes from the four pieces of

MEBEIBhHEhcEdatd NESRESaFe detERftEaERPD Sale geapinrefl Gaad

G i B SR A P 6 G5 RAGRINE T AR i 19
tor 670 t f thenticati d

fof T S AR S AT FaBeete AT BT Ao KeRE b dee

ap %%889%%3‘?)5%}96%8&%%%5%%%%‘1&“5@ IaN80, £RAES R the Jﬁg 'rg%%:‘;sé@ﬁe

ata, respecti , and transfers them by one instruction of t

inf2 EASS OLINRUINGETRURRIaEES Al JABNAVRY aBRRIERN. dBe eceived

message authentication code appending unit 432 returns the data having

fré2 @3 Duddeitss 1o Hheaa R Witn@sstig allier hianda thsnintemribe Merficadion the

unit 433 inputs the four pieces of data with the message authentication
recoties apnaoded dagetgr mbhehnteerityteetifisatiori isit 688 epifis aldee

four control signals 91 10 together. As discussed above, the message
inaegrantichtiba &eya(lK) can be stored in the buffer 661 or can be directly

input to the message

In Fig. 31, the CPU 29 sends four pieces of data 92, which require

integrity verification, together to the message authentication code
appending unit 432. The CPU 29 also sends four control signals 91
together corresponding to the four pieces of data 92, which require integrity
verification. The control signal 91 includes at least a message
authentication key (IK), and further an up/down link (DIRECTION), a
counter (COUNT-C), and a random number (FRESH) generated for each
user. The CPU 29 transfers at least the up/down link (DIRECTION), the
counter (COUNT-C), and the random number (FRESH) generated for each
user to the buffer 660 as the control signal 91 corresponding to the four
pieces of data. As for the message authentication key (IK), four respective
message authentication keys (IK) corresponding to the four pieces of data
can be transferred to the buffer 660, and when the message authentication
key (IK) is a fixed value common to the four pieces of data, the message

authentication key (IK) does not need to be stored in the buffer 660 but can

be directly input to the message authentication code generator 670.
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authentication code generator 671. The buffer 661 makes the
correspondence of the four pieces of data and stores it as
correspondence data. The message authentication code 15 generator
671 reads the four pieces of correspondence data stored in the buffer 661
and generates four message authentiggtion codes using the same
algorithm as the message authentication code generator 670 at the
sender's side. The integrity verifier 681 compares the four message

authentilRa R tedldg aplpahdad lretkeampisrtsdr heeash thateoatrolhdgnal

. four message 20 authentication codes generated by the message
1 e R ot AR SHN TSR e, il edl throueh

eHISSH el 081, oendh, 2 Sonense shawna g noral tauy sce e

Integr een ver e mtegrl?y ve

caJRIR %%%%@Q%Qtﬁ%rf %%Hig@&%ﬁffﬁ%&%@‘@g%%?é%'%ﬁ‘é@t%gﬁs %?#ént

message authentication s having ength S'X 4),

sdpSrRerity PREGRIRGee 5,18 AIRFRANSE Pheltbilfedldiie &RY 294 the

hile conventionally plural pieces of data are respectively transferred to

foledHR9bILY: REOSRSEIBE WAl 43P &remthe @RUMBUIDgasa @ rdig +BL faur

pieces of data can be transferred together, which improves 5 utilization

pietiigiericlnoh the thusfoQr Mamealy saonailing tienR«f thednstBa tdanbpieces of
reduced, and a competition to use the bus 90 can be also reduced. Fig.

d &k sirdwsacoaseoinsighiahsfaue piecedafrddthyaomtr ansferfediiogethaipn.

however, the number of pieces of data is not limited to four. Further, the
Hevenbaftef,pitagas o¢ danacivas thy buferatantsidiic oot liemitéde 10ng foural

as well. The bit length of the data is not limited to 256 bits, for example,
things together as a group, not separately.” The load of the CPU 29 and
each processing unit can be reduced as a result of an execution of the single
instruction. Further, the number of transfers which pass through the bus
90 or each transmission line (not illustrated) can be reduced as a result of a
transfer or an input/output by “treating plural things together as a group,
not separately.”

The buffer 660 makes the correspondence between the data and the
control signal and stores it as correspondence data. The message
authentication code generator 670 inputs the correspondence data and
generates the message authentication code of the data based on the control
signal. The message authentication code generator 670 generates four
message authentication codes from the four pieces of correspondence data
using a predetermined algorithm, respectively, and outputs the four
message authentication codes to the message authentication code appender

680 together. The message authentication code generator 670 generates

four message authentication codes having 32-bit length each. The message
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bit length can be 512 bits or 5114 bits. The capacity of the buffers 660 and
661 is enough for storing data if it is at least twice as a total bit length of
the bit length of data and the bit length of control signal; that is, the 15
capacity of the buffers is enough when the buffer can store at least two
pieces of correspondence data. For example, when the maximum value of
the bit length of data which can be specified within this system is 5114
bits, it is preferable that the capacity of the buffers 660 and 661 is at least
aythentigptiongedstaphgdst th8 Cartondiyths forr mgssepreputieatication
ﬁshows another example of the radio. communication control unit 20
CORRE fﬁethﬁé%ﬂ%"ypb%@é G Ghit aReCrie Waguhy rroebesiig emby sme
. shown.in Fig, 32 j message authentication code generating units
mz?&ﬁ“ﬁﬂ&%ﬁ?é%@}%ﬂ?f%m Fig. 31, in Fig. 32 the message authentication

code 25 PREIYISI SRR ANCHNG Iieaty verle o8t ore Beyclidenin,

the integrity processing uni ced’in 0 comm

m%%@é{é’é Uil igh +1B505% Qe %p%%ﬁﬁﬁl@ﬁ)}S@Q% Q%@L‘?ﬂt}lﬁ@g %ﬁf having

generator 670 transfers four message ‘authentication co

(omessapeamiRenticrtienpqodey appender 680 by one transfer instruction
issued from the CPU 29. On the 5 other hand, the message authentication

code gonafiéasthél Kandfersdautcauthentieationradasio 438 mpaitthe four
verifier 681 by one transfer instruction issued from the CPU 29. In case of

pikeigs3E dheaawiolinttef nrtestraasfatlod b dusDAdiem 4pg endséaggether.
authentication code generator 670 to the message authentication 10 code
Thepeteion §80ds S2atisxuhiF Uidem pveaalsu fiv of date trdnsfaradf g
bus 90 from the message authentication code generator 671 is also 32
together. As discussed above, the message authentication key (IK) can be
stored in the buffer 661 or can be directly input to the message
authentication code generator 671.

The buffer 661 makes the correspondence of the four pieces of data
and stores it as correspondence data. The message authentication code
generator 671 reads the four pieces of correspondence data stored in the
buffer 661 and generates four message authentication codes using the same
algorithm as the message authentication code generator 670 at the sender’s
side. The integrity verifier 681 compares the four message authentication
codes appended to the input four pieces of data and the four message
authentication codes generated by the message authentication code
generator 671, respectively. If they match, the integrity verifier 681 sends
a response showing a normal status, since the integrity has been verified.

When the integrity verification unit 433 inputs data consisting of

four pieces of data having 256-bit length and four message authentication

codes having 32-bit length ((256+3)bits X 4), the integrity verifier 681 sends
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bits x 4. The amount of data transfer from the integrity processing unit 430
to the radio communication control unit 20 shown in Fig. 32 can be greatly
15 reduced compared with the amount of data returning transfer in case of
Fig. 31, since the message authentication code generator 670 does not
need to return data to the message awghentication code appender 680. In
the integrity processing unit 430 shown in Fig. 32, the message
authenticatiQ de generatin it.434 and the message authentication
a }f@%%%seegogngrg?tng gni¥04 eh%yg tr%?same configuration, so that they can

be inwrﬂ%%&ﬁwﬁ%ggqggkg@aggg BldcsoBhANE R (DG R ely

transferring process he inputting/outputting process of the

traREIRIS PP PR 1 1Q AUPSRHERUAN SRFR IL56 RURY HIRIEPEIS N8N case of

message authentication code 25 generators 670, 671, the authentication

Figode appending PrIchss the 60r MRssALR] authamisalignaedtproves
appender 680, and the verifying process of the integrity verifier 681 are

utflerfnimedfficiplucgl fiehebokdiia "iNgeatbty, s kvaitiagigmpafithé bus 90
utilization efficiency of the CPU 29 and the bus 90, it is desirable to

caperforatattehstmhe obthpatatmwadodisg phedess afdtheldatdd rechividy
process of the bus 90 "by a single instruction™ or by "treating plural pieces
of dat&'&s 8lgrbopy hatcsspammelyichiGathesssdidts a3t fransi el
message authentication code generator 670, the message authentication

togeheeherasrt thenembesagd stk ftaifors anle Bppedde 886; and
e Lo eer o9 con be 10 mplnspieg y e afoygre 1
to four as well.

The bit length of the data is not limited to 256 bits, for example, the
bit length can be 512 bits or 5114 bits. The capacity of the buffers 660 and
661 is enough for storing data if it is at least twice as a total bit length of
the bit length of data and the bit length of control signal; that is, the
capacity of the buffers is enough when the buffer can store at least two
pieces of correspondence data. For example, when the maximum value of
the bit length of data which can be specified within this system is 5114 bits,
it is preferable that the capacity of the buffers 660 and 661 is at least (5114
bits + the bit length of the control signal) X 2, respectively.

Fig. 32 shows another example of the radio communication control
unit 20 and the integrity processing unit 430. The integrity processing unit
430 shown in Fig. 32 includes message authentication code generating units
434 and 435.

Different from Fig. 31, in Fig. 32 the message authentication code

appender 680 and the integrity verifier 681 are not included in the integrity
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Fig. 33 shows another configuration of the encrypting unit 422. Fig. 33
shows a case in which plural buffers are provided and they are switched
by a switch SW. The switch SW can be switched by, for 15 example, a
logical channel identifier. Namely, when there are n logical channels, a
random number sequence can be prefsared in advance for each logical
channel by providing n buffers. Fig. 34 shows a case in which n buffers

pr@EE’s&?fé)a ?H‘&%‘é’sbq{? PIOYIARH (RO 18 §RSE 1 Fldn B BUISIE S d{%mt 20.

provided and plural encryptors are provided. In this way, by providi

In@Hé@'MFéﬁQrfﬁéHﬁ@HM&%@%ﬁ%&t@@@ﬁlﬁuEﬁ?d@ idantigité 70 transfers

processing for each channel can be performed at a high speed. 25 The
foleanyptingausiitam bie LanH G o htvenpdsml duffathiorkh tisaneciyve

channels like the cases of Figs. 33, 34, and 35, which is not illustrated.
apipurier, €86 ne ssage antifeniicstiortiodd sppehfiom whié £2Ua2@l. th&n the

integrity verification unit 433 can be provided with plural buffers for
othesgeetide dimmesisdie ththeagesadicigenddigSde vatd1367 5 Thaersfers four

configuration of the third embodiment is not limited to the one shown in

authpiptzcaientte dontigbhaibr ear evimaliuchtas lones asremofar imstigistion

- 4,5,6,7,8, 10,11, etc. For example, the confidentiality processing and
isgHed t@}fr&‘pegg g can be performed by one module as shown in

T TN e eyl 0 0 BT 08 o
w0 P nieati yerficalion ey %om%dt% B SRS
code appender 680 is 32 bits X 4. Further, the amount of data transfer of
the bus 90 from the message authentication code generator 671 is also 32
bits X 4.

The amount of data transfer from the integrity processing unit 430
to the radio communication control unit 20 shown in Fig. 32 can be greatly
reduced compared with the amount of data returning transfer in case of Fig.
31, since the message authentication code generator 670 does not need to
return data to the message authentication code appender 680.

In the integrity processing unit 430 shown in Fig. 32, the message
authentication code generating unit 434 and the message authentication
code generating unit 435 have the same configuration, so that they can be
incorporated into one.

In cases of Figs. 31 and 32, the data transferring process of the bus
90, the inputting/outputting process of the buffers 660, 661, the

authentication code generating process of the message authentication code

generators 670, 671, the authentication code appending process of the
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be plural. The buffers 620, 621, 660, and 661 are not limited to the FIFO
memories, but they can be shift memories, address mapped memories,
cache 15 memories, or registers. When the CPU 29 accesses the buffers
620, 621, 660, and 661, such access can be performed using memory
addresses or input/output addresses. sfhe encrypting apparatus, the
decrypting apparatus, the message authentication code adding unit
(apparatus)é the integrity verification unit 20 (apparatus), and the

mM@ReagRFRAhaTdAtREAB e b8 S BRABAE RO NG S BAr MY g Er onsss of the
S RS 5 e T AT

P R D A AT I Br bt e 2 S e e B0, it is
O B e A R S I R e
reREQCRSSIPELERLAR £RD hEBRlameniGd bk he  Saiuare pragdrame it case

the confidentiality/integrity processing unit 40 5 is implemented by the

plS@HVBIERLM alaCRlA @iifpl atie coparutaigation control unit 20
executes the software program. Further, the confidentiality/integrity

procedsingtinié A4 cafl Pdngilemdnted theawasbiradatheitiediasdvwatk:
and the software. For example, the confidentiality/integrity processing unit

gedkcatob €70 ithplemesigd by hSRt{Eagital Sigieag Erocarsof)/dndimiaiessage
program or firmware program executed by the DSP.

authentication code appender 680, and the integrity verifier 681 can be
implemented by the hardware, the software, or a combination of the
hardware and the software.

Fig. 33 shows another configuration of the encrypting unit 422.

Fig. 33 shows a case in which plural buffers are provided and they
are switched by a switch SW. The switch SW can be switched by, for
example, a logical channel identifier. Namely, when there are n logical
channels, a random number sequence can be prepared in advance for each
logical channel by providing n buffers.

Fig. 34 shows a case in which n buffers and n XOR circuits are
provided.

In case of Fig. 35, n buffers are provided and plural encryptors are
provided.

In this way, by providing plural buffers for respective logical
channels, the confidentiality processing for each channel can be performed

at a high speed.

The decrypting unit can be configured to have plural buffers for
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Hereinafter, a concrete example will be explained with reference to Figs.
17 through 20. Fig. 17 shows a configuration of the encryption module 51
(or 15 decryption module 71.) used for the encryption/decrypting unit 421.
The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key schedulér 511 inputs one key K and
generates n extended keys ExtKl| through ExtKn. The data randomizing

rebpideivd GneInids kikanHem-RUSWEFLISING 3 BNdinn BRREBAORot
circuit. 20 The function F inputs the extended key and performs non-linear

1lldataatrahsfdrmatien, théhe encyptionieodidetbdn vadeusplocticiphatit 432
algorithm can be employed such as: (1) DES (Data Encryption Standard);

amgb ) MISEY twhinhfisahioblovitckiitecaidorithravdibefosethipthedd uffers
International Publication No. W097/9705 (US Serial No. 08/83640); (3)

fox pesosEivihIMlE bkpithsiaueeippeFiaendfiutdbassddn the above

block cipher algorithm MISTY and is determined to be employed as
Intorn SR BEMENTE S GEHeRd i ebRtrap bhemed to the one

SHESGOLH i kb PRGSO RN K500 646 BP et dhow in
e T N L T T
aﬂgﬂggé%ﬁ%ﬁgg -e é)gfgs%?{ggeﬁéstﬁé%%?gao?%g@%@@ﬁ@ g&@ﬁle as shown in
Fig. 4. The encryption and the decryption can be performed by one module.
Further, the appending of the message authentication code and the integrity
verification can be performed by one module. Yet further, each module can
be plural.

The buffers 620, 621, 660, and 661 are not limited to the FIFO
memories, but they can be shift memories, address mapped memories, cache
memories, or registers.

When the CPU 29 accesses the buffers 620, 621, 660, and 661, such
access can be performed using memory addresses or input/output addresses.

The encrypting apparatus, the decrypting apparatus, the message
authentication code adding unit (apparatus), the integrity verification unit
(apparatus), and the message authentication code generating unit
(apparatus), which have been explained in the third embodiment, are not
limited to ones used for the radio communication apparatus, but they can be
employed within a wired communication apparatus, a computer, or other

electronic devices.

The above confidentiality/integrity processing unit 40 can be
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Fig. 18 shows a case in which the confidentiality/integrity processing unit
40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality/integrity processing unit 40 can be implemented by the 15
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit boazd, which is not shown in the figure.
Fig. 19 shows a case in which the confidentiality/integrity processing unit

is. imp! d hy th f .Th identiality/integrit i
o PR ES  2 ygt To e oo

uni a 0 er program eci

infIROFARAL K SIPechinARANR%ad QalyMempRy 42 (an example of

storage). The cipher program 47 can be stored in a RAM (Random

coffieReTIMBRIANBFADQIEEINTAg. SUCAPRS:A BexRIBIdist AT MBedidisk.

Further, the cipher program 47 can be downloaded from a server
sof@mputpioghensiphbl paegree 4418 Menciipnedizhas tpyedtism o hait 40
cipher program 47 is called for subroutine execution 54 from an
is applleatientpdogyarhedéostorackip therRAaMCIN as Atdicbradimesgaltin unication
another way, the cipher program 47 can be activated by generation of an
coimtestuprited@ivrecatas ihteselpweontrologmitm3. A memory 55 can be a
part of the RAM 45. The application program 46 and the cipher program 5
47 ard'prodetindhexeiide ik ximte guitFpr ocespowsuntcha sember
. calling the cipher program 47 by the application program 46 which is
imp epaeaitesh W eRmeheBafitnfiasn hasirar e bt hmecdpprestion or

rogram 46 calls the cipher program 47 using 10 parameters of a key K,
Xl fat 0516V R LY AR R OB B Lo hE Sipher

mPprP rae@tg'a anp ﬂéﬂqﬁgtalﬁ gigrilgiltiﬁlrgggéggr ’z?r?(g micro program or
firmware program executed by the DSP.

Hereinafter, a concrete example will be explained with reference to
Figs. 17 through 20.

Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.

The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
generates n extended keys ExtK1 through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR circuit.
The function F inputs the extended key and performs non-linear data
transformation.

In the encryption module 51, various block cipher algorithm can be
employed such as:

(1) DES (Data Encryption Standard);

(2) MISTY, which is the block cipher algorithm disclosed in the



10

15

20

25

the plaintext data M and returns the ciphertext data C. If the cipher
program 47 and the decryption program are the same, the cipher program
47 is called using parameters of the key K, the initial value 1V, the 15
ciphertext data C, and the plaintext data M. Further, the cipher program 47
can be implemented by a digital signg$processor and a program read and
executed by the digital signal processor, though which is not shown in the

IS HRah o AR e S L B0 Sbte e P 860 89 ation
(3f rgw? I\:Aif%s. ﬁSSJC ,eaé}g_bz 2R hi{es t%thet encryption, ho eve{htheb
ecryption’can be ilmp?émentelg m#%e %g)m%rwgf/. u%ngrsy% ion syset(aélmoVe

1RSI YRLON SYSINTT 63 e instalied Ig.anslagtionicdsvises  Jhe

system can be installed in all kinds of electronic 25 devices, tor example,

InfoPREINNE COMBULEFd fagainilemacking. feealidar 221RBh ¥ dBAT2000);
camera, a digital camera, or a TV camera. In particular, the feature of the

an@mbodiment can be accomplished effectively when the data from multiple
channels is encrypted/decrypted. Or the implementation of the
(4ehadimantvdantbésefiedileincipbevdigmeidhia idirebaiedd mttandapahese
from multiple users and decrypted, or data for multiple users is generated
padenarafarh crtdonre Hpecti0o ehciyptEteih sedViimeh Nafp) the
encryption/decryption of the above embodiment can be extremel
Fuatrbetivehegadriank prhpeadgapiantssudfas NS pbmddedigioi ML, and
small, compared with the number of data kinds to be
CaapeHiscariberspedorsst o hedesynhersasbtisnidecryption of the

aﬁ;mb&d%ﬁégﬁ%% 121?2&0&[2/& iv(\)/gefgr%%ﬁfe&éo a server computer
confidentiality/integrity processing unit 40.

Fig. 18 shows a case in which the confidentiality/integrity processing
unit 40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality/integrity processing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.

Fig. 19 shows a case in which the confidentiality/integrity processing
unit 40 is implemented by the software.

The confidentiality/integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM (Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a
flexible disk or a fixed disk. Further, the cipher program 47 can be

downloaded from a server computer. The cipher program 47 is functioned

as a subroutine. The cipher program 47 is called for subroutine execution
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client computers or a base station or a line control unit which has to collect
and distribute data from/to many cellular phones. In the above example,
the radio communication control unit 20 and 15 the confidentiality/integrity
processing unit 40 are connected with the parallel interface through the
bus, however, the serial interface canse used for connecting the radio
communication control unit 20 and the confidentiality/integrity processing

s ST P R 0
fi tiality/inteqrit ' it 40 ] t ith th ial
IR, ROt I PR T A S SRR Top BrOCSEng Bl =
in éQP%?rtSPe‘?ce‘i’v'Q&tS%‘%SfiH’c%r%%“g' BIRHIBEG 935e of FORi 3733 40nThE o

confidlentia ity processing unit 460"1s provuiled inside the

paf P RRURMX S OriBARIQCaSSING; A0 NN EYE %ﬂ'&%ﬁé&ggﬁ%‘%ﬂ%@%’m

processing unit 460 can be provided independently from the

4 TcRRfidepiRANILEE Y DseasiNg PTitA0, and the confidentiality
processing unit 460 can be placed between the terminal IF unit 10 and the

radio FamMOoRiEatiehiedh3adi Suhnfhistd il ApplicabiityeAp Fasrhaen 7 by the

described, according to the foregoing embodiments, plural pieces of data
apalécpréviopsbestareddnthehuferp evhichl enatiestad pectonm thecation

confidentiality processing and the integrity processing at a high speed. 10
cortmhemih@humber of data transfers can be reduced for the

confidentiality processing and the inteﬂrity processing, which also reduces
the loddefaneleptioampresr #s 46 calls the cipher program 47 using

parameters of a key K, an initial value IV, plaintext data M, and ciphertext
data C. The cipher program 47 inputs the key K, the initial value IV, and
the plaintext data M and returns the ciphertext data C. If the cipher
program 47 and the decryption program are the same, the cipher program
47 is called using parameters of the key K, the initial value IV, the
ciphertext data C, and the plaintext data M.

Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.

The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented in the same way.

The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic

devices, for example, a personal computer, facsimile machine, a cellular
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Further, according to the above embodiment, multiple confidentiality
processing units and multiple integrity processing units are |5 provided
inside the confidentiality/integrity processing unit according to the number
of channels or the amount of the data, enabling high speed data
processing by the simultaneous paralf® processing. 57 THE CLAIMS
DEFINING THE INVENTION ARE AS FOLLOWS: 1. A message

phAWHeANGaHER £RRLH.NRIRIIAI SPRRBIUSCOMNTISHIb e 8 BRI L ticular, the
processing unit; a bus; a data memory for inputting and storing X (X?2)

fe piaces dtdatensnstlitiada 0 20 don ot sigphilsh ed @ Hore RO hen the data
authentication code generating unit for inputting the X 10 pieces of data
freamditivdtijelia dit vehtnsl sigmaiststyded intbedd at®) memdmp penenating X of
message authentication codes corresponding to the X pieces of data, and
thesmrtidgmhe bearebsajéeatitremicaserrdudesdotretisarcasizedratipandom
wherein the data memory and the message authentication code 15
froyereratilapsaratanddestriedeadane Eanmasipleysers dnigoner aied

bus, wherein the data memory inputs the X pieces of data and the data of
at %fb‘}]ﬁ?sg?(?ﬁé‘tﬁ%]ef?’é?ﬁé( RFed prEea hERentrNRsdEsEify unit

o e P S TS Eeston e e
wiRCHRE" AR RS 252U S e SENYEY RIRGSRINY AHaL through the DUy
compared with the number of data kinds to be encrypted/decrypted. For
example, the encryption/decryption of the above embodiment is highly
effective when applied to a server computer which has to support many
client computers or a base station or a line control unit which has to collect
and distribute data from/to many cellular phones.

In the above example, the radio communication control unit 20 and
the confidentiality/integrity processing unit 40 are connected with the
parallel interface through the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the
confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit
40 are connected with the serial interface, however, the parallel interface
can be used for processing at a higher speed instead of the serial interface.

In case of Figs. 9 and 10, the confidentiality processing unit 460 is
provided inside the confidentiality/integrity processing unit 40, however, the

confidentiality processing unit 460 can be provided independently from the
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2, A message authentication code appending apparatus comprising: 25 a
central processing unit; a data memory for inputting and storing X (X?2)
pieces of data and data of X control signals; a message authentication
code generating unit for inputting the X pieces of data and the data of X
control signals stored in the data menséry, 30 generating X message
authentication codes corresponding to the X pieces of data, and outputting

oS REITRARARD RN AROAR RIS A0 AR e
prolERenticaling £6063 QWP ¥ 19atBetwedhe BEAWR BY:IRE TPESSAIED and the

authentication code generating unit, appending X message authentication

radieqdns touhRr 2t RiLcas OBdata, and outputting the X pieces of data
having the X message authentication codes appended, wherein the data

memory and the message authentication code appending unit are

connected to the central processing unit with a bus, wherein the data
Inchestopd iAppisctia i pieces of data and the data of 10 X control signals

together as the group from the central processing unit through the bus,

and. whehsa teemdesagbaslithesnishingiedte spsandirgamholipensts,

the X pieces of data having the X messgie authentication codes
plyppbpincgsohettaras preeytoupliosia et vt dherbadiasing bich trshdestte

bys. 15 3. An iptegrity verification apparatus comprising: a central
pe&fBEgggthngi{i egntélity processigg and the in%egrigy processing at a high
speed.

Further, the number of data transfers can be reduced for the
confidentiality processing and the integrity processing, which also reduces
the load of the CPU and the bus.

Further, according to the above embodiment, multiple
confidentiality processing units and multiple integrity processing units are
provided inside the confidentiality/integrity processing unit according to the
number of channels or the amount of the data, enabling high speed data

processing by the simultaneous parallel processing.
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a bus; a data memory for inputting and storing X (X?2) pieces of data 20
having X authentication codes appended and data of X control signals; a
message authentication code generatingknit for inputting the X pieces of
data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the s:

pieces of data, and outputting the X message authentication codes
tobEHR B M5 RYENG PRGN OO A AT e X

message authentication codes output together as the group by the

message authentication code generating unit, comparing the X message
adthenticAtioregwrizs sngheanitshoX cdsspgeanthentigainmoasiesBPrising:
appended to the X pieces af data to verify integrity of the X pieces of data,
aﬁg outpua‘[talcl%1 %‘{}eﬁﬁ%%%&ﬁ%étﬁﬂé: 59 wherein the data memory and the
integrity veisfigation unit are connected to the central processing unit with

the bus, wherein the data memory inputs the X pieces of data and the

data of XecBRHOIIRAKY R IRENELIBR AR HuREHe Garliapieces of data and
PrRcessing égﬂtcﬁoifgwgpglp&ls, and wherein the integrity verification

unit outputs the X verification results together as the group to the central
processing meisshasughtireniims tidn/coddigaoemating atioh fappamitting the X

comprising;; 10 a terminal,interf unit for inputting data;, a radio
cg)rlnef%elf n?cga ‘flograll &3t rtoif%ﬁii %r(?%%%?t%élﬁiesb%?g%ﬁg?ﬁﬁ f’l’?et?éerrﬁﬁ% memory,
inperiacetimgt And qyores singhidicativltiegi iecdaia HRsREON to the X pieces of

data, and outputting the X message authentication codes together as a

group,

wherein the data memory and the message authentication code
generating apparatus are connected to the central processing unit with the
bus,

wherein the data memory inputs the X pieces of data and the data of
X control signals together as the group from the central processing unit
through the bus, and

wherein the message authentication code generating unit outputs
the X message authentication codes generated together as the group to the

central processing unit through the bus.

2. A message authentication code appending apparatus comprising:

a central processing unit;

a data memory for inputting and storing X (X>2) pieces of data and
data of X control signals;

a message authentication code generating unit for inputting the X
pieces of data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the X pieces of

data, and outputting the X message authentication codes together as
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a protocol; an integrity processing unit for inputting a control signal and
the 15 data from the radio communication control unit, performing
integrity processing by generating a nissage authentication code for the
data input to detect tampering based on the control signal input, and
ERPURirknRthe data processed to the radio communication control unit;

and a radio communication. unit.for inpytting, modulating, and sending 20
the data oU %ﬁﬁetﬁlg ?gg%tggﬁﬁ%lur?ﬁg%oa Pgﬁroflﬁnﬁ,%%%\ﬁ/ﬁgpé‘fﬁ & the X

integrpe pratheaitigativhincdeesueprlaiadpetheny 4or thpEHHiegRABY the message
tenlporarily storing plural control signals and plural pieces of the data

AL rG0fe FRPEAHARERE UL PRREESBE codresangrattghantication
{86606 TRHEY Riads 5T MRS BRE AUEIP BHROE5i IR NG RINE having the

gieces of data stored in the data memory using the control signal, and

URAsMeEtRE gl ondenanses ahpatidetbn codes together as a group
to the ragip. cofpmupicalen %560%5-5“ @%ﬁec.oﬁﬁe@éjé"Caté%*h"ic‘?x‘fé"é%%{%n code
comprising: a radio communication nit ToF receiving amd démoduta ing
dpteralragioctramrucicatiaecont il e nifor dhputiteg shecoatat with a bus,
demodulated by the radjo communication unit, and. processing and
outputtir@‘fﬁréa gﬁﬁ%a&’ea SHCTRATS LR &%‘?n%@?ﬁ?eﬁrfiéégﬁé‘ﬁ%ﬁ%rdam of
Keutittglaganiiel wigaeiangsthiee datrfiavina oo LeRIH#BIEEMR: unit
control_unjt, performing integrity processing by generating a message
LR¥AREROR o Yr the data input 10 to detect tampering based on the

control SnaldipvheaRb QHPHERehECL S8t foRr 688 SEh iR 2RIt outputs

communication control unit; and
the X pieces of data having the X message authentication codes appended

together as the group to the central processing unit through the bus.

3. An integrity verification apparatus comprising:

a central processing unit;

a bus;

a data memory for inputting and storing X (X>2) pieces of data
having X authentication codes appended and data of X control signals;

a message authentication code generating unit for inputting the X
pieces of data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a
group; and

an integrity verification unit for inputting the X message
authentication codes output together as the group by the message
authentication code generating wunit, comparing the X message
authentication codes input and the X message authentication codes
appended to the X pieces of data to verify integrity of the X pieces of data,

and outputting X verification results,
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a terminal interface unit for inputting and outputting the data processed by

the radio communication control unit, and wherein the integrity processing

unit includes: 15 a data memory for inpéfting and temporarily storing plural
control signals and plural pieces of the data together as a group; anda
messag@i‘ﬁﬁéﬁti&&ﬁoﬁ%fé‘dé“@mﬁtiﬁg@ﬁbﬁbﬂg&@ﬂéﬁny tion unit are
Tesaste & el Catien Rt Ba P Ak R R Qfylata stored in the

data memory using the control signal, and outputting the plural message

20 authewiication thelds tagetirons mpieihe Kepiadis of dwbanindtitiee data of

it. 61 Authentjcation Apparatus Abstraci A rapdom number sequence |
&ﬁ%ﬁ&%ﬂ%&-&%@ﬁtbﬁﬁﬁé cBEAY EBRFRRERRGSSnE unit
RIGGRSSHNEhAVHIE) gagerates a random number sequence, and stored in a
random number sequence memory (buffer). When data (message

is

input, th®RY¥admM gBtterREiBEHEaN mqéﬁ%ﬂtﬁumﬁe}x verification
: ined. ( : .

R 0 B A R PR AN e v
random number sequence is also previously generated by the function f8
fgr data %_)Qgg%lt(i:glit rgcct@sﬁi)n andaggoﬁgéjcig ther isr,%rxldpm number
sequence memory }(%u er). en e cip ertext Jata |s$nput, by the XOR
circuit, the tensenahunbehsequendersinfraimip@asadom number

sequence memory is read and the ciphertext data is decrypted.into the .
da?a (med nl_) ,@}lgafglirglcatgon conezro{ unit for fnputt){gg the %ata input by

the terminal interface unit and processing and outputting the data based on

a protocol;

an integrity processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input
to detect tampering based on the control signal input, and outputting the
data processed to the radio communication control unit; and

a radio communication unit for inputting, modulating, and sending
the data output by the radio communication control unit, and

wherein the integrity processing unit inciudes:

a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and

a message authentication code generating unit for generating plural
message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputfing the plural message

authentication codes together as a group to the radio communication unit.
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5. A radio communication apparatus comprising:

a radio communication unit for receiving and demodulating data;

a radioc communication control wunit for inputting the data
demodulated by the radio communication umnit, and processing and
outputting the data based on the protocol;

an integrity processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input
to detect tampering based on the control signal input, and outputting the
data processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and

wherein the integrity processing unit includes:

a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and

a message authentication code generating unit for generating plural
message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputting the plural message

authentication codes together as a group to the radio communication unit.
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Authentication Apparatus

Abstract

A random number sequence is previously generated by the function 8 for
data confidentiality processing, which generates a random number sequence, and
stored in a random number sequence memory (buffer). When data (message) is input,
the random number sequence stored in the random number sequence memory is
obtained, and the data (message) is encrypted by an XOR circuit to generate ciphertext
data. In case of decrypting data, a random number sequence is also previously
generated by the function f8 for data confidentiality processing and stored in the
random number sequence memory (buffer). When the ciphertext data is input, by the
XOR circuit, the random number sequence stored in the random number sequence

memory is read and the ciphertext data is decrypted into the data (message).

Figure 15



