CLAIMS

1. A computer-implemented method for providing traversable key-value data storage, the
method comprising:

receiving a first user-provided key-value pair for recordation on a storage system, the first
user-provided key-value pair comprising a first user-provided key and a first user-provided
value;

generating a first new key-value pair that records the received first user-provided key-
value pair;

assigning a first index to the first new key-value pair;

generating a first index-to-key key-value pair, the first index-to-key key-value pair
having a key comprising the first index and a value comprising the first user-provided key;

generating a first key-to-index key-value pair, the first key-to-index key-value pair
having a key comprising the first user-provided key and a value comprising the first index; and

storing the first new key-value pair, the first index-to-key key-value pair, and the first
key-to-index key-value pair on the storage system;

wherein the key contained in the first new key-value pair, the key contained in the first
index-to-key key-value pair and the key contained in the first key-to-index key-value pair are
generated using concatenations according to a concatenation rule to uniquely identify the key-
value pairs stored on the storage system, the concatenation rule including specification of a user

identifier and a type indicator.

2. The method of claim 1, further comprising:

providing the traversable key-value data storage on a blockchain; and
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providing a programming interface to receive a data request from a smart contract

executing on the blockchain.

3. The method of any preceding claim, further comprising:

receiving a request to traverse through a plurality key-value pairs stored on the storage
system and recording a plurality of user-provided key-value pairs;

determining a list of indices assigned to the plurality of user-provided key-value pairs;

traversing through a plurality of index-to-key key-value pairs based on the list of indices
to obtain a list of user-provided keys; and

traversing through the plurality of key-value pairs based on the obtained list of user-

provided keys.

4. The method of any preceding claim, further comprising:

receiving a second user-provided key-value pair for recordation on the storage system,
the second user-provided key-value pair comprising a second user-provided key and a second
user-provided value;

determining whether any key-value pair stored on the storage system recording a user-
provided key-value pair comprises a user-provided key matching the second user-provided key;
and

in response to a determination that a particular key-value pair stored on the storage
system recording a user-provided key-value pair comprises a user-provided key matching the
second user-provided key, setting the second user-provided value as the value for the particular

key-value pair.
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5. The method of claim 4, further comprising:

in response to a determination that no key-value pair stored on the storage system
recording a user-provided key-value pair comprises a user-provided key matching the second
user-provided key, processing the second user-provided key-value pair for recordation on the

storage system.

6. The method of claim 5, wherein the processing the second user-provided key-value pair
for recordation on the storage system further comprises:

generating a second new key-value pair that records the received second user-provided
key-value pair;

assigning a second index to the second new key-value pair;

generating a second index-to-key key-value pair, the second index-to-key key-value pair
having a key comprising the second index and a value comprising the second user-provided key;

generating a second key-to-index key-value pair, the second key-to-index key-value pair
having a key comprising the second user-provided key and a value comprising the second index;
and

storing the second new key-value pair, the second index-to-key key-value pair, and the

second key-to-index key-value pair on the storage system.

7. The method of any preceding claim, further comprising:

receiving a request to delete the first new key-value pair;
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determining whether the first index assigned to the first new key-value pair is at an end of
an indexing sequence; and

in response to a determination that the first index is at the end of the indexing sequence,
deleting the first new key-value pair, the first index-to-key key-value pair, and the first key-to-

index key-value pair from the storage system.

8. The method of claim 7, further comprising:
in response to a determination that the first index is not at the end of the indexing

sequence, rearranging the indexing sequence.

0. The method of claim 8, wherein the rearranging the indexing sequence further comprises:

identifying a replacement index-to-key key-value pair, the replacement index-to-key key-
value pair having been indexed at the end of the indexing sequence;

replacing the value of the first index-to-key key-value pair with a value contained in the
replacement index-to-key key-value pair;

identifying a replacement key-to-index key-value pair, the replacement key-to-index key-
value pair having a key comprising the value contained in the replacement index-to-key key-
value pair;

setting the first index as the value of the replacement key-to-index key-value pair; and

deleting the first new key-value pair, the replacement index-to-key key-value pair, and

the first key-to-index key-value pair from the storage system.
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10.  The method of claim 2, wherein the data request comprises at least one of: a request to
record a user-provided key-value pair, a request to retrieve a user-provided key-value pair, a
request to delete a user-provided key-value pair, or a request to traverse through key-value pairs

stored on the blockchain recording user-provided key-value pairs.

1. The method of any preceding claim, wherein the user identifier identifies the user

associated with the first user-provided key-value pair.

12.  The method of claim 11, wherein the first index belongs to an index of one or more user-

provided keys for the user.

13. The method of claim 12, wherein the type indicator indicates whether a key is a user-
provided key, a system generated key for an index-to-key key-value pair, or a system generated

key for a key-to-index key-value pair.

14. The method of any of claims 11 to 13, wherein the concatenation rule is a prefix rule.
15. A device for providing traversable key-value data storage on a storage system,
comprising:

one or more processors; and
one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to perform

the method of any of claims 1 to 14.
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16. An apparatus for providing traversable key-value data storage on a storage system, the

apparatus comprising a plurality of modules for performing the method of any of claims 1 to 14.

17. A non-transitory computer-readable medium having stored therein instructions that, when
executed by a processor of a device, cause the device to perform the method of any of claims 1 to

14.
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