Title: A PORTABLE DEVI CE HAVI NG Bl OVETRI CS- BASED AUTHENTI CATI ON
CAPABI LI TIES [err]

(12) INTERNATTONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATTION TREATY (PCT)
*162162*

s (O o

{43) International Publication Date {10) International Publication Number

9 January 2003 (09.01.2003) PCT WO 03/003282 Al

(51) Toternational Patent Classification”; GO6K 9/00 (74) Agent; WATKIN, Timothy, Lawrence, Harvey. Lioyd
Wise, Tanjong Pagar, P.O. Box 636, Singapore 910816

(8G)

{19) World Intellectual Property Organization
International Bureau

(21) International Application Number:  PC1/SG02/00047

(22) Intcrnational Filing Date: 22 Mnch 2002 (22.03.2002) (1) Designated Stutes manionat: AE, AG. Al.. AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, C11, CN, CO, CR, CU,

(25) F"i“ﬂ La“guage; En,‘.ﬂish CZ, DE, DK, DM‘ DZ| EC‘ EE, ES‘ n, GB. GD‘ GE. GH,
) GM, HR, HTJ, TD, T1,, TN, TS, JP, K5, KG, KT, KR. K7, 1.C.
English 1K, LR, LS. I.T, 111, IV, MA. M. MG, MK, MN, MW,

{(26) Publication Lanpuage:
o ' MX, MZ, NO, NZ, OM. PIL, PL. BT, RO, RU, SD, SE, SG,
(30) Driority Data: S1, SK. SL, T, LM, TN, LR, T'L. 'IZ, UA, UG, US, UZ,

PUL/SGO1/00134 28 Jums 2001 (28 D6 2001y SG VN, YU, ZA ZM. ZW

(71) Applicant (for afl designated States except 152 TREK .
2000 INTERNATIONAL LTD. [SG/SG[: 301 oyang Way (B4 Desiguated Statey (regional)s ARTPO puicnt (GH, GM.
#07 13/14/15, Loyang Industoal bstate, Singapore 508769 KE, LS. MW, MY, SD. SI.. 84 17, UG, 7M. /W),
(5G). burasian patent (AM, AZ, BY, KG, KZ, MD, RU, ‘1), T'M),
. Luropean patent (AL, BL, CH, CY, DL, DK, U8, L], IR,
(72) Taventors; and GB, GR.TT, TT, LU MC. NI, PT, ST, TR) OAPI patent
(75) luventors/Applicants (for US onhy: POO, Teng, Pin ;\}?}F 33 (l“']"; i?) CT. €M, GA, GN. GQ. GW., MIL. MR.

IRIAN L LT

(MY/SGf, Apl Bllk 44 Bedok South Road #11-763, Sin-
gapoie 400044 (SG). LIM, Lay, Chuan [MY/SGT. Apt
Blk 322, Bukit Batok Sueet 33 #03-04. Singapoie 650322

(SG).

Declaration under Rule 4,17;
of mwentorsiup (Rule 4 17(r)) for TS only

{Continued on next pagef

«

Title: A PORIABLLE DEVICE HAVING BIOMUTRICS-BASLED AUTHUENTICATION CAPABLLITILS

H!IIIIIIIII{IIMIIMHI{IIIIIIIIHHI

(87) Abstract; Apparatas and method tor implementing hiomertrics-based authentication. Tn a preferred embodiment, the present
vention is embadied in a portable device  Specilicully, in one embodiment  the portable device includes a microprocessor, a
non-volatile memory coupled therelo, and v biomelnes-biased authenbication module conirolled by the microprocessor. Preferably,
the bivinelrics technology used is Gugerprint authenication echnology. The wuthentivation module is capable ol 1egisienog 4 o-
gerprint upon tirst use of the portable device, storing an encoded varsion of the fingerprint in the non-volatle memory. Subsequenily,
the authentication module can 1ead a petson’s fingerprint and rehably determine whether the fingerprint matches the registered fin-
gorprnnt stored m the non-volabile memory. I a mateh is [ound, access o information in the non-volaule memory 15 granied Lo that
person; otherwise, uecess 18 denicd  Embodiments ol the present invenbon thus provide a highly convenient, secured and relible
method and system for user authenncarion and access control which was not achievable 1n prior art password-based authentication
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approaches



Abstract: Apparatus and nethod for inplenmenting bionmetric-based
authentication. In a preferred enbodi nent, the present invention is
enbodied in a portable device. Specifically, in one enbodi nent the portable
devi ce includes, a mcroprocessor, a non-volatile nmenory coupl ed thereto,
and a bi onmetres-based aut hentication nodul ed controll ed by the

m croprocessor. Preferably, the bionetrics tjﬁnﬁgl ogy used is fi nge[ mr' nt
aut henti cati on technol ogyWOr83/6038282; i At i Mlodure i s capabl e of A
registering a fingerprint upon first use of the portable device, storing an
encoded pyiftuad: on of the fingerprint in thg, NORYQLaL b BEAREMs, reser to the "Guis-
Subsequent ¥ indd@nakteptd cat i on nodul e Ganuusechid.@ess0nies  dh-nget pt st and
reliaby determ ne whether the fiingepri ntrzaitered: thed relfi’Swered
fingerprint stored in the non-volatile menory. |If a match is found, access
to information in the non-volatine nenory is granted to that person;

ot hewi se, access is denied. Enbodinents of the present invention thus
provi de a highly convenient, secured and reliable nmethod and system for

user authentication and access control which was not achievable in prior
art password-based aut hentication approaches.




