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DESCRIPTION

Disclosure Title

APPARATUS, METHOD AND PROGRAM FOR PROVIDING FINANCIAL 

TRANSACTION BY VIRTUAL CARD NUMBER

Technical Field

[0001] Embodiments of the inventive concept described herein relate to a virtual card 

number-based financial transaction apparatus, a virtual card number-based financial transaction 

providing method, and a virtual card number-based financial transaction providing program, and 

more particularly, relate to an apparatus, method, and program that may provide a user with an 

electronic wallet service in an environment where an infrastructure of a financial transaction 

service is not established.

Background Art

[0002] Code-type data is being used in a lot of fields. In addition to the card number or 

account number used to make a payment, the code-type data includes an IPIN number, a resident 

registration number, or the like for user identification.

[0003] However, the code data may be leaked when such the code data is used. In the 

case of a card number, because the actual card number is recorded on the card surface as it is, the 

actual card number is visually exposed to other people. Upon making a payment using a magnet, 

the card number is leaked to other people while being transmitted to a POS device.

[0004] The virtual card number was used to prevent the actual card number from being 

leaked. However, data for identifying a user is needed to search for the actual card number 

corresponding to the virtual card number. For example, the code of One Time Password (OTP) is 

changed and generated every time. However, in the case of OTP, a login procedure is needed to 
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determine the algorithm assigned to the user, and it is difficult for OTP to be applied to various 

fields.

[0005] Accordingly, there is a need for a device capable of searching for the actual card 

number based on the virtual card number changed in real time, while not providing the 

identification information about a user or a device corresponding to the actual card number.

Disclosure

Technical Problem

[0006] Embodiments of the inventive concept provide a financial transaction apparatus, a 

virtual card number-based financial transaction providing method, and a financial transaction 

providing program that may provide a financial transaction service to an electronic wallet service 

subscriber in an environment where a payment infrastructure of the electronic wallet service is 

not established.

[0007] Embodiments of the inventive concept provide a financial transaction apparatus, a 

virtual card number-based financial transaction providing method, and a financial transaction 

providing program that may not expose the actual credit card number stored in the electronic 

wallet system.

[0008] The technical problems to be solved by the present inventive concept are not 

limited to the aforementioned problems, and any other technical problems not mentioned herein 

will be clearly understood from the following description by those skilled in the art to which the 

inventive concept pertains.

Technical Solution

[0009] The inventive concept for solving the above-described problems provides a 

financial transaction providing method performed by a verification server.
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[0010] According to an exemplary embodiment, a virtual card number-based financial 

transaction providing method by a verification server includes receiving, by the verification 

server, a virtual card number provided by a virtual card number generation means, from a 

financial transaction terminal, searching, by the virtual card number verification means, for a 

matching code, using a plurality of detailed codes included in the virtual card number, 

transmitting, by the verification server, the virtual card number or the matching code to one 

wallet server of a plurality of wallet servers storing in an actual card number, based on the 

matching code, receiving the actual card number corresponding to the virtual card number from 

the one wallet server, and performing, by the verification server, a financial transaction progress 

or a financial transaction progress request, to the received actual card number.

[0011] In an embodiment, the virtual card number may include a fixed code coupled at a 

predetermined location within the virtual card number and matched with the verification server, 

and the plurality of detailed codes.

[0012] In an embodiment, the verification server may transmit the virtual card number to 

the one wallet server, and the one wallet server may include a virtual card number verification 

means.

[0013] In an embodiment, the matching code may include only information associated 

with one wallet server of the plurality of wallet servers.

[0014] In an embodiment, the verification server may transmit the matching code to the 

one wallet server.

[0015] In an embodiment, the matching code may include a storage location of the actual 

card number stored in the one wallet server, or a UID stored in the one wallet server.

[0016] In an embodiment, the inventive concept may further include verifying, by the 



4

virtual card number verification means, validity of the virtual card number based on the plurality 

of detailed codes and a generation security code generated in the virtual card number verification 

means. The transmitting, by the verification server, of the virtual card number or the matching 

code to the one wallet server of the plurality of wallet servers storing in the actual card number 

based on the matching code may be performed only when the virtual card number is valid.

[0017] In an embodiment, a first virtual card number and a second virtual card number 

may include the same fixed code such that the first virtual card number formed based on a first 

matching code matched with one wallet server of the plurality of wallet servers, and the second 

virtual card number formed based on a second matching code matched with another wallet server 

of the plurality of wallet servers are transmitted to the verification server.

[0018] In an embodiment, the virtual card number may be generated by a user terminal or 

a wearable device including the virtual card number generation means, and the user terminal or 

the wearable device may be registered in one wallet server of the plurality of wallet servers.

[0019] In an embodiment, a user terminal or a wearable device registered in one wallet 

server of the plurality of wallet servers, and a user terminal or a wearable device registered in 

another wallet server of the plurality of wallet servers may generate a virtual card number 

including the same fixed code.

[0020] Furthermore, the inventive concept provides a virtual card number-based financial 

transaction providing program stored in a medium to perform the above-described method.

[0021] According to an exemplary embodiment, a virtual card number-based financial 

transaction providing apparatus includes a communication unit transmitting or receiving data 

with another server or terminal, a detailed code extraction unit searching for a matching code 

based on a plurality of detailed codes included in a virtual card number received from a virtual 



5

card number generation means, and a wallet server selection unit selecting one wallet server of a 

plurality of wallet servers storing an actual card number, based on the matching code, and 

controlling the communication unit such that the virtual card number or the matching code is 

transmitted to the selected wallet server. The communication unit receives the actual card 

number corresponding to the virtual card number from the one wallet server, and performs a 

financial transaction progress or a financial transaction progress request with the actual card 

number.

[0022] Other details according to an embodiment of the inventive concept are included in 

the detailed description and drawings.

Advantageous Effects

[0023] The inventive concept has the following various effects.

[0024] First, according to an embodiment of the inventive concept, because a virtual card 

number (or matching code extracted from the virtual card number) generated from a virtual card 

number generation apparatus is delivered through a verification server to a wallet server for 

providing electronic wallet service, the electronic wallet service does not require a separate Bank 

Identification Number (BIN) from a payment settlement service company to provide a financial 

transaction service to a user. Accordingly, a system establishment cost for providing an 

electronic wallet service may be reduced.

[0025] Second, according to an embodiment of the inventive concept, it is possible to 

provide a plurality of different electronic wallet services by receiving a single BIN. Accordingly, 

a system establishment cost for providing an electronic wallet service may be reduced.

[0026] Third, according to an embodiment of the inventive concept, the virtual code 

generation function is stored in only the virtual card number generation apparatus and 
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verification server; the algorithm for searching for a matching code for a wallet server storing the 

actual card number is embedded in only the verification server; the actual card number is stored 

in only the wallet server; accordingly, it is possible to prevent an algorithm for generating and 

verifying the virtual card number, and the actual card number from leaking out.

[0027] The effects of the present inventive concept are not limited to the aforementioned 

effects, and other effects not mentioned herein will be clearly understood from the following 

description by those skilled in the art to which the inventive concept pertains.

Description of Drawings

[0028] The above and other objects and features will become apparent from the 

following description with reference to the following figures, wherein like reference numerals 

refer to like parts throughout the various figures unless otherwise specified, and wherein:

[0029] FIG. 1 is an exemplary diagram of a financial transaction providing system, 

according to an embodiment of the inventive concept;

[0030] FIG. 2 is a configuration diagram of a virtual card number generation apparatus, 

according to another embodiment of the inventive concept;

[0031] FIG. 3 is a configuration diagram of a virtual card number verification device, 

according to an embodiment of the inventive concept;

[0032] FIG. 4 is a configuration diagram of a wallet server, according to another 

embodiment of the inventive concept;

[0033] FIGS. 5 to 7 are flow charts of a financial transaction providing method according 

to an embodiment of the inventive concept;

[0034] FIG. 8 is an exemplary view illustrating a matching code search algorithm 

searching for a matching code by moving on a track based on a detailed code, according to an 
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embodiment of the inventive concept;

[0035] FIG. 9 is an exemplary view of a method of moving a matching code search time 

point by using a virtual security code, according to an embodiment of the inventive concept; and

[0036] FIG. 10 is an exemplary diagram for describing a wallet server storage space 

connected to a matching code and an actual card number, according to an embodiment of the 

inventive concept.

Mode for Disclosure

[0037] The above and other aspects, features and advantages of the inventive concept 

will become apparent from the following description of the following embodiments given in 

conjunction with the accompanying drawings. The inventive concept, however, may be 

embodied in various different forms, and should not be construed as being limited only to the 

illustrated embodiments. Rather, these embodiments are provided as examples so that the 

inventive concept will be thorough and complete, and will fully convey the concept of the 

inventive concept to those skilled in the art. The inventive concept may be defined by scope of 

the claims. Meanwhile, the terminology used herein to describe embodiments of the inventive 

concept is not intended to limit the scope of the inventive concept.

[0038] The terminology used herein is for the purpose of describing embodiments and is 

not intended to limit the inventive concept. In the specification, the singular forms include plural 

forms unless particularly mentioned. The terms “comprises” and/or “comprising” used herein 

does not exclude presence or addition of one or more other elements, in addition to the 

aforementioned elements. The same reference numerals denote the same elements throughout the 

specification. As used herein, the term “and/or” includes any and all combinations of one or 

more of the associated components. It will be understood that, although the terms “first”, 
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“second”, etc., may be used herein to describe various components, these components should not 

be limited by these terms. These terms are only used to distinguish one component from another 

component. Thus, a first component discussed below could be termed a second component 

without departing from the teachings of the inventive concept.

[0039] Unless otherwise defined, all terms (including technical and scientific terms) used 

herein have the same meaning as commonly understood by those skilled in the art to which the 

inventive concept pertains. It will be further understood that terms, such as those defined in 

commonly used dictionaries, should be interpreted as having a meaning that is consistent with 

their meaning in the context of the specification and relevant art and should not be interpreted in 

an idealized or overly formal sense unless expressly so defined herein.

[0040] The terminology used herein is for the purpose of describing embodiments and is 

not intended to limit the inventive concept. In the specification, the singular forms include plural 

forms unless particularly mentioned. The terms “comprises” and/or “comprising” used herein 

does not exclude presence or addition of one or more other elements, in addition to the 

aforementioned elements.

[0041] In this specification, a ‘financial transaction’ refers to the procedure that takes 

place between finance companies. The ‘financial transaction’ includes card payments, deposits 

or withdrawals from a bank account, or the like.

[0042] In this specification, a ‘character’ is a component of a code and includes all or 

part of uppercase alphabet characters, lowercase alphabet characters, numerals, and special 

characters.

[0043] In this specification, a ‘code’ refers to a string of characters.

[0044] In this specification, a ‘card number’ is used for a financial transaction such as a 
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payment, or the like and refers to the number issued to a card and delivered to a card issuer in the 

case of a payment, the cancellation of a payment, or the like.

[0045] In this specification, an ‘actual card number’ is the number issued by the card 

issuer to the card of a specific user. That is, the ‘actual card number’ may mean a number issued 

for a general actual card, a mobile card, or the like.

[0046] In this specification, a ‘virtual card number’ may be a card number temporarily 

generated to be connected to the actual card number and may be a code of specific digits 

composed of characters including numbers.

[0047] In this specification, a ‘detailed code’ refers to a part of codes included in the 

virtual card number. That is, when the virtual card number is generated by combining the 

separately generated a plurality of code, the detailed code refers to a respective code constituting 

the virtual card number after the respective code is separately generated.

[0048] In this specification, a ‘matching code’ is a value found in a verification algorithm 

using a virtual card number or at least one detailed code constituting the virtual card number; the 

‘matching code’ refers to a code used to search for the actual card number storage location. The 

format of the matching code may vary depending on the actual card number storage location 

search method.

[0049] In this specification, the ‘unit count’ is a unit set to a specific time interval and is 

defined to change as the time interval elapses. For example, 1 count may be used after being set 

to a specific time interval (e.g., 1.5 seconds).

[0050] In this specification, a ‘virtual card number generating function’ refers to the 

function used to generate the virtual card number.

[0051] In this specification, ‘rolling movement’ means that an object performs both 
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rotational and translational movements. That is, the ‘rolling movement’ moves while performing 

both rotational and translational movements, and means that each point of the rotating object 

moves in contact with the moving axis sequentially.

[0052] In this specification, the ‘electronic wallet service’ refers to a service that 

separately stores information about a subscriber’s card (e.g., a credit card, a check card, or a 

debit card) and utilizes the stored credit card for financial transactions. Each electronic wallet 

service includes a wallet server storing information about subscribers. The wallet server will be 

described later.

[0053] Hereinafter, according to an exemplary embodiment of the inventive concept, the 

configuration of the actual card number will be described to explain the process of generating a

virtual card number to substitute the actual card number and the process of searching for an 

actual card number.

[0054] The ‘actual card number’ includes at least one of a card identification number, a 

card security code, or an expiration date. The card identification number is the code assigned to 

identify a card issuer, a card type, and a user of a card. Generally, the card identification number 

provided to a card has 15 or 16 digits. Moreover, In general, in the case of the card identification 

number of 16 digits, the first six digits are composed of the issuer identification number (IIN) of 

the card; the digits from the seventh digit to the fifteenth digit are composed of code provided by 

each card issuer to each card depending on an arbitrary rule; the 16th digit is composed of a 

value for verifying the card identification number by a specific formula.

[0055] The card security code is composed of the numbers on specific digits (e.g., 3 

digits in the case of Visa or Master card and 4 digits in the case of AMEX card) printed on one 

side of the card, and is a code for determining whether the card number is normal. That is, in the 
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case where the card security code has 3 digits and the card identification number has 16 digits, 

when 3-digit code being the card security code and 16-digit code being the card identification 

number are encrypted/decrypted depending on a predetermined rule and then the card is a normal 

card, when the corresponding value is matched. The card security code is referred to as a Card 

Verification Value (CVV) for Visa, Card Validation Code (CVC) for Master Card/JCB, and 

Confidential Identifier Number or Card Identification Number (CID) or American Express.

[0056] The expiration date refers to the date usable after which the actual card number is 

issued. Generally, the expiration date is composed of four digits having two digits for each year 

or month. Because the magnetic card includes the actual card number as it is, the whole card 

number may be leaked by only reading out the magnetic card. The use of magnetic cards has 

been recently restricted over the world, and the magnetic card is being converted into a high-

security card like an IC card. For the purpose of applying other high-security methods, a new 

terminal needs to be installed or the magnetic card needs to be changed to be different from the 

conventional process. Accordingly, a method for preventing a card number leakage is needed 

while the same process is applied using the conventional actual card number. In particular, it is 

necessary to improve security while the conventional magnetic card reader is used as it.

[0057] Hereinafter, according to an embodiment of the inventive concept, a virtual card 

number-based financial transaction providing system, a virtual card number-based financial 

transaction providing method, and a virtual card number-based financial transaction providing 

program will be described in detail with reference to drawings.

[0058] Hereinafter, embodiments of the inventive concept will be described in detail with 

reference to accompanying drawings.

[0059] FIG. 1 is an exemplary diagram of a financial transaction providing system, 
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according to an embodiment of the inventive concept.

[0060] Referring to FIG. 1, according to an embodiment of the inventive concept, a 

virtual card number-based financial transaction providing system includes a virtual card number 

generation means 10, a payment settlement service server 30, a verification server 40, a plurality 

of wallet servers 51 and 52, and a financial company server 60.

[0061] The virtual card number generation means 10 generates a virtual card number 

including information that allows the verification server 40 or the plurality of wallet servers 51 

and 52 to search for an actual card number. That is, the virtual card number generation means 10 

generates a virtual card number depending on the virtual card number generation function. At 

this time, because the verification server 40 or the plurality of wallet servers 51 and 52 search for 

an actual card number based on the virtual card number, the virtual card number generation 

means may not store the actual card number. In this way, the actual card number may be 

prevented from leaking through the hacking of the virtual card number generation means 10. The 

detailed description about the virtual card number generation function will be given later.

[0062] When the payment is made in a financial transaction terminal 20 with the virtual 

card number generation means 10 or in a web-page or application, a payment settlement service 

server (e.g., it may be a PG server or a payment network company server, but is not limited 

thereto) receives a virtual card number.

[0063] The payment settlement service server 30 refers to a server held by a payment 

settlement service company. The payment settlement service company (e.g., VISA, 

MASTERCARD, or the like) refers to a company that establishes global or local networks to 

allow credit card issuers and electronic wallet services to provide financial transaction services. 

In particular, the payment settlement service company refers to a service company that may issue
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the BIN to a credit card issuer or electronic wallet service company, may transmit a card number 

to a server corresponding to the BIN included in the card number received as the user makes a 

payment, and may make financial transactions. The payment settlement service server 30 held by 

the payment settlement service company stores the BIN issued for a specific service and 

transmits and receives a card number to allow financial transactions to be made.

[0064] For example, the payment settlement service server 30 transmits the received 

virtual card information to the server corresponding to the BIN, based on the BIN (a fixed code) 

included in the virtual card number.

[0065] The conventional process for the electronic wallet service (wallet service) to use 

the payment network of a payment settlement service is as follows.

[0066] According to the conventional process, the electronic wallet service needs to be 

registered in the payment settlement service company, for the wallet server to receive the card 

number from the payment settlement service server 30. Specifically, the electronic wallet service 

pays a predetermined cost to a payment settlement service company and receives a BIN. The 

issued BIN is stored in the payment settlement service server 30; when the payment settlement 

service server 30 receives a card number including the issued BIN, the payment settlement 

service server 30 transmits the received card number to the wallet server corresponding to the 

electronic wallet service. As described above, the fact that the electronic wallet service is 

registered in the payment settlement service company mean that the electronic wallet service has 

received a BIN from the payment settlement service company.

[0067] Furthermore, in this specification, the fact that the electronic wallet service has 

received the BIN from the payment settlement service company means that the electronic wallet 

service has established an infrastructure capable of making overseas payments using a global 



14

payment network service. The electronic wallet service may receive the BIN from the payment 

settlement service company and then may provide financial transaction services to a user within 

the network range established by the payment settlement service company. For example, when 

the electronic wallet service is registered in a payment settlement service company establishing a 

global network, the electronic wallet service may provide financial transaction services to a user 

within the global network range.

[0068] The wallet server corresponding to the electronic wallet service registered in the 

payment settlement service company receives the virtual card number from the payment 

settlement service server 30 and searches for the actual card information stored in the wallet 

server, using the received virtual card number. Afterward, the found actual card number is 

transmitted to the payment settlement service server 30. Afterward, the payment settlement 

service server 30 makes a financial payment, using the received actual card number. As 

described above, the wallet server may receive the virtual card number from the virtual card 

number generation means 10, using the conventional payment process instead of the actual card 

number. That is, when the virtual card number is generated as a code having a length the same as 

the length of the actual card number, a virtual card number-based financial transaction providing 

method according to an embodiment of the inventive concept may be applied to a process 

proceeding from the virtual card number generation means to a card issuer’s server including the 

virtual card number verification means without changes.

[0069] However, a wallet service (an electronic wallet service) has a high cost to receive 

a BIN from a global payment settlement service company, to provide a global payment using 

payment network, and the issuance conditions are also difficult. In particular, the electronic 

wallet service company needs to be registered in the payment settlement service company 
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establishing a global network to expand a service area. However, receiving a BIN from the 

payment settlement service company establishing a global network is expensive and the issuance 

conditions are difficult. Accordingly, a local electronic wallet service is restricted from 

expanding the service area.

[0070] It is difficult for an electronic wallet service provider to directly receive a BIN for 

using the global payment network from a payment settlement service company. The electronic 

wallet service provider may provide overseas payments, using a global payment network through 

a service server (the verification server 40 to be described later) linking global payments.

[0071] In particular, when the specific electronic wallet service is not registered in the 

payment settlement service company, the wallet server corresponding to the specific electronic 

wallet service may not receive the virtual card number. Accordingly, a subscriber subscribed to 

the specific electronic wallet service may not use the electronic wallet service. In other words, 

the electronic wallet service company needs to establish its own local network such that an

electronic wallet service not registered in the payment settlement service company provides a 

financial transaction service to a user. The electronic wallet service company may not provide 

the financial transaction service in an area outside the established local network. Accordingly, 

the payment connection service server (i.e., a verification server) supports overseas payments of 

one or more electronic wallet services, based on the BIN issued by itself to expand the electronic 

wallet service, which is capable of being used for local payments, to overseas payments.

[0072] To this end, the inventive concept may allow an electronic wallet service not 

registered in a payment settlement service company to provide a financial transaction service to 

the corresponding service subscriber. To this end, the inventive concept includes a verification 

server 40.
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[0073] The verification server 40 receives a virtual card number (e.g., a variable virtual 

card number or a fixed virtual card number) from the payment settlement service server 30 based 

on the BIN issued by itself and then links the wallet service to return the actual card number of a 

user attempting to make a payment, to the payment network.

[0074] In an embodiment, the verification server 40 receives the virtual card number 

from the payment settlement service server 30 instead of the wallet server, and delivers the 

received virtual card number to the wallet server or delivers the matching code found based on 

the received virtual card number to the wallet server.

[0075] To this end, a company (i.e., a payment connection service operator) equipped 

with the verification server 40 needs to obtain a BIN corresponding to the verification server 40 

from a payment settlement service company. When the virtual card number includes a specific 

BIN, the payment settlement service server 30 transmits the virtual card number to the 

verification server 40.

[0076] In an embodiment, the verification server 40 searches for the matching code based 

on the virtual card number. That is, the virtual card number is used to search for the matching 

code in the verification server. For example, the verification server 40 stores the matching code 

for linking with the wallet server in a location allocated to each user in a virtual card number 

verification algorithm.

[0077] For example, when the virtual card number is a one-time virtual card number 

changed in unit time intervals, the verification server 40 receives a virtual card number to extract 

a plurality of detailed codes, and searches for a specific user allocation location (e.g., UID) based 

on a plurality of detailed codes to extract a matching code matched thereto. The matching code 

includes specific wallet identification information. In addition, the matching code may further 
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include user identification information. For example, as described later, when the verification 

server transmits the matching code to the specific wallet server, the matching code may further 

include user identification information.

[0078] Besides, the matching code may include identification information of a specific 

card registered by a specific user in a specific wallet.

[0079] The verification server transmits the found matching code or virtual card number 

to one of a plurality of wallet servers registered in the verification server 40. Furthermore, the 

verification server 40 verifies whether the virtual card number is a code normally generated by 

the virtual card number generation means 10. The detailed description about the method in which 

the virtual card number verification means determines whether a virtual card number is normal 

will be given later.

[0080] The verification server 40 may receive the virtual card number from the virtual 

card number generation means 10 in various manners. In an embodiment, the verification server 

40 may receive the virtual card number that is received by a financial transaction terminal from 

the virtual card number generation means 10 via wireless communication. For example, when a

virtual card number generation apparatus 100 including the virtual card number generation 

means 10 includes an NFC antenna module, a Bluetooth communication module, or the like, the 

virtual card number generation apparatus 100 may transmit the virtual card number to be 

delivered to the verification server 40, to the financial transaction terminal 20 through 

communication with the financial transaction terminal 20.

[0081] In the meantime, the verification server 40 and the virtual card number generation 

means 10 may include all or part of virtual card number generation functions. As the verification

server 40 and the virtual card number generation means 10 identically include a virtual card 
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number combining function included in the virtual card number generation function (i.e., a 

function to generate a virtual card number by combining detailed codes depending on specific 

rules), the verification server 40 may properly extract a plurality of detailed codes in the virtual 

card number generated by the virtual card number generation means 10.

[0082] Moreover, in an embodiment, the verification server 40 may verify whether the 

received virtual card number is generated and received by the normal virtual card number 

generation means 10. That is, the verification server 40 may perform verification by comparing 

the code (i.e., a virtual card number or a specific detailed code) received by the virtual card 

number generation means 10 after a code (i.e., a virtual card number or a specific detailed code) 

is generated under the condition the same as the condition in the case of the virtual card number 

generation means 10.

[0083] However, an embodiment is not limited thereto, and the verification server 40 and 

the virtual card number generation means 10 may not include the same virtual card number 

generation function. In particular, the virtual card number generation means 10 may include a 

virtual card number generation function, and the verification server 40 may include a verification 

algorithm. Even in this case, the verification server may perform verification of the virtual card 

number.

[0084] The verification server 40 searches for a matching code based on a plurality of 

detailed codes included in the virtual card number and transmits the virtual card number or the 

matching code to one of the plurality of wallet servers 51 and 52 based on the matching code. 

Here, each of the plurality of wallet servers 51 and 52 refers to a server corresponding to a 

different electronic wallet service.

[0085] Each of the plurality of wallet servers 51 and 52 receives the virtual card number 
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or matching code from the verification server 40, and then searches for the stored actual card 

number based on the received virtual card number or matching code. Afterward, the wallet server 

transmits the found actual card number to the verification server 40. The verification server 

transmits the received actual card number to the payment settlement service server 30 such that 

the financial transaction is made.

[0086] In particular, for example, when the wallet server receives the matching code 

from the verification server, the wallet server searches for a user corresponding to the matching 

code, and extracts one of a plurality of actual card numbers registered by the user to transmit the 

extracted one to the verification server. To this end, the verification server and the wallet server 

may share the matching code through communication when a new user desires registration, and 

the verification server may transmit the information (UID) of a user allocation area storing the 

matching code to the wallet server.

[0087] Moreover, for another example, when the matching code includes identification

information of a specific card registered by a specific user in a specific wallet, the wallet server 

searches for the actual card number corresponding to the matching code and transmits the found 

result to the verification server. To this end, a user client or application may generate a one-time 

variable virtual card number distinguished for each actual card number of a user, and the 

verification server searches for the matching code corresponding to the user’s specific actual 

card number based on the received one-time variable virtual card number and transmits the found 

result to the wallet server.

[0088] Furthermore, for another example, when the wallet server receives the one-time 

variable virtual card number from the verification server as it is, the verification server identifies 

wallet information for delivering the virtual card number based on the virtual card number 
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through the found matching code, and the wallet server receives the virtual card number from the 

verification server, and then searches for a user or an actual card number of the user based on a 

plurality of detailed codes in the virtual card number. To this end, the verification server needs to 

provide a virtual card number verification module to the wallet server.

[0089] Furthermore, in another embodiment, when the verification server transmits the 

matching code to the wallet server, the verification server may receive a fixed virtual card 

number and a variable virtual card number, and then may transmit the matching code to the 

wallet server.

[0090] The fixed virtual card number may be a card number included in the physical card 

for a wallet or a virtual card number generated by an application for a periodic payment. More 

specifically, when a payment is possible in a financial transaction terminal equipped with an IC 

reader and an NFC reader and a physical wallet card including a card number different from the 

actual card number is connected to a wallet service, users may utilize the physical wallet card 

upon making a payment. As the virtual card number included in the physical wallet card includes 

the BIN received from the payment network, the verification server receives the fixed virtual 

card number of the physical wallet card through the payment network. The verification server 

searches for the matching code corresponding to the fixed virtual card number and transmits the 

found result to the wallet server by mapping the user’s fixed virtual card number and the 

matching code.

[0091] Furthermore, as another specific example, the user generates the fixed virtual card

number with a validity period in the wallet service to register a periodic payment (e.g., a 

payment for a subscription service such as Netflix). At this time, the verification server receives 

information (including an expiration date when the expiration date is set) about the user’s
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matching code and the generated fixed virtual card number from the wallet server, and then maps 

the fixed virtual card number for a periodic payment onto the received matching code. When a 

user makes a request for a payment with the fixed virtual card number at a specific time to a 

service registering the fixed virtual card number for a periodic payment, as the fixed virtual card 

number includes the BIN capable of using the payment network, the verification server receives 

the fixed virtual card number and searches for a matching code corresponding to the fixed virtual 

card number. The verification server transmits the found matching code to the wallet server.

[0092] Furthermore, as another specific example, when the user utilizes a one-time 

variable virtual card number for online or offline payment, as the one-time variable virtual card 

number includes BIN capable of using the payment network, the verification server receives the 

one-time variable virtual card number from the payment network and searches for user allocation 

information (user ID (UID)) based on a plurality of detailed codes extracted from the one-time 

variable virtual card number to extract the matching code matched with the UID. The 

verification server transmits the matching code to the wallet server corresponding to the 

matching code extracted from the virtual card number verification algorithm.

[0093] In this way, the global payment connection service server not only expands the 

local payment of the electronic wallet service to overseas payment online/offline, but also uses

the conventional payment method, but is not limited to the payment method provided by each 

electronic wallet service. In addition to a partner where a wallet service is affiliated, the global 

payment connection service server is connected to make a payment using a virtual card number.

[0094] Hereinafter, the above-described configurations will be described in detail with 

reference to the following drawings.

[0095] FIG. 2 is a configuration diagram of the virtual card number generation apparatus, 
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according to another embodiment of the inventive concept.

[0096] Referring to FIG. 2, according to another embodiment of the inventive concept, 

the virtual card number generation apparatus 100 includes a detailed code generation unit 110, a

virtual card number generation unit 120, and a virtual card number provision unit 130.

[0097] According to embodiments of the inventive concept, the virtual card number 

generation apparatus 100 may be a device, in which the program corresponding to the virtual 

card number generation means 10 is embedded or in which a program corresponding to the 

virtual card number generation means 10 is installed. For example, the virtual card number 

generation apparatus 100 may be a smart card equipped with the program corresponding to the 

virtual card number generation means 10. Moreover, for example, the virtual card number 

generation apparatus 100 may be a mobile terminal in which an app card application 

corresponding to the virtual card number generation means 10 is installed. In addition to the 

above-described illustration, the virtual card number generation apparatus 100 may be a device 

that generates and transmits a virtual card number. For a more specific example, the virtual card 

number generation apparatus 100 may be a wearable device in which an app card application 

corresponding to the virtual card number generation means 10 is installed.

[0098] The virtual card number generation unit 120 may generate the virtual card number 

by combining one or more detailed codes. According to an embodiment, the virtual card number 

may be generated by combining a plurality of detailed codes depending on a specific rule. The 

virtual card number generating function includes the rule (i.e., the detailed code combining 

function) to combine a plurality of detailed codes.

[0099] Various methods may be applied to the method of generating one virtual card 

number by combining the plurality of detailed codes. As the example of the detailed code 
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combining function, the virtual card number generation unit 120 may generate the virtual card 

number in the manner of alternately positioning the first code of N-digits and the second code of 

N-digits. Furthermore, for another example, the detailed code combining function may be a 

function to combine the second code behind the first code. As the length of the detailed code 

included in a virtual function increases, the detailed code combining function may be generated 

variously.

[00100] The detailed code generation unit 110 may generate one or more detailed codes. 

The virtual card number generation function includes each detailed code generation function. For 

example, the virtual card number generation function generates a plurality of detailed codes, 

using a plurality of detailed codes generation functions and generates a virtual card number, 

using the detailed code combining function to combine the plurality of detailed codes.

[00101] In an embodiment, the detailed code generation unit 110 includes a first function 

and a second function as detailed code generation functions to generate a first code and a second 

code. The first code and the second code may have the correlation for searching for a wallet 

server transmitting a virtual card number in the verification server 40 including a virtual card 

number verification means. However, the virtual card number generation apparatus 100 may 

only include the first function to generate the first code and the second function to generate the 

second code through the detailed code generation functions to improve security, and may not 

include the data about the correlation between the first code and the second code.

[00102] Furthermore, in another embodiment, the detailed code generation unit 110 may 

generate at least one of the first and second codes, using the matching code stored in the virtual 

card number generation apparatus 100. Here, the matching code is a code matched with a 

specific wallet server, and the verification server 40 determines a wallet server to transmit the 
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matching code, using a virtual card number based on the matching code. In the meantime, the 

matching code may include at least one of information associated with one of the plurality of 

wallet servers, the storage location of the actual card number stored in the one wallet server, and 

the UID stored in the one wallet server. The verification server 40 stores the matching code and 

the location of the wallet server that matches with the matching code.

[00103] Meanwhile, an embodiment according to the inventive concept may be changed 

depending on information included in the matching code.

[00104] In an embodiment, when the matching code includes only information associated 

with one of a plurality of wallet servers, the verification server 40 transmits a virtual card 

number to the one wallet server based on the matching code. In this case, the one wallet server 

needs to be equipped with a virtual card number verification means to search for the actual card 

number.

[00105] Also, in another embodiment, the matching code may include information 

associated with one of the plurality of wallet servers and the storage location of the actual card 

number stored in the one wallet server. In this case, the verification server 40 determines the 

wallet server to transmit the matching code based on the matching code, and transmits the actual 

card number storage location to the corresponding wallet server.

[00106] Moreover, in another embodiment, the matching code may not include the actual 

card number storage location in the wallet server, and may include the information associated 

with one of a plurality of wallet servers and the UID registered in the one wallet server. Here, the 

UID itself may include information associated with one of a plurality of wallet servers. In this 

case, the verification server 40 determines the wallet server to transmit the detailed code based 

on the UID, and transmits the UID to the corresponding wallet server.
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[00107] Meanwhile, the matching code may include the UID itself or the storage location 

of the UID. When the matching code includes the UID itself, after receiving the matching code 

from the verification server 40, the wallet server searches for the actual card number stored after 

being matched with the UID. On the other hand, when the matching code includes the storage 

location of the UID, the wallet server receives the matching code from the verification server 40, 

searches for the UID using the matching code, and searches for the actual card number stored 

after being matched with the UID.

[00108] Furthermore, in another embodiment, the matching code is stored in each of the 

virtual card number generation apparatus 100 and the verification server 40 to verify the validity 

of a virtual card number to be described later. The matching code may be allocated when the user 

registers user information in the electronic wallet service; the wallet server transmits the 

allocated matching code to the virtual card number generation apparatus 100 and the verification 

server 40. This will be described in more detail later.

[00109] Moreover, according to another embodiment, the virtual card number may include 

the unchanged fixed code for distinguishing groups, together with a plurality of detailed codes. 

The fixed code may be combined at the predetermined location within the virtual card number. 

In the case where the virtual card number generating function is assigned for each card type 

group, the virtual card number verification means may determine a card type group only when 

extracting the fixed code from the virtual card number first. Accordingly, the fixed code may be 

combined at predetermined location (e.g., a location the same as the BIN of the actual card 

number) within the virtual card number to be detachable without the separate function. The fixed 

code may be matched with the verification server 40, and may allow the verification server 40 to 

receive a virtual card number.
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[00110] Moreover, according to an embodiment, the virtual card number generation 

apparatus 100 may generate the detailed code to be the code of the same digits as the actual card 

number by combining a plurality of detailed codes and the fixed code. The virtual card number 

generation apparatus 100 needs to generate a code having the same digits as the actual card 

number, as the virtual card number to use the virtual card number while the conventional 

financial transaction system (e.g., when the financial transaction is a payment in a store, a POS 

device and a PG server) is maintained as it is. To this end, the virtual card number generation 

apparatus 100 utilizes the digits of a plurality of detailed codes by dividing digits other than the 

fixed code for determining the card issuer and the card type of the corresponding card issuer. For 

example, when the actual card number has the card identification number of 16 digits and 

includes the first code and the second code as the detailed code, the virtual card number 

generation apparatus 100 may generate the first code and the second code, each of which has 5 

digits, by identically dividing 10 digits other than the fixed code of 6 digits among 16 digits. 

Afterward, the virtual card number generation unit to be described later may combine the first 

code and the second code depending on the specific rule and then may combine the fixed code 

with the front portion of the card identification number of the actual card number to generate the 

card identification number of the virtual card number.

[00111] The virtual card number provision unit 130 performs a role of outputting the 

virtual card number to the outside to provide the virtual card number to a virtual card number 

verification device 200. The virtual card number provision unit 130 may include various 

components capable of providing the virtual card number to the outside. The virtual card number 

provision unit 130 includes all or part of a wireless Internet module, a short range 

communication module, an IC chip, a magnetic field generation unit, a display unit, and the like.
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[00112] The wireless Internet module is a module for wireless Internet access and may be 

embedded in a mobile terminal 100 or may be attached on the mobile terminal 100. The wireless 

Internet technology may include Wireless LAN (WLAN) (Wi-Fi), Wireless broadband (Wibro), 

World Interoperability for Microwave Access (Wimax), High Speed Downlink Packet Access 

(HSDPA), long term evolution (LTE), Long Term Evolution-Advanced (LTE-A), or the like. For 

example, in the case where the virtual card number generation apparatus 100 is a mobile terminal 

in which an app card application being a virtual card number generation means is installed, when 

a user purchases an item from a shopping application or a shopping website, the virtual card 

number generation apparatus 100 may transmit the virtual card number to a payment settlement 

service server (i.e., the PG server) through wireless Internet communication.

[00113] The short range communication module refers to a module for short range 

communication. The short range communication technology may include Bluetooth, Bluetooth 

Low Energy (BLE), Beacon, Radio Frequency Identification (RFID), Near Field Communication 

(NFC), Infrared Data Association (IrDA), Ultra Wideband (UWB), ZigBee, or the like.

[00114] When the virtual card number generation apparatus 100 corresponds to a card for 

transmitting the virtual card number to a POS device, the virtual card number provision unit 130 

may include a magnetic field generation unit or an IC chip. The magnetic field generation unit

may transmit card data to a card reader by outputting the card data in the form of a magnetic 

signal. The magnetic field generation unit may include one or more magnetic cells that form a 

magnetic field through current flow and output the magnetic signal of card information. The 

magnetic field generation unit may be provided such that the magnetic field generation unit is 

exposed on the upper or lower surface of a PCB plate along a long side to be adjacent to the 

specific long side of the PCB plate of the card.
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[00115] The IC chip may be mounted in PCB and may exchange data by contacting the 

terminal of IC card reader. That is, the IC chip delivers the virtual card number generated by the 

virtual card number generation unit 120 to the IC card reader.

[00116] The display unit may include at least one of a liquid crystal display, a thin film 

transistor-liquid crystal display, an organic light-emitting diode, a flexible display, and an E-

paper.

[00117] The display unit may visually output the virtual card number generated by virtual

card number generation unit 120 to the outside. In this way, the user of the virtual card number 

generation apparatus 100 may visually identify the generated virtual card number in real time 

and then may enter the visually identified virtual card number into the virtual card number 

verification means.

[00118] For example, when the virtual card number generation device is the smart card, 

the virtual card number generation apparatus may include a display unit capable of outputting the 

virtual card number without outputting the card number on the surface of the smart card. 

Moreover, for example, when the virtual card number includes the fixed code the same as the 

BIN, the virtual card number generation apparatus 100 may output the BIN on the card surface 

and may store only the digits of the remaining card number in the display unit. For example, the 

display unit may be an E-paper, an OLED, or the like or may be a 7-segment display provided at 

each position. Moreover, for example, when the virtual card generation device is a smartphone in 

which the app card application is installed, the display unit may be the display unit of the 

smartphone in which the app card application is executed and is displayed.

[00119] Moreover, the user may deliver the virtual card number displayed in the display 

unit via various paths of a text message. Because the virtual card number (in particular, the code 
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generated while being changed continuously) is delivered such that the virtual card number 

verification means searches for the actual card number without transmitting the actual card 

number, the user may not be concerned about the leakage of the actual card number upon 

transmitting the code through the text message, or the like.

[00120] Hereinafter, the virtual card number verification device 200 will be described.

[00121] FIG. 3 is a configuration diagram of a virtual card number verification device 

200, according to another embodiment of the inventive concept.

[00122] Referring to FIG. 3, according to another embodiment of the inventive concept, 

the virtual card number verification device 200 includes a communication unit 210, a detailed 

code extraction unit 220, and a wallet server selection unit 230. The virtual card number 

verification device 200 may be the verification server 40.

[00123] For example, in the case of a card payment, the virtual card number verification 

device 200 receives the virtual card number generated by the virtual card number generation 

apparatus 100 through a POS device and a PG server.

[00124] The communication unit 210 receives the virtual card number from the virtual 

card number generation apparatus 100. According to an embodiment, the communication unit 

210 may receive the virtual card number generated by the virtual card number generation 

apparatus 100, through the communication with another server (e.g., the payment settlement 

service server).

[00125] The detailed code extraction unit 220 extracts a plurality of detailed codes 

included in the virtual card number. The virtual card number may be generated by combining a 

plurality of detailed codes depending on the specific rule. The detailed code extraction unit 220 

of the virtual card number verification device 200 may include the detailed code combining 
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function the same as the virtual card number generation apparatus 100 of a specific group, and 

thus the detailed code extraction unit 220 may extract a plurality of detailed codes from the 

virtual card number by applying the detailed code combining function. For example, when the 

virtual card number generation apparatus 100 generates the virtual card number obtained by 

combining two detailed codes (i.e., the first code and the second code), the detailed code 

extraction unit 220 may separate the first code and the second code by applying the detailed code 

combining function to the character string array of the virtual card number.

[00126] The wallet server selection unit 230 selects a wallet server to transmit detailed 

codes based on a plurality of detailed codes. Here, a plurality of wallet servers are servers 

previously registered in the verification server 40. The correlation may be included between 

detailed codes for the wallet server selection unit 230 to select a wallet server transmitting a 

plurality of detailed codes.

[00127] When the virtual card number includes the first code and the second code, as an 

embodiment of having the correlation between detailed codes, the wallet server selection unit 

230 may determine a search start point corresponding to the first code and may regard a point, 

which is moved along the search path corresponding to the second code from the search start

point, as a matching code. That is, the detailed code may include the first code for setting the 

start point of the search and the second code for setting the search path from the start point to the 

matching code depending on the specific search method.

[00128] Furthermore, in another embodiment, as the virtual card number generation means 

10 (or the virtual card number generation apparatus 100) provides a new virtual card number for 

each unit count, the virtual card number verification device 200 may set the search start point 

and the search path based on the first code and the second code changed for each count to search 
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for a matching code.

[00129] Furthermore, in another embodiment, to search for the matching code by using a 

plurality of detailed codes having the correlation, the wallet server selection unit 230 may 

include the matching code search algorithm. The matching code search algorithm is an algorithm 

capable of being searching for the matching code when each detailed code included in the virtual 

matching code is applied. For example, in the case where the virtual card number includes the 

first code for determining the search start point of the matching code and the second code for 

presenting the storage location direction from the search start point, when the matching code 

search algorithm allows a direction to be changed to the direction corresponding to the second 

code at the point corresponding to the first code, the matching code search algorithm is an 

algorithm that adjusts the matching code to be positioned at the corresponding location. As the 

matching code search algorithm is used, even though the first code and the second code included 

in the virtual card number are changed, the virtual card number verification device 200 may 

search for the matching code. Various methods may be applied to the matching code search 

algorithm, and the detailed exemplification will be described with reference to FIGS. 8 and 9. 

However, the matching code search algorithm is not limited to the exemplification described 

below.

[00130] Furthermore, in another embodiment, the virtual card number verification device 

200 further includes a virtual card number verification unit 240. The virtual card number 

verification unit 240 determines whether the virtual card number received by the virtual card 

number verification device 200 is authentic.

[00131] The virtual card number verification unit 240 may receive and store a unique 

value (e.g., a matching code) of the virtual card number generation apparatus 100 when a user 
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registers user information in an electronic wallet service.

[00132] When the verification server 40 receives the virtual card number, the detailed 

code extraction unit 220 extracts a plurality of detailed codes from the virtual card number. The 

virtual card number verification unit 240 may obtain time data at which the virtual card number 

is generated, based on the detailed code, may extract the unique value of the specific virtual card 

number generation apparatus 100 stored therein, may apply the extracted unique value together 

with the time data to the virtual security code generation function (e.g., an OTP function), and 

may generate the virtual security code. The virtual card number verification unit 240 may 

determine whether the virtual security code (i.e., the reception virtual security code) received by 

the virtual card number generation apparatus 100 is the same as the virtual security code (i.e., the 

generated virtual security code) calculated using the virtual security code generation function 

stored therein. Because there is a difference between a time point at which the virtual card 

number generation apparatus 100 generates a virtual card number and a time point at which the 

virtual card number verification device 200 receives the virtual card number, the virtual card 

number verification device 200 may calculate the virtual security code (i.e., OTP number) within 

a specific time range (e.g., from a time point, at which the virtual card number is received, until a 

specific count) in consideration of a time delay and may determine whether there is a value the 

same as the reception virtual security code received from the virtual card number generation 

apparatus 100. When the received virtual security code is the same as the generated virtual 

security code, the virtual card number verification unit 240 determines that the virtual card 

number is a normal virtual card number.

[00133] Furthermore, in another embodiment, the virtual card number verification unit 

240 utilizes the matching code found from the wallet server selection unit 230 to verify the 
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validity of the virtual card number. In particular, when the received virtual security code is the 

same as the generated virtual security code, the virtual card number verification unit 240 

retrieves whether a code the same as the matching code found from the wallet server selection 

unit 230 is stored in the verification server 40. When the matching code found from the wallet 

server selection unit 230 is stored in the verification server 40, the virtual card number 

verification unit 240 determines that the virtual card number is a normal virtual card number.

[00134] When the virtual card number verification unit 240 determines that the virtual 

card number is a normal card number, the communication unit 210 transmits the virtual card 

number or matching code to the wallet server selected by the wallet server selection unit 230.

[00135] Next, the wallet server will be described in detail.

[00136] FIG. 4 is a configuration diagram of a wallet server 300 according to another 

embodiment of the inventive concept.

[00137] A communication unit 310 receives a virtual card number or matching code from 

the verification server 40 and transmits an actual card number to the verification server 40.

[00138] An actual card number search unit 320 searches for the actual card number stored 

in a wallet server, using the virtual card number or matching code received from the verification 

server 40.

[00139] In an embodiment, when the communication unit 310 receives a virtual card 

number from the verification server 40, the actual card number search unit 320 includes a virtual 

card number verification means. The actual card number search unit 320 extracts one of an actual 

card number storage location and the storage locations of UID and UID from the virtual card 

number, using the virtual card number verification means, and then searches for the actual card 

number.



34

[00140] In another embodiment, when the communication unit 310 receives a matching 

code from the verification server 40, the matching code may include one of the stored actual card 

number storage location and the storage location of UID and UID.

[00141] When the matching code includes the storage location of the actual card number, 

the actual card number search unit 320 searches for the actual card number matched with the 

matching code. On the other hand, when the matching code includes the UID itself, the actual 

card number search unit 320 searches for the actual card number stored after being matched with 

the UID, using the matching code. On the other hand, when the matching code includes the 

storage location of the UID, the actual card number search unit 320 searches for the UID, using 

the matching code and searches for the actual card number stored after being matched with the 

UID.

[00142] The matching code refers to a code allocated when a virtual card number 

generation apparatus (e.g., a wearable device) is registered in a wallet server. The allocated 

matching code is stored in an actual card number storage unit 330 in the wallet server, and is 

transmitted to the virtual card number generation apparatus and the verification server 40.

[00143] The actual card number storage unit 330 may generate an actual card number 

storage space for each user or for each virtual card number generation apparatus to store an 

actual card number. In an embodiment, the actual card number storage unit 330 includes the 

actual card number storage space in which one or more actual card numbers are stored. 

Furthermore, as illustrated in FIG. 10, the actual card number storage unit 330 includes a 

matching code storage area, a basic card setting area, and a card number storage area. A plurality 

of actual card numbers are stored in the card number storage area after being matched with the 

identification number; the basic card setting area stores the identification number of the actual 
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card number set as the basic card (or a default card).

[00144] As described above, the actual card number is not stored in the verification server 

40, but is stored in a wallet server in which a virtual card number generation apparatus is 

registered. The electronic wallet service user may make a financial transaction using the 

verification server 40 by registering user information (e.g., an actual card number) in only the 

corresponding wallet server.

[00145] Hereinafter, a financial transaction providing method utilizing the above-

described components will be described in detail.

[00146] FIGS. 5 to 7 are flow charts of a financial transaction providing method according 

to an embodiment of the inventive concept.

[00147] Referring to FIG. 5, the virtual server number receiving step S100 in which the 

verification server 40 receives the virtual card number provided by the virtual card number 

generation means 10 from the financial transaction terminal proceeds.

[00148] In an embodiment, the virtual card number generation means 10 may be 

embedded in a wearable device. The electronic wallet service user may register the wearable 

device in a wallet server and may install the virtual card number generation program. In the case 

of making a card payment, the virtual card number generated by the wearable device is delivered 

to the payment settlement service server 30 through the financial transaction terminal 20; the 

payment settlement service server 30 transmits the virtual card number to the verification server 

40 based on the BIN included in the virtual card number.

[00149] In an embodiment, a plurality of wallet servers corresponding to different 

electronic wallet services may be registered in the verification server 40; all the virtual card 

numbers generated from the virtual card number generation apparatus 100 registered in each 
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wallet server may include the same BIN. Accordingly, all the virtual card numbers generated 

from the virtual card number generation apparatus 100 registered in different electronic wallet 

services are transmitted to the verification server 40.

[00150] Afterward, a step S200 in which the verification server 40 extracts a plurality of 

detailed codes included in the virtual card number proceeds. The plurality of detailed codes are 

extracted by the detailed code extraction unit 220 included in the verification server 40. To this 

end, the virtual card number generation apparatus 100 and the verification server 40 may include 

the same virtual card number generation function. However, an embodiment is not limited 

thereto, and the verification server may include only the virtual card verification algorithm.

[00151] Afterward, a step S300, in which the verification server 40 transmits a virtual card 

number or matching code to one of a plurality of wallet servers storing the actual card number 

based on a plurality of detailed codes, proceeds.

[00152] In an embodiment, the verification server 40 may search for a matching code by 

combining the extracted plurality of detailed codes, and may select a wallet server to transmit the 

detailed code using the found matching code.

[00153] Furthermore, in another embodiment, the matching code may consist of a code (4 

digits) indicating the wallet server and a code (5 digits) of a user serial number in the wallet 

server. The verification server 400 may select a wallet server to transmit the matching code, 

based on a 4-digit code indicating a wallet server in the matching code.

[00154] Next, a step S400 of receiving an actual card number corresponding to a plurality 

of detailed codes from one wallet server proceeds.

[00155] Referring to FIG. 7, the wallet server receives at least one (e.g., a matching code) 

of a plurality of detailed codes extracted from the virtual card number (S310), searches for the 
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actual card number stored in the wallet server using the received detailed code (S320), and 

transmits the found actual card number to the verification server 40 (S330).

[00156] In an embodiment, the wallet server receives the matching code composed of a 

code (4 digits) indicating the wallet server and a code (5 digits) of a user serial number in the 

wallet server, from the verification server 40, and then searches for the actual card number 

storage location using the serial number code. Afterward, the wallet server transmits the found 

actual card number to the verification server 40.

[00157] Furthermore, in another embodiment, the wallet server may receive the actual 

card storage location from the verification server 40. In this case, the wallet server transmits the 

actual card number stored in the received actual card storage location to the verification server 

40.

[00158] Finally, a step S500, in which the verification server 40 performs a financial 

transaction progress or a financial transaction progress request with the received actual card 

number, proceeds.

[00159] In an embodiment, the verification server 40 transmits the actual card number to 

the payment settlement service server 30. The payment settlement service server 30 transmits the 

actual card number to the financial company server 60 corresponding to the BIN based on the 

BIN included in the actual card number. The financial company server 60 receives the actual 

card number; when the received actual card number is the same as the actual card number stored 

in the financial company server 60, the financial company server 60 approves a request for a 

financial transaction.

[00160] In the meantime, in another embodiment, when the virtual card number is not 

valid, the verification server 40 does not transmit the detailed code extracted from the virtual 
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card number, to the wallet server.

[00161] In particular, referring to FIG. 6, a step S200, in which the verification server 40 

extracts a plurality of detailed codes included in the virtual card number, proceeds; a step S210, 

in which the verification server 40 verifies the validity of the virtual card number based on a 

plurality of detailed codes and the generation security code generated within the verification 

server, proceeds. A method of verifying the validity of the virtual card number has been 

specifically described in FIG. 3, and thus a detailed description is omitted.

[00162] Only when the received virtual card number is valid, the verification server 40 

transmits the extracted detailed code to the wallet server.

[00163] As described above, the inventive concept does not register an electronic wallet 

service in a payment settlement service server, and enables a financial transaction service to be 

provided through an electronic wallet service.

[00164] Hereinafter, specific examples of the first and second codes will be described.

[00165] FIG. 8 is an exemplary view illustrating a matching code search algorithm 

searching for a matching code by moving on a track based on a detailed code, according to an 

embodiment of the inventive concept. FIG. 9 is an exemplary view of a method of moving a 

matching code search time point by using a virtual security code, according to an embodiment of 

the inventive concept.

[00166] In one embodiment, the verification server 40 includes a matching code search 

algorithm; the matching code search algorithm searches for a matching code by moving on a 

track based on a plurality of detailed codes constituting a virtual code.

[00167] Referring to FIG. 8, the virtual code includes a first code and a second code, as a 

plurality of detailed codes generated based on a time elapsing from a point in time when the 
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virtual code generation function is driven.

[00168] As a specific example of the first code and the second code, the code value (first 

code value) corresponding to the first code may be a value obtained by adding an OTP code 

value to the count corresponding to the current time point based on the driving time point of the 

virtual code generation function. The first code value operates as a waypoint in the actual code 

search process. The code value (second code value) corresponding to the second code may be a 

value obtained by subtracting the matching code from the first code value. The second code 

value is a count from the waypoint (the first code value) to the matching code.

[00169] That is, an embodiment of the first code and second code generated by the 

detailed code generation unit 110 is as follows.

[00170] First code = current time count + OTP code

[00171] Second code = first code - matching code

[00172] The OTP code is a code generated by the OTP code generation function included 

in the detailed code generation function, and is a code generated at different time points. 

Accordingly, the detailed code may be generated differently depending on a generation time 

point of the virtual code, thereby preventing the detailed code from being redundantly generated 

and enhancing security.

[00173] As another specific example of the first code and the second code, the code value 

(the first code value) corresponding to the first code may be a value obtained by adding the 

matching code to the OTP code value; the code value (the second code value) corresponding to 

the second code may be an OTP code value.

[00174] That is, another embodiment of the first code and second code generated by the 

detailed code generation unit 110 is as follows.
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[00175] First code = OTP code + matching code

[00176] Second code = OTP code

[00177] As illustrated in FIG. 8, the verification server 40 searches for a matching code by 

moving along a track in the direction set by the count corresponding to the second code value, 

via the count on the track matched with the first code value as the waypoint.

[00178] Furthermore, in another embodiment, the first code and the second code may be 

codes for the reference count added by the OTP code generated randomly from a time point (e.g., 

a time point at which the virtual card number generation means generates a virtual card number) 

at which the virtual card number generation apparatus is registered by the wallet server or a time 

point at which a financial transaction is requested.

[00179] As the detailed embodiment, a virtual card number generating means generates 

the virtual security code by reflecting the virtual security code to the first code and the second 

code, without outputting the virtual security code to the outside. As illustrated in FIG. 8, the 

virtual card number generating means 10 generates a virtual security code value (e.g., OTP code) 

based on the matching code stored in a virtual card number generating apparatus, and generates 

the first code of a count, to which the virtual security code value is added, at a registration time 

point of the virtual card number generation apparatus, and generates the second code of the count 

corresponding to the virtual security code value (i.e., generating the virtual security code itself as 

the second code). That is, the first code and the second code are generated based on the count 

shifted by the value of the virtual security code from a time point ‘A’ at which the virtual card 

number generation apparatus is registered in the wallet server. The count shifted from the time 

point ‘A’ may be a count earlier or later than the count corresponding to the current time point 

depending on the generated virtual security code value. The verification server 40 may search for 
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the matching code by applying the received first code and second code to the matching code 

search algorithm. As such, it is impossible for other people to identify the order in which the first 

code and the second code constituting the virtual card number are provided, thereby improving 

the security.

[00180] The steps of a method or algorithm described in connection with the embodiments 

of the inventive concept may be embodied directly in hardware, in a software module executed 

by hardware, or in a combination thereof. The software module may reside on a Random Access 

Memory (RAM), a Read Only Memory (ROM), an Erasable Programmable ROM (EPROM), an 

Electrically Erasable Programmable ROM (EEPROM), a Flash memory, a hard disk, a 

removable disk, a CD-ROM, or a computer readable recording medium in any form known in 

the art to which the inventive concept pertains.

[00181] Although embodiments of the inventive concept have been described herein with 

reference to accompanying drawings, it should be understood by those skilled in the art that the

inventive concept may be embodied in other specific forms without departing from the spirit or 

essential features thereof. Therefore, the above-described embodiments are exemplary in all 

aspects, and should be construed not to be restrictive.



42 
 

【CLAIMS】 

【Claim 1】 

A virtual card number-based financial transaction providing method by a verification 

server, the method comprising: 

receiving, by the verification server, a virtual card number provided by a virtual card 

number generation means, from a financial transaction terminal; 

searching, by a virtual card number verification means of the verification server, for a 

matching code, using a plurality of detailed codes included in the virtual card number; 

selecting from a plurality of wallet servers, based on the matching code, one wallet server 

storing an actual card number corresponding to the virtual card number; 

transmitting, by the verification server, the virtual card number or the matching code to 

the one wallet server; 

receiving the actual card number from the one wallet server; and 

performing, by the verification server, a financial transaction progress or a financial 

transaction progress request, with the received actual card number. 

【Claim 2】 

The method of claim 1, wherein the virtual card number includes a fixed code coupled at 

a predetermined location within the virtual card number and matched with the verification server, 

and the plurality of detailed codes. 

【Claim 3】 

The method of claim 2, wherein the verification server transmits the virtual card number 

to the one wallet server, and 

wherein the one wallet server includes a virtual card number verification means. 
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【Claim 4】 

The method of claim 3, wherein the matching code includes only information associated 

with the one wallet server of the plurality of wallet servers. 

【Claim 5】 

The method of claim 2, wherein the verification server transmits the matching code to the 

one wallet server. 

【Claim 6】 

The method of claim 5, wherein the matching code includes a storage location of the actual 

card number stored in the one wallet server, or a user identifier (UID) stored in the one wallet 

server. 

【Claim 7】 

The method of claim 2, further comprising: 

verifying, by the virtual card number verification means, validity of the virtual card 

number based on the plurality of detailed codes and a generation security code generated in the 

virtual card number verification means, 

wherein the transmitting, by the verification server, of the virtual card number or the 

matching code to the one wallet server of the plurality of wallet servers storing the actual card 

number based on the matching code is performed only when the virtual card number is valid. 

【Claim 8】 

The method of claim 2, wherein a first virtual card number and a second virtual card 

number include the same fixed code such that the first virtual card number formed based on a first 

matching code matched with one wallet server of the plurality of wallet servers, and the second 

virtual card number formed based on a second matching code matched with another  
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wallet server of the plurality of wallet servers are transmitted to the verification server. 

【Claim 9】 

The method of claim 2, wherein the virtual card number is generated by a user terminal or 

a wearable device including the virtual card number generation means, and 

wherein the user terminal or the wearable device is registered in one wallet server of the 

plurality of wallet servers. 

【Claim 10】 

The method of claim 9, wherein a user terminal or a wearable device registered in one 

wallet server of the plurality of wallet servers, and a user terminal or a wearable device registered 

in another wallet server of the plurality of wallet servers generate a virtual card number including 

the same fixed code. 

【Claim 11】 

A virtual card number-based financial transaction providing program, the program being 

stored in a medium to be combined with a computer which is hardware and perform the method 

any one of claims 1 to 10. 

【Claim 12】 

A virtual card number-based financial transaction providing apparatus, the apparatus 

comprising: 

a communication unit configured to transmit or receive data with another server or 

terminal; 

a detailed code extraction unit configured to search for a matching code based on a 

plurality of detailed codes included in a virtual card number received from a virtual card number 

generation means; and 
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a wallet server selection unit configured to: 

select one wallet server of a plurality of wallet servers storing an actual card number, based 

on the matching code; and 

control the communication unit such that the virtual card number or the matching code is 

transmitted to the selected wallet server, 

wherein the communication unit receives the actual card number corresponding to the 

virtual card number from the one wallet server, and performs a financial transaction progress or a 

financial transaction progress request with the actual card number. 

【Claim 13】 

The apparatus of claim 12, wherein the virtual card number includes a fixed code coupled 

at a predetermined location within the virtual card number and matched with the financial 

transaction providing apparatus, and the plurality of detailed codes. 

【Claim 14】 

The apparatus of claim 13, wherein the matching code includes at least one of information 

associated with one wallet server of the plurality of wallet servers, a storage location of the actual 

card number stored in the one wallet server, and a UID stored in the one wallet server. 

【Claim 15】 

The apparatus of claim 12, further comprising: 

a virtual card number verification unit configured to verify validity of the virtual card 

number based on the plurality of detailed codes. 

 


