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TRANSACTION VERIFICATION METHOD AND APPARATUS, 

DEVICE, AND STORAGE MEDIUM

RELATED APPLICATION 

[0001] This application claims priority to Chinese Patent Application No. 202110537182.6, 

entitled "TRANSACTION VERIFICATION METHOD AND APPARATUS, DEVICE, AND 

STORAGE MEDIUM", and filed with the China National Intellectual Property Administration on 

May 18, 2021, which is incorporated herein by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of blockchain technology, and in particular, to 

transaction verification.

BACKGROUND OF THE DISCLOSURE 

[0003] It is to be understood that when generating a new block, a block generation node in a 

blockchain network is required to collect unacknowledged transactions propagated in the 

blockchain network, and then may execute transactions corresponding to the collected transactions 

one by one, so as to obtain a transaction execution result. In the process of executing the 

transactions, the block generation node is required to acquire all state data from a genesis block to a 

current latest block (i.e. block with a maximum generation timestamp) in advance from a 

blockchain of the blockchain network, so as to check the legitimacy of the transaction. For example, 

when executing an asset transfer service corresponding to a certain transaction, the block generation 

node is required to determine whether an asset transfer party has a sufficient credit. At this moment, 

the block generation node takes a long time to read all the state data on the blockchain, so as to 

reduce the efficiency of legitimacy check. In this way, as blocks on the blockchain are increasing, 

resource overheads required for a read or write operation of the same state data will rise, thus 

causing a running overload of the block generation node and a longer start-up time of the block 

generation node.

SUMMARY 

[0004] Embodiments of this application provide a transaction verification method and 

apparatus, a device, and a storage medium, which can accelerate the start-up of a block generation 

node.
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[0005] According to an aspect of the embodiments of this application, a transaction 

verification method is provided. The method is performed by a block generation node in a 

blockchain network. The block generation node is a simplified payment verification (SPV) node in 

the blockchain network. The method includes:

[0006] acquiring a to-be-verified transaction from a user node in the blockchain network 

and transaction verification information of the to-be-verified transaction, the transaction verification 

information being determined by a full node in the blockchain network by executing a transaction

corresponding to the to-be-verified transaction, the transaction verification information comprising 

a state read set, a state write set, an initial transaction execution result and a block identifier, the 

block identifier being of a target block with a maximum generation timestamp on a full blockchain 

of the full node, and a block header of the target block as the first block header comprising the 

block identifier;

[0007] searching a block header chain of the SPV node for a block header matching the 

block identifier in the first block header, as a second block header, and checking the state read set 

and the state write set based on a first state snapshot in the second block header to obtain a first 

check result of the to-be-verified transaction;

[0008] executing the transaction based on the state read set in response to the first check 

result indicating a successful check, to obtain a target transaction execution result of the transaction 

and to-be-written state data; and

[0009] checking legitimacy of the to-be-verified transaction based on the initial transaction 

execution result, the target transaction execution result, the state write set, and the to-be-written 

state data.

[0010] According to an aspect of the embodiments of this application, a transaction 

verification method is provided. The method is performed by a full node in a blockchain network 

and includes:

[0011] taking a block with a maximum generation timestamp on a full blockchain of the full

node as a target block and taking a block header of the target block as a first block header in 

response to acquiring a to-be-verified transaction associated with a user node in the blockchain 

network;

[0012] acquiring a Merkle Patricia tree (MPT) in the target block, and executing a 

transaction corresponding to the to-be-verified transaction based on the MPT in the target block, to 

obtain an initial transaction execution result, a state read set and a state write set of the transaction;
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[0013] acquiring a block identifier in the first block header, and taking the initial transaction 

execution result, the state read set, the state write set, and the block identifier as transaction 

verification information of the to-be-verified transaction, the transaction verification information

indicating a block generation node in the blockchain network; and

[0014] checking legitimacy of the to-be-verified transaction based on a first state snapshot 

in a second block header in a block header chain, the second block header being a block header 

matching the block identifier in the block header chain, and the block generation node being a 

simplified payment verification (SPV) node in the blockchain network.

[0015] According to an aspect of the embodiments of this application, a transaction 

verification apparatus is provided, including:

[0016] a transaction acquisition module, configured to acquire a to-be-verified transaction

from a user node in the blockchain network and transaction verification information of the 

to-be-verified transaction, the transaction verification information being determined by a full node 

in the blockchain network by executing a transaction corresponding to the to-be-verified transaction,

the transaction verification information comprising a state read set, a state write set, an initial 

transaction execution result and a block identifier, the block identifier being of a target block with a 

maximum generation timestamp on a full blockchain of the full node, and a block header of the 

target block as the first block header comprising the block identifier;

[0017] a set checking module, configured to search a block header chain of a simplified 

payment verification (SPV) node for a block header matching the block identifier in the first block 

header, as a second block header, and checking the state read set and the state write set based on a 

first state snapshot in the second block header to obtain a first check result of the to-be-verified 

transaction;

[0018] a target execution result determining module, configured to execute the transaction 

based on the state read set in response to the first check result indicating a successful check, to

obtain a target transaction execution result of the transaction and to-be-written state data; and

[0019] a legitimacy checking module, configured to check legitimacy of the to-be-verified 

transaction based on the initial transaction execution result, the target transaction execution result, 

the state write set, and the to-be-written state data.

[0020] According to an aspect of the embodiments of this application, a transaction 

verification apparatus is provided, including:
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[0021] a target block determining module, configured to take a block with a maximum 

generation timestamp on a full blockchain of the full node as a target block and taking a block 

header of the target block as a first block header in response to acquiring a to-be-verified transaction

associated with a user node in the blockchain network;

[0022] an initial execution result determining module, configured to acquire a Merkle 

Patricia tree (MPT) in the target block, and execute a transaction corresponding to the to-be-verified 

transaction based on the MPT in the target block, to obtain an initial transaction execution result, a 

state read set and a state write set of the transaction; and

[0023] a verification information determining module, configured to a block identifier in the 

first block header, and taking the initial transaction execution result, the state read set, the state 

write set, and the block identifier as transaction verification information of the to-be-verified 

transaction, the transaction verification information indicating a block generation node in the 

blockchain network, and check legitimacy of the to-be-verified transaction based on a first state 

snapshot in a second block header in a block header chain, the second block header being a block 

header matching the block identifier in the block header chain, and the block generation node being 

a simplified payment verification (SPV) node in the blockchain network.

[0024] According to an aspect of the embodiments of this application, a computer device is 

provided, including a processor and a memory;

[0025] the processor being connected to the memory, the memory being configured to store 

a computer program, the computer program, when executed by the processor, causing the computer 

device to perform the method provided in the embodiments of this application.

[0026] According to an aspect of the embodiments of this application, a computer-readable 

storage medium is provided, storing a computer program, the computer program, when loaded and 

executed by a processor, causing a computer device with the processor to perform the method 

provided in the embodiments of this application.

[0027] According to an aspect of the embodiments of this application, a computer program 

product or a computer program is provided, including computer instructions, the computer 

instructions being stored in a computer-readable storage medium. A processor of a computer device 

reads the computer instructions from the computer-readable storage medium, and executes the 

computer instructions, causing the computer device to perform the method provided in the 

embodiments of this application.
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[0028] In the embodiments of this application, a block generation node in a blockchain 

network (i.e. an SPV node in the blockchain network), while receiving a to-be-verified transaction

transmitted by a user node in the blockchain network, also receives transaction verification 

information determined by a full node in the blockchain network by executing a transaction

corresponding to the to-be-verified transaction. The transaction verification information includes an 

initial transaction execution result, a state read set, a state write set, and a block identifier of the 

transaction. The block identifier is of a target block with a maximum generation timestamp on a full 

blockchain of the full node, and a first block header of the target block includes the block identifier. 

Based on this, the block generation node is not required to take a lot of time to synchronize all state 

data from a genesis block of the full blockchain to the target block, but directly searches for a 

second block header matching the block identifier from a block header chain of the block 

generation node, and then checks the legitimacy of the to-be-verified transaction based on a first 

state snapshot of the second block header and the transaction verification information, whereby the 

efficiency of legitimacy check can be improved, thereby alleviating the running burden of the block 

generation node, so as to greatly accelerate the start-up of the block generation node.

BRIEF DESCRIPTION OF THE DRAWINGS 

[0029] FIG. 1 is a schematic diagram of a blockchain network structure according to an 

embodiment of this application.

[0030] FIG. 2 is a schematic diagram of a scenario of data interaction according to an 

embodiment of this application.

[0031] FIG. 3 is a schematic flowchart of a transaction verification method according to an 

embodiment of this application.

[0032] FIG. 4 is a schematic diagram of a scenario of verifying transaction signature 

information according to an embodiment of this application.

[0033] FIG. 5 is a schematic structural diagram of an MPT according to an embodiment of 

this application.

[0034] FIG. 6 is a schematic diagram of a first proof of existence of first state data 

according to an embodiment of this application.

[0035] FIG. 7 is a schematic diagram of a proof of modifiability of second state data 

according to an embodiment of this application.
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[0036] FIG. 8 is a schematic flowchart of a transaction verification method according to an 

embodiment of this application.

[0037] FIG. 9 is a schematic flowchart of a transaction verification method according to an 

embodiment of this application.

[0038] FIG. 10 is a schematic diagram of a scenario of generating a to-be-processed block 

according to an embodiment of this application.

[0039] FIG. 11 is a schematic structural diagram of a transaction verification apparatus 

according to an embodiment of this application.

[0040] FIG. 12 is a schematic structural diagram of a transaction verification apparatus 

according to an embodiment of this application.

[0041] FIG. 13 is a schematic diagram of a computer device according to an embodiment of 

this application.

[0042] FIG. 14 is a schematic structural diagram of a data processing system according to 

an embodiment of this application.

DESCRIPTION OF EMBODIMENTS 

[0043] The technical solutions in the embodiments of this application are clearly and 

completely described in the following with reference to the accompanying drawings in the 

embodiments of this application. Apparently, the described embodiments are merely some rather 

than all of the embodiments of this application. All other embodiments obtained by a person of 

ordinary skill in the art based on the embodiments of this application without creative efforts shall 

fall within the protection scope of this application.

[0044] Reference is made to FIG. 1. FIG. 1 is a schematic diagram of a blockchain network 

structure according to an embodiment of this application. The blockchain network structure shown 

in FIG. 1 may be applied to a blockchain system. The blockchain system may be a distributed 

system formed of a plurality of blockchain nodes connected by means of network communication. 

In other words, all blockchain nodes may establish a point to point or peer to peer (P2P) connection 

with each other to form a P2P network (i.e., the blockchain network shown in FIG. 1).

[0045] The blockchain node herein may be any form of computer device accessing the 

blockchain network. For example, the computer device may be a user terminal accessing the 

blockchain network or a server accessing the blockchain network, and the specific form of the 

blockchain node is not limited herein. It is to be understood that the user terminal herein may 
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include a smart terminal having a data processing function such as a smart phone, a tablet computer, 

a notebook computer, or a desktop computer. A target application (i.e.an application client) may be 

installed in the user terminal. When the application client runs in the user terminal, data interaction 

may be performed with other blockchain nodes in the blockchain network shown in FIG. 1. The 

application client may include social clients, multimedia clients (e.g., video clients), entertainment 

clients (e.g., game clients), educational clients, live clients, and other application clients. The 

application client may be, but is not limited to, an independent client, or an embedded sub-client 

integrated into a client (e.g., a social client, an educational client, a multimedia client, etc.). The 

server may be an independent physical server, or may be a server cluster including a plurality of 

physical servers or a distributed system, or may be a cloud server providing basic cloud computing 

services, such as a cloud service, a cloud database, cloud computing, a cloud function, cloud storage, 

a network service, cloud communication, a middleware service, a domain name service, a security 

service, a content delivery network (CDN), big data, and an artificial intelligence platform.

[0046] As shown in FIG. 1, the blockchain network may include three types of blockchain 

nodes, and specifically may include a full node, a block generation node and a user node. The full 

node is a blockchain node for storing integrated (complete) block data. In the embodiments of this 

application, a blockchain of a full node may be referred to as a full blockchain. Each block in the 

full blockchain may include a block header and a block body. The block header may include a state 

snapshot for determining integrity of state data, a block identifier of a current block (e.g., a block 

height or a block hash), a parent block hash, and a generation timestamp, etc. The block body may 

include an MPT in which leaf nodes (i.e., data nodes) may store state data. This means that the full 

blockchain of the full node retains complete state data of all accounts.

[0047] It is to be understood that the block generation node in the embodiments of this 

application is a blockchain node for generating a new block header. In order to greatly reduce the 

consumption of storage space, the block generation node may be a light node, or referred to as a

simplified payment verification (SPV) node, in the blockchain network. The SPV node is a

blockchain node for storing block header information of block data without storing complete block 

data. In other words, in the embodiments of this application, a blockchain of the block generation 

node may be referred to as a block header chain (i.e. an SPV blockchain), and the block header 

chain may be a chain-type structure formed by connecting a plurality of block headers end to end. 

This means that the block header chain of the block generation node may retain state snapshots for 

determining integrity of state data instead of complete state data of all accounts.
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[0048] The user node in the embodiments of this application is a blockchain node deployed 

on a user side and controlled by a user. It is to be understood that the user node may be deployed 

separately at a certain computer device for packaging a to-be-verified transaction (e.g. transaction 1) 

for the user. The user node may interact with a full node in the blockchain network (the full node is 

deployed on a different computer device than the user node). For example, the user node may 

transmit transaction 1 to the full node, whereby the full node simulates execution of a transaction

corresponding to transaction 1 and receives transaction verification information obtained by the full 

node by the execution of the transaction corresponding to transaction 1. In addition, the user node 

may interact with the block generation node in the blockchain network. For example, the user node 

may transmit the transaction verification information transmitted by the full node and the 

to-be-verified transaction (i.e. transaction 1) packaged by the user node together to the block 

generation node, whereby the block generation node checks the legitimacy of transaction 1 based on 

the received transaction verification information. Alternatively, the user node may be co-deployed 

on the same computer device as the full node in the blockchain network. This means that the user 

node will have a node function of the full node, i.e. storing complete block data. Therefore, after 

packaging a to-be-verified transaction (e.g. transaction 2) for the user, the user node may directly 

execute a transaction corresponding to transaction 2 to obtain transaction verification information 

corresponding to transaction 2. At this moment, the user node may directly transmit transaction 2 

and the transaction verification information corresponding to transaction 2 together to the block 

generation node, whereby the block generation node checks the legitimacy of transaction 2 based on 

the received transaction verification information.

[0049] It can be seen therefrom that when receiving a to-be-verified transaction transmitted 

by the user node in the blockchain network, the block generation node in the embodiments of this 

application may receive transaction verification information corresponding to the to-be-verified 

transaction together. Therefore, when the block generation node checks the legitimacy of the 

to-be-verified transaction, it is not necessary to acquire all state data stored in the full blockchain, 

but to check the legitimacy of the to-be-verified transaction according to the received transaction 

verification information. The transaction verification information herein may include a state read set, 

a state write set, an initial transaction execution result, and a block identifier. The block identifier is 

used for a target block with a maximum generation timestamp on the full blockchain of the full 

node, and a first block header of the target block includes the block identifier. Therefore, the process 

of checking the to-be-verified transaction may include the following checking. Firstly, when finding 

a block header (i.e. a second block header) matching a block identifier in a block header chain, the 

block generation node may acquire a first state snapshot in the second block header, and then check 
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two sets (i.e. a state read set and a state write set) in transaction verification information based on 

the first state snapshot to obtain a first check result. The block generation node may execute the 

transaction corresponding to the to-be-verified transaction based on the state read set in a case that 

the first check result indicates a successful check to obtain a target transaction execution result and 

to-be-written state data. Then, the block generation node may check the legitimacy of the 

to-be-verified transaction based on the initial transaction execution result, the target transaction 

execution result, the state write set, and the to-be-written state data. This means that the block 

generation node is not required to take time to read all the state data on the full blockchain, but to 

directly check the legitimacy of the to-be-verified transaction according to the received transaction 

verification information, so as to alleviate the running burden of the block generation node, thereby 

greatly accelerating the start-up of the block generation node.

[0050] To facilitate understanding, reference is further made to FIG. 2. FIG. 2 is a schematic 

diagram of a scenario of data interaction according to an embodiment of this application. As shown 

in FIG. 2, a user node 20A may be the user node in the blockchain network shown in FIG. 1, and 

the user node 20A may be configured to package a to-be-verified transaction for a user. A full node 

20B in the embodiments of this application may be the full node in the blockchain network shown 

in FIG. 1, and the full node 20B may store complete state data of all accounts. A block generation 

node 20C in the embodiments of this application may be the block generation node in the 

blockchain network shown in FIG. 1, and the block generation node 20C may be an SPV node 

capable of collecting a to-be-verified transaction in a current blockchain network so as to perform 

legitimacy check.

[0051] It is to be understood that the to-be-verified transaction in the embodiments of this 

application may include, but is not limited to, asset transfer transactions (e.g. transactions in service 

scenarios such as mortgages, loans, and virtual asset flows) and contract signing transactions. The 

virtual assets herein may refer to game credits, game diamonds, game equipment, electronic bills, 

etc. For example, in a virtual asset flow scenario where a user (e.g. user 1) corresponding to the user 

node 20A has 10 game credits in an account balance. When user 1 desires to transfer a virtual asset 

(e.g. 3 game credits) to an account of another user (e.g. user 2), user 1 may perform a trigger 

operation on the user node 20A such that the user node 20A may package a transaction (e.g. a 

transaction 2x shown in FIG. 2) for user 1 in response to the trigger operation. The trigger operation 

herein may include, but is not limited to, a contact operation such as a click and a long press, or a 

non-contact operation such as a voice and a gesture.
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[0052] Further, the user node 20A may take the transaction 2x as a to-be-verified transaction,

and then transmit the transaction 2x to the full node 20B shown in FIG. 2, whereby the full node 

20B may execute a transaction corresponding to the transaction 2x, thereby obtaining transaction 

verification information (e.g. transaction verification information 2y shown in FIG. 2) 

corresponding to the transaction 2x. The full blockchain of the full node 20B may be a blockchain 

2a shown in FIG. 2, and the blockchain 2a may include a plurality of blocks having complete block 

data. In the embodiments of this application, there are, for example, 100 blocks, which may 

specifically include block 1g, block 2g, ..., block 99g, and block 100g. Block 1g may be referred to 

as a genesis block of the blockchain 2a. Each block in the blockchain 2a may include a block header 

and a block body. For example, block 1g may include block header 1 and a block body.

[0053] It is to be understood that the full node 20B, upon receiving the transaction 2x, may 

take a block with a maximum generation timestamp (e.g. block 100g shown in FIG. 2) as a target 

block on the blockchain 2a, and then take block header 100 in block 100g as a first block header. 

Further, the full node 20B may acquire an MPT (e.g. an MPT 2m shown in FIG. 2) in block 100g, 

and simulate execution of a transaction corresponding to the transaction 2x based on the MPT 2m, 

so as to obtain a transaction execution result (i.e. an initial transaction execution result), a state read 

set and a state write set corresponding to the transaction. At this moment, the full node 20B may 

acquire a block identifier in the first block header, and then take the initial transaction execution 

result, the state read set, the state write set, and the block identifier as the transaction verification 

information 2y corresponding to the transaction 2x. The block identifier herein may refer to, but is 

not limited to, a block height of the target block (e.g. block 100g), or a block hash of the target 

block.

[0054] It is to be understood that the full node 20B may return the transaction verification 

information 2y to the user node 20A. Further, the user node 20A may transmit the transaction 2x 

generated thereby and the transaction verification information 2y returned by the full node 20B 

together to the block generation node 20C shown in FIG. 2, whereby the block generation node 20C 

checks the legitimacy of the transaction 2x based on the transaction verification information 2y, and 

thus the legitimacy of the transaction 2x can be determined. An SPV blockchain of the block 

generation node 20C (i.e. a block header chain) may be a block header chain 2b shown in FIG. 2. 

The block header chain 2b is formed by connecting a plurality of block headers end to end. In the 

embodiments of this application, there are, for example, 100 block headers, which may specifically 

include block header 1, block header 2, ..., block header 99, and block header 100. Each block 

header may include a state snapshot for determining the integrity of all state data of a current block.



11

[0055] It is to be understood that when receiving the transaction 2x and the transaction 

verification information 2y transmitted by the user node 20A, the block generation node 20C may 

search the block header chain 2b shown in FIG. 2 for a block header (e.g. block header 100 in the 

block header chain 2b) matching the block identifier in the first block header, take the block header 

found as a second block header, and then check the state read set and the state write set in the 

transaction verification information 2y based on a state snapshot (i.e. a first state snapshot) in the 

second block header to obtain a first check result of the transaction 2x, so as to determine whether 

the transaction corresponding to the transaction 2x can be executed by the block generation node 

20C. When the first check result indicates a failed check, the block generation node 20C may 

determine that the transaction corresponding to the transaction 2x cannot be executed by the block 

generation node 20C, i.e. the transaction 2x is not legitimate. Alternatively, when the first check 

result indicates a successful check, the block generation node 20C may determine that the 

transaction corresponding to the transaction 2x can be executed. At this moment, the block

generation node 20C may execute the transaction corresponding to the transaction 2x based on the 

state read set to obtain a target transaction execution result corresponding to the transaction and 

to-be-written state data (e.g. 7 game credits). Further, the block generation node 20C may continue 

to check the legitimacy of the transaction 2x according to the initial transaction execution result, the 

state write set, the target transaction execution result, and the to-be-written state data.

[0056] If the initial transaction execution result is consistent with the target transaction 

execution result, a proof of existence (i.e. a second proof of existence) of second state data in the 

state write set is legitimate, and the second state data is consistent with the to-be-written state data,

the block generation node 20C may determine that the transaction 2x is legitimate. Alternatively, if 

the initial transaction execution result is inconsistent with the target transaction execution result, or 

the second proof of existence of the second state data in the state write set is not legitimate, or the 

second state data is inconsistent with the to-be-written state data, the block generation node 20C 

may determine that the transaction 2x is not legitimate.

[0057] It can be seen therefrom that when checking the transaction 2x, the block generation 

node 20C in the embodiments of this application is not required to synchronize state data of all 

accounts from the blockchain 2a, but to directly check the legitimacy of the transaction 2x 

according to the received transaction verification information 2y (i.e. transaction verification 

information obtained after the full node 20B simulates execution of the transaction corresponding to 

the transaction 2x when receiving the transaction 2x), so as to alleviate the running burden of the 

block generation node 20C, thereby greatly accelerating the start-up of the block generation node 

20C.
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[0058] The specific implementation of checking the legitimacy of the to-be-verified 

transaction by the block generation node in the blockchain network based on the acquired 

transaction verification information may be seen from the following embodiments corresponding to 

FIGS. 3-10.

[0059] Reference is further made to FIG. 3. FIG. 3 is a schematic flowchart of a transaction 

verification method according to an embodiment of this application. As shown in FIG. 3, the 

method may be performed by a block generation node in a blockchain network. The block 

generation node may be, but is not limited to, a user terminal accessing the blockchain network or a 

server accessing the blockchain network. To facilitate understanding, the embodiments of this 

application are illustrated with an example where the method is performed by the user terminal. The 

method may include at least the following steps S101-S104:

[0060] S101: Acquire a to-be-verified transaction from a user node in a blockchain network 

and transaction verification information of the to-be-verified transaction.

[0061] Specifically, a block generation node in a blockchain network may acquire a 

to-be-verified transaction transmitted by a user node in the blockchain network and transaction 

verification information corresponding to the to-be-verified transaction. The to-be-verified 

transaction herein may be a transaction generated by the user node in response to a trigger operation 

(e.g. a click operation) of a user. The transaction verification information herein may be verification 

information obtained by a full node in the blockchain network by executing a transaction

corresponding to the to-be-verified transaction when receiving the to-be-verified transaction from

the user node. The user node and the full node herein may be co-deployed on the same computer 

device or may be deployed on different computer devices, without limitation herein. In the 

embodiments of this application, the user node and the full node may be deployed on, for example, 

different computer devices, for illustrating the legitimacy check of information of the to-be-verified 

transaction by the block generation node.

[0062] It is to be understood that a user (e.g. a first user) corresponding to the user node in 

the blockchain network may perform a trigger operation (e.g. a click operation) on a certain 

transaction. For example, the transaction may be a service that transfers an electronic bill of the first 

user to another user (e.g. a second user). At this moment, the user node may generate a 

to-be-verified transaction for broadcast to the blockchain network in response to the trigger 

operation. Meanwhile, in order to effectively ensure the authenticity and security of the 

to-be-verified transaction during transmission in the blockchain network, the user node may sign the 

to-be-verified transaction based on a user private key (i.e. a private key of the first user) to obtain 
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transaction signature information of the to-be-verified transaction. Further, the user node may 

transmit the to-be-verified transaction along with the transaction signature information to the full 

node in the blockchain network. It is to be understood that when the transaction signature 

information corresponding to the to-be-verified transaction is acquired, the full node may acquire a 

user public key (i.e. a public key of the first user) corresponding to the user private key, and then 

verify the transaction signature information based on the user public key, so as to obtain a 

verification result.

[0063] To facilitate understanding, reference is further made to FIG. 4. FIG. 4 is a schematic 

diagram of a scenario of verifying transaction signature information according to an embodiment of 

this application. As shown in FIG. 4, a user node 40A in the embodiments of this application may 

be a user-controlled blockchain node in a blockchain network. For example, the user node 40A may 

be the user node 20A shown in FIG. 2. A full node 40B in the embodiments of this application may 

be a blockchain node in the blockchain network having the function of saving complete block data. 

For example, the full node 40B may be the full node 20B shown in FIG. 2.

[0064] It is to be understood that the user node 40A shown in FIG. 4 may generate a 

to-be-verified transaction (e.g. a transaction 4x shown in FIG. 4) for broadcast to the blockchain 

network in response to a trigger operation of a user (e.g. user 1) corresponding to the user node 40A. 

At this moment, the user node 40A may sign the transaction 4x based on a user private key of user 1 

to obtain transaction signature information corresponding to the transaction 4x. It is to be 

understood that the user node 40A may acquire a hash calculation rule for the to-be-verified 

transaction. The hash calculation rule may be a summary algorithm agreed in advance for the user 

node 40A and other block nodes in the blockchain network (e.g. the full node 40B). Therefore, the 

user node 40A may perform hash calculation on the transaction 4x based on the hash calculation 

rule, so as to obtain summary information (e.g. summary information h) of the transaction 4x. In the 

embodiments of this application, the summary information of the transaction 4x determined by the 

user node 40A may be referred to as first summary information. Further, the user node 40A may 

sign the first summary information based on the user private key of user 1, so that the transaction 

signature information shown in FIG. 4 may be obtained.

[0065] Further, the user node 40A may transmit the transaction 4x and the transaction 

signature information together to the full node 40B shown in FIG. 4, whereby the full node 40B 

verifies the transaction signature information based on a user public key corresponding to the user 

private key (i.e. a user public key of user 1) to obtain a verification result. It is to be understood that 

the full node 40B may acquire the user public key of user 1, and then verify the transaction 
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signature information based on the user public key to obtain the first summary information of the 

transaction 4x. Meanwhile, the full node 40B may also acquire the same hash calculation rule as the 

user node 40A, and perform hash calculation on the transaction 4x, so as to obtain summary 

information (e.g. summary information H) of the transaction 4x. In the embodiments of this 

application, the summary information of the transaction 4x determined by the full node 40B may be 

referred to as second summary information.

[0066] At this moment, the full node 40B may compare the first summary information with 

the second summary information to obtain a verification result, so as to determine whether the 

transaction 4x has been tampered with. It is to be understood that if the first summary information is 

not identical to the second summary information, the full node 40B may determine that the 

verification result indicates a verification failure. Alternatively, if the first summary information is 

identical to the second summary information, the full node 40B may determine that the verification 

result indicates a successful verification. This means that the transaction 4x is not tampered with 

and that the transaction 4x is indeed transmitted by the user node 40A.

[0067] It is to be understood that when the verification result indicates a successful 

verification, the full node in the embodiments of this application may acquire a block (e.g. block 

100g in the blockchain 2a shown in FIG. 2) with a maximum generation timestamp on a full 

blockchain of the full node, take the acquired block as a target block, and then take a block header 

of the target block as a first block header. Further, the full node may acquire an MPT in the target 

block, and execute a transaction corresponding to the to-be-verified transaction based on the 

acquired MPT, so as to determine transaction verification information corresponding to information 

of the to-be-verified transaction.

[0068] A state snapshot for determining the integrity of state data is retained in a block 

header of a block header chain (i.e. an SPV blockchain) of the block generation node in the 

embodiments of this application. It is to be understood that a state snapshot of a certain block 

header may represent a fixed length of all state data of a corresponding block. If the state data of the 

current block changes, the state snapshot will change accordingly, so as to determine the integrity of 

all the state data. The state data herein represents the state data of the current blockchain network. 

For example, for an Ethereum blockchain network, the state data herein may include an account 

balance of a certain user, an unacknowledged transaction that has been issued, the code of a certain 

contract, the value of a storage item therein, some data related to the operation of a consensus 

mechanism, etc.
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[0069] In a block of a full blockchain stored by the full node in the embodiments of this 

application, not only a state snapshot for determining the integrity of state data is retained, but also 

complete state data of all accounts is retained. It is to be understood that each block in the full 

blockchain may include block header information and block body information. The block header 

information may include a state snapshot, and the block body information may include an MPT. The 

MPT may have the following functions: storing key-value data of any length, providing a 

mechanism of quickly calculating a maintained dataset hash identifier, providing a mechanism of 

quick state rollback, providing a proof method referred to as a Merkle proof, extending SPV nodes, 

and realizing simplified payment verification.

[0070] The MPT is a tree structure for organizing data, including three types of nodes: a 

data node, an expansion node and a branch node. It is to be understood that the data node herein 

refers to a leaf node of the tree structure, appearing at the bottom of the MPT for storing specific 

state data. The expansion node herein refers to a parent node having a child node, which may 

contain a string (key) of any length and a hash pointer pointing to the child node. The branch node 

herein refers to a parent node having 1 to 16 child nodes, and has a hash array with a capacity of 16. 

Characters of these 16 positions in the array respectively correspond to 0-9 and a-f in a hexadecimal 

system, and respectively have the possibility of pointing to a child node as a hash pointer. The 16 

characters may specifically include character "0", character "1", character "2", character "3", 

character "4", character "5", character "6", character "7", character "8", character "9", character "a", 

character "b", character "c", character "d", character "e", and character "f". It is to be understood 

that an index relationship in which the child node points to the parent node may be referred to as a 

first node index relationship, e.g. a bottom-up index relationship as indicated in the MPT, in the 

embodiments of this application. An index relationship in which the parent node points to the child 

node may also be referred to as a second node index relationship, e.g. a top-down index relationship 

as indicated in the MPT, in the embodiments of this application.

[0071] To facilitate understanding, reference is further made to FIG. 5. FIG. 5 is a schematic 

structural diagram of an MPT according to an embodiment of this application. As shown in FIG. 5, 

an MPT 5m in the embodiments of this application may be an MPT stored by a certain block of a 

full blockchain in a blockchain network. For example, the MPT 5m may be an MPT in a target 

block acquired by a full node (e.g. the MPT 2m in block 100g of the blockchain 2a shown in FIG. 

2).
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[0072] To facilitate understanding, reference is further made to Table 1. Table 1 is state data 

associated with a current blockchain network provided in the embodiments of this application. As 

shown in Table 1:

Table 1

key value

state data 1 ab567cd 100

state data 2 abc1235 fenghm

state data 3 abc12b5 12.34

[0073] Each state data is stored as (key, value). key shown in Table 1 refers to a key string 

of the state data, and value refers to a specific value of the state data. A plurality of state data may 

be included in the embodiments of this application. For example, there are three state data, which 

may specifically include state data 1, state data 2 and state data 3. For example, a key string of state 

data 1 may be "ab567cd", and a specific value of state data 1 may be 100. A key string of state data 

2 may be "abc1235", and a specific value of state data 2 may be fenghm. A key string of state data 3 

may be "abc12b5", and a specific value of state data 3 may be 12.34.

[0074] It is to be understood that the full node in the embodiments of this application may 

organize the state data shown in Table 1, so as to construct the MPT 5m shown in FIG. 5. As shown 

in FIG. 5, the MPT 5m may include a root node (e.g. expansion node 10Z), an intermediate node 

(e.g. branch node 10F, expansion node 20Z, expansion node 30Z, branch node 20F, expansion node 

40Z, and expansion node 50Z), and a leaf node (e.g. data node 10S, data node 20S and data node 

30S).

[0075] A root hash of the root node of the MPT 5m may be taken as a state snapshot of a 

block where the MPT 5m is located. For example, if the MPT 5m is the MPT 2m stored in block 

100g of the blockchain 2a shown in FIG. 2, the root hash may be taken as a state snapshot of block 

header 100 in block 100g shown in FIG. 2. The state snapshot may be used for determining the 

integrity of all state data in block 100g shown in FIG. 2. Based on this, the state snapshot of block 

header 100 (i.e. the second block header) in the block header chain 2b shown in FIG. 2 may also be 

the root hash of the MPT 5m.

[0076] It is to be understood that the hash pointer of each node in the MPT 5m may be used 

for pointing to a child node hash of the corresponding child node. For example, expansion node 10Z 

may include a string of any length (e.g. "ab") and a hash pointer for pointing to a child node. The 
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hash pointer may be used for pointing to the child node (e.g. branch node 10F shown in FIG. 5) of 

expansion node 10Z. Based on this, the key string in each state data shown in Table 1 may 

correspond to a real node path from the root node in the MPT 5m to the corresponding data node.

[0077] For data node 10S for storing state data 1 (e.g. 100), node path 1 associated with data 

node 10S may be: the hash pointer of expansion node 10Z points to branch node 10F, the hash 

pointer of character "5" in branch node 10F points to expansion node 20Z, and the hash pointer of 

expansion node 20Z points to data node 10S.

[0078] For data node 20S for storing state data 2 (e.g. fenghm), node path 2 associated with 

data node 20S may be: the hash pointer of expansion node 10Z points to branch node 10F, the hash 

pointer of character "c" in branch node 10F points to expansion node 30Z, the hash pointer of 

expansion node 30Z points to branch node 20F, the hash pointer of character "3" in branch node 

20F points to expansion node 40Z, and the hash pointer of expansion node 40Z points to data node 

20S.

[0079] For data node 30S for storing state data 3 (e.g. 12.34), node path 3 associated with 

data node 30S may be: the hash pointer of expansion node 10Z points to branch node 10F, the hash 

pointer of character "c" in branch node 10F points to expansion node 30Z, the hash pointer of 

expansion node 30Z points to branch node 20F, the hash pointer of character "b" in branch node 

20F points to expansion node 50Z, and the hash pointer of expansion node 50Z points to data node 

20S.

[0080] It is to be understood that the full node in the embodiments of this application may 

acquire an MPT in the target block, and then execute a transaction corresponding to the 

to-be-verified transaction based on the acquired MPT to obtain an initial transaction execution result, 

a state read set and a state write set corresponding to the transaction.

[0081] It is to be understood that the full node may acquire an MPT in the target block, take 

the acquired MPT as a to-be-processed tree, read state data associated with the to-be-verified 

transaction from the to-be-processed tree, and then take the read state data as first state data. Further, 

the full node may execute a transaction corresponding to the to-be-verified transaction based on the 

first state data so as to obtain an initial transaction execution result of the transaction, record state 

data simulated to be written in a block subsequent to the target block in the process of executing the 

transaction, and take the recorded state data as second state data. The initial transaction execution 

result herein may be a transaction execution result indicating a successful transaction execution or a 

failed transaction execution.
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[0082] For example, if the transaction corresponding to the to-be-verified transaction

received by the full node is: 10 game credits are transferred from an account of a user (e.g. user 1) 

corresponding to the user node in the blockchain network to another user (e.g. user 2), and then the 

first state data read by the full node may be state data 1 (e.g. 100) stored by data node 10S in the 

MPT 5m shown in FIG. 5, i.e. there are 100 game credits in an account balance of user 1. In the 

process of executing the transaction corresponding to the to-be-verified transaction based on these 

100 game credits, the full node has recorded 90 state data (i.e. second state data) required to be 

written in a block subsequent to the target block. This means that the account balance of user 1 

further includes 90 game credits after the full node simulates execution of the transaction.

[0083] Further, the full node may collect a first proof of existence of the first state data 

based on the to-be-processed tree, and then generate a state read set based on the first proof of 

existence. It is to be understood that there may be one or more first state data associated with the 

to-be-verified transaction that is read by the full node while executing the transaction. Based on this, 

the full node may generate a state read set based on all first proofs of existence collected.

[0084] As shown in FIG. 5, the full node may take the MPT 5m shown in FIG. 5 as a 

to-be-processed tree, and then find a data node for storing the first state data (e.g. data node 10S for 

100 state data 1) in the MPT 5m. At this moment, the full node may acquire a node path (e.g. node 

path 1) associated with data node 10S based on the MPT 5m. The node path may include data node 

10S, expansion node 20Z, branch node 10F, and expansion node 10Z. Further, the full node may 

take the acquired node path as a first proof of existence of the first state data. Reference may be 

made herein FIG. 6. FIG. 6 is a schematic diagram of a first proof of existence of first state data 

according to an embodiment of this application. A proof of existence 6p shown in FIG. 6 is the first 

proof of existence of the first state data collected by the full node in the blockchain network.

[0085] Meanwhile, the full node in the embodiments of this application may also collect a 

proof of modifiability and a second proof of existence of the second state data based on the 

to-be-processed tree, and then generate a state write set based on the proof of modifiability and the 

second proof of existence.

[0086] It is to be understood that the full node may acquire a key string associated with the 

second state data before inserting the second state data into the to-be-processed tree, and then 

acquire a proof of modifiability of the second state data based on the key string. In other words, the 

full node may acquire a key string associated with the second state data before inserting the second 

state data into the to-be-processed tree, and then acquire a second node index relationship (e.g. a 

top-down index relationship) indicated by the to-be-processed tree. Further, the full node may 
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traverse from the root node to search for a character having the same prefix as the key string based 

on the second node index relationship. In this case, the full node may obtain a to-be-processed

string based on all the characters found, acquire a proof of existence associated with the 

to-be-processed string, and take the acquired proof of existence as a proof of modifiability of the 

second state data.

[0087] As shown in FIG. 5, the to-be-processed tree determined by the full node may be the 

MPT 5m shown in FIG. 5. The full node may acquire a key string associated with the second state 

data (e.g. 90) before inserting the second state data into the MPT 5m, and then acquire a second 

node index relationship (e.g. a top-down index relationship) indicated by the MPT 5m. Further, the 

full node may traverse from the root node (e.g. expansion node 10Z shown in FIG. 5) to search for a 

character having the same prefix as the key string based on the second node index relationship. At 

this moment, the full node may obtain a to-be-processed string based on all the characters found.

[0088] For example, if the key string of the second state data (e.g. 90) is "ab567cd", the full 

node may find all the characters matching the key string in the MPT 5m shown in FIG. 5, i.e. the 

to-be-processed string (e.g. to-be-processed string 1) determined by the full node is "ab567cd". At 

this moment, the full node may acquire nodes associated with characters in to-be-processed string 1, 

i.e. expansion node 10Z for storing character "ab", branch node 10F for storing character "5",

expansion node 20Z for storing character "67cd", and data node 10S indicated by the hash pointer 

of expansion node 20Z. In other words, the full node may directly take the proof of existence of 

data node 10S (e.g. the proof of existence 6p shown in FIG. 6) as a proof of existence associated 

with to-be-processed string 1, and then take the proof of existence associated with to-be-processed

string 1 as the proof of modifiability of the second state data.

[0089] Alternatively, if the key string of the second state data (e.g. 90) is "abc5678", the full 

node may find part of characters matching the key string in the MPT 5m shown in FIG. 5, i.e. the 

to-be-processed string (e.g. to-be-processed string 2) determined by the full node is "abc". At this 

moment, the full node may acquire nodes associated with characters in to-be-processed string 2, i.e. 

expansion node 10Z for storing character "ab" and branch node 10F for storing character "c". 

Further, the full node may obtain a proof of existence associated with to-be-processed string 2 based 

on the acquired two nodes, and then take the proof of existence associated with to-be-processed

string 2 as the proof of modifiability of the second state data. Reference may be made herein FIG. 7. 

FIG. 7 is a schematic diagram of a proof of modifiability of second state data according to an 

embodiment of this application. A proof of modifiability 7q shown in FIG. 7 is the proof of 

modifiability of the second state data collected by the full node in the blockchain network.
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[0090] Further, the full node may acquire a proof of existence of the second state data after 

inserting the second state data into the to-be-processed tree, and then take the proof of existence of 

the second state data as a second proof of existence. The specific implementation of acquiring a 

second proof of existence of the second state data by the full node may be seen from the specific 

implementation of acquiring a first proof of existence of the first state data, and will not be 

described in detail herein. At this moment, the full node may generate a state write set based on the 

proof of modifiability and the second proof of existence.

[0091] It is to be understood that the full node may also acquire a block identifier in the first 

block header of the target block, and then take the initial transaction execution result obtained by 

executing the transaction, the generated state read set and state write set, and the acquired block 

identifier as transaction verification information corresponding to the to-be-verified transaction.

Further, the full node may transmit the transaction verification information to the user node in the 

blockchain network, whereby the user node may transmit the transaction verification information 

and the to-be-verified transaction together to the block generation node in the blockchain network. 

It is to be understood that the user node may also transmit the transaction signature information to 

the block generation node, whereby the block generation node verifies the to-be-verified transaction,

so that the security and authenticity when the to-be-verified transaction is transmitted can be 

effectively ensured.

[0092] S102: Search a block header chain of the SPV node for a block header matching the 

block identifier in the first block header, as a second block header, and check the state read set and 

the state write set based on a first state snapshot in the second block header to obtain a first check 

result of the to-be-verified transaction.

[0093] The state read set and the state write set are generated by the full node in the 

blockchain network based on the MPT in the target block. Specifically, the block generation node in 

the blockchain network (i.e. an SPV node in the blockchain network) may search a block header 

chain of the SPV node for a block header matching the block identifier in the first block header, 

take the block header found as a second block header, and then take a state snapshot in the second 

block header as a first state snapshot in the second block header. Meanwhile, the block generation 

node may also acquire a first proof of existence of first state data from the state read set included in 

the transaction verification information, and then check the first proof of existence based on the first 

state snapshot, so as to obtain a first proof check result. The first state data herein may be state data 

read by the full node on the MPT in the target block and associated with the to-be-verified 

transaction. In addition, the block generation node may also acquire a proof of modifiability of 
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second state data from the state write set included in the transaction verification information, and 

then check the proof of modifiability based on the first state snapshot, so as to obtain a second proof 

check result. The second state data herein may be state data recorded by the full node in the process 

of executing the transaction and simulated to be written in a block subsequent to the target block. 

Further, the block generation node may determine a first check result of the to-be-verified 

transaction based on the first proof check result and the second proof check result.

[0094] As shown in FIG. 2, the block generation node 20C in the embodiments of this 

application may acquire a block header matching the block identifier in the first block header (i.e. 

block header 100 in block 100g of the blockchain 2a) from the block header chain 2b, and then take 

the acquired block header as a second block header (i.e. block header 100 in the block header chain 

2b). Further, the block generation node 20C may acquire a state snapshot in the second block header 

and take the acquired state snapshot as a first state snapshot.

[0095] It is to be understood that the block generation node in the blockchain network may 

acquire a first proof of existence of first state data from the state read set. The first proof of 

existence may be a node path associated with the first state data and acquired by the full node from 

the MPT in the target block. The node path may include a leaf node and a root node. Further, the 

block generation node may acquire a first node index relationship (e.g. a bottom-up index 

relationship) indicated by the node path, take the leaf node as a child node and take a node 

preceding the leaf node as a parent node corresponding to the child node based on the first node 

index relationship, and then compare a child node hash of the child node with a hash pointer of the 

parent node, so as to obtain an initial comparison result. In response to the initial comparison result 

indicating a successful comparison, the block generation node may update the child node and the 

parent node based on the first node index relationship, until the updated parent node is the root node,

to obtain a first comparison result of the first proof of existence. Meanwhile, the block generation 

node may also compare a root hash of the root node with the first state snapshot to obtain a second 

comparison result of the first proof of existence, and then obtain a first proof check result based on 

the first comparison result and the second comparison result. The block generation node in the 

embodiments of this application may traverse to compare the child node hash with the hash pointer 

of the parent node, and then compare the root hash of the root node with the first state snapshot. 

Alternatively, the block generation node may also compare the root hash of the root node with the 

first state snapshot, and then traverse to compare the child node hash with the hash pointer of the 

parent node, and the order of comparison will not be limited herein.



22

[0096] As shown in FIG. 6, the first proof of existence of the first state data acquired by the 

block generation node in the blockchain network from the state read set may be the proof of 

existence 6p shown in FIG. 6. The proof of existence 6p may be a node path associated with the 

first state data (e.g. 100) and acquired by the full node from the MPT in the target block. The node 

path herein may include a leaf node (e.g. data node 10S for storing the first state data), an 

intermediate node (e.g. expansion node 20Z and branch node 10F), and a root node (e.g. expansion

node 10Z).

[0097] The block generation node in the embodiments of this application may take data 

node 10S as a child node and take a node (i.e. expansion node 20Z) preceding data node 10S as a 

parent node based on the first node index relationship indicated by the node path. Further, the block 

generation node may acquire a node hash of data node 10S, and take the node hash of data node 10S 

as a child node hash. At this moment, the block generation node may compare the node hash of data 

node 10S with a hash pointer (e.g. 0x936e...) of expansion node 20Z, so that an initial comparison 

result may be obtained.

[0098] If the node hash of data node 10S is inconsistent with the hash pointer of expansion 

node 20Z, the block generation node may determine that the initial comparison result indicates a 

comparison failure. At this moment, the block generation node may directly determine that the 

to-be-verified transaction is not legitimate.

[0099] Alternatively, if the node hash of data node 10S is consistent with the hash pointer of 

expansion node 20Z, the block generation node may determine that the initial comparison result 

indicates a successful comparison. At this moment, the block generation node may update the child 

node and the parent node based on the first node index relationship. In other words, the block 

generation node may take expansion node 20Z as a new child node (i.e. a first updated child node), 

take a node (e.g. branch node 10F) preceding expansion node 20Z as a parent node (i.e. a first 

updated parent node) of the first updated child node, and then compare a node hash of expansion 

node 20Z with a hash pointer (i.e. 0xa15c...) of character "5" in branch node 10F to obtain a new 

initial comparison result (i.e. a first updated comparison result). When the new initial comparison 

result indicates a successful comparison, the block generation node may continue to update the 

child node and the parent node, i.e. take branch node 10F as a latest child node (i.e. a second 

updated child node), take a node (e.g. expansion node 10Z) preceding branch node 10F as a parent 

node (i.e. a second updated parent node) of the second updated child node, and then compare a node 

hash of branch node 10F with a hash pointer (i.e. 0x5f90...) of expansion node 10Z to obtain a latest 

initial comparison result (i.e. a second updated comparison result). It is to be understood that when 
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the second updated parent node is expansion node 10Z (i.e. the root node of the MPT), the block 

generation node may end the update and then take the latest initial comparison result as the first 

comparison result of the proof of existence 6p.

[00100] Further, the block generation node may acquire a node hash (i.e. a root hash) of 

expansion node 10Z, and compare the node hash of expansion node 10Z with the first state snapshot 

to obtain a second comparison result of the proof of existence 6p.

[00101] It is to be understood that if the first comparison result indicates a comparison failure 

and the second comparison result indicates that the root hash is inconsistent with the first state 

snapshot, the block generation node may determine that the first proof check result indicates a 

check failure. At this moment, the block generation node may directly determine that the 

to-be-verified transaction is not legitimate. Alternatively, if the first comparison result indicates a 

successful comparison and the second comparison result indicates that the root hash is consistent 

with the first state snapshot, the block generation node may determine that the first proof check 

result indicates a successful check. At this moment, the block generation node may continue to 

acquire a proof of modifiability of second state data from the state write set included in the 

transaction verification information, and then check the proof of modifiability based on the first 

state snapshot, so as to obtain a second proof check result. The specific implementation of 

determining a second proof check result by the block generation node may be seen from the specific 

implementation of determining a first proof check result, and will not be described in detail herein.

[00102] At this moment, the block generation node may determine a first check result of the 

to-be-verified transaction based on the first proof check result and the second proof check result. It 

is to be understood that when the first proof check result indicates a check failure or the second 

proof check result indicates a check failure, the block generation node may determine that a first 

check result of the to-be-verified transaction indicates a check failure. At this moment, the block 

generation node may determine that the to-be-verified transaction is not legitimate. Alternatively, 

when both the first proof check result and the second proof check result indicate a successful check, 

the block generation node may determine that the first check result of the to-be-verified transaction

indicates a successful check, and then perform the following S103 to continue to check the 

legitimacy of the to-be-verified transaction.

[00103] S103: Execute the transaction based on the state read set in response to the first 

check result indicating a successful check to obtain a target transaction execution result of the 

transaction and to-be-written state data.
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[00104] Specifically, when the first check result indicates a successful check, the block 

generation node may acquire first state data from the first proof of existence in the state read set, 

and then execute the transaction based on the first state data so as to obtain a transaction execution 

result corresponding to the transaction. At this moment, in the embodiments of this application, the 

transaction execution result obtained after the block generation node executes the transaction may 

be referred to as a target transaction execution result. It is to be understood that the block generation 

node may record state data required to be written to a block subsequent to the target block in the 

process of executing the transaction. In the embodiments of this application, the state data required 

to be written to the block subsequent to the target block, which is recorded by the block generation 

node, may be referred to as to-be-written state data.

[00105] For example, if the transaction corresponding to the to-be-verified transaction from

the user node, which is received by the block generation node, is: 10 game credits are transferred 

from an account of a user (e.g. user 1) corresponding to the user node in the blockchain network to 

another user (e.g. user 2), and then the block generation node may execute the transaction

corresponding to the to-be-verified transaction based on the first state data (e.g. 100) in the state 

read set, so as to obtain a target transaction execution result. In addition, the state data required to be 

written to the block subsequent to the target block, which is recorded by the block generation node 

in the process of executing the transaction, may be 90. This means that the account balance of user 

1 will be updated from 100 game credits to 90 game credits after the block generation node 

executes the transaction corresponding to the to-be-verified transaction.

[00106] S104: Check legitimacy of the to-be-verified transaction based on the initial 

transaction execution result, the target transaction execution result, the state write set, and the 

to-be-written state data.

[00107] Specifically, the block generation node may compare the initial transaction execution 

result with the target transaction execution result to obtain a third comparison result. Meanwhile, 

the block generation node may also acquire a second proof of existence of second state data from 

the state write set, and then check the second proof of existence based on the first state snapshot in 

the second block header. In a case of a successful check, the block generation node may compare 

the second state data with the to-be-written state data to obtain a fourth comparison result. At this 

moment, the block generation node may obtain a second check result of the to-be-verified 

transaction based on the third comparison result and the fourth comparison result, and check the

legitimacy of the to-be-verified transaction based on the second check result.



25

[00108] It is to be understood that the block generation node in the embodiments of this 

application may compare the initial transaction execution result with the target transaction 

execution result, check the second proof of existence and then compare the second state data with 

the to-be-written state data. If the third comparison result indicates that the initial transaction 

execution result is inconsistent with the target transaction execution result, the block generation 

node may determine that the third comparison result indicates a comparison failure, i.e. the 

to-be-verified transaction is not legitimate. Alternatively, if the third comparison result indicates that 

the initial transaction execution result is consistent with the target transaction execution result, the 

block generation node may determine that the third comparison result indicates a successful 

comparison, and then continue to check the second proof of existence written in the state write set 

based on the first state snapshot. The specific implementation of checking the second proof of 

existence by the block generation node may be seen from the specific implementation of checking 

the first proof of existence, and will not be described in detail herein. When the check of the second 

proof of existence fails, the block generation node may determine that the to-be-verified transaction

is not legitimate. It is to be understood that upon successful check of the second proof of existence, 

the block generation node may continue to compare the second state data in the second proof of 

existence with the to-be-written state data recorded by the block generation node, so that a fourth 

comparison result may be obtained. If the fourth comparison result indicates that the second state 

data is inconsistent with the to-be-written state data, the block generation node determines that the 

fourth comparison result indicates a comparison failure. Based on this, the block generation node 

may determine that the second check result of the to-be-verified transaction indicates a check failure, 

i.e. the to-be-verified transaction is not legitimate. Alternatively, if the fourth comparison result

indicates that the second state data is consistent with the to-be-written state data, the block 

generation node may determine that the fourth comparison result indicates a successful comparison. 

Based on this, the block generation node may determine that the second check result of the 

to-be-verified transaction indicates a successful check, i.e. the to-be-verified transaction is 

legitimate.

[00109] The block generation node may also check the second proof of existence, compare 

the second state data with the to-be-written state data, and then compare the initial transaction 

execution result with the target transaction execution result. The order of comparison will not be 

limited herein.

[00110] It can be seen therefrom that when acquiring a to-be-verified transaction transmitted 

by the user node, the full node in the embodiments of this application may execute a transaction

corresponding to the to-be-verified transaction based on a target block in a full blockchain, and then 
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take an initial transaction execution result obtained by executing the transaction, a state read set, a 

state write set, and a block identifier of the target block as transaction verification information of the 

to-be-verified transaction. When the block generation node in the blockchain network receives the 

to-be-verified transaction, the transaction verification information determined by the full node is 

acquired together. Based on this, the block generation node is not required to take time to start 

synchronizing all state data from a genesis block of the full blockchain, but directly acquires a 

second block header matching the block identifier from a block header chain of the block 

generation node, and quickly checks the legitimacy of the to-be-verified transaction according to a 

first state snapshot of the second block header and the transaction verification information, whereby 

the efficiency of legitimacy check can be improved, thereby alleviating the running burden of the 

block generation node, so as to greatly accelerate the start-up of the block generation node. In 

addition, since the block generation node in the embodiments of this application is an SPV node in 

the blockchain network, the block generation node is not required to retain complete block data, but 

retains partial data on the block header chain formed by connecting block headers end to end, i.e. 

the to-be-verified transaction may be verified, thereby greatly reducing the consumption of storage 

space.

[00111] Reference is further made to FIG. 8. FIG. 8 is a schematic flowchart of a transaction 

verification method according to an embodiment of this application. As shown in FIG. 8, the 

method may be jointly performed by a user node, a full node and a block generation node in a 

blockchain network. The user node may be a user-controlled blockchain node in the blockchain 

network. For example, the user node may be the user node 20A shown in FIG. 2. The full node in 

the embodiments of this application may be a blockchain node in the blockchain network having the 

function of saving complete block data. For example, the full node may be the full node 20B shown 

in FIG. 2. The block generation node may be an SPV node in the blockchain network. For example, 

the block generation node may be the block generation node 20C shown in FIG. 2. The method may 

include at least the following S201-S209:

[00112] S201: The user node transmits a to-be-verified transaction packaged for a user to the 

full node.

[00113] S202: The full node takes a block with a maximum generation timestamp on a full 

blockchain of the full node as a target block and takes a block header of the target block as a first 

block header in response to acquiring a to-be-verified transaction associated with the user node in 

the blockchain network.
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[00114] S203: The full node acquires an MPT in the target block, and executes a transaction

corresponding to the to-be-verified transaction based on the MPT in the target block to obtain an 

initial transaction execution result, a state read set and a state write set corresponding to the 

transaction.

[00115] S204: The full node acquires a block identifier in the first block header, and takes the 

initial transaction execution result, the state read set, the state write set, and the block identifier as 

transaction verification information of the to-be-verified transaction.

[00116] S205: The full node transmits the transaction verification information to the user 

node.

[00117] S206: The user node, upon receipt of the transaction verification information, 

transmits the transaction verification information and to-be-verified information to the block 

generation node.

[00118] S207: The block generation node searches a block header chain of the SPV node for 

a block header matching the block identifier in the first block header, as a second block header, and 

checks the state read set and the state write set based on a first state snapshot in the second block 

header to obtain a first check result of the to-be-verified transaction.

[00119] S208: The block generation node executes the transaction based on the state read set 

in response to the first check result indicating a successful check to obtain a target transaction 

execution result corresponding to the transaction and to-be-written state data.

[00120] S209: The block generation node checks the legitimacy of the to-be-verified 

transaction based on the initial transaction execution result, the target transaction execution result, 

the state write set, and the to-be-written state data.

[00121] The specific implementations of S201-S209 may be seen from the description about 

S101-S104 in the embodiment corresponding to FIG. 3, and will not be described in detail herein.

[00122] To facilitate understanding, reference is further made to FIG. 9. FIG. 9 is a schematic 

flowchart of a transaction verification method according to an embodiment of this application. As 

shown in FIG. 9, the method may be jointly performed by a user node, a full node and a block 

generation node in a blockchain network. The user node may be a user-controlled blockchain node 

in the blockchain network. For example, the user node may be the user node 20A shown in FIG. 2. 

The full node in the embodiments of this application may be a blockchain node in the blockchain 

network having the function of saving complete block data. For example, the full node may be the 

full node 20B shown in FIG. 2. The block generation node may be an SPV node in the blockchain 
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network. For example, the block generation node may be the block generation node 20C shown in 

FIG. 2.

[00123] As shown in FIG. 9, the user node in the embodiments of this application may 

perform S91 when a user performs a trigger operation associated with a to-be-verified transaction,

package the to-be-verified transaction for the user, and then transmit the to-be-verified transaction

to the full node. It is to be understood that when receiving a to-be-verified transaction, the full node 

may perform S92 to execute a transaction corresponding to the to-be-verified transaction based on a 

target block (i.e. a block with a maximum generation timestamp) on a full blockchain of the full 

node so as to obtain a transaction execution result (i.e. an initial transaction execution result) 

corresponding to the transaction, a state read set and a state write set, take a block identifier in a 

first block header (e.g. block header 100 of block 100g shown in FIG. 2) of the target block, the 

initial transaction execution result, the state read set and the state write set as transaction 

verification information of the to-be-verified transaction, and then transmit the transaction 

verification information to the user node. The user node, upon reception of the transaction 

verification information, may perform S93 to forward the transaction verification information and 

the to-be-verified transaction together to the block generation node.

[00124] When receiving the to-be-verified transaction and the transaction verification 

information, the block generation node may perform S94 to acquire a block header (i.e. a second 

block header) matching the block identifier of the first block header from the block header chain of 

the block generation node, and then check the state read set and the state write set in the transaction 

verification information based on a state snapshot (i.e. a first state snapshot) in the second block 

header (e.g. block header 100 in the block header chain 2b shown in FIG. 2) to obtain a first check 

result. When the first check result indicates a successful check, the block generation node may 

perform S95 to execute the transaction based on first state data in the state read set to obtain a target 

transaction execution result and record all data (i.e. to-be-written state data) required to be written, 

and then check the legitimacy of the to-be-verified transaction based on the initial transaction 

execution result and the state write set in the transaction verification information, the target 

transaction execution result obtained after executing the transaction, and the to-be-written state data.

The specific implementation of checking the legitimacy of the to-be-verified transaction in the 

embodiments of this application may be seen from the description about S101-S104 in the 

embodiment corresponding to FIG. 3, and will not be described in detail herein.

[00125] When the to-be-verified transaction is legitimate, the block generation node may 

perform S96 to generate, based on second state data in the state write set, a new state snapshot (i.e. 
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a second state snapshot) associated with the second state data in a case of determining that the 

to-be-verified transaction is legitimate. Further, the block generation node may perform S97 to 

generate a new block header (i.e. a to-be-processed block header) based on the to-be-verified 

transaction, the target transaction execution result and the second state snapshot. The 

to-be-processed block header may be used as a block header subsequent to the second block header 

on the block header chain. At this moment, the block generation node may write the to-be-processed

block header in the block header chain, and may transmit, after successfully writing the 

to-be-processed block header in the block header chain, the to-be-processed block header to the full 

node, whereby the full node performs S98 to re-execute a corresponding transaction based on a 

transaction (the to-be-verified transaction that has been determined to be legitimate) in the 

to-be-processed block header, so as to generate a new block (i.e. a to-be-processed block). Then the 

to-be-processed block may be written in the full blockchain as a block subsequent to the target 

block on the full blockchain.

[00126] To facilitate understanding, reference is further made to FIG. 10. FIG. 10 is a 

schematic diagram of a scenario of generating a to-be-processed block according to an embodiment 

of this application. As shown in FIG. 10, a full node 100B in the embodiments of this application 

may be a blockchain node in the blockchain network having the function of saving complete block 

data. For example, the full node 100B may be the full node 20B shown in FIG. 2. A block 

generation node 100C may be an SPV node in the blockchain network. For example, the block 

generation node 100C may be the block generation node 20C shown in FIG. 2.

[00127] As shown in FIG. 10, the block header chain of the block generation node 100C in 

the embodiments of this application may be the block header chain 10b shown in FIG. 10. Block 

header 100 in the block header chain 10b may be a second block header determined by the block 

generation node 100C based on the block identifier in the transaction verification information 

corresponding to the to-be-verified transaction. The second block header may include a first state 

snapshot. Block header 101 in the block header chain 10b may be a new block header (i.e. a 

to-be-processed block header) generated by the block generation node 100C when it is determined 

that the to-be-verified transaction is legitimate. Block header 101 may include a second state 

snapshot.

[00128] It is to be understood that the block generation node 100C may acquire second state 

data recorded by the full node 100B after simulating execution of the transaction corresponding to 

the to-be-verified transaction from the state write set in the transaction verification information. 

Further, the block generation node 100C may generate a new state snapshot (i.e. a second state 
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snapshot) associated with the second state data based on the second state data. At this moment, the 

block generation node 100C may package the to-be-verified transaction, the target transaction 

execution result and the second state snapshot so as to obtain a new block header (i.e. a 

to-be-processed block header), and then take the to-be-processed block header as a block header (i.e. 

block header 101) subsequent to block header 100, so as to write block header 101 in the block 

header chain 10b shown in FIG. 10.

[00129] It is to be understood that after the block generation node 100C successfully writes 

block header 101 to the block header chain 10b shown in FIG. 10, the block generation node 100C 

may transmit block header 101 to the full node 100B shown in FIG. 10. In order to effectively 

ensure the security of the to-be-processed block header during data transmission, the block 

generation node 100C may acquire a node public key of the full node 100B, encrypt block header 

101 to obtain encrypted data information, and then transmit the encrypted data information to the 

full node 100B.

[00130] When receiving the encrypted data information, the full node 100B may decrypt the 

encrypted data information based on a node private key of the full node 100B, so that block header 

101 generated by the block generation node 100C may be obtained. At this moment, the full node 

100B may acquire a to-be-verified transaction in block header 101, and then re-execute a 

transaction corresponding to the to-be-verified transaction so as to generate a new block (i.e. 

to-be-processed block). As shown in FIG. 10, a blockchain 10a may be a full blockchain of the full 

node 100B, and block 100g in the blockchain 10a may be a target block determined by the full node 

100B.

[00131] In the process of re-executing a transaction corresponding to the to-be-verified 

transaction, the full node 100B may record state data (i.e. target state data) required to be written to 

the to-be-processed block, update an MPT (i.e. a to-be-processed tree) in block 100g based on the 

target state data so as to obtain a new MPT (i.e. a target MPT), and then generate a to-be-processed

block based on the target MPT. It is to be understood that the full node 100B, after generating the 

to-be-processed block, may take the to-be-processed block as a block subsequent to block 100g (i.e. 

block 101g shown in FIG. 10) to successfully write the to-be-processed block to the blockchain 10a. 

A generation timestamp in block 101g is a maximum generation timestamp for updating the 

blockchain 10a.

[00132] It can be seen therefrom that when acquiring a to-be-verified transaction transmitted 

by the user node, the full node in the embodiments of this application may execute a transaction

corresponding to the to-be-verified transaction based on a target block in a full blockchain, and then 
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take an initial transaction execution result obtained by executing the transaction, a state read set, a 

state write set, and a block identifier of the target block as transaction verification information of the 

to-be-verified transaction. When the block generation node in the blockchain network receives the 

to-be-verified transaction, the transaction verification information determined by the full node is 

acquired together. Based on this, the block generation node is not required to take time to start 

synchronizing all state data from a genesis block of the full blockchain, but directly determines the 

legitimacy of the to-be-verified transaction according to a first state snapshot of the second block 

header in the block header chain of the block generation node and the transaction verification 

information, thereby alleviating the running burden of the block generation node, so as to greatly 

accelerate the start-up of the block generation node. In addition, since the block generation node in 

the embodiments of this application is an SPV node in the blockchain network, the block generation 

node is not required to retain complete block data, but retains partial data on the block header chain 

formed by connecting block headers end to end, i.e. the to-be-verified transaction may be verified, 

thereby greatly reducing the consumption of storage space. When the block generation node verifies 

that a to-be-verified transaction is legitimate, a new block header (i.e. a to-be-processed block 

header) may also be generated based on the to-be-verified transaction, and the new block header is 

transmitted to the full node, whereby the full node generates a new block based on the new block 

header, and then the legitimate to-be-verified transaction may be successfully written in the full 

blockchain.

[00133] Further, FIG. 11 is a schematic structural diagram of a transaction verification 

apparatus according to an embodiment of this application. The transaction verification apparatus 1 

may be a computer program (including program code) run on a computer device. For example, the 

transaction verification apparatus 1 is application software, and the transaction verification 

apparatus 1 may be configured to perform the corresponding steps in the method provided in the 

embodiments of this application. As shown in FIG. 11, the transaction verification apparatus 1 may 

run on a block generation node in a blockchain network. The block generation node may be an SPV 

node in the blockchain network. For example, the block generation node may be the block 

generation node 20C in the embodiment corresponding to FIG. 2. The transaction verification 

apparatus 1 may include: a transaction acquisition module 10, a set checking module 20, a target 

execution result determining module 30, a legitimacy checking module 40, a state snapshot 

generation module 50, a to-be-processed block header generation module 60, a to-be-processed

block header writing module 70, an encryption processing module 80, and an encrypted data 

information transmitting module 90.
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[00134] The transaction acquisition module 10 is configured to acquire a to-be-verified 

transaction from a user node in a blockchain network and transaction verification information of the 

to-be-verified transaction. The transaction verification information is determined by a full node in 

the blockchain network by executing a transaction corresponding to the to-be-verified transaction.

The transaction verification information includes a state read set, a state write set, an initial 

transaction execution result, and a block identifier, the block identifier is of a target block with a 

maximum generation timestamp on a full blockchain of the full node, and a first block header of the 

target block includes the block identifier.

[00135] The set checking module 20 is configured to search a block header chain of an SPV 

node for a block header matching the block identifier in the first block header, as a second block 

header, and check the state read set and the state write set based on a first state snapshot in the 

second block header to obtain a first check result of the to-be-verified transaction.

[00136] The state read set and the state write set are generated by the full node based on an 

MPT in the target block.

[00137] The set checking module 20 includes: a state snapshot acquisition unit 201, a read set 

checking unit 202, a write set checking unit 203, and a check result determining unit 204.

[00138] The state snapshot acquisition unit 201 is configured to search a block header chain 

of the SPV node for a block header matching the block identifier in the first block header, as a 

second block header, and take a state snapshot in the second block header as a first state snapshot in 

the second block header.

[00139] The read set checking unit 202 is configured to acquire a first proof of existence of 

first state data from the state read set, and check the first proof of existence based on the first state 

snapshot to obtain a first proof check result. The first state data is state data read by the full node on 

the MPT in the target block and associated with the to-be-verified transaction.

[00140] The read set checking unit 202 includes: a proof acquisition sub-unit 2021, an initial 

comparison result determining sub-unit 2022, a first comparison result determining sub-unit 2023, a 

second comparison result determining sub-unit 2024, and a check result determining sub-unit 2025.

[00141] The proof acquisition sub-unit 2021 is configured to acquire a first proof of existence 

of first state data from the state read set. The first proof of existence is a node path acquired by the 

full node from the MPT in the target block and associated with the first state data. The node path 

includes a leaf node for storing the first state data, and a root node.
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[00142] The initial comparison result determining sub-unit 2022 is configured to take the leaf 

node as a child node and take a node preceding the leaf node as a parent node corresponding to the 

child node based on a first node index relationship indicated by the node path, and compare a child 

node hash of the child node with a hash pointer of the parent node to obtain an initial comparison 

result.

[00143] The first comparison result determining sub-unit 2023 is configured to update, in 

response to the initial comparison result indicating a successful comparison, the child node and the 

parent node based on the first node index relationship, and obtain a first comparison result of the 

first proof of existence in a case that the updated parent node is the root node.

[00144] The second comparison result determining sub-unit 2024 is configured to compare a 

root hash of the root node with the first state snapshot to obtain a second comparison result of the 

first proof of existence.

[00145] The check result determining sub-unit 2025 is configured to obtain a first proof 

check result based on the first comparison result and the second comparison result.

[00146] The specific implementations of the proof acquisition sub-unit 2021, the initial 

comparison result determining sub-unit 2022, the first comparison result determining sub-unit 2023, 

the second comparison result determining sub-unit 2024, and the check result determining sub-unit 

2025 may be seen from the description about the first proof check result in the embodiment 

corresponding to FIG. 3, and will not be described in detail herein.

[00147] The write set checking unit 203 is configured to acquire a proof of modifiability of 

second state data from the state write set, and check the proof of modifiability based on the first 

state snapshot to obtain a second proof check result. The second state data is state data recorded by 

the full node in the process of executing the transaction and simulated to be written in a block 

subsequent to the target block.

[00148] The check result determining unit 204 is configured to determine a first check result 

of the to-be-verified transaction based on the first proof check result and the second proof check 

result.

[00149] The specific implementations of the state snapshot acquisition unit 201, the read set 

checking unit 202, the write set checking unit 203, and the check result determining unit 204 may 

be seen from the description about S102 in the embodiment corresponding to FIG. 3, and will not 

be described in detail herein.
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[00150] The target execution result determining module 30 is configured to execute the 

transaction based on the state read set in a case that the first check result indicates a successful 

check to obtain a target transaction execution result corresponding to the transaction and 

to-be-written state data.

[00151] The legitimacy checking module 40 is configured to check the legitimacy of the 

to-be-verified transaction based on the initial transaction execution result, the target transaction 

execution result, the state write set, and the to-be-written state data.

[00152] The legitimacy checking module 40 includes: a transaction execution result 

comparison unit 401, a proof checking unit 402, a state data comparison unit 403, and a legitimacy 

checking unit 404.

[00153] The transaction execution result comparison unit 401 is configured to compare the 

initial transaction execution result with the target transaction execution result to obtain a third 

comparison result.

[00154] The proof checking unit 402 is configured to acquire a second proof of existence of 

second state data from the state write set, and check the second proof of existence based on the first 

state snapshot.

[00155] The state data comparison unit 403 is configured to compare the second state data 

with the to-be-written state data in a case of a successful check to obtain a fourth comparison result.

[00156] The legitimacy checking unit 404 is configured to obtain a second check result of the 

to-be-verified transaction based on the third comparison result and the fourth comparison result, and 

check the legitimacy of the to-be-verified transaction based on the second check result.

[00157] The specific implementations of the transaction execution result comparison unit 401, 

the proof checking unit 402, the state data comparison unit 403, and the legitimacy checking unit 

404 may be seen from the description about S104 in the embodiment corresponding to FIG. 3, and 

will not be described in detail herein.

[00158] The state snapshot generation module 50 is configured to generate, based on second 

state data in the state write set, a second state snapshot associated with the second state data in a 

case of determining that the to-be-verified transaction is legitimate.

[00159] The to-be-processed block header generation module 60 is configured to generate a 

to-be-processed block header based on the to-be-verified transaction, the target transaction 

execution result and the second state snapshot. The to-be-processed block header is used as a block 

header subsequent to the second block header.
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[00160] The to-be-processed block header writing module 70 is configured to write the 

to-be-processed block header in the block header chain.

[00161] The encryption processing module 80 is configured to acquire, after successfully 

writing the to-be-processed block header in the block header chain, a node public key of the full 

node, and encrypt the to-be-processed block header to obtain encrypted data information.

[00162] The encrypted data information transmitting module 90 is configured to transmit the 

encrypted data information to the full node, whereby the full node decrypts the encrypted data 

information based on a node private key of the full node to obtain the to-be-processed block header 

for instructing the full node to generate a to-be-processed block corresponding to the 

to-be-processed block header. The to-be-processed block is used as a block subsequent to the target 

block on the full blockchain.

[00163] The specific implementations of the transaction acquisition module 10, the set 

checking module 20, the target execution result determining module 30, the legitimacy checking 

module 40, the state snapshot generation module 50, the to-be-processed block header generation 

module 60, the to-be-processed block header writing module 70, the encryption processing module 

80, and the encrypted data information transmitting module 90 may be seen from the description 

about S101-S104 in the embodiment corresponding to FIG. 3, and will not be described in detail 

herein. In addition, beneficial effects achieved by using the same method are not described herein 

again.

[00164] Further, FIG. 12 is a schematic structural diagram of a transaction verification 

apparatus according to an embodiment of this application. The transaction verification apparatus 2 

may be a computer program (including program code) run on a computer device. For example, the 

transaction verification apparatus 2 is application software, and the transaction verification 

apparatus 2 may be configured to perform the corresponding steps in the method provided in the 

embodiments of this application. As shown in FIG. 12, the transaction verification apparatus 2 may 

run on a full node in a blockchain network. The full node may be the full node 20B in the 

embodiment corresponding to FIG. 2. The transaction verification apparatus 2 may include: a target 

block determining module 100, an initial execution result determining module 200 and a 

verification information determining module 300.

[00165] The target block determining module 100 is configured to take a block with a 

maximum generation timestamp as a target block and take a block header of the target block as a 

first block header on a full blockchain of a full node in a case that a to-be-verified transaction

associated with a user node in a blockchain network is acquired.
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[00166] The target block determining module 100 includes: a signature information receiving 

unit 1001, a signature information verification unit 1002 and a target block determining unit 1003.

[00167] The signature information receiving unit 1001 is configured to receive transaction 

signature information corresponding to the to-be-verified transaction transmitted by the user node in 

the blockchain network. The transaction signature information is obtained after the user node signs 

the to-be-verified transaction based on a user private key.

[00168] The signature information verification unit 1002 is configured to acquire a user 

public key corresponding to the user private key, and verify the transaction signature information 

based on the user public key to obtain a verification result.

[00169] The target block determining unit 1003 is configured to acquire a block with a 

maximum generation timestamp on a full blockchain of the full node in a case that the verification 

result indicates a successful verification, take the acquired block as a target block, and take a block 

header of the target block as a first block header.

[00170] The specific implementations of the signature information receiving unit 1001, the 

signature information verification unit 1002 and the target block determining unit 1003 may be seen 

from the description about S202 in the embodiment corresponding to FIG. 8, and will not be 

described in detail herein.

[00171] The initial execution result determining module 200 is configured to acquire an MPT 

in the target block, and execute a transaction corresponding to the to-be-verified transaction based 

on the MPT in the target block to obtain an initial transaction execution result, a state read set and a 

state write set corresponding to the transaction.

[00172] The initial execution result determining module 200 includes: a first state data 

determining unit 2001, a second state data determining unit 2002, a read set generation unit 2003, 

and a write set generation unit 2004.

[00173] The first state data determining unit 2001 is configured to acquire an MPT in the 

target block, take the acquired MPT as a to-be-processed tree, read state data associated with the 

to-be-verified transaction from the to-be-processed tree, and take the read state data as first state 

data.

[00174] The second state data determining unit 2002 is configured to execute a transaction

corresponding to the to-be-verified transaction based on the first state data, obtain an initial 

transaction execution result corresponding to the transaction, record state data simulated to be 
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written in a block subsequent to the target block in the process of executing the transaction, and take 

the recorded state data as second state data.

[00175] The read set generation unit 2003 is configured to collect a first proof of existence of 

the first state data based on the to-be-processed tree, and generate a state read set based on the first 

proof of existence.

[00176] The write set generation unit 2004 is configured to collect a proof of modifiability 

and a second proof of existence of the second state data based on the to-be-processed tree, and

generate a state write set based on the proof of modifiability and the second proof of existence.

[00177] The write set generation unit 2004 includes: a proof-of-modifiability acquisition 

sub-unit 20041, a proof-of-existence acquisition sub-unit 20042 and a write set generation sub-unit 

20043.

[00178] The proof-of-modifiability acquisition sub-unit 20041 is configured to acquire a key 

string associated with the second state data before inserting the second state data into the 

to-be-processed tree, and acquire a proof of modifiability of the second state data based on the key 

string.

[00179] The to-be-processed tree includes a root node.

[00180] The proof-of-modifiability acquisition sub-unit 20041 is further configured to:

[00181] acquire a key string associated with the second state data before inserting the second 

state data into the to-be-processed tree;

[00182] acquire a second node index relationship indicated by the to-be-processed tree, and 

traverse from the root node to search for a character having the same prefix as the key string based 

on the second node index relationship; and

[00183] obtain a to-be-processed string based on all the characters found, acquire a proof of 

existence associated with the to-be-processed string, and take the acquired proof of existence as a 

proof of modifiability of the second state data.

[00184] The proof-of-existence acquisition sub-unit 20042 is configured to acquire a proof of 

existence of the second state data after inserting the second state data into the to-be-processed tree, 

and take the proof of existence of the second state data as a second proof of existence.

[00185] The write set generation sub-unit 20043 is configured to generate a state write set 

based on the proof of modifiability and the second proof of existence.
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[00186] The specific implementations of the proof-of-modifiability acquisition sub-unit 

20041, the proof-of-existence acquisition sub-unit 20042 and the write set generation sub-unit 

20043 may be seen from the description about a state write set in the embodiment corresponding to 

FIG. 3, and will not be described in detail herein.

[00187] The specific implementations of the first state data determining unit 2001, the second 

state data determining unit 2002, the read set generation unit 2003, and the write set generation unit 

2004 may be seen from the description about S208 in the embodiment corresponding to FIG. 8, and 

will not be described in detail herein.

[00188] The verification information determining module 300 is configured to acquire a 

block identifier in the first block header, take the initial transaction execution result, the state read 

set, the state write set, and the block identifier as transaction verification information corresponding 

to the to-be-verified transaction for indicating a block generation node in the blockchain network, 

and check the legitimacy of the to-be-verified transaction based on a first state snapshot in a second 

block header in a block header chain. The second block header is a block header matching the block 

identifier in the block header chain. The block generation node is an SPV node in the blockchain 

network.

[00189] The specific implementations of the target block determining module 100, the initial 

execution result determining module 200 and the verification information determining module 300 

may be seen from the description about S201-S209 in the embodiment corresponding to FIG. 8, and 

will not be described in detail herein. In addition, beneficial effects achieved by using the same 

method are not described herein again.

[00190] Further, FIG. 13 is a schematic diagram of a computer device according to an 

embodiment of this application. As shown in FIG. 13, the computer device 3000 may be the block 

generation node 20C in the embodiment corresponding to FIG. 2 and may include at least one 

processor 3001 such as a CPU, at least one network interface 3004, a user interface 3003, a memory 

3005, and at least one communication bus 3002. The communication bus 3002 is configured to 

implement connection and communication between the components. The user interface 3003 may 

include a display and a keyboard. Optionally, the network interface 3004 may include a standard 

wired interface and a wireless interface (such as a WI-FI interface). The memory 3005 may be a 

high-speed RAM, or may be a non-volatile memory, such as, at least one magnetic disk memory.

Optionally, the memory 3005 may further be at least one storage apparatus located far away from 

the foregoing processor 3001. As shown FIG. 13, the memory 3005 used as a computer storage 



39

medium may include an operating system, a network communication module, a user interface 

module, and a device control application.

[00191] In the computer device 3000 shown in FIG. 13, the network interface 3004 is mainly 

configured to perform network communication. The user interface 3003 is mainly configured to 

provide an input interface for a user. The processor 3001 may be configured to invoke the device 

control application stored in the memory 3005.

[00192] It is to be understood that the computer device 3000 described in this embodiment of 

this application may perform the descriptions of the transaction verification method in the foregoing 

embodiment corresponding to FIG. 3 or FIG. 8, or may perform the description of the transaction 

verification apparatus 1 in the foregoing embodiment corresponding to FIG. 11 or the description of 

the transaction verification apparatus 2 in the foregoing embodiment corresponding to FIG. 12. 

Details are not described herein again. In addition, beneficial effects achieved by using the same 

method are not described herein again.

[00193] In addition, it should be noted here that: an embodiment of this application further 

provides a computer-readable storage medium, storing a computer program executed by the 

transaction verification apparatus 1 or the transaction verification apparatus 2 mentioned above. The 

computer program includes program instructions, when executing the program instructions, the 

processor can perform the descriptions of the transaction verification method in the foregoing 

embodiment corresponding to FIG. 3 or FIG. 8. Therefore, details are not described herein again. In 

addition, beneficial effects achieved by using the same method are not described herein again. For 

technical details that are not disclosed in the embodiments of the computer-readable storage 

medium of this application, reference may be made to the descriptions of the method embodiments 

of this application. As an example, the program instructions may be deployed to be executed on a 

computing device, or deployed to be executed on a plurality of computing devices at the same 

location, or deployed to be executed on a plurality of computing devices that are distributed in a 

plurality of locations and interconnected by using a communication network. The plurality of 

computing devices that are distributed in the plurality of locations and interconnected by using a 

communication network may form a blockchain system.

[00194] According to an aspect of this application, a computer program product or a 

computer program is provided, including computer instructions, the computer instructions being 

stored in a computer-readable storage medium. A processor of a computer device reads the 

computer instructions from the computer-readable storage medium, and executes the computer 

instructions, causing the computer device to perform the descriptions of the transaction verification 



40

method in the foregoing embodiment corresponding to FIG. 3 or FIG. 8. Details are not described 

herein again. In addition, beneficial effects achieved by using the same method are not described 

herein again.

[00195] Further, FIG. 14 is a schematic structural diagram of a data processing system 

according to an embodiment of this application. The data processing system 3 may include a data 

processing apparatus 1a and a data processing apparatus 2a. The data processing apparatus 1a may 

be the transaction verification apparatus 1 in the embodiment corresponding to FIG. 11. It is to be 

understood that the data processing apparatus 1a may be integrated in the block generation node 

20C in the embodiment corresponding to FIG. 2 and will therefore not be described in detail herein. 

The data processing apparatus 2a may be the transaction verification apparatus 2 in the embodiment 

corresponding to FIG. 12. It is to be understood that the data processing apparatus 2a may be 

integrated in the full node 20B in the embodiment corresponding to FIG. 2 and will therefore not be 

described in detail herein. In addition, beneficial effects achieved by using the same method are not 

described herein again. For technical details that are not disclosed in the embodiments of the data 

processing system of this application, reference may be made to the descriptions of the method 

embodiments of this application.

[00196] A person of ordinary skill in the art may understand that all or some of the 

procedures of the methods in the embodiments may be implemented by using a computer program 

instructing relevant hardware. The program may be stored in a computer-readable storage medium. 

When the program is executed, the procedures of the foregoing method embodiments may be 

performed. The storage medium may be a magnetic disc, an optical disc, a read-only memory 

(ROM), a random access memory (RAM), or the like.

[00197] The foregoing disclosure is merely exemplary embodiments of this application, and 

certainly is not intended to limit the scope of the claims of this application. Therefore, equivalent 

variations made in accordance with the claims of this application shall fall within the scope of this 

application.



41

CLAIMS 

What is claimed is:

1. A transaction verification method, performed by a block generation node in a blockchain

network, the block generation node being a simplified payment verification (SPV) node in the 

blockchain network, the method comprising:

acquiring a to-be-verified transaction from a user node in the blockchain network and 

transaction verification information of the to-be-verified transaction, the transaction verification 

information being determined by a full node in the blockchain network by executing a transaction

corresponding to the to-be-verified transaction, the transaction verification information comprising 

a state read set, a state write set, an initial transaction execution result and a block identifier, the 

block identifier being of a target block with a maximum generation timestamp on a full blockchain 

of the full node, and a block header of the target block as a first block header comprising the block 

identifier;

searching a block header chain of the SPV node for a block header matching the block 

identifier in the first block header, as a second block header, and checking the state read set and the 

state write set based on a first state snapshot in the second block header to obtain a first check result 

of the to-be-verified transaction;

executing the transaction based on the state read set in response to the first check result 

indicating a successful check, to obtain a target transaction execution result of the transaction and 

to-be-written state data; and

checking legitimacy of the to-be-verified transaction based on the initial transaction execution 

result, the target transaction execution result, the state write set, and the to-be-written state data.

2. The method according to claim 1, wherein the state read set and the state write set are

generated by the full node based on a Merkle Patricia tree (MPT) in the target block;

the searching a block header chain of the SPV node for a block header matching the block 

identifier in the first block header, as a second block header, and checking the state read set and the 

state write set based on a first state snapshot in the second block header to obtain a first check result 

of the to-be-verified transaction comprises:

searching a block header chain of the SPV node for a block header matching the block 

identifier in the first block header, as a second block header, and taking a state snapshot in the 

second block header as a first state snapshot;
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acquiring a first proof of existence of first state data from the state read set, and checking the 

first proof of existence based on the first state snapshot to obtain a first proof check result, the first 

state data being state data associated with the to-be-verified transaction read by the full node on the 

MPT in the target block;

acquiring a proof of modifiability of second state data from the state write set, and checking 

the proof of modifiability based on the first state snapshot to obtain a second proof check result, the 

second state data being state data simulated to be written in a block subsequent to the target block 

recorded by the full node in the process of executing the transaction; and

determining a first check result of the to-be-verified transaction based on the first proof check 

result and the second proof check result.

3. The method according to claim 2, wherein the acquiring a first proof of existence of first

state data from the state read set, and checking the first proof of existence based on the first state 

snapshot to obtain a first proof check result comprises:

acquiring the first proof of existence of the first state data from the state read set, the first proof 

of existence being a node path associated with the first state data acquired by the full node from the 

MPT in the target block, the node path comprising a leaf node for storing the first state data, and a 

root node;

taking the leaf node as a child node and taking a node preceding the leaf node as a parent node 

of the child node based on a first node index relationship indicated by the node path, and comparing 

a child node hash of the child node with a hash pointer of the parent node to obtain an initial 

comparison result;

in response to the initial comparison result indicating a successful comparison, updating the 

child node and the parent node based on the first node index relationship until the updated parent 

node is the root node, and obtaining a first comparison result of the first proof of existence;

comparing a root hash of the root node with the first state snapshot to obtain a second 

comparison result of the first proof of existence; and

obtaining a first proof check result based on the first comparison result and the second 

comparison result.

4. The method according to claim 1, wherein the checking legitimacy of the to-be-verified

transaction based on the initial transaction execution result, the target transaction execution result, 

the state write set, and the to-be-written state data comprises:
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comparing the initial transaction execution result with the target transaction execution result to 

obtain a third comparison result;

acquiring a second proof of existence of second state data from the state write set, and 

checking the second proof of existence based on the first state snapshot;

in response to a successful check, comparing the second state data with the to-be-written state 

data to obtain a fourth comparison result; and

obtaining a second check result of the to-be-verified transaction based on the third comparison 

result and the fourth comparison result, and checking legitimacy of the to-be-verified transaction

based on the second check result.

5. The method according to claim 1, further comprising:

generating, based on second state data in the state write set, a second state snapshot associated 

with the second state data in response to determining that the to-be-verified transaction is 

legitimate;

generating a to-be-processed block header based on the to-be-verified transaction, the target 

transaction execution result and the second state snapshot, the to-be-processed block header being 

used as a block header subsequent to the second block header; and

writing the to-be-processed block header into the block header chain.

6. The method according to claim 5, further comprising:

after successfully writing the to-be-processed block header into the block header chain, 

acquiring a node public key of the full node to encrypt the to-be-processed block header, to obtain 

encrypted data information; and

transmitting the encrypted data information to the full node, so that the full node decrypts the 

encrypted data information based on a node private key of the full node to obtain the 

to-be-processed block header, the to-be-processed block header instructing the full node to generate 

a to-be-processed block corresponding to the to-be-processed block header, the to-be-processed

block being used as a block subsequent to the target block on the full blockchain.

7. A transaction verification method, performed by a full node in a blockchain network, the

method comprising:

taking a block with a maximum generation timestamp on a full blockchain of the full node as a 

target block and taking a block header of the target block as a first block header in response to 

acquiring a to-be-verified transaction associated with a user node in the blockchain network;
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acquiring a Merkle Patricia tree (MPT) in the target block, and executing a transaction 

corresponding to the to-be-verified transaction based on the MPT in the target block, to obtain an 

initial transaction execution result, a state read set and a state write set of the transaction; and

acquiring a block identifier in the first block header, and taking the initial transaction execution 

result, the state read set, the state write set, and the block identifier as transaction verification 

information of the to-be-verified transaction, the transaction verification information indicating a 

block generation node in the blockchain network, and 

checking legitimacy of the to-be-verified transaction based on a first state snapshot in a second 

block header in a block header chain, the second block header being a block header matching the 

block identifier in the block header chain, and the block generation node being a simplified payment 

verification (SPV) node in the blockchain network.

8. The method according to claim 7, wherein the taking a block with a maximum generation

timestamp on a full blockchain of the full node as a target block and taking a block header of the 

target block as a first block header in response to acquiring a to-be-verified transaction associated 

with a user node in the blockchain network comprises:

receiving transaction signature information corresponding to the to-be-verified transaction

from the user node in the blockchain network, the transaction signature information being obtained 

by the user node by signing the to-be-verified transaction based on a user private key;

acquiring a user public key corresponding to the user private key, and verifying the transaction 

signature information based on the user public key to obtain a verification result; and

acquiring the block with a maximum generation timestamp on a full blockchain of the full 

node in response to the verification result indicating a successful verification, taking the acquired 

block as a target block, and taking a block header of the target block as a first block header.

9. The method according to claim 7, wherein the acquiring an MPT in the target block, and

executing a transaction corresponding to the to-be-verified transaction based on the MPT in the 

target block to obtain an initial transaction execution result, a state read set and a state write set of

the transaction comprises:

acquiring an MPT in the target block, taking the acquired MPT as a to-be-processed tree, 

reading state data associated with the to-be-verified transaction from the to-be-processed tree, and 

taking the read state data as first state data;

executing a transaction corresponding to the to-be-verified transaction based on the first state 

data, to obtain an initial transaction execution result of the transaction, recording state data 
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simulated to be written in a block subsequent to the target block in the process of executing the 

transaction, and taking the recorded state data as second state data;

collecting a first proof of existence of the first state data based on the to-be-processed tree, and 

generating a state read set based on the first proof of existence; and

collecting a proof of modifiability and a second proof of existence of the second state data 

based on the to-be-processed tree, and generating a state write set based on the proof of 

modifiability and the second proof of existence.

10. The method according to claim 9, wherein the collecting a proof of modifiability and a

second proof of existence of the second state data based on the to-be-processed tree, and generating 

a state write set based on the proof of modifiability and the second proof of existence comprises:

acquiring a key string associated with the second state data before inserting the second state 

data into the to-be-processed tree, and acquiring a proof of modifiability of the second state data 

based on the key string;

acquiring a proof of existence of the second state data after inserting the second state data into 

the to-be-processed tree, and taking the proof of existence of the second state data as a second proof 

of existence; and

generating a state write set based on the proof of modifiability and the second proof of 

existence.

11. The method according to claim 10, wherein the to-be-processed tree comprises a root node;

the acquiring a key string associated with the second state data before inserting the second

state data into the to-be-processed tree, and acquiring a proof of modifiability of the second state 

data based on the key string comprises:

acquiring a key string associated with the second state data before inserting the second state 

data into the to-be-processed tree;

acquiring a second node index relationship indicated by the to-be-processed tree, and 

traversing from the root node to search for a character having the same prefix as the key string 

based on the second node index relationship; and

obtaining a to-be-processed string based on all the characters obtained by the searching,

acquiring a proof of existence associated with the to-be-processed string, and taking the acquired 

proof of existence as a proof of modifiability of the second state data.

12. A transaction verification apparatus, comprising:
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a transaction acquisition module, configured to acquire a to-be-verified transaction from a user 

node in the blockchain network and transaction verification information of the to-be-verified 

transaction, the transaction verification information being determined by a full node in the 

blockchain network by executing a transaction corresponding to the to-be-verified transaction, the 

transaction verification information comprising a state read set, a state write set, an initial 

transaction execution result and a block identifier, the block identifier being of a target block with a 

maximum generation timestamp on a full blockchain of the full node, and a block header of the 

target block as the first block header comprising the block identifier;

a set checking module, configured to search a block header chain of a simplified payment 

verification (SPV) node for a block header matching the block identifier in the first block header, as 

a second block header, and checking the state read set and the state write set based on a first state 

snapshot in the second block header to obtain a first check result of the to-be-verified transaction;

a target execution result determining module, configured to execute the transaction based on 

the state read set in response to the first check result indicating a successful check, to obtain a target 

transaction execution result of the transaction and to-be-written state data; and

a legitimacy checking module, configured to check legitimacy of the to-be-verified transaction

based on the initial transaction execution result, the target transaction execution result, the state 

write set, and the to-be-written state data.

13. A transaction verification apparatus, comprising:

a target block determining module, configured to take a block with a maximum generation 

timestamp on a full blockchain of the full node as a target block and taking a block header of the 

target block as a first block header in response to acquiring a to-be-verified transaction associated 

with a user node in the blockchain network;

an initial execution result determining module, configured to acquire a Merkle Patricia tree 

(MPT) in the target block, and execute a transaction corresponding to the to-be-verified transaction

based on the MPT in the target block, to obtain an initial transaction execution result, a state read 

set and a state write set of the transaction; and

a verification information determining module, configured to a block identifier in the first 

block header, and taking the initial transaction execution result, the state read set, the state write set, 

and the block identifier as transaction verification information of the to-be-verified transaction, the 

transaction verification information indicating a block generation node in the blockchain network,

and check legitimacy of the to-be-verified transaction based on a first state snapshot in a second 
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block header in a block header chain, the second block header being a block header matching the 

block identifier in the block header chain, and the block generation node being a simplified payment 

verification (SPV) node in the blockchain network.

14. A computer device, comprising a processor and a memory;

the processor being connected to the memory, the memory being configured to store a 

computer program, and the processor being configured to invoke the computer program to cause the 

computer device to perform the method according to any one of claims 1 to 6, or perform the 

method according to any one of claims 7 to 11.

15. A computer-readable storage medium, storing a computer program, the computer program,

when being loaded and executed by a processor, causing a computer device with the processor to 

perform the method according to any one of claims 1 to 6, or perform the method according to any 

one of claims 7 to 11.

16. A computer program product comprising instructions, the instructions, when running on a

computer, causing the computer to perform the method according to any one of claims 1 to 6, or 

perform the method according to any one of claims 7 to 11.


